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We present two Device Independent Quantum Random Number Generator (DI-QRNG) protocols
using two self-testing methodologies in Preparation & Measure (P&M) scenario. These two method-
ologies are the variants of two well-known non-local games, namely, CHSH and pseudo-telepathy
games, in P&M framework. We exploit them as distinguishers in black-box settings to differentiate
the classical and the quantum paradigms and hence to certify the Device Independence. The first
self-test was proposed by Tavakoli et al. (Phys. Rev. A, 2018). We show that this is actually a
P&M variant of the CHSH game. Then based on this self-test, we design our first DI-QRNG proto-
col. We also propose a new self-testing methodology, which is the first of its kind that is reducible
from pseudo-telepathy game in P&M framework. Based on this new self-test, we design our second

DI-QRNG protocol.

I. INTRODUCTION

The goal of self-testing is to validate whether a de-
vice is working as desired using only black-box type of
interaction. In the quantum domain, self-testing is used
as a mechanism to certify whether a protocol is device-
independent, i.e., whether the protocol works correctly
without any assumption on the devices, solely based
on the measurement statistics. The question of device-
independent security was first introduced in 1998 by
Mayers and Yao in [I] to take care of imperfect devices.
Many years later in [2], it was shown that such security
is indeed possible in principle, however, it uses a lot of
classical communications which cost exponentially in the
security parameter. This technique is well-established
in Quantum Key Distribution (QKD) protocols [3Hg] for
certifying the security of the protocols independent to
the underlying functionality of the devices [9HI9] .

In the similar fashion, Device-independent (in broader
sense) Random Number Generation has been proposed
in 20H28][? ] In [20], it is shown that the violation
of Bell’s inequality [29] or CHSH inequality [30] could be
used to certify randomness in a device-independent man-
ner, i.e., without trusting the underlying devices. This
was expanded theoretically by Colbeck and Kent [21],
who defined minimal assumptions for randomness certi-
fication in DI-QRNG and showed its potential for secure
cryptographic applications. Liu et al. [22] made signifi-
cant experimental progress by achieving high generation
rates using a loophole-free Bell test, marking a major ad-
vancement towards real-world applications. Brandao et
al. [23] showed how quantum noise and decoherence im-
pact randomness extraction, and then they offered proto-
cols for managing these challenges in practical scenario.
Coudron and Yuen [24] further contributed by integrat-
ing quantum theory and computational approaches, cre-
ating efficient randomness extraction protocols. Address-
ing partial randomness, Chung, Shi, and Wu [25] devel-
oped methods to amplify weak quantum randomness to
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near-perfect levels, making DI-QRNG more viable where
instrumental imperfections might arise.

On the other hand, source independent random num-
ber generator was presented in [26]. Semi Device-
independent random number expansion is described
in [27], whereas Measurement Device-independent ran-
dom number generation is reported in [28].

In [31], Tavakoli et al. proposed a self-testing method-
ology in preparation and measure scenario without using
any entanglement. In their setting there are two black-
boxes: one device prepares the quantum state p and an-
other measures the prepared state and generates a bit b.
Both the devices accept bits as inputs. The preparation
device outputs the quantum state depending on the in-
put bits zg and z;. The measurement device measures
the prepared state based on the input bit y and produces
an output bit b. The two devices are connected by a
quantum channel to transmit the quantum states from
the preparation device to the measurement device. No
classical communications are allowed between these two
devices. A schematic diagram of the set-up is presented
in Figure

In the above scheme, the two black boxes must be sepa-
rated from each other so that no classical communication
is allowed between the boxes during the process. Other-
wise, it can be shown that the self-testing methodology
can be simulated classically. Irrespective of whether the



two devices are purchased from the same or two different
vendors, there should only be a quantum channel as a
connectivity between these two devices, that transmits a
quantum state from the preparation device to the mea-
surement one.

In this backdrop, we exploit the idea to propose a
Device-independent Random Number Generation proto-
col in preparation and measure scenario. In this regard,
one should mention the work [32], where a self-testing
QRNG has been proposed in which the user can moni-
tor the entropy in real time with some basic assumptions.
However, the protocol is not fully device-independent. In
the paper it is commented “when these are produced by
trusted (or simply different) providers, it is reasonable
to assume that there are no (built-in) pre-established
correlations between the devices”. Contrary to this,
in our protocol, we remove the assumption of “trusted
providers”. We prove that under fair sampling and i.i.d.
assumptions, simultaneous occurrence of Bell inequality
violation, randomness extraction and deterministic mea-
surements are not possible for any classically correlated
devices in a non-signaling framework. Hence, there is no
need to introduce “trusted providers” in our case and the
device independence security can be guaranteed.

We also present a new self-testing mechanism which
can be reduced from Pseudo-Telepathy game and propose
a novel DI-QRNG protocol.

Our Contributions

The main contributions of our work are outlined below.

1. Tavakoli et al. [31] mentioned that their protocol
does not “necessarily relies on the violation of Bell’s
inequality” [3I]. However, we prove that one can
get an entangled version of the protocol (Theo-
rem . We also show that the well-known CHSH
game with quantum strategy can be reduced to this
entangled version (Theorem [2) and hence to the
self-testing methodology presented in [31] (Corol-

lary .

2. Based on the above self-testing method, we pro-
pose our first DI-QRNG protocol. We prove the
device independence of the protocol (Theorem
and and the true-randommness of its outputs
(Theorem [5).

3. Our next contribution is a novel self-testing game
in P&M scenario. We show that this game can be
reduced from the pseudo-telepathy game [33] (The-
orem @ All the existing self-testing methodologies
so far including [31] directly rely on the violation
of Bell’s inequality or can be reduced to that. Con-
trary to this, ours is the first self-testing methodol-
ogy in P&M framework which can be reduced from
the pseudo-telepathy game.

4. Finally, we propose a novel DI-QRNG protocol
based on our new self-testing game and prove
its device independence (Theorem (7)) and true-
randomness of its outputs (Theorem [§]).

There are many companies that have launched their
QRNG products in the market. These devices are
usually designed in prepare-and-measure scenario which
is comparatively easy to achieve in practice unlike
entanglement-based products. However, those are not
Device-independent in nature. In this direction, our pro-
posed protocols may be implemented immediately to ful-
fil the need of commercial DI-QRNG.

Organization of the Paper

The paper is organized as follows. In Section [}
we recapitulate CHSH game , multi-party pseudo-
telepathy game (IIB)) and the protocol presented in [31]
(ILC). In Section [II} we redefine the quantum strategy
of the original CHSH game keeping all the necessary pa-
rameters intact in the motivation towards connecting the
game and the self-testing methodology of [31]. We name
it as CHSH1 ([ITA). In this regard, we present a new
game G . Then we prove that the game G is the en-
tanglement version of the self-testing methodology pre-
sented in [31] and show how it boils down to CHSHI,
and hence to the CHSH game . We then propose
a DI-QRNG protocol based on the self-testing game in
Section [[V]and give the proof of the device-independence
and the proof of the true-randomness extraction of the
proposed protocol in Section [V} In Section [VI, we pro-
pose a new self-testing game in preparation and mea-
sure scenario, and show that it can be deduced from the
multi-party pseudo-telepathy game. We then present a
second DI-QRNG protocol based on the new game in
Section [VII] In Section [VIII} we present the proof of de-
vice independence and the proof of the true randomness
extraction of the proposed protocol. In Section [[X] we
compare our two DI-QRNGs with source independent
and measurement device independent QRNG protocols
in P&M scenario. Section [X] concludes the paper.

II. PRELIMINARIES

In this paper, either CHSH or pseudo-telepathy games
are exploited as distinguishers to put a boundary between
the classical-quantum paradigm. In case of CHSH game,
the maximum winning probability in the classical case is
0.75. A value greater than this implies some quantum-
ness in the device and the upper bound of the probability
in quantum domain is 0.85. Hence, the difference be-
tween the maximum probabilities of the classical and the
quantum paradigms is 0.1. Interestingly, this difference
increases further in case of the pseudo-telepathy game.
Here, the the maximum classical winning probability is



%—1— 2-12 1, where n is the number of players. However, in
case of quantum strategy, the winning probability reaches
1, providing a better distinguishability, up to a difference
of 0.5 between the maximum probabilities of the classical
and the quantum paradigms.

A. CHSH Game

Here we first recall the CHSH game [30]. Then we
analyze its quantum strategy and show how it enhances
the winning probability.

In the CHSH game, there are two participants (say
Alice and Bob) and one dealer. The dealer sends a bit z
to Alice and a bit y to Bob. After getting x Alice outputs
a bit a and after getting y Bob outputs a bit b. They win
the game if x Ay = a @ b holds.

1. Classical Strategy

As we know the truth table of AND function consists
of 75% Os, the classical strategy to win the game is that
Alice and Bob always return the same bit, say 0 (it also
works for 1).

Using the classical strategy, the winning probability is
0.75 and this is optimal for the classical world. But in-
stead of this strategy if they follow the quantum strategy
then the winning probability can be enhanced to 0.85.
Next, we discuss the quantum strategy.

2. Quantum Strategy

To use the quantum strategy, Alice and Bob have
to share a maximally entangled state of the form
%(|00> + |11)) among themselves beforehand. Their

game strategy is as follows:

Quantum Strategy of CHSH game:

1. After getting x from the dealer, Alice measures her
part of the entanglement.

o If = is 0, she measures her part in {|0),|1)}
basis.

o If = is 1, she measures her part in {|+),]|—)}
basis.

2. After measurement if Alice gets |0) or |+), she re-
turns a = 0, but if Alice gets |1) or |—), she returns
a=1.

3. After getting y from the dealer, Bob measures his
part.

o If y is 0, then he measures his part in

{|1/1>,‘1/)l>} basis, where [¢) = cos % [0) +

sinZ]1) and |[¢pt) = —sinZ|0) + cos % |1)
(please check (L) = 0).
e If y is 1, then he measures his part in

{|#), , where |¢) = sin % [0) +
cos % |1) and |[¢t) = —cosZ|0) + sinF|1)
(please check (p|pt) = 0).

4. After measurement, if Bob gets [¢) or |(;51->7 he re-

turns b = 0, but if Bob gets W,J-> or |¢), he returns
b=1.

5. They win the game if z A y = a @ b holds.

Table [I| calculates the probabilities of getting (a,b) after
receiving (x,y). We use similar types of tables for all
probability calculations in this work.

[ (z,9) [ (a,b) | Prl(a,0)[(z,y)] [ Prlzr Ay =adb(z,y)] ||
(0,0) 10+%) 11+ 5)
0,00 [ OD] 10-75) 0
(1,0) 10—2%) 0
L[ 30+ %) 101+ 5)
(0,0) 10+%) 11+ 75)
01 [OD] 0-5) 0
(1,0) 10—2%) 0
L[ 30+ %) 101+ %)
(0,0) 10+ ) 11+ 75)
1,0 [OD] 30-75) 0
(1,0) 10—2%) 0
L[ 30+ %) 101+ %)
(0,0) 11— %) 0
11 O] 10+75) 10+ 5)
(1,0) 11+ 5) 101+ %)
(1,1) 11— %) 0

TABLE 1. Winning probability of the CHSH game

So, in each case, the winning probability is
1 1 1 1
2. -1+ —4 =—-|14+—=) ~0.85.
( 4 ( ﬁ)) 2 ( \/i)

B. Multi-Party Pseudo-Telepathy Game

Pseudo-Telepathy game can be played in various ways,
even with two players [34]. However, in the current initia-
tive, we are considering the Greenberger—-Horne—Zeilinger
(GHZ) game which can not be played less than 3 play-
ers [33].

Let us name all the players taking part in this game as
A; fori e {1,2,...,n}. After starting the game the dealer
sends a bit x; to the player A; and at the end of the game
the player A; has to return a bit y;, for i € {1,2,...,n}.
Here the condition on the input bits x; is that

in =0 (mod 2).
i=1



The players win the game if and only if (in short, iff) the
following condition is satisfied.

Zyi = %le (mod 2)
i=1 i=1

That means the winning condition is basically the follow-
ing:

zn:y. _Jo, i35 i =0 (mod 4)
= L, if 370, 2 =2 (mod 4)

No communication is allowed among the n participants
after receiving the inputs and before producing the out-
puts. In the paper [33], it is shown that the winning
probability of this game with classical strategies is at
most % + 27151, where n is the number of the players.
However, the winning probability of this game with quan-
tum strategies is 1. For detail strategy one may consult
the paper [33]. Here, we briefly describe the strategy and
show how this works.
Define

@) = )

S0+ e
and

1 n 1 n

\/§|O ) Niia )

H denotes Hadamard transform. S denotes the unitary
transformation S|0) — [0), S|1) — 4|1). If S is applied
to any two qubits of |®;') leaving the other qubits undis-
turbed then the resulting state is |®;;) and vice versa.
If |®;) is distributed among n players and if exactly
m of them apply S to their qubit, then the resulting
global state will be |®) if m = 0 mod 4 and |®,) if
m = 2 mod 4. Note that

|©,) =

(HE™)|2) =

1
—= > W

wt(y)=0 mod 2

b

and

1
(HoM)|®,) = Wi >y
wt(y)=1 mod 2

The players are allowed to share a prior entanglement,
[57)-

1. If ; = 1, A; applies transformation S to his qubit;
otherwise he does nothing.

2. He applies H to his qubit.
3. He measures his qubit in order to obtain y.

4. He produces y; as his output.

Hence, the game G, is always won by the n distributed
parties without any communication among themselves.

So as the winning probability differences in two cases is
almost 0.5 for large number of n, it is easy to distinguish
whether the classical strategy has been used or the quan-
tum strategy has been used from the winning probability.
In our paper, we denote the multi-party pseudo-telepathy
game for three parties as G; and use it to design our new
self-testing game.

C. Revisiting the protocol by Tavakoli et al. [31]

In the paper [31], the authors have proposed a prepa-
ration and measure based protocol to test the device
independence assuming an upper bound on the Hilbert
space dimension. The protocol is as follows:

e Consider a two-bit input = xgz; and a one-bit
input y, where zg, 21,y € {0,1}.

e After receiving the bits xg,x;, the protocol pre-
pares some qubits and depending on y it measures
the qubits and returns a bit b.

e The algorithm is successful if the returned bit b is
the same as the input bit z,.

In other words, we can say that the success probability
of the algorithm is

Z Pr[b = zy|xo, 21, y].
Z0,T1,Y

To achieve the optimality of the success probability,
the authors have suggested the following strategy:

Optimal Success
by Tavakoli et al.:

Strategy for the protocol

1. After receiving the bits xg,z1, the protocol pre-
pares a qubit as follows:

e If x is 00 then the pure state is pgg = 1-1-2%.

This is basically the qubit |+) as pgy =
+) (+].

e If x is 01 then the pure state is pg; = 11—5-2@.
This is basically the qubit |0) as po1 = |0) (0].

1—0,

e If x is 10 then the pure state is p1g = 5
This is basically the qubit |1) as p1g = |1) (1].

1—0,

e If x is 11 then the pure state is p;; =
This is basically the qubit |—) as p1; =

=) (=1

2. Then depending on y, it chooses a measurement
basis as follows:




o If y is 0, then it chooses My = ”17\'/%‘72 This
is actually a projection on eigenspace of the
vector 9.4, where v = %(1, 0,1) and 01 = oy,
o2 = 0y and o3 = 0, [35]. In other words, this
is the measurement of qubits in {|), )}
basis, where [1)) = cos § [0) + sin g |1) and
|t = —sin £ [0) + cos X [1).

o If y is 1, then it chooses M; = Z==°f=
This is a projection on eigenspace of the vec-
tor v.0, where ¥ = %(1,07—1). On other
words, we are actually measuring the qubit

in {|¢),|¢*)} basis, where |¢) = sin % |0) +
cos % |1) and |¢F) = —cos T |0) +sin § |1).

3. The returned bit b is 0, if after measurement it gets
|t) or |¢). The bit b is 1, if after measurement it
gets |z/1l> or |¢>J->. However, to calculate the value
of A, we only consider the instances where b = x,
i.e., b takes the value of the yth bit of x.

In Table [T, we observe the probabilities of getting
b(= x,) to calculate the value of A.

[ z(@ox1) | pe [y ] ay [ Prlb=xylwo,x1,9] ||
T T
0 | 1n [0]0 3+ )
110 §(1+ﬁ)
T T
01 10) 0|0 ?(1+?)
11 31+ %)
T T
10 B 0|1 ?(1+?)
110 5(1+ﬁ)
1 ) 01 %(1+?)
11 31+ 5)

TABLE II. Winning probability of the protocol [31]

Now,
A=5Bx (3(1+ ) = 51+ J5) ~ 085,

In our protocol P towards Device-Independent QRNG,
we have used the above optimal methodology.

III. EQUIVALENCE OF CHSH GAME TO THE
SELF-TESTING PROTOCOL BY TAVAKOLI ET
AL. [31]

One of the key result of our paper is that the CHSH
game is the same as the self-testing game, but in the
CHSH game, an entangled state is required, whereas in
the self-testing game, there is no entanglement, and the
preparation and measurement are independent. This is
an intrinsic difference that we highlight and explain why
they are the same in this section.

We have already discussed the CHSH game and
its quantum strategy. Here, we redefine the strategy
slightly and show how it merges to the entangled ver-
sion of the self-testing protocol by Tavakoli et al. Here,
we exploit the unique property of the entanglement that
if a subsystem is measured, the entanglement is broken
and the counter subsystem will collapse to a quantum
state depending on the measurement basis chosen for the
former subsystem (Theorem 1).

A. Defining CHSH1 from CHSH Game

We have already seen the quantum strategy of the
CHSH game. In the quantum strategy of the CHSH
game whenever we get © = 0 we use the {|0),|1)} basis
and we have used the {|+),|—)} basis for x = 1. But in
the protocol of Tavakoli et al., for preparation of quan-
tum states they have used {|+),|—)} basis whenever
(xo®x1) = 0 and {]0), |1)} basis whenever (zo®z1) = 1.
So, here we redefine the previous quantum strategy of
CHSH game a little bit just for a easy reduction process.
All the modifications are presented in italics font. Note
that such changes do not affect the winning condition of
the game. The modifications make it easy to establish
the one-to-one mapping between the CHSH game and
the methodology presented by Tavakoli et al. [3I]. The
redefined game strategy is as follows:

Redefined Strategy for CHSH1 Game:

1. After getting x from the dealer, Alice measures her
part of the entanglement as follows.

e If z is 0, she measures her part in {|+),]|—)}
basis.

o If x is 1, she measures her part in {|0),|1)}
basis.

2. After measurement if Alice gets |0) or |+), she re-
turns a = 0, but if Alice gets |1) or |—), she returns
a=1.

3. Next Bob measures his part.

o If y is 0, then he measures his part in
{[4),|w*)} basis, where [¢)) = cos % [0) +
sin  |1) and WL> = —sin g |0) +cos § |1) (as
described earlier).

o If y is 1, then he measures his part in
{|¢),|¢*)} basis, where |¢) = sinZ[0) +
cos % |1) and |¢t) = —cos § |0) +sin % [1) (as
described earlier).

4. After measurement, if Bob gets |¢) or |¢) he re-
turns b = 0, but if Bob gets |¢L> or ‘¢J-> he returns
b=1.

5. They win the game if x A y = a ® b holds.



Here, in Table [[TT] we calculate the winning probability
with this redefined strategy.

[y [ (@b [ Pri@d)](@y)] | PrizAy =asb@y)] |
00 | 10+25) T+ L)
0,0 | O] 0= 5) 0
Lo 0-%) 0
U] 20+ 75) M+ %)
00 | 30+5) I+ L)
©0,1) [ OD ] 10-275) 0
Lo 0-%) 0
OO 0+%) T+ %)
00 | 30+5) I+ %)
10 [OD] 50-15) 0
Lo 0-%) 0
OO 30+ 5) 0+ %)
00 | 30-5) 0
1y O] 30+ J5) o+ %)
Lo | 0+7) 0+ %)
OO 0-2%) 0

TABLE III. Winning probability with redefined strategy

Here the table is the same as the previous Table[[] So,
in each case, the winning probability is

(2~i(1+\}§>)=;<1+\}§)z0.85

Here basically the game (i.e., players win if st Ay =a ®b
holds) is same as CHSH game but as the quantum strat-
egy is a little bit different, we call it CHSHI1.

B. An entangled version G of the self-testing
protocol by Tavakoli et al. [31]

In this section, we introduce a new game G, defined as
follows.

e Let there be two participants (say, Alice and Bob)
and one dealer.

e Dealer sends a two-bit input x = zgz; to Alice and
a one-bit input y to Bob.

e After getting x = zox1, Alice outputs a bit a and
after getting y, Bob outputs a bit b.

e They win the game, if (20 ® 1) Ay = a ® b holds.

Optimal winning probability of the game G using
Classical Strategy:

The maximum winning probability can not exceed
0.75 using any classical strategy. In fact, if we can find

a classical strategy (say, Strategy 1) for this new game
to win with a probability greater than 0.75 then we can
design a classical strategy, using that strategy (Strategy
1), to win CHSH1 game with more than 0.75 probability
as follows:

e Get one-bit inputs = and y.

e Randomly choose a bit r € {0,1}, and set g = r
and x1 =r ® x.

e Use Strategy 1 to get outputs a,b for inputs
(zox1),y such that (xg ® x1) Ay = a ® b holds.

e Since here (zo @) \y=aPb = zAy=adb,
just outputs a, b as of Strategy 1.

If the winning probability of Strategy 1 is more
than 0.75, then the winning probability of the classical
strategy for CHSH1 game is also more than 0.75, which
is a contradiction as CHSH1 game is equivalent with
CHSH game. So, the maximum winning probability for
the new game can not exceed 0.75 using any classical
strategy.

Quantum Strategy of the game G:

In quantum strategy, like CHSH1 game, Alice and
Bob share a maximally entangled state of the form
%(\OO) + |11)). The optimal strategy for the game G is

as follows:

Optimal Quantum Strategy for Game G:

1. After getting (xg, 1) from the dealer, Alice com-
putes (xo ® x1) and measure her part of the entan-
glement.

o If (xo @ x1) is 0, she measures her part in
{|4),]—)} basis.

o If (zo ® x1) is 1, she measures her part in
{]0),|1)} basis.

2. After measurement if Alice gets |0) or |+), she re-
turns a = 0, but if Alice gets |1) or |—), she returns
a=1.

3. Next Bob measures his part.

e If y is 0, then he measures his part in
{|4),|w*)} basis, where [¢)) = cos % [0) +
sin Z[1) and [¢) = —sin % |0) + cos % |1).

e If y is 1, then he measures his part in
{l¢),|¢")} basis, where [¢) = sin% |0) +
cos g |1) and ’¢L> = —cos g |0) +sin § [1).

4. After measurement, if Bob gets |¢) or |¢) he returns
b = 0, but if Bob gets |1/)J‘> or ’¢L> he returns
b=1.



5. They win the game if (g ® z1) Ay = a @ b holds.

J

The probabilities of winning the game G in various in-
stances for the quantum strategy are shown in Table [[V]

Alice’s state | Bob’s state | Bob’s state
(2o, 21,Yy) | o ® 21 after before after (a,b) | Pri(xo® 1) Ay =a®b|(z,y)]
measurement | measurement | measurement
0 +) +) |¥) (0,0) 1+ 5)
(0,0,0) or 0 |+) |+) [v* (0,1) 0
(1,1,0) 0 =) =) [) (1,0) 0
0 - ) [97) (1,1) i1+ 75)
0 +) +) |42 (0,0) 11+ 5)
(0,0,1) or 0 +) +) ) 0,1) 0
(1,1,1) 0 =) -) 1) (1,0) 0
0 o) o) oy (@D HiE)
1 10) 10) |¥) (0,0) 1+ 5)
(0,1,0) or 1 |0) |0) [vH) (0,1) 0
(1,0,0) 1 1) 1) [¥) (1,0) 0
1 1) 1) [T (1,1) 11+ %5)
1 0) 0) 4) (0,0) 0
(0,1,1) or [ 1 0) 0) [T (0,1) i+ 5)
(1,0, L ) ) () (1,0) T L)
1 1) 1) [¢7) (L1) 0

TABLE IV. Winning probability of the game G

One can easily show (Table that in each case (for
any input (zg,x1,y)), the winning probability is

2x(i(1+%)):%(1+%)z0.85

Here the winning cases can be divided into two
categories.

e For 29 = a, we get x, = b.

e For zg = a/, we get z, = V.

As winning probabilities of both the cases are the
same, so the game G with any one of the conditions
is sufficient. Here we consider the first case only, i.e.,
xo = a, and z, = b. This is because, in the paper [31],
whenever = 00, the state is always |+). However, in
game G, whenever x = 00 the prepared state at Bob’s
end (before Bob’s measurement) can be |+) or |—).
Depending on the Alice’s measurement, i.e., depending
on the value of a, the state will collapse to either |+)
(xg = a) or |=) (zo = a’). The same will happen for
x =01, x = 10 and z = 11. In the game G, whenever
zo = a the prepared state at Bob’s end matches with
the prepared state of the protocol by Tavakoli et al., and
we get b = x,. That is why we consider the first case only.

(

C. The Equivalence Proof

We show the equivalence of CHSH1 and the self-testing
presented by Tavakoli et al. [3I] in two steps. First, we
show an equivalence between G and the protocol of [31].
Next, we prove that G is equivalent to CHSHI.

Theorem 1. The game G with the winning condition
xo = a and xy, = b is the entangled version of the self-
testing proposed by Tavakoli et al. [31)].

Proof. According to the game G, if xg = 1, then Alice
measures her subsystem in {|+),|—)} basis meaning ei-
ther she gets |+) or |—) with probability 1/2. Then Bob’s
state collapses either to |[4+) or to |—) depending on the
measurement result of Alice.

Similarly, when zy # x1, Alice measures her subsys-
tem in {]0),|1)} basis collapsing Bob’s state either to |0)
or to |1). In table|V| we show how the quantum state is
collapsing at Bob’s place in the winning cases.

ox1 || To D1 | a(=x0) || Prepared State
at Bob’s end
00 0 0 +)
01 i 0 0)
10 1 1 1)
i1 0 1 =)




TABLE V. Bob’s state before measurement in G

From the table[V] it is clear that the first phase of the
game G boils down to the state preparation phase of the
self-testing protocol, i.e.,

If gz, = 00, the prepared state is |+).
If 2021 = 01, the prepared state is |0).
If xgz1 = 10, the prepared state is |1).
If xgzq = 11, the prepared state is |—).

Now, we consider the measurement phase of Bob in the
game G. According to the game,

o Ify = 0, Bob measures his part in {|1)) , [1)*)} basis
which implies the projection of the prepared state
either on [¢) or on |¢F).

e If y = 1, he measures his part in {|¢), |¢)J->} basis
which implies the projection of the prepared state
either on |¢) or on ’¢L>

This is exactly the same as the measurement phase
of [3I]. To show that we recall the steps below.

Ozt0:
V2
which is actually a projection on the eigenspace of

the vector ¥.¢, where ¢ = %(1,0, 1) and o7 =

e If y is 0, then the protocol chooses My =

0z, 02 = 0y and o3 = o, [35]. In this case, the
eigenvectors are {|1)) , [)}.

e If y is 1, then it chooses M; = . This is a

projection on eigenspace of the vector v.¢, where
v = %(1, 0,—1). In this case, the eigenvectors are

{lo),|¢")}-

Now, in [31], the authors consider only those events where
(b = zy|zo,z1,y). There are eight such possible cases.
Hence,

Ox—0>
2

1
A=§ Z Prlb = xy|xo, 1, y].

Z0,T1,Y

In case of the game G, we consider Pr[(xo®x1) Ay = aDb]
for zyp = a. Our next job is to show that Pr[(xq®x1)Ay =
a®b]=A

To show this, we consider only the cases where b = x, in
the game G.

e Case 1: When y = 0:

In this case, (xg @ x1) Ay = 0 always, whatever
the value of z;,7 € {0,1}. So to make the game
successful, a must be equal to b. Hence, we consider
the cases, where a = b = xg. Now we consider the
probability in two sub-cases, whether zg = x; or
zo # x1. From TabldlV] we get Pr[(zo © z1) Ay =
a®blrg =x1,y=0=[2x %(1+%)} = %(lJr\%)
and Pr[(zo ® 1) Ay = a ® blag # x1,y = 0] =
2x 3(1+ g5 =501+ J5)-

e Case 2: When y = 1:
In this case, there are two sub-cases.

— When x¢y ¢ 1 =0:
If 2o ® z;1 = 0, ie., when 29 = =z, then
(o ® x1) Ay = 0. Hence, to make the game
successful, @ must be equal to b. In Table [[V]
we consider only the cases where a = b = x4
and get the probability Pr{(zq@x1) Ay = a®
blag = x1,y = 1] =2x i(l—i—%) = %(H—%)
— When zo ® 1 = 1:
If ©o @ 21 = 1, i.e., when zg # x4, then (xg ®
1) Ay = 1. So to make the game successful,
a must be the complement of b. In this case,
there are two possibilities
* b=1x1 =0, and a = zg = 1. In this case,
Pr[(x?@xl)/l\y =a®blrg=1,21 =0,y =
1] =701+ ﬁ)
* b =1x =1, then a = 9 = 0. In this
case, Pr[(zo®z1) Ay = a®blxg = 0,21 =
Ly=1]=;(1+ 7).

Hence, the total probability Pr[(zo® z1) Ay =a®b is
as follows:

Pri(zo®z1) Ny=a®b)

= P(xo:ml,y:0)~%(1+ﬁ)

+ Plag £ a1y =0)- 501+ )

+ Pl =any=1) 30+ )

+ Plao £ a1y = D1+ )+ 101+ )

= ié(1+%)+ié(1+%)+i-;(1+%)
1.1 1 1 1

+ 1[1(14‘%)‘*‘1(14'*2)]

= S0+ —)

- lov L

~ 0.85

Hence, we can conclude that Pr[(zo@z1) Ay = a®b] =
A. O

Theorem 2. Game G is equivalent to CHSH]I.

Proof. Now, we show that CHSH1 and G are equivalent to
each other. The only difference between G and CHSH1
(resp. CHSH) game is that x is a single bit input in
CHSH1 whereas in G, © = zgx1, a two-bit input. How-
ever, given x, we can always select a random bit x¢ and
can set 1 = x@xo where z, g,z € {0,1}. On the other
hand, given the two bits zgx; of G, one can always reduce
them to a single bit x = z¢ ® x; of CHSH1. All other
conditions of G are exactly the same as CHSH1. O



We can conclude the following from Theorem [I] and

Corollary 1. The self-testing game (say T ) by Tavakoli
et al., the game G and the CHSH1 game are all equiva-
lent.

IV. OUR DEVICE INDEPENDENT QRNG
PROTOCOL P DEDUCED FROM THE
PROTOCOL BY TAVAKOLI ET AL. [31]

Exploiting the self-testing protocol given by Tavakoli
et al., we design a device independent QRNG protocol.
In this section, first we discuss the intuitive idea of the
protocol and then we present it formally. We have al-
ready discussed the self-testing protocol by Tavakoli et
al. in preparation and measure scenario. Now we add
an extra measurement in {|4),|—)} basis in the moti-
vation towards generating a random bit string. This is
because whenever we measure [0) or |1} in {|+),|—)} ba-
sis, the probability of getting |+) or |—) is exactly 3.
This is the main tweak of the proposed protocol. So,
for the protocol, we take y € {0,1,2}, and whenever
we get y = 2, we measure the qubit in {|+),|—)} ba-
sis. After the measurement, if we get |[4+) then we return
the classical bit b = 0 and if we get |—) then we return
b = 1. Hence, whenever we get x = zgz; € {01,10} and
y = 2 we can produce a random bit. For y € {0, 1}, the
corresponding b bits are exploited for self-testing. How-
ever, for = xgz; € {00,11} and y = 2, a deterministic
measurement will happen as |[+) or |—) is measured in
{|+),|—)} basis. Though the produced b bit does not
have any randomness in this case, however, those will be
used to prove device independence security.

In this protocol we take three different storage spaces
(we can think it as an array) to store the three different
types of b bits (along with the corresponding tuple
(zo,21,y)) as follows:

e After storing b and its corresponding xg, x1,y, we
further create three storages to separate the three
different events.

e Check: Whenever y € {0,1} (does not de-
pends on z i.e., x can be anything from the set
{00,01,10,11}), we store the corresponding b bits
along with the tuple (xg, x1,y) in this storage space.

e Rand: Whenever x € {01,10} and y = 2, we store
the corresponding b bits in this storage space.

e False: Whenever z € {00,11} and y = 2, we put
the corresponding b bits in this storage space.

e This part is considered as classical post processing

part.

The protocol is based on some basic assumptions. Those
are enumerated below.

1. The devices make no use of any prior information
about the choice of settings x and y. (memory loop-
hole)

2. Internal states of the devices are independent and
identically distributed (i.i.d).

3. The preparation and measurement devices are
independent. (locality loophole)

Note that the assumptions are same as the assumptions
considered in [32]. However, there is another assumption
that the devices are provided by the trusted vendors. In
our case, we remove that assumption by proving that
violation of Bell’s inequality, randomness extraction and
deterministic measurement are not possible simultane-
ously for any classical correlation in no signalling setting.

We are now going to describe our protocol P. It
is devided in two parts, quantum part and classical
post-processing part.

Quantum Part of P:

1. The algorithm A (device D;) can accept the inputs
x, where © = zox1, ; € {0,1}; i = {0,1}.

2. The algorithm follows the rule of the state prepa-
ration described in [31], i.e.,

e If x is 00 then the pure state is pgg = H%
In other words, poo = |+) (+].
e If x is 01 then the pure state is pg; = H%
In other words, po1 = |0) (0.
1—0.

o If x is 10 then the pure state is p19p = =52=
In other words, p1p = |1) (1].

e If x is 11 then the pure state is p;; = 1o,
In other words, p11 = |—) (—|.

3. The algorithm B (device D2) can accept the input
y, where y € {0, 1,2}, and generates an output b €

{0,1}.

4. Depending on y, the algorithm B selects the mea-
surement operators as follows.

o If y =0, B chooses My = %(ggj +0.).
e If y=1, B chooses M; = %(O—m — ).
o If y =2 B selects My = 0,.

5. bis 0, if the algorithm measures [1)) or |¢) or |+),
where |+) = %(|O> + |1)) (one of the eigenstates

of o).

6. b is 1, if the algorithm measures |¢J-> or |¢J-> or
|—), where |-) = %(\0) —|1)) (one of the eigen-
states of o).



7. Algorithm A and B repeat n many times, where
n — oo.

Classical Post-Processing part of P:

1. After quantum part ends, A exchanges the inputs
T = xox; with B.

2. The produced b bits (along with the corresponding
tuple (zg,z1,y)) are stored in three different mem-
ory locations: Check, Rand, and False based on
the following specifications.

e For Check bits, xg,z1,y € {0,1}.
e For Rand bits, xzgz; = {01,10}, y = 2.
e For False bits, zoz1 = {00,11}, y = 2.

3. Check bits are used to calculate the probability A.
If it is 0.85, the protocol P continues, is aborted
otherwise.

4. Rand bits are used as truly random bit sequences.

5. False bits are used to check device independence
security.

Remark 1. From the description of our protocol P, one
can notice that whenever the input to the algorithm B is
y = 2, we are generating the random numbers. Also one
can notice that whenever the input to the algorithm A is
x € {00,11}, we cannot generate the random numbers.

If one wishes to buy a device implementing the protocol
P, one can run the whole protocol P several times, until
one is fully satisfied that the device is working desirably.
After this, they can focus on the random number gen-
eration part only. And for only generating the random
bit string, the buyer will choose the input x from the set
{01,10}, and will set y = 2.

That means, though it seems that out of 12 possible in-
puts only 2 input patterns are useful for randomness gen-
eration (making the rate of randomness generation é),
actually once the testing phase is over and the buyer is
fully satisfied by the device independence of the protocol,
they can modify the input set to make the rate of ran-
domness generation 1 (modified input set is © € {01,10}
and y = 2).

V. SECURITY PROOFS OF THE QRNG
PROTOCOL P

In this section, we prove the device independence secu-
rity of our protocol P followed by the proof of random-
ness generation. In device independence formulation, all
quantum devices used in a protocol are considered as
black boxes with classical inputs and outputs only. De-
pending on the input-output statistics, the users should
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obtain the confidence about the devices. In this setting,
a protocol is called “secure” if the protocol includes a
practical test that guarantees that the users’ quantum
devices behave according to the specification, even in the
scenario where the devices may have been manufactured
by an adversary. That is, we remove the assumption that
the devices are supplied by trusted providers. This is the
fundamental difference between our protocol P and the
self-testing protocol suggested in [32].

A. Proof of Device Independence of our protocol P

To prove the device independence of our protocol P,
we follow the proof technique provided in [36]. We con-
sider a single randomly chosen round of the protocol. We
will prove that if the protocol succeeds, then with high
probability the devices’ output in the chosen round must
be at least partially unknown to the adversary. In this
regard, we will take help of a two player guessing game
where one of the participant plays the role of the ad-
versary, i.e., we consider that the respective devices of
the player are totally compromised. We will show that
the maximum success probability in the guessing game
is bounded by the virtue of no signalling principle. Pre-
cisely, in the absence of any communication between the
players, the output distribution of one player must be in-
dependent of the input of the other player. To do so, we
first show that protocol P is an augmented CHSH game
in Lemma [I] In Theorem [3] and [d] we prove that under
no signalling condition the probability to guess the input
bit of1 a player by the other player should not be more
that 3.

Lemma 1. Protocol P is an augmented CHSH game for
which the probability of success is %w + %, where w =
cos? /8.

Proof. An augmented CHSH game [36], is defined as a
CHSH game with an extra input z = 2 at Alice’s place
and an additional winning condition, i.e., on the input
(z,y) = (2,0), Alice and Bob will win the game iff ¢ = q,
where c¢ is the output at Bob’s end on the input x = 2 at
Alice’s end.

In our protocol P, we consider the extra input at Bob’s
side, i.e., y = 2. As the game is symmetric, we can
change Alice to Bob and Bob to Alice. Also in our case
x = x0x1, and the winning condition is (xo®xz1)-y = a®b
instead of -y = a ® b (check the section [[ITC]). For
the simplicity of the proof, we consider =’ = (z¢ ® x1).
So, from now on whenever we mention ' = 0, it means
x € {00,11}, and 2’ = 1 means = € {01,10}. Now, we
assume that whenever y = 2, algorithm B will output c.
We know when (2, y) = (0, 2) the base in which the state
is prepared by algorithm A and the base which is chosen
by algorithm B is same. As the states are measured in
their eigen basis, we will get the deterministic result, i.e.,
if the state is |[+) and for that if we assign a = 0, after
measurement ¢ = 0. Similarly, if the state is |—) and



the assigned value for a = 1, then after measurement
¢ = 1. Thus, in this case Alice and Bob will always win
the game.

Now, we know that for actual CHSH game the success
probability is w on the inputs x € {0,1} and y € {0,1}
and for the augmented CHSH game, on the inputs (2, 0),
we will always get ¢ = a. Thus, the total success proba-
bility for the augmented CHSH game is %w + % We al-
ready proved that for z’,y € {0, 1}, the protocol P boils
down to the CHSH game and now we showed that for
(«’',y) = (0,2), it can be reduced to the extra condition
of the augmented CHSH game and the success probabil-
ity is 1 for this case resulting the total success probability
as %w + % O

Theorem 3. With reference to Lemma |1], algorithm B
can not guess the inputs of algorithm A with probability
% + €, where € is a non-negligible small fraction.

Proof. Start with Lemma [T} let denote the output bit of
algorithm B over the input y = 2 as cp, and b, over
the inputs y € {0,1}. Now, as the protocol P suc-
ceeds in augmented CHSH game, when (z/,y) = (0,2),
ca = ag, where ag stands for the output bit supposed
to be generated by algorithm A over the input 2/ = 0
(readers are suggested to read the reduction proof where
it is shown that CHSH game can be reduced to the self-
testing protocol given in [31] in section [[ILC). Hence,
the relative Hamming distance between ag and co is
dp(ag,c2) = 0. Similarly, according to the protocol
for the inputs (z,y) = (1,2), du(a1,c2) = 1/2, where
a1 is the output bit supposed to be generated by algo-
rithm A over the input 2’ = 1. Hence, we can write
dH(CL(),CL1) = 1/2 on y = 2.

Now, in case of CHSH round, i.e., over the inputs
'y € {0,1}, di(ag,bp) = 1 — w, du(ag,b1) = 1 — w,
dg(a1,bo) =1 —w and dy(ay,b1) = w. By the triangle
inequality, we get dg(ap,a1) 2 2w — 1.

Now, we have two conditions; 1) for ',y € {0,1},
di(ag,a1) 2 2w — 1 and 2) for 2/ € {0,1},y = 2,
dp(ag,a1) = 1/2. Any such correlations cannot be cre-
ated classically without any prior information of z’ to
algorithm B. In other words, without any communi-
cation between the algorithms, more precisely, between
the devices which are separated from each other, above
two conditions cannot be satisfied simultaneously. This
clearly violets the no signalling principle. So algorithm B
can not guess the inputs of algorithm A with probability
1.

Now, we prove that the guessing probability is at most
1/2. For that, we consider the following trivial guess-
ing game. In the game, given an input 2’ € {0,1} to one
player, other player has to output a bit b (say). The play-
ers are allowed to perform any arbitrary computations,
but they are not allowed to communicate among them-
selves. They will win the game if b = /. In this game,
the maximum success probability is 1/2. Any strategy
with success probability % + € indicates a violation of no
signalling assumption between the players. In our case, if
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algorithm B can predict the inputs of algorithm A with
probability %—i—e, then it clearly violates the no signalling
principle. This concludes the proof. O

The immediate corollary of the above lemma is as fol-
lows.

Corollary 2. If the protocol P succeeds in augmented
CHSH game with probability %w—i— %, where w = cos®m/8,
then the algorithm A can not guess the inputs of algo-
rithm B with probability % + €.

The proof is the same.

Theorem 4. With reference to Lemma 1], algorithm B
can guess the outputs of algorithm A, i.e., when |0) or|1)
or |+) or |—) is emitted over y = 2 with the probability
at most %.

Proof. Start with Lemma [1} let algorithm B follows the
strategy that whenever y = 2, assign co = a,. As the
protocol P succeeds in augmented CHSH game, when
(',y) = (0,2), ca = ag always. However, for 2’ = 1, as
the states are measured in an incompatible basis, from
the measurement results, i.e., seeing the value of co, it is
impossible to guess the qubit state before measurement.
In other words, Pr(ca = a1) = 1/2. Thus, the overall
probability to guess the output of algorithlln A by algo-

O

rithmBovertheinputy:Zis%-14—%-5:

Y

Till now, we have considered the untrusted devices,
i.e., even if there are some trapdoors in the devices, the
security remains guaranteed by the virtue of no signalling
principle. Now, we consider an external adversary, Eve,
who will gather all the extra information through public
discussions in the testing phase, i.e., when A exchanges
xoxy with B over classical channel, or when B exchanges
the value of b to A, whenever zgz; € {00,11} and y =
2. We will now see if with this extra information, Eve
can predict the generated random strings fully or even
partially.

Now suppose, from this extra information, Eve has
somehow managed to know the particular prepared state
I*)y (|r) € {]0),|1)}) when xpx; € {01,10} and y = 2.
That is she guesses the generation round successfully,
i.e., the round when B measures |r) in {|+),|-)} ba-
sis. Our claim is that in that case also Eve’s guess for b
cannot be better than random, i.e., Pr(bgyess = b) = %
This is because, after measuring |0) (similar for |[1))
in {|+),|—)} basis, probability of getting |+) is 3 and
probability of getting |—) is 3. This comes from the
fundamental law of Quantum Measurement that is no
one can predict the outcome of a measurement a pri-
ori with the probability better than % (we are focus-
ing on qubit only) even if he/she knows the particu-
lar state and the particular basis of the measurement.
Hence,Pr(bguess = blzo, z1 € {01,10},y = 2) = 1 condi-
tioning that there is no leakage from Bob’s laboratory.



B. Proof of Randomness of our protocol P

In our protocol P, presented in section [[V] the random
sequences are extracted from the instances where zgxq €
{01,10}, y = 2. Precisely, when the states are prepared
in {|0),]1)} basis and measured in {|+),|—)}. To show
that this extracted bit-sequence is truly random, we use
the concept of entropy.

Theorem 5. The bit-string generated from the protocol
P is truly random.

Proof. In protocol P, whenever xgz; € {01,10} and y =
2 we have prepared a quantum state in {|0),|1)} basis
and then measure that state in {|+),|—)} basis. After
measurement, if we get |+) we have returned 0 and if we
get |—) we have returned 1. Let us consider a random
variable B such that

B 0, if the output bit b is 0;
T 1 1, if the output bit b is 1.

Now,

Pr[B = 0]

= Pr[After measurement we get |+)]

= Pr[Before measurement the state was |0)]
- Pr[After measurement we get |+) | Before
measurement the state was |0)]
+ Pr[Before measurement the state was |1)]
- Pr[After measurement we get |+) | Before

measurement the state was |1)]
11 11 1.1 1

5'273'2° 17173

Similarly, it can be shown that Pr(B =1) = %
So, we can write

=1.

1 1
H(B) = §1og2+§log2= +

DN =

So, here the uncertainty is maximum (as the entropy
is 1), and hence we can say that the generated bit string
is truly random. O

VI. NEW SELF-TESTING PROTOCOL
DEDUCED FROM PSEUDO TELEPATHY GAME

In this section we are going to introduce a fully new
self-testing protocol in prepare and measure scenario. At
first, we describe our protocol, then we show that our pro-
tocol can be deduced from multi-party pseudo-telepathy
game.
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A. New Self-Testing Protocol in Prepare and
Measure Scenario

We are now going to present our new self-testing
protocol. We address the protocol as a new game Gs.
The description of the game G5 is as follows:

Description of Gs:

1. Dy and Dy are two separated devices, and there is
a one-way quantum channel from D; to D5 to pass
one quantum state at a time.

2. There is no classical communication channel be-
tween the devices.

3. The devices are placed sufficiently apart so that the
no-signalling principal works well.

4. In this game there are two inputs, one is a two-bit
input zgzr; and another one is a one-bit input zo,
where zg, z1, 22 € {0,1}.

5. xpxy is an input to the device D and x5 is an input
to the device Ds.

6. After receiving the bits xg, x1, the preparation de-
vice D1 would prepare some specific quantum state
and send it to Dy via the one-way quantum chan-
nel. Depending on x5 the device Dy would do some
operations on it, and then would measure the quan-
tum state to return a bit b.

7. The winning condition of the game G5 is as follows.

o L(zo+ a1+ x2) = b+ (x9 A (20 ® 21)), iff the
weight of the input string xozix2 is even.

e r; = b, iff the weight of the input string
Tor1To 1s odd.

Let us assume that the event of winning the game G,
is denoted by Ws. Then Pr[Winning the game G5] =
Pr[Ws]. Also, we define two other events, ‘Even’ and
‘Odd’ as follows:

e ‘Fven’: If the weight of the input bit string zgzix2
is even, i.e., (g + 21 + x2) = 0 mod 2.

e ‘Odd’: If the weight of the input bit string xgxiz2
is odd, i.e., (xg + 21 + x2) = 1 mod 2.

Then the success probability, Pr[Ws| Even| of the proto-
col for the cases where the weight of the input string is
even (Z?:o x; =0 (mod 2)) is

i Z Pr [W:b—‘r(.ﬁo/\(mo@xl))

Z0,T1,T2



To achieve the maximum value of Pr[W5| Even] we use
the following quantum strategy.

Quantum Strategy for Gs:

1. After receiving the bits zg, 1, D1 prepares a qubit
as follows:

o If zgx; is 00 then the prepared state is |+) =
12(0) +11)).

o If zgr; is 01 then the prepared state is
25(0) + 1),

o If zgz; is 10 then the prepared state is
1(0) — i [1).

o If xgxy is 11 then the prepared state is |—) =
120} — [1)).

2. Then D; sends the prepared state to Dy via the
quantum channel.

3. After receiving the quantum states, Dy does the
following:

o If x5 is 0, then it applies H-gate (Hadamard
gate) on the prepared state and then measures
it in {|0),|1)} basis.

o If x5 is 1, then it first applies S-gate followed
by a H-gate (Hadamard gate) on the prepared
state, and then measures it in {|0),|1)} ba-

sis. Here, the S-gate is basically as follows:
5(10)) = |0) and S(|1)) = i [1).

4. The returned bit b is 0, if it gets |0) after the mea-
surement, and the bit b is 1, if after the measure-
ment it gets |1).

We store all the output bits b, along with their cor-
responding input bits zg,x1,22. We run the above
procedure for m-many times (where m is a sufficiently
large number), and then we consider the output
bits b for which the input bits satisfy the condition
Z?:o z; = 0 (mod2) and calculate the value of
Pr[Ws| Ewven]. We consider the remaining output
bits b corresponding to the odd-weight input strings
to calculate Pr[b = z1]. The explanation behind this
probability calculation has been discussed elaborately in
the later phase of the paper.

In Table [VI] , we have shown the probability of
getting 3(zo + 21 + 22) = b+ (zo A (zo ® 21)) for
even-weight inputs, and then calculated the value of
Pr[W;| Even]. Here, we have considered the event E
where the condition m = b+ (g A (g ® 71))
has been satisfied. Again, as the input bits follow the
condition zp + 1 + 2 = 0 (mod 2), we have only 4
possible values corresponding to the input string xgxixo
which are 000,011,101, and 110. Thus, we have that
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Pr[Ws| Even] = 2(1+1+4141) =1 for the cases where
the weight of the input string is even.

(@i | p  Jwa[b] PriE] |
00 [+) 0o 1
01 %(|0>+i|1>) 11 1
10 [J5(0)y—a1))] 1 [0 1
11 [—) 01 1

TABLE VI. Calculating the first winning condition for our
game G2

For the inputs satisfying the condition x¢ + x1 + x2 =
1 (mod 2) (i.e., the odd weight inputs), we have to
calculate the probability Pr[b = x;]. From Table we
can see that Pr[b = 21] = 1(0.5+ 0.5+ 0.5+ 0.5) = 0.5
for the cases where the input weight is odd.

B ) | 23 | Prb=x1] |
00 E5) 1 05
01 [ (0] +i[1)] 0 0.5
10 | L(0) —i[1)| 0 05
11 B) 1 05

TABLE VII. Calculating second winning condition for our
game G2

Hence, we can conclude that using the above
quantum strategy, we achieve the success probability
Pr[W3| Even] = 1 and Pr[b = x1| Odd] = 0.5. In the next
portion of this section we show that our new self-testing
protocol can be deduced from the multi-party pseudo-
telepathy game.

B. Deduction From the Multi-Party
Pseudo-Telepathy Game

To show the deduction of the proposed game, Go,
we consider the special case of the multi-party pseudo-
telepathy game with n = 3 (G1). The second condition
of our self-testing protocol can also been deduced from
the multi-party pseudo-telepathy game. In this section,
we explain why we add this extra checking condition in
our new self-testing protocol.

Reduction of the Game G2 (with even weight inputs) from
the Multi-Party Pseudo-Telepathy Game G1

For the reduction proof we first re-visit the quantum
strategy of winning the multi-party pseudo-telepathy
game G1. In the following discussion we have considered
n = 3, as to show the reduction proof we need n = 3
only. So we have total 3 players Ay, A;, and As. The
quantum winning strategy is as follows:



Quantum Strategy for G,

1. Before starting the game the players share an en-
tangled state 1000)+1111) among them and i-th bit

of the entanglement is basically the share of the
player A;.

2. After getting the input z; from the dealer, the
player A; applies the gate S on its share bit iff

3. Then A; applies H gate on its share bit and then
measure its share bit in {|0),|1)} basis.

4. The player A; outputs y; = 0 if it gets |0) after the
measurement, and it outputs y; = 1 if gets |1) after
the measurement.

5. The players win the game if and only if Z?:o Y =
1522,z (mod 2).
J
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Now, let us look into Table [VIII] of the multi-party
pseudo-telepathy game G to get a deeper overview. In
the table, the input values satisfy the condition

2

Zmi =0 (mod 2).

=0

So the all possible input values come from the set
{000,011,101,110}. Here, in the table, we are basically
observing which state is generating at the end of As
because of the operations and measurements done by
both Ag and A;. Ay applies the prescribed operations
based on the value of x5 on these states and measure
to get the value of y. From Table [VII]] it is clear that
because of the states generated at As’s end, the players
always win the game. That is, in each case (for any
input (zg, 21, x2) with (xg + 1 + 22) = 0 (mod 2)), the
winning probability is 4 x (3 x 1) =1

H ToT1 ‘ Yoy1 \State at As’s end‘ To ‘Az’s state after measurement‘yz ‘Pr[Zfzo yi = %Z?:o z; (mod 2)] H

00 ) 0) 0 i
01 - I 1 1
e s — 1
Jr
00 —5(10) +4[1)) 1) 1 1
TRIEREICEIDEE! [0) 0 1
10 | (0) — /1)) 0) 0 1
1| S0y +i[1)) ) i 1
00 —5(10) +4[1)) 1) 1 1
w [0 [ (0= | [0) 0 1
10 | S(0) — /1)) 0) 0 1
T | (0) +4[1)) ) i 1
= 3 ; 1
5 ) 0 0) 0 1
11 - i i 1

TABLE VIII. Winning probability of the multi-party pseudo-telepathy game G1

From Table [VIII, we can observe that the winning
cases can be divided into four categories.

e yo =0 with y; = zg A (xo B 21).
o yo =0 with y; =1® (xg A (xo ® x1)).
e yo =1 with y1 =20 A (20 B 21).
o yo=1withy; =1® (xg A (xo ® z1)).

As the winning probability of all the cases here are
same, so we can consider any one of those conditions.
Here, we consider the first case only, i.e., yo = 0 with
Y1 = To N (il'() @flﬁl)

[
In our new self-testing protocol, we have prepared the

quantum states as follows:

e Quantum state |+) for zox; = 00.
e Quantum state %(|O> +i]1)) for xox; = 01.
e Quantum state %HO} —1]1)) for zoz, = 10.
e Quantum state |—) for zoz; = 11.
All the quantum states prepared in our new self-testing
protocol G» is basically the states at As’s end whenever

the conditions yo = 0 and y; = 29 A (xo ® 1) are being
satisfied in the multi-party pseudo-telepathy game Gj.



Let us consider that the event of winning the multi-
party pseudo-telepathy game G7 is Wi. Also we know
that the weight of the input string in G; is always
even. So, We can say that Pr[Winning the game G1] =
Pr{Wy| Even).

Theorem 6. The multi-party pseudo-telepathy game G
is the entangled version of our new game G for the even
weight inputs.

Proof. We first show that the state preparation part of
our game (G is basically the states generated at As’s
end in G1. To show that, we first look into the following
table for G;. As we mentioned earlier, that in this
case, we are considering the condition where yo = 0 and
Y1 = To N (il'() @xl)

2021 || o A (2o B 21) | yoy1 || Prepared State
at As’s end
00 0 00 [+)
01 0 00 $(|0>+z:\1>)
10 1 01 —2(|0> —1i|1))
11 0 00 [—)

TABLE IX. State at Az2’s end before any operation in G1

From the above table (Table we can see that the
states prepared at As’s end before any operation done
by A, is basically same as the prepared states in our
new game Ga.

Now for the measurement part, one can notice that
the operations done by As is exactly the same as the
operations done on the prepared states in the game
Go, depending on the value of x5. And also for the
measurement and generating the output bit (y2 in game
G:1 and b in game G3), the same procedure has been
followed in the game G; and in the game Gs.

Now to conclude the proof, we have to show that
Prlwinning G1] = Prlwinning Ga|(xo + 1 + x2) =
0 mod 2], i.e., Pr[Wy| Even] = Pr[W,| Even|. Actu-
ally, from Table[VITI] one can easily observe that winning
probability in each case is always 1. So, one can easily
calculate that Pr[W;| Even] = 1. Also we have shown
that the winning probability in the game Ga with the
given quantum strategy is 1 for even weight inputs (i.e.,
Pr[Ws| Even] = 1). So, Pr[W;| Even| = Pr[W3| Even].
Numerically, we can write
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Pr[W;| Even)

1
= iPr[wmning G1l|zox129 = 000]
1
—i—iPr[winning G1lzoxi29 = 011]
1
—|—1Pr[winm’ng G1l|zoxi129 = 101]

1
+1Pr[winning G1l|zox129 = 110]

2 2
1 1
= ZPT[ E vi=g E x; (mod 2)|xgz122 = 000]
i=1 i=1
2

2
1 1
+ZPT[ZE=1 vi=g E x; (mod 2)|xoz1xe = 011]

i=1

2 2
1 1
+1P7’[£1 yi=3 ;,1 x; (mod 2)|xoz122 = 101]

2 2
1 1
+ZPT[ZE=1 vi=g E x; (mod 2)|zgz1ze = 110].

i=1

Now in G, we have two additional winning conditions
yo =0 and y; = 29 A (xo D x1). So, Pr[Wi| Even| can be
written as follows:

Pr[W;| Even|
(xo + 21 + 22)

1
= ZPT[(xO AN (zo® 1)) +1y2 = 5

1
xoz122 = 000] + ZPT[(SUO AN (zo® 1)) +1y2 =

(xo + 21 + x2)
2

r1)) +y2 =

1
|xoz122 = 011] 4+ ZPT[(IO A (zo ®

1
Wuoxw& =101] + zpr[
Xo+x1+
(xo A (xo D 1)) + Y2 = (oleM

ToT1Ty — 110]

As the prepared state at As’s end in Gy is same as
the prepared state in self-testing game G5, and all the
operations done by Ay in G is same as the operations
done on the prepared state in the game G5, then we can
say that As’s output y2 in G is same as the output b in
the game G (We can also observe that the values of b in
Table are matching with corresponding values of y,
in Table [VIII). So, we can rewrite the Pr[W;| Even] as
follows:




Pr[Wy| Even]
1

= L (Pritan n (@) 5 W
Tor122 = 000] + Pri(zo A (zo ® 71)) + b=
(Zot a1 +75)

2

(w0 + 21+ @2)

2

|zox120 = 011] + Pr(zo A (o © 1))

+b= |£L'().’E1{L'2 = 101] + P?"[(ZL'() AN

(xo + 21 + 22)

(To® 1)) +b= 5

= Pr[Ws| Even].

|IOIL‘1I’2 = 110]

This concludes the proof of the theorem. O

Now we show that the additional checking condition
of our new self-testing protocol has also been deduced
from the multi-party pseudo-telepathy game with n = 3.

J
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Deduction of The Additional Checking Condition (with odd
weight inputs) from Multi-Party Pseudo-Telepathy Game

We know that the input to the multi-party pseudo-
telepathy game always has to be of even weight. However,
if we consider, the odd-weight inputs and calculate the
probability of getting w9 x1 (this yo in multi-party
pseudo-telepathy game (G is basically same as b in our
new self-testing protocol Gs), then we get the value as
0.5. So if we consider odd weight inputs in G; and assume
the above checking condition as the winning condition for
all those cases (we are considering the odd weight inputs
only for the shake of the additional checking condition in
G, in reality the weight of inputs in G; is always even),
then we can say that Pr[IW;| Odd] = Prlys = z1]. Also
Pr[Ws| Odd] = Pr[b = x1].

In Table [X] we calculate the winning probability of
the game G for odd-weight inputs.

[ wox1 | yoy1 [State at Ay’s end[ x5 [Ay’s state after applying gates[ Prly; = x1]]]

00 [+) ((+9)]0)+ (1 —49)[1)) 0.5
00 |01 —) 1 s(A=0)]0)+ 1 +0)[1)) 0.5
10 -) 2(1=9)0) + (1 +4)[1)) 0.5
11 [+) ;(A+0)]0)+ 1 —10)[1)) 0.5
00 | —5(|0) +i[1)) ((T+0)]0) + (1 —4) 1)) 0.5
o1 | 01 | S5(00—il1) | o | 3(@=9[0)+1+4)[1)) 0.5
10 | -5(10) —i[1)) 3((L=9)0) + (1 +4) 1)) 0.5
11| —5(10) +4[1)) s((A+0)0)+ 1 —10)[1)) 0.5
00 | —5(I0) +1[1)) (@ +0)]0) + (1 —4) 1)) 0.5
10 | 00 | 55000 —i[D) | o | 3((0-9][0)+T+9)[1)) 0.5
10 | 5(10) —i[1)) 3((L=9)0) + (1 +4) 1)) 0.5
11| 5(10) +4[1)) (X +49) 10y + (1 —14)[1)) 0.5
00 |-) (A =49)]0) + (1 +1i)[1)) 0.5
1 01 |+) 1 ;(A+0)0)+ 1 —0)[1)) 0.5
10 +) 2(+9)]0) + (1 —14)[1)) 0.5
11 —-) 2(1=9)0) + (1 +4)[1)) 0.5

TABLE X. Probability calculation for odd weight inputs for G

From Table [X] we can see that Pr[W;| Odd] = Pr[y,
x1] = 0.5. We already get Pr[Ws| Odd] = Pr[b
x1] = 0.5 (see Table [VII). That means Pr[W;| Odd] =
Pr[W3| Odd]. Hence, the additional checking condition
of our new self-testing protocol can be derived from the
three-party pseudo-telepathy game too.

Importance of additional checking condition of our new
self-testing game

In the multi-party pseudo-telepathy game, the input
bits x¢ and x; have been sent to Ay and A; respectively

(

and Ag and A; do not communicate among themselves
after getting the inputs. But in our game Gs, D; has
the access to both the inputs zg and x;. And hence
there exists a strategy which can mimic the success
probability of multi-party pseudo-telepathy game Gj.
The strategy is as follows:

e For any input xox1 to Dy, Dy prepares the state
|z1) and send this to Ds.

e D5 does not do any operation on the received qubit
and just measure it in {|0),|1)} basis to output b.



However, in this case, along with the probability
Pr[W3| Even] = 1, Pr[b = z1] Odd] = 1 too. So, the
condition for the even weight inputs is not sufficient to
check the quantumness of the devices like multi-party
pseudo-telepathy game. To prevent this type of strategy,
we have to impose the extra condition for odd weight in-
puts. In the next section, we will discuss the additional
condition and show how it can be also derived from the
multi-party pseudo-telepathy game.

Now, we consider the Pseudo-Telepathy game G; with
this extra condition and name it as Augmented Pseudo-
Telepathy game.

Lemma 2. The success probability of augmented pseudo-
telepathy game is %.

Proof. The success probability of pseudo-telepathy game
for the even weight inputs is 1, whereas the success prob-
ability that yo = x1 in the pseudo telepathy game for
odd weight inputs is 1/2 from the virtue of no signalling
condition. This extra condition can be reduced to the
trivial two party guessing game where one party guesses
the inputs of the other party. We already showed that
with no signalling assumption, the success probability of
such guessing game is 1/2. Thus, the over all success
probability of the augmented pseudo-telepathy game is
SRR 0

Lemma 3. The self-testing protocol G4 is an augmented
pseudo-telepathy game.

Proof. We already showed that pseudo-telepathy game
G171 can be reduced to G5. We also proved that
Pr(Wi|Even) = Pr(Ws|Even) and Pr(W:|0Odd) =
Pr(W5|Odd). Let the event of winning in augmented
G1 be AW; and the event of winning in G3 be AWs.
Then, it is easy to show that Pr(AW;) = Pr(AW,). This
concludes the proof. O

VII. OUR DEVICE INDEPENDENT QRNG
PROTOCOL Q BASED ON THE NEW
SELF-TESTING PROTOCOL G

In this section, from the new self-testing protocol given
in section [VI} we have designed a device independent
QRNG Q.

In this protocol, we have used two different storage
spaces (we can think it as an array) to store the b bits
and the corresponding tuple (zg, 21, 22) and proceed as
follows:

e After storing b and its corresponding zq, z1, T2, We
further create two storages to separate the two dif-
ferent events.

e Check: Whenever (zg + x1 + x2) = 0 (mod 2), we
store the corresponding b bits along with the tuple
(zo,x1,x2) in this storage space.
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e Rand: Whenever (xg + 21 + 22) = 1 (mod 2), we
store the the corresponding b along with the tuple
(zo,x1,x2) bits in this storage space.

e This part is considered as classical post processing
part.

Now, we enumerate the protocol O, in two parts
namely quantum part and classical post-processing part,
as follows:

Quantum Part of Q:

1. Algorithm A (device D) accepts the inputs xg, z1,
and algorithm B (device Ds) accepts the input za,
where z; € {0,1} for i € {0, 1, 2}.

2. Algorithm B generates the output b € {0,1}.

3. The algorithm A follows the rule of the state prepa-
ration described in our new self-testing game, i.e.,

o If xgx1 is 00 then the prepared state is |[+) =
1(0) +]1)).

o If zgz; is 01 then the prepared state is
2(0) + 1)),

o If xpxy is 10 then the prepared state is
1(0) - i[1)).

o If zgx; is 11 then the prepared state is |—) =

2-(10) - [1)).
4. Depending on x5, the algorithm B does the follow-

ing:

o If x5 = 0, the algorithm B applies only H gate
on the prepared qubit.

o If 5 = 0, the algorithm B applies S gate fol-
lowed by a H gate on the prepared qubit.

5. Then algorithm B measures the qubit in {|0),]1)}
basis.

6. The output bit b is 0, if the algorithm measures |0).
7. The output bit b is 1, if the algorithm measures |1).

8. Algorithm A and algorithm B are repeated n many
times, where n is a sufficiently large number (ideally
n — 00).



Classical Post-Processing part of Q:

1. After quantum part ends, A exchanges the inputs
g, T1 with B.

2. The produced b bits (along with the corresponding
tuple (xg, 1, x2)) are stored in two different storage
spaces and further processed depending on the even
(odd) weight of the inputs. The two new memory
locations; C'heck and Rand is created based on the
following specifications.

e For Check bits, (xg + 21 + x2) = 0 (mod 2).
e For Rand bits, (xg + 1 + x2) =1 (mod 2).

3. Check bits are used to calculate the probability
Pr[Ws| Even]. If it is 1, the protocol Q continues,
aborts otherwise.

4. A fraction v > % of the Rand bits are used to
check whether Pr[b = x1] = 0.5 or not. If the
probability is not 0.5, then we abort the protocol.
Otherwise, we use the remaining 1 — vy Rand bits
as truly random bit sequences.

Here also for the proper execution of the protocol we
need the similar assumptions as before (the assumptions
for the new self-testing protocol).

e There are two separate devices Dy and Ds.

e Dy takes the input zgz; and prepares a quantum
state p.

e Then D; sends that quantum state p to Ds.

e D5 takes the input z2 and the quantum state p, and
performs all the operations and measurements. It
outputs the bit b.

e There is only one secure one-way quantum channel
from D; to D5 to pass the quantum state p.

e There does not exist any classical channel between
D1 and DQ.

e The devices make no use of any prior information
about the choice of settings x;, where ¢ = 0, 1, 2.

e Internal states of the devices are independent and
identically distributed (i.i.d).

e The preparation (device D;) and measurement
device (device Dj) are independent.

Remark 2. Here as we need both the Check bits and the
Rand bits to test the device independence, so it seems that
each time whenever we try to generate an k-bit random
bit string from the protocol we have to repeat the step-7
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for 4k + & many times (where § is a non-zero integer).
Note that the buyer just needs to test the device inde-
pendence of the QRNG for the first time only. That is
he/she has to check whether the dealer has fooled him/her
with a defective or corrupted QRNG. After the testing is
done and the buyer is assured that the QRNG is accurate,
he/she only repeats the step-7 for 2k + 6 many times and
use the Rand bits as a random bit string of length k. So,
here the actual rate of randomness generation is %

VIII. SECURITY PROOFS OF THE QRNG

PROTOCOL Q

In this section, we will prove the device independence
followed by the randomness extraction of the protocol Q.

A. Proof of Device Independence of our protocol Q

We prove the device independence of protocol Q with
the help of Lemma [ and Theorem

Lemma 4. The protocol Q for the odd weight input
strings can be reduced to the trivial two players’ guessing
game where upon an input x € {0,1} given to the player
A, player B will try to guess the bit . If the guessed bit
b =z, both the players win the game provided there is no
communication between the players after the game starts.

Proof. Protocol Q consists of two algorithms; algorithm
A and algorithm B. These two algorithms can be viewed
as two players A and B respectively. The only difference
between the protocol Q for the odd weight input strings
and the trivial guessing game is that algorithm A can
accept two inputs xg, x1 and algorithm B needs to guess
one input, i.e., here, the winning condition is x; = b,
where b is the output bit of algorithm B. However, we
can replace z; by xg. It can be shown that assuming
no signalling, Pr(zo = b) = 1/2 too. This concludes the
proof. O

Theorem 7. Occurrence of the following two conditions
simultaneously certifies the device independence security
of the protocol Q.

1.Pr(3(zo + a1+ 22) = b+ (2o A (zg @ 21))) =1
for even weight strings. (From Pseudo Telepathy
Game)

2. Pr(z1 = b) = 0.5 for odd weight strings.
Lemma

Proof. The success probability of the players in the trivial
guessing game is bounded to 1/2 by the virtue of no sig-
nalling principle. We proved that the protocol Q for the
odd weight strings can be reduced to this trivial guess-
ing game by exploiting the condition Pr(x; = b) = 0.5.
Now, for Pr(%(zo + 21 +22) = b+ (z0 A (20 ® 21))) =1,
where, xg,x, are the inputs of algorithm A and xo and

(From



b are the input and output of algorithm B respectively,
we consider the following strategy (section [VIB)).

e For any inputs zgz; to algorithm A (device D),
prepare the state |z1) and send this to algorithm B
(device Ds).

e Algorithm B does not do any operation on the re-
ceived qubit, but just measures it in {|0),|1)} basis
to output b.

If the algorithms follow this strategy, we will obtain
Pr((zo + 21+ 22) = b+ (z9 A (20 B 1)) = 1 for even
weight strings. Now, as the basis for the state prepara-
tion and the basis for the measurement are same here,
the relative Hamming distance dp(z1,b) = 0. How-
ever, to satisfy the second condition we must require
Pr(z;y = b) = 0.5, ie., dg(zr1,b) = 1/2 for the odd
weight input strings. It is not possible unless the ad-
versary successfully guesses the ‘check’ rounds and the
‘rand’ rounds. In this case, she will play the above strat-
egy for the check rounds or for the even weight strings,
and for the 'rand’ rounds, i.e., for the odd weight strings,
she will output a random bit. This clearly violates no
signalling assumption. Hence, the occurrence of both
the following conditions simultaneously certifies the de-
vice independence security of the protocol Q under no
signalling assumption.

1. PI‘(%(.I‘O + 21 + .1‘2) =b+ (.Io A\ (.230 D 1‘1))) = 1.
(Pseudo Telepathy Game )

2. Pr(z; = b) = 0.5. (Lemma [
O

One should note that nowhere in the proof, we make
any assumptions on the fabrication of the devices.
Neither do we assume that the devices are supplied by
a trusted provider. We treat the algorithms (A as well
as B) as black boxes and check the required conditions
based on the input-output statistics of those algorithms.

Similar to our protocol P, we now consider the effect
of the external adversary, Eve, in the protocol Q. In this
direction, our claim is that even if the adversary gathers
extra information from the testing phase and manages to
know about the particular prepared state in any round
of generation phase and the input of B in that round,
then also he/she cannot guess the generated bit b in that
round with a probability better than % In other words,
Pr(bguess = b|E) = %, where F is the side information
leaked in the testing phase to Eve. This is because, in
the generation phase, the states §((1+1) |0) + (1+i)[1))
are measured in {|0), |1)} basis resulting either |0) or |1)
with probability %

Let B be the random variable corresponding to the
output b for the inputs {001,010,100,111} and Bg
be the random variable corresponding to the inputs
{000,011,101,110}. Iff the laboratory of Bob is fully
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sealed and the raw bits b are not leaked to Eve, then
I(B, Bg), i.e., the mutual information of Eve about the
raw bits in the generation round given the side informa-
tion is bounded by the principle of quantum measure-
ment and in ideal case, it will be zero.

B. Proof of Randomness of our protocol Q

In our protocol 9, the random bits are generated from
the instances where the weight of the input bit-string
xox122 is odd. Now, we prove the true randomness of the
extracted bit-sequence by exploiting the idea of entropy.

Theorem 8. The bit-string generated from the protocol
Q is truly random.

Proof. Let B be the random variable corresponding
to the output b, when the input comes from the set
{001,010,100,111}. Clearly the values of b can be ei-
ther 0 or 1, so the event space for the random variable B
is E = {0,1}. Then entropy of B is

1
H(B) = PrB=25|- _— .
(B)=>_ Prl Hl@(mwzm)
beE

Before we compute the values of Pr[B = 0] and Pr[B = 1]
to compute H(B), we calculate the probability of getting
|0) or |1) after measuring the states 3((1+)]0) + (1 —
i) (1)) or 2((1—14)[0) 4+ (1 +4)[1)) in {|0),[1)} basis, in
Table X1

Input Before After Probability
Measurement Measurement
001 or 010 4((1 + ) [0) + (1 — ) 1)) f——1%3 A2
2 1) 0.5
. . 0 0.5
100 or 111 1((1 — ) ]0) + (1 +4) |1)) 1% 05

TABLE XI. Probability of Measurement in {|0) , |1)} basis for
our protocol Q

Now let us compute the values of Pr[B = 0] and
Pr(B =1]. We get,

Pr[B = 0]
Prlb = 0|(zoz122) € {001,010,100, 111}]
= Pr[Measuring |0) |(xoz122) € {001,010, 100, 111}]

2
=1 - Pr[Measuring |0) |(xox122) € {001,010}]
2
+Z - Pr[Measuring |0) |(zoz122) € {100,111}]
1 1
=3 - Pr[Measuring |0) | [¢) = 5((1 +1)10) + (1 — 1)

[1)] + 5 - Pr[Measuring [0)] [} = (1~ i) [0) +
(1+3) 1)

11111

“ 22727373



Similarly, it can be shown that Pr(B =1) = % Hence,
we can write

H(B) = % -log(2) + % log(2) = 1.

As the uncertainty is maximum here, we can say that the
generated bit string is truly random. O

IX. COMPARATIVE ANALYSIS OF OUR
PROTOCOLS

Now we compare our DI-QRNG protocols in prepare
and measure scenario. In our protocol Q, we need
more qubits compared to the protocol P. However, the

J
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difference between the best possible classical strategy
and the best possible quantum strategy is 0.15 (classical
the winning probability is % + 2712 1) which is more effi-
cient distinguisher than CHSH game or any variants of it.

For comparison, we consider the protocols presented
in the papers [27, 28] as those are proposed in P&M
framework and like ours these are state dependent pro-
tocols. We name the semi-device independent random
number expansion protocol as SQRNG and the exper-
imental measurement-device-independent random num-
ber generation protocol as MQRNG.

In this regard, one should note that the comparison
is provided for the raw bit stream generated from the
protocols. We do not consider any kind of privacy
amplifications on the raw randomness.

# Qubits Rate of Prepare/ |Difference State
Protocol needed for |Randomness| Measure of Qua; | Dependent/
Name k-bit Generation device and C,q; |Independent
randomness trustability
Needed
SQRNG [27] k+6 1 for 0.1 State
Measure Dependent
Needed
MQRNG [28]| k+¢ 1 for NA State
Prepare Dependent
Our
Protocol P k49 1 Not 0.1 State
Needed Dependent
Our
Protocol @ | 2k+6 : Not 0.15 State
Needed Dependent

TABLE XII. Comparison of our protocols with the existing ones

In Table XTI} Qyq and Cyq denote the winning prob-
ability using the quantum strategy and the best possible
classical strategy respectively and § is a fixed non-zero
integer. Also the second column of the table denotes
the number of qubits needed for generating k-bit ran-
dom number, after the initial validation of the device
independence property has been completed.

X. CONCLUSION

In the current manuscript, we have shown that the self-
testing game proposed by Tavakoli et al. (Phys. Rev. A,
2018) is basically a reduced version of the well-known
CHSH game. Though they have not used any entan-
glement in their protocol, however, it indirectly relies
on the violation of Bell’s inequality. We have exploited
their self-testing protocol to design a DI-QRNG protocol

(

and proved its device-independence and true-randomness
of the outputs. Further, we have proposed a new and
more efficient self-testing game in prepare and measure
scenario which is based on the pseudo-telepathy game.
Based on this new game, we have presented a novel DI-
QRNG protocol and proved its device-independence as
well as true-randomness extraction.

For our new self-testing protocol, we have used the
multi-party pseudo-telepathy game for 3 players. One
can observe that the winning probability of the multi-
party pseudo-telepathy game with n players for the clas-
sical strategy is % + 27121, Therefore, as n grows larger,
the winning probability difference between the classical
and the quantum strategies moves closer to 0.5. So, it
will be easier to distinguish whether the classical or the
quantum strategy has been exploited. In this direction,
the generalization of our protocol for n beyond 3 could
be an interesting future research work.
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