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e Dynamic Network Topology: The frequent joining and leaving The intrusion detection methods for LAE-IoT
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* Real-Time Autonomous Detection: Immediate threat ~ > N\\® Detection Effectiveness
response demands complicate attack detection. - :

e Limited Computational Resource and Energy:
Resource and energy limitations constrain the deployment
of intrusion detection systems.
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Limitations
Approach Disadvantages in LAE-loT Networks Limited Insufficient Inadequate real- Restricted
adaptability autonomy time capability resource
Traditional Rule- + Relies on static, predefined rules and attack signatures.
based IDSs + Requires frequent manual updates. @ @ @ @
Machine + Models are trained on static datasets.
Learning-based + Feature engineering can be computationally intensive and domain-specific. @ @
IDSs + Requires frequent and costly retraining to remain effective.

Deep Learning- + Extremely high demand for memory, processing power, and energy,

based IDSs especially for large models. @ @ @

Long training times and high inference latency.
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