
Perception Memory Reasoning
Continuously monitors the LAE-IoT
environment to actively senses and
captures three primary types of data.

Network State Data
Includes network traffic, protocol usage, and
communication patterns.

Topological Events
Detects critical changes like nodes joining
or leaving the network.

Provides the system with a cognitive
repository, leveraging retrieval-
augmented generation (RAG) to
query historical knowledge.

Device Behavioral Data
Captures metrics such as CPU utilization,
memory consumption, and battery levels
from aerial nodes.

Short-Term
Memory

Long-Term
Memory

 Recent connections
 Active threat 

indicators
 Current status of 

the aerial swarm
 ……

 Historical behavioral 
baselines

 Known attack 
signatures

 Outcomes of 
previous defensive 
actions

Analyzes and correlates information
from the perception and memory
components to perform sophisticated
threat assessment and strategic
planning.

Structured Reasoning

Employs methods like Chain-of-Thought
to decompose high-level security goals into
logical, step-by-step plans.

Predictive Analysis

Leverages historical attack data to
anticipate likely threat escalations and
formulate proactive responses.

Action
Translates reasoned decisions into
tangible operations within the network
via API calls or multi-agent coordination.

Executes rapid responses to
detected threats, such as
isolating a compromised node
or reconfiguring firewall rules.

Immediate Defensive Actions

Performa adaptive actions, like generating
and deploying new detection rules in
response to a zero-day threat.

Adaptive System Actions

Initiates communication protocols to 
alert human operators (e.g., a ground 
controller) or trigger a collective 
defense with other agents in the swarm

Coordinated Response and Alerting

Low-Altitude Economy Internet of Things Environment

Action OutputsPerception Inputs

Environment is under the monitoring
of the perception components.

Environment changes based on the
output of the action component.
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