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Abstract. A rugged pseudorandom permutation (RPRP) is a security notion for variable-length
tweakable ciphers that is strictly weaker than the traditional notion of a strong pseudorandom
permutation. Being a weaker security notion it admits more efficient constructions. Yet the notion
is strong enough so that any such construction can lend itself to a number of practical applications.
It can be used to construct onion encryption, misuse-resistant AEAD, and AEAD secure under
the release of unverified plaintext. Two recent works have introduced the notion, explored some
of its applications, and studied a number of constructions that meet this notion. However, no
constructions are known to achieve this notion with beyond-birthday-bound security. Current cloud
applications are processing amounts of data that go well beyond the traditional 232 barrier, and
264 is becoming the new target. As such, the need for encryption with beyond-birthday-bound
security has become a very practical concern. In this work, we present the first constructions for
variable-length tweakable ciphers that satisfy RPRP security beyond the birthday bound. From
these constructions, we readily obtain efficient AEAD schemes that are optimally secure against
nonce misuse and the release of unverified plaintext.

Keywords: Beyond Birthday Bound Security, Rugged Pseudorandom Permutation, AEAD, Misuse
Resistance, Release of Unverified Plaintext.

1 Introduction

Authenticated encryption with stronger security properties has been the subject of several research
works [3, 6, 7, 27, 40], but there has been rather limited deployment of such AEAD schemes in practice.
There are a number of possible reasons for this, such as: practitioners not valuing or not understanding
these stronger security properties, practitioners not willing to pay the performance penalty that such
schemes incur, and, perhaps most importantly, the lack of standardisation of such schemes. Indeed, for
many companies, standardisation is often a necessary requirement before adopting and implementing
a new cryptographic scheme. However, NIST is currently aiming to remedy this by standardising an
Accordion mode cipher [35]. An Accordion mode is a tweakable variable-length cipher construction
that is secure as a strong pseudorandom permutation. One of the central applications of an Accordion
mode cipher is that it can be readily converted into an AEAD scheme with strong security properties
by applying some simple encoding on the inputs. This approach, known as the encode-then-encipher
paradigm, was originally put forth by Bellare and Rogaway in 2000 [10], and was recently revisited, with
a more modern take, by Shrimpton and Terashima in [41].

An AEAD scheme obtained via the encode-then-encipher paradigm using a Strong Pseudorandom
Permutation (SPRP) is automatically resistant to the nonce misuse (MRAE) [41], and is also secure
against the release of unverified plaintext (RUPAE) [20]. Informally, a misuse-resistant AEAD scheme [40]
retains the best possible security when the nonce input repeats, and an AEAD scheme that is secure
under the release of unverified plaintext [3,7] achieves a strong form of non-malleability such that even if
the invalid plaintext obtained from decrypting a malicious ciphertext is released to the adversary, AEAD
security is still preserved. Such an AEAD scheme offers very robust security, but this added security
typically incurs a performance penalty due to the extra processing involved in most constructions and
the inherent requirement that both encryption and decryption necessitate two passes over their inputs.
Generally speaking, the processing overhead affects the scheme’s throughput, whereas the inherent two-
pass nature of the constituent algorithms affects their latency and memory requirements. In addition, if
encryption and decryption are two-pass, it means that they cannot process their inputs as a stream [28].
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The encode-then-encipher paradigm was recently revisited by Degabriele and Karadžić, who showed
that this design framework could be instantiated using a variable-length tweakable cipher satisfying a
weaker security notion [20]. They called this security notion, and any variable-length tweakable cipher
that satisfies it, a Rugged Pseudorandom Permutation (RPRP). An RPRP is a strictly weaker notion than
an SPRP, and any SPRP construction is automatically an RPRP. By replacing an SPRP with an RPRP in
the encode-then-encipher paradigm, one obtains a different trade-off between security and performance.
Namely, the resulting AEAD will be, in addition to standard AEAD security, either MRAE or RUPAE
secure, but not both simultaneously–as is the case with an SPRP. The RPRP notion introduces an
asymmetry between the security offered by the enciphering and deciphering algorithms, where enciphering
is fully non-malleable but deciphering allows some malleability. Accordingly, Degabriele and Karadžić
showed that using the enciphering algorithm to encrypt via the EtE transform yields MRAE security,
whereas using the deciphering algorithm to encrypt via the EtD transform yields RUPAE security [20].
Both the EtE and EtD transforms have variants which yield either nonce-based or nonce-hiding AEAD [9],
and only require some lightweight encoding6. However, by using an RPRP instead of an SPRP, they
obtain faster AEAD constructions. For instance, adapting the classical result of Luby and Rackoff to
the tweakable setting [33], it is well known that an SPRP requires four rounds of Feistel, but an RPRP
is readily achieved via three rounds of Feistel [21]. Two other RPRP constructions, called UIV and
HEC [20,21], are obtained respectively by slashing the last layer from the SPRP constructions PIV and
HCTR [12, 41], each of which require three layers of processing. As a result, RPRP constructions can
achieve higher throughput than SPRP constructions. In addition, RPRPs can also be advantageous in
terms of latency since only the enciphering algorithm needs two passes over the data. In contrast, the
deciphering algorithm only needs one pass, as is the case for the UIV and HEC constructions. Thus, the
resulting MRAE-secure AEAD constructions can have online decryption, and the RUP-secure AEAD
constructions can have online encryption.

In light of the above, it is more appropriate to compare an RPRP construction to a misuse-resistant
or RUP-secure AEAD scheme rather than an SPRP construction. A RPRP-based AEAD scheme offers
the benefit of code minimality because the same RPRP construction yields four different AEAD schemes
with different properties, which is not possible with structurally different dedicated MRAE- and RUP-
secure schemes. In this work, we present the first RPRP constructions with beyond-birthday-bound
(BBB) security, and as a result, we obtain new AEAD schemes that are misuse-resistant or RUP-secure
with beyond-birthday-bound security, and each can be either nonce-based or nonce-hiding. Both of our
RPRP constructions are based on a tweakable block cipher (TBC) such as SKINNY or Deoxys-TBC and
allow for tweaks of arbitrary size. Compared to prior RPRP constructions such as UIV and HEC [20,21],
the main overhead incurred by our constructions in order to achieve BBB security is mainly due to the
use of a TBC instead of a block cipher and a few extra evaluations. Two prominent AEAD constructions
that are misuse resistant are Deoxys-AE2 [31] and Romulus-M [29], both of which are based on the
SCT/SIV structure [38] and require ∼1.5 tweakable block cipher calls per message block. Instead, our
constructions require one tweakable block cipher call per message block (or a couple more) and a universal
hash evaluation over the message and tweak/associated data. This has the benefit that a universal hash
is typically lighter to compute than a TBC call, and during deciphering, it can be evaluated in parallel
using carryless multiplication for example. As for RUP-secure AEAD, besides constructions based on
wide-block SPRPs, which are generally slower, we are not aware of other constructions that are BBB
secure. Moreover, RPRPs have applications beyond AEAD, such as realising onion encryption in Tor,
where it is crucial that the encryption layers be length preserving, thereby ruling out AEAD as a building
block. Counter Galois Onion (CGO) [22] is a recent proposal by Degabriele et al. for an onion encryption
scheme for Tor with improved security that uses an RPRP to encrypt each layer. Recently, the Tor
project has announced its intent to adopt CGO [34]. Both of our RPRP constructions could be plugged
into CGO to attain an onion encryption scheme with BBB security. While this is an important practical
application of our work, it is beyond the scope of this paper and our exposition will mainly focus on
AEAD as the main application of our new RPRP constructions. Below is our contribution in more detail.

1.1 Contribution

THEC: BBB RPRP up to Limited Tweak Repetitions. Our first construction is Tweakable HEC (THEC),
which as the name implies, is a TBC adaptation of the block-cipher-based RPRP construction HEC [21].
Structurally, THEC bears a relation to the SPRP construction THCTR [24] where its last hashing layer

6 The EtD transform requires the encoding to be collision resistant, but this is readily achieved by using injective
encoding without the use of any hash functions.
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has been shaved off, its TBC counter-mode component replaced by Counter-in-Tweak [2, 38], and the
remaining universal hashes have been rearranged in a more efficient configuration. Due to these changes
THEC does not suffer from the same limitations, in terms of its BBB security, pointed out by Andreeva et
al. and Khairallah on THCTR [2,32]. The main limitation of THEC is that it is BBB secure as an RPRP
only if the tweak repetitions are limited. More specifically, THEC offers optimal RPRP security when
the queried tweaks (across enciphering and deciphering queries) are distinct. On the other hand, if the
number of tweak repetitions reaches 2n/2 times, then the overall security of the construction collapses
to the birthday bound — often referred to as graceful security degradation. In the case of CGO in Tor,
tweaks are highly unlikely to repeat and thus THEC already suffices to transform CGO into a BBB onion
encryption scheme.

EtE[THEC]: BBB MRAE Under Limited Decryptions. We next show how to obtain a nonce-based or
nonce-hiding AEAD scheme from THEC that is misuse resistant and yields secure channels with BBB
security. The resulting AEAD schemes will not be BBB secure in the general AEAD sense where the
number of decryption queries is unrestricted. However, in real-world protocols like TLS and QUIC, the
number of decryption queries is limited because the protocol will only tolerate a limited number of
decryption failures before the connection is torn down. Specifically, by applying the EtE transformation
[20] to THEC, we derive a nonce-based or nonce-hiding BBB MRAE-secure AEAD scheme EtE[THEC]
with a graceful security degradation on the nonce repetitions. In the EtE transform, nonce repetitions
result in tweak repetitions, which may occur during encryption and decryption. Accordingly, nonce
repetitions across encryption queries result in graceful security degradation, similarly to other BBB
MRAE schemes like Deoxys-AE2 and Romulus-M. On the other hand, nonce repetitions across decryption
queries are unrestricted in the AEAD security game and thus no longer BBB in that setting. Nevertheless,
as explained in Subsection 7.1, this is still sufficient for the majority of Internet protocols like TLS and
QUIC. In that setting EtE[THEC] significantly outmatches the security of AES-GCM-SIV and matches
that of Deoxys-AE2.

DE-THEC: Fully BBB RPRP with Domain Extension. Our second, and main, RPRP construction
DE-THEC, overcomes the limitations of THEC and achieves full BBB RPRP security without impos-
ing any restriction on tweak repetitions. Another limitation of our first construction is the small size
of its left domain. When translating an RPRP into a RUP-secure AEAD, the EtD transform incurs an
inherent birthday-bound term in the size of the left domain [20]. Accordingly, while THEC can be trans-
lated into a RUP-secure AEAD scheme it will only be secure up to the birthday bound. On the other
hand, the extended domain of DE-THEC will allow us to derive RUP-secure AEAD with BBB security.

EtE[DE-THEC] &EtD[DE-THEC]: Fully BBB MRAE and RUPAE. Now equipped with a superior RPRP
construction (DE-THEC) we obtain two AEAD schemes that beat the state of the art in terms of misuse-
resistance security (MRAE) and release-of-unverified-plaintext security (RUPAE). Applying the EtE
transform yields a nonce-based or nonce-hiding AEAD scheme EtE[DE-THEC] with BBB security even in
the misuse resistance setting, i.e., without graceful degradation. Notably, it offers much higher security
than Deoxys-AE2 [31] and recently proposed constructions DENC2 [14] and eGCM-SIV [15] in the
misuse-resistance setting. On the other hand, applying the EtD transform to DE-THEC yields a RUP-
secure AEAD scheme EtE[DE-THEC] with full n-bit security with no additional restrictions. To the
best of our knowledge, this is the first RUP-secure AEAD scheme with BBB security which attains
significantly higher security than GCM-RUP and RIV. A comparison of our AEAD schemes with other
state-of-the-art (SOTA) AEAD schemes is provided in Subsection 7.3.

1.2 Related Work

As already noted, our THEC scheme is inspired by the SPRP-secure scheme THCTR [24]. Accordingly,
it is possible to extend THEC, which contains structural improvements in both of its layers, with a
third layer, in order to recover a BBB-secure tweakable SPRP, although it would only be BBB if tweak
repetitions are limited.

An analogous BBB-secure tweakable SPRP counterpart to our DE-THEC construction, with unre-
stricted tweak repetitions, is the HCTR+ construction by Datta et al. that appeared in a concurrent
work to ours [17, 18]. Notably, our DE-THEC bears many similarities to the first two layers of HCTR+.
The main difference, apart from the obvious one that DE-THEC and HCTR+ target different (i.e. weaker
RPRP and stronger SPRP) security notions, lies in the inputs to the counter mode that ours and theirs
scheme use.
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2 Preliminaries

Notation. For a set X , X ←$X denotes that X is sampled uniformly at random from X . We write
X ← Y to denote that Y is assigned in variable X. For any natural number q, [q] denotes the set
{0, . . . , q − 1}. We denote an empty set as ∅. We say two sets X and Y are disjoint if X ∩ Y = ∅. We
denote their union as X ⊔ Y (which we refer to as disjoint union). For any natural number n, {0, 1}n
(resp. {0, 1}≥n) denotes the set of all bit strings of length n (resp. ≥ n) and {0, 1}∗ denotes the set of
all bit strings of arbitrary finite length. We denote the empty bit string with ε. Sometimes, we call an
element of {0, 1}n a block. For integers 1 ≤ b ≤ a, (a)b denotes a(a− 1) . . . (a− b+1), where (a)0 = 1 by
convention. For any positive real number m, ⌈m⌉ denotes rounding up m to the first integer greater or
equal to m, and ⌊m⌋ denotes rounding down m to the first integer smaller or equal to m. For a bit string
S, |S| ≥ m, we denote the m most significant bits of S with ⌊S⌋m. For a positive integer i < 2n, we write
⟨i⟩2 to denote the corresponding binary representation of i encoded in n-bit string. For any function
Φ : X → {0, 1}2n, we define Φ[1] and Φ[2] be two functions from X to {0, 1}n such that for all x ∈ X ,
Φ[1](x) denotes the leftmost n bits of the 2n-bit output of Φ(x), and Φ[2](x) denotes the rightmost n
bits of the 2n-bit output of Φ(x).

2.1 Tweakable Block Cipher

Let n be a natural number. A tweakable block cipher (TBC) is a mapping Ẽ : K×T ×X → X such that

for all keys k ∈ K and for all tweaks T ∈ T , X 7→ Ẽ(k, T,X) is a permutation over X . We denote with
TBC(K, T ,X ) the set of all tweakable block ciphers with key space K, tweak space T , and message space

X . A tweakable permutation is a mapping P̃ : T × X → X such that for all T ∈ T , X 7→ P̃(T,X) is a
permutation over X . We write TP(T ,X ) to denote the set of all tweakable permutations.

Definition 1 (STPRP security). Let Ẽ ∈ TBC(K, T ,X ) and A be a deterministic, adaptive adversary.

The advantage of A in breaking the strong tweakable pseudorandom permutation security of Ẽ is defined
as

AdvSTPRP
Ẽ

(A)∆=
∣∣∣Pr[k←$K,AẼk,Ẽ

−1
k = 1]− Pr[P̃←$TP(T ,X ),AP̃,P̃−1

= 1]
∣∣∣ .

Typically X is to be regarded as {0, 1}n. In that case, we call it a fixed-input length tweakable cipher.

2.2 Rugged Pseudorandom Permutation

Let EE be a variable-input length tweakable cipher over a split domain XL ×XR with an associated key
space K and the tweak space T . For such tweakable cipher EE, we define a pair of deterministic algorithms
called the encipher and the decipher algorithm, where the encipher algorithm, denoted as EE.En, takes
a key k ∈ K, a tweak T ∈ T and a pair of strings (XL, XR) ∈ XL × XR as the input and produces
(YL, YR) ∈ XL × XR as the output. The decipher algorithm, denoted as EE.De takes a key k ∈ K, a
tweak T ∈ T and a pair of strings (YL, YR) ∈ XL ×XR as the input and produces (XL, XR) ∈ XL ×XR

as the output. There are two restrictions on the input query to the decipher algorithm: (i) YL should
not repeat across the decipher queries, and (ii) it should not collide with other YL values that have been
obtained in previous encipher queries.

The rugged pseudorandom permutation (RPRP) advantage of EE is defined as a distinguishing game
between a real and an ideal world. In addition to the enciphering and deciphering oracle, the adversary
is provided access to a so-called guess oracle EE.Gu. The guess oracle, in the real world, takes as input
a key k ∈ K, a tweak T ∈ T , a pair of strings (YL, YR) ∈ XL × XR and a non-empty finite set V ⊆ XL

of cardinality at most v, and it outputs a bit b ∈ {0, 1} such that

EE.Guk(T, YL, YR,V )=

{
1 if XL ∈ V ,where (XL, XR)← EE.Dek(T, YL, YR),

0 otherwise.

We assume that the distinguisher is non-trivial, meaning that for every guess query (T, YL, YR,V ) it
makes, the triple (T, YL, YR) has not been output by the encipher oracle in some previous query, and it
has not been previously queried to the decipher oracle.

In the real world, the distinguisher A interacts with a triplet of oracles (EE.Enk,EE.Dek,EE.Guk),
with k being a uniformly sampled key. In the ideal world, the distinguisher interacts with a triplet of
oracles (PP,PP−1,⊥), where PP←$TP(T ,XL ×XR) and where ⊥ oracle always returns 0.
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Definition 2 (RPRP security). The rugged pseudorandom permutation advantage of A against EE
is defined as

AdvRPRP
EE (A, v) ∆

=
∣∣∣Pr[AEE.Enk,EE.Dek,EE.Guk = 1]− Pr[APP,PP−1,⊥ = 1]

∣∣∣ ,
where the first probability is defined over the randomness of k←$K and the second probability is defined
over the randomness of PP←$TP(T ,XL ×XR).

The formal security game of the RPRP notion is shown in Figure A.1 in Appendix A.

2.3 Nonce-Based AEAD

A nonce-based authenticated encryption with additional data (nAEAD) scheme AE consists of a pair
of deterministic algorithms (Enc,Dec) with associated key, nonce, additional data, message and ci-
phertext spaces K,N ,AD,M and C, respectively. The encryption algorithm Enc takes in as input
(K,N,A,M) and outputs a tagged ciphertext C ∈ C. Similarly, the decryption algorithm takes in as
input (K,N,A,C) and outputs either a plaintext M ∈ M or an error symbol ⊥, indicating a failed
decryption. We denote Enc(K,N,A,M) also as EncK(N,A,M), and use the analogous notation for the
decryption algorithm Dec. An AEAD scheme must be correct, meaning that for all tuples (K,N,A,M),
DecK(N,A,EncK(N,A,M)) = M .

The first AEAD security notion that we will consider in this work is the misuse resistant authenticated
encryption (MRAE) notion. In this security notion, the adversary A interacts either with a pair of oracles
(AE.EncK ,AE.DecK) in the real world, or with a pair of oracles ($,⊥) in the ideal world, where the oracle
$ returns random bits of length |EncK(N,A,M)| and oracle ⊥ always returns the error symbol ⊥.

Definition 3 (MRAE security). The MRAE advantage of A against AE is defined as

AdvMRAE
AE (A) ∆

=
∣∣∣Pr[AAE.EncK ,AE.DecK = 1]− Pr[A$,⊥ = 1]

∣∣∣ ,
where the first probability is defined over the randomness of K ←$K, and the second probability is defined
over the randomness of $. The adversary A is not allowed to forward encryption oracle responses to the
decryption oracle, nor it is allowed to repeat queries to the encryption oracle.

The next security notion that we will consider is the release of unverified plaintext (RUPAE) notion.
We consider the RUPAE notion only for subtle AE (SAE) syntax, which is a generalization of AE syntax
and stems from the work of Barwell, Page and Stam [7]. The subtle AE syntax integrates an additional
algorithm Leak : K × N × AD × C → {⊤} ∪ L, where the L represent the leakage set. The connection
between the conventional AE and SAE syntax is, that when Leak algorithm outputs ⊤, Dec algorithm
outputs a plaintext from M. Vice versa, when Leak algorithm outputs some invalid, leaked, plaintext
M , the decryption oracle outputs ⊥.

Definition 4 (RUPAE security). The RUPAE advantage of A against a SAE scheme AE is defined
as

AdvRUPAE
AE (A) ∆

=
∣∣∣Pr[AAE.EncK ,AE.DecK ,AE.LeakK = 1]− Pr[A$,⊥,Sleak = 1]

∣∣∣ ,
where the first probability is defined over the randomness of K ←$K, the Sleak is a stateless leakage
simulator and the rest of the oracles are defined as in the AE security definition.

For additional technical details about the SAE syntax we refer the reader to [7].

2.4 H-Coefficient Technique [13,37]

Let A be a computationally unbounded deterministic distinguisher that interacts with either the real
oracle, i.e., the construction of our interest, or the ideal oracle which is usually considered to be a uniform
random function or permutation. The collection of all the queries and responses that Amade and received
to and from the oracle, is called the transcript of A, denoted as τ . Sometimes, we allow the oracle to
release more internal information to A only after A completes all its queries and responses, but before it
outputs its decision bit. In this case, the transcript of A includes the additional information about the
oracle and clearly the maximum distinguishing advantage of A in this setting can not be less than that of
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Figure 3.1: Graphical representation of the THEC enciphering algorithm.

THEC.Enk,h,h′(T,XL, XR)

T⋆ ← Hh′(T )

L← XL ⊕ Hh(T,XR)

YL ← Ẽk(T⋆, L)

IV ← L⊕ YL

S ← CTRTk(T⋆, IV, |XR|)
YR ← XR ⊕ S

return (YL, YR)

THEC.Dek,h,h′(T, YL, YR)

T⋆ ← Hh′(T )

L← Ẽ−1
k (T⋆, YL)

IV ← L⊕ YL

S ← CTRTk(T⋆, IV, |YR|)
XR ← YR ⊕ S

XL ← L⊕ Hh(T,XR)

return (XL, XR)

Proc. CTRTk(T⋆, IV,m)

κ← ⌈m/n⌉
for ctr = 0 to κ− 1

Sctr ← Ẽk(IV ⊕ ⟨ctr⟩2, T⋆)

S ← (S0, . . . , Sκ−1)

return ⌊S⌋m

Figure 3.2: Pseudocode description of the THEC construction.

without additional information. Observe that the transcript τ is a random variable and the randomness
of the distribution of τ only comes from the randomness of the oracle with which A interacts.

Let Xre (resp. Xid) denote the random variable that takes a transcript τ realized in the real world (resp.
ideal world) while interacting with the distinguisher. A transcript τ is said to be attainable with respect
to a distinguisher D, if the probability of realizing it in the ideal world is non-zero. Let Θ denote the set
of all attainable transcripts. Following these notations, we state the main theorem of the H-Coefficient
technique as follows:

Theorem 1. [H-Coefficient] Let A be a fixed deterministic distinguisher that has access to either the
real oracle Ore or the ideal oracle Oid. Let Θ = GoodT ⊔ BadT be some partition of the set of attainable
transcripts Θ. For any good attainable transcript τ ∈ GoodT, let

pre(τ)

pid(τ)
∆
=

Pr[Xre = τ ]

Pr[Xid = τ ]
≥ 1− ϵgood,

for some ϵgood ≥ 0, and there exists ϵbad ≥ 0 such that Pr[Xid ∈ BadT] ≤ ϵbad holds. Then,

AdvOid

Ore
(A) ∆

= |Pr[AOre = 1]− Pr[AOid = 1]| ≤ ϵgood + ϵbad. (1)

3 THEC: A BBB Secure RPRP

We present the THEC (Tweakable Hash-Encipher-CTR) construction, a tweakable block cipher based
BBB-secure RPRP cipher. The graphical illustration of the enciphering algorithm of THEC is given in
Figure 3.1, while its pseudocode description is given in Figure 3.2.
Our construction can be seen as a heavier variant of the HEC cipher [21], and is inspired by the THCTR
construction of Dutta and Nandi [24]. However, there are three essential differences between THCTR
and our THEC construction. First, THEC does not have the third, bottom, layer consisting of another
hash function pass over the data. Second, we employ a slightly different counter mode in the second layer,
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the reason for that being that the CTR mode used in the THCTR construction does not actually give
beyond birthday bound security, as pointed out by [2,32]. The CTR mode in the THCTR construction is
built upon a tweakable block cipher that takes fixed tweak for a single query and the input value to the
tweakable block cipher is incremented for processing each message block. Thus, it is possible to create a
tweak-output collision with a single query containing 264 blocks. To circumvent this attack, we instead
use7 the GCTR-3 construction, one of the generalized counter modes proposed by Andreeva et al. [2].
The GCTR-3 is the generalization of the Counter-in-Tweak (CTRT) mode, introduced by Peyrin and
Seurin [38], where the tweakable block cipher in the counter mode is retweaked for every input block.
Andreeva et al. have shown that retweaking every TBC call in tweakable block cipher based counter
mode is unavoidable if one wants to achieve beyond birthday bound security out of the CTR mode. The
third difference in comparison to THCTR is that we do not require two different hash functions as is the
case with THCTR. Moreover, the second hash function in THCTR that we were able to “get rid of” has
2n-bit output, meaning that we were able to reduce the size of hash keys from 3n bits to 2n bits in total.

3.1 Security of THEC

In the following, we state the security result of THEC, proof of which is given in the following Section 4.
In the following theorem and the corresponding proof, we will assume the adversary only makes inputs
that “end on a full block”, i.e. for an input (T,XL, XR) it holds |XR| (mod n) = 0. However, the proof
can be extended to admit inputs of any bit-length (cf. [21]).

Theorem 2. Let THEC be the construction defined in Figure 3.2 over the split domain {0, 1}n×{0, 1}∗
and assume that H is ϵ-AXU, ρ-almost regular and δ-AU 8. Then, given any adversary A making qen
encipher, qde decipher and qgu guess queries, with each query being at most lm blocks long and A querying
σ blocks in total, there exists an adversary B such that, under the assumption that q := (qen+qde+qgu) ≤
2n−1, µ ≤ q and qguv ≤ 2n−1, where µ denotes the maximum number of tweak repetitions, it holds that

AdvRPRP
THEC (A, v) ≤ AdvSTPRP

Ẽ
(B) + q(µ− 1)ϵ+ q2δϵ+

q(µ− 1)

2n−1
+

q2δ

2n−1

+ µσρ+ qσρ2 +
qσρ

2n−1
+ 2σρ+

q(µ− 1)lm
2n−1

+
min{q2lm, σ2}δ

2n−1

+
min{q2lm, σ2}

22n−2
+ qguv

(
ϵ+

2

2n−1

)
+ (µ− 1)

q

2n
.

4 Proof of Theorem 2 (THEC Construction)

We replace the TBC Ẽ in THEC with an n-bit tweakable random permutation P̃ at the cost of STPRP
security of Ẽ and call the resulting construction THEC∗. We employ the H-Coefficient technique to bound
the RPRP distinguishing advantage of THEC∗. The real world is THEC∗ and the ideal world consists
of the pair of oracles (PP,PP−1), where PP←$TP(T ,XL × XR). The adversary summarizes the query-
response pair in transcript τ ′, where τ ′ contains all En, De and Gu queries the adversary made during
the interaction.

4.1 Extended Query Transcript

After the interaction (before outputting the decision bit), the adversary is provided with the hash keys
h, h′ used in the construction. However, in the ideal world, they are sampled uniformly and independently
from the hash key spaceH×H. Once the hash keys are revealed, the adversary can compute T i

∗ ← Hh′(T i)
for all i ∈ [qen+ qde+ qgu]. The adversary is also provided with the extended guess oracle query-response
pairs that release the values (XL, XR). Therefore, an i-th guess oracle query transcript will be of the
form (T i, Y i

L, Y
i
R,V

i, ri, Xi
L, X

i
R), where V i and ri represent the set of guessed values and the response

of the guess oracle, respectively. Now, we define the following:

7 For this, and our other construction as well.
8 ϵ-AXU is the maximum probability of the hash difference of two distinct messages attain a particular value.
Similarly, δ-AU is the maximum probability of two hash values colliding for two distinct messages and finally
ρ-almost regular is the maximum probability that the hash output attains a particular value.
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Definition 5. A guess oracle query (T i, Y i
L, Y

i
R,V

i, ri, Xi
L, X

i
R) is fresh, if its triple (T

i, Y i
L, Y

i
R) has been

queried for the first time. A fresh guess oracle query (T i, Y i
L, Y

i
R,V

i, ri, Xi
L, X

i
R) is called independent, if

there is no j-th encipher or decipher query, with i ̸= j, or j-th guess query, with j < i, such that

T i
⋆ = T j

⋆ and Y i
L = Y j

L .

A fresh guess oracle query that is not independent is called a dependent guess oracle query.

In the ideal world, we sample (Xi
L, X

i
R) as follows:

1. i-th independent Gu query: Sample (Xi
L, X

i
R)←$PP−1(T i, ·, ·), and then set PP(T i, Xi

L, X
i
R)← (Y i

L, Y
i
R).

2. i-th dependent Gu query: We find the longest query (say j-th) that the i-th query depends on. Then
set

Xi
R ←

Y i
R ⊕ ⌊Y

j
R ⊕Xj

R⌋|Y i
R|, if

∣∣Y i
R

∣∣ ≤ ∣∣∣Y j
R

∣∣∣
Y i
R ⊕

(
(Y j

R ⊕Xj
R)∥U i

)
where U i←$ {0, 1}|Y

i
R|−|Y j

R|, otherwise

Xi
L ← Hh(T

i, Xi
R)⊕Xj

L ⊕ Hh(T
j , Xj

R)︸ ︷︷ ︸
Lj

.

3. i-th non-fresh Gu query: Set (Xi
L, X

i
R) to (Xj

L, X
j
R) of a previous guess oracle query (i.e., j < i) that

had the same triple (T i, Y i
L, Y

i
R) queried.

4.2 Defining and Bounding Bad Transcripts

Let Θ be the set of all attainable transcripts. We say an attainable transcript is bad if (a) it is either
involved in non-trivial collisions in the tweak-input or tweak-output pairs for any call to the tweakable
block cipher of the construction or (b) it is involved in a successful guess oracle query. In the following
definition, κ denotes the number of n-bit blocks in the right part of the query, i.e. XR or YR, and qgu-ind
and qgu-dep represent the number of independent and dependent guess oracle queries, respectively.

Definition 6. An attainable transcript τ = (τ ′, h, h′) is bad, if there exist two queries i and j, such that
either of the following holds:

[B1] ∃i, j ∈ [qen + qde + qgu-ind], i ̸= j: T i
⋆ = T j

⋆ , X
i
L ⊕ Hh(T

i, Xi
R) = Xj

L ⊕ Hh(T
j , Xj

R).

[B2] ∃i, j ∈ [qen + qde + qgu-ind], i ̸= j: T i
⋆ = T j

⋆ , Y
i
L = Y j

L .

[B3] ∃i, j ∈ [qen + qde + qgu-ind] and ctrj ∈ [κj ]: T
i
⋆ = IV j ⊕ ctrj , X

i
L ⊕ Hh(T

i, Xi
R) = T j

⋆ .

[B4] ∃i, j ∈ [qen + qde + qgu-ind] and ctrj ∈ [κj ]: T
i
⋆ = IV j ⊕ ctrj , Y

i
L = Xj

R[ctrj ]⊕ Y j
R[ctrj ].

[B5] Either (∃i, j ∈ [qen + qde + qgu-ind], i ̸= j) or (∃i ∈ [q], j ∈ [qgu-dep], such that j does not depend on

query i), and ∃ctri ∈ [κi], ctrj ∈ [κj ]: IV
i ⊕ ctri = IV j ⊕ ctrj and T i

⋆ = T j
⋆ .

[B6] Either (∃i, j ∈ [qen + qde + qgu-ind], i ̸= j) or (∃i ∈ [q], j ∈ [qgu-dep], such that j does not depend on

query i), and ∃ctri ∈ [κi], ctrj ∈ [κj ]: IV
i⊕ctri = IV j⊕ctrj , X

i
R[ctri]⊕Y i

R[ctri] = Xj
R[ctrj ]⊕Y j

R[ctrj ],

[B7] ∃i ∈ [qgu]: X
i
L ∈ V i (i.e., a successful guess oracle query)

Lemma 1. Let BadT be the set of bad (defined as above) attainable transcripts. Then, it holds

Pr[Xid ∈ BadT] ≤ ϵbad ≤ q(µ− 1)ϵ+ q2δϵ+
q(µ− 1)

2n−1
+

q2δ

2n−1
+ µσρ+ qσρ2 +

qσρ

2n−1

+ 2σρ+
q(µ− 1)lm

2n−1
+

min{q2lm, σ2}δ
2n−1

+
min{q2lm, σ2}

22n−2
+ qguv

(
ϵ+

2

2n−1

)
.

To prove Lemma 1 and bound the probabilities that the bad events happen, let τ be some attainable
transcript.
Bounding [B1]: If T i = T j , the calculation reduces to bounding the probability that Hh(T

i, Xi
R) ⊕

Hh(T
j , Xj

R) = Xj
L⊕Xi

L, which holds true with probability at most ϵ. Summing over all i ̸= j, the bound
becomes q(µ − 1)ϵ, where recall that µ denotes the maximum number of tweak repetitions and ϵ is the
AXU advantage of the hash function H. If T i ̸= T j , the probability that [B1] holds true is bounded by
δϵ, since we can bound the first and second equation with AU and AXU advantage of H, respectively.
Therefore, summing over all i ̸= j, the bound becomes at most q2δϵ.
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In total, the probability that condition [B1] holds true is upper bounded by

Pr[B1] ≤ q(µ− 1)ϵ+ q2δϵ. (2)

Bounding [B2]: Following the definition of independent guess queries, we can disregard the case where

i-th or j-th query is a guess oracle query. This follows because an independent guess oracle query will
never fulfill the bad condition [B2] in combination with any other query. If T i = T j , bounding the
probability of the event [B2] reduces to bounding the probability of the event Y i

L = Y j
L . Without loss of

generality, we assume that i < j. Following the definition of RPRP, (a) both i-th query and j-th query
cannot be decipher queries and (b) j-th query cannot be the decipher one. Therefore, j-th query must
be an encipher one. Assuming q ≤ 2n−1, we upper bound the probability that Y i

L = Y j
L holds true with

2n−1. The calculation, which is used in many places in this work, is as follows.

2lj−n

2lj − (j − 1)
≤ 2lj−n

2lj − q
≤ 2lj−n

2lj−1
=

1

2n−1
,

where the denominator corresponds to the minimal size of the sample space (i.e., non-defined values of

the permutation P̃(T i, ·, ·)), while the numerator is the maximal sample size. Note that i < j, and the
response (Y j

L , Y
j
R) to the j-th query was sampled after i-th oracle query was already fixed. Summing over

all i ̸= j, the bound when T i = T j becomes q(µ− 1)/2n−1.
If T i ̸= T j , then we bound the first equation by δ and second equation again by 1

2n−1 . Summing over

i ̸= j, the bound becomes q2δ
2n−1 . Therefore, by combining the above two bounds, the probability that the

event [B2] holds is upper bounded by

Pr[B2] ≤ q(µ− 1)

2n−1
+

q2δ

2n−1
. (3)

Bounding [B3]: Fix some i, j and ctrj . We upper bound the probability of the event in the following
two cases:

Case I: i ̸= j. The first equation, T i
⋆ = IV j ⊕ ctrj , holds with probability at most ρ, where ρ is the

almost-regular advantage of H. If T i = T j , the second equation is bounded with probability 1 and
summing up over all i ̸= j and ctrj , where T i = T j , we get an upper bound of σ(µ− 1)ρ. Otherwise
T i ̸= T j , and in this subcase we can bound the second equation with ρ as well. In total, over all
i ̸= j and ctrj , where T i ̸= T j , we get an upper bound of qσρ2.
Case II: i = j. The first equation, T i

⋆ = IV j ⊕ ctrj , holds with probability at most ρ, where ρ is the
almost-regular advantage of H. We can bound the second equation with 1, and summing up over all
i = j and ctrj , the probability of the event [B3] holds true is at most σρ.

By combining the above two cases, probability that the event [B3] holds true is at most

Pr[B3] ≤ σ(µ− 1)ρ+ qσρ2 + σρ = µσρ+ qσρ2. (4)

Bounding [B4]: Fix some i, j and ctrj . We upper bound the probability of the event in the following

two cases.

Case I: i ̸= j. The first equation, when expanded, is equivalent to

T i
⋆ = Xj

L ⊕ Hh(T
j , Xj

R)⊕ Y j
L ⊕ ctrj ,

and the probability that the above equation holds true is bounded by the almost-regular advantage
ρ of the underlying hash function H. On the other hand, to bound the second equation, Y i

L =

Xj
R[ctrj ]⊕ Y j

R[ctrj ], we need to apply a more careful argument.

If i < j, we can bound the equation by randomness of Y j
R[ctrj ] (in case j-th query is an encipher

query), or by randomness of Xj
R[ctrj ] (in case it is a decipher or an independent guess oracle query).

If i > j, we differentiate two subcases: (a) query i is an encipher query and (b) query i is a decipher
or independent guess oracle query. In subcase (a), the second equation can be upper bounded by

1
2n−1 , due to randomness of Y i

L. In subcase (b), there is no way to bound the second equation since,
e.g., the adversary can always make a decipher query with Y i

L such that the equation holds true.
However, we claim that, in subcase (b), for every choice of j and ctrj , there is only single such query
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i that would be a valid query. Indeed, if i is a decipher query, Y i
L can be only repeated once. If i is an

independent guess oracle query, there can be no other independent guess query i′ that also satisfies
the first and second equation since then either i or i′ would not be an independent guess oracle query
(i.e., we have a contradiction). Summarizing the calculations in case I, we have that upper bound for
event [B4] holding true is

qσρ

2n−1
, if i < j or i > j (subcase (a)), or

σρ, if i > j (subcase (b))

Case II: i = j. The first equation can be bounded, as in the case I, with ρ. The second equation in
this case we can bound with 1. Then, summing up over all i and ctri, the bound in this case is σρ.

Therefore, by combining the bounds from case I and II, the probability that the event [B4] holds true is
upper bounded by

Pr[B4] ≤ qσρ

2n−1
+ 2σρ. (5)

Bounding [B5]: There are two possibilities for choices of i and j in the event [B5], either (i) ∃i, j ∈
[qen + qde + qgu-ind], i ̸= j, or (ii) ∃i ∈ [q], j ∈ [qgu-dep], such that j does not depend on query i.
The probability in both instances is calculated analogously, thus in the following we give explicitly the
calculation for the instance (i), but sum over i, j taking both instances into account.

Fix some i ̸= j, ctri and ctrj . Without loss of generality, we assume that i < j.

Case I: T i = T j. In this case, bounding the probability of the event that [B5] holds true reduces to
bounding the probability that IV i ⊕ ctri = IV j ⊕ ctrj holds true. By expanding the equation and
shuffling the summands, we get

Xi
L ⊕ Hh(X

i
R)⊕ Y i

L ⊕Xj
L ⊕ Hh(X

j
R)⊕ Y j

L = ctri ⊕ ctrj .

This equation can be bounded by the randomness of Xj
L, if j-th query was a decipher or independent

guess query, or by the randomness of Y j
L , if j-th query was an encipher query. Thus, the probability

that the equation above holds is 1
2n−1 . Summing up over all i ̸= j and ctri⊕ ctrj the upper bound in

this case is q(µ−1)lm
2n−1 .

Case II: T i ̸= T j. In this case, bounding the probability of the event that [B5] holds true, reduces
to bounding the probability of the event that the first equation IV i ⊕ ctri = IV j ⊕ ctrj holds true

and bounding the probability for the second equation, T i
⋆ = T j

⋆ holds true. Bounding the probability
of the first equation holding true is identical to the case I above. However, the probability of the
second equation holding true is bounded above by AU advantage δ of the underlying hash function
H. For fixed indices i and j, the number of choices for ctri ⊕ ctrj is lm. Alternatively, we can also
count over the number of (i, ctri) and (j, ctrj) pairs. Thus, by summing up over all i, j, ctri and ctrj ,

the upper bound in this case is min{q2lm,σ2}δ
2n−1 .

By combining the above two bounds, the total probability that the event [B5] holds true is upper bounded
by

Pr[B5] ≤ q(µ− 1)lm
2n−1

+
min{q2lm, σ2}δ

2n−1
. (6)

Bounding [B6]: Similarly to the event [B5], there are two possibilities for choices of i and j in the event
[B6]. The probability in both instances is calculated analogously, thus in the following we give explicitly
the calculation for the first instance, but sum over i, j taking both instances into account.

Fix some i ̸= j, ctri and ctrj . Without loss of generality, we assume that i < j. To bound the event,
we note that the probability of the first equation, IV i ⊕ ctri = IV j ⊕ ctrj , is bounded above by 1

2n−1 .

The probability of the second equation, i.e., Xi
R[ctri]⊕ Y i

R[ctri] = Xj
R[ctrj ]⊕ Y j

R[ctrj ] is bounded above

by 1
2n−1 , due to the randomness of Y j

R[ctrj ] (in case j-th query is an encipher query), or due to the

randomness of Xj
R[ctrj ] (in case it is a decipher or an independent guess oracle query). Summing up over

all i, j, ctri and ctrj , the probability that the event [B6] holds true is upper bounded by

Pr[B6] ≤ min{q2lm, σ2}
22n−2

. (7)
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Bounding [B7]: In order to calculate the probability of a successful guess query, we split all guess
oracle queries into equivalence classes, where two guess oracle queries (T i, Y i

L, Y
i
R,V

i, ri, Xi
L, X

i
R) and

(T j , Y j
L , Y

j
R,V

j , rj , Xj
L, X

j
R) are in the same equivalence class if and only if (T i, Y i

L, Y
i
R) = (T j , Y j

L , Y
j
R).

It follows that an equivalence class will contain all guess queries with some fixed triple (T, YL, YR). Let
q′gu be the number of such equivalence classes and let qcgu denote the number of queries in c-th equivalence
class. Note that, the first element in every equivalence class is the first time the guess oracle was queried
with the corresponding triple (T, YL, YR). Now, we have the following two cases: (I) the first query is an
independent guess oracle query or (II) it is a dependent guess oracle query.

Case I: Independent guess oracle query. This means the pair (XL, XR) corresponding to the
triple (T, YL, YR) has been sampled according to the ideal world distribution. To calculate the prob-
ability of a successful guess query, we collect all guesses the adversary made for queries in the c-th
equivalence class. Then, we use the principle of deferred decision to calculate the probability that
sampled XL matches one of the guesses by “delaying” the sampling of (XL, XR) to the time the
last guess query in this equivalence class was made. We can do that since, although the adversary’s
choices of guess sets V can be influenced during the game by other queries the adversary is making,
the sampling of (XL, XR) can be deferred to a later point with a side-effect of sample space being
smaller. To conclude, for c-th equivalence class, the probability that A made a successful guess query,
assuming q ≤ 2n−1, can be bounded by

qcguv 2
li−n

2li − (i− 1)
≤

qcguv 2
li−n

2li − q
≤

qcguv 2
li−n

2li−1
=

qcguv

2n−1
,

where i-th query is the last query in equivalence class c, and li denotes the length of the queries in
c-th equivalence class.

Case II: Dependent guess oracle query. This means the pair (XL, XR) corresponding to the
triple (T, YL, YR) was set by the simulator, more concretely the left value XL gets the value of
Hh(T

i, Xi
R)⊕Xj

L⊕Hh(T
j , Xj

R), where j-th query is the query the first query in the equivalence class
depends on. We note the value Hh(T

i, Xi
R) is the same for all queries in this equivalence class. To

calculate probability of a successful guess query in this subcase, we fix some guess value X∗
L from

the guess set in a first guess oracle query in the respective equivalence class. We then calculate the
probability that

X∗
L = Hh(T

i, Xi
R)⊕Xj

L ⊕ Hh(T
j , Xj

R), (8)

and then sum over all guess values in the first query and in the rest of the queries of the equivalence
class. Let us call the event that the equation above holds CORRG. In addition, we define several
more events: DEP1 is an event that j-th query is a previous encipher, decipher or guess oracle query,
DEP2 is an event that j-th query is a later encipher query and DEP3 is an event that j-th query is
a later decipher query. Utilizing the law of total probability, we have that

Pr[CORRG] =

3∑
i=1

Pr[CORRG |DEPi ] Pr[DEPi]

≤
∑

i∈{1,3}

Pr[CORRG |DEPi ] + Pr[DEP2].

Now we calculate the bound of each term independently.

· Pr[CORRG |DEP1 ]. If (T
i, Xi

R) ̸= (T j , Xj
R) we can bound the term by ϵ. Otherwise the two

pairs are equal and the Eqn. (8) reduces to X∗
L = Xj

L. The probability that X∗
L = Xj

L, given that

T i = T j , Y i
L = Y j

L and Y i
R = Y j

R, is 0. Since in this case j-th query is an encipher query, such a
guess oracle query would be forbidden by the game. Therefore, we bound Pr[CORRG |DEP1 ]
with ϵ.
· Pr[DEP2]. This is equal to the probability that T i

⋆ = T j
⋆ and Y i

L = Y j
L . We bound this simply

with Pr
[
Y i
L = Y j

L

]
. Since Y j

L was sampled after Y i
L, we know it holds Pr

[
Y i
L = Y j

L

]
≤ 1

2n−1 .

· Pr[CORRG |DEP3 ]. Since j-th query is a decipher query, we know Xj
L was sampled the last,

and the probability that equality holds can be bounded with 1
2n−1 .

Now we can sum the Pr[CORRG] over all guesses and queries in c-th equivalence class and bound
the probability of a successful guess query in c-th equivalence class in this subcase with

qcguv

(
ϵ+

2

2n−1

)
.
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Finally, the probability that bad condition [B7] occurs can be calculated as follows

Pr[B7] ≤
q′gu∑
i=1

qiguv

(
ϵ+

2

2n−1

)
= v

(
ϵ+

2

2n−1

) q′gu∑
i=1

qigu

= qguv

(
ϵ+

2

2n−1

)
.

(9)

Summing up the bounds in Eqn. (2)-(7) and Eqn. (9), we get

ϵbad ≤ q(µ− 1)ϵ+ q2δϵ+
q(µ− 1)

2n−1
+

q2δ

2n−1
+ µσρ+ qσρ2 +

qσρ

2n−1

+ 2σρ+
q(µ− 1)lm

2n−1
+

min{q2lm, σ2}δ
2n−1

+
min{q2lm, σ2}

22n−2
+ qguv

(
ϵ+

2

2n−1

)
.

4.3 Analysis of Good Transcripts

Now we lower bound the ratio of the real to ideal interpolation probability for a good transcript. We
being by introducing a few notations needed for calculating the ratio.

• σ′ denotes the total number of calls to the tweakable permutation P̃ in En, De, independent Gu oracle
queries and calls to P̃ that generate the “independent”/new part of the key stream in dependent guess
queries that are longer than the queries they depend on. Additionally, let σd be the total number
of such “independent” key stream blocks for dependent oracle queries longer than the queries they
depend on.

• T denotes the set of distinct tweaks queried to the tweakable permutation P̃.

• σ′
T , T ∈ T , denotes the number of calls to the tweakable permutation P̃ with tweak T .

• L denotes the number of distinct input lengths with input lengths being l1, . . . , lL.

• ci denotes the number of En,De and independent Gu queries of length li, while Ci denotes the number
of distinct tweaks queried for inputs of length li.

• ci,j denotes the number of times j-th tweak (out of Ci tweaks) has been queried (in En,De or inde-
pendent Gu query) for inputs of length li.

Therefore, it holds that,

σ′ =
∑
T∈T

σ′
T , ci =

Ci∑
j=1

ci,j , σ′ =

L∑
i=1

ciκi + σd, (10)

where each input length li consists of κi blocks, i.e. li = κin. Note that the interpolation probability
for dependent guess oracle queries, that have shorter or equal inputs than the query they depend on,
will always be one in both worlds as the values in such dependent guess oracle queries in an attainable
transcript are already determined by the query they depend on and the sampled hash keys. We take care
of the rest of the dependent guess oracle queries implicitly with σ′ and σd variables.

Interpolation Probability in the Ideal World. In the ideal world, (Y i
L, Y

i
R) is uniformly sampled as a

response to an encipher query. Similarly, (Xi
L, X

i
R) is uniformly sampled as a response to a decipher

query or an independent guess oracle query. Finally, the challenger in the ideal world samples the hash
keys uniformly at random from the hash key space H × H. Thus, the interpolation probability in the
ideal world is

Pr[Xi = τ ] =
1

|H|2
×

L∏
i=1

Ci∏
j=1

1

(2li)ci,j
× 1

2nσd
. (11)

Interpolation Probability in the Real World. We calculate the interpolation probability for a good tran-
script τ . We know that none of the bad conditions will occur for such a good transcript. Recall that
the events [B1]-[B6] exclude collisions in input or output of the tweakable permutation P̃ for some fixed
tweak queried to it. Hence, to calculate the real world interpolation probability, we count the number of
times the underlying tweakable permutation P̃ has been invoked. Since the hash keys have been sampled
uniformly at random from the hash key space H×H, the interpolation probability for the good transcript
τ in the real world is

Pr[Xr = τ ] =
1

|H|2
×
∏
T∈T

1

(2n)σ′
T

. (12)
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Ratio of Real to Ideal Interpolation Probability. By taking the ratio of Eqn. (12) to Eqn. (11), and
applying the fact that ci,j ≤ µ for any i, j, and (2n)σ′

T
≤ (2n)σ

′
T we have

Pr[Xr = τ ]

Pr[Xi = τ ]
=

2nσd ×
∏L

i=1

∏Ci

j=1

(
2li
)
ci,j∏

T∈T (2n)σ′
T

≥
2nσd ×

∏L
i=1

∏Ci

j=1(2
li − (µ− 1))ci,j∏

T∈T (2
n)σ

′
T

≥
2nσd ×

∏L
i=1(2

li − (µ− 1))
∑Ci

j=1 ci,j∏
T∈T (2

n)σ
′
T

.

Furthermore, it holds

Pr[Xr = τ ]

Pr[Xi = τ ]

(1)

≥
2nσd ×

∏L
i=1(2

li − (µ− 1))ci

2nσ′

(2)

≥
2nσd ×

∏L
i=1(2

li − (µ− 1))ci

2n
∑L

i=1 ciκi × 2nσd

,

where inequalities (1) and (2) follow from Eqn. (10). Cancelling 2nσd , rewriting li as nκi and reordering
the terms a bit leads us to have

Pr[Xr = τ ]

Pr[Xi = τ ]
≥

L∏
i=1

(
2nκi − (µ− 1)

2nκi

)ci

=

L∏
i=1

(
1− (µ− 1)

2nκi

)ci

.

Finally, applying Weierstrass inequality yields

Pr[Xr = τ ]

Pr[Xi = τ ]
≥ 1−

L∑
i=1

(µ− 1)ci
2nκi

≥ 1− (µ− 1)

∑L
i=1 ci
2n

≥ 1− (µ− 1)
q

2n︸ ︷︷ ︸
ϵgood

.

By combining Theorem 1, Lemma 1 and ϵgood, the result of Theorem 2 follows. ⊓⊔

5 DE-THEC: Domain Extended THEC

We present the DE-THEC (Domain-Extended Tweakable Hash-Encipher-CTR) construction, an opti-
mally secure RPRP cipher. We note that the DE-THEC construction is a variant of the THEC construction
where the left part of the construction replaces the tweakable block cipher with a 3-round tweakable block
cipher based Luby-Rackoff construction [16]9. The graphical illustration of the enciphering algorithm of
DE-THEC is given in Figure 5.1, while its pseudocode description is given in Figure 5.2.

5.1 Security of DE-THEC

In the following theorem, we state the security result of DE-THEC, proof of which is deferred to the
following Section 6. We again assume, as we did for the proof of THEC’s security, that the adversary
only makes inputs that “end on a full block”, i.e. for an input (T,XL, XR) it holds |XR| (mod n) = 0.

Theorem 3. Let DE-THEC be the construction defined in Figure 5.2 over the split domain {0, 1}2n ×
{0, 1}∗ and assume that H′ : H′ × {0, 1}∗ → {0, 1}2n is an ϵ-AXU keyed hash function. Then, given any
adversary A making qen encipher, qde decipher and qgu guess queries, with each query being at most lm
blocks long and A querying σ blocks in total, there exists an adversary B such that, under the assumption
that q := (qen + qde + qgu) ≤ 2n−1 and qguv ≤ 2n−1, it holds that

AdvRPRP
DE-THEC(A, v) ≤ 4AdvSTPRP

Ẽ
(B) + q2ϵ+

2qqen
22n−2

+
qqde
22n−2

+
2min{q2lm, σ2}

22n−2
+ qguv

(
2ϵ+

1

22n−2

)
+

q2

22n
.

9 This idea of extending the left domain of a RPRP, also inspired by [16], already appeared in [21], albeit in a
more generic format.
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XL,1 XL,2

H′
h

T

D2

XR

L1

Ẽk1
L2

Ẽk2

Ẽk3

IV

L∗ ⊕ YL,2
S

L∗

D1

YL,1 YL,2 YR

|XR|

CTRTk

Figure 5.1: Graphical representation of the DE-THEC enciphering algorithm.

DE-THEC.EnK(T,XL, XR)

(XL,1, XL,2)← XL

(k, k1, k2, k3, h)← K

(D1, D2)← H′
h(T,XR)

L1 ← XL,1 ⊕D1 ; L2 ← XL,2 ⊕D2

L∗ ← Ẽk1(L2, L1)

YL,2 ← Ẽk2(L∗, L2)

YL,1 ← Ẽk3(YL,2, L∗)

YL ← (YL,1, YL,2)

IV ← L∗ ⊕ L2 ; W ← L∗ ⊕ YL,2

S ← CTRTk(W, IV, |XR|)
YR ← XR ⊕ S

return (YL, YR)

DE-THEC.DeK(T, YL, YR)

(YL,1, YL,2)← YL

(k, k1, k2, k3, h)← K

L∗ ← Ẽ−1
k3

(YL,2, YL,1)

L2 ← Ẽ−1
k2

(L∗, YL,2)

L1 ← Ẽ−1
k1

(L2, L∗)

IV ← L∗ ⊕ L2 ; W ← L∗ ⊕ YL,2

S ← CTRTk(W, IV, |YR|)
XR ← YR ⊕ S

(D1, D2)← H′
h(T,XR)

XL,1 ← L1 ⊕D1 ; XL,2 ← L2 ⊕D2

XL ← (XL,1, XL,2)

return (XL, XR)

Proc. CTRTk(W, IV,m)

κ← ⌈m/n⌉
for ctr = 0 to κ− 1

Sctr ← Ẽk(IV ⊕ ⟨ctr⟩2,W )

S ← (S0, . . . , Sκ−1)

return ⌊S⌋m

Figure 5.2: Pseudocode description of the DE-THEC construction.

5.2 Why Domain Extension to Achieve Optimal Security?

We have seen that the left part of THEC construction is n-bit in size. Although it can offer full n-bit
security, it comes with the condition that all the queried tweaks must be distinct. On the other hand,
the left part of DE-THEC construction is 2n-bits in size and can offer full n-bit security irrespective of
the number of tweak repetitions. Now, for the THEC construction, we note that the tweakable CTR
mode used in the right part of the construction requires 2n-bit entropy, which should be provided from
the left side of the construction. Since the left side possesses only n-bit of entropy, it cannot generate
2n-bit randomness. On the other hand, for the DE-THEC construction, the left side possesses 2n-bit
randomness, which is fed to the right part of the construction. This alleviates the problem of graceful
security degradation concerning the number of tweak repetitions and ensures full n-bit security regardless
of the number of tweak repetitions.

6 Proof of Theorem 3 (DE-THEC Construction)

We follow the same structure as used in the proof of Theorem 2. We replace the four independently keyed
TBC of the DE-THEC construction with four random tweakable permutations P̃, P̃1, P̃2 and P̃3 and call
the resulting construction DE-THEC∗ at the cost of the additional security term 4AdvSTPRP

Ẽ
(B). We
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continue by employing the H-Coefficient technique with the real world being DE-THEC∗ and the ideal
world being the pair of oracles (PP,PP−1), where PP←$TP(T ,XL×XR). The transcript τ is structured
as follows τ = (τ ′, h), where τ ′ contains all En, De and Gu queries the adversary made during the
interaction, while h represents the actual hash function key, which is sampled uniformly at random from
the set of all hash keys in the ideal world.

6.1 Extended Transcript and Definition of Bad Transcript

We extend the transcript of each query with the intermediate value L∗. In the real world, the L∗ value
will be the real value appearing in the construction DE-THEC∗. In the ideal world, the L∗ value will be
sampled, simulating the behavior occurring in the real world. In addition, we also need to extend the
guess oracle queries with values (XL, XR). Therefore, an i-th guess oracle query transcript will be of the
form (T i, Y i

L,1, Y
i
L,2, Y

i
R,V

i, ri, Xi
L,1, X

i
L,2, X

i
R, L

i
∗), where V i and ri represent the set of guessed values

and the response of the guess oracle, respectively. Now, we describe how to sample these intermediate
variables in the ideal world. Before it, we define the following:

Definition 7. A guess oracle query is said to be fresh, if its triple (T i, Y i
L, Y

i
R) was queried for the first

time. A fresh guess oracle query (T j , Y j
L,1, Y

j
L,2, Y

j
R,V

j) is called independent, if there is no i-th encipher

or decipher query, with i ̸= j, or i-th guess query, with i < j, such that Y j
L,1 = Y i

L,1 and Y j
L,2 = Y i

L,2.
A fresh guess oracle query that is not independent, is called a dependent guess oracle query.

In the rest of the proof, we denote the number of independent guess oracle queries with qgu-ind. Now, we
describe the procedure of sampling the intermediate values in the ideal world as follows:

1. Let Π1[·, ·] be a table which is initialized to an empty table.

2. i-th independent Gu query: Sample (Xi
L, X

i
R) according to the permutation PP−1(T i, ·, ·) and set

PP(T i, Xi
L, X

i
R) to (Y i

L, Y
i
R).

3. i-th dependent Gu query: We find the longest query (say j-th) that the i-th query depends on. Then
set

Xi
R ←

Y i
R ⊕ ⌊Y

j
R ⊕Xj

R⌋|Y i
R|, if

∣∣Y i
R

∣∣ ≤ ∣∣∣Y j
R

∣∣∣
Y i
R ⊕

(
(Y j

R ⊕Xj
R)∥U i

)
where U i←$ {0, 1}|Y

i
R|−|Y j

R|, otherwise

Xi
L,1 ← H′

h[1](T
i, Xi

R)⊕Xj
L,1 ⊕ H′

h[1](T
j , Xj

R)

Xi
L,2 ← H′

h[2](T
i, Xi

R)⊕Xj
L,2 ⊕ H′

h[2](T
j , Xj

R).

4. i-th non-fresh Gu query: For every i-th non-fresh guess oracle query, we set (Xi
L, X

i
R) to (Xj

L, X
j
R) of

a previous guess oracle query (i.e., j < i) that had the same triple (T i, Y i
L, Y

i
R) queried.

5. Finally, for the i-th query, if Π1[X
i
L,2⊕Di

2, X
i
L,1⊕Di

1] (for encipher) or Π
−1
3 [Y i

L,2, Y
i
L,1] (for decipher)

is not set, we sample a value from

{0, 1}n \ rng(Π1[X
i
L,2 ⊕Di

2, ·]) or {0, 1}n \ rng(Π−1
3 [Y i

L,2, ·])

respectively, and set Li
∗ to the sampled value.

Definition 8. An attainable transcript τ = (τ ′, h) is bad, if there exist two queries i and j, such that
either of the following holds:

[B1] ∃i ∈ [qen + qde + qgu-ind], j ∈ [qen], i < j: Li
∗ = Lj

∗, Y
i
L,2 = Y j

L,2.

[B2] ∃i ∈ [qen + qde + qgu-ind], j ∈ [qde], i < j: Li
∗ = Lj

∗, X
i
L,2 ⊕ H′

h[2](T
i, Xi

R) = Xj
L,2 ⊕ H′

h[2](T
j , Xj

R).

[B3] ∃i ∈ [qen + qde + qgu-ind], j ∈ [qen], i < j: Y i
L,2 = Y j

L,2, Y
i
L,1 = Y j

L,1.

[B4] ∃i, j ∈ [qen + qde + qgu-ind], i < j:{
Xi

L,1 ⊕ H′
h[1](T

i, Xi
R) = Xj

L,1 ⊕ H′
h[1](T

j , Xj
R)

Xi
L,2 ⊕ H′

h[2](T
i, Xi

R) = Xj
L,2 ⊕ H′

h[2](T
j , Xj

R)
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[B5] Either (∃i, j ∈ [qen + qde + qgu-ind], i ̸= j) or (∃i ∈ [q], j ∈ [qgu-dep], such that j does not depend on
query i), and ∃ctri ∈ [κi], ctrj ∈ [κj ]:{

Li
∗ ⊕ Y i

L,2 = Lj
∗ ⊕ Y j

L,2

Xi
L,2 ⊕ H′

h[2](T
i, Xi

R)⊕ Li
∗ ⊕ ctri = Xj

L,2 ⊕ H′
h[2](T

j , Xj
R)⊕ Lj

∗ ⊕ ctrj .

[B6] Either (∃i, j ∈ [qen + qde + qgu-ind], i ̸= j) or (∃i ∈ [q], j ∈ [qgu-dep], such that j does not depend on
query i), and ∃ctri ∈ [κi], ctrj ∈ [κj ]:{

Xi
R[ctri]⊕ Y i

R[ctri] = Xj
R[ctrj ]⊕ Y j

R[ctrj ]

Xi
L,2 ⊕ H′

h[2](T
i, Xi

R)⊕ Li
∗ ⊕ ctri = Xj

L,2 ⊕ H′
h[2](T

j , Xj
R)⊕ Lj

∗ ⊕ ctrj .

[B7] ∃i ∈ [qgu]: X
i
L ∈ V i (i.e., a successful guess oracle query)

Lemma 2. Let BadT be the set of bad (defined as above) attainable transcripts. Then, it holds

Pr[Xid ∈ BadT]≤ϵbad≤q2ϵ+
2qqen
22n−2

+
qqde
22n−2

+
2min{q2lm, σ2}

22n−2
+ qguv

(
2ϵ+

1

22n−2

)
.

To prove Lemma 2 and bound the probabilities that the bad events happen, let τ be some attainable
transcript.

Bounding [B1]: For the first equation, at most (j − 1) values of L∗ have been sampled up to the j-th
enciphering query. From the sampling procedure of L∗ values we know that Lj

∗ is drawn from the set of
at least 2n− j+1 elements. Under the assumption q ≤ 2n−1, the first equation Li

∗ = Lj
∗ can be bounded

by
1

2n − j + 1
≤ 1

2n − q
≤ 1

2n−1

As for the second equation if we denote the length of j-th query with lj , and under the assumption

q ≤ 2n−1 ≤ 2lj−1 we can bound the probability of Y i
L,2 = Y j

L,2 with

2lj−n

2lj − (j − 1)
≤ 2lj−n

2lj − q
≤ 2lj−n

2lj−1
=

1

2n−1
.

Finally, summing over all suitable i and j, the total bound for the condition [B1] is

Pr[B1] ≤ qqen
22n−2

. (13)

Bounding [B2]: The first equation can be bounded as in the condition [B1]. The second equation can
be bounded by 1/2n−1 using the randomness of Xj

L,2. So, summing up over all i and j, we have

Pr[B2] ≤ qqde
22n−2

. (14)

Bounding [B3]: Since (Y j
L,1, Y

j
L,2) has been sampled after i-th query, we can bound each of the equations

with 1
2n−1 . Summing over all suitable i and j, the total bound for the condition [B3] is

Pr[B3] ≤ qqen
22n−2

. (15)

Bounding [B4]: If (T i, Xi
R) ̸= (T j , Xj

R), then the equations can be bounded by ϵ-AXU property of

H′. Otherwise (T i, Xi
R) = (T j , Xj

R), but in that case we know it must either hold Xi
L,1 ̸= Xj

L,1 or

Xi
L,2 ̸= Xj

L,2 since otherwise query j would not be a valid one. Therefore, if (T i, Xi
R) = (T j , Xj

R), it
cannot happen that both equations are true at the same time. Summing up over all i and j, we have

Pr[B4] ≤ q2ϵ. (16)

Bounding [B5]: There are two possibilities for choices of i and j in the event [B5], either (i) ∃i, j ∈
[qen + qde + qgu-ind], i ̸= j, or (ii) ∃i ∈ [q], j ∈ [qgu-dep], such that j does not depend on query i.
The probability in both instances is calculated analogously, thus in the following we give explicitly the
calculation for the instance (i), but sum over i, j taking both instances into account.

Assume wlog. that i < j. Now consider the following cases:
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• i ∈ [qen + qde + qgu-ind], j ∈ [qen]: In this case the first equation is bounded by 1/2n−1 using the

randomness of Y j
L,2 and the second equation is bounded by 1/2n−1 due to the randomness of Lj

∗.

• i ∈ [qen + qde + qgu-ind], j ∈ [qde + qgu-ind]: In this case the first equation is bounded by 1/2n−1 due to

the randomness of Lj
∗ and the second equation is bounded by 1/2n−1 using the randomness of Xj

L,2.

For fixed indices i and j, the number of choices for ctri ⊕ ctrj is lm. Alternatively, we can also count
over the number of (i, ctri) and (j, ctrj) pairs. Thus, by summing up over all i, j, ctri and ctrj , the total
bound for the condition [B5] is

Pr[B5] ≤ min{q2lm, σ2}
22n−2

. (17)

Bounding [B6]: Similarly to the event [B5], there are two possibilities for choices of i and j in the event

[B6]. The probability in both instances is calculated analogously, thus in the following we give explicitly
the calculation for the first instance, but sum over i, j taking both instances into account.

Assume wlog. that i < j. The first equation can be bounded by the randomness of Xj
R[ctrj ] if j was a

decipher or independent guess query, or by the randomness of Y j
R[ctrj ] if j was an encipher query. The

second equation can be bounded as in the condition [B5]. Summing up over all i, j, ctri and ctrj , the
total bound for the condition [B6] is

Pr[B6] ≤ min{q2lm, σ2}
22n−2

. (18)

Bounding [B7]: To calculate the probability of a successful guess query, we split all guess oracle queries

into equivalence classes. Two guess oracle queries are in the same equivalence class iff the queried quadru-
ple (T, YL,1, YL,2, YR) is the same. Consequently, an equivalence class will contain all guess queries with
some fixed triple (T, YL,1, YL,2, YR). Let q

′
gu be the number of such equivalence classes and let qcgu denote

the number of queries in c-th equivalence class. It holds that 1 ≤ qcgu ≤ qgu. Now, the first element
in every equivalence class represents the first time the guess oracle was queried with the corresponding
(T, YL,1, YL,2, YR). We continue the calculation by differentiating two subcases.

· First query was an independent guess oracle query. This means the pair (XL,1, XL,2, XR) correspond-
ing to the triple (T, YL,1, YL,2, YR) was sampled according to the sampling described in Sec. 6.1. To
calculate the probability of a successful guess query, we collect all guesses the adversary made for
queries in the c-th equivalence class. Then, we use the principle of deferred decision to calculate the
probability that sampled pair (XL,1, XL,2) is equal to one of the guesses by “delaying” the sampling of
(XL,1, XL,2, XR) to the time the last guess query in this equivalence class was made. We can do that
since, although the adversary’s choices of guess sets V can be influenced during the game by other
queries the adversary is making, the sampling of (XL,1, XL,2, XR) can be deferred to a later point with
a side-effect of sample space being smaller. To conclude, for c-th equivalence class, the probability that
A made a successful guess query, assuming q ≤ 2n−1, can be bounded by

qcguv 2
li−2n

2li − (i− 1)
≤

qcguv 2
li−2n

2li − q
≤

qcguv 2
li−2n

2li−1
=

qcguv

22n−1
,

where i-th query is the last query in equivalence class c, and li denotes the length of the queries in
c-th equivalence class.

· First query was a dependent guess oracle query. This means the pair (XL,1, XL,2) corresponding
to (T, YL,1, YL,2, YR) was already set. To calculate the probability of a successful guess query in this
subcase, we fix some guess value (X∗

L,1, X
∗
L,2) from the guess set in a first guess oracle query in the

respective equivalence class. We then calculate the probability that

X∗
L,1 = H′

h[1](T,XR)⊕Xj
L,1 ⊕ H′

h[1](T
j , Xj

R)

and

X∗
L,2 = H′

h[1](T,XR)⊕Xj
L,2 ⊕ H′

h[2](T
j , Xj

R)

and then sum over all guess values in the first query and in the rest of the queries of the equivalence
class. Let us call the event that the equations above hold CORRG. In addition, we define several more
events: DEP1 is an event that j-th query is a previous encipher, decipher or guess oracle query, DEP2
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is an event that j-th query is a later encipher query and DEP3 is an event that j-th query is a later
decipher query. Utilizing the law of total probability, we have that

Pr[CORRG] =

3∑
i=1

Pr[CORRG |DEPi ] Pr[DEPi]

≤
∑

i∈{1,3}

Pr[CORRG |DEPi ] + Pr[DEP2].

Now we calculate the bound of each term independently.

· Pr[CORRG |DEP1 ]. If either (T,XR) ̸= (T j , Xj
R), then the term can be bounded by ϵ-AXU prop-

erty of the hash function. Otherwise, the equations reduce to X∗
L,1 = Xj

L,1 and X∗
L,2 = Xj

L,2. The

probability that those two reduced equations hold, given that T = T j , YL,1 = Y j
L,1, YL,2 = Y j

L,2 and

YR = Y j
R, is 0. For j-th query being an encipher or decipher oracle query, such a guess oracle query

would be forbidden by the game. If j-th query were a guess oracle query, the query (T, YL,1, YL,2, YR)
would not be a dependent oracle query, but a repeated query, which is a contradiction as well. So,
we can bound Pr[CORRG |DEP1 ] by ϵ.

· Pr[DEP2]. This is equal to the probability that YL,1 = Y j
L,1 and YL,2 = Y j

L,2. We know this

probability is upper bounded by 1
22n−2 , where the calculation follows the same pattern as it is in

case [B4].

· Pr[CORRG |DEP3 ]. This term can be bounded by ϵ, with the calculation being analogous to the
calculation for the event Pr[CORRG |DEP1 ].

Now we can sum the Pr[CORRG] over all guesses and queries in c-th equivalence class and bound the
probability of a successful guess query in c-th equivalence class in this subcase with

qcguv

(
2ϵ+

1

22n−2

)
.

Summing the Pr[CORRG] over all guess queries and respective equivalence classes, we get

Pr[B7] ≤
q′gu∑
i=1

qcguv

(
2ϵ+

1

22n−2

)
= qguv

(
2ϵ+

1

22n−2

)
. (19)

Summing up the bounds in Eqn. (13)-(19) we get

ϵbad ≤ q2ϵ+
2qqen
22n−2

+
qqde
22n−2

+
2min{q2lm, σ2}

22n−2
+ qguv

(
2ϵ+

1

22n−2

)
.

6.2 Analysis of Good Transcripts

Now we lower bound the ratio of the real to ideal interpolation probability for a good transcript. We
begin by introducing a few notations needed for calculating the ratio.

• T1, T2 and T3 denote the set of distinct tweaks queried to P̃1, P̃2 and P̃3. Let T en
1 and T en

3 denote the

set of distinct tweaks queried to P̃1 and P̃3 during encipher queries. Similarly, let T dg
1 and T dg

3 denote

the set of distinct tweaks queried to P̃3 during decipher and guess oracle queries.

• Tctr denotes the set of distinct tweaks queried to P̃ in the counter mode in En, De, independent Gu
queries, and calls to P̃ that generate the “independent”/new part of the key stream in dependent guess
queries that are longer than the queries they depend on. Additionally, let σd be the total number
of such “independent” key stream blocks for dependent oracle queries longer than the queries they
depend on.

• αT (resp. αen
T , and αdg

T ), T ∈ T1 (resp. T en
1 , and T dg

1 ), denotes the number of calls to P̃1 (resp. during
encipher queries, and decipher and guess queries) with tweak T .

• βT , T ∈ T2 denotes the number of calls to P̃2 with tweak T .

• γT (resp. γdg
T , and γen

T ), T ∈ T3 (resp. T dg
3 , and T en

3 ), denotes the number of calls to P̃3 (resp. during
decipher and guess, and encipher queries) with tweak T .

• θT , T ∈ Tctr, denotes the number of calls to P̃ with tweak T .
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• L denotes the number of distinct input lengths to DE-THEC∗ for En, De and independent Gu queries.
We denote the input lengths with l1, . . . , lL. Let lmin = min{l1, l2, . . . , lL}

• ci denotes the number of En,De and independent Gu queries of length li, while Ci denotes the number
of distinct tweaks queried for inputs of length li.

• ci,j denotes the number of times j-th distinct tweak (out of Ci tweaks) has been queried (in En,De
or independent Gu query) for inputs of length li.

Without loss of generality, we assume that each li is a multiple of n. Thus, we assume that each input
length li consists of κi blocks, i.e., li = κin. Moreover, lmin ≥ 2n. Therefore, it holds that

∑
T∈T1

αT =
∑
T∈T2

βT =
∑
T∈T3

γT ≤ q,
∑

T∈Tctr

θT ≤

(
L∑

i=1

ciκi + σd

)
− 2q, ci =

Ci∑
j=1

ci,j (20)

Note that the interpolation probability for dependent guess oracle queries, that have shorter or equal
inputs than the query they depend on, will always be one in both worlds as the values in such dependent
guess oracle queries in an attainable transcript are already determined by the query they depend on and
the sampled hash keys. We take care of the rest of the dependent guess oracle queries implicitly with σd

variable.

Interpolation Probability in the Ideal World. The interpolation probability in the ideal world is

Pr[Xi = τ ] =
1

|H|
×

L∏
i=1

Ci∏
j=1

1

(2li)ci,j
× 1

2nσd
×

∏
T∈T en

1

1

(2n)αen
T

×
∏

T∈T dg
3

1

(2n)γdg
T

,

where the second term corresponds to the sampling of responses to En,De and independent Gu oracle
queries, the third term corresponds to the sampling of “independent” key stream for longer10 dependent
guess oracle queries and the last two terms interpolate the probability of L∗ values occurring in the
transcript.

Interpolation Probability in the Real World. As for the interpolation in the real world, we know that
none of the bad conditions will occur in a good transcript τ . The conditions [B1]-[B6] ensure there will

be no tweak-input or tweak-output collisions in any of the P̃, P̃1, P̃2 and P̃3 calls.

Therefore, we can easily interpolate the probability of a good transcript τ in the real world as follows.

Pr[Xr = τ ] =
1

|H|
×
∏
T∈T1

1

(2n)αT

×
∏
T∈T2

1

(2n)βT

×
∏
T∈T3

1

(2n)γT

×
∏

T∈Tctr

1

(2n)θT
.

Ratio of Real to Ideal Interpolation Probability.

Pr[Xr = τ ]

Pr[Xi = τ ]
=

∏L
i=1

∏Ci

j=1

(
2li
)
ci,j
× 2nσd∏

T∈T dg
1

(2n)αdg
T
×
∏

T∈T2
(2n)βT

×
∏

T∈T en
3

(2n)γen
T
×
∏

T∈Tctr
(2n)θT

(21)

By doing a similar algebraic calculation as was done for the good transcript analysis in the proof of
THEC and by applying the facts (2n)x ≤ (2n)x,

∑
T∈T dg

1
αdg
T +

∑
T∈T en

3
γen
T ≤ q,

∑L
i=1

∑Ci

j=1 ci,j ≤ q and

10 I.e., dependent guess oracle queries that are longer than the queries they depend on.
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Eqn. (20), we have

Pr[Xr = τ ]

Pr[Xi = τ ]
=

∏L
i=1

∏Ci

j=1

(
2li
)
ci,j
× 2nσd∏

T∈T dg
1

(2n)αdg
T
×
∏

T∈T2
(2n)βT

×
∏

T∈T en
3

(2n)γen
T
×
∏

T∈Tctr
(2n)θT

≥
∏L

i=1

∏Ci

j=1 (2
nκi)ci,j × 2nσd

(2n)

∑
T∈T dg

1
αdg

T × (2n)
∑

T∈T2
βT × (2n)

∑
T∈T en

3
γen
T × (2n)

∑
T∈Tctr

θT

≥
∏L

i=1

∏Ci

j=1 (2
nκi)ci,j × 2nσd

22nq × (2n)
∑L

i=1

∑Ci
j=1 ci,jκi × (2n)σd × 2−2nq

=

∏L
i=1

∏Ci

j=1 (2
nκi)ci,j

(2n)
∑L

i=1

∑Ci
j=1 ci,jκi

=

L∏
i=1

Ci∏
j=1

ci,j−1∏
r=0

(
1− r

2nκi

)
≥ 1−

L∑
i=1

Ci∑
j=1

ci,j−1∑
r=0

r

2nκi
≥ 1−

L∑
i=1

Ci∑
j=1

c2i,j
2nκi

≥ 1−
L∑

i=1

Ci∑
j=1

q2

2nκmin
≥ 1− q2

22n︸︷︷︸
ϵgood

.

By combining Theorem 1, Lemma 2 and ϵgood, one achieves the bound from the theorem statement. ⊓⊔

7 Instantiations and High-Security AEAD

We now examine the AEAD schemes resulting from our two RPRP constructions when combined with
the EtE and EtD transforms [20]. We start by discussing the graceful security degradation of THEC and
show that in several practical settings like TLS, SSH, and QUIC, the limitation on tweak repetitions
from Theorem 2 is not detrimental due to the limits imposed by these protocols on the maximum number
of decryption failures. We then propose instantiations of our THEC and DE-THEC constructions, and
explain how one can construct MRAE and RUPAE schemes out of them. After that, we compare the
concrete security bounds of AE schemes based on our schemes against other state-of-the-art MRAE and
RUPAE schemes for various parameter sets as typically used in (D)TLS or as general AEAD schemes
(without further restrictions). Finally, we talk about practical aspects of our schemes and compare them
with AE schemes that achieve similar security levels.

7.1 Graceful Security Degradation in Practice

As noted already, the security of THEC is strictly beyond-birthday-bound only as long as the tweaks
do not repeat, but security still degrades gracefully as the number of tweak repetitions increases. This
property is not unique to THEC and is present in other BBB constructions such as the Accordion
mode candidate Docked-Double-Decker-AES [23]. This poses a problem when applying the encode-then-
encipher paradigm to obtain an AEAD scheme because the nonce is typically placed in the tweak, and
while nonce should not repeat during encryption queries there is no restriction on nonce repetitions across
decryption queries. This is a natural source of criticism for such constructions as the resulting AEAD
scheme will not be secure beyond the birthday bound. However, in contrast to the AEAD security model,
several secure-channel protocols like TLS, SSH, and QUIC only tolerate a limited number of decryption
failures which implicitly limits the number of nonce repetitions during decryption. In particular, TCP-
based channels like TLS and SSH allow only a single decryption failure, after which the connection is
torn down. In UDP-based secure channels like DTLS and QUIC, a limited number of decryption failures
is allowed, and the number depends on the AEAD scheme. For example, the QUIC RFC specifies a limit
of qD = 221.5 decryption failures for CCM and qD = 236 for ChaCha20-Poly1305 ciphersuites [42, Section
6.6]. The DTLS RFC sets the limit to qD = 236 for GCM and ChaCha20-Poly1305 ciphersuites, while for
CCM ciphersuite with short tags, the limit is set to qD = 27 [39]. Finally, the Bluetooth Core protocol
also limits the maximum number of decryption failures to qD = 3 [25, Section 9.5].

In light of the above, we note that constructions with graceful degradation like THEC can still yield
secure channels with very high security in several practical scenarios. On the other hand, we emphasize
that this aspect is specific to THEC and does not apply to DE-THEC. That is, both EtE[DE-THEC] and
EtD[DE-THEC] are fully beyond-birthday-bound secure as generic AEAD schemes without any further
restriction on the number of decryption queries.
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Figure 7.1: Graphical representation of encryption algorithm of EtE (left) and EtD (right) transforms.

7.2 Choice of Underlying Primitives

For the best security, we choose to instantiate the universal hash function H with a design whose security
bound is independent of the input length.

One option is to use classical universal hash based on a polynomial construction, augmented with the
‘trick’ by Nyberg, Gilbert, and Robshaw [36] used in GCM-SST [11]. This approach requires computing
a polynomial over a larger field, say GF(2174−3), as described in [19]. The output is then processed using
an AXU polynomial hash function over GF(2128) to produce the final tag. The resulting security bound
will be of the form cℓ

2174 + 1
2128 , for some constant c and input length ℓ. This bound is the second term

when the input length is restricted to the range ℓ < 2174−128

c . Another possibility for H is a TBC-based
hash function with a length-independent bound.

To instantiate the 2n-bit hash function H′ in DE-THEC, we have two options: 1. Use the concatenation
of two independently-keyed instances of the polynomial hash function just described, or 2. Use ZHASH+
AXU hash function introduced by Datta et al. [17, 18].

As for the tweakable block cipher, Deoxys-TBC [31] and SKINNY [8], with 128-bit block sizes and
128-bit keys and tweaks appear to be the best choices. Both have been present for a longer time and
have been subject to extensive cryptanalytic scrutiny. Between the two, Deoxys-TBC is a better choice
due to its performance advantage from being implementable with AES-NI instructions.

7.3 AEAD Security and SOTA Comparison

Degabriele and Karadžić [20] have revisited the EtE and EtD paradigm and proposed transforms to turn
an RPRP cipher into misuse-resistant AEAD and RUP-secure AEAD respectively. In essence, they both
encode the AEAD inputs (N,H,M) as inputs to the RPRP cipher; but whereas the EtE transform uses the
enciphering algorithm to encrypt, EtD uses the deciphering algorithm instead. Graphical representations
of the encryption procedure for each scheme are shown in Figure 7.1, and the full pseudocode descriptions
can be found in Appendix B. In these transforms, e1 can be any injective function, e2 is any deterministic
function (e.g., e2(X) := 0n), and e3 is any function with non-repeating outputs—which is readily achieved
by including the nonce in the output.

The security of the AEAD schemes obtained by applying the EtE and EtD transforms to THEC
and DE-THEC is formally stated in Theorem 4, Theorem 5, and Theorem 6, where EtE[THEC] and
EtE[DE-THEC] are misuse-resistant and EtD[DE-THEC] is secure against the release of unverified plain-
text. In deriving these bounds, we assumed for THEC the instantiation of H we just described, for which
ϵ, ρ and δ are all equal to 1/2n. For DE-THEC and corresponding hash function H′, we have ϵ equals to
1/22n, when the maximum message length in blocks is limited to lM ≤ 245. In addition, in all three theo-
rems σ represents the total number of message blocks queried across encryption and decryption queries,
whereas µ represents the bound of nonce repetitions across encryption and decryption queries. Finally,
to obtain BBB security, in Theorem 4 we require the right domain of THEC to be {0, 1}≥n, whereas this
was not a requirement for the RPRP security of THEC. As such, the EtE[THEC] scheme requires padding
messages shorter than n bits.

Theorem 4. Let EtE[THEC] be the nonce-based AEAD scheme realized from THEC over the domain
{0, 1}n × {0, 1}≥n. Then for any adversary A making qE encryption queries and qD decryption queries,
that repeats any nonce to the encryption oracle at most µE times, there exists an adversary B and it
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Use Case (qE, qD, lM , µE)
Schemes

AES-GCM-SIV XOCB Deoxys-AE2 EtE[THEC] DENC2 eGCM-SIV ZAE EtE[DE-THEC]

TLS
Channel

(232, 1, 215, 1) 2−64 2−66 2−76 2−80 2−68 2−76 2−142 2−174

(250, 1, 215, 1) 2−46 2−46 2−58 2−62 2−50 2−58 2−115 2−138

(250, 1, 215, 212) 2−37 1 2−46 2−50 2−50 2−58 2−115 2−138

(250, 1, 215, 250) 1 1 2−8 2−12 2−50 2−58 2−115 2−138

DTLS
Channel

(232, 26, 215, 1) 2−55 2−66 2−76 2−80 2−68 2−76 2−142 2−174

(232, 26, 215, 212) 2−55 1 2−64 2−68 2−68 2−76 2−142 2−174

(225, 223, 215, 225) 2−49 1 2−58 2−62 2−75 2−83 2−152 2−188

(250, 236, 215, 250) 1 1 2−8 2−12 2−50 2−58 2−115 2−138

AEAD

(216, 216, 220, 1) 2−41 2−71 2−86 2−90 2−78 2−86 2−165 2−199

(232, 232, 220, 1) 1 2−55 2−70 2−74 2−62 2−70 2−141 2−167

(240, 240, 230, 212) 1 1 2−40 2−44 2−44 2−52 2−112 2−141

(250, 250, 220, 250) 1 1 2−2 2−6 2−44 2−52 2−112 2−131

Table 1: Comparison of concrete (MR)AE security bounds for specific parameter choices and adversarial
resources. If µE = 1, the table shows AE security level, otherwise it shows MRAE security level. Note
that in the above we exclude the STPRP advantage of the underlying TBC.

holds

AdvMRAE
EtE[THEC](A) ≤ AdvSTPRP

Ẽ
(B) + q2E

22n+1
+

q(µ− 1)(lM + 3)

2n−1

(µ+ 2)σ′

2n−1
+

q2 + qσ′

22n−3
+

2min{q2lM , σ2}
22n−2

+
3qD
2n−1

,

where q = qE + qD, σ
′ = σ + q and µ = max{qD, µE}.

Theorem 5. Let EtE[DE-THEC] be the nonce-based AEAD scheme realized from DE-THEC over the
domain {0, 1}2n × {0, 1}∗. Then for any adversary A making qE encryption queries and qD decryption
queries, that repeats any nonce to the encryption oracle at most µE times, there exists an adversary B
and it holds

AdvMRAE
EtE[DE-THEC](A) ≤ 4AdvSTPRP

Ẽ
(B) + q2E

22n+1
+

q2

22n−4
+

min{q2lM , σ2}
22n−3

+
qD

22n−3
,

where q = qE + qD.

Theorem 6. Let EtD[DE-THEC] be the subtle AEAD scheme realized from DE-THEC over the domain
{0, 1}2n × {0, 1}∗. Then there exists a leakage simulator S, such that for any adversary A making qE ≤
22n−1 encryption queries, qD decryption queries and qL queries to the leakage oracle, there exists an
adversary B and it holds

AdvRUPAE
EtD[DE-THEC](A) ≤ 8AdvSTPRP

Ẽ
(B) + (qE + 1)(qD + qL)

22n−1
+

6q2

22n−3
+

qE(qD + qL)

22n
+

min{q2lM , σ2}
22n−3

,

where q = qE + qD + qL.

As noted already, the EtE and EtD transforms have corresponding nonce-hiding variants. The differences
between the conventional and nonce-hiding variants lie exclusively in the encoding functions and where
the encoded redundancy is placed (in left XL or right XR part). Security bounds for the nonce-hiding
variants can be derived in a similar manner. A notable difference is that for EtE[THEC], the µ parameter in
the RPRP bound would only be bounded by AEAD adversary’s parameter qD, since in the nonce-hiding
variant the nonce is not embedded into the tweak.

7.3.1 Security Comparison with SOTA Here, we compare concrete security levels of our AEAD
schemes and other state-of-the-art AEAD schemes. For this security comparison, we selected the adver-
sarial resources according to the typical use cases discussed in Subsection 7.1. In the first use case we
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Use Case (qE, qD, qL, lM )
Schemes

GCM-RUP RIV EtD[DE-THEC]

DTLS
Channel

(216, 216, 216, 220) 2−52 2−69 2−197

(224, 224, 224, 232) 2−12 2−41 2−169

(232, 232, 232, 220) 2−20 2−37 2−165

AEAD
(240, 240, 240, 232) 1 2−9 2−137

(264, 264, 264, 220) 1 1 2−101

Table 2: Comparison of concrete RUPAE security bounds for specific parameter choices and adversarial
resources: qE, qD, qL are bounds on the number of queries to the respective oracles, and lM is the message
length in blocks. Note that in the above we exclude the STPRP advantage of the underlying TBC.

consider AEAD as used in a secure channel like TLS which tolerates only a single decryption failure,
thus qD = 1. The second considers AEAD deployed in a secure channel like DTLS (or QUIC) where more
decryption failures are tolerated but are still limited. In both use cases we consider the typical maximum
message length allowed by these protocols. The third use case, considers a general AEAD scenario where
there is no restriction on the maximum number of forgery attempts that the adversary can make.

We first compare the MRAE security level of EtE[THEC] and EtE[DE-THEC] with AES-GCM-SIV [26],
XOCB [5], the modern variant of CAESAR competition winner (for security in depth) Deoxys-AE2 [31],
ZAE [30] and two very recent MRAE constructions DENC2 [14] and eGCM-SIV [15]. While XOCB
is not MRAE-secure, it is one of the most recent BBB-secure AEAD proposals and is thus a good
representative for the state-of-the-art in AEAD. As for ZAE and DENC2, they were shown to be a
deterministic AEAD [40], but they can easily be transferred to a MRAE-secure scheme by including the
nonce into associated data. The parameter µE represents nonce repetitions during encryption, and thus
rows where µE = 1 indicate standard AE security, whereas rows with µE > 1 represent MRAE security.
We derive the security levels of AES-GCM-SIV, XOCB, Deoxys-AE2, ZAE, DENC2 and eGCM-SIV
through the security bounds described in their respective references. For deriving DENC2 and eGCM-
SIV levels, we took scheme parameters the authors used for their implementations. The results are shown
in Table 1. We observe that in all use cases EtE[THEC] attains a similar security level as Deoxys-AE2
(exceeding it by 4 bits), although, as we show later, it only requires half the number of TBC evaluations.
On the other hand, EtE[DE-THEC] attains a much higher security level in all use cases, and provides
more security than ZAE, which also targets full n bits of security.

Analogously, we compare the RUPAE security level of EtD[DE-THEC] with GCM-RUP [4] and RIV
[1] (using the authors’ instantiation). The results are shown in Table 2, where EtD[DE-THEC] clearly
outperforms the others by a large security margin. Note that the 2n-bits expansion in EtD is a necessity
imposed by the EtD transform in order to achieve BBB security. GCM-RUP requires a similar expansion
without achieving BBB security, and even if the expansion in RIV was extended to 2n-bits, its security
level would not improve. A short discussion on this matter can be found in Appendix C.

7.3.2 Partial Implementation Benchmarks and Performance Observations Finally, we pro-
ceed by looking at how proposed instantiations for hash functions H and H′ perform. For EtE[THEC]
we compared the speed of Poly1743, the polynomial hash function based on GF(2174 − 3) described
in Subsection 7.2, with the speed of MAC component of Deoxys-AE2. For Poly1743 we used the code
that was automatically generated by the framework of Degabriele et al. [19], and for Deoxys-AE2 MAC
component we used the code provided to us by Deoxys authors via private correspondence. As for the
EtE[DE-THEC] and EtD[DE-THEC], we compared the speed of two independently keyed instances of the
aforementioned polynomial hash function with the speed of ZHASH+ [17,18]. For ZHASH+ we used the
optimized, non-vectorized, code provided by the authors on Github11.

We measured the speed of these hash function (and MAC component of Deoxys-AE2) for different
input lengths (in bytes), where the input is a concatenation of the message and associated data. Our
benchmarks also implicitly include the encoding of message and associated data length. The results of

11 https://github.com/ShibamCrS/HCTR-/tree/main/implementation/HCTR%2B_TLR3

https://github.com/ShibamCrS/HCTR-/tree/main/implementation/HCTR%2B_TLR3
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(a) Benchmark on Intel Core i5-8265U CPU (Skylake microarchitecture).

(b) Benchmark on Intel Xeon Platinum 8488C CPU (Sapphire Rapids microarchitecture).

Figure 7.2: Benchmarks of Deoxys-AE2 MAC component and Poly1743-based hash function for
different input lengths (in bytes). The plots on the left contain data points for every input
length in {16, 17, . . . , 128}, while plots on the right contain data points for every input length in
{128, 144, . . . , 4096}.

our measurements are located in Figure 7.2 and Figure 7.3, and the details about the benchmarking
setup can be found in Appendix D.

Reading the results in Figure 7.2, we make the following observations:

• Deoxys-AE2 MAC component slightly outperforms Poly1743 on longer messages. We expect that
the TCTR mode in EtE[THEC], that uses the “lighter” Deoxys-TBC-128-256 version with 14 internal
rounds, would outperform the TCTR mode in Deoxys-AE2, that uses the “heavier” Deoxys-TBC-128-
384 version with 16 internal rounds12. Since the hash/MAC and counter mode layers are inherently
sequential in both schemes, we expect encryption speed of EtE[THEC] instantiated with Poly1743 at
least matches the speed of Deoxys-AE2 while offering 4 more bits of security. One should note, we
use computer-generated code for Poly1743 and that code could be manually optimized.

• The two-pass decryption process in Deoxys-AE2 and EtE[THEC] can be done in parallel in both
schemes. We believe that EtE[THEC] decryption would outperform Deoxys-AE2 decryption since the
Poly1743 code works on integer arithmetic CPU instructions and would not clutter the AES-NI
instruction pipeline as Deoxys-AE2.

12 The inherently heavier tweakey schedule in Deoxys-TBC-128-384 does not play a role here since Deoxys-AE2
implementation precomputes the tweakey values for counter tweak inputs.
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(a) Benchmark on Intel Core i5-8265U CPU (Skylake microarchitecture).

(b) Benchmark on Intel Xeon Platinum 8488C CPU (Sapphire Rapids microarchitecture).

Figure 7.3: Benchmarks of ZHASH+ and two independent instantiations of Poly1743-based hash func-
tion for different input lengths (in bytes). The plots on the left contain data points for every input
length in {16, 17, . . . , 128}, while plots on the right contain data points for every input length in
{128, 144, . . . , 4096}.

Looking at Figure 7.3 and potential instantiations of EtE[DE-THEC] and EtD[DE-THEC], we see that
ZHASH+ outperforms two independent instantiations of Poly1743 by several factors. As such, ZHASH+
becomes the main candidate for H′ instantiation.

Additionally, we can also compare the theoretical cost of ZAE and EtE[DE-THEC] since they use the
same primitives, and as seen in Table 1, both stand out in terms of security from other listed schemes.
ZAE has a+m+2

2 +m+4 TBC calls and 3(a+m+2)/2 GF(2128) doubling operations, while EtE[DE-THEC]
has a+m+2

2 +m+2 TBC calls and the same number of GF(2128) doubling operations13. Two TBC calls
less in EtE[DE-THEC] come from more efficient finalization operation in ZHASH+ in comparison to
ZMAC deployed in ZAE. Thus, we expect EtE[DE-THEC] to be slightly more efficient than ZAE, most
notably for short inputs.

8 Conclusion

In this paper, we presented two RPRP constructions from tweakable block ciphers that achieve BBB
security. While THEC provides BBB security up to a certain tweak multiplicity, DE-THEC achieves
optimal security regardless of tweak repetitions. In turn, these constructions yield efficient AEAD schemes

13 We did not count the two constant initialization TBC calls included in both ZMAC in ZAE, and ZHASH+ in
our instantiation.
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that are resilient to misuse and that can also process significantly larger amounts of data as required by
today’s cloud computing applications.
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A Rugged Pseudorandom Permutation Game

The security game corresponding to the RPRP notion, introduced in Subsection 2.2, is given in Fig-
ure A.1.

Game RPRPA,v
EE

k←$K
b←$ {0, 1}
F ,R,U ← ∅, ∅, ∅
PP←$TP(T ,XL ×XR)

b′ ← AEn,De,Gu

return b = b′

De(T, YL, YR)

if YL ∈ F ∪R
return �

if b = 0

(XL, XR)← PP−1(T, YL, YR)

else

(XL, XR)← EE−1
k (T, YL, YR)

R ∪← {YL}; U ∪← {(T, YL, YR)}
return (XL, XR)

En(T,XL, XR)

if b = 0

(YL, YR)← PP(T,XL, XR)

else

(YL, YR)← EEk(T,XL, XR)

F ∪← {YL} ; U ∪← {(T, YL, YR)}
return (YL, YR)

Gu(T, YL, YR,V )

if ((T, YL, YR) ∈ U) ∨ (|V | > v)

return �

if b = 0

return 0

else

(XL, XR)← EE−1
k (T, YL, YR)

return XL ∈ V

FigureA.1: The game used to define RPRP security for a tweakable cipher EE.

B Pseudocode and Security Theorems of EtE and EtD Transforms

The reference pseudocode of EtE and EtD transforms is given in Figure B.1.

[20, Theorem 2]. Let EtE be the nonce-based AEAD scheme realized from a tweakable cipher EE
over the domain {0, 1}NL × {0, 1}≥NR . Then for any adversary A making qE encryption queries and qV
verification queries, there exists an adversary B such that

AdvMRAE
EtE (A) ≤ AdvRPRP

EE (B, 1) + q2E
2NL+NR+1

,

where B makes qE encipher queries and qV guess queries.

[20, Theorem 3]. Let EtD be the subtle AEAD scheme realized from a tweakable cipher EE over the
domain {0, 1}NL × {0, 1}≥NR , and let e3 be a (δ, t)-collision resistant deterministic function. Then there
exists a leakage simulator S, such that for any adversary A making qE ≤ 2NL−1 encryption queries, qD
decryption queries and qL queries to the leakage oracle, there exist RPRP adversaries B and C such that

AdvRUPAE
EtD (A) ≤ AdvRPRP

EE (B, 1) +AdvRPRP
EE (C, 1) + δ

+
(qE + 1)(qD + qL)

2NL−1
+

(qE + qD + qL)
2

2NL+NR
+

qE(qD + qL)

2NL
.

The adversary B makes qE encipher queries and qD + qL decipher queries. The adversary C makes at
most qE encipher and at most qD + qL decipher queries.
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EtE[EE].Enck(N,AD,M)

T ← e1(N,AD)

Z ← e2(N,AD)

(C1, C2)← EEk(T,Z,M)

return (C1, C2)

EtE[EE].Deck(N,AD,C)

(C1, C2)← C

T ← e1(N,AD)

Z ← e2(N,AD)

(Z′,M ′)← EE−1(T,C1, C2)

if Z′ = Z : return M ′

else : return ⊥

EtD[EE].Enck(N,AD,M)

T ← e1(N,AD)

Z ← e3(N,AD,M)

(C1, C2)← EE−1
k (T,Z,M)

return (C1, C2)

EtD[EE].Deck(N,AD,C)

(C1, C2)← C

T ← e1(N,AD)

(Z′,M ′)← EEk(T,C1, C2)

Z ← e3(N,AD,M ′)

if Z′ = Z : return M ′

else : return ⊥

EtD[EE].Leakk(N,AD,C)

(C1, C2)← C

T ← e1(N,AD)

(Z′,M ′)← EEk(T,C1, C2)

Z ← e3(N,AD,M ′)

if Z′ = Z : return ⊤
else : return M ′

FigureB.1: Pseudocode of the EtE (top) and EtD (bottom) transforms [20].

C Security of “Domain-Extended” GCM-RUP and RIV Variants

In GCM-RUP [4, Algorithm 1], doubling the tag size equals doubling the redundancy from 0τ to 02τ

bits. That doubling does not influence the confidentiality security of GCM-RUP, which is reduced to
plain CTR mode security. Thus, the confidentiality would still only be birthday-bound secure. Similarly,
the RIV [1], that is, the proposed instantiation by its authors, uses (XOR-)CTR mode as one of the
components, which suffers from the same problem of BB confidentiality security.

D Benchmarking Setup Details

For each input length, we start the benchmark by running the evaluated function 500 times to “warm-
up” the cache, and then executed the function 1500 times and measured the average number of cycles
per byte needed for one evaluation. We ran the experiment 40 times, discarded the six best and worst
results, then calculated the average number of cycles per byte over the rest of 28 runs. The resulting
averages are shown in Figure 7.2 and Figure 7.3. We ran the benchmarks on:

1. A notebook using Intel Core i5-8265U CPU (Skylake microarchitecture), with a 1.60 GHz base
frequency and the hyper-threading, frequency scaling and turbo mode functionalities disabled.

2. A server using Intel Xeon Platinum 8488C CPU (Sapphire Rapids microarchitecture), with a 2.00
GHz base frequency and 3.80 GHz maximal turbo frequency. Here, the hyper-threading, frequency
scaling and turbo mode functionalities were enabled since we did not have administrative rights to
disable those options.


