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Abstract. A t-out-of-n threshold ring signature allows t parties to jointly
sign a message on behalf of n parties without revealing the identities of
the signers. In this paper, we introduce a new generic construction for
threshold ring signature, called GC-TRS, which can be built on top of
a selection on identification schemes, commitment schemes and a new
primitive called t-out-of-n proof protocol which is a special type of zero-
knowledge proof. In general, our design enables a group of t signers to
first generate an aggregated signature by interacting with each other;
then they are able to compute a t-out-of-n proof to convince the ver-
ifier that the aggregated signature is indeed produced by t individuals
among a particular set. The signature is succinct, as it contains only one
aggregated signature and one proof in the final signature. We define all
the properties required for the building blocks to capture the security
of the GC-TRS and provide a detailed security proof. Furthermore, we
propose two lattice-based instantiations for the GC-TRS, named LTRS
and CTRS, respectively. Notably, the CTRS scheme is the first scheme
that has a logarithmic signature size relative to the ring size. Addition-
ally, during the instantiation process, we construct two t-out-of-n proof
protocols, which may be of independent interest.

Keywords: threshold ring signature · t-out-of-n proof · zero-knowledge
proof · lattice-based cryptography.

1 Introduction

Ring signatures (RS) introduced by Rivest et al. [47] enable a member of a
set (ring) to anonymously sign messages on behalf of the ring. Verifiers can
check if a signature is from one of the ring members without knowing who
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is the actual signer. Bresson et al. [16] generalized RS to a threshold variant.
In this setting, t-out-of-n parties can interact together to produce a signature
without giving any information about the set of signers. Compared with RS,
the threshold variant can tolerate user corruption. This means that even if an
adversary compromises some (fewer than t) secret keys of corrupted users, they
still cannot generate a valid signature. Threshold ring signatures (TRS) can be
applied to many scenarios where a statement must be endorsed by a quorum,
while parties prefer to protect their identities. For example, one may use the
technique in edge computing to protect the privacy of data owners [50] and in
blockchain applications to provide strong supervision [33].

Following the concept of TRS, several schemes have been proposed in the
literature based on traditional hard problems. Bresson et al. [16] and Liu et
al. [34] constructed the schemes based on the RSA assumption; Yuen et al. [52],
Okamoto et al. [44] and Aranha et al. [3] turned to the decisional Diffie-Hellman
(DDH) assumption. There are a few potentially quantum-safe schemes that may
not be practical and efficient. The state-of-the-art lattice-based TRS by Bettaieb
et al. [13] (improved from Cayrel et al. [17]) takes a signature size with 18.1 MB,
when #signers is 50 and the ring size is 1024. Some code-based schemes were
proposed, such as [18, 40], but there is still a lack of efficiency, for example,
Melchor et al. [40] proposed a TRS that requires 20 MB in a signature. Haque
et al. [28, 29] recently designed two black-box constructions (which could be
instantiated under post-quantum assumptions) but they did not provide concrete
instantiations and parameters. All existing post-quantum secure TRS schemes
(except [28]) require an additional leader in the signing process. The signers need
to perform an additional negotiation to determine the leader. This centralized
approach may cause an increase in the amount of communications.

We now review prior schemes [13,17,29,40] that result in inefficient schemes.
In [17, 29, 40], the final signature contains n different partial signatures, t of
which are generated by the signers and the rest are by the leader. When the
ring size n is relatively large, the size of the final signature inevitably increases.
For example, in [40], the size of a partial signature is roughly 20 KB. Thus,
if n = 512, the final signature size would be 10,240 KB. Bettaieb et al. [13]
proposed a new construction to shorten the size of signature. The final signature
only contains t different partial signatures and one proof, where the proof checks
if these signatures are generated by t different users in the ring. Although this
design greatly improves the efficiency as compare to the previous approach, the
complexity is still restricted to O(nt).

1.1 Our Contribution

The main contribution of this paper is a new generic TRS construction (GC-TRS),
which is obtained by cleverly combining selected identification schemes, commit-
ment schemes and t-out-of-n proof protocols. The t-out-of-n proof is a natural
extension of 1-out-of-n proof [25,37,38] that proves the opening of a commitment
is indeed the sum of t elements from a particular set. The GC-TRS is succinct,
as it only contains one aggregated signature in the final signature, while prior
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schemes include at least t partial signatures.6 Our approach also does not require
a leader, i.e., non-centralized, and each signer has the same role. We also define
all the required properties for the building blocks and present a detailed security
proof for the GC-TRS.

We then develop two instantiations, called LTRS and CTRS, for the GC-TRS.
These instantiations are based on the Module-LWE (MLWE) and Module-SIS
(MSIS) problems. The LTRS has a signature size that is linear with ring size,
while the CTRS has a logarithmic signature size at the expense of a linear factor
in t. A brief comparison is shown in Table 1. In the table, we let n denote the
size of the ring, t and λ denote the #signers and the security parameter, and
N/A indicates non-applicable.

Table 1. Comparison of TRS schemes

Scheme Hardness ROM Without Signature Repetition Interaction
Assumption Leader Size Times Round

Bresson et al. [16] RSA ✓ × n logn N/A t

Yuen et al. [52] CDH ✓ × n N/A 2
Okamoto et al. [44] Discrete Log ✓ × n N/A 4

Haque et al. [29] N/A ✓ × n N/A 3
Haque et al. [28] N/A × ✓ t · logn N/A 1

Melchor et al. [40] Syndrome
✓ × n N/A 3Decoding

Bettaieb et al. [13] SIS ✓ × nt λ 6

LTRS MLWE
✓ ✓ n c 2MSIS

CTRS MLWE
✓ ✓ t · logn c 2MSIS

Recall that Haque et al. proposed two generic black-box constructions in [29]
and [28] that may be possibly instantiated under various assumptions. Although
logarithmic-sized signatures are generated in [28], as stated in their paper, their
scheme is currently unable to be instantiated based on the standard lattice as-
sumptions due to the lack of a secure NIWI scheme.

Except [28], the rest of schemes are in the random oracle model (ROM).
The repetition generally only occurs in the lattice-based algorithms, so we do
not consider this for other schemes. The scheme given in [13] should repeat the
signature algorithm at least λ times to maintain its security, while ours only
requires a constant number of repetitions, denoted as c, which is approximately
20. And the scheme given in [13] requires 6 interactions, while ours only requires
2 interactions. Thus, our instantiations are more efficient than [13].
6 In this paper, we mainly consider the (signature or proof) size for succinctness.

For (threshold) ring signature, it is said to be succinct when the signature size is
sublinear in the ring size. For ZK proof, the proof size is required to be sublinear in
the witness size to achieve succinctness.
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Therefore, apart from the approach in [28], our method is the only one to
achieve a signature size of t · log(n). And since the method in [28] has other
limitations which prevent it from being as favorable as our proposed solution in
terms of overall performance.

To provide a comparison in terms of practical efficiency, we also provide pa-
rameters for our instantiations with 128-bit security. We present the comparisons
on the concrete signature sizes and key sizes among our construction and [13,40]
in Table 2.

Table 2. Concrete Comparison of TRS scheme

Scheme
Signature Size (MB) Public

n = 210 n = 215 n = 220 n = 210 n = 215 n = 220 Key Size
t = 10 t = 10 t = 10 t = 50 t = 50 t = 50 (MB)

Melchor et al. [40] 20 640 20480 20 640 20480 24.5
Bettaieb et al. [13] 3.63 42.9 1263.5 18.11 214.5 6317.5 0.002

LTRS 1.75 41.3 1636.8 1.87 43.2 1701.9 0.0053
CTRS 1.37 1.73 2.07 5.53 7.47 9.56 0.0045

It is evident from Table 2 that our constructions exhibit significant improve-
ments compared to the previous ones. Particularly, when n is considerably large,
the CTRS scheme has a very small signature. Additionally, when n is not very
large but t is slightly large, the LTRS scheme has the smallest signature. In this
case, utilizing the LTRS scheme may be a favorable option.

1.2 Technical Overview

To further reduce the size of the signature, our high-level idea is to compress the
original t partial signatures into a single aggregate signature. Then, a succinct
zero-knowledge proof is generated to prove that the aggregate signature was
indeed created by t different users in the ring. In the following, we give an
overview of our techniques. For simplicity, we will consider the case t = 2 here,
and the general case will be described in Section 3. We first explain how to
construct GC-TRS and then show how to instantiate the building blocks.

Compressing Signature. Our starting point is the canonical identification
scheme [1], which can be converted into a signature scheme using the Fiat-
Shamir transformation [26, 36]. The canonical identification scheme is executed
between a prover and a verifier. We use Dilithium signature as a running example,
indicated inside [ ], with the prover holding a secret key sk = s and the verifier
having access to a public key pk = B ·s. The process is as follows: the prover first
uses a commit function A(·) to generate a commitment w [A : By 7→ w]. The
resulting w is then sent to the verifier, who subsequently samples a challenge c
from a special distribution [c← C]. Finally, the prover makes use of the response
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Table 3. Notations for the TRS

t the number of actual signers
n the total number of members in the ring

Pi1 , Pi2 the actual signers
msg the message to be signed

R = (P1, · · · , Pn) ring members in the threshold ring signature
pki, ski the public key and secret key corresponding to the user Pi

A(·) the commit function in the identification scheme
w the output value of the commit function
C challenge set of the identification scheme
c the challenge

Z(·) the response function in the identification scheme
z the output value of the response function

V(·) the verification function in the identification scheme
H(·) the hash function

Com(·) the commitment scheme that outputs a message commitment
r the randomness used in the commitment
v⃗ the indicator vectors corresponding to the actual signers
Rq the cyclotomic polynomial ring Zq/(X

d + 1)

ϖ rank of decomposition of Rq : Rq
∼= R(0)

q × · · · × R(ϖ−1)
q

Encode transforms a ϖ-dimensional vector into an element in Rq

NTT(·) Number Theoretic Transform
NTT(·)−1 the Inverse of the Number Theoretic Transform
⊗ the tensor product of vectors

function Z(·) to generate a response z [Z : y+cs 7→ z]. The verifier then can collect
pk, z, c and use verification function V(·) to compute w′ [V : Bz − c · pk 7→ w′],
which is then compared with w. If w′ = w, the transcript (w, c, z) is valid.7

In order to enable aggregate signatures, it is necessary for the canonical
identification scheme to possess a specific homomorphic property:

V(pk1, c, z1) + V(pk2, c, z2) = V(pk1 + pk2, c, z1 + z2).

By this property, signers can compress signatures in the following way: Consider
two signers Pi1 and Pi2 , who want to generate a threshold ring signature for a
message msg and a ring (P1, · · · , Pn). Each signer Pij first computes wj by using
the function A(·). Next, they interact with each other to produce a challenge c
based on the input message msg, ring R and the individually generated values
of wj (which can temporarily be imagined as c = H(msg,R,w1, w2)). Finally,
each signer Pij makes use of the function Z(·) to generate their own response zj .
The aggregate signature is (w, c, z), where w = w1 + w2 and z = z1 + z2. And
the verification process is to check if w = V(pki1 + pki2 , c, z).

7 In fact, the real Dilithium signature process also encompasses a rejection sampling
step and a process to verify the size of the vector z. However, to keep things simple,
we’ll set these aspects aside for now.
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Generating Challenge. Now, we describe how Pi1 and Pi2 collaborate to
generate the challenge c. In scenarios where a leader is present in the scheme,
this process is straightforward. The signers can simply send their respective wj

to the leader, who then generates c and sends it back to the signers. However,
since we aim to avoid having a leader in the scheme, this method cannot be used.

On the other hand, it is not secure to simply exchange wj with each other. For
example, if Pi1 is a malicious user, they can adaptive choose w1 after receiving
w2, which will lead to a Wagner-like attack [21,49]. Of course, this vulnerability
can be addressed by exchanging commitments first and then exchanging wj after
both parties received each other’s commitment. Nevertheless, implementing this
method introduces an additional round of interaction.

We observe that a technique used by Damgård et al. [19] for constructing an
efficient multi-signature scheme comes close to what we need. So we adopt their
method to achieve our goal. The process of generating challenge is as follows:
each signer Pij first computes a commitment Com(wj ; rj) for their respective
wj . Then, they exchange Com(wj ; rj) with each other. To avoid introducing
additional interactions, we require the used commitment scheme is a trapdoor
homomorphic commitment scheme. The trapdoor plays a crucial role in provid-
ing provable security, while the homomorphism ensures the correctness of the
scheme. The homomorphic property can be expressed as follows:

Com(w1; r1) + Com(w2; r2) = Com(w1 + w2; r1 + r2).

After commitments are exchanged, the challenge is

c = H(Com(w1 + w2; r1 + r2),m,R).

Finally, after respective partial signatures are calculated, the signers exchange
(zj , wj , rj) with each other. Thus, the aggregate signature is (z,Com(w; r), r),
where z = z1+z2, w = w1+w2 and r = r1+r2. And the verification process can
be modified to check if the opening of the commitment Com(w; r) is V(pki1 +
pki2 , c, z).

Achieving Anonymity. There is an issue with the verification process men-
tioned above: it requires the verifier to use the public keys of the signers, which
compromises anonymity. To address this issue, we can employ a zero-knowledge
proof protocol. Specifically, we treat the verification process as a relation, where
(Com(w; r), c, z) is the language, and the public keys of the signers (pki1 , pki2)
is the witness. Therefore, by using any non-interactive zero-knowledge (NIZK)
proof scheme that works for arbitrary NP languages (such as [14,46]), the signers
can generate a proof π to convince the verifier that the signature is valid.

However, in general, proof schemes that work for arbitrary NP languages are
significantly less efficient than proof schemes that designed for specific relations.
Therefore, we will construct a specialized proof protocol for the above verification
relation. To enable the design of an efficient proof scheme, we require the function
V(·) of the identification scheme can be expressed as:

V(pk, c, z) = V1(c, z) · pk + V2(c, z),
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and the commitment scheme satisfies that if x is the opening of a commitment
com, then x+m is the opening of the commitment com+m (see Definition 14 for
the details). By taking advantage of these two properties, we can transform the
above verification relation into the following form: prove that the opening of the
commitment Com(w; r)− V2(c, z) is the sum of some two elements in the public
set P = [V1(c, z)pk1, · · · , V1(c, z)pkn], where pki is the public key of user Pi.

t-out-of-n proof. The task at hand is to prove that the opening of a commit-
ment com is the sum of two elements in a public set P = [p1, · · · , pn]. Suppose
these two elements are pi and pj respectively, and their corresponding indica-
tor vector is v⃗, which has a value of 1 at indices i and j, while the rest of the
elements are zero. To accomplish this task, we leverage the commit-and-prove
paradigm. Specifically, signers first compute a commitment com′ for the vector
v⃗. Then, they prove to the verifier that they have a witness (p, v⃗) that satisfies
the following two conditions:

1. the opening of com is p and the opening of com′ is v⃗;
2. v⃗ ∈ {0, 1}n, ∥v⃗∥1 = 2, P v⃗ = p;

We refer to the protocol capable of accomplishing this task as the t-out-of-n
proof protocol. When we put everything together, we obtain our GC-TRS scheme.
For more details, please refer to Section 3.

Lattice-based Instantiation. Now, we describe how to construct lattice-based
instantiations. We obtain the canonical identification scheme by modifying the
constructions in [35,36], and the commitment scheme by modifying the construc-
tions in [9, 19]. And in this subsection, we will mainly focus on describing the
construction of the t-out-of-n proof protocol.

Our construction performs over the cyclotomic polynomial ringRq, which can
be split into exactly ϖ factors (see Section 2.4 for the details). The t-out-of-n
proof protocol is related to the used commitment scheme. Thus, we will provide
a brief description of the commitment scheme employed. The commitment is of
the form:

t⃗ = B̄r⃗ +

[
0
m⃗

]
,

where B̄ ∈ Rk×m
q is the commitment key, r⃗ ∈ Rm

q is the randomness, and m⃗ is
the message.

Note that the input message of the above commitment scheme needs to be
vectors of ring elements. So, to compute a commitment of v⃗, we need to encode it
to a ring element vector first. Different encoding methods will result in different
proof protocols. Below, we will describe two encoding methods along with the
corresponding proof method.

Linear t-out-of-n proof protocol. A straightforward encoding method is
dividing the vector v⃗ into n′ blocks and then converting each block into a ring
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element. Here, n′ is defined as n/ϖ (assuming n′ is an integer). Specifically, we
divide v⃗ into n′ blocks, with each block containing ϖ terms denoted as v⃗ =
(v⃗1| · · · |v⃗n′). The encoding of v⃗ is defined as

Encode(v⃗) := v⃗ = (v1, · · · ,vn′) ∈ Rn′

q ,

where vi = NTT−1(v⃗i). Here, NTT(·) operation is the Number Theoretic Trans-
form defined in Section 2.4.

Let P = {p⃗1, · · · , p⃗n} ⊂ Rl
q be a public set, ck = B̄ ∈ Rk×m

q be a commit-
ment key and r⃗ be a randomness, then the commitment of (P v⃗, v⃗) under the
commitment key B̄ is:

t⃗ = Br⃗ +

 0
P v⃗

Encode(v⃗)

 .
In this case, the goal of the prover is to convince the verifier that the opening
(p⃗, v⃗) of the commitment t⃗ satisfies the following three conditions:

1. NTT(v⃗) ∈ {0, 1}n;
2. ∥NTT(v⃗)∥1 = t;
3. p⃗ and v⃗ satisfies P · NTT(v⃗) = p⃗.

We now explain how to prove the above conditions. Note that NTT(v⃗) ∈
{0, 1}n if and only if each element vi of v⃗ satisfies vi(1−vi) = 0. The latter is a
quadratic relation that can be proved using the protocol provided in [5]. And the
2nd condition can be expressed as ⟨NTT(v⃗), (1, 1, · · · , 1)⟩ = t. Thus,the 2nd and
3rd conditions can be regarded as an inner product relation. Consequently, they
can be proved using the masking technique presented in [23]. Putting everything
together, we can obtain a linear t-out-of-n proof protocol. For more details,
please refer to Section 5.1.

Logarithmic t-out-of-n proof protocol. The above linear t-out-of-n proof
protocol is efficient for small values of n. However, as n grows larger, the proof
size also increases significantly. To enhance the efficiency of the t-out-of-n proof
protocol, we present an alternative encoding method. Leveraging this encoding
method, we present a t-out-of-n proof protocol with a logarithmic proof size.

It is worth noting that, the vector v⃗ is very sparse, with most positions being
0 and only t positions being 1. Our new encoding method takes advantage of
this characteristic. Let I represent the set of coordinates corresponding to the
elements in v⃗ that are equal to 1. Consequently, v⃗ can be expressed as v⃗ =∑

i∈I e⃗i, where e⃗i ∈ {0, 1}n has exactly one 1 in the i-th coefficient. Therefore,
we can adopt the technique used in [27, 38] to represent e⃗i in the form of a set
of small vectors tensor products. Specifically, assuming n = ϖn′

, any vector e⃗i
can be uniquely decomposed into smaller vectors v⃗i,1, · · · v⃗i,n′ ∈ {0, 1}ϖ, each
having exactly one 1, and e⃗i = v⃗i,1 ⊗ · · · ⊗ v⃗i,n′ . After renumbering, we have
v⃗ =

∑
i∈[t](v⃗i,1 ⊗ · · · ⊗ v⃗i,n′). Thus, the encoding of v⃗ can be defined as

Encode(v⃗) := (v1,1, · · · ,v1,n′ , · · · ,vt,1, · · · ,vt,n′) ∈ Rtn′

q ,
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where vi,j = NTT−1(v⃗i,j). This encoding method uses only O(t log n) ring ele-
ments to uniquely represent the vector v⃗, thereby reducing the size of the com-
mitment as well.

Let t⃗ be the commitment of (P v⃗,Encode(v⃗)). In this case, the goal of the
prover is also to convince the verifier that the opening (p⃗, v⃗) of the commitment
t⃗ satisfies the following three conditions:

–
∑

i∈[t](NTT(vi,1)⊗ · · · ⊗ NTT(vi,n′)) ∈ {0, 1}n;
– ∥

∑
i∈[t](NTT(vi,1)⊗ · · · ⊗ NTT(vi,n′))∥1 = t;

– p⃗ and v⃗ satisfies P ·
∑

i∈[t](NTT(vi,1)⊗ · · · ⊗ NTT(vi,n′)) = p⃗.

To prove the first two conditions, our actual approach is to convince the
verifier that the opening v⃗ satisfies a stronger relation:

1. Each element vi,j of v⃗ satisfies NTT(vi,j) ∈ {0, 1}ϖ;
2. Each element vi,j of v⃗ satisfies ∥NTT(vi,j)∥1 = 1;
3. For any i1, i2 ∈ [t], with i1 ̸= i2, the vectors NTT(vi,1) ⊗ · · · ⊗ NTT(vi,n′)

and NTT(vj,1)⊗ · · · ⊗ NTT(vj,n′) are different.

We briefly explain that it is sufficient to prove the above conditions. For all
i ∈ [t], define v⃗i = NTT(vi,1) ⊗ · · · ⊗ NTT(vi,n′). Since NTT(vi,j) ∈ {0, 1}ϖ
and ∥NTT(vi,j)∥1 = 1, it follows that v⃗1, · · · , v⃗t ∈ {0, 1}n and have exactly one
1 each. According to the third condition, the vectors v⃗i are distinct. Thus, the
vector v⃗ = v⃗1 + · · ·+ v⃗t satisfies v⃗ ∈ {0, 1}n and ∥v⃗∥1 = t.

We now elaborate on how to prove these conditions. Firstly, the 1st and
2nd conditions can be proved in the same way as in the linear t-out-of-n proof
protocol. For the 3rd condition, since vectors NTT(vi,1) ⊗ · · · ⊗ NTT(vi,n′) ∈
{0, 1}n for any i ∈ [t], a straightforward idea is to prove that

⟨NTT(vi,1)⊗ · · · ⊗ NTT(vi,n′),NTT(vj,1)⊗ · · · ⊗ NTT(vj,n′)⟩ = 0,

for any distinct i, j ∈ [t]. Based on some calculations, this is equivalent to proving
that

∏n′

k=1⟨NTT(vi,k),NTT(vj,k)⟩ = 0 for any distinct i, j ∈ [t]. While this is
indeed a higher-order relationship, we can reduce it to a quadratic relationship
by using the common technique of introducing intermediate commitments. Then,
we can combine the quadratic proof protocol [5] to achieve our goal.

However, this approach would introduce a significant number of intermedi-
ate commitments, which will impact the final proof size. Therefore, we employ a
more clever technique in this paper. We observe that since NTT(vi,j) ∈ {0, 1}ϖ
and ∥NTT(vi,j)∥1 = 1, we have that ⟨NTT(vi1,j),NTT(vi2,j)⟩ = 0 is equiva-
lent to vi1,j ̸= vi2,j , and ⟨NTT(vi1,j),NTT(vi2,j)⟩ = 1 is equivalent to vi1,j =

vi2,j . Thus,
∏n′

j=1⟨NTT(vi1,j),NTT(vi2,j)⟩ = 0 is equivalent to that there ex-
ists j0 ∈ [n′], such that vi1,j0 ̸= vi2,j0 and furthermore, which is equivalent
to

∑n′

j=1⟨NTT(vi1,j),NTT(vi2,j)⟩ < n′. Therefore, to prove the 3rd condition,

we now only need to prove
∑n′

j=1⟨NTT(vi1,j),NTT(vi2,j)⟩ < n′ for any distinct
i1, i2 ∈ [t], which becomes a quadratic relation.
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To prove this, we begin by committing to a vector b⃗, which is the binary
representation of integer n′−

∑n′

j=1⟨NTT(vi1,j),NTT(vi2,j)⟩− 1. We then prove
that b⃗ is indeed non-zero binary vector and

∥
n′∑
j=1

⟨NTT(vi1,j),NTT(vi2,j)⟩+ ⟨⃗b, (1, 2, 22, · · · , 0, · · · , 0)⟩ = n′ − 1.

Next, we adopt the recursive method proposed in [38] to prove the relation P ·∑
i∈[t](NTT(vi,1)⊗· · ·⊗NTT(vi,n′)) = p⃗. Finally, amortization techniques [8,10]

will also be employed to further compress the proof size. Putting everything
together, we can obtain a logarithmic t-out-of-n proof protocol. For more details,
please refer to Section 5.2.

1.3 Paper Organization

The remaining of this paper is organized as follows. Section 2 covers the pre-
liminaries including security assumptions and the used formal TRS model. In
Section 3, we present the GC-TRS construction. And we present the lattice-
based building blocks instantiation in Section 4.1 and Section 4.2, respectively.
In Section 5.1 and Section 5.2, we presented our linear and logarithmic t-out-of-n
proof protocols, respectively. Finally, the LTRS and CTRS schemes are given in
Section 6.1 and Section 6.2, respectively.

2 Preliminaries

2.1 Notation

Let q be an odd modulus, and Zq be the ring of integers modulo q. For a < b
and n ∈ N, we write [a, b] := {a, a + 1, · · · , b} and [n] := [1, · · · , n]. For x ∈ Z,
we define x mod q to be the unique element in the interval [− q−1

2 , q−12 ] that is
congruent to x modulo q. We write lower-case letters with arrows (⃗a, b⃗, etc.) to
denote column vectors with coefficients in Z or Zq and write upper-case letters
(e.g., A,B) for matrices in Z or Zq.

Let d be a power of two,R andRq be the rings Z[X]/(Xd+1) and Zq[X]/(Xd+
1), respectively. R×q denotes for all invertible elements in Rq. Bold lower-case
letters (e.g., a, b) denote elements in R or Rq and bold lower-case letters with
arrows (e.g., a⃗, b⃗) represent column vectors with coefficients in R or Rq. We also
write bold upper-case letters (e.g., A,B) for matrices in R or Rq. For a polyno-
mial denoted as a bold letter, we write its i-th coefficient as the corresponding
regular font letter subscript i, e.g. x0 ∈ Zq is a constant coefficient of x ∈ Rq.

For an element x ∈ Zq, we write |x| to mean |x mod q|. Define the ℓp norms
for x ∈ Rq as ∥x∥p = (|x0|p + · · · + |xd−1|p)1/p and the ℓp norms for x⃗ ∈ Rk

q

as ∥x⃗∥p = (∥x1∥p + · · ·+ ∥xk∥p)1/p. For simplicity, when p = 2, we omit 2 and
write as ∥x⃗∥.
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By default, in this paper all vectors are column vectors, and we write (v⃗∥w⃗)
for the concatenation of v⃗ and w⃗ which is still a column vector. More specifically,
if v⃗ ∈ Zk1 and w⃗ ∈ Zk2 , then (v⃗∥w⃗) is the vector (v⃗T , w⃗T )T ∈ Zk1+k2 , where (·)T
denotes the transpose of the vector.

We write x← S when x ∈ S is sampled uniformly at random from the finite
set S and similarly x ← D when x is sampled according to the distribution D.
We denote the security parameter by λ, say a function f(λ) is negligible if for
every polynomial p(λ) there exists some n0 such that for all n > n0, f(λ) < 1

p(λ) ,
and say a function g(λ) is overwhelming if 1− g(λ) is negligible.

2.2 Security Assumptions

Our scheme is based on two well-known lattice problems, namely MLWE [32] and
MSIS [45] problems, which are defined over the ring Rq.

Definition 1 (MSISκ,m,B). Given A ← Rκ×m
q , the MSIS problem with param-

eters κ,m > 0 and B > 0 asks to find a short non-zero vector z⃗ ∈ Rm such
that Az⃗ = 0 over Rq and 0 < ∥z⃗∥ ≤ B. We say that a PPT adversary A has
advantage ϵ in solving MSISκ,m,B if

Pr[0 < ∥z⃗∥ ≤ B ∧Az⃗ = 0 | A← Rκ×m
q ; z⃗ ← A(A)] ≥ ϵ.

Definition 2 (MLWEm,ι,ϕ). The MLWE problem with parameters ι,m > 0 and
an error distribution ϕ over R asks the adversary A to distinguish between the
following two cases: (1) (A,As⃗ + e⃗) for A ← Rm×ι

q , secret vector s⃗ ← ϕι

and error vector e⃗ ← ϕm; and (2) (A, b⃗) ← Rm×ι × Rm
q . We say that a PPT

adversary A has advantage ϵ in solving MLWEm,ι,ϕ if

|Pr[b = 1 | A← Rm×ι
q ; s⃗← ϕι; e⃗← ϕm; b← A(A,As⃗+ e⃗)]

−Pr[b = 1 | A← Rm×ι
q ; b⃗← Rm

q ; b← A(A, b⃗)]| ≥ ϵ.

In estimating the practical security of these two problems against known
attacks, the parameter m may not be crucial. Therefore, we sometimes omit m
and use the notations MSISκ,B and MLWEι,ϕ. The parameters κ and ι denote
the module ranks for MSIS and MLWE, respectively. Additionally, when ϕ is a
uniform distribution over the set Sη, we simply denote it as MLWEι, η, and when
ϕ is a discrete Gaussian distribution Ddm

σ , we denote it as MLWEι, σ.

2.3 Threshold Ring Signature

We review the definition of the TRS and its game-based security notion which
is based on [28,29].

Definition 3. A (t, n)-TRS scheme is a 4-tuple of PPT algorithms (Setup,KeyGen,
Sign,Verify) that enable a set of signers I ⊂ R sign a message msg with respect
to the ring R, where |I| = t and |R| = n. The syntax is as follows:
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– pp ← Setup(1λ): On input the security parameter λ, it generates public pa-
rameters pp. The public parameters are implicit input to all other algorithms
and will be omitted when clear from the context.

– (pk, sk) ← KeyGen(pp): On input the public parameters pp, it generates a
public key pk and a corresponding secret key sk for a signer.

– Σ ← Sign(msg, S,R): On input a message msg, a set of signer’s secret
keys S, and a set of public keys R, this potentially interactive procedure
outputs a signature Σ.

– b← Verify(msg,R,Σ, t): On input a message msg, a ring R, a signature Σ
and a verification threshold t, this deterministic algorithm outputs a bit b. It
outputs b = 1 if the signature Σ is valid, and b = 0 otherwise.

A secure TRS scheme satisfies correctness, t-unforgeability, and t-anonymity.
Correctness guarantees that a signature generated by sufficiently honest users
will always pass the verification algorithm. t-unforgeability requires that an ad-
versary who has corrupted up to t−1 signers will not be able to generate a valid
signature for threshold t. And t-anonymity says that for any non-signer (includ-
ing non-signers in the ring), it is infeasible to infer from a valid signature which
t honest users contributed to the signature generation. The formal definitions
are as follows.

Definition 4 (Correctness). A TRS scheme has correctness if for any pp ←
Setup(1λ), any pair L = {(pki, ski) ← KeyGen(pp)}qkey

i=1 , any ring R ⊆ L, any
set of signers I ⊆ R with corresponding secret keys set S and |I| = t, and any
message msg, we have

Pr[Verify(msg,R,Σ, t) = 1 | Σ ← Sign(msg, S,R)] ≥ 1− negl(λ).

In order to formally describe t-unforgeability and t-anonymity, we first give
the following two oracles. In the definitions, the adversary may access to these
oracles in arbitrary interleaf during the corresponding experiments.

Corruption Oracle CO(pk). On input a public key pk, the challenger C
first checks whether the public key is generated by himself. If so, C returns the
corresponding secret key sk; otherwise returns ⊥. Then C adds pk to the query
record set QCO, which is initialized as an empty list.

Signing Oracle SO(msg,R, I). In our definition, the signing oracle allows for
multiple signing sessions to be executed concurrently. We follow the approach
in [19], continuously recording a signature query by letting the adversary to
include a serial number (sid) when making the signing query. To produce a
signature, the adversary needs to interact with challenger C and participate in
the signing procedure. Here, we provide a more detailed description of signature
oracles.

On input a message msg, a set of public keys R, a list of signers I ⊂ R, and
a serial number sid, C proceeds as follows:
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– If C is queried with sid for the first time:
1. C checks whether the public keys in I are generated by himself. If not,
C returns ⊥.

2. C decomposes I to I = Icorr⊔Ihon, where Icorr denotes corrupted signers
and Ihon denotes honest signers and ⊔ represents the disjoint union.

3. C adds (msg,R, I) to the query record set QSO, which is initialized as
an empty list.

4. C generates the 1st round signature message of the users in Ihon and
sends it to A, this message is the oracle reply.

5. C generate a state st = 1 (to record the state of this signature query).
– If sid has queried before:

1. C looks at the state st to determine which step the query has reached.
If st = ⊥, C halts with output ⊥.

2. C checks whether it has received the st-th round of messages from the
users in Icorr via adversary A. If not, C halts with output ⊥.

3. C calculates the st+ 1-th round of messages and sends them to A.
4. If this is the final round of the signing procedure, C sets st = ⊥, other-

wise, it sets st = st+ 1.

Definition 5 (t-unforgeability). A (t, n)-TRS scheme satisfies t-unforgeability
w.r.t. insider corruption if for any polynomial time adversary A, we have

Pr


Verify(msg∗, R∗, Σ∗, t) = 1
∧R∗ ⊂ L ∧ |QCO ∩R∗| < t
∧(msg∗, R∗, ·) /∈ QSO

pp← Setup(1λ),
for i ∈ [1, qkey] :
(pki, ski)← KeyGen(pp),
L = {pki}

qkey

i=1 ,
(msg∗, R∗, Σ∗)← AO(pp, L)

 ≤ negl(λ),

where O = (CO,SO).

Definition 6 (t-anonymity). A (t, n)-TRS scheme satisfies t-anonymity w.r.t.
adversarial keys if for any polynomial time adversary A = (A1,A2), we have

Pr


b = b′∧
|I0| = |I1| = t∧
I0 ∪ I1 ⊆ R∗∧
(I0 ∪ I1) ∩QCO = ∅

pp← Setup(1λ),
for i ∈ [1, qkey] :
(pki, ski)← KeyGen(pp),
L = {pki}

qkey

i=1 ,
(msg∗, R∗, I0, I1, st)← AO1 (pp, L)
b← {0, 1}
Σ∗ ← Sign(msg∗, Sb, R

∗)
b′ ← AO2 (st,Σ∗)


≤ 1

2
+ negl(λ),

where O = (CO,SO), st is the state of A and Sb denotes the secret keys set
of Ib.
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2.4 Cyclotomic Rings

Let ϖ, d be a power of two with ϖ ≤ d, q − 1 ≡ 2ϖ (mod 4ϖ), and let us fix
a primitive 2ϖ-th root of unity ζ in Zq. Then, the polynomial Xd + 1 factors
into ϖ irreducible polynomials in Zq, i.e., Xd+1 ≡

∏ϖ−1
i=0 (X

d
ϖ − ζ2i+1) mod q.

By Chinese remainder theorem, we obtain Rq
∼= R(0)

q × · · · × R(ϖ−1)
q for Ri

q =

Zq[X]/(X
d
ϖ − ζ2i+1) (see Theorem 2.3 of [39]).

Let Mq := {p ∈ Zq[X] : deg(p) < d/ϖ} be the Zq-module of polynomials
of degree less than d/ϖ. Following [23, 38], we define the Number Theoretic
Transform (NTT) of a polynomial p ∈ Rq as follows:

NTT(p) :=
[
p̂0∥ · · · ∥p̂ϖ−1

]
∈Mϖ

q where NTT(p)i = p̂i = p mod (X
d
ϖ −ζ2i+1).

We expand the definition of NTT to vectors of polynomials p⃗ ∈ Rk
q , where the

NTT operation applies to each coefficient of p⃗, resulting in a vector inMkϖ
q . We

also define the inverse NTT operation. Namely, for a vector v⃗ ∈Mϖ
q , NTT−1(v⃗)

is the polynomial p ∈ Rq such that NTT(p) = v⃗.
Let v⃗ = (v0, · · · , vϖ−1), w⃗ = (w0, · · · , wϖ−1) ∈Mϖ

q . We define the component-
wise product v⃗ ◦ w⃗ to be the vector u⃗ = (u0, · · · , uϖ−1) ∈ Mϖ

q such that
uj = vjwj mod (Xd/ϖ − ζ2i+1) for j ∈ Zϖ. By definition, we have the fol-
lowing property of the inverse NTT operation:

NTT−1(v⃗) · NTT−1(w⃗) = NTT−1(v⃗ ◦ w⃗).

Similarly, we define the inner product8 over Mq:

⟨v⃗, w⃗⟩ =
ϖ−1∑
i=0

(viwi mod (Xd/ϖ − ζ2i+1)).

We generalize this operations to work for vectors v⃗ = (v⃗1∥ · · · ∥v⃗k) and w⃗ =
(w⃗1∥ · · · ∥w⃗k) ∈ Mkϖ

q of length being a multiple of ϖ in the usual way. In
particular, ⟨v⃗, w⃗⟩ =

∑k
i=1⟨v⃗i, w⃗i⟩.

Eventually, for a matrix A ∈ Mn×kϖ
q with rows a⃗1, · · · , a⃗n ∈ Mkϖ

q and a
vector v⃗ ∈Mkϖ

q , we define the matrix-vector operation:

Av⃗ =
(
⟨⃗a1, v⃗⟩∥ · · · ∥⟨⃗an, v⃗⟩

)
∈Mn

q .

We also need the following lemmas, which will be used later.
Lemma 1 (Lemma 2.1 [38]). Let n, k ∈ N, for any A ∈Mnϖ×kϖ

q , v⃗ ∈Mnϖ
q

and s⃗ ∈ Zkϖ
q , we have ⟨As⃗, v⃗⟩ = ⟨s⃗, AT v⃗⟩.

Lemma 2 (Lemma 2.1 [23]). Let p = p0 + p1X + · · ·+ pd−1X
d−1 ∈ Rq, then

we have
1

ϖ

ϖ−1∑
i=0

NTT(p)i =

d/ϖ−1∑
i=0

piX
i.

8 Note that this operation is not an inner product in the strictly mathematical sense.
However, it has symmetry and distributive law which are characteristic of an inner
product. We refer the reader to [38] for a further discussion.
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2.5 Probability Distributions

We write Sη to denote the set of polynomials in R with infinity norm at most
η ∈ Z+. We define D(Sc) : S1 7→ [0, 1] to be the probability distribution on S1
such that the coefficients of a challenge c← D(Sc) are independently identically
distributed with Pr[0] = 1/2 and Pr[1] = Pr[−1] = 1/4.

Consider the coefficients of the polynomial c mod (Xd/ϖ − ζ2i+1) for c ←
D(Sc). Then, all coefficients follow the same distribution over Zq. We write Y
for the random variable over Zq that follows this distribution. Following [5], we
can give an upper bound on the maximum probability of Y .

Lemma 3 (Lemma 3.2 in [5]). Let the random variable Y over Zq be defined
as above. Then for all x ∈ Zq, we have

Pr[Y = x] ≤ 1

q
+

2ϖ

q

ϖ−1∑
j=0

ϖ−1∏
i=0

∣∣∣∣12 +
1

2
cos(2π(2j + 1)yζi/q)

∣∣∣∣ .
In particular, by numerical computing, we obtain that for d = 128, the max-

imum probability for each coefficient of c mod (Xd/ϖ − ζ2i+1) is around q−1.
Thus, the polynomial c ← D(Sc) is invertible in Rq with overwhelming proba-
bility as long as parameters q, d,ϖ are selected so that q−d/ϖ is negligible.

Gaussian distribution. We now define the discrete Gaussian distribution as
follows.

Definition 7. The discrete Gaussian distribution on Rk centered around 0 with
standard deviation σ is given by

Ddk
σ (z⃗) =

e−∥z⃗∥
2/2σ2∑

y⃗∈Rk e−∥y⃗∥
2/2σ2 .

In our instantiation, we need to deal with the sum of independent vectors
from a discrete Gaussian distribution and the tail bound of the discrete Gaussian
distribution. Therefore, let us recall the following useful lemmas.

Lemma 4 (Lemma 9 in [24], Theorem 3.3 in [42]). Let y⃗1, · · · , y⃗t be
independent vectors with distribution Ddk

σ . If we have σ ≥ η(Zdk)/
√
π for the

smoothing parameter η(Zdk) of Zdk, then the distribution of y⃗ = y⃗1 + · · · + y⃗t

is statistically close to Ddk
σ
√
t
. In particular, if we have dk ≤ 245 and σ ≥ 11/π,

then the statistical distance between the distribution of y⃗ = y⃗1 + · · · + y⃗t and
Ddk

σ
√
t
is at most 2−128.

Lemma 5 (Lemma 1.5 in [7]). Let z⃗ be a vector with distribution Ddk
σ , then

we have
Pr[∥z⃗∥ > σ

√
2dk] < 2−0.11·dk.
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Algorithm 1 Rej(z⃗, v⃗, σ):
1: u← [0, 1)

2: If u > 1
M
· exp(−2⟨z⃗,v⃗⟩+∥v⃗∥2

2σ2 ), then return 0
3: Else return 1

Rejection Sampling. In our lattice-based instantiation, in order to make the
prover’s response independent of the secret information, we will use the rejection
sampling technique from [15,36].

Lemma 6 (Lemma 2.4 in [15]). Let V ⊂ Rk be a set of polynomials with
norm at most T and ψ : V 7→ [0, 1] be a probability distribution. Let M be the
repetition rate parameter and σ be the standard deviation of discrete Gaussian

distribution with M ≥ e
24σT+T2

2σ2 . Now, sample v⃗ ← ψ and y⃗ ← Dkd
σ , set z⃗ =

y⃗ + v⃗, and run b ← Rej(z⃗, v⃗, σ) as defined in Alg.1. Then, the probability that
b = 1 occurs is at least (1−2−100)/M , and conditioned on the output being 1, the
statistical distance between distribution of (v⃗, z⃗) and ψ×Dkd

σ is at most 2−100/M .

Trapdoor and Preimage Sampling. The following lemma demonstrates the
properties of a lattice trapdoor and efficient preimage sampling algorithm. In
pursuit of efficiency, we use the computational version of the trapdoor over the
ring Rq. The parameters in the lemma were selected based on the parameters
selected in [12].

Lemma 7 (Adapted from [41, Theorem 5.1]). There exists PPT algorithms
TrapGen and SampleD satisfying the following:

1. TrapGen(k, l, σ) takes integers k and l as well as parameter σ as inputs,
and outputs a matrix Ā = [A|I] ∈ Rk×m

q and a trapdoor T , such that
the distribution of A is computationally indistinguishable from the uniform
distribution under the MLWEl,σ assumption, where m = l + k · ⌈log q⌉+ k.

2. Let (Ā,T ) be the outputs of TrapGen(k, l, σ), then for any u⃗ ∈ Rk
q , there ex-

ists a randomized algorithm SampleD(Ā,T , u⃗) that outputs a random vector
s⃗ ∈ Rm

q such that Ās⃗ = u⃗, and the following two are statistically indistin-
guishable:

{(u⃗, s⃗) | u⃗← Rk
q , s⃗← SampleD(Ā,T , u⃗)}

and
{(u⃗, s⃗) | s⃗← Ddm

σ′ , u⃗ = Ās⃗},

where σ′ =
√

5
2π · σ

2 · (
√

(k + l)d+
√
kd · ⌈log q⌉+

√
λ).

3 A Generic Threshold Ring Signature Construction

In this section, we will construct a generic TRS scheme, called GC-TRS, using
a homomorphic canonical identification scheme, a trapdoor homomorphic com-
mitment scheme, and a t-out-of-n proof protocol. Before we dive into the con-
struction of our GC-TRS scheme, it is important to first understand the building
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blocks that we will be using. In the following subsection, we will provide defini-
tions for each of these building blocks, along with their corresponding security
properties.

3.1 Building Blocks

Let us begin by discussing the homomorphic canonical identification scheme.

Homomorphic canonical identification scheme. The canonical identifica-
tion scheme [1] is a three-move public-key identification protocol. The protocol
is executed between a prover and a verifier, with the prover holding a secret key
sk and the verifier having access to a public key pk. The framework present in
Alg.2, which is based on previous work by [2,51]. To make the scheme compatible
with lattice-based constructions, we introduce a flag in the Setup. By default,
the flag is set to False. However, if the scheme needs to perform an additional
verification in the Proof-II, the flag is set to True. In some lattice-based schemes,
such as [22], this additional check is used for rejection sampling [35,36] to ensure
the security of the scheme. It is important to note that the symbol ⊥ is a special
value that indicates failure and is not included in the set of valid responses Sz.

Algorithm 2 Canonical Identification Scheme

Setup(1λ):
1: Set flag and pp
2: return (pp, flag)

KeyGen(pp):
1: return (pk, sk)

Proof-I(sk):
1: y ← D(Sy)
2: w = A(sk; y)
3: return (w, y)

Challenge():
1: return c← D(Sc)

Proof-II(sk, y, c):
1: z = Z(sk, y, c)
2: If flag = True, run extra verification

on (y, c, z) and set z = ⊥ if failed
3: return z

Verify(pk, z, c, w):
1: Check if z ∈ Sz and w = V(pk, c, z)
2: If failed return 0, otherwise return 1

The homomorphic canonical identification scheme is a canonical identification
scheme that possesses homomorphic and linear properties. We now define what
the definition of these properties are.

Definition 8 (Additive homomorphism). A canonical identification scheme
is said to be additive homomorphism if the function V(·) is additive homomor-
phism:

V(pk1, c, z1) + V(pk2, c, z2) = V(pk1 + pk2, c, z1 + z2).

In the discrete logarithm (DL-setting), the operation between public keys
should be multiplication, while in the lattice-setting, the operation is addition.
For simplicity, we represent both settings using addition.
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Definition 9 (Linear property). A canonical identification scheme is said to
have linear property if the function V(·) can be expressed as:

V(pk, c, z) = V1(c, z) · pk + V2(c, z).

We also define t-correctness for the homomorphic canonical identification
scheme, which is a generalization of the standard notion of correctness.

Definition 10 (Correctness). A homomorphic canonical identification scheme
is said to have t-correctness with error δ if the following holds:

– Let {(pki, ski)}li=1 ← KeyGen(pp) with l ∈ [t], if for all (wi, yi)← Proof-I(ski),
c← D(Sc), and zi ← Proof-II(ski, yi, c) with zi ̸= ⊥, we have

Pr[Verify(
∑
i∈[l]

pki,
∑
i∈[l]

zi, c,
∑
i∈[l]

wi) = 1] ≥ 1− negl(λ).

– The probability that an honestly generated transcript (w, c, z) contains z = ⊥
is bounded by δ, i.e., for all (pk, sk)← KeyGen(pp), all (w, y)← Proof-I(sk),
all c← D(Sc) and all z ← Proof-II(sk, y, c), we have Pr[z = ⊥] ≤ δ.

We now define a new security notion for the homomorphic canonical identi-
fication scheme called “secure against t− 1 corruption attack ”. This notion can
be seen as a generalized version of special soundness in the multi-user model.
Specifically, even if the adversary corrupts t − 1 users and gains knowledge of
their secret keys, they cannot produce two valid transcripts with the same w
given an aggregated public key pk =

∑t
i=1 pki.

Definition 11 (Secure against t − 1 corruption attack). A homomorphic
canonical identification scheme is secure against t − 1 corruption attack, if for
any PPT A, any integer qkey polynomial in λ, we have the formula holds:

Pr


I∗ ⊂ L, |I∗| = t
∧|I∗ ∩QCO| ≤ t− 1
∧pk =

∑
pki∈I∗ pki

∧Verify(pk, z, c, w∗) = 1
∧Verify(pk, z′, c′, w∗) = 1
∧c ̸= c′, c, c′ ∈ Sc

pp← Setup(1λ),
for i ∈ [1, qkey] :
(pki, ski)← KeyGen(pp),
L = {pki}

qkey

i=1 ,
(z, c, z′, c′, w∗, I∗)← ACO(pp, L)

 ≤ negl(λ),

where the oracle given to A is defined as: the corruption oracle CO(i) on input
an index i, outputs corresponding secret key ski and the set QCO is the corrupted
users queried in CO.

In addition to satisfying the above security requirements, a homomorphic
canonical identification scheme also must satisfies the property of honest-verifier
zero-knowledge.
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Definition 12 (Strong honest-verifier zero-knowledge). A canonical iden-
tification scheme is said to be strong honest-verifier zero-knowledge (SHVZK) if
there exists a distribution D(Sz), such that the distribution (w, c, z) which takes
public key pk and c ← D(Sc) as inputs, samples z ← D(Sz) and then com-
putes w = V(pk, c, z) is indistinguishable from an accepting protocol transcript
generated by a real protocol run.

It is worth noting that many standard identification schemes, such as the
Schnorr identification scheme [48], meet these requirements. Furthermore, in Sec-
tion 4.1, we will show that the well-known lattice-based identification scheme [36]
can also satisfy these properties with appropriate adjustments to its parameters.

Trapdoor homomorphic commitment scheme. We now formally define
the trapdoor homomorphic commitment scheme based on the definition in [19].

Definition 13. A trapdoor homomorphic commitment scheme consists of the
following algorithms:

– pp ← Setup(1λ) : On input the security parameter λ, the setup algorithm
outputs a public parameter pp and defines sets Sck, Smsg, Sr, Std and the
distribution D(Sr) from which the randomness is sampled.

– ck ← Gen(pp) : On input the public parameters pp, the key generation algo-
rithm samples a commitment key ck from the commitment key set Sck.

– com ← Commitck(msg; r): On input a commitment key ck, a message msg
and a random string r ∈ Sr as input, the committing algorithm generates a
commitment com, where the randomness is sampled according to the distri-
bution D(Sr).

– b← Openck(com, r,msg) : On input a commitment key ck, a message msg,
a random string r, and a commitment com as input, the opening algorithm
outputs a bit b. If com = Commitck(msg; r) and r ∈ Sr holds, it will out-
put b = 1, and otherwise output b = 0.

– (tck, td) ← TGen(pp) : On input the public parameters pp, the trapdoor key
generation algorithm generates a commitment key tck ∈ Sck and a corre-
sponding trapdoor td ∈ Std.

– com ← TCommittck(td) : On input a commitment key tck and its corre-
sponding trapdoor td, the trapdoor committing algorithm outputs a commit-
ment com.

– r ← Eqvtck(td, com,msg) : On input a commitment key tck, its correspond-
ing trapdoor td, a commitment com and a message msg, the equivocation
algorithm outputs a random string r ∈ Sr.

In this paper, we require the trapdoor homomorphic commitment scheme to
satisfy correctness, hiding, binding, message homomorphism, additive homomor-
phism, equivocability, and uniform key.

Definition 14 (Message homomorphism). A commitment scheme is said
to have message homomorphism if for any ck ← Gen(pp), any valid transcript
(com, r,msg) (i.e. Openck(com, r,msg) = 1) and any message msg′ ∈ Smsg, we
have Openck(com+msg′, r,msg +msg′) = 1.
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Definition 15 (Additive homomorphism). A commitment scheme is said
to have t-additive homomorphism if for any l ∈ [t], any messages {msgi}i∈[l] ∈
Smsg, we have:

Pr

Openck


∑
i∈[l] comi,∑
i∈[l] ri,∑
i∈[l]msgi

 = 1

pp← Setup(1λ),
ck ← Gen(pp),
for all i ∈ [l] : ri ← D(Sr),
comi ← Commitck(msgi; ri)

 ≥ 1− negl(λ).

Definition 16 (Equivocability). A trapdoor commitment scheme is said to
provide equivocability, if for any pp← Setup(1λ), any adversary A, we have∣∣∣∣Pr [b = 1

ck ← Gen(pp)
b← A(ck,O0)

]
− Pr

[
b = 1

(tck, td)← TGen(pp)
b← A(tck,O1)

] ∣∣∣∣ ≤ negl(λ),

where the oracles given to A are defined as:

– O0(msg): sample r ← D(Sr), compute com← Commitck(msg; r) and return
(com, r,msg);

– O1(msg): compute com ← TCommittck(td), r ← Eqvtck(td, com,msg) and
return (com, r,msg).

Remark 1. It can be inferred from the property of equivocability that the tck
generated by the TGen algorithm can also function as a regular commitment
key, which satisfies correctness and all the properties that we have defined in
this subsection.

In our TRS scheme, a commitment com can be the sum of t commitments.
Therefore, we require that the resulting commitment com also satisfies hiding
properties. We call this property t-hiding and provide the definition as follows.

Definition 17 (t-hiding). A commitment scheme is said to have t-hiding if
for any l ∈ [t] and any adversary A = (A1,A2), we have

Pr

 b = b′

pp← Setup(1λ), ck ← Gen(pp),
({msg0i }i∈[l], {msg1i }i∈[l], st)← A1(ck, pp),
b← {0, 1}, for all i ∈ [l] : ri ← D(Sr),
comi ← Commitck(msg

b
i ; ri),

com =
∑

i∈[l] comi, b
′ ← A2(st, com)

 ≤ 1

2
+ negl(λ),

where st is the state of A.

Note that, for a trapdoor homomorphic commitment scheme, equivocability
implies t-hiding. Specifically, we have the following lemma.

Lemma 8. Assuming the trapdoor homomorphic commitment scheme has equiv-
ocability property, then it also satisfies t-hiding property.
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Proof. Assuming A is a PPT adversary breaking the t-hiding game, we aim to
construct an algorithm B to break the equivocability game. Suppose B is given
a commitment key ck and an oracle O from its challenger C9. B then gives ck to
A.

Challenge Stage. A1 gives B two sets of messages {msg0i }i∈[l] and {msg1i }i∈[l].
Then, B samples a uniform bit b and uses its own oracleO on messages {msgbi }i∈[l]
respectively, obtaining commitments {comi}i∈[l]. Then B sets com =

∑
i∈[l] comi

and return com to A. Finally, A2 outputs a bit b′ to B. If b = b′, B returns 1 to
C; otherwise, B returns 0 to C.

Probability Analysis. Assuming ϵ is the probability of A successfully guess-
ing the challenge bit b. We now compute the advantage of B in attacking the
equivocability game. If ck is generated by Gen, then B perfectly simulates the
real t-hiding game. Thus, in this case, the probability that A can successfully
guess the challenge bit b is 1

2 + ϵ. On the other hand, when ck is generated by
TGen, the generation process of {comi}i∈[l] is completely irrelevant to the input
{msgbi }i∈[l] by the definition of the oracle O. Thus, in this case, the probability
that the output of A is correct is exactly 1

2 . Hence, B also has an advantage of ϵ
in attacking the equivocability game. As a result, we can break the equivocability
of the trapdoor homomorphic commitment scheme, which is contradictory. ⊓⊔

In order to be compatible with lattice-based constructions, we introduce a
new binding concept that is at least as strong as the standard one. We call it
binding for weak opening. The reason for this is that efficient lattice-based zero-
knowledge proofs usually do not satisfy the standard soundness definition [31].
This is due to the so-called “knowledge gap” [24,36], which is an unavoidable phe-
nomenon in efficient lattice-based zero-knowledge proofs. Specifically, in lattice-
based proofs, the knowledge extractor can only recover an “approximate” witness
for a relaxed relation. To ensure that the message is binding in this case, we need
to use the generalized binding property.

Definition 18 (Weak opening). Let Sfac be a relaxed factor set and S′r be
a relaxed randomness set with Sr ⊆ S′r. For any ck ← Gen(pp), let com be a
commitment, we call (τ, r,msg) a weak opening for com, if it satisfies τ ∈ Sfac,
τr ∈ S′r and com = Commitck(msg; r).

The set of relaxed factors consists of elements that accommodate the extent
of relaxation that is allowed in a weak opening. Given a randomness set Sr, the
relaxed randomness set S′r of Sr is defined as a superset of the randomness set
Sr. For example, the relaxed set can be the same as the randomness set Sr for
the discrete logarithm setting and the relaxed set could be strictly larger for the
lattice case.

Definition 19 (Binding for weak opening). A commitment scheme is said
to be binding for weak opening with respect to Sfac, S

′
r, if for any PPT adversary

9 The commitment key ck is randomly generated by either the Gen or TGen algorithm.



22 H. Lin et al.

A, we have

Pr


msg ̸= msg′

∧τ, τ ′ ∈ Sfac

∧τr, τ ′r′ ∈ S′r
∧com = Commitck(msg; r)
∧com = Commitck(msg

′; r′)

pp← Setup(1λ),
ck ← Gen(pp),(
com, (τ, r,msg),
(τ ′, r′,msg′)

)
← A(ck)

 ≤ negl(λ).

Remark 2. For some standard settings, such as the DL setting, zero-knowledge
proofs do not suffer from the “knowledge gap” issue, meaning that the knowledge
extractor can recover an “exact” witness, and the standard binding is sufficient.
Fortunately, when we set Sfac = {1} and S′r = Sr, our definition of binding for
weak opening is exactly the same as the standard binding. Thus, our definition
is compatible with other settings, including the DL setting.

Definition 20 (Correctness). A commitment scheme has correctness if for
any msg ∈ Smsg, we have

Pr

Openck(com, r,msg) = 1

pp← Setup(1λ),
ck ← Gen(pp),
r ← D(Sr),
com← Commitck(msg; r)

 ≥ 1− negl(λ).

Remark 3. The definition of additive homomorphism in Definition 15 already
includes correctness. Specifically, when l = 1, it aligns with the definition of
correctness presented here. Nevertheless, to ensure completeness, we also provide
an independent definition of correctness.

Definition 21 (Uniform key). A commitment scheme is said to have uni-
form key if the output of Gen(pp) follows the uniform distribution over the key
space Sck.

It is worth noting that the equivocable commitment scheme presented in [6]
meet these requirements. In Section 4.2, we will demonstrate that the lattice-
based trapdoor commitment scheme proposed by Damgård et al. [19] also satis-
fies the required properties with appropriate adjustments to its parameters.

t-out-of-n proof protocol. A t-out-of-n proof protocol is a special type of
Sigma-protocol that is used to prove that a commitment com opens to a partial
sum of a publicly known set P . Specifically, given a commitment com and a
public set P = (p1, · · · , pn) with n elements, a t-out-of-n proof protocol can
demonstrate that there exists a binary vector v⃗ ∈ {0, 1}n such that com is the
commitment of P v⃗ =

∑n
i=1 pivi, where the Hamming weight of v⃗ is exactly t.

We present the definition of a Sigma-protocol based on [11, 25]. A Sigma-
protocol is a type of zero-knowledge proof between two parties: the prover and
the verifier. A language L ⊂ {0, 1}∗ has a witness relationship R ⊂ {0, 1}∗ ×
{0, 1}∗ if x ∈ L if and only if there exists w ∈ {0, 1}∗ such that (x,w) ∈ R. We
refer to x as a statement and w as a witness for x.
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Definition 22 (Sigma-protocol). Let (P,V) be a two-party protocol, and L,L′
be languages with witness relations R,R′ with R ⊂ R′. Then, (P,V) is called
a Sigma-protocol for R,R′ with a challenge set C, public input x and private
input w, if it satisfies the following conditions:

Three-move form: The protocol has the following form: on input (x,w), P
computes initial commitment ω and sends it to V; on input ω, V draws a
challenge c ← C and sends it to P; the prover sends a response z to V; the
verifier accepts or rejects depending on the transcript (ω, c, z). The transcript
(ω, c, z) is called accepting if the verifier accepts the protocol run.

Completeness: Whenever (x,w) ∈ R, the honest verifier accepts with probabil-
ity at least 1−δ when interacting with an honest prover. We call the protocol
has a completeness with error δ.

k-special soundness: There exists a PPT algorithm E (called the extractor)
which takes k accepting transcripts (ω, c1, z1), (ω, c2, z2), · · · , (ω, ck, zk) as
inputs. Here, c1, c2, · · · ck are pairwise distinct. The algorithm outputs w′
satisfying (x,w′) ∈ R′. We call this procedure witness extraction, and say
that the protocol has k-special soundness.

Special honest-verifier zero-knowledge: There exists a PPT algorithm S
(called the simulator) that takes x ∈ L and c ∈ C as inputs, and outputs
(ω, z) such that (ω, c, z) is indistinguishable from an accepting transcript
generated by a real protocol run.

The t-out-of-n proof protocol is clearly associated with the underlying com-
mitment scheme being used. In order to make it compatible with lattice-based
schemes, we define two relations R and R′ for the t-out-of-n proof. However, in
some settings such as the DL setting, these two relations R and R′ are identical.

Definition 23. Let S′r and Sfac be the sets used in Definition 18, t, n be positive
numbers, we define the following relation:

R = {(P, t, ck, com), (v⃗, r) | v⃗ ∈ {0, 1}n∧∥v⃗∥1 = t∧ Openck(com, r, (P v⃗, v⃗)) = 1},

where the statement is (P, t, ck, com) and the witness is (v⃗, r);
And we give the following relaxed relation:

R′ =

{
(P, t, ck, com), (v⃗, r, τ)

v⃗ ∈ {0, 1}n ∧ ∥v⃗∥1 = t ∧ τ ∈ Sfac ∧ τr ∈ S′r
∧ com = Commitck((P v⃗, v⃗); r)

}
,

where the statement is (P, t, ck, com) and the relaxed witness is (v⃗, r, τ).

Remark 4. The conditions on the randomness in the relations R and R′ play
a crucial role in the lattice-based setting, which is one of the main differences
between a lattice-based protocol and its DL setting counterpart. Without these
conditions, it may not be possible to establish the security of the efficient protocol
using the lattice problem.
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We present the framework of the t-out-of-n proof in Alg.3. Specifically, the
proof process TN.P = (TN.P1,TN.P2) is split into two functions. Let x =
(P, t, ck, com) be the statement. Function TN.P1 takes input (x, (v⃗, r)) and re-
turns a ω and a state st. Then, the verifier samples a challenge c from the
distribution D(CSet) over the set CSet. Finally, function TN.P2 takes input
(x, (v⃗, r), st, c) and returns a response z ∈ ZSet. In the verification stage, the
deterministic function Ver takes (x, ω, c, z) as input and outputs a decision, ei-
ther 1 (acceptance) or 0 (rejection). We also add an extra check to support
lattice-based constructions.

Algorithm 3 t-out-of-n proof

Prove Stage:
1: Set flag
2: (ω, st)← TN.P1(x, (v⃗, r))
3: c← D(CSet)
4: z ← TN.P2(x, (v⃗, r), st, c)
5: If flag = True, run extra verification,

and set z = ⊥ if failed

Verify Stage:
1: Check if z ∈ ZSet
2: Check if Ver(x, ω, c, z) = 1
3: If failed return 0, otherwise return 1

A secure t-out-of-n proof protocol should provide completeness and k-special
soundness presented above. Besides, we also require t-out-of-n proof protocol
satisfies one-time zero-knowledge defined as follows. This property guarantees
that if an honest prover computes only one proof for any statement, then it is
zero-knowledge.

Definition 24 (One-time Zero-knowledge). There exists a PPT algorithm
S (called the simulator) that takes x ∈ L and c ∈ C as inputs, and outputs (ω, z)
such that (ω, c, z) is indistinguishable from an accepting transcript generated by
a real protocol run.

Remark 5. We only require the protocol to satisfy one-time zero-knowledge is
because it is sufficient for the security requirement in our TRS as we only use
the commitment scheme in an auxiliary way to assist in proving that the value
we concerned about satisfies certain relations. Hence the statement never needs
to be reused. Furthermore, this relaxed security requirement allows us to reuse
‘r’ as randomness when we need to compute intermediate commitments in the
t-out-of-n proof protocol, thereby reducing the proof size.

In Section 5.1, we will propose a linear lattice-based t-out-of-n proof proto-
col. And in Section 5.2, we present a logarithmic lattice-based t-out-of-n proof
protocol.
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3.2 Generic Construction

Now we describe a generic construction for the TRS. Let HI denote a homo-
morphic canonical identification scheme, THC denote a trapdoor homomorphic
commitment scheme and TN denote a t-out-of-n proof protocol. In the construc-
tion we apply the Fiat-Shamir [26] transformation to both HI and TN to convert
them into a non-interactive form. We let R = {pk1, · · · , pkn} denote a set of
public keys and I ⊂ [n] denote the indicator set of signers. Let v⃗ ∈ {0, 1}n be
the indicator vector of I. More precisely, v⃗ =

∑
i∈I e⃗i, where e⃗i ∈ {0, 1}n has

exactly one 1 in the i-th coefficient.
Our generic construction (GC-TRS) is described in Alg.4. First, we use the

homomorphic property of the canonical identification scheme to compress and
generate an aggregate signature. To enable the verifier to check the signature
without knowing the public keys related to the aggregation signature, the signers
generate a t-out-of-n proof. In the verify phase, the verifier only needs to check
the validity of t-out-of-n proof. Unlike in previous works such as [13] and [29],
our construction has no leader, and all signers share the same role. Therefore,
we only describe the behavior of the i-th signer. As our Sign algorithm is a two-
round interaction protocol, we divide it into three stages for readability. We also
require three random oracles, denoted as H0, H1, H2. Specifically, the output of
H0 is an element in Sck, and the outputs of H1 and H2 follow the distributions
D(Sc) and D(CSet), respectively.

Remark 6. Strictly speaking, the parameters output by the Setup algorithm also
depends on the values of t and n. For simplicity, we have omitted them here. The
Setup algorithm must be executed honestly and not controlled by an adversary.
This can be achieved by using a trusted third party or secure multi-party com-
putation, which depend on specific scenarios and instantiations. And this issue
is outside the scope of this paper.

Remark 7. In some constructions (including our later instantiation), flag is set
to be True. At this time, the scheme has a probability of aborting. Fortunately,
our scheme is suited for parallel executions. Thus, one can alternatively run
sufficiently many parallel executions of the scheme at once to obtain a valid
signature.

More specially, in each single execution of our signature protocol, each signer
needs to send a commitment com in the 1st round and a pair of message (z, r)
in the 2nd round, where the asymptotic size of these transcripts is O(t log(n))
in CTRS. The number of repetitions (denoted by τ , which is around 20 in our
instantiation) is then required to guarantee the generation of a valid signature.
Consequently, the transcript complexity is O(τt log(n)) and round complexity is
O(2τ). Under parallelism, the communication complexity will remain the same
but round complexity reduces to 2 (as repetition is not needed).
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Algorithm 4 Generic Construction (GC-TRS)

Setup(1λ):
1: Set flag
2: pp1 ← HI.Setup(1λ)
3: pp2 ← THC.Setup(1λ)
4: Define H0, H1, H2

5: return (flag, pp1, pp2, H0, H1, H2)

KeyGen(pp):
1: (pk, sk)← HI.KeyGen(pp1)
2: return (pk, sk)

Sign(msg,R = {pk1, · · · , pkn}, I, ski):
Phase 1:
1: yi ← D(Sy), wi = HI.A(ski; yi)
2: ck ← H0(msg,R), ri ← D(Sr)
3: comi = THC.Commitck((wi, e⃗i); ri)
4: Send comi to other signers
Phase 2: After receiving all signers’ com-
mitments, do:
5: com =

∑
i∈I comi, c1 = H1(ck, com)

6: zi = HI.Z(ski, yi, c1)
7: If flag = True, run extra verification

on (yi, c1, zi) and set zi = ⊥ if failed
8: Send (zi, ri) to other signers

Phase 3: After receiving all signers’ mes-
sage, do:
9: If exists j ∈ I and zj /∈ Sz, abort

10: z =
∑

i∈I zi, r =
∑

i∈I ri
11: P = HI.V1(c1, z)R
12: com′ = com− (HI.V2(c1, z), 0)
13: x = (P, t, ck, com′)
14: (ω, st)← TN.P1(x, (v⃗, r))
15: c2 = H2(x, ω)
16: z′ ← TN.P2(x, (v⃗, r), st, c2)
17: If flag = True, run extra verification,

and set z′ = ⊥ if failed
18: return Σ = (com, z, ω, z′)

Verify(msg,R = {pk1, · · · , pkn}, Σ, t):
1: Parse Σ = (com, z, ω, z′)
2: ck ← H0(msg,R), c1 = H1(ck, com)
3: P = HI.V1(c1, z)R
4: com′ = com− (HI.V2(c1, z), 0)
5: x = (P, t, ck, com′), c2 = H2(x, ω)
6: Check if TN.Ver(x, ω, c2, z′) = 1
7: Check if z ∈ Sz, z′ ∈ ZSet
8: If failed return 0, otherwise return 1

3.3 Security

We present the correctness, unforgeability and anonymity claims for GC-TRS.
Note, we just give the security proof of GC-TRS in the ROM. We leave for future
work a tighter security proof, as well as a proof in the QROM.

Theorem 1 (Correctness). Suppose HI scheme has t-correctness with error δ1
and linear properties, THC scheme has t-additive homomorphism and message
homomorphism properties, and TN protocol has completeness with error δ2 prop-
erty, then our GC-TRS provides correctness. On average, the construction needs
to be repeated 1

(1−δ1)t(1−δ2) times to generate a valid signature.

Proof. Assuming the public key listR = {pk1, · · · , pkn} are generated by KeyGen,
the signature Σ = (com, z, ω, z′) is generated by the honest signers in I. We now
show it holds Verify(msg,R,Σ, t) = 1. First, by t-additive homomorphism prop-
erty of THC, except for negligible probability we have

THC.Openck(com, r, (
∑
i∈I

wi, v⃗)) = 1.
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And by t-correctness and linear property of HI, we have∑
i∈I

wi = HI.V1(c1, z)
∑
i∈I

pki + HI.V2(c1, z).

Then, by message homomorphism property of THC, it holds

THC.Openck(com
′, r, (HI.V1(c1, z) ·

∑
i∈I

pki, v⃗)) = 1,

where com′ = com − (HI.V2(c1, z), 0). Let v⃗ be the indicator vector of I and
P = HI.V1(c1, z)R, then we have (x, (v⃗, r)) ∈ R, where x = (P, t, ck, com′).
Thus, by completeness of TN, we have Verify(msg,R,Σ, t) = 1. Therefore, the
GC-TRS satisfies the correctness.

Now, we compute the required repetition times for GC-TRS to generate a
valid signature. Since the HI scheme has correctness error δ1, every honest signer
in I has a success probability of at least 1 − δ1 in the Phase 2 (Step 7). Thus,
the probability that all signers succeed in the Phase 2 is at least (1− δ1)t. And
since the TN protocol has correctness error δ2, the probability of success in
the Phase 3 (Step 17) is at least 1 − δ2. Hence, the construction should repeat

1
(1−δ1)t(1−δ2) times on average to output a valid signature. ⊓⊔

Theorem 2 (t-unforgeability). Suppose HI scheme has the strong honest-
verifier zero-knowledge and secure against t − 1 corruption attack properties,
THC scheme has the equivocability, uniform key, message homomorphism and
binding for weak opening properties, and TN protocol has k-special soundness
property. For any probabilistic polynomial-time adversary A that initiates Qs

signature generation protocols by querying signing oracle, and makes Qh queries
to the random oracle H0, H1, H2, our GC-TRS has t-unforgeability w.r.t. insider
corruption in the ROM. Concretely, the advantage of A is bounded as follows.

Advt−unforgeabilityGC-TRS (A) ≤e(Qh +Qs + 1) [(Qh +Qs) · ϵtd +Qs · ϵSHVZK+

(1− κ)ϵIH + (Qh +Qs + 1)κ] ,

where κ = 1− (1− 1
|Sc| )(1−

k
|CSet| ).

Proof. Denote A as a PPT adversary breaking the t-unforgeability game of the
GC-TRS. We are going to build an algorithm to break the security against t −
1 corruption attack of the HI scheme. Our proof is divided into the following
three steps: we first construct the algorithm B around A that simulates the
honest signers’ behaviors without using their secret keys, then we use extractor
algorithm E around B to obtain a set of tree structure transcripts, and finally
we use these transcripts break the HI scheme.

Step 1. Construct B around A that simulates the behaviors of honest signers
without using secret keys.
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G0 This is the real t-unforgeability game. In this game, B first generates a list
public-secret key pairs (pki, ski) ← KeyGen(pp) and sends L = {pki}i∈qkey

to A. And B responds to oracle queries as follows:
Random oracle simulation. The table HTi is initially empty.
H0(x): Given an x as input, B checks if HT0(x) = ⊥. If HT0(x) = ⊥, B

samples ck ← Sck and sets HT0(x) = ck. Finally, B returns HT0(x).
H1(x): Given an x as input, B checks if HT1(x) = ⊥. If HT1(x) = ⊥, B

samples a challenge c ← D(Sc) and sets HT1(x) = c. Finally, B returns
HT1(x).

H2(x): Given an x as input, B checks if HT2(x) = ⊥. If HT2(x) = ⊥,
B samples a challenge c ← D(CSet) and sets HT2(x) = c. Finally, B
returns HT2(x).

Signing oracle simulation. In this game B behaves exactly like honest
signers in GC-TRS. Specifically, on input a message msg, a set of public keys
R, and a list of signers I ⊂ R, B first checks whether the public keys in I
are generated by himself. If not, B returns ⊥. Otherwise, B decomposes I
to I = Icorr ⊔ Ihon, where Icorr denotes corrupted signers and Ihon denotes
honest signers and ⊔ represents the disjoint union. To produce a signature,
A needs to cooperate with B and participate in the signing procedure. B
simulates the behavior of users in Ihon by using their secret key according
to the GC-TRS scheme. Then, B outputs a signature Σ. Finally, B adds
(msg,R, I) to the query record set QSO, which is initialized as an empty
list.

Corruption oracle simulation. On input a public key pk, the challenger
B first checks whether the public key is generated by himself. If so, B returns
the corresponding secret key sk; otherwise returns ⊥. Then B adds pk to the
query record set QCO, which is initialized as an empty list.

Forgery. When A output a forgery (msg,R,Σ = (com, z, ω, z′)) at the end
B proceeds as follows:
1. If there exists public key in R that does not generated by B or |R ∩
QCO| ≥ t or (msg,R, ·) ∈ QSO, then B halts with output (0,⊥).

2. If the output signature cannot pass verify, then B halts with output
(0,⊥).

3. B halts with output (1, (msg,R,Σ = (com, z, ω, z′))).

Let Pr[Gi] denote a probability that B does not output (0,⊥) at the game
Gi. Then we have

Pr[G0] = Advt−unforgeabilityGC-TRS (A).

G1 This game is identical to G0 except at the following points.

Random oracle simulation. Simulation of the random oracleH0 is changed
as follows: B first initializes two empty lists HT0 and TDT. Given an x as
input, B checks if HT0(x) = ⊥. If HT0(x) = ⊥, B samples a biased bit that
returns 0 with probability θ and returns 1 with probability 1 − θ. When
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output is 0, B computes (tck, td)← THC.TGen(pp2), stores the trapdoor in
TDT(x) = td and sets HT0(x) = tck; when output is 1, B samples ck ← Sck

and sets HT0(x) = ck. Finally, B returns HT0(x).

Signing oracle simulation. The B differs from the G0 at the following
steps in GC-TRS:
– Step 2 in Phase 1: Call H0(msg,R) to obtain tck. If TDT(msg,R) =
⊥ (i.e., ck is not generated by THC.TGen), then B sets bad1 and halt
with output ⊥. Otherwise, it obtains the corresponding trapdoor td ←
TDT(msg,R).

– Step 3 in Phase 1: Call comi ← THC.TCommitck(td) instead of com-
mitting to (wi, e⃗i).

– Step 6 in Phase 2: After computing zi = HI.Z(ski, yi, ci) derive ran-
domness ri ← THC.Eqvck(td, comi, (HI.V(pki, c1, zi), e⃗i)).

Forgery. When A outputs a successful forgery (msg,R,Σ = (com, z, ω, z′))
at the end, we modify the step 2 of G0 as follows: If the output signature
cannot pass verify then B halts with output (0,⊥); and if TDT(msg,R) ̸= ⊥
(i.e., TGen was called for a query H0(msg,R)) then set bad2 and B halts
with output (0,⊥).

Note that due to the way H0 is simulated, if B does not output (0,⊥),
it is now guaranteed that ck = H0(msg,R). Because the simulation is only
successful if the random oracleH0 internally uses TGen for all but one queries
to H0 (both directly and indirectly via random oracle queries and signing
oracle queries) and if H0 uses a predefined ck for a single query (msg,R)
associated with forgery. In other words, it is only successful if neither bad1 nor
bad2 is set. Since THC satisfies the equivocability and uniform key properties,
we have

Pr[G1] ≥ θQh+Qs · (1− θ) · Pr[G0]− (Qh +Qs) · ϵtd.

By setting θ = (Qh +Qs)/(Qh +Qs + 1), we obtain

Pr[G1] ≥
Pr[G0]

e(Qh +Qs + 1)
− (Qh +Qs) · ϵtd.

G2 This game is identical to G1 except at the following points.

Signing oracle simulation. The B does not honestly generate zi anymore
and instead simulates as follows:
– Step 2 in Phase 1: B does nothing here.
– Step 6 in Phase 2: Sample zi ← D(Sz) and gets randomness ri ←

THC.Eqvck(td, comi, (HI.V(pki, c1, zi), e⃗i)).
– Step 7 in Phase 2: If flag = True, B performs an extra verification on

transcript, and if the verification failed set zi = ⊥.
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The partial signature zi simulated in this way is statistically indistinguish-
able from the real one because of strong honest-verifier zero-knowledge prop-
erty of the underlying HI. Hence we have

Pr[G2] ≥ Pr[G1]−Qs · ϵSHVZK.

G3 Note that, the response of signing queries in the G2 does not rely on the
signers’ secret key. In this game, our goal is to change the public key set L
as the inputs obtained by B from the t−1 corruption game of the HI scheme.
Thus in this game after B receives a public key list L = {pki}i∈qkey

, it will
sends L to A.

Corruption oracle simulation. In this case, as B no longer possesses the
secret keys, when A makes corruption oracle queries, B need to query its
own corruption oracle to obtain answer. If B obtains ⊥, B will also return ⊥
to A. If B obtains the corresponding secret key sk form its own oracle, B will
return it to A and add pk to the query record set QCO, which is initialized
as an empty list.

Because the KeyGen of GC-TRS is the same as the KeyGen of HI, we have

Pr[G2] = Pr[G3].

Step 2. Construct extractor algorithm E around B to obtain a set of tree
structure transcripts.

Fig. 1. Tree of transcripts
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This extractor algorithm is analogous to that of Attema et al. [4]. Because
our GC-TRS is essentially a multi-round protocol (specifically a 5-round protocol,
using the Fiat-Shamir transformation twice), the core idea is to rewind B in G3

multiple times in a layered manner, thereby generating a tree of transcripts. See
Fig. 1 for a graphical illustration. Here, {ci1} and {ci,j2 } correspond to c1 and c2
in the fifth and fifteenth lines of our GC-TRS, respectively. And transcripts a1,
{ai2} and {ai,j3 } correspond to (ck, com), (x, ω) and z′ of our scheme respectively.
Note that, when B output ⊥, we can obtain this transcript. Now we present our
extractor algorithm E as follows:

Black-box access to: B in G3

Random oracle queries: Qh +Qs

– Run B to obtain (st, trans11 = (a1, a2, a3)): relay the Qh +Qs queries to the
random oracle and record all query-response pairs. Let c2 be the response
to query (a1, a2). If st = 0, abort with output st = 0, else output transcript
trans11.

– Repeat the following process:
• run B to obtain (st′, trans′1 = (a′1, a

′
2, a
′
3)), aborting right after the initial

run of B if (a1, a2) ̸= (a′1, a
′
2): answer the query to (a1, a2) with a fresh

random value c′2 in CSet, while answering all other queries consistently;
until either k−1 additional c′2 with st′1 = 1 and (a1, a2) = (a′1, a

′
2) have been

found or until all challenges c′2 ∈ CSet have been tried. In the former case,
output the k − 1 accepting transcript trans21, · · · , transk1 , and set st = 1; in
the latter case, abort with output st = 0.

– Repeat the following process:
• run B to obtain (st2, trans

1
2 = (a∗1, a

∗
2, a
∗
3)), aborting right after the initial

run of B if a1 ̸= a∗1: answer the query to a1 with a fresh random value
c′1 in Sc, while answering all other queries consistently;

until either an additional c′1 with st′2 = 1 and a1 = a∗1 have been found or
until all challenges c′1 ∈ Sc have been tried. In the former case, output the
the accepting transcript trans12, and set st = 1; in the latter case, abort with
output st = 0.

– Repeat the following process:
• run B to obtain (st′2, trans

#
2 = (a#1 , a

#
2 , a

#
3 )), aborting right after the

initial run of B if (a1, a∗2) ̸= (a#1 , a
#
2 ): answer the query to (a1, a

∗
2) with

a fresh random value c#2 in CSet, while answering all other queries con-
sistently;

until either k − 1 additional c#2 with st′2 = 1 and (a1, a
∗
2) = (a#1 , a

#
2 ) have

been found or until all challenges c#2 ∈ CSet have been tried. In the former
case, output the k−1 accepting transcript trans22, · · · , transk2 , and set st = 1;
in the latter case, abort with output st = 0.

According to the analysis in [4], we can get the following lemma.
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Lemma 9 (Adapted Proposition 2 in [4]). The extractor E makes an ex-
pected number of at most 2k + (Qh +Qs) · (2k − 1) queries to B(and thus to A)
and successfully outputs st = 1 with probability at least

Pr[G3]− (Qh +Qs + 1) · κ
1− κ

,

where κ = 1− (1− 1
|Sc| )(1−

k
|CSet| ).

Step 3. Break the HI scheme by using extracted transcripts.
Note that the transcripts extracted by E can be presented in the following

form: {c11, c
1,1
2 , Σ1

1 = (com, z11 , ω
1, z1,12 )}, · · · , {c11, c

1,k
2 , Σk

1 = (com, z11 , ω
1, z1,k2 )}

and {c21, c
2,1
2 , Σ1

2 = (com, z21 , ω
2, z2,12 )}, · · · , {c21, c

2,k
2 , Σk

2 = (com, z21 , ω
2, z2,k2 )}.

Let x = (P, t, ck, com′), where ck = H0(msg,R), P = HI.V1(c
1
1, z

1
1)R and com′ =

com− (HI.V2(c
1
1, z

1
1), 0). Since Σ1

1 , Σ
2
1 , · · · , Σk

1 are valid signatures, we have that
(ω, c1,12 , z1,12 ), · · · , (ω, c1,k2 , z1,k2 ) are k accepted transcripts of TN protocol. Thus,
we can extract a witness (v⃗, r, τ) for the statement x of the relaxed relation R′

by k-special soundness of TN. Hence, we have com′ = THC.Commitck((P v⃗, v⃗); r)
by the definition of relation R′. Let y = HI.V1(c

1
1, z

1
1)Rv⃗ + HI.V2(c

1
1, z

1
1), by

message homomorphism of THC, we have that (τ, r, (y, v⃗)) is a weak opening
for com. Similarly, let x∗ = (P ∗, t, ck, com∗), where P ∗ = HI.V1(c

2
1, z

2
1)R and

com∗ = com−(HI.V2(c
2
1, z

2
1), 0). Thus we can extract another witness (v⃗∗, r∗, τ∗)

for the statement x∗ of the relaxed relation R′ by using the left transcripts. Thus,
let y∗ = HI.V1(c

2
1, z

2
1)Rv⃗

∗ + HI.V2(c
2
1, z

2
1), by message homomorphism of THC,

(τ∗, r∗, (y∗, v⃗∗)) is another weak opening for com.
Hence, by binding for weak opening property of THC, we have v⃗ = v⃗∗ and

y = y∗. Therefore B can return (z11 , c
1
1, z

2
1 , c

2
1, y, I) to its challenger C, where I is

the signers’ public keys (i.e., when vi = 1, pki ∈ I, otherwise pki /∈ I, where vi
is the i-th coefficient of v⃗). As a result, we can break the security of HI, which
is contradictory. ⊓⊔

Theorem 3 (t-Anonymity). Suppose HI scheme has the strong honest-verifier
zero-knowledge, THC scheme has the equivocability, uniform key, and TN protocol
has one-time zero-knowledge. For any probabilistic polynomial-time adversary A
that initiates Qs signature generation protocols by querying signing oracle, and
makes Qh queries to the random oracle H0, H1, H2, our GC-TRS has t-anonymity
w.r.t. adversarial keys in the ROM. Concretely, the advantage of A is bounded
as follows.

Advt−anonymity
GC-TRS (A) ≤ (ϵt−hidingTHC + negl(λ)) · (Qh +Qs).

Proof. Denote A as a PPT adversary breaking the t-anonymity game of GC-TRS,
we are going to build an algorithm B to break the t-hiding game10 of the THC
scheme. We realize this through the following several intermediate games.
10 Since equivocability implies t-hiding property, for the sake of brevity, we have not

included it in the theorem.
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G0 This is the real t-anonymity game. In this game, B first generates a list
public-secret key pairs (pki, ski) ← KeyGen(pp) and sends L = {pki}i∈qkey

to A. And B responds to oracle queries as follows. In fact, it it exactly the
same as that described in G0 of t-unforgeability.

Random oracle simulation. The table HTi is initially empty.
H0(x): Given an x as input, B checks if HT0(x) = ⊥. If HT0(x) = ⊥, B

samples ck ← Sck and sets HT0(x) = ck. Finally, B returns HT0(x).
H1(x): Given an x as input, B checks if HT1(x) = ⊥. If HT1(x) = ⊥, B

samples a challenge c ← D(Sc) and sets HT1(x) = c. Finally, B returns
HT1(x).

H2(x): Given an x as input, B checks if HT2(x) = ⊥. If HT2(x) = ⊥,
B samples a challenge c ← D(CSet) and sets HT2(x) = c. Finally, B
returns HT2(x).

Signing oracle simulation. In this game B behaves exactly like honest
signers in GC-TRS. Specifically, on input a message msg, a set of public keys
R, and a list of signers I ⊂ R, B first checks whether the public keys in I
are generated by himself. If not, B returns ⊥. Otherwise, B decomposes I
to I = Icorr ⊔ Ihon, where Icorr denotes corrupted signers and Ihon denotes
honest signers and ⊔ represents the disjoint union. To produce a signature,
A needs to cooperate with B and participate in the signing procedure. B
simulates the behavior of users in Ihon by using their secret key according
to the GC-TRS scheme. Then, B outputs a signature Σ. Finally, B adds
(msg,R, I) to the query record set QSO, which is initialized as an empty
list.

Corruption oracle simulation. On input a public key pk, the challenger
B first checks whether the public key is generated by himself. If so, B returns
the corresponding secret key sk; otherwise returns ⊥. Then B adds pk to the
query record set QCO, which is initialized as an empty list.

Challenge Stage. A1 gives B a message msg∗, a public list R∗ and two
signer index sets I0, I1, with |I0| = |I1| = t. Then B sample a random bit b←
{0, 1} and honestly invokes GC-TRS to compute Σ∗ ← Sign(msg∗, I∗bR

∗).
Next, Σ∗ will be sent to A.

Guess Stage. Finally A2 outputs a bit b′. Let Pr[G0] denote a probability
that b = b′. Then we have

Advt−anonymity
GC-TRS (A) = |Pr[G0]−

1

2
|.

G1 In this game, our goal is to change the generation of challenge signature.
We make it becomes the challenge message obtained by B from the t-hiding
game of the THC scheme. In this game, B will first receive a commitment
key ck from its challenger C.

Random oracle simulation. Simulation of the random oracle H0 is iden-
tical to G0 except at the following point: B first sample an index i∗ ←
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[Qh + Qs]. When A makes a query to H0 for the i∗-th time (directly and
indirectly via random oracle queries and signing oracle queries), we set its
value to be ck.

Challenge Stage. A1 gives B a message msg∗, a public list R∗ and two
signer index sets I0, I1, with |I0| = |I1| = t. B generates challenge signature
as follows:
– If H0(msg

∗, R∗) ̸= ck, then B sets bad3 and halt with output a random
bit.

– B first samples c1 ← D(Sc) and samples z1, · · · , zt ← D(Sz).
– For j ∈ [t], B computes w0

j = HI.V(pkij , c1, zj) where ij ∈ I0 and w1
j =

HI.V(pkij , c1, zi) where ij ∈ I1.
– Let e⃗0j , e⃗1j be the indicator members in I0, I1 respectively. B returns mes-

sages ({(w0
j , e⃗

0
j )}j∈[t], {(w1

j , v⃗
1
j )}j∈[t]) to its challenger C.

– After B receives the commitment com from C, B first sets H1(ck, com) =
c1. If H1(ck, com) has been queried by A, B sets bad4, and halt with
output a random bit.

– B computes z =
∑t

i=1 zi, P = HI.V1(c1, z)R
∗ and com′ = com −

(HI.V2(c1, z), 0), and sets x = (P, t, ck, com′).
– B samples c2 ← D(CSet) and calls TN’s simulator algorithm S to get

transcript (ω, c2, z
′). Then B sets H2(x, ω) = c2. If H2(x, ω) has been

queried by A, B sets bad5, and halt with output a random bit.
– Finally, B sets Σ∗ = (com, z, ω, z′) and returns Σ∗ to A.

Guess Stage. Finally A2 outputs a bit b′ to B, and then B returns b′ to its
challenger C.

Note that, when bad3, bad4 and bad5 does not occur, by strong honest-verifier
zero-knowledge property of HI and special honest-verifier zero-knowledge of TN,
the challenge signature Σ∗ is statistically indistinguishable from the real one.
And Σ∗ is equivalent to the signature generated by Ib, where b is the bit sampled
by C in the hiding game. Thus, the probability that A wins the t-anonymity game
is the same as the probability that B wins the t-hiding game.

We now analyse the probability that bad3, bad4 and bad5 do not occur. As-
sume the adversary has queried the signing oracle at most Qs times and the hash
function oracle at most Qh times, by randomness of i∗, we have the probability
that bad3 does not occur is exact 1

Qh+Qs
. Since com is not controlled by A, it is

random in the view of A. Thus, the probability that bad4 and bad5 occurs are
negligible. Hence, we have

Advt−hidingTHC (B) ≥ Advt−anonymity
GC-TRS (A)/(Qh +Qs)− negl(λ).

⊓⊔

4 Lattice-based HI and THC scheme

In this section, we will present the lattice-based instantiations for the homomor-
phic canonical identification scheme and trapdoor homomorphic commitment
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scheme, respectively. Additionally, we will prove these instantiation schemes sat-
isfy all the properties required by GC-TRS.

4.1 Lattice-based Homomorphic Canonical Identification Scheme

We now present the lattice-based homomorphic canonical identification scheme
in Alg.5, which is based on the scheme proposed by Lyubashevsky [36]. More
precisely, our scheme is a variant of the scheme of [36], in a parameter range
that ensures t-correctness and secure against t− 1 corruption attack instead of
just standard correctness and soundness.

Let q be an odd modulus andRq = Zq[X]/(Xd+1) be a ring. The probability
distributions Sl+k

η , Dd(l+k)
σ , and D(Sc), as well as the algorithm Rej used in Alg.5

are described in Section 2.5.

Algorithm 5 Lattice-based HI Scheme

Setup(1λ):
1: Choose parameters d, q, k, l, η, σ
2: Sample A←Rk×l

q , Ā = [A|I]
3: return pp = ((d, q, k, l, η, σ), Ā)

KeyGen(pp):

1: s⃗← Sl+k
η , p⃗ = Ās⃗

2: pk = p⃗, sk = s⃗
3: return (pk, sk)

Proof-I(sk):

1: y⃗ ← Dd(l+k)
σ

2: w⃗ = A(sk, y⃗) = Āy⃗
3: return (w⃗, y⃗)

Challenge():
1: Sample c← D(Sc)
2: return c

Proof-II(sk, y⃗, c):
1: z⃗ = Z(sk, y⃗, c) = c · sk + y⃗
2: If Rej(z⃗, z⃗ − y⃗, σ) = 0, z⃗ = ⊥
3: return z⃗

Verify(pk, z⃗, c, w⃗):

1: Check if ∥z⃗∥ ≤ σ
√

2dt(l + k)
2: Check if w⃗ = V(pk, c, z⃗) = Āz⃗−c ·pk
3: If failed return 0, otherwise return 1

The security and the constraints on parameters are obtained as follows.

Theorem 4. The scheme in Alg.5 is a secure homomorphic canonical identifi-
cation scheme under MLWE and MSIS assumptions. A more precise statement
is as follows:

Alg.5 has additive homomorphism and linear properties for any parameter.
Assuming parameters satisfy the following conditions: 210 < d(l + k) < 245,

11/π ≤ σ, and M = e
24σT+T2

2σ2 is the repetition rate parameter of the algorithm
Rej, where T = dη

√
d(l + k), then Alg.5 has t-correctness with error M−1

M .
Assuming the MLWEl,η and MSISk,β problems are hard, then Alg.5 is secure

against t− 1 corruption attack, where β = 2(σ
√
2t+(t− 1)dη)

√
d(l + k)+ 2

√
d.

Assuming M = e
24σT+T2

2σ2 , where T = dη
√
d(l + k), then Alg.5 has strong

honest verifier zero-knowledge.
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We now prove that Alg.5 satisfies all the properties required by GC-TRS.

Lemma 10 (Additive homomorphism and linear property). Alg.5 has
additive homomorphism and linear properties under any parameter setting.

Proof. Note that the function V(·) is additive homomorphism:

V(pk1, c, z⃗1) + V(pk2, c, z⃗2) = Āz⃗1 − c · pk1 + Āz⃗2 − c · pk2
=Ā(z⃗1 + z⃗2)− c · (pk1 + pk2) = V(pk1 + pk2, c, z⃗1 + z⃗2).

Let V1(c, z⃗) = −c and V2(c, z⃗) = Āz⃗, then we have

V(pk, c, z⃗) = V1(c, z⃗) · pk + V2(c, z⃗).

Thus, the function V(·) has the linear property. ⊓⊔

Lemma 11 (Correctness). Assuming parameters satisfy the following condi-

tions: 210 < d(l + k) < 245, 11/π ≤ σ, T = dη
√
d(l + k), and M = e

24σT+T2

2σ2 is
the repetition rate parameter of the algorithm Rej, then Alg.5 has t-correctness
with error M−1

M .

Proof. First, we will prove that given a set of honestly generated transcripts
{pki, z⃗i, c, w⃗i}t

′

i=1 with t′ ∈ [t], the verification procedure always accepts if z⃗i ̸=
⊥, except for a negligible probability. Since we have

Āz⃗i − c · pki = Ā(c · ski + y⃗i)− c · pki = w⃗i.

Thus, we can obtain V(
∑t′

i=1 pki, c,
∑t′

i=1 z⃗i) =
∑t′

i=1 w⃗i.
Since ski ∈ Sl+k

η and c ∈ S1, we can obtain that ∥c · ski∥ ≤ dη ·
√
d(l + k).

It follows from Lemma 6 that, when z⃗i ̸= ⊥, z⃗i follows the distribution Dd(l+k)
σ ,

except for a negligible probability. Thus, by Lemma 4, z⃗ =
∑t′

i=1 z⃗i follows
the distribution Dd(l+k)√

t′σ
, except for a negligible probability. Then, according to

Lemma 5, ∥z⃗∥2 ≤ σ
√

2dt′(l + k) ≤ σ
√
2dt(l + k) holds except for a negligible

probability.
According to Lemma 6 again, we know that for an honestly generated tran-

script, the probability to have z⃗ = ⊥ is at most M−1
M . ⊓⊔

Lemma 12 (Secure against t−1 corruption attack). Assuming the MLWEl,η

and MSISk,β problems are hard, then Alg.5 is secure against t− 1 corruption at-
tack, where β = 2(σ

√
2t+ (t− 1)dη)

√
d(l + k) + 2

√
d.

Proof. We denote A as a PPT adversary breaking the security and build an
algorithm B to break the MSIS problem. Suppose B is given a uniform matrix
[A|I|p⃗] ∈ Rk×(k+l+1)

q from its challenger C 11.
11 Note that, the challenge matrix that adversary B received is in Hermit normal form.

And there exists reduction from the Hermit normal form to the standard form (for
more details, see [43]).
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B first sets public parameter Ā = [A|I], and picks a random index i∗ ∈ [qkey].
Then B runs (pki, ski) ← KeyGen(pp) for all i ∈ [qkey] with i ̸= i∗ and sets
pki∗ = p⃗. Next, B gives public parameter pp and L = {pk1, · · · , pkqkey

} to the
adversary A.

When A conducts corruption queries on input i, if i = i∗, B sets bad1 and
aborts. Otherwise, B returns the corresponding secret key ski.

Finally, A returns a forgery (z⃗, c, z⃗′, c′, w⃗, I∗). If pki∗ /∈ I∗, B sets bad2 and
aborts. Otherwise, denoting I∗ as {pki1 , · · · , pkit−1

, pki∗} and the corresponding
secret key of pkij as skij , we have

Āz⃗ − c(pki1 + · · ·+ pkit−1 + pki∗) = Āz⃗′ − c′(pki1 + · · ·+ pkit−1 + pki∗).

Thus, let x⃗ = z⃗ − z⃗′ + c̃(ski1 + · · ·+ skit−1) and c̃ = c′ − c, we have

[A|I|p⃗]
(
x⃗
c̃

)
= 0,

and
∥c̃∥ = ∥c′ − c∥2 ≤ 2

√
d,

∥x⃗∥ = ∥z⃗− z⃗′+ c̃(ski1 + · · ·+ skit−1
)∥2 ≤ 2σ

√
2dt(l + k)+2(t− 1)dη

√
d(l + k).

Therefore, B can obtain a solution (x⃗||c̃) to the MSISk,β problem, where
β = 2σ

√
2dt(l + k) + 2(t− 1)dη

√
d(l + k) + 2

√
d.

Probability analysis. We analyze the probability that bad1 and bad2 do not
occur. Note that, by MLWEl,η assumption, A cannot distinguish which public
keys are honestly generated by the KeyGen and which one is the uniform vec-
tor. Assuming A has queried the corrupted oracle at most Qc times, according
to the randomness of i∗, the probability that bad1 does not occur is qkey−Qc

qkey
.

Conditioned on bad1 does not occur, I∗ contains at least one honest public key,
and by the randomness of i∗ again, the probability that bad2 does not occur is

1
qkey−Qc

. Thus, we have the probability that bad1 and bad2 do not occur is at
least 1

qkey
.

Let ϵ be the probability that A can break the security against t−1 corruption
attack game, we have ϵ

qkey
is the probability that B can successfully break the

MSIS problem. Therefore, assuming the hardness of MSISk,β problem, Alg.5
provides the security against t− 1 corruption attack. ⊓⊔

Since many literatures such as [20, 30, 36], have already proven the zero-
knowledge properties of this identification scheme. Here we only give the corre-
sponding lemma and ignore the proof.

Lemma 13 (SHVZK). Assuming M = e
24σT+T2

2σ2 , then Alg.5 has strong honest
verifier zero-knowledge.
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4.2 Lattice-based Trapdoor Homomorphic Commitment Scheme

We now describe the lattice-based trapdoor homomorphic commitment scheme
in Alg. 6, which is based on the scheme proposed in [19]. More precisely, our
scheme is a variant of the scheme of [19], in a parameter range that ensures
binding for weak opening instead of just standard binding.

Let q be an odd modulus and Rq = Zq[X]/(Xd+1) be a ring. The message is

a ring element vector m⃗ ∈ Rn
q . Let σ′ =

√
5
2π ·σ

2 ·(
√
(k + l)d+

√
kd · ⌈log q⌉+λ),

m = l + k · ⌈log q⌉ + k and Sr = {r⃗ ∈ Rm
q ∥r⃗∥ ≤ σ′

√
2tdm}. The probability

distribution Ddm
σ′ and algorithms TrapGen, SampleD are described in Section 2.5.

Algorithm 6 Lattice-based THC Scheme

Setup(1λ):
1: Choose d, q, k, l, σ
2: return pp = (d, q, k, l, σ)

Gen(pp):

1: Sample B ←Rk×(m−k)
q , B̄ = [B|I]

2: return ck = B̄

Commitck(m⃗):

1: r⃗ ← Ddm
σ′

2: t⃗ = B̄r⃗ +

[
0
m⃗

]
3: return com = t⃗

Openck(com, r⃗, m⃗):

1: Check if ∥r⃗∥ ≤ σ′√2tdm

2: Check if t⃗ = B̄r⃗ +

[
0
m⃗

]
3: If failed return 0, otherwise return 1

TGen(pp):

1: (B̄,T )← TrapGen(k, l, σ)
2: Set tck = B̄ and td = T
3: return (tck, td)

TCommittck(td):

1: Sample t⃗←Rk
q ,

2: return com = t⃗

Eqvtck(td, com, m⃗):

1: Let u⃗ = t⃗−
[
0
m⃗

]
2: r⃗ ← SampleD(B̄,T , u⃗)
3: return r⃗

The security properties and the constraints on parameters are obtained as
follows.

Theorem 5. Assuming that σ′ =
√

5
2π ·σ

2 · (
√

(k + l)d+
√
kd · ⌈log q⌉+λ) and

m = l + k · ⌈log q⌉+ k, then the scheme in Alg.6 is a secure trapdoor homomor-
phic commitment scheme under MLWE and MSIS assumptions. A more precise
statement is as follows:

Alg.6 has message homomorphism and uniform key properties for any pa-
rameter.

Assuming parameters satisfy the following conditions: 210 < dm < 245,
11/π ≤ σ′, then Alg.6 has t-additive homomorphism.

Assuming the MLWEl,σ problem is hard, then Alg.6 satisfies equivocability.
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Let Sfac = {c ∈ R×q | ∥c∥∞ ≤ 2} and S′r = {r⃗ ∈ Rm
q | ∥r⃗∥2 ≤ 2β} with

σ′
√
2tdm ≤ β, assuming the MSISk−n,8dβ problem is hard, then Alg.6 satisfies

binding for weak opening with respect to Sfac, S
′
r.

We now prove that Alg.6 satisfies all the properties required by GC-TRS.

Lemma 14 (Message homomorphism and uniform key). The Alg.6 has
message homomorphism and uniform key properties under any parameter set-
ting.

Proof. Note that, by the definition of Gen algorithm, the Alg.6 obviously has
uniform key.

Let (com = t⃗, r⃗, m⃗) be a valid transcript, for any message m⃗′, we have

t⃗+

[
0
m⃗′

]
= Br⃗ +

[
0

m⃗+ m⃗′

]
.

Thus the THC scheme also has message homomorphism. ⊓⊔

Lemma 15 (Additive homomorphism). Assuming parameters satisfy the
following conditions: 210 < dm < 245, 11/π ≤ σ′, then Alg.6 has additive homo-
morphism.

Proof. Let {(comi, r⃗i, m⃗i)}t
′

i=1 be valid transcripts, where t′ ∈ [t]. Thus, by
Lemma 4 and Lemma 5, we have

Pr

 t′∑
i=1

∥r⃗i∥ ≤ σ′
√
2tdm

 ≥ 1− negl(λ).

Hence, by definition, we have

Pr

Openck( t∑
i=1

comi,

t′∑
i=1

r⃗i,

t∑
i=1

m⃗i) = 1

 ≥ 1− negl(λ).

Therefore, the commitment scheme has additive homomorphism. ⊓⊔

Lemma 16 (Equivocability). Assuming the MLWEl,σ problem is hard, then
Alg.6 satisfies equivocability.

Proof. The proof is based on a sequence of hybrid games.
Game 0. The first game is the real equivocability security game with challenge
bit b = 0 as presented in Fig.2.
Game 1. In this game, the commitment key is not computed by the Gen algorithm
anymore, but generated by the TGen algorithm as presented in Fig.2.
Game 2. In this game, the oracle O is modified to generate commitments using
the Eqv algorithm. This game exactly corresponds to the real equivocability
security game with challenge bit b = 1 as presented in Fig.2.
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Game 0:
1: Sample B ← Rk×(m−k)

q

2: ck = B̄ = [B|I]
3: b← A(ck,O(·))
4: return b

O(m⃗):
1: r⃗ ← Ddm

σ′

2: t⃗ = B̄r⃗ +

[
0
m⃗

]
3: return (⃗t, r⃗, m⃗)

Game 1:
1: (B̄,T )← TrapGen(k, l, σ)

2: ck = B̄
3: b← A(ck,O(·))
4: return b

O(m⃗):
1: r⃗ ← Ddm

σ′

2: t⃗ = B̄r⃗ +

[
0
m⃗

]
3: return (⃗t, r⃗, m⃗)

Game 2:
1: (B̄,T )← TrapGen(k, l, σ)

2: ck = B̄
3: b← A(ck,O(·))
4: return b

O(m⃗):
1: t⃗←Rk

q

2: u⃗ = t⃗−
[
0
m⃗

]
3: r⃗ ← SampleD(B̄,T , u⃗)
4: return (⃗t, r⃗, m⃗)

Fig. 2. Hybrid games of equivocability

According to Lemma 7, assuming the MLWEl,σ problem is hard, the ck gen-
erated in Game 1 is computationally indistinguishable from the ck generated in
Game 0. Since the difference between Game 0 and Game 1 is only in the method
of ck generation, it follows that Game 0 and Game 1 are also computationally
indistinguishable.

According to Lemma 7 again, we have that the (⃗t, r⃗, m⃗) generated in Game
1 is statistically indistinguishable from the (⃗t, r⃗, m⃗) generated in Game 2. Thus,
Game 1 and Game 2 are also computationally indistinguishable.

Therefore, the Alg.6 satisfies equivocability. ⊓⊔

Lemma 17 (Binding for weak opening). Let Sfac = {c ∈ R×q | ∥c∥∞ ≤ 2}
and S′r = {r⃗ ∈ Rm

q | ∥r⃗∥2 ≤ β} with σ′
√
2tdm ≤ β, assuming the MSISk−n,4dβ

problem is hard, then Alg.6 satisfies binding for weak opening with respect to
Sfac, S

′
r.

Proof. Suppose that there is an adversary A that can outputs two weak openings
(c1, r⃗1, m⃗1) and (c2, r⃗2, m⃗2) with m⃗1 ̸= m⃗2. Then, we have

B̄r⃗1 +

[
0
m⃗1

]
= t⃗ = B̄r⃗2 +

[
0
m⃗2

]
,

which implies r⃗1 ̸= r⃗2. Since c1, c2 ∈ Sfac, we have c1c2(r⃗1 − r⃗2) ̸= 0, and
∥c1c2(r⃗1 − r⃗2)∥ ≤ 4dβ. Let B1 be the matrix formed by the first k − n rows of
matrix B, then we have B1 · c1c2(r⃗1 − r⃗2) = 0. This implies that A can break
the MSISk−n,4dβ problem, which is contradictory. ⊓⊔

5 t-out-of-n proof protocol

5.1 Linear t-out-of-n proof protocol

In the following, we will present a linear lattice-based t-out-of-n proof protocol.
By definition, the t-out-of-n proof protocol is related to the used commitment
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scheme. In this subsection, the applied commitment is described in Alg.6. The
operations in our protocol are performed over the power-of-2 cyclotomic ring
Rq = Zq[X]/(Xd + 1). For soundness, we require that Rq splits into exactly ϖ
factors so that q−d/ϖ is negligible.

Let t, n be two positive numbers and P = {p⃗1, · · · , p⃗n} ⊂ Rk
q be the public

set. Let v⃗ ∈ {0, 1}n be a binary vector with Hamming weights of exactly t.
Since the input message of Alg.6 needs to be vectors of ring elements, before
delving into the construction of t-out-of-n protocol, it is essential to first define
the encoding method of vector v⃗.

In this subsection, the encoding method involves dividing the vector v⃗ into n′
blocks and then converting each block into a ring element. Here, n′ is defined as
n/ϖ (assuming n′ is an integer without loss of generality). Specifically, we divide
v⃗ into n′ blocks, with each block containing ϖ terms denoted as v⃗ = (v⃗1| · · · |v⃗n′).
The encoding of v⃗ is defined as v⃗ = (v1∥ · · · ∥vn′) ∈ Rn′

q , where vi = NTT−1(v⃗i).
Let ck = (B0,B1,B2) ∈ Rk̃×m

q be the commitment key, where B0 ∈ Rk1×m
q ,

B1 ∈ Rk×m
q and B2 ∈ Rn′×m

q , and r⃗ ∈ Sr be the randomness following the
distribution Ddm

σ′ . Then the commitment of (P v⃗, v⃗) is com = (⃗t0, t⃗1, t⃗2), where
t⃗0 = B0r⃗, t⃗1 = B1r⃗ + P · v⃗, t⃗2 = B2r⃗ + v⃗. Now, we define the following two
sets:

Sfac = {c ∈ R×q | ∥c∥∞ ≤ 2} and S′r = {r⃗ ∈ Rm
q | ∥r⃗∥ ≤ β}.

Definition 25. Let S′r, Sfac be the sets defined above, com = (⃗t0, t⃗1, t⃗2), we
define the following two relations:

R =

{
(P , t, ck, com), (v⃗, r⃗)

v⃗ ∈ {0, 1}n ∧ ∥v⃗∥1 = t ∧ r⃗ ∈ Sr ∧ t⃗0 = B0r⃗

∧ t⃗1 = B1r⃗ + P · v⃗ ∧ t⃗2 = B2r⃗ + v⃗

}
,

R′ =

{
(P , t, ck, com), (v⃗, r⃗, c)

v⃗ ∈ {0, 1}n ∧ ∥v⃗∥1 = t ∧ c ∈ Sfac ∧ cr⃗ ∈ S′r
∧⃗t0 = B0r⃗ ∧ t⃗1 = B1r⃗ + P · v⃗ ∧ t⃗2 = B2r⃗ + v⃗

}
.

The proof protocol takes P = {p⃗1, · · · , p⃗n}, t, ck = (B0,B1,B2) and com =
(⃗t0, t⃗1, t⃗2) as statement, v⃗ and r⃗ as witness, and will output a proof. In order
to convince the verifier that the prover has the witness w = (v⃗, r⃗), the prover
should prove the committed message (p⃗, v⃗) satisfies the following conditions,
where p⃗ = P · v⃗:

1. v⃗ ◦ (v⃗ − 1⃗) = 0⃗, where ‘◦’ denotes component-wise product of vector and
1⃗ = (1, · · · , 1) ∈ Rn′

q ;
2. For any uniformly random vector γ⃗1 ∈Mkϖ

q , we let

F1 = NTT(P ) = (NTT(p⃗1), · · · ,NTT(p⃗n)) ∈Mkϖ×n
q , (1)

x⃗1 = FT
1 γ⃗1 and divide x⃗1 into n′ pieces, each of which has ϖ terms such

that x⃗1 = (x⃗11∥ · · · ∥x⃗1n′) and let x⃗1 = (x11∥ · · · ∥x1n′) ∈ Rn′

q with x1i =
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NTT−1(x⃗1i). The prover will prove that the coefficients of the first d/ϖ terms
of the polynomial

⟨v⃗, x⃗1⟩ − ⟨p⃗, γ⃗1⟩ ∈ Rq

are all 0’s, i.e., if ⟨v⃗, x⃗1⟩ − ⟨p⃗, γ⃗1⟩ = a0 + a1X + · · · + ad−1X
d−1, then we

have a0 = a1 = · · · = ad/ϖ−1 = 0, where γ⃗1 = (γ11∥ · · · ∥γ1k) ∈ Rk
q with

γ1i = NTT−1(γ⃗1i).
3. For any uniformly random vector γ⃗2 ∈Mϖ

q , we let

F2 =


1 · · · 1
0 · · · 0
...

...
...

0 · · · 0

 ∈Mϖ×n
q , (2)

x⃗2 = FT
2 γ⃗2. Similarly, we let x⃗2 = (x21∥ · · · ∥x2n′) ∈ Rn′

q with x2i =

NTT−1(x⃗2i). The prover will prove the coefficients of the first d/ϖ terms
of the polynomial

⟨v⃗, x⃗2⟩ − et · γ2 ∈ Rq

are all 0’s, where γ2 = NTT−1(γ⃗2), et = NTT−1(e⃗t) with e⃗t = (t, 0, · · · , 0).

We note that the 1st condition is to check v⃗ ∈ {0, 1}n, the 2nd condition is to
prove P v⃗ = p⃗ and the 3rd condition is to show ∥v⃗∥1 = t. We briefly show that the
equivalence of proving the 2nd condition and proving P v⃗ = p⃗ more concretely. If
the prover can prove that the coefficients of the first d/ϖ terms of the polynomial
⟨v⃗, x⃗1⟩ − ⟨p⃗, γ⃗1⟩ are all 0’s, then by Lemma 2, we have

∑ϖ−1
i=0 NTT(⟨v⃗, x⃗1⟩ −

⟨p⃗, γ⃗1⟩)i = 0. By definition, we have both
∑ϖ−1

i=0 NTT(⟨v⃗, x⃗1⟩)i = ⟨v⃗, x⃗1⟩ and∑ϖ−1
i=0 NTT(⟨p⃗, γ⃗1⟩)i = ⟨p⃗, γ⃗1⟩ where p⃗ = (p⃗1∥ · · · ∥p⃗k) ∈ Mkϖ

q with pi =

NTT−1(p⃗i). Then by Lemma 1, we have ⟨v⃗, x⃗1⟩ = ⟨v⃗, FT
1 γ⃗1⟩ = ⟨F1v⃗, γ⃗1⟩. Thus

we have ⟨F1v⃗− p⃗, γ⃗1⟩ = 0. Since γ⃗1 is a uniformly random vector, if F v⃗− p⃗ ̸= 0,
then the probability of ⟨F1v⃗ − p⃗, γ⃗1⟩ = 0 is exactly q−d/ϖ, which is negligible
under suitable parameters.

Because the 2nd condition and the 3rd condition are very similar, the prover is
able to prove them together. More specifically, since ⟨v⃗, x⃗1⟩−⟨p⃗, γ⃗1⟩ and ⟨v⃗, x⃗2⟩−
et · γ2 are independent, the prover only needs to prove the first d/ϖ coefficients
of ⟨v⃗, x⃗1⟩ − ⟨p⃗, γ⃗1⟩+ ⟨v⃗, x⃗2⟩ − et · γ2 are zeros. To achieve this, the prover can
use a uniformly random polynomial g that has the first d/ϖ coefficients equal
to zero to mask it, i.e., compute h = ⟨v⃗, x⃗1⟩ − ⟨p⃗, γ⃗1⟩+ ⟨v⃗, x⃗2⟩ − et · γ2 + g and
then send h to the verifier. Hence, the verifier can manually check the first d/ϖ
coefficients of h are indeed zeros.

Next, the prover needs to convince the verifier that h is in a correct form.
Let t3 = ⟨⃗b3, r⃗⟩+ g be the commitment of g and x⃗ = x⃗1 + x⃗2, then we have

⟨⃗t2, x⃗⟩ − ⟨⃗t1, γ⃗1⟩ − et · γ2 + t3 − h

=⟨(x⃗TB2 − γ⃗T
1 B1 + b⃗3), r⃗⟩+ (⟨v⃗, x⃗⟩ − ⟨p⃗, γ⃗1⟩ − et · γ2 + g − h). (3)
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Thus, the prover only needs to guarantee that the above formula is the commit-
ment of 0, which can be done using the approach by [9].

Finally, as for the 1st condition, the prover may prove for each vi separately.
It is able to sample a Gaussian vector y⃗ ← Ddm

σ and construct a quadratic
polynomial:

φi(c) = (⟨⃗b2i, y⃗⟩ − cvi) · (⟨⃗b2i, y⃗⟩ − cvi + c)

= vi(vi − 1) · c2 − ⟨⃗b2i, y⃗⟩(2vi − 1) · c+ ⟨⃗b2i, y⃗⟩2, (4)

where b⃗2i is the i-th row vector of B2. Then the prover shows that the square
term of the polynomial φi(c) is zero. To do this, the prover computes a commit-
ment t4 = ⟨⃗b4, r⃗⟩ − ⟨⃗b2i, y⃗⟩(2vi − 1), then sends t4 and ⟨⃗b4, y⃗⟩+ ⟨⃗b2i, y⃗⟩2 to the
verifier. The verifier randomly chooses a c for the prover.The prover responds
by sending z⃗ = y⃗ + cr⃗. Since

⟨⃗b2i, z⃗⟩ − ct2i = ⟨⃗b2i, y⃗⟩ − cvi,

(⟨⃗b4, y⃗⟩+ ⟨⃗b2i, y⃗⟩2)− ⟨⃗b4, z⃗⟩+ ct4 = −⟨⃗b2i, y⃗⟩(2vi − 1) · c+ ⟨⃗b2i, y⃗⟩2,

where t2i is the i-th element t⃗2, the verifier can verify whether the quadratic term
of φi(c) is zero according to the received messages. We note that the prover is
able to aggregate all above messages and send them together at once to the
verifier.

Below we describe the concrete protocol in Alg.7. Define three hash functions:
H1 : {0, 1}∗ 7→ Rm

q ×Rm
q , H2 : {0, 1}∗ 7→ Mkϖ

q ×Mϖ
q and H3 : {0, 1}∗ 7→ Rn′+1

q .
Let

G := {g ∈ Rq | g0 = · · · = g d
ϖ−1

= 0} (5)

be the polynomials with the first d/ϖ coefficients equal to 0. Let

f0 = ⟨(x⃗TB2 − γ⃗T
1 B1 + b⃗3), z⃗⟩ − c(⟨⃗t2,x⃗⟩ − ⟨⃗t1, γ⃗1⟩ − et · γ2 + t3 − h),

f1 =

n′∑
i=1

αi(⟨⃗b2i, z⃗⟩ − ct2i) · (⟨⃗b2i, z⃗⟩ − ct2i + c), (6)

be two elements in Rq, where b⃗2i is the i-th row vector of B2 and t2i is the
i-th element t⃗2. The algorithm Rej and distributions Dσ, D(Sc) are described in
Section 2.5.

Security Analysis. We now present the completeness, special soundness and
special honest-verifier zero-knowledge claims for the protocol.

Theorem 6. Let ∥cr⃗∥ ≤ T and 210 < dm, then Alg.7 has a completeness with

error 1− 1
M , where M = e

24σT+T2

2σ2 .
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Algorithm 7 Lattice-based Linear t-out-of-n Proof Protocol

Prove((P , t, ck, com), (v⃗, r⃗)):
Prover:
1: (⃗b3, b⃗4) = H1(P , t, ck, com)

2: g ← G, t3 = ⟨⃗b3, r⃗⟩+ g

3: (γ⃗1, γ⃗2) = H2(⃗b4, t3)
4: x⃗ = FT

1 γ⃗1 + FT
2 γ⃗2, x⃗ = NTT−1(x⃗)

5: h = ⟨v⃗, x⃗⟩ − ⟨p⃗, γ⃗1⟩ − et · γ2 + g
6: y⃗ ← Ddm

σ , w⃗ = B0y⃗
7: (α0, · · · ,αn′) = H3(x⃗,h, w⃗)

8: Ψ = α0⟨(x⃗TB2 − γ⃗T
1 B1 + b⃗3), y⃗⟩

+
∑n′

i=1 αi⟨⃗b2i, y⃗⟩(2vi − 1)

9: t4 = ⟨⃗b4, r⃗⟩ − Ψ

10: Ω = ⟨⃗b4, y⃗⟩+
∑n′

i=1 αi⟨⃗b2i, y⃗⟩2
11: The prover sends messages

ω = {t3, t4,h, w⃗,Ω} to the verifier
Verifier:

12: c← D(Sc)
13: The verifier sends c to the prover
Prover:
14: z⃗ = y⃗ + cr⃗
15: If Rej(z⃗, cr⃗, σ) = 0 abort
16: Send z⃗ to the verifier

Verify((P , t, ck, com), (ω, c, z⃗)):

1: (⃗b3, b⃗4) = H1(P , t, ck, com)

2: (γ⃗1, γ⃗2) = H2(⃗b4, t3)
3: x⃗ = FT

1 γ⃗1 + FT
2 γ⃗2, x⃗ = NTT−1(x⃗)

4: (α0, · · · ,αn′) = H3(x⃗,h, w⃗)
5: Compute f0, f1 defined in (6)
6: Check if h ∈ G and w⃗ = B0z⃗ − c⃗t0
7: Check if ∥z⃗∥2 ≤ σ

√
2dm

8: Check if Ω = f1−α0c·f0+ ⟨⃗b4, z⃗⟩−ct4
9: If failed return 0, else return 1

Proof. It follows directly from Lemma 6 that the honest prover does not abort in
the Step 15 with probability at least 1−2−100

M ≈ 1
M . Next, we show that when the

prover does not abort, the verifier will accept except with a negligible probability.
First, by Lemma 6, the statistical distance between z⃗ and Ddm

σ is at most
2−100/M . Thus, by Lemma 5, we have ∥z⃗∥ ≤ σ

√
2dm with probability at lest

1− 2−100

M −2−0.11dm, which is overwhelming under property parameter selection.
Next, by Lemma 2 and Lemma 1, we have

ϖ−1∑
i=0

NTT(h) =⟨v⃗, x⃗⟩ − ⟨NTT(p⃗), γ⃗1⟩ − ⟨e⃗t, γ⃗2⟩+
ϖ−1∑
i=0

NTT(g)

=⟨v⃗, FT
1 γ⃗1 + FT

2 γ⃗2⟩ − ⟨NTT(p⃗), γ⃗1⟩ − ⟨e⃗t, γ⃗2⟩
=⟨F1v⃗, γ⃗1⟩ − ⟨NTT(p⃗), γ⃗1⟩+ ⟨F2v⃗, γ⃗2⟩ − ⟨e⃗t, γ⃗2⟩
=⟨F1v⃗ − NTT(p⃗), γ⃗1⟩+ ⟨F2v⃗ − e⃗t, γ⃗2⟩ = 0.

Thus, by Lemma 1 again, we have h ∈ G. Since we have z⃗ = y⃗ + cr⃗, t⃗0 = B0r⃗
and w⃗ = B0y⃗, the equation w⃗ = B0z⃗ − c⃗t0 always holds.

Finally, we show that, the Ω generated in the Prove stage is equal to that
generated in the Verify stage. We observe that

⟨⃗t2, x⃗⟩ − ⟨⃗t1, γ⃗1⟩ − et · γ2 + t3 − h = ⟨(x⃗TB2 − γ⃗T
1 B1 + b⃗3), r⃗⟩.
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Thus, by calculation, we have

f0 =⟨(x⃗TB2 − γ⃗T
1 B1 + b⃗3), z⃗⟩ − c(⟨⃗t2, x⃗⟩ − ⟨⃗t1, γ⃗1⟩ − et · γ2 + t3 − h)

=⟨(x⃗TB2 − γ⃗T
1 B1 + b⃗3), y⃗⟩,

f1 =

n′∑
i=1

αi(⟨⃗b2i, z⃗⟩ − ct2i) · (⟨⃗b2i, z⃗⟩ − ct2i + c)

=

n′∑
i=1

αi(⟨⃗b2i, y⃗⟩2 − ⟨⃗b2i, y⃗⟩(2vi − 1) · c),

and

⟨⃗b4, z⃗⟩ − ct4 = ⟨⃗b4, y⃗⟩ − c(α0⟨(x⃗TB2 − γ⃗T
1 B1 + b⃗3), y⃗⟩+

n′∑
i=1

αi⟨⃗b2i, y⃗⟩(2vi − 1)).

Thus, we have

Ω = f1 −α0cf0 + ⟨⃗b4, z⃗⟩ − ct4 =

n′∑
i=1

αi⟨⃗b2i, y⃗⟩2 + ⟨⃗b4, y⃗⟩.

Therefore, our protocol satisfies completeness. ⊓⊔

Theorem 7 (Soundness). Let q−d/ϖ ≤ 2−128, β = σ
√
2dm, and define sets

Sfac = {c ∈ R×q | ∥c∥∞ ≤ 2} and S′r = {r⃗ ∈ Rm
q | ∥r⃗∥ ≤ 2β}, assuming the

MSISk1,8dβ problem is hard, then Alg.7 has 3-special soundness.

Proof. Assuming that we have three valid transcripts ((t3, t4,h, w⃗,Ω), c0, z⃗0),
((t3, t4,h, w⃗,Ω), c1, z⃗1) and ((t3, t4,h, w⃗,Ω), c2, z⃗2). Here, c0, c1, c2 are pair-
wise distinct. We will construct an extractor to extract a relaxed witness w.

Let c̄1 = c1 − c0 and c̄2 = c2 − c0, from Lemma 3, we have that c̄1 and
c̄2 are invertible over Rq with probability at least 1−ϖ · pd/ϖ, where p is the
maximum probability over Zq of the coefficients c mod (Xd/ϖ − ζ2i+1), which
is close to 1

q . Thus, with overwhelming probability c̄1 and c̄2 are invertible. And
by the definition of the distribution D(Sc), we have ∥c̄1∥∞ ≤ 2 and ∥c̄2∥∞ ≤ 2.
Thus, c̄1, c̄2 ∈ Sfac clearly holds.

For i = 1, 2, define z⃗∗i = z⃗i − z⃗0, r⃗i = c̄−1i · z⃗∗i , then we have ∥c̄ir⃗i∥ ≤
2β. Let p⃗i = t⃗1 − B1r⃗i, v⃗i = t⃗2 − B2r⃗i, gi = t3 − ⟨⃗b3, r⃗i⟩, Ψ i = t4 −
⟨⃗b4, r⃗i⟩, then (ci, r⃗i, (p⃗i, v⃗i, g⃗i, Ψ⃗ i)) are two weak opening of the commitment
(⃗t0, t⃗1, t⃗2, t3, t4). Thus, by Theorem 5, assuming the MSISk1,8dβ problem is hard,
we have (p⃗1, v⃗1, g⃗1, Ψ⃗1) = (p⃗2, v⃗2, g⃗2, Ψ⃗2).

For i = 0, 1, 2, define y⃗i = z⃗i − cir⃗1, then B0y⃗i = w⃗. Below, we prove that
they are all equal. If y⃗i ̸= y⃗j , then we have B0 · c̄1(y⃗i − y⃗j) = 0 and

∥c̄1(y⃗i − y⃗j)∥ ≤ ∥c̄1(z⃗i − z⃗j)∥+ ∥(ci − cj)(z⃗1 − z⃗0)∥ ≤ 8∥c1z⃗1∥ ≤ 8dβ.
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Thus, assuming the MSISk1,8dβ problem is hard, we have y⃗0 = y⃗1 = y⃗2. Since
p⃗i, v⃗i, g⃗i, Ψ⃗ i and y⃗i are equal, in the following calculations, we will directly omit
their subscripts.

By substituting z⃗i = y⃗ + cir⃗1 into the following equation, we can obtain

⟨(x⃗TB2 − γ⃗T
1 B1 + b⃗3), z⃗i⟩

=⟨(x⃗TB2 − γ⃗T
1 B1 + b⃗3), y⃗⟩+ ci(⟨B2r⃗1, x⃗⟩ − ⟨B1r⃗1, γ⃗1⟩+ ⟨⃗b3, r⃗1⟩).

Thus, we can get:

f0 = ⟨(x⃗TB2 − γ⃗T
1 B1 + b⃗3), z⃗i⟩ − ci(⟨⃗t2, x⃗⟩ − ⟨⃗t1, γ⃗1⟩ − et · γ2 + t3 − h)

= ⟨(x⃗TB2 − γ⃗T
1 B1 + b⃗3), y⃗⟩ − ci(f − g − h),

where f = ⟨v⃗, x⃗⟩ − ⟨p⃗, γ⃗1⟩ − et · γ2, and

f1 =

n′∑
i=1

αi(⟨⃗b2i, z⃗i⟩ − cit2i) · (⟨⃗b2i, z⃗i⟩ − cit2i + ci)

=

n′∑
i=1

αi(⟨⃗b2i, y⃗⟩ − civi) · (⟨⃗b2i, y⃗⟩ − ci(vi − 1))

=

 n′∑
i=1

αivi(vi − 1)

 · c2i +
 n′∑

i=1

αi⟨⃗b2i, y⃗(1− 2vi)

 · ci + n′∑
i=1

⟨⃗b2i, y⃗⟩2.

Let f = f1−α0c · f0+(⟨⃗b4, z⃗⟩−ct4)−Ω, then f can be viewed as a quadratic
function in c:

f = f(c) = µ2c
2 + µ1c+ µ0, (7)

where the coefficients of f are determined by p⃗, v⃗, g⃗, Ψ⃗ , y⃗, which are independent
of c and

µ2 = α0(f
♯ − g♯ − h) +

n′∑
i=1

αiv
♯
i(v

♯
i − 1).

Note that, for all ci, we have f(ci) = 0. Thus, we can alternatively write these
three equations as follows:1 c0 c20

1 c1 c21
1 c2 c22

 ·
µ0

µ1

µ2

 =

0
0
0

 .
Since the difference of each two challenges in {c0, c1, c2} is invertible over Rq,
we must have µ2 = 0.

Next, in the random oracle model, α0, · · · ,αn′ are independent of f −g−h
and vi. We show that f − g − h = 0 and vi(vi − 1) = 0 for all i ∈ [n′]. Assume



Generic Construction of TRS and Instantiations 47

that f − g − h ̸= 0, then for uniform α0, the probability that µ2 = 0 is at
most qd/ϖ, which is negligible. Hence, we have f −g−h = 0. Similarly, we have
vi(vi − 1) = 0 for all i ∈ [n′]. And by this, we have NTT(v⃗) ∈ {0, 1}n.

Finally, we show that ∥NTT(v⃗)∥1 = t and P ·NTT(v⃗) = p⃗. Since we have f−
g = h and h ∈ G. Thus, by Lemma 2, we have

∑ϖ−1
i=0 NTT(f) =

∑ϖ−1
i=0 NTT(g).

On the other hand, by Lemma 1 and Lemma 2, we have

ϖ−1∑
i=0

NTT(f)

= ⟨F1 · NTT(v⃗), γ⃗1⟩+ ⟨F2 · NTT(v⃗), γ⃗2⟩ − ⟨NTT(p⃗), γ⃗1⟩ − ⟨e⃗t, γ⃗⟩
= ⟨F1 · NTT(v⃗)− NTT(p⃗), γ⃗1⟩+ ⟨F2 · NTT(v⃗)− e⃗t, γ⃗⟩.

If F1 · NTT(v⃗)− NTT(p⃗) ̸= 0 or F2 · NTT(v⃗)− e⃗t ̸= 0, then
∑ϖ−1

i=0 NTT(f) is a
uniformly random polynomial in Mq by randomness of γ⃗1, γ⃗2. In this time, the
probability that

∑ϖ−1
i=0 NTT(f) =

∑ϖ−1
i=0 NTT(g) is q−d/ϖ, which is negligible.

Hence, we have F1 · NTT(v⃗)− NTT(p⃗) = 0 and F2 · NTT(v⃗)− e⃗t = 0.
In conclusion, w = (v⃗, r⃗1, c̄1) is a relaxed witness. ⊓⊔

Theorem 8 (One-time Zero-knowledge). Let ∥cr⃗∥ ≤ T , M = e
24σT+T2

2σ2

and assuming the MLWEm−k̃−2,σ′ problem is hard, then Alg.7 satisfies one-time
zero-knowledge.

Proof. Assuming the protocol is not aborted, we construct a simulator S that
takes x = (P , t, ck, com) and challenge c as inputs and outputs a valid transcript.

The simulator S first sets t3, t4 ← Rq and h ← G. Then S samples z⃗ ←
Ddm

σ . Next, S computes w⃗ = B0z⃗ − c⃗t0. Subsequently, S computes (⃗b3, b⃗4) =

H1(P , t, ck, com), (γ⃗1, γ⃗2) = H2(⃗b4, t3), x⃗ = FT
1 γ⃗1 + FT

2 γ⃗2, x⃗ = NTT−1(x⃗),
(α0, · · · ,αn′) = H3(x⃗,h,w), f1 =

∑n′

i=1 αi(⟨⃗b2i, z⃗⟩ − ct2i) · (⟨⃗b2i, z⃗⟩ − ct2i + c)

and f0 = ⟨(x⃗TB2− γ⃗T
1 B1+ b⃗3), z⃗⟩−c(⟨⃗t2, x⃗⟩−⟨⃗t1, γ⃗1⟩−et ·γ2+t3−h). Finally

S computes Ω = f1 −α0c · f0 + (⟨⃗b4, z⃗⟩ − ct4).
The distribution of simulated z⃗ is statistically close to the real distribution by

Lemma 6. And the distribution of simulated h is the same as the real distribution.
Conditioned on (z⃗,h, c) and (t3, t4), variables w⃗ and Ω are uniquely determined
from the verification equations. Thus, the distribution of simulated (w⃗,Ω) is also
the same as the real distribution. Finally, the distribution of simulated (t3, t4)
is computationally indistinguishable from the real one by the assumption of
MLWEm−k̃−2,σ′ problem.

Therefore, our t-out-of-n proof protocol satisfies one-time zero-knowledge.
⊓⊔

5.2 Logarithmic t-out-of-n proof protocol

In this subsection, we will construct a succinct lattice-based t-out-of-n proof pro-
tocol, whose proof size is O(t log n). Operations are performed over a cyclotomic



48 H. Lin et al.

ring Rq = Zq[X]/(Xd + 1) in the protocol. For security, we require Rq can be
split into exactly ϖ factors such that q−d/ϖ is negligible, see Section 2.4 for
more details. According to the definition, the t-out-of-n proof protocol is related
to the applied commitment scheme. In this subsection, the applied commitment
scheme is also the scheme described in Alg.6.

Let t, n be two positive numbers, and v⃗ ∈ {0, 1}n be a binary vector with
a Hamming weight of exactly t. Since the input message of Alg.6 needs to be
vectors of ring elements, we now describe how to encode v⃗. Let I represent
the set of coordinates corresponding to the elements in v⃗ that are equal to 1.
Then, v⃗ can be expressed as v⃗ =

∑
i∈I e⃗i, where e⃗i ∈ {0, 1}n has exactly one

1 in the i-th coefficient. Assuming that n = ϖn′
, then any vector e⃗i can be

uniquely decomposed into smaller vectors v⃗i,1, · · · v⃗i,n′ ∈ {0, 1}ϖ, each having
exactly one 1, and e⃗i = v⃗i,1 ⊗ · · · ⊗ v⃗i,n′ . After renumbering, we have v⃗ =∑

i∈[t](v⃗i,1 ⊗ · · · ⊗ v⃗i,n′). Therefore, the encoding of v⃗ is defined as

Encode(v⃗) := (v1,1, · · · ,v1,n′ , · · · ,vt,1, · · · ,vt,n′) ∈ Rtn′

q ,

where vi,j = NTT−1(v⃗i,j). This encoding method uses only O(t log n) ring ele-
ments to uniquely represent the vector v⃗.

Let P = {p⃗1, · · · , p⃗n} ⊂ Rk
q be a public set, ck = B̄ ∈ Rk′×m

q be a commit-
ment key and r⃗ ∈ Sr be a randomness following the distribution Ddm

σ′ , then the
commitment of (P v⃗, v⃗) is:

t⃗ = B̄r⃗ +

 0
P v⃗

Encode(v⃗)

 .
For convenience, we divide B̄ into three parts by row: B0 represents the first
k1 = k′ − k− tn′ rows, B1 represents the middle k rows, and B2 represents the
last tn′ row. Similarly, t⃗ also be divided as (⃗t0, t⃗1, t⃗2), such that

t⃗0 = B0r⃗, t⃗1 = B1r⃗ + P · v⃗, t⃗2 = B2r⃗ + Encode(v⃗).

We now instantiate the relations defined in Definition 23. For the convenience
of subsequent t-out-of-n proof, we replace the vector v⃗ with its encoding form
v⃗ = (v1,1, · · · ,vt,n′) ∈ Rtn′

q in the relation.

Definition 26. Let t, n be positive numbers, Sfac = {c ∈ R×q | ∥c∥∞ ≤ 2},
Sr = {r⃗ ∈ Rm

q | ∥r⃗∥ ≤ β1} and S′r = {r⃗ ∈ Rm
q | ∥r⃗∥ ≤ β2}, we define the

following two relations:

R =


(P , t, B̄, t⃗),

(v⃗, r⃗)

for all i ∈ [t], j ∈ [n′] :
NTT(vi,j) ∈ {0, 1}ϖ, ∥NTT(vi,j)∥1 = 1

∧ for all i1, i2 ∈ [t] with i1 ̸= i2 :
∥NTT(

∑
j∈[n′] vi1,j · vi2,j)∥1 < n′

∧ p⃗ = P ·
∑

i∈[t](NTT(v⃗i1)⊗ · · · ⊗ NTT(v⃗in′))

∧ r⃗ ∈ Sr ∧ t⃗0 = B0r⃗, t⃗1 = B1r⃗ + p⃗, t⃗2 = B2r⃗ + v⃗


,
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and

R′ =


(P , t, B̄, t⃗),
(v⃗, r⃗, c)

for all i ∈ [t], j ∈ [n′] :
NTT(vi,j) ∈ {0, 1}ϖ, ∥NTT(vi,j)∥1 = 1

∧ for all i1, i2 ∈ [t] with i1 ̸= i2 :
∥NTT(

∑
j∈[n′] vi1,j · vi2,j)∥1 < n′

∧ p⃗ = P ·
∑

i∈[t](NTT(v⃗i1)⊗ · · · ⊗ NTT(v⃗in′))

∧ c ∈ Sfac ∧ cr⃗ ∈ S′r
∧⃗t0 = B0r⃗, t⃗1 = B1r⃗ + p⃗, t⃗2 = B2r⃗ + v⃗


.

At first glance, the requirement for v⃗ in the above relation may seem to be
different from the requirement in Definition 23. However, we will now demon-
strate that they are actually the same.

Let v⃗i = NTT(v⃗i,1)⊗ · · ·⊗NTT(v⃗i,n′) for all i ∈ [t], then since for any i ∈ [t]
and j ∈ [n′], we have NTT(vi,j) ∈ {0, 1}ϖ and ∥NTT(vi,j)∥1 = 1, it follows
that v⃗1, · · · , v⃗t ∈ {0, 1}n have exactly one 1 each. Now, consider the condition
∥NTT(

∑
j∈[n′] vi1,j · vi2,j)∥1 < n′. From this condition, we can deduce that

v⃗1, · · · , v⃗t are distinct. This is because if there exists i1, i2 such that v⃗i1 = v⃗i2 ,
then

∥NTT(
∑
j∈[n′]

vi1,j · vi2,j)∥1 =
∑
j∈[n′]

⟨NTT(vi1,j),NTT(vi2,j)⟩ = n′,

which is contradictory. Thus, the vector v⃗ = v⃗1+ · · ·+ v⃗t satisfies all the require-
ments stated in Definition 23.

Overview. Now we present how to construct the protocol. Just as we discussed
in the introduction, the goal of the prover is to convince the verifier that the
opening (p⃗, v⃗) of the commitment (⃗t0, t⃗1, t⃗2) satisfies the following four condi-
tions:

1. Each element vi,j of v⃗ satisfies NTT(vi,j) ∈ {0, 1}ϖ;
2. Each element vi,j of v⃗ satisfies ∥NTT(vi,j)∥1 = 1;
3. For any i1, i2 ∈ [t], with i1 ̸= i2, the elements of v⃗ satisfies

∥NTT(
∑
j∈[n′]

vi1,j · vi2,j)∥1 < n′;

4. p⃗ and v⃗ satisfies P ·
∑

i∈[t](NTT(vi,1)⊗ · · · ⊗ NTT(vi,n′)) = p⃗.

Since the method for proving the 1st and 2nd conditions are common, here
we mainly focus on explaining how to prove the 3rd and 4th conditions. Let
Mq := {p ∈ Zq[X] : deg(p) < d/ϖ} be the Zq-module of polynomials of degree
less than d/ϖ. Assuming parameters satisfies n′ < 2b < min{q, 2ϖ}, then define

g = (1, 2, · · · , 2b−1, 0, · · · , 0) ∈Mϖ
q . (8)
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For any i1, i2 ∈ [t] with i1 ̸= i2, let

ui1,i2 = n′ −
∑
j∈[n′]

⟨v⃗i1,j , v⃗i2,j⟩ − 1,

then represent ui1,i2 as a binary representation and extend it to a ϖ-length
vector u⃗i1,i2 ∈ {0, 1}ϖ such that ui1,i2 = ⟨u⃗i1,i2 , g⟩. It is worth noting that, when∑

j∈[n′]⟨v⃗i1,j , v⃗i2,j⟩ = n′, we have ui1,i2 = −1.12 In this case, there does not exist
a binary vector u⃗ such that ⟨u⃗, g⟩ = ui1,i2 . So we first compute a commitment

ti1,i23 = b⃗
i1,i2

3 r⃗ + NTT−1(u⃗i1,i2), where b⃗
i1,i2

3 is a uniform vector. Then, proving
the 3rd condition is equivalent to proving that the opening of t⃗

i1,i2
3 is ui1,i2 which

satisfies
NTT(ui1,i2) ∈ {0, 1}ϖ and ∥NTT(u′i1,i2)∥1 = n′ − 1,

where u′i1,i2 =
∑

j∈[n′] vi1,j · vi2,j +ui1,i2NTT
−1(g). And these problems can be

proved using the methods described in [5, 23].
We now show how to adapt the method from [38] to prove the 4th condition.

Let P1 = NTT(P ) ∈ Mkϖ×ϖn′

q and p⃗ = NTT(p⃗) ∈ Mkϖ
q . It is worth noting

that, when P ·
∑

i∈[t](NTT(v⃗i,1)⊗ · · · ⊗ NTT(v⃗i,n′)) ̸= p⃗, the probability that

⟨P1 ·
∑
i∈[t]

(v⃗i,1 ⊗ · · · ⊗ v⃗i,n′)− p⃗, γ⃗⟩ = 0

is exactly q−d/ϖ, where γ⃗ is a uniformly random vector onMkϖ
q . Under proper

parameters, this probability is negligible. And by calculations and Lemma 1, we
have

⟨P1 ·
∑
i∈[t]

(v⃗i,1 ⊗ · · · ⊗ v⃗i,n′)− p⃗, γ⃗⟩ =
∑
i∈[t]

⟨v⃗i,1 ⊗ · · · ⊗ v⃗i,n′ , PT
1 γ⃗⟩ − ⟨p⃗, γ⃗⟩

=
∑
i∈[t]

(v⃗i,1, P2 · (v⃗i,2 ⊗ · · · ⊗ v⃗i,n′))− ⟨p⃗, γ⃗⟩,

where P2 =

 γ⃗T1 P1,1

...
γ⃗T1 P1,ϖ

 ∈ Mϖ×ϖn′−1

q and P1 = [P1,1, · · · , P1,ϖ]. Let us define

x⃗1,i = P2 · (v⃗i,2 ⊗ · · · ⊗ v⃗i,n′) and x1,i = NTT−1(x⃗1,i). Then we compute com-

mitments t1i4 = b⃗
1i

4 r⃗ + x1,i. In this case, proving the 4rd condition is equivalent
to proving that the opening of t1i4 is x1,i, which satisfy

NTT(x1,i) = P2 · (v⃗i,2 ⊗ · · · ⊗ v⃗i,n′) and

ϖ∑
i=0

NTT(h)i = 0,

where h =
∑

i∈[t] v⃗i,1 ·x1,i−⟨p⃗,NTT−1(γ⃗)⟩. Note that the former is exactly the
set membership relation addressed in [38], while the latter can also be proved
12 In the modulo q setting, −1 = q − 1.



Generic Construction of TRS and Instantiations 51

using the masking technique [23] again. Finally, amortization techniques [8, 10]
will be used to further compress the proof size.

Concrete Construction. Now we describe the concrete lattice-based logarith-
mic t-out-of-n proof protocol, which is presented in Alg.8. Let u⃗i1,i2 ∈ {0, 1}ϖ
be the binary representation of integer n′ − 1 −

∑
j∈[n′]⟨v⃗i1,j , v⃗i2,j⟩, ui1,i2 =

NTT−1(u⃗i1,i2) and

u′i1,i2 =
∑
j∈[n′]

vi1,j · vi2,j + ui1,i2NTT
−1(g),

where g is the vector defined in Equation(8). Next, we define

u⃗ = (u1,2, · · · ,ut−1,t), u⃗
′ = (u′1,2, · · · ,u′t−1,t) ∈ R

t(t−1)
2

q . (9)

Let P ∈ Rk×ϖn′

q be the public key set, define P1 = NTT(P ) ∈ Mkϖ×ϖn′

q

and denoted as P1 = [P1,1, · · · , P1,ϖ]. Similarly, for any P i
j ∈ Mϖ×ϖn′−j+1

q , we
denote P i

j = [P i
j,1, · · · , P i

j,ϖ]. For any i ∈ [n′], denote x⃗i = (xi,1, · · · ,xi,t) ∈ Rt
q.

We define

F =


1 · · · 1
0 · · · 0
...

...
...

0 · · · 0

 ∈Mϖ×ϖ
q and e⃗1 =


1
0
...
0

 ∈Mϖ
q . (10)

And let G be the polynomials with the first d/ϖ coefficients equal to 0, i.e.

G := {g ∈ Rq | g0 = · · · = g d
ϖ−1

= 0}.

We require the following hash functions:

– H1 : {0, 1}∗ 7→ R[t( t−1
2 +n′−1)+2]×m

q , for convenience, we express the output

as the form: (B3,B4, b⃗5, b⃗6) such that B3 ∈ R
t(t−1)

2 ×m
q , B4 ∈ Rt(n′−1)×m

q

and b⃗5, b⃗6 ∈ Rm
q ;

– H2 : {0, 1}∗ 7→ Mkϖ
q ;

– H3 : {0, 1}∗ 7→ Mtϖ
q ;

– H4 : {0, 1}∗ 7→ Mt(n′+ t−1
2 )ϖ

q , for convenience, we express the output as
the following form: (γ⃗2, γ⃗3) such that γ⃗2 ∈ Mtn′ϖ

q and denote as γ⃗2 =

(γ⃗21,1, · · · , γ⃗2t,n′), γ⃗3 ∈M
t(t−1)ϖ

2
q and denote as γ⃗3 = (γ⃗31,2, · · · , γ⃗2t−1,t);

– H5 : {0, 1}∗ 7→ R1+t(n′+ t−1
2 )

q , we express the output as the following form:
(α0, α⃗

1, α⃗2) such that α⃗1 ∈ Rtn′

q and denote as α⃗1 = (α1
1,1, · · · ,α1

t,n′),

α⃗2 ∈ R
t(t−1)

2
q and denote as α⃗2 = (α1

1,2, · · · ,α1
t−1,t).
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Let b⃗
2

i,j denote the vector in B2 used to calculate the commitment of vi,j

(specifically, the the [(i − 1)n′ + j]-th row vector in B2), and denote this com-
mitment as t2i,j . Similarly, let b⃗

3

i1,i2 denote the vector in B3 used to calculate the

commitment t3i1,i2 of ui1,i2 and let b⃗
4

i,j denote the vector in B4 used to calculate
the commitment t4i,j of xi,j . Then, we define the following elements:

Φ1 =⟨⃗b5, y⃗⟩ − ⟨B1y⃗,NTT
−1(γ⃗1)⟩

+
∑
i∈[t]

∑
j∈[n′]

⟨⃗b
2

i,j , y⃗⟩ · NTT
−1(FT γ2i,j) +

∑
i∈[t]

⟨⃗b
2

i,n′ , y⃗⟩NTT−1(γ⃗Tn′,i · P i
n′)

+
∑
i∈[t]

∑
j∈[n′−1]

[
⟨⃗b

4

j,i, y⃗⟩ · (NTT
−1(vi,j − γ⃗j+1,i)) + ⟨⃗b

2

i,j , y⃗⟩ · xj,i

]
+

∑
i1,i2∈[t],i1

NTT−1(FT γ3i1,i2) ·
∑
j∈[n′]

[
⟨⃗b

2

i1,j , y⃗⟩vi2,j + ⟨⃗b
2

i2,j , y⃗⟩vi1,j

]
+

∑
i1,i2∈[t],i1

NTT−1(FT γ3i1,i2) · ⟨⃗b
3

i1,i2 , y⃗⟩ · NTT
−1(g),

Ω1 =
∑
i∈[t]

∑
j∈[n′−1]

⟨⃗b
2

i,j , y⃗⟩ · ⟨⃗b
4

j,i, y⃗⟩

+
∑

i1,i2∈[t],i1 ̸=i2

NTT−1(FT γ3i1,i2) ·

 ∑
j∈[n′]

⟨⃗b
2

i1,j , y⃗⟩ · ⟨⃗b
2

i2,j , y⃗⟩

 .

Thus we can compute the following two elements, which will be used in the
proving stage:

Φ =α0Φ1 +
∑
i∈[t]

∑
j∈[n′]

α1
i,j · (2vi,j − 1) · ⟨⃗b

2

i,j , y⃗⟩

+
∑

i1,i2∈[t],i1 ̸=i2

α2
i1,i2 · (2ui1,i2 − 1) · ⟨⃗b

3

i1,i2 , y⃗⟩,

Ω′ =α0Ω1 +
∑
i∈[t]

∑
j∈[n′]

α1
i,j · ⟨⃗b

2

i,j , y⃗⟩2 +
∑

i1,i2∈[t],i1 ̸=i2

α2
i1,i2 · ⟨⃗b

3

i1,i2 , y⃗⟩
2. (11)
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Algorithm 8 Logarithmic t-out-of-n proof protocol.

Prove((P , t, B̄, t⃗), (v⃗, r⃗)):
Prover:
1: (B3,B4, b⃗5, b⃗6) = H1(P , t, B̄, t⃗)
2: Define u⃗, u⃗′ as in (9)
3: t⃗3 = B3r⃗ + u⃗
4: Run SP(·) algorithm defined in Alg.9
5: (⃗t4,h

1)← SP(P1, p⃗, v⃗, t⃗3)
6: (γ⃗2, γ⃗3) = H4(⃗t4)
7: For all i ∈ [t], j ∈ [n′], do:

h2
i,j = vi,jNTT

−1(FT γ2
i,j)

−e1NTT
−1(γ2

i,j)
8: For all i1, i2 ∈ [t], with i1 ̸= i2, do:

h3
i1,i2 = u′

i1,i2NTT
−1(FT γ3

i1,i2)
−(n′ − 1) · e1NTT

−1(γ3
i1,i2)

9: g ← G, t5 = ⟨⃗b5, r⃗⟩+ g

10:
h = g + h1 +

∑
i∈[t],j∈[n′] h

2
i,j

+
∑

i1,i2∈[t],i1 ̸=i2
h3

i1,i2

11: y⃗ ← Ddm
σ , w⃗ = B0y⃗

12: α⃗ = H5(h, w⃗)
13: Compute Φ,Ω′ as in (11)

14: t6 = ⟨⃗b6, r⃗⟩ − Ψ

15: Ω = ⟨⃗b6, y⃗⟩+Ω′

16: The prover sends messages
ω = {⃗t3, t⃗4, t5, t6,h, w⃗,Ω}
to the verifier

Verifier:
17: c← D(Sc)
18: The verifier sends c to the prover
Prover:
19: z⃗ = y⃗ + cr⃗
20: If Rej(z⃗, cr⃗, σ) = 0 abort
21: Send z⃗ to the verifier

Verify((P , t, ck, com), (ω, c, z⃗)):
1: Compute f1 defined in (12)
2: Check if h ∈ G
3: Check if ∥z⃗∥2 ≤ σ

√
2dm

4: Check if w⃗ = B0z⃗ − c⃗t0
5: Check if Ω = f1 + ⟨⃗b6, z⃗⟩ − ct6
6: If failed return 0, else return 1

Algorithm 9 Sub-protocol (SP)
Input: (P1, p⃗, v⃗, t⃗3); Output: (⃗t4,h1)

1: γ⃗1 = H2(⃗t3)

2: P2 =

 γ⃗T
1 P1,1

...
γ⃗T
1 P1,ϖ

 ∈Mϖ×ϖn′−1

q

3: For all i ∈ [t], do:
x1,i = NTT−1(P2 · (v⃗i,2 ⊗ · · · ⊗ v⃗i,n′))

4: t⃗4,1 = B4,1r⃗ + x1

5: h1 =
∑

i∈[t] vi,1 ·x1,i−⟨p⃗,NTT−1(γ⃗1)⟩
6: (γ⃗2,1, · · · , γ⃗2,t) = H3(⃗t4,1)
7: For all i ∈ [t], do:

P i
3 =

 γ⃗T
2,iP2,1

...
γ⃗T
2,iP2,ϖ

 ∈Mϖ×ϖn′−2

q ,

x2,i = NTT−1(P i
3 · (v⃗i,3⊗· · ·⊗ v⃗i,n′)),

h2,i = vi,2 · x2,i − x1,i · NTT−1(γ⃗2,i)
8: t⃗4,2 = B4,2r⃗ + x2

9: For j = 3, · · ·n′ − 1, do:
(γ⃗j,1 · · · , γ⃗j,t) = H3(⃗t4,j−1)
For all i ∈ [t], do:

P i
j+1 =

 γ⃗T
j,iP

i
j,1

...
γ⃗T
j,iP

i
j,ϖ

 ∈Mϖ×ϖn′−j

q ,

xj,i = NTT(P i
j+1·(v⃗i,j+1⊗· · ·⊗v⃗i,n′)),

hj,i = vi,j ·xj,i−xj−1,i ·NTT−1(γ⃗j,i)
t⃗4,j = B4,j r⃗ + xj

10: (γ⃗n′,1 · · · , γ⃗n′,t) = H3(⃗t4,n′−1)
11: For all i ∈ [t], do:

hn′,i = vi,n′ · NTT−1(γ⃗T
n′,i · P i

n′)
−xn′−1,i · NTT−1(γ⃗n′,i)

12: t⃗4 = (⃗t4,1, · · · , t⃗4,n′−1)

13: h1 = h1 +
∑

i∈[t]

∑n′

j=2 hj,i

14: return (⃗t4,h
1)
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Now, we define another element, which will be used in the verification stage:

f0 =c · ⟨B1z⃗ − c⃗t1,NTT
−1(γ⃗1)⟩ − c(⟨⃗b5, z⃗⟩ − ct5)− c2h

−
∑
i∈[t]

c(⟨⃗b
2

i,n′ , z⃗⟩ − ct2i,n′)NTT−1(γ⃗T
n′,iP

i
n′)

+
∑
i∈[t]

∑
j∈[n′−1]

[
(⟨⃗b

2

i,j , z⃗⟩ − ct2i,j + cNTT−1(γ⃗j+1,i)) · (⟨⃗b
4

j,i, z⃗⟩ − ct4j,i)
]

−
∑
i∈[t]

∑
j∈[n′]

[
(⟨⃗b

2

i,j , z⃗⟩ − ct2i,j)NTT
−1(FT γ2

i,j) · c+ e1NTT
−1(γ2

i,j) · c2
]

+
∑

i1,i2∈[t],i1 ̸=i2

NTT−1(FT γ3
i1,i2)

∑
j∈[n′]

[
(⟨⃗b

2

i1,j , z⃗⟩ − ct2i1,j)(⟨⃗b
2

i2,j , z⃗⟩ − ct2i2,j)
]

−
∑

i1,i2∈[t],i1 ̸=i2

NTT−1(FT γ3
i1,i2) · c(⟨⃗b

3

i1,i2 , z⃗⟩ − ct3i1,i2) · NTT
−1(g)

−
∑

i1,i2∈[t],i1 ̸=i2

(n′ − 1) · e1NTT
−1(γ3

i1,i2)c
2,

f1 =α0f0 +
∑
i∈[t]

∑
j∈[n′]

α1
i,j · (⟨⃗b

2

i,j , z⃗⟩ − ct2i,j) · (⟨⃗b
2

i,j , z⃗⟩ − ct2i,j + c)

+
∑

i1,i2∈[t],i1 ̸=i2

α2
i1,i2 · (⟨⃗b

3

i1,i2 , z⃗⟩ − ct3i1,i2) · (⟨⃗b
3

i1,i2 , z⃗⟩ − ct3i1,i2 + c). (12)

Note the algorithm Rej and distributions Dσ are described in the Section 2.5.
To make the Alg.8 clearer, we also define a sub-protocol Alg.9 that will be invoked
by Alg.8 during the proving stage.

Security Analysis. We now present the completeness, soundness and one-time
zero-knowledge claims for our Alg.8.

Theorem 9 (Completeness). Let ∥cr⃗∥ ≤ T and 210 < dm, then Alg.8 has a

completeness with error 1− 1
M , where M = e

24σT+T2

2σ2 .

Proof. It follows directly from Lemma 6 that the honest prover does not abort in
the Step 20 with probability at least 1−2−100

M ≈ 1
M . Next, we show that when the

prover does not abort, the verifier will accept except with a negligible probability.
First, by Lemma 6, the statistical distance between z⃗ and Ddm

σ is at most
2−100/M . Thus, by Lemma 5, we have ∥z⃗∥ ≤ σ

√
2dm with probability at lest

1− 2−100

M −2−0.11dm, which is overwhelming under property parameter selection.
Now, we prove

∑ϖ−1
i=0 NTT(h) = 0. Since g ∈ G, we have

ϖ−1∑
i=0

NTT(h) =
ϖ−1∑
i=0

NTT(h1) +
∑

i∈[t],j∈[n′]

[

ϖ−1∑
i=0

NTT(h2
i,j)]

+
∑

i1,i2∈[t],i1 ̸=i2

[

ϖ−1∑
i=0

NTT(h3
i1,i2)].
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And by Lemma 1 and Lemma 2, we have
ϖ−1∑
i=0

NTT(h1) =
∑
i∈[t]

⟨v⃗i,1, P2 · (v⃗i,2 ⊗ · · · ⊗ v⃗i,n′)⟩ − ⟨NTT(p⃗), γ1⟩

=
∑
i∈[t]

⟨v⃗i,1 ⊗ v⃗i,2 ⊗ · · · ⊗ v⃗i,n′ , PT
1 γ1)⟩ − ⟨NTT(p⃗), γ1⟩

= ⟨P1 · (
∑
i∈[t]

v⃗i,1 ⊗ · · · ⊗ v⃗i,n′)− NTT(p⃗), γ1⟩ = 0.

Similarly, by Lemma 1 and Lemma 2, it can also be deduced that
∑ϖ−1

i=0 NTT(h1),∑ϖ−1
i=0 NTT(h2

i,j) and
∑ϖ−1

i=0 NTT(h3
i1,i2) are 0. Thus, we have h ∈ G.

Since we have z⃗ = y⃗ + cr⃗, t⃗0 = B0r⃗ and w⃗ = B0y⃗, the equation w⃗ =
B0z⃗ − c⃗t0 always holds.

Finally, we show that, the Ω generated in the Prove stage is equal to that
generated in the Verify stage. By substituting z⃗ = y⃗ + cr⃗ into f1, we obtain
f1 = −Φc+Ω′. Thus, we have f1 + ⟨⃗b6, z⃗⟩ − ct6 = ⟨⃗b6, y⃗⟩+Ω′ = Ω. Therefore,
our protocol satisfies completeness. ⊓⊔

Theorem 10 (Soundness). Let q−d/ϖ ≤ 2−128, β = σ
√
2dm, and define sets

Sfac = {c ∈ R×q | ∥c∥∞ ≤ 2} and S′r = {r⃗ ∈ Rm
q | ∥r⃗∥ ≤ 2β}, assuming the

MSISk1,8dβ problem is hard, then Alg.8 has 3-special soundness.

Proof. Assuming that we have three valid transcripts, they are (ω, c0, z⃗0), (ω, c1, z⃗1)
and (ω, c2, z⃗2), where ω = (⃗t3, t⃗4, t5, t6,h, w⃗,Ω). Here, c0, c1, c2 are pairwise
distinct. We will construct an extractor to extract a relaxed witness w.

Let c̄1 = c1 − c0 and c̄2 = c2 − c0, from Lemma 3, we have that c̄1 and
c̄2 are invertible over Rq with probability at least 1−ϖ · pd/ϖ, where p is the
maximum probability over Zq of the coefficients c mod (Xd/ϖ − ζ2i+1), which
is close to 1

q . Thus, with overwhelming probability c̄1 and c̄2 are invertible. And
by the definition of the distribution D(Sc), we have ∥c̄1∥∞ ≤ 2 and ∥c̄2∥∞ ≤ 2.
Thus, c̄1, c̄2 ∈ Sfac clearly holds.

For i = 1, 2, define z⃗∗i = z⃗i − z⃗0, r⃗i = c̄−1i · z⃗∗i , then we have ∥c̄ir⃗i∥ ≤
2β. Let p⃗i = t⃗1 − B1r⃗i, v⃗i = t⃗2 − B2r⃗i, u⃗i = t⃗3 − B3r⃗i, x⃗i = t⃗4 − B4r⃗i,
gi = t5 − ⟨⃗b5, r⃗i⟩, Ψ i = t6 − ⟨⃗b6, r⃗i⟩, then (ci, r⃗i, (p⃗i, v⃗i, u⃗i, x⃗i, g⃗i, Ψ⃗ i)) are two
weak opening of the commitment (⃗t0, t⃗1, t⃗2, t⃗3, t⃗4, t5, t6). Thus, by Theorem 5,
assuming the MSISk1,8dβ problem is hard, we have

(p⃗1, v⃗1, u⃗1, x⃗1, g⃗1, Ψ⃗1) = (p⃗2, v⃗2, u⃗2, x⃗2, g⃗2, Ψ⃗2).

For i = 0, 1, 2, define y⃗i = z⃗i − cir⃗1, then B0y⃗i = w⃗. Below, we prove that
they are all equal. If y⃗i ̸= y⃗j , then we have B0 · c̄1(y⃗i − y⃗j) = 0 and

∥c̄1(y⃗i − y⃗j)∥ ≤ ∥c̄1(z⃗i − z⃗j)∥+ ∥(ci − cj)(z⃗1 − z⃗0)∥ ≤ 8∥c1z⃗1∥ ≤ 8dβ.

Thus, assuming the MSISk1,8dβ problem is hard, we have y⃗0 = y⃗1 = y⃗2. Since
p⃗i, v⃗i, u⃗i, x⃗i, g⃗i, Ψ⃗ i and y⃗i are equal, in the following calculations, we will directly
omit their subscripts.
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By substituting z⃗i = y⃗+ cir⃗1 into f = f1 + ⟨⃗b6, z⃗⟩ − cit6, where f1 is defined
in (12), we can obtain the following form equations:1 c0 c20

1 c1 c21
1 c2 c22

 ·
µ0

µ1

µ2

 =

0
0
0

 ,
where

µ2 = α0(g+h′−h)+
∑
i∈[t]

∑
j∈[n′]

α1
i,j(vi,j−1)vi,j+

∑
i1,i2∈[t],i1 ̸=i2

α2
i1,i2(ui1,i2−1)ui1,i2

and

h′ =
∑
i∈[t]

vi,1 · x1,i − ⟨p⃗,NTT−1(γ⃗1)⟩

+
∑
i∈[t]

n′−1∑
j=2

vi,j · xj,i − xj−1,i · NTT−1(γ⃗j,i)

+
∑
i∈[t]

vi,n′ · NTT−1(γ⃗Tn′,i · P i
n′)− xn′−1,i · NTT−1(γ⃗n′,i)

+
∑

i∈[t],j∈[n′]

[
vi,jNTT

−1(FT γ2i,j)− e1NTT
−1(γ2i,j)

]
+

∑
i1,i2∈[t],i1 ̸=i2

(
∑
j∈[n′]

vi1,j · vi2,j + ui1,i2NTT
−1(g))NTT−1(FT γ3i1,i2)

−
∑

i1,i2∈[t],i1 ̸=i2

(n′ − 1) · e1NTT−1(γ3i1,i2).

Since the difference of each two challenges in {c0, c1, c2} is invertible over
Rq, we must have µ2 = 0. Next, in the random oracle model, α0, · · · ,α2

t−1,t are
independent of g + h′ − h, vi,j and ui1,i2 .

Assume that g+h′−h ̸= 0, then for uniform α0, the probability that µ2 = 0
is at most qd/ϖ, which is negligible. Hence, we have g + h′ − h = 0. Similarly,
we have vi,j(vi,j − 1) = 0 and ui1,i2(ui1,i2 − 1) = 0. And by this, we have
NTT(vi,j) ∈ {0, 1}ϖ, NTT(ui1,i2) ∈ {0, 1}ϖ.

Since we have g + h′ = h and h ∈ G. Thus, by Lemma 2, we have

ϖ−1∑
i=0

NTT(h′) =
ϖ−1∑
i=0

NTT(g).

Note that, for any i ∈ [t], j ∈ [n′], we have

ϖ−1∑
i=0

NTT(vi,jNTT
−1(FT γ2i,j)− e1NTT

−1(γ2i,j)) = ⟨F v⃗i,j − e⃗1, γ2i,j⟩.
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Because all the other terms in h′ are independent of γ2i,j , and when we have
F ·NTT(vi,j)−e⃗1 ̸= 0, then ⟨F ·NTT(vi,j)−e⃗1, γ2i,j⟩ is a uniformly random polyno-
mial inMq, in this case

∑ϖ−1
i=0 NTT(h′) is also a uniformly random polynomial.

In this time, the probability that
∑ϖ−1

i=0 NTT(h′) =
∑ϖ−1

i=0 NTT(g) is q−d/ϖ,
which is negligible. Thus, we have F · NTT(vi,j) = e⃗1, i.e. ∥NTT(vi,j)∥1 = 1.

Now we focus the on last two summands of h′. For any i1, i2, we have

ϖ∑
i=0

NTT

( ∑
j∈[n′]

vi1,j · vi2,j + ui1,i2NTT
−1(g)) · NTT−1(FT γ3

i1,i2)− (n′ − 1) · e1NTT
−1(γ3

i1,i2)


=⟨NTT(

∑
j∈[n′]

vi1,j · vi2,j + ui1,i2NTT
−1(g)), FT γ3

i1,i2⟩ − ⟨NTT((n
′ − 1)e1), γ

3
i1,i2⟩

=⟨F · NTT(
∑

j∈[n′]

vi1,j · vi2,j + ui1,i2NTT
−1(g)), γ3

i1,i2⟩ − ⟨NTT((n
′ − 1)e1), γ

3
i1,i2⟩

=⟨F · NTT(
∑

j∈[n′]

vi1,j · vi2,j + ui1,i2NTT
−1(g))− NTT((n′ − 1)e1), γ

3
i1,i2⟩,

where the second equation is obtained according to Lemma 1. Thus, by the
randomness of γ3i1,i2 , we have

F · NTT(
∑
j∈[n′]

vi1,j · vi2,j + ui1,i2NTT
−1(g)) = NTT((n′ − 1)e1).

Otherwise, the probability that the sum of the NTT coefficients of this term
equals zero is negligible. Thus, by the definition of F and e⃗1 (Equation(10)), we
have

ϖ∑
i=0

NTT(
∑
j∈[n′]

vi1,j · vi2,j + ui1,i2NTT
−1(g)) = (n′ − 1),

which implies that

∥NTT(
∑
j∈[n′]

vi1,j · vi2,j + ui1,i2NTT
−1(g))∥1 = (n′ − 1).

Next, let us consider vi,n′ · NTT−1(γ⃗Tn′,i · P i
n′) − xn′−1,i · NTT−1(γ⃗n′,i), by

calculation we have
ϖ∑
i=0

NTT(vi,n′ · NTT−1(γ⃗Tn′,i · P i
n′)− xn′−1,i · NTT−1(γ⃗n′,i))

=⟨NTT(vi,n′), (P i
n′)T · γ⃗n′,i⟩ − ⟨NTT(xn′−1,i), γ⃗n′,i⟩

=⟨P i
n′NTT(vi,n′)− NTT(xn′−1,i), γ⃗n′,i⟩. (13)

Thus, by the randomness of γ⃗n′,i, we obtain

P i
n′NTT(vi,n′) = NTT(xn′−1,i).
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Now, it remains to prove the 4th condition (in the overview of Section 5.2).
We conduct an inductive argument and assume that for some j ∈ [n′ − 1] we
have

P i
j+1 · (NTT(vi,j+1)⊗ · · · ⊗ NTT(vi,n′)) = NTT(xj,i),

for every i ∈ [t]. Note that the base case j = n′ − 1 of induction (Equation 13)
is true.

Let us consider the term vi,j · xj,i − xj−1,i · NTT−1(γ⃗j,i). Since P i
j+1 = γ⃗Tj,iP

i
j,1

...
γ⃗Tj,iP

i
j,ϖ

 and P i
j = [P i

j,1, · · · , P i
j,ϖ], by calculation we have:

ϖ−1∑
i=0

NTT(vi,j · xj,i − xj−1,i · NTT−1(γ⃗j,i))

=⟨NTT(vi,j), P
i
j+1 · (NTT(vi,j+1)⊗ · · · ⊗ NTT(vi,n′))⟩ − ⟨NTT(xj−1,i), γ⃗j,i⟩

=⟨P i
j · (NTT(vi,j)⊗ · · · ⊗ NTT(vi,n′))− NTT(xj−1,i), γ⃗j,i⟩.

Note that the second equation holds due to the definition of P i
j+1. Thus, by the

randomness of γ⃗j,i, we can obtain

P i
j · (NTT(vi,j)⊗ · · · ⊗ NTT(vi,n′)) = NTT(xj−1,i).

Note that, the P i
2’s are introduced for the convenience of the presentation. They

all equal to P2 defined in Algorithm 9, line 2. Hence, we have

P2 · (NTT(vi,2)⊗ · · · ⊗ NTT(vi,n′)) = NTT(x1,i).

Finally, let us consider the first item
∑

i∈[t] vi,1 ·x1,i−⟨p⃗,NTT−1(γ⃗1)⟩. Since

P2 =

 γ⃗T1 P1,1

...
γ⃗T1 P1,ϖ

 and P1 = [P1,1, · · · , P1,ϖ], by calculation we obtain

ϖ−1∑
i=0

NTT(
∑
i∈[t]

vi,1 · x1,i − ⟨p⃗,NTT−1(γ⃗1)⟩)

=
∑
i∈[t]

⟨NTT(vi,1), P2 · (NTT(vi,2)⊗ · · · ⊗ NTT(vi,n′))⟩ − ⟨NTT(p⃗), γ⃗1⟩

=⟨P1 ·
∑
i∈[t]

(NTT(vi,1)⊗ · · · ⊗ NTT(vi,n′))− NTT(p⃗), γ⃗1⟩.

Therefore, by the randomness of γ⃗1, we can obtain

P ·
∑
i∈[t]

(NTT(v⃗i,1)⊗ · · · ⊗ NTT(v⃗i,n′)) = p⃗.
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Otherwise, the probability that the sum of the NTT coefficients of h1 equals
zero is negligible.

In conclusion, w = (v⃗, r⃗1, c̄1) is a relaxed witness. ⊓⊔

Theorem 11 (One-time Zero-knowledge). Let ∥cr⃗∥ ≤ T , M = e
24σT+T2

2σ2

and assuming the MLWEm−k̃,σ′ problem is hard, where k̃ = k′ + t(n′ − 1 + t−1
2 )

then Alg.8 satisfies one-time zero-knowledge.

Proof. Assuming the protocol is not aborted, we construct a simulator S that
takes x = (P , t, ck, com) and challenge c as inputs and outputs a valid transcript.

The simulator S first sets t⃗3 ← R
t(t−1)

2
q , t⃗4 ← Rt(n′−1)

q , t5, t6 ← Rq and
h ← G. Then S samples z⃗ ← Ddm

σ . Next, S computes w⃗ = B0z⃗ − c⃗t0. Finally
S computes Ω = f1 + ⟨⃗b6, z⃗⟩ − ct6, where f1 defined in (12).

The distribution of simulated z⃗ is statistically close to the real distribution
by Lemma 6. And the distribution of simulated h is the same as the real distribu-
tion. Conditioned on (z⃗,h, c) and (⃗t3, t⃗4, t5, t6), variables w⃗ and Ω are uniquely
determined from the verification equations. Thus, the distribution of simulated
(w⃗,Ω) is also the same as the real distribution. Finally, the distribution of sim-
ulated (⃗t3, t⃗4, t5, t6) is computationally indistinguishable from the real one by
the assumption of MLWEm−k̃,σ′ problem.

Therefore, our t-out-of-n proof protocol satisfies one-time zero-knowledge.
⊓⊔

6 Threshold Ring Signature

6.1 Linear Threshold Ring Signature

In this section, we present our LTRS scheme, by combining Alg.5, Alg.6 and Alg.7.

Specification and overview. Our LTRS is built over the power-of-2 cyclotomic
ring Rq = Zq[X]/(Xd + 1) which splits into exactly ϖ factors.

The Setup (Alg.10) sets the system parameters, random oracles and sample
random matrices. More concretely, it chooses public system parameters d, q, ϖ,
k, l, η, κ, ι, σ, σ′, nmax and tmax, where nmax is the maximum ring size and
tmax is the maximum #signers. For simplicity, we require that ϖ is a divisor
of nmax, i.e., n′max = nmax/ϖ ∈ Z. The Setup also defines the following hash
functions:

– H1 : {0, 1}∗ 7→ Rκ×m
q such that the rightmost k columns form an identity

matrix I, where m = ι+ κ⌈log q⌉+ κ;
– H2 : {0, 1}∗ 7→ S1, where the outputs follows the distribution D(Sc) defined

in the Section 2.5;
– H3 : {0, 1}∗ 7→ R2×m

q ;
– H4 : {0, 1}∗ 7→ G, where G := {g ∈ Rq | g0 = · · · = g d

ϖ−1
= 0};

– H5 : {0, 1}∗ 7→ M(k+1)ϖ
q ;
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– H6 : {0, 1}∗ 7→ Rm
q , where the outputs follows distribution Ddm

σ3
;

– H7 : {0, 1}∗ 7→ Rn′
max+1

q .

Algorithm 10 LTRS: Setup & KeyGen

Setup(λ):
1: Choose parameters:

d, q,ϖ, k, l, η, κ, ι, σ1, σ2, σ3, nmax, tmax

2: Sample A← Rk×l
q , Ā := [A|I]

3: Define H1, H2, H3, H4, H5, H6, H7

4: pp =


d, q,ϖ, k, l, η, κ, ι, σ1, σ2, σ3,

nmax, tmax, Ā,
H1, H2, H3, H4, H5, H6, H7


5: return pp

KeyGen(pp):

1: s⃗← Sl+k
η , p⃗ = Ās⃗

2: return pk = p⃗, sk = s⃗

The KeyGen (Alg.10) is used to generate the public-secret key pair. Similarly
as in the previous works [22,25,38], the secret key of a user is a vector s⃗← Sl+k

η

of short polynomials over Rq and the public key is computed by p⃗ = Ās⃗.

We use R denote a public list (ring) with n = n′ϖ ≤ nmax users13. For
i ∈ [n], let pki, ski be the public key and secret key of the i-th user in R,
respectively. We let I be the set of indices identifying the signers in R with
|I| = t ≤ tmax; S be the secret keys to the signers in I; and let v⃗ ∈ {0, 1}n be
the vector of indices identifying the signers in R, i.e., when i ∈ I we have vi = 1,
otherwise vi = 0, where vi is the i-th coefficient of v⃗.

The Sign (Alg.11) is an interactive procedure, which takes a message msg, a
list of public key R and a list of secret key S as input and generates a signature
Σ. Here we only present i-th signer’s behaviour (note that all signers behave the
same) and divide the algorithm into three stages.

Let σ′ =
√

5
2π ·σ

2
2 ·(

√
(κ+ ι)d+

√
κd · ⌈log q⌉+λ) and v⃗ = Encode(v⃗) ∈ Rn′

q .
We divide the output commitment key ck of H1 into (B0,B1,B2) by rows,
where B0 ∈ R

(κ−k−n′
max)×m

q , B1 ∈ Rk×m
q and B2 ∈ Rn′×m

q .14 We define

F1 = NTT(−cR) = (NTT(−c · pk1), · · · ,NTT(−c · pkn)) ∈Mkϖ×n
q .

13 If ϖ does not divide the ring size n, then we can simply add the redundant vectors
as public keys.

14 Here we directly replace n′
max with n′, because the rest of row vector is not needed,

we can just throw them away.
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F2 is the matrix defined in Equation (2). Denote γ⃗1 = NTT−1(γ⃗1) ∈ Rk
q , and

γ2 = NTT−1(γ⃗2). Let et = NTT−1(e⃗t) with e⃗t = (t, 0, · · · , 0). Finally, let:

Ω = ⟨⃗b4, y⃗′⟩+
n′∑
i=1

αi⟨⃗b2i, y⃗′⟩2,

Ψ = α0⟨(x⃗TB2 − γ⃗T
1 B1 + b⃗3), y⃗

′⟩+
n′∑
i=1

αi⟨⃗b2i, y⃗′⟩(2vi − 1), (14)

be two elements in Rq, where b⃗2i is the i-th row vector of B2.

Algorithm 11 LTRS: Sign
Signi(msg,R, ski):

Phase 1:
1: y⃗i ← Dd(l+k)

σ1 , w⃗i = Āy⃗i

2: ck ← H1(msg,R), r⃗i ← Ddm
σ′

3: t⃗
i
0 = B0r⃗i, t⃗

i
1 = B1r⃗i + w⃗i,

t⃗
i
2 = B2r⃗i + e⃗i

4: Send (⃗t
i
0, t⃗

i
1, t⃗

i
2) to other signers

Phase 2: After receiving all signers’ com-
mitments, do:

5: t⃗0 =
∑

j∈I t⃗
j
0, t⃗1 =

∑
j∈I t⃗

j
1,

t⃗2 =
∑

j∈I t⃗
j
2, c1 = H2(ck, t⃗0, t⃗1, t⃗2)

6: z⃗i = y⃗i + c1 · ski
7: If Rej(z⃗i, c1 · ski, σ1) = 0, set z⃗i = ⊥
8: Send (z⃗i, r⃗i) to other signers

Phase 3: After receiving all signer’s mes-
sage, do:
9: If exists j ∈ I and z⃗j /∈ Sz, abort

10: z⃗ =
∑

j∈I z⃗j , r⃗ =
∑

j∈I r⃗j

11: P = −c1 ·R, t⃗
′
1 = t⃗1 − Āz⃗

12: x = (P , t, ck, (⃗t0, t⃗
′
1, t⃗2))

13: (⃗b3, b⃗4) = H3(x)

14: g = H4(x, r⃗), t3 = ⟨⃗b3, r⃗⟩+ g

15: (γ⃗1, γ⃗2) = H5(⃗b4, t3)
16: x⃗ = FT

1 γ⃗1 + FT
2 γ⃗2, x⃗ = NTT−1(x⃗)

17: h = ⟨v⃗, x⃗⟩ − ⟨p⃗, γ⃗1⟩ − et · γ2 + g
18: y⃗′ = H6(x, r⃗), w⃗′ = B0y⃗

′,
19: (α0, · · · ,αn′) = H7(x⃗,h, w⃗

′)
20: Compute Ω,Ψ defined in (14)
21: t4 = ⟨⃗b4, r⃗⟩ − Ψ
22: c2 = H2(t3, t4,h, w⃗

′,Ω)
23: z⃗′ = y⃗′ + c2 · r⃗
24: If Rej(z⃗′, c2 · r⃗, σ3) = 0 abort
25: Σ = (⃗t0, t⃗1, t⃗2, t3, t4,h, c2, z⃗, z⃗

′)
26: return signature Σ

The algorithm is presented in Alg.12, taking a message msg, a ring R, a
signature Σ and a verification threshold t and determining whether Σ is valid.
Define

f1 =

n′∑
i=1

αi(⟨⃗b2i, z⃗′⟩ − c2t2i) · (⟨⃗b2i, z⃗′⟩ − c2t2i + c2),

f0 = ⟨(x⃗TB2 − γ⃗T
1 B1 + b⃗3), z⃗

′⟩ − c2(⟨⃗t2, x⃗⟩ − ⟨⃗t
′
1, γ⃗1⟩ − et · γ2 + t3 − h),

where b⃗2i is the i-th row vector of B2, t2i is the i-th element of t⃗2 and et =
NTT−1(t, 0, · · · , 0) that is determined by threshold t. Then, define

Ω′ = f1 −α0c2f0 + ⟨⃗b4, z⃗′⟩ − c2t4. (15)
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Algorithm 12 LTRS: Verify
Verify(msg,R, Σ = (⃗t0, t⃗1, t⃗2, t3, t4,h, c2, z⃗, z⃗

′), t):

1: ck ← H1(msg,R)
2: c1 = H2(ck, t⃗0, t⃗1, t⃗2)

3: P = −c1 ·R, t⃗
′
1 = t⃗1 − Āz⃗

4: x = (P , t, ck, (⃗t0, t⃗
′
1, t⃗2))

5: (⃗b3, b⃗4) = H3(x), (γ⃗1, γ⃗2) = H5(⃗b4, t3)
6: x⃗ = FT

1 γ⃗1 + FT
2 γ⃗2, x⃗ = NTT−1(x⃗)

7: w⃗′ = B0z⃗
′ − c2⃗t0

8: (α0, · · · ,αn′) = H7(x⃗,h, w⃗
′)

9: Compute Ω′ defined in (15)
10: Check if h ∈ G
11: Check if ∥z⃗∥2 ≤ σ

√
2dt(l + k),

12: Check if ∥z⃗′∥2 ≤ σ′√2d(κ+ ι+ υ)
13: Check if c2 = H2(t3, t4,h, w⃗

′,Ω′)
14: If failed return 0, else return 1

Security Analysis. We present the security claim for our LTRS scheme. Since
the proof can be easily obtained by combining the security proof of GC-TRS and
the lattice-based building blocks instantiation, we omit them.

Theorem 12. Let T1 = dη
√
d(l + k), M1 = e

24σ1T1+T2
1

2σ2
1 , m = ι + κ⌈log q⌉ + κ,

σ′ =
√

5
2π · σ

2
2 · (

√
(κ+ ι)d+

√
κd · ⌈log q⌉+ λ), T2 = σ′d

√
2tmaxdm and M2 =

e
24σ3T2+T2

2
2σ2

3 , and parameters satisfy the following conditions: 210 < d(l+k) < 245,
210 < dm < 245, 11/π ≤ σ1, 11/π ≤ σ′, then our LTRS scheme has correctness.
On average, the construction needs to be repeated M t

1M2 times to generate a
valid signature.

Let β1 = 2(σ1
√
2tmax+(t−1)dη)

√
d(l + k)+2

√
d, β2 = σ3

√
2dm, assuming

the MLWEl,η, MLWEι,σ2
, MSISk,β1

and MSIS(κ−k−n′
max),8dβ2

problems are hard
and q−d/ϖ ≤ 2−128, then our LTRS scheme has tmax-unforgeability w.r.t. insider
corruption and tmax-anonymity w.r.t. adversarial keys in the ROM.

Note the MLWEm−κ−2,σ′ problem is at least as hard as the MLWEι,σ2
prob-

lem. Thus, in the above theorem, we only require the MLWEι,σ2
problem to be

hard. The same phenomenon also occurs in CTRS. It is also worth mentioning
that our LTRS is suited for parallel executions. Hence, to obtain a valid signature,
one can alternatively run sufficiently many parallel executions of the scheme at
once.

Concrete Parameters. In Table 4, we give concrete parameters for our LTRS
scheme. With this parameter setting, the root Hermite factor (RHF), a standard
metric to estimate MLWE/MSIS hardness in practice, is between 1.0043 and
1.00469 for all MLWE/MSIS assumptions. It is a common practice to choose a
RHF around 1.0045 for 128-bit post-quantum security. By Theorem 12, when
tmax = 10, our construction needs to be repeated on average 18.6 times to
generate a valid signature; and when tmax = 50, it needs to be repeated 21.6
times.
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Table 4. Examples of Parameters for LTRS (128-bit security)

nmax 210 215 220 210 215 220

tmax 10 10 10 50 50 50
d 128 128 128 128 128 128
ϖ 32 32 32 32 32 32
q ≈ 254 260 268 255 261 269

η 1 1 1 1 1 1
l 17 19 22 18 20 22
k 5 5 4 5 5 4
σ1 447063 466942 486009 457111 476571 486009
ι 17 19 22 18 20 22
κ 54 1049 32794 55 1049 32794
σ2 2 2 2 2 2 2
σ′ 2976 11904 68055 3022 11988 68496

σ3 ≈ 233 237 242 234 238 243

M1 1.2 1.2 1.2 1.04 1.04 1.04
M2 3 3 3 3 3 3

Repetition 18.6 18.6 18.6 21.6 21.6 21.6
Signature Size 1.75 MB 41.3 MB 1636.8 MB 1.87 MB 43.2 MB 1701.9 MB

We now calculate the signature size. Considering the “full-sized” elements of
Rq, we have t⃗0, t⃗1, t⃗2, t3, t4 and h15. Therefore, we have in total κ+ 3 full-sized
elements, which altogether costs (κ+3)d log q bits. We further consider the vec-
tors of short polynomials z⃗ and z⃗′. Since they come from a Gaussian distribution
with standard deviation σ1

√
t and σ3 respectively, with a high probability we

can upper bound their coefficients by 6σ1
√
t and 6σ3 [36,38]. Thus, they require

at most
d(l + k) log(13σ1

√
t) + dm log(13σ3) bits.

Finally, the challenge c2 costs at most 2 · d = 256 bits. Therefore, the signature
size is:

d[(κ+ 3) log q + (l + k) log(13σ1
√
t) +m log(13σ3) + 2] bits.

6.2 Compact Threshold Ring Signature

In this section, we present our CTRS scheme, which is constructed by combining
Alg.5, Alg.6 and Alg.8.

Specification and overview. Our CTRS(Alg.13) is over the power-of-2 cyclo-
tomic ring Rq which splits into exactly ϖ factors. The public system parame-
ters are d, q, ϖ, k, l, η, κ, ι, σ, σ′, nmax and tmax, where nmax is the max-
imum ring size and tmax is the maximum #signers. For simplicity, we require
nmax = ϖn′

max . The Setup will define the following hash functions:
15 In fact, h is missing d/ϖ coefficients, but that is a negligible consideration.
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– H1 : {0, 1}∗ 7→ Rκ×m
q such that the rightmost k columns form an identity

matrix I, where m = ι+ κ⌈log q⌉+ κ;
– H2 : {0, 1}∗ 7→ S1, where the outputs follows the distribution D(Sc) defined

in Section 2.5;

We use R denote a public list (ring) with n = ϖn′ ≤ nmax users. For i ∈ [n],
let pki, ski be the public key and secret key of the i-th user in R, respectively.
We let I be the set of indices identifying the signers in R with |I| = t ≤ tmax; S
be the secret keys to the signers in I; and let v⃗ ∈ {0, 1}n be the vector of indices
identifying the signers in R, i.e., when i ∈ I we have vi = 1, otherwise vi = 0,
where vi is the i-th coefficient of v⃗.

The Sign algorithm is an interactive procedure, which takes a message msg,
a list of public key R and a list of secret key S as input and generates a signature
Σ. Here we only present i-th signer’s behaviour and also divide the algorithm
into three stages. Let σ′ =

√
5
2π · σ

2
2 · (

√
(κ+ ι)d +

√
κd · ⌈log q⌉ + λ) and v⃗ =∑

i∈[t](v⃗i,1 ⊗ · · · ⊗ v⃗i,n′), then Encode(e⃗i) is defined as

(0, · · · ,NTT−1(v⃗i,1), · · · ,NTT−1(v⃗i,n′), 0, · · · , 0) ∈ Rtn′

q .

In this case, we have Encode(e⃗i) =
∑

i∈[t] Encode(v⃗). The algorithms Prove and
Verify used in Alg.13 are the algorithm described in Alg.8. Note that, in Alg.8, the
Prove algorithm is an interactive algorithm. Thus, we need to use Fiat-Shamir
transformation to it first and then invoke it.

Security Analysis. We present the security claim for our CTRS scheme. Since
the proof can be easily obtained by combining the security proof of GC-TRS and
the lattice-based building blocks instantiation, we omit them.

Theorem 13. Let T1 = dη
√
d(l + k), M1 = e

24σ1T1+T2
1

2σ2
1 , m = ι + κ⌈log q⌉ + κ,

σ′ =
√

5
2π · σ

2
2 · (

√
(κ+ ι)d+

√
κd · ⌈log q⌉+ λ), T2 = σ′d

√
2tmaxdm and M2 =

e
24σ3T2+T2

2
2σ2

3 , and parameters satisfy the following conditions: 210 < d(l+k) < 245,
210 < dm < 245, 11/π ≤ σ1, 11/π ≤ σ′, then our CTRS scheme has correctness.
On average, the construction needs to be repeated M t

1M2 times to generate a
valid signature.

Let β1 = 2(σ1
√
2tmax+(t−1)dη)

√
d(l + k)+2

√
d, β2 = σ3

√
2dm, assuming

the MLWEl,η, MLWEι,σ2
, MSISk,β1

and MSIS(κ−k−n′
max),8dβ2

problems are hard
and q−d/ϖ ≤ 2−128, then our CTRS scheme has tmax-unforgeability w.r.t. insider
corruption and tmax-anonymity w.r.t. adversarial keys in the ROM.

Note that our CTRS is suited for parallel executions. Thus, to obtain a valid
signature, one can alternatively run sufficiently many parallel executions of the
scheme at once.
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Algorithm 13 Compact TRS (CTRS)

Setup(λ):
1: Choose parameters
2: Sample A←Rk×l

q , Ā := [A|I]
3: Define H1, H2

KeyGen(pp):

1: s⃗← Sl+k
η , p⃗ = Ās⃗

2: return pk = p⃗, sk = s⃗

Signi(msg,R, ski):
Phase 1:
1: y⃗i ← Dd(l+k)

σ1 , w⃗i = Āy⃗i

2: ck ← H1(msg,R), r⃗i ← Ddm
σ′

3: t⃗
i
0 = B0r⃗i, t⃗

i
1 = B1r⃗i + w⃗i,

t⃗
i
2 = B2r⃗i + Encode(e⃗i)

4: Send (⃗t
i
0, t⃗

i
1, t⃗

i
2) to other signers

Phase 2: After receiving all signers’ com-
mitments, do:

5: t⃗0 =
∑

j∈I t⃗
j
0, t⃗1 =

∑
j∈I t⃗

j
1,

t⃗2 =
∑

j∈I t⃗
j
2, c1 = H2(ck, t⃗0, t⃗1, t⃗2)

6: z⃗i = y⃗i + c1 · ski

7: If Rej(z⃗i, c1 · ski, σ1) = 0, set z⃗i = ⊥
8: Send (z⃗i, r⃗i) to other signers

Phase 3: After receiving all signer’s mes-
sage, do:
9: If exists j ∈ I and z⃗j /∈ Sz, abort

10: z⃗ =
∑

j∈I z⃗j , r⃗ =
∑

j∈I r⃗j

11: P = −c1 ·R, t⃗
′
1 = t⃗1 − Āz⃗

12: x = (P , t, ck, (⃗t0, t⃗
′
1, t⃗2))

13: w = (Encode(v⃗), r⃗)
14: (ω, c′, z′)← Prove(x,w)
15: Σ = (⃗t0, t⃗1, t⃗2, z⃗, ω, c

′, z′)
16: return signature Σ

Verify(msg,R, Σ, t):
1: ck ← H1(msg,R)
2: c1 = H2(ck, t⃗0, t⃗1, t⃗2)

3: P = −c1 ·R, t⃗
′
1 = t⃗1 − Āz⃗

4: x = (P , t, ck, (⃗t0, t⃗
′
1, t⃗2))

5: Verify(x, (ω, c′, z′))
6: Check if ∥z⃗∥2 ≤ σ

√
2dt(l + k)

7: If failed return 0, else return 1

Concrete Parameters. In Table 5, we give concrete parameters for our CTRS
scheme. In the parameters setting, the root Hermite factor is less than 1.0042
for all MLWE/MSIS problems. It is a common practice to choose a root Hermite
factor around 1.0042 for 128-bit post-quantum security. By Theorem 12, when
tmax = 10, our construction needs to be repeated on average 18.6 times to
generate a valid signature; and when tmax = 50, it needs to be repeated 21.6
times.

We now calculate the signature size. Considering the “full-sized” elements of
Rq, we have t⃗0, t⃗1, t⃗2, t⃗3, t⃗4, t5, t6 and h.16 So, we have κ+t( t−12 +n′−1)+2 full-
sized elements in total, which altogether costs (κ+t( t−12 +n′−1)+2)d log q bits.
We further consider the vectors of short polynomials z⃗ and z⃗′. Since they come
from a Gaussian distribution with standard deviation σ1

√
t and σ3 respectively,

with a high probability we can upper bound their coefficients by 6σ1
√
t and

6σ3 [36, 38]. Thus, they require at most

d(l + k) log(13σ1
√
t) + dm log(13σ3) bits.

16 Note that, the value w⃗ and Ω generated in the Prove algorithm can not be included
in the signature, using the same method used in LTRS.
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Table 5. Examples of Parameters for CTRS (128-bit security)

nmax 210 215 220 210 215 220

tmax 10 10 10 50 50 50
d 128 128 128 128 128 128
ϖ 32 32 32 32 32 32
q ≈ 253 254 254 257 257 258

η 1 1 1 1 1 1
l 17 17 17 18 18 19
k 5 5 5 5 5 5
σ1 447063 447063 447063 457111 457111 466942
ι 17 17 17 18 18 19
κ 42 52 62 123 174 224
σ2 2 2 2 2 2 2
σ′ 2671 2931 3151 4316 5036 5687

σ3 ≈ 233 233 233 236 236 236

M1 1.2 1.2 1.2 1.04 1.04 1.04
M2 3 3 3 3 3 3

Repetition 18.6 18.6 18.6 21.6 21.6 21.6
Signature Size 1.37 MB 1.73 MB 2.07 MB 5.53 MB 7.47 MB 9.56 MB

Finally, the challenge c2 costs at most 2 · d = 256 bits. Therefore, the signature
size is:

d[(κ+ t(
t− 1

2
+ n′ − 1) + 2) log q + (l + k) log(13σ1

√
t) +m log(13σ3) + 2] bits.

Future Work. Although our CTRS scheme achieves logarithmic size in terms
of asymptotic efficiency, the actual signature size is not particularly ideal. There-
fore, an important future task for us is to design a TRS scheme with a better
actual signature size, which will make it meaningful in the real world.

Another important future work is to research and analyze the security proof
of our scheme in the QROM model with the smallest possible reduction loss,
which will ensure the security in the face of quantum threats.
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