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Abstract. Prio, tailored under privacy-by-design principles, is a protocol for aggregating client-provided
measurements between non-colluding entities. The validity of measurements is determined by using
a fully linear probabilistically-checkable proof (FLPCP). The Prover distributes secret shares of the
measurement and the proof to multiple Verifiers. These Verifiers can only use linear queries on the input
statement for validation without accessing the actual measurement. Efficiency is key for the practical
application of Prio. The FLPCP operates with polynomials represented in the Lagrange basis using roots
of unity as the nodes. However, we observe opportunities to improve its performance by embracing the
Lagrange basis more extensively. For instance, we show an inversion-free O (n) time-complexity algorithm
for polynomial evaluation in the Lagrange basis (an alternative to the classic rational barycentric formula).
By applying our methods to libprio-rs, a cutting-edge Rust implementation, the Sharding phase (proof
generation) runs a 36% faster and the Prep-Init phase (proof verification) is twice as fast, showing a
substantial acceleration of the most time-consuming phases of Prio.

Keywords: Polynomial Basis - Lagrange Basis - Fully Linear Proofs - Distributed Aggregation Functions
- Pélya Basis

1 Introduction

Calculating statistical functions on data generated by multiple users comes with the problem of
leaking user’s data points to collectors. Privacy-preserving techniques address this problem by
allowing only the calculation of aggregated functions without revealing the individual contributions
of each user. A recurrent use case is enabling service providers to run statistical measurements on its
clients (e.g., to inspect the quality of the service) without learning any information about individual
client measurements. Thus, protecting the privacy of users while still getting the aggregated values.
Privacy-preserving measurements are a category of protocols that provide this functionality.

Under this category, Prio [16], introduced by Corrigan-Gibs and Boneh, is a cryptographic
protocol that allows aggregation of some statistical functions. Other private aggregation algorithms
exists, such as Prio+ [3], based on Boolean secret sharing, and Precio [4] based on oblivious
shuffling. However, these protocols have not seen the same widespread use of Prio. In 2018,
Mozilla [27,19] announced privacy-preserving telemetry collection for the Firefox browser. In 2020,
ISRG [1] introduced a system infrastructure for private collection of metrics as well as continued
support of libprio-rs, an open-sourced Prio’s implementation. After 2020’s global pandemic, the
ENPA system [2,25], developed in conjunction by ISRG, Apple, Google, MITRE, and NIC, uses
Prio for enabling health authorities to obtain epidemiology metrics from an exposure notification
system. Cloudflare [24,34] has invested efforts in Prio’s development. Davis et al. [17] showed
that (with minor changes to) Prio meets formal security goals. Moreover, Prio is a candidate
for standardization. The Privacy Preserving Measurement [29] working group at the Internet
Engineering Task Force (IETF) has the goal of specifying protocols for the aggregation of statistics,
and Prio is currently under consideration by the Crypto Forum Research Group [6].

Overview of Prio At a high level, Prio allows multiple non-colluding servers to aggregate measure-
ments of multiple clients. The protocol, shown in Figure 1, starts with a client sending secret shares
of its measurement to multiple servers. Each server, in possession of input shares from clients, is
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limited to compute some functions (e.g., sum) on them to produce aggregate shares of the result.
After that, the collector (or one of the servers) takes the aggregate shares from the participating
servers and computes the final aggregate result. The protocol must be private, so the attacker learns
nothing about the measurements, and robust, to prevent corruption of the aggregated result.
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Fig. 1. Overview of the Prio protocol.

The protocol must prevent clients from entering invalid values that corrupt the aggregated value.
To do so, clients produce a zero-knowledge proof that asserts the validity of the measurement. Thus,
servers only aggregate measurements that have valid proofs. If the validity function is simple, e.g.
checking a value is binary, specialized proof systems can be used instead of general-purpose proof
systems. However in most proof systems, the input statement must be known for proof verification.
For example, in a digital signature scheme, the message and the signature must be known during
verification. In Prio, the server only has access to secret shares of the input measurement and the
proof. For this reason, the proof system must make it possible to validate statements using only
secret shares of the input and secret shares of the proof.

For validation of measurements, the validation function must be expressed as an arithmetic
circuit over F with M multiplication gates. First, the client evaluates the circuit on its measurement
x. Let u, and v, be the inputs of the multiplication gate number ¢, for 1 < ¢+ < M. Then, the client
defines three polynomials f, g, and k, such that 4 = fg, f(¢) = u;, and g(¢) = v,. Given x and 4,
the client uses an additive secret sharing function to produce k secret shares of x = Zf.‘zl [x]; and
h = Zle [A1]:, where k is the number of servers. Lastly, the client sends ([x];, [#];) to the ith server.

Upon receiving ([x];, [#];), the server recovers secret shares of [ f]; and [g];, and performs the
Schwartz-Zippel randomized polynomial identity test [39,43] to check whether & = fg; if so, the
measurement is declared as valid. To do so, the server evaluates the secret-shared polynomials at
r «g¢ F* chosen at random to obtain [ f(r)];, [g(r)];, and [A(r)];. Using these values, each server
calculates oy = [f(r) X g(r) — h(r)];, where X is a protocol for multiplication of secret shares.
Finally, every server publishes its o; value and checks whether Zf:o o; = 0, if this check passes the
measurement is valid for aggregation.

A Seed of Motivation The authors of Prio [16] proposed an optimization for performing verification
without using interpolation. Their observation is that a polynomial P in the Lagrange basis can be
evaluated at r in linear time whenever r is fixed and known in advance, instead of sampling it at
random each time.

To see why this works, it is known that any polynomial P of degree n can be written as
P(x) = 2%, viti(x), where y; are the values and ¢;(x) are the Lagrange polynomials. Calculating
the set of £; (x) requires O (n?) operations. However if they are precomputed, evaluating P(r) takes
O (n) operations accounting for the dot product between ¢;(r) and the values y; sent by the client.
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In Prio, the value r must be a chosen at random, otherwise it affects the soundness of the
protocol. If the server fixes the value r, then it must be guaranteed that the client never learns
r, and that the server samples r frequently. The substantial overhead in computation and, more
critically, in the security of the protocol presents a significant barrier for applying this optimization.
This paper addresses these limitations and details a successful approach for implementing this
(and other) optimizations.

Contributions Motivated by the traction gained in the past few years, its use on practical applica-
tions, and its path towards standardization, our focus centered on ways to reduce the computational
cost of Prio.

- We show an inversion-free O (n) time-complexity algorithm for polynomial evaluation in the
Lagrange basis. Our algorithm is not derived from the well-known barycentric formula. It
relies on the use of Pélya polynomials [8], whose origin traces back to a probabilistic model
known as the Pélya urn. These polynomials are in close connection with B-splines and have
been proven useful in computer-aided geometric design [9].

- A direct consequence of the above is showing a new application of the Pélya polynomials in
the field of cryptography. Our algorithm enables that Prio’s verification runs in linear time,
without calculating inverses, and without making extra security assumptions on the server’s
sampled values.

- We study the basis extension operation for compactly storing polynomials and for polynomial
multiplication. In both cases, we present explicit formulas and optimizations that are of general
interest when working with polynomials in the Lagrange basis.

- We implement the proposed algorithms in (a fork of) libprio-rs, a state-of-the-art open-sourced
Rust implementation of Prio. We plan to contribute the changes proposed in this investigation
to the library maintainers as well as to the authors of the IETF specification document [6].

— At the Prio protocol level, we observe significant savings in the execution time of the Sharding
phase (when the client generates a FLPCP proof) and during the Prep-Init phase (when the
server verifies the proof).

To process polynomial arithmetic efficiently, we make an effort to update Prio to use the Lagrange
representation for all polynomial arithmetic. In doing so, we faced several challenges including
the change of representations, the basis extension, and the polynomial multiplication. We remark
that while some standard techniques for Lagrange basis are already in place, we show more
opportunities for improving the execution time of the protocol.

We discovered significant performance improvements by a careful analysis of Prio’s operations.
We found it fruitful to explore methods and solutions developed in other fields. For instance, we
found abundant polynomial representations from numerical analysis, particularly those used in
computer-aided geometric design, proved invaluable to our approach. However, these representa-
tions are less popular in the cryptographic community. This cross-disciplinary inspiration was a
key factor in achieving our results.

The diversity of optimizations goals is a limitation for connecting fields of research. In numerical
analysis, a primary goal is to reduce errors caused by ill-conditioned functions or the loss of
precision during computation. These errors often arise when working with infinite domains like real
and complex numbers. Consequently, algorithms in this field are designed to minimize errors first,
with the reduction of computational operations being a secondary concern. In cryptography, most
algorithms operate within finite domains, ensuring all calculations are exact and free of rounding
errors or loss of precision. After guaranteeing security, common optimization goals in cryptography
include improving the efficiency and security of implementations, as well as protecting against
side-channel attacks. Despite their optimization goals differ, combining knowledge from both
areas has yielded useful benefits. This work introduces new ideas from numerical analysis methods
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and shows how to apply them effectively to reduce the number of operations of a cryptographic
protocol.

2 Background

2.1 The Roots of Unity

Let K be a field, for any x € K is said to be an Nth-root of unity if x’ = 1 over K for N > 0. The
Nth-roots of unity in K forms a cyclic group of order N under multiplication and is generated by a
primitive Nth-root of unity wy.

From now on, N denotes a positive power of two, and K is restricted to be a finite field F. The
Nth-roots of unity have really useful properties:

N-1
Sum: Z wn'=0.

i=0
Inverse: oy =N, (2.1.1)
Negative: —wn! = waJ’% , forj > 0.

Exponent: (w;n)’* = (wn)¥, for j, k> 0.

Figure 2 shows the relation of the Nth-roots of unity for the first powers of two.
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Fig. 2. Each row shows the Nth-roots of unity. Straight lines connecting the roots show that w ~NY = wan?/, and curved
lines show that wn ™/ = wy™N =7 for j > 0.

It is possible to ensure the presence of the Nth-roots of unity in F [35]. Let p be the characteristic
of F, then any p of the form® p = f2%+1, such that fisoddand 0 < f < 2%, guarantees the existence
of subgroups of order 2 in F*, for all 0 < i < k. Each subgroup corresponds to the 2/th-roots of
unity and is generated by wy = g/ 2 forallo <i < k, where g is a generator of F*.

2.2 Polynomials as a Vector Space

We describe well-known forms of representing polynomials: the monomial basis and the Lagrange
basis. To facilitate the explanation of our methods, we opted to use vector spaces. This comes in
handy, for example, when describing a change of polynomial representations (as a change of basis)
rather than recurring to polynomial interpolation.

1 This family of primes is also known as Proth primes [33].
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Vector Space A vector space V over a field F is a set of elements where vector addition and scalar
multiplication operations are defined. A set B C V is a basis of V if every element v € V can be
expressed as a linear combination of the elements in B. The coefficients of this linear combination
are known as the coordinates of v with respect to the base B and are denoted as [v] g. Every basis
of V has the same number of elements, which is the dimension of V. We denote by V|4 the vector
space of dimension d and by By its basis. It holds that V|;) ¢ V|4), forall0 <i < d.

Let k € F,and u,v € V|4 be two vectors of with coordinates (uo, ..., uqs-1) and (vo, ..., va-1),
respectively; then vector addition and scalar multiplication is defined as

+: VXV -5V

((Mo, ey Ug-1), (Vo, ... ,Vd—l)) = (1o + V0, s Ug—1 +Vd-1)
o FExXV -V

(k, (M(), ey Md—l)) g (klzi(), ey kud_l) .

(2.2.1)

Polynomials Let F[x] denotes the univariate polynomial ring over a field F. Elements of this ring
are called polynomials. The set of polynomials also behaves as a vector space over FF of countable-
infinite dimension. The basis elements of F[x] are also polynomials. For finite dimension, F[x][4;
is a d-dimensional vector space of polynomials, and they are compactly stored as a tuple of its
coordinates. Evaluating a polynomial P € F[x] at a given value z, denoted as P(z), is the value
calculated from the resulting expression after replacing x with z.

Monomial Basis The set M = {x°,...,x""1} is the monomial basis of F[x] ). So any P € F[x]{n]
is represented as
n—1
P(x) = Z cix', wherec; € F. (2.2.2)
i=0

The ¢; values are the coordinates of P simply known as its coefficients. The degree of P is the
largest exponent of the basis element with a non-zero coefficient. F[x] [, contains all polynomials
of degree lesser than n.

Lagrange Basis Given a set of n + 1 distinct values x, ... ,x, € F, called nodes, the Lagrange
polynomials are defined as

X —x;

6i(x) = ]_[ L foro<i<n. (2.2.3)
j=0 Xi = Xj
i

Each of them has degree n, and it holds that £;(x;) = 1, and £;(x;) = 0ifi # j,for0 <i,j < n.
The set L = {{y(x),...,0s(x)} is the Lagrange basis of F[x](,+1], and any P € F[x][,41] 1S
represented as

P(x) = Z yit;(x), where y; € F. (2.2.4)
i=0

The y; values are the coordinates of P called the values (or ordinates) of P. The evaluation of P
at the nodes corresponds to the values, i.e., y; = P(x;) for 0 < i < n. For storing P use a tuple
containing the pairs (x;, y;) for 0 < i < n, or one can store only the values when the nodes are
well-known.
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Change of Basis Switching between polynomial basis can be expressed with matrix operations.
Gander [22] showed explicit vector-matrix products to change between several polynomial basis.
In particular, the monomial and Lagrange basis are related as VI M = £, and the coefficient and
values as V[P] p1 = [P] z, where V is a Vandermonde matrix with entries V; ; = x;/ for0<i,j <n.
The inverse transformation is possible since V is invertible whenever the nodes are distinct. In the
general case, changing between basis of dimension n takes O(n?) field operations, which is the
computational cost of a vector-matrix product.

Basis Extension Let F[x](,) and F[x](,,) of dimension n < m, and let B, and B,, be its basis,
respectively. For any P € F[x](,, the basis extension? of P is a function that given [P],, it finds
[P]B,,. That is, it produces an equivalent set of coordinates that represents the same polynomial in
a basis of larger dimension; this is always possible since F[x][,] & F[x]{n]-

In the monomial basis, basis extension is easy by setting the higher-degree coefficients to zero,
i.e.,, ¢; = 0forn <i < m.In the Lagrange basis, extending a polynomial in basis £, to £,,;; takes
O (n) field operations [38]. Hence, in the general case, it takes O (nm) field operations to arbitrarily
extend polynomials in the Lagrange basis. In Section 3.3, we show faster algorithms for basis
extension for certain special cases of interest.

Polynomial Multiplication There is a substantial gap in the computational complexity of polyno-
mial multiplication [42]. For an n-dimensional basis, the standard algorithm in the monomial basis
takes O (n?) field operations?, in contrast to the O(n) field operations performed while working in
the Lagrange basis. To achieve this lower complexity, it requires input polynomials of the correct
dimension. If dimensions are wrong, a basis extension is needed and must be factored in.

For any P € F[x],) and Q € F[x](n], we have that P X QO € F[x],+m-1]- Let (po, ..., pn—1) and
(qo, ... » gm—-1) be the coordinates of P and Q. In the monomial basis, the coefficients of P x Q are
calculated as

((PO, ’pn—l)’ (CIO, ) qm—l)) = (FO’ R rn+m—2) ’ (225)

where r;,; = :?:‘01 ?’51 pigjfor0 <i <nand0 < j < m.In the Lagrange basis, the values of

P x Q are calculated as

((pOa ey Pntm=2) (q0s v » Qn+m—2)) = (P0q0s - » Pnem—2Gn+m—2) - (2.2.6)

This algorithm holds under the assumption that P and Q were previously extended to a basis of
dimension n+m — 1. If this is the case, polynomial multiplication takes O (n) operations. Otherwise,
input polynomials must initially be extended to a higher dimension, an operation requiring O (n?)
operations in the general case, yielding the same complexity as the monomial basis algorithm.
Fortunately when restricting the nodes to some special values enables faster O (n logn) methods
for polynomial multiplication. In Section 3.3, we present these methods and demonstrate how to
optimize execution speed by reducing the constant factors behind the asymptotic notation.

Polynomial Evaluation There exist efficient algorithms for polynomial evaluation. Horner’s
method [28] is an O(n) time-complexity algorithm for evaluating polynomials represented in
the monomial basis and is shown in Algorithm 1. For the Lagrange basis, directly calculating
Eq. (2.2.4) takes O(n?) field operations. That is, evaluating a dot product between the values and
the Lagrange polynomials. However, one can derive an asymptotically faster algorithm from the

2 This extension is sometimes denominated as degree extension. However, this term may not be the best since the
degree of the polynomial must remain unchanged.

3 Asymptotically faster algorithms for polynomial multiplication exist: Karatsuba [30] algorithm takes O (n108(3)/108(2))
operations, and Toom-Cook [13,40] algorithm takes 0 (n'°8(5)/108(3)y gperations.
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barycentric* formula [38]. In Section 3.1, we show an alternative O (n) time-complexity algorithm
for polynomial evaluation in the Lagrange basis.

Barycentric Algorithm Given a polynomial P € F[x][, represented by its set of nodes and values,
(x;,y;) for 0 < i < n, we can evaluate P(x) using the second form of the barycentric formula as

n Wi
i=0 x.yi n
P(x) = ——5—. wherew; = 1/]_[(x,~ ~x;) €F. (2.2.7)
g i=0
=0 x—x; ﬂ';&i

If all the w; scalars are computed in advance (a task taking O (n?) field operations), then evaluating
the barycentric formula takes O (n) field operations, as shown in Algorithm 2.

Algorithm 1 Horner’s Algorithm for Polyno-  Algorithm 2 Barycentric Algorithm for Poly-

mial Evaluation in M Basis nomial Evaluation in £ Basis
Input: [P] o = (co,...,cn),and x € F. Input: [P] ; = (y0,...,¥n),and x € F.
Output: P(x). Constant: xg, ... , Xpn.

1: y=cp Precompute: wy, ..., Wy.

2: fori=n-1to0do Output: P(x).

3 y=yx+c; cu=0,andv=0

4: end for
5: return y

1

2: fori=0tondo

3 f=wi(x—x;)"1
4: U=u+ty;
5
6
7

V=Vv+t
: end for
: return u/v

Let A, M, S, and I represent the cost of calculating, respectively, additions (or subtractions),
multiplications, squares, and multiplicative inverses over F. The number of field operations for
evaluating a polynomial P € F[x], is:

Horner Algorithm: »nM +nA

2.2.8
Barycentric Algorithm: 2(n+1)M+3(n+1)A+ (n+2)I ( )

Despite both algorithms having O (r) time-complexity, the practical efficiency is heavily influenced
by the cost of field operations. Inverses, for example, are generally more computationally expen-
sive than multiplications and additions, which significantly impacts the overall execution time.
Consequently, developing an inversion-free algorithm is a crucial goal for improving efficiency.

2.3 The Roots of Unity as the Nodes of the Lagrange Basis

A number of simplifications and faster algorithms result from choosing the Nth-roots of unity as
the nodes in the Lagrange basis representation. We use L to denote this choice and distinguish it
from the general case L.

Polynomial Evaluation A classic result, often found in some textbooks [37,36], is that any
P € F[x]|n) represented in Lu can be expressed as

N-1

P(_x) _ XN]V— 1 Z
i=0

wN'yi
X — a)Ni '

(2.3.1)

4 A barycentric combination is a weighted sum of points where weights sum to one. See [20, Ch. 2] for a description on
the origin of the barycentric term.
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This holds, in part, because the following calculations are simplified:

N

-1 ; -1
3 1 _wn' iy _ N
Wi = l:! ooy =y and l_ol(x—a)N)—x -1, (23.2)

i=
JFL

Based on the above, Alg. 3 evaluates a polynomial taking (2N +2)M+log,(N)S+(2N+1)A+(N+1)L
This requires a similar number of operations as the general case, but without precomputation.

Algorithm 3 Barycentric Algorithm for Poly- Algorithm 4 NTT Algorithm

nomial Evaluation in £Lu Basis Input: wy,and U = (ug,...,un_1).
Input: [P] £, = (y0.....yn-1),and x € F. Output: NTT(wpy, U).
Constant: wn?, ...,y L. 1: Vi = Upitrev(i,log,(N)) for0 <i <.
Output: P(x). 2: for ! =1tolog,(N) do
1:u=0 3 ow= 11 ) (%}
2: fori=0to N —1do :1 y=2
3 t=wy (r-wy)7! o=y
4: u—u+z(y~ 6: fori=0toy—-1do
. = i
5: end for 7: for j =0toN/2y —1do
6: r=x 8: x=21j+i
7: fori =0tolog,(N) - 1do 9: u="Vx
8: r=r 10: V= WVx+y
9: end for 11: Ve=u+v
10: return (r — 1)uN~! 12: Viey =u—v
13: end for
14: w=wr
15:  end for

16: end for
17: return V

Faster Change of Basis (i.e., Fast Fourier Transform) The Faster Fourier Transform (FFT)
isan O(N log N) time-complexity algorithm, independently proposed by Cooley-Tukey [14] and
Gentleman-Sandle [23], for the Discrete Fourier Transform over K. When it is specialized to F, it is
known as the Number Theoretic Transform (NTT).

Changing between the monomial and Lagrange basis is asymptotically faster by using NTT.
Let (co, ..., cn—1) be the coefficients of P € F[x]|n], the NTT algorithm is defined as

NTT: (wn, (Cosen s CN-1)) (P(a)NO),...,P(a)NN_I)) ) (2.3.3)

Thus, it holds that [P] £, = NTT(wn, [P] m). NTT also makes it possible to obtain the coefficients
from the values. The inverse NTT takes the values (yy, ..., yy—1) and calculates the coefficients as

ANTT: (wN, (Yo, s YN-1)) P ZNTT(wn ™Y, (o, oy YN-1)) - (2.3.4)

Algorithm 4 implements NTT taking N log, (N)(M + A). Since NTT takes O (N log N) operations,
switching between the M and Ly basis is asymptotically faster than the O(N?) algorithm for
switching between the M and £ basis.

3 Improvements for Lagrange Polynomial Basis L u

We propose algorithms that use the Nth-roots of unity as Lagrange basis nodes to reduce the
operations needed for polynomial evaluation and basis extension. These algorithms have utility
beyond the specific optimization problem addressed in this work.
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3.1 Inversion-free Linear-Time Polynomial Evaluation in Lagrange Basis Lu

We show an O(n) time-complexity algorithm for polynomial evaluation, an inversion-free al-
ternative to the barycentric formula. We first discuss limitations of the barycentric formula’s
implementation that motivated our algorithm.

Motivation. In Section 2.3, we show that polynomials in the Lagrange basis can be evaluated with
a linear number of operations using either Algorithm 2 in the general case, or Algorithm 3 over
a field where the Nth-roots of unity exist. Both algorithms calculate (N + 1)I. For finite fields>,
inverses are more expensive to compute and are often avoided. Given a € F*, its inverse is often
calculated in constant-time as a~! = a9~2, where ¢ is the number of elements of F. Thus, the ratio
I/M grows with the size of the field, which potentially dominates the execution time of polynomial
evaluation for large fields.

Two well-known methods for reducing inversions in the barycentric formula calculation are
immediately apparent. The Montgomery’s trick [31] is a classic technique for calculating nI inverses
at the expense of 3(n — 1)M + I operations. A different approach is to express the barycentric
formula as an algebraic fraction, i.e., as the ratio of two values in F. So all the calculations use
fraction arithmetic, with a single inversion at the end for the final fraction value.

Problem. Unfortunately, neither approach completely eliminates the calculation of inverses. The
cost of polynomial evaluation in large fields can be dominated by even one inverse calculation.
Is it possible to develop an inversion-free algorithm for polynomial evaluation in the Lagrange
basis Lu?

Solution. Our response is affirmative. We observe that Horner’s algorithm evaluates a polynomial
without inverses. In numerical analysis [12,26], Horner’s algorithm is described as a nested multi-
plication algorithm, and some textbooks use ladder diagrams to visualize its flow of operations.
Inspired by this structure, we looked for an algorithm with a similar approach and found Warren’s
algorithm [41] that evaluates polynomials represented in the Polya basis. Consequently, the Pélya
polynomial basis, introduced by Barry and Goldman [8,10] as a way to generalize the Bézier and
Lagrange polynomials, served us as a starting point. We then analyze the operations of Warren’s
algorithm and explore potential improvements.

Pélya Basis Let 1y, ..., 12, € F be arbitrary scalars, the Polya basis functions d;(x) are polynomials
of degree n defined as

n

di(x) = ]_[(ziﬁ —x). (3.1.1)

j=1

The set P = {do(x), ..., dn(x)} is the Pélya basis of F[x][,+1], s0 any P € F[x](,41] is represented as

P(x) = Z pid;(x), where p; € F. (3.1.2)
i=0

The p; values are its coordinates. More details about the properties of Pélya polynomials can be
found in [9, Ch 2, pp. 28] and [8,10]. For our purposes, the most relevant property is that both the
monomial and the Lagrange basis are special cases of the Polya basis.

> For applications in which K = R, programs use floating-point arithmetic. Multiplications and inverses are calculated
with the FMUL and FDIV instructions, where the ratio I/M = 14—6 = 4 clock cycles according to Fog’s report [21].
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Change of Basis: Lagrange <> Polya To instantiate the Pdlya basis as the Lagrange basis, assign
(115 e s b Eppg1s ooe s o) = (X1, e, Xy X0, ... » Xn—1), SO the elements in the basis are related as

n
d;(x) = a;i(x), where @; = ]_[(xj —x;)foro<i<n, (3.1.3)
=0
.;';":i
and the coordinates are related as (po, ..., pn) = (Yo/ @0y . » Yu/n)-

Polynomial Evaluation As Warren’s algorithm [41] generalizes Horner’s algorithm means no
inverses are required. Given (71, ..., 12,), Warren’s algorithm evaluates a polynomial P € F[x]{,41]
with coordinates (py, ... , pn) in Polya basis. It requires 3#M + 3rnA, as shown in Algorithm 5.

Algorithm 5 Warren’s Algorithm for Polynomial Evaluation in # Basis

Input: [Pl = (po, ..., pn),and x € F.
Constant: tq,... ,typ.

Output: P(x).

1: =1

2: u=po

3: fori=0ton—-1do
4: I =1(ti+n+1 — X)
5
6
7

u=u(tis1 —x) +1pin
: end for
. return u

Proposed Algorithm We describe the last step that takes us to the promised O (n) time-complexity
algorithm for polynomial evaluation: namely, to instantiate Warren’s algorithm leveraging the
presence of the Nth-roots of unity, plus some additional tricks. We denote this choice as Py to
distinguish it from the general case P.

Here we describe some simplifications we observed, which could potentially be helpful in other
contexts. First, Warren’s algorithm uses 2n auxiliary scalars (7;) that correspond directly to the
nodes, so no additional storage is required. Moreover, at the ith iteration the algorithm calculates
(tisn+1 —x) and (41 — x), and after instantiating with the roots of unity the values are (w N =X)
and (wn'*! - x), respectively. So in the next iteration we can reuse the second value effectively
removing one subtraction per iteration.

Let us describe the change of basis. Each value y; is converted to a Pélya coordinate as p; = y;/«;
for 0 < i < N. A direct implementation of this conversion takes N(M +I), or (4N — 3)M + I by
applying the Montgomery’s trick [31]. However, one (undesired) inverse remains.

We present an inversion-free method for the change of basis. Observe that «; is related to w;
(defined in Section 2.3) as follows

N-1 N-1 N-1

ai = [ [(on' —on) = [ [(-D(wn' = on’) = (DY [ [(n' - wn?)
Jj=0 Jj=0 Jj=0 (3.1.4)
J# J#L J#L

=-1/w; =-N/wy', for0<i<N.

This equivalence replaces inversions of a; with multiplications by w . Since the scalar 1/N appears
in every coordinate, we can evaluate the scaled polynomial, and perform a scalar multiplication
after evaluating the polynomial.

For implementation purposes, N can be either a fixed constant (hard-coded in the program),
or a dynamic value. In the latter case, 1/N can be calculated faster with O(log N) operations and
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no inverses. First, store the fixed constant H = 27! € F, for N > 1. Then, set # = H and repeat
log,(N) — 1 squares on i = h?. Finally 1/N = h because N is always a power of two.

Finally, we present the proposed inversion-free O (N) time-complexity algorithm for evaluating
polynomials in the Lagrange basis with the Nth-roots of unity as nodes. We present two cases
depending whether one or multiple polynomials are evaluated.

Single Evaluation. Given a polynomial P € F[x] [y with values (yo, ..., yn-1) in the Lagrange
basis Lu, Algorithm 6 evaluates P(x) taking (4N —3)M +2NA, plus (log,(N) —1)Swhen 1/N
is not precomputed.

Batched Evaluation. Evaluating multiple polynomials at the same value of x is faster when pro-
cessed as a batch. Given k polynomials P; € F[x]{y] with values ((yo);, ..., (yn-1);) in La-
grange basis Ly, for 0 < j < k, Algorithm 7 evaluates P;(x) taking (2N - 1)(k+1) - 1)M +
N(k +1)A. This eliminates the need to compute 2(N — 1) (k —1)M + N (k — 1)A when invoking
Algorithm 6 k times. As expected, k = 1 covers the single evaluation case.

Algorithm 6 Our Algorithm for Algorithm 7 Batched Algorithm for Polyno-
Polynomial Evaluation in £y Basis mial Evaluation in Lu Basis
Input: [P] 2, = (Y0, .-, yn-1) and x € F. Input: [Pj]L/l = ((yo)j,... s ()’N—l)j)’ for0 < j <k,
Constant: wn?°,...,onN "L and x € F.
Output: P(x). Constant: wn?,...,onN L
1: N'=1/N {Using (log,(N) — 1)S.} Output: P;(x) for0 < j < k.
2:1=1 1: N =1/N {Using (log,(N) — 1)S.}
3 u=yop 2:1=1
4 d=wn®-x 3: uj = (yg)jfor0<j<k.
5. fori=1to N —1do 4: d=wn—x
6: I=1d 5: fori=1toN -1do
7 d=wn'-x 6: I=1ld
8: u=ud+leiyi 7: d:wN’i—x
9: end for 8 t=Ilwn'
10: return —uN’ 9: forj=1tokdo
10: uj=u;d+1t(y;)j
11:  end for
12: end for

13: return —u;N’ for0 < j < k.

3.2 Compactly Storing Polynomials

Motivation. Suppose we want to compactly store a polynomial of degree k represented in an N-
dimensional basis such that 0 < & < N. Storing the N coordinates is suboptimal since it is known
that k + 1 coordinates are enough to determine a polynomial of degree k& uniquely. In the monomial
basis, we store only the first k +1 coefficients because the others are zero. To recover the polynomial
from storage, we take the k + 1 coefficients and pad them with zeros until obtaining N coefficients.

Problem. In the Lagrange basis, it is likely that the N values of the polynomial be non-zero. So,
is it safe to store the first £ + 1 values and discard the others (even if they are non-zero)? If this
is possible, how to recover the N original values (without switching to the monomial basis, nor
re-evaluating the polynomial)?

Solution. As mentioned in Section 2.2, extending a polynomial in a Lagrange basis of dimension
n to dimension n + 1 takes O(n) operations in the general case. To solve the problem described
above, we give explicit formulas for basis extension for the special case of the Lagrange basis Lu.
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Let (yo, ..., yn-1) be the values of a polynomial of degree k, where 0 < k < N — 1, given the
first k + 1 values, (yo, ..., yx), the term y,; is calculated as

1
Vil = ————— y W(k+1.i)» Where W, = 1/ (wn' —wn7). (3.2.1)
j;&i

This process takes O(N) field operations, and can be iterated until the N original values are
recovered taking O (N?) field operations in total.

Special Case We describe the case when k = N — 2, i.e., the degree of the polynomial is one below
the maximum degree allowed in an N-dimensional basis. In the monomial basis, padding one zero
coefficientis enough. In the Lagrange basis Ly, the value y_; is calculated with (N-1)M+(N-2)A
operations as

1 N-2 N-2
YN-1=— yiWn-1,i) = yiw
Win-1,N-1) ; FYN-LY) = R Py
N-=-2 W N-2 (,l)Ni
= Z ————yi = Z 1 (3.2.2)
im0 WN-1 o @N
N-2

=Y wn’y;, where j = (i+1+N/2) mod N.
i=0

The formulas presented in this section are helpful when extending polynomials just by a
few number of dimensions. Increasing the dimension by one requires a linear number of opera-
tions, whereas extending to an arbitrarily larger dimension takes O (N?) operations. Despite this,
particular instances of this basis extension are amenable to optimizations, as discussed in the
next section.

3.3 Polynomial Multiplication in the Lagrange Basis Lu

Motivation. Many high-level applications involve polynomial arithmetic, but are often imple-
mented using the monomial basis. For efficiency, switching to alternative polynomial basis results
in faster computations. For instance, polynomial multiplication takes, in general, O (N?) operations
(see Figure 3a), but only O(N log N) operations over a field where the Nth-roots of unity exist.

NTT is key for achieving such a complexity. Let NTT} denote the cost of calculating an NTT
over a vector of size k > 0, and iNTT; = NTTy + kM (recall calculating 1/N is cheap). Also,
NTT,; = 2NTTy + kM due to the two-way recursive structure of the algorithm.

We describe the classic O(N log N) algorithm for polynomial multiplication in monomial
basis, as shown in Figure 3b. Starting with P,Q € F[x][y)] in basis M, we want to calculate
R = PxQ € F[x][2n-1] also in basis M. First, P and Q must be extended to a basis of dimension 2N.
This step is trivial in M, a reason why the basis extension operation does not receive too much
attention. After that, P and Q are changed to basis £u by means of two NTT,x. Then, the values
are multiplied taking 2NM, and the result is converted back to basis M taking one iNTT,y . In
total, this method takes

COStPolyMul(M) =2NTT,n + iNTTZN +2NM

(3.3.1)
=6NTTxyN + 7NM.

Because this method is asymptotically faster than the conventional algorithm, it has seen widely
adopted in practice.
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Monomial M Monomial M

Lagrange Lu “@B\@@

(a) O(N?) conventional algorithm. (b) O(N log N) NTT-based algorithm.
Fig. 3. Algorithms for Polynomial Multiplication in the Monomial Basis M.

Problem. Now we turn to the case of the Lagrange basis L. Starting with P, Q € F[x][x] in basis
Ly, we want to calculate R = P x Q € F[x][2ny-1] also in basis Lu. The first step is to extend the
basis of the input polynomials from a basis of dimension N to a basis of dimension 2N. Unlike in
the monomial basis, this basis extension is not trivial since it takes O (N?) operations in the general
case. Once the polynomials are extended, it takes 2NM to multiply their values for obtaining R.
The challenge now is to determine efficient methods for this specific basis extension.

Faster Basis Extension from Luy to Lu,, We describe two methods for polynomial multipli-
cation based on two efficient algorithms for basis extension in Lagrange basis L.

Strategy 1 (Stolon). As shown in Figure 4a, convert each polynomial to basis M of dimension
N (taking 2iNTTy ), and pad with zeros the resultant polynomials to get 2N coefficients (basis
extension in basis M). Then, convert the extended polynomials back to the Lagrange basis Lu
(taking 2NTT,y ), and multiply them in Lu,, basis (taking 2NM). In total, Strategy 1 requires

Costpoymul (Lp) = 2iNTTy + 2NTToy + 2NM

(3.3.2)
=6 NTTy + 6NM.

Strategy 2 (Rhizome). We introduce a more efficient polynomial multiplication algorithm based
on a faster basis extension. Note that Strategy 1 uses NTTs of size 2N. In contrast, our method uses
only NTTs of size N to generate N new values, capitalizing on the existing N input values.

We define the NTT* function, a slightly modified version of the NTT, as

NTT*: (wn, $, (Cos s cn-1)) = (P(swn®), ..., P(swn™ 1)), where s € F. (3.3.3)

The implementation of this function is identically to the NTT in Algorithm 4, except that the
Step 3 (marked with %) is replaced with w = s. NTT* runs as fast as NTT. It can be seen that
NTT(wn, ) = NTT*(wn, 1, °).

Given the values [P] z,,, = (yo,..., y~-1) on dimension N, we calculate the values [P] z,,, =
(¥gs -+ » Y3n—1) ON dimension 2N as

(voy e s VN-1) = NTT*(wn, wan, INTT(wn, (Yos - s YN-1)))

, , (3.3.4)
[P] Lu,ny = (yo,... Jzzv—l) = (Y0, V05 s YN-1,VN-1)
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Monomial M Monomial M

Lagrange Lu

(a) Strategy 1 - Stolon. (b) Strategy 2 - Rhizome.

Fig. 4. Strategies for polynomial multiplication in the Lagrange basis L.

This basis extension takes NTTy +iNTTy, i.e., it evaluates NTTSs of size N.

Polynomial multiplication using Strategy 2, shown in Figure 4b, is as follows. Extend each
input polynomial with the basis extension described above, and multiply the extended polynomials
taking 2NVM. In total, Strategy 2 requires

Costpoymul (Lp1) = 2 (NTTy +iNTTy) + 2NM

(3.3.5)
=4NTTxy +4NM..

In summary, Strategy 2 avoids the calculation of two NTTs of size N in comparison to Strategy 1.
This results in polynomial multiplications in Lagrange basis £u being one third faster.

Although the polynomial multiplication algorithms described above share the same O (N log N)
time-complexity, we have demonstrated that their actual efficiency is significantly affected by the
choice of basis and the specific inner operations used.

4 Improving Prio

We show key points of the Prio protocol that benefit from using polynomials in the Lagrange
basis Lu. The Prio’s core component is the proof used to validate measurements. We describe the
proof system used in the (work-in-progress) specification document [6] since this version of Prio is
currently under consideration for standardization.

4.1 Fully Linear Proofs

Boneh et al. [11] introduced the notion of fully linear probabilistically-checkable proofs (FLPCP)
that allows the verifier to make linear queries to the input statement. This is useful in settings
where the input statement (and the proof) is not available to the verifier. Davis et al. [17] showed a
provable security treatment of verifiable distributed aggregation functions (VDAF). They showed
that with minor changes to a version of Prio (the one described in the draft-v03 [7]), Prio is private
and robust if the fully linear proof is sound and honest-verifier zero-knowledge. This FLPCP
construction corresponds to the 1.5-round, public coin, fully linear, interactive oracle proof system
by Boneh et al. [11].
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A FLPCP is proof system for the relation R¢c = {(x,w) | C(x,w) = 0}, where x is the input,
w is the witness, and C is an arithmetic circuit over F composed of M instances of a G-gate and
any number of affine gates. A G-gate is an L-arity circuit composed of multiplication gates and
affine gates.

FLPCP.Prove The Prover evaluates C on input (x,w). While doing so, it defines polynomials
fi. -, fL € F[x] as follows: f;(0) is chosen at random, and f;() is the value on the ith input
wire to the jth G-gate, forall1 <i < L,and 1 < j < M. Then, it constructs a polynomial
p = G(f1,., fr) € F[x] such that p(j) is the value on the output wire of the jth G-gate,
forall1 < j < M. By construction, p(M) = C(x,w). Finally, the Prover outputs the proof
m=(w, 1(0),..., f(0), p).

FLPCP.Query The Verifier receives n” = (w’, z},..., 2, p’), such that z = f/(0), and uses these val-
ues to recover the polynomials f/,..., f; € F[x]. The goal is to check whether p’ = G(f],..., f])
and p’(M) = 0. To do so, the Verifier samples r «¢ F\ {1, ..., M} at random and outputs the
verifier message V = {p’(r), f{ (r),..., f{ (r), p" (M)} .

FLPCP.Decision The decision algorithm takes V = (a, a1, ...,ar,b), such thata = p’(r), a1 =
f(r),..;ar = f/(r),and b = p’(M). The Verifier accepts ifa = G(ay,...,ar) and b = 0.

The FLPCP construction is useful scenarios where exist k verifiers. The Prover obtains a proof x
by running FLPCP . Prove, produces secret shares 7 = Zle [7]:, and sends [x]; to the ith verifier.
Each verifier runs FLPCP . Query on [r]; to get secret shares of the verifier message [V];. After that,
each verifier publishes [V]; to recover V = Zle [V]; and invoke the FLPCP.Decision algorithm.

4.2 Efficient Proof Generation

To benefit from the asymptotically faster algorithms derived from the Lagrange basis Ly, the first
observation is to evaluate the f; polynomials on the powers of a root of unity. That is, f;(w’) for
all1 < j < M, where w is a root of unity in F.

In FLPCP.Prove, the polynomials fi, ..., fi are represented in the Lagrange basis Lu by con-
struction and must remain in this representation. We note that libprio-rs converts every f; to the
monomial basis invoking an iNTT of size 2N per polynomial. All these iNTT can be eliminated if
the polynomials f; remain in the Lagrange basis Lu.

To construct the polynomial p, the Prover requires to calculate a product of polynomials fi X f,
for each multiplication gate. We observe that it is faster to perform polynomial multiplications
entirely in the Lagrange basis £y employing Strategy 2, presented in Section 3.3. As p is a product
of polynomials f; and f, of degree N — 1, the degree of p is 2N — 2 and the coefficient of the
highest-degree term is always zero.

Once p was generated, the Prover encodes p as part of the proof. Storing a polynomial takes the
same amount of space in any basis as long as the dimension remains invariant. We note that the
polynomial can be compactly stored in monomial basis: the Prover encodes only the first 2N — 1
coefficients (because the last one is zero), and the Verifier pads with one zero to get p in monomial
basis of dimension N. We have shown in Section 3.2 that this trick is also applicable when p is in
the Lagrange basis Lu representation.

4.3 Verification in Linear-time

Once the changes in FLPCP . Prove have been adopted, the Verifier receives 7’ = (w’, z},..., 27, p’),
where p’ is a polynomial in the Lagrange basis L. If the Prover sent only 2N — 1 values of p’, the
Verifier is able to recover the last value by performing basis extension taking O (N) operations, as
we have shown in the special case of Section 3.2.

The Verifier recovers the polynomials f7, ..., f; € F[x] from z], ..., 2} . Along with p these poly-
nomials are, by construction, in the Lagrange basis £ u. The Verifier samples r «g F\ {a?, ..., wM}
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at random and evaluates these polynomials at r. Note that no extra security assumptions are
necessary on r.

In libprio-rs, the polynomials f; are changed to the monomial basis and then evaluated. So for
each polynomial, it performs one iNTT of size N and one invocation of Horner’s algorithm, which
takes O (N log N) operations. This procedure can be improved.

It is faster to evaluate the polynomials directly in the Lagrange basis £y using our proposed
Algorithm 6, described in Section 3.1. Moreover, note that all the f; polynomials must be evaluated
at the same value r, this enables the use of a batched evaluation by employing Algorithm 7 for
greater efficiency. Since both algorithms have O (N) time-complexity, this demonstrates that proof
verification runs in linear time and without performing inverses.

5 Performance Benchmarks

We show our algorithms in practice. Looking for existing implementations, the authors of Prio [15]
made available a prototype written in Go. Mozilla’s implementation [32] is a C language library
used for experimentation purposes only, but is not maintained anymore. On the other hand, the
libprio-rs [18] is a Rust library actively maintained and is compliant with the VDAF specifica-
tion document [6]. We forked libprio-rs in https://github.com/armfazh/rhizomes/ applying the
recommendations given in Section 4. We plan to contribute the changes to the upstream library.

For performance measurements, the library includes a test suite and a set of benchmarks for
different aggregation functions. It also supports field arithmetic for 64-bit and 128-bit NTT-friendly
prime fields. We use the bigger field F = GF(p), where p = 250 - 4611686018427387897 + 1 is a 128-
bit prime. We use the Rust compiler v1.71 and run benchmarks on a Core i7-13800H processor.
The measurements reported are obtained using the Criterion.rs library [5], which is a tool for
performing statistical measurements of code’s execution time.

Several benchmarks for the high-level phases of the Prio protocol are supported in the libprio-rs
library. We focus on the most time-consuming phases of the Prio protocol that benefit from our
recommendations:

- Sharding. In this phase, a client takes its measurement and creates a proof to be sent to to the
Verifier. Internally, this phase invokes to FLPCP . Prove for generating the proof.

- Prepare-Init. After a server received a secret share of the proof from the client, the server
validates the measurement for aggregation. Internally, here is when the FLPCP . Query algorithm
is executed.

We report execution times of two aggregation functions used in practice, where the time
required scales with the input size n (which internally determines the degree of polynomials):

— SumVec sums n-length vectors of integers in the range 0 to 2, for some b.

- Histogram estimates the distribution of some measurements. Let n be the number of buckets,
each measurement increments the counter of one bucket. The aggregate result is the counter
of each bucket.

Table 1 and Table 2 show, respectively, the execution time of the Sharding and Prepare-Init phases
as the input size grows. These measurements are plotted in logarithmic scale and are shown in
Figure 5 and Figure 6.

For the Sharding phase, larger speedup factors are obtained as the input size n grows. From
Figure 5, we can see that the inflection point appears as n approaches ton = 1000 in both aggregation
functions. The optimizations described in Section 4.2 resulted in a 19% to 36% reduction in execution
time for both the SumVec and Histogram aggregation functions.

For the Prepare-Init phase, we replaced the interpolate-and-evaluate method in FLPCP . Query
with a direct polynomial evaluation in the Lagrange basis, as described in Section 4.3. As Table 2
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Fig. 5. Execution time (plotted in logarithmic scale) of Prio’s Sharding phase.

Table 1. Execution time of Prio’s Sharding phase.

?Eﬁze;g;tllon Code Input Size (n)
10! 10? 103 10* 10° 10°
SumVec libprio-rs  13.5pus  41.0pus 556.7us  4.2ms 62.3ms 471.7ms

Thiswork ~ 21.5us  67.1us 449.5us 3.0ms 39.6ms 316.0ms

Speedup 0.62x 0.61x 1.24x 1.37x 1.58x 1.49x

Histogram  libprio-rs 149us  423us 5545us  41ms 61.2ms 465.8ms
Thiswork  23.0us  68.5us 4499us  3.0ms 389ms 308.1ms

Speedup 0.64x 0.61x 1.23x 1.39x 1.57x 1.51x

shows, the latency of the Prepare-Init phase achieves significant speedup factors. For n > 1000,
its execution time is now twice as fast. Moreover, the fact that no inverses are calculated brings
savings even for small values of n.

These results confirm that Prio clearly benefits from the use of efficient representations for
polynomial arithmetic. The speedups achieved are result of removing redundant operations. We
show that switching to the monomial basis is unnecessary, it is better to keep polynomials in
the Lagrange basis because this enables faster operations. These modifications to Prio positively
influence the design of the protocol currently proposed for standardization.

6 Conclusions

Polynomials are useful in many research areas. In cryptographic protocols like Prio, polynomials
help to detect invalid client inputs. When dealing with polynomial arithmetic operations, there is
a need for methods that are not only asymptotically efficient, but also faster in practice.

Our focus centered on finding optimizations for polynomial arithmetic in the Lagrange basis.
Relying on the Polya basis, we show an O (n) time-complexity algorithm for polynomial evaluation
in the Lagrange basis. The proposed algorithm is an inversion-free alternative to the barycentric for-
mula. In addition, we study the case of basis extension showing explicit formulas with applications
on compact storage of polynomials and polynomial multiplication.
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Fig. 6. Execution time (plotted in logarithmic scale) of Prio’s Prepare-Init phase.

Table 2. Execution time of Prio’s Prepare-Init phase.

?Erglzezzig;tllon Code Input Size (n)
10! 10 103 104 10° 106
SumVec libprio-rs  13.4us  25.6pus 192.5pus 1360.8pus 18.3ms 143.1ms

Thiswork  12.8us  20.3us  95.5us  715.6us  7.5ms 72.3ms

Speedup 1.04x 1.26x 2.02x 1.90x 2.44x 1.98x

Histogram  libprio-rs  14.7us  27.4us  196.2us 13952us 18.7ms 145.8 ms
Thiswork  14.4pus  22.5us 100.0us 7534 us 79ms 74.8ms

Speedup 1.02x 1.22x 1.96x 1.85x 2.38x 1.95x

Prio achieved significant savings in its execution time. This is in part because we make extensive
use of the Lagrange basis across the time-consuming operations. With our algorithm for polynomial
evaluation, verification runs in linear time without extra security assumptions. Evaluation of our
changes demonstrated that Sharding is 36% faster, and Prepare-Init runs in half the time.

A key takeaway for protocol designers is the critical importance of selecting efficient data
representations as part of the protocol development. As we demonstrated in this optimization
work, effective parametrization is fundamental for achieving high efficiency, which directly impacts
on the performance and scalability of the deployed systems.
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