
♯Pencil: A Domain-Extended Committing BBB PRF
for Strengthening GCM∗

Ritam Bhaumik Jean Paul Degabriele Chandranan Dhar

TII, Abu Dhabi, UAE
bhaumik.ritam@gmail.com jeanpaul.degabriele@tii.ae chandranandhar@gmail.com

Abstract

We consider the problem of constructing efficient committing pseudorandom functions with Beyond-
Birthday-Bound (BBB) security from blockciphers. More specifically, we are interested in expanding
pseudorandom functions (PRF) whose domain is roughly twice that of the underlying blockcipher. The
main motivation behind our work is to construct an AES-based key derivation function (KDF) that
can be combined with GCM in order to improve its security bound, accommodate larger nonces that
can be generated randomly without risking collisions, and make it a committing AEAD scheme. NIST
has recently announced a pre-draft call for comments to standardise AEAD schemes that can encrypt
larger amounts of data and admit larger nonces. The call lists two approaches. The first is to define an
analogue of GCM using a 256-bit blockcipher, and the second is based on a recent proposal by Gueron,
to extend GCM with a key derivation function (KDF) called DNDK to increase its security. The latter
has clear benefits in terms of backwards compatibility and is likely to be the preferred interim solution.
Moreover, DNDK-GCM is already deployed in production at Meta. DNDK is essentially a BBB-secure
expanding weak pseudorandom function with a domain size of 192 bits realised from AES. We here
propose an alternative AES-based KDF called ♯Pencil with comparable efficiency but stronger provable
security guarantees. Specifically, ♯Pencil is a full PRF, whereas DNDK is only a weak PRF, which allows
us to prove the ♯Pencil-GCM composition secure as an AEAD scheme. Our most technically challenging
result is to show that ♯Pencil is committing, whereas DNDK claims this property without proof. Finally,
in contrast to DNDK and other alternatives, ♯Pencil can be safely used with arbitrary (non-random)
nonces and remains committing even when the nonce is not included as part of the ciphertext.

∗An extended abstract of this paper will appear in the proceedings of CRYPTO 2026.
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1 Introduction

Authenticated Encryption with Associated Data (AEAD) is the understated pillar of cryptography—often
considered uninteresting or easy, yet essential for virtually all of its applications. While it was already
deployed in major cryptographic protocols like SSL (TLS), SSH, and IPsec, its foundations can be traced
back to the seminal works of Bellare and Namprempre [BN00], Jutla [Jut01], and Rogaway [Rog02]. Yet,
some 25 years later, it remains an important area of research, as new practical challenges continue to
emerge, and we continue to deepen our understanding of this fundamental primitive. Besides security, a
crucial property of this primitive is its performance, which is why it is found in so many applications in
the first place. Today, the most popular AEAD scheme is Galois Counter Mode (GCM), which typically
offers the best performance [MV04]. Its superior performance derives in large part from the native AES
and carry-less multiplication instructions now supported in most CPUs. The ubiquity of this hardware
support, together with its standardisation by NIST, has cemented GCM as the go-to AEAD scheme and
is now found practically everywhere.

Of course, GCM also has its limitations, which have become more noticeable in recent years. Notably,
in cloud environments, it must be rekeyed every couple of seconds due to the high volumes of data being
processed [KCC+23]. Moreover, many practical applications require AEAD schemes that can admit a
randomly-generated nonce, because maintaining state is costly, cumbersome, and even unsafe in distributed
systems. However, in GCM, nonces are effectively limited to 96 bits1. Thus, for randomly generated nonces
and a 32-bit security level, GCM can encrypt at most 232 messages with a single key. It should also be
noted that GCM breaks down completely as soon as a single nonce value repeats. In addition, GCM
provides only birthday-bound security [IOM12], which, in turn, limits the total number of data blocks
that can be encrypted under a single key. Finally, commitment security has recently been identified as
an important security property for AEAD, which is necessary in several applications [GLR17, LGR21,
ADG+22]. Unfortunately, GCM also lacks this property.

NIST has recently initiated multiple standardisation efforts to address GCM’s limitations. One is to
standardise an AES-based Accordion mode, which would automatically yield AEAD with superior security,
such as nonce-misuse resistance [RS06] and security against the release of unverified plaintext [ABL+14].
However, an Accordion mode is inherently a two-pass primitive and thus cannot process its inputs in an
online manner. For most Internet and cloud applications, the ability to process data online is crucial,
and as such, an Accordion mode is unlikely to replace GCM in these settings. Accordingly, NIST has also
published a pre-draft call for comments, recognising the need to standardise efficient AEAD schemes that
support larger nonces and encrypt larger amounts of data under the same key [Nat25]. This call lists two
possible approaches to address this, the first is to define an analogue of GCM using a 256-bit blockcipher,
and the second is to augment GCM with an AES-based key derivation function (KDF) as proposed earlier
by Gueron in DNDK-GCM [Gue24b, Gue24a]. In the latter approach, the KDF (DNDK) effectively acts
as a wrapper for GCM, transforming it into an AEAD scheme (DNDK-GCM) with a larger nonce size and
enhanced quantitative and qualitative security. The latter approach has the benefit of being backwards
compatible with existing AES-GCM deployments without needing to introduce a new blockcipher, which is
a more pragmatic and timely solution for existing deployments. Indeed, DNDK-GCM is already deployed
in production at Meta [Gue24b]. In this work, we propose ♯Pencil-GCM as an improved alternative to
DNDK-GCM, offering stronger provable security.

Augmenting AEAD with a KDF to improve its security is not new, and was in fact already used in
the design of AES-GCM-SIV to attain a better security bound [GL17,GLL17]. In DNDK-GCM, however,
the construction of the KDF (DNDK) is more elaborate in order to: (a) admit a larger nonce to accom-
modate randomly generated ones, and (b) provide Beyond-Birthday-Bound (BBB) security so as to avoid

1Technically, GCM admits nonces larger than 96 bits, but they are hashed internally to a 96-bit value, thereby resulting in
the same collision probability as a 96-bit nonce.
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introducing KDF-related birthday terms in the security bound. However, its BBB security only holds
when the nonce is sampled uniformly at random [Gue24a]. In essence, DNDK can be understood as an
expanding weak PRF construction consisting of two instances of the XORP [Iwa06] construction evaluated
over independently sampled random inputs and combined in an XOR fashion using the result of Bellare,
Goldreich, and Krawczyk [BGK99]. Combining the results of Iwata, Mennink, and Vizar [IMV16] and Bel-
lare, Goldreich, and Krawczyk [BGK99] it follows that DNDK achieves O(q/2n) security as a weak PRF.
In terms of efficiency, DNDK requires 10 AES calls to produce 4 blocks of output, where the AES calls
are parallelizable. However, the security of DNDK-GCM as a composite AEAD scheme is not supported
by a security proof, and in fact, it seems rather unlikely that such a proof is even possible. DNDK is only
known to be secure as a weak PRF, but in the AEAD security game, the adversary can make decryption
queries on any (non-random) nonce of its choice, and accordingly, the derived GCM key for decryption
is not necessarily random, thus precluding a reduction to the security of GCM and DNDK. In addition,
DNDK is claimed to be key committing, but no proof or security bound is provided.

1.1 Contribution

Our work is primarily motivated by the use case of DNDK, where we propose an alternative AES-based KDF
construction to strengthen GCM and obtain a stateless AEAD with BBB security and key-commitment
security. From a more theoretical perspective, it also addresses a rather understudied problem: that of
constructing pseudorandom functions from blockciphers with extended domains and BBB security. Our
proposed construction, ♯Pencil, improves over DNDK in that it is a full-fledged PRF and thus results in a
provably-secure AEAD scheme when combined with GCM. It also means that it can be operated with non-
random nonces, whereas DNDK is insecure in such a setting. It requires two fewer AES calls than DNDK
in order to generate a four-block output, and it provides a stronger form of key-commitment security than
DNDK, i.e., CMT-1 instead of FOR-KC. More specifically, our contribution is as follows.

A New Domain-Extended BBB PRF. Our first contribution is ♯Pencil, a new PRF construction
from a an n-bit blockcipher taking (2n − 16)-bit inputs yielding full n-bit security. It is realised as the
composition of two components, Sharp (Fig. 1, left) and Pencil (Fig. 1, right). Intuitively, Pencil can be
understood as a BBB expanding weak PRF construction on extended inputs. Specifically, PencilK2(R1, R2,
0n−8, 0n−8) is an expanding weak PRF over the (2n−16)-bit input (R1,R2). Compared to DNDK, another
weak PRF with comparable parameters, Pencil requires only half the number of blockcipher calls, while
retaining the same optimal (full n-bit) security bound. Pencil adapts the XORP construction to take two
random blocks of input instead of one block. For this to work, we introduce a preprocessing step on the
PRF input to generate the values X1 to X5. This preprocessing requires minimal overhead: five binary-
field multiplications by 2, which can be realised very efficiently using one shift and one XOR operation.
To obtain a full-fledged BBB PRF, we augment Pencil with a (2n− 16)-to-(4n− 32)-bit component called
Sharp consisting of three additional blockcipher calls with a separate key to preprocess the PRF input. We
prove the PRF security of ♯Pencil in Sec. 3, attaining a bound of q/2n−11 + nq/2n−4.

Composition with CAU/GCM. We next consider using ♯Pencil as a KDF in combination with the
CAU AEAD scheme (a generalisation of GCM [BT16]) to yield a composite AEAD scheme ♯Pencil-CAU
analogous to DNDK-GCM. However, in contrast to DNDK-GCM, which lacks a security proof as an AEAD
scheme, we show that ♯Pencil-CAU is provably secure as an AEAD scheme with a significantly better
security bound than plain CAU/GCM. To prove its security, we utilise the multi-user security analysis
of CAU/GCM by Hoang, Tessaro, and Thiruvengadam [HTT18]. In ♯Pencil-CAU, the key derivation adds
only 8 additional blockcipher calls per encryption while attaining a similar bound to that claimed (without
proof) by Gueron for DNDK-GCM [Gue24a]. In addition, note that ♯Pencil-CAU attains this bound for
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Figure 1: Illustration of the blockcipher-based constructions SharpK1(N1, N2) (left) and PencilK2(R1, R2,
W1, W2) (right), together they yield ♯PencilK(N1, N2). Here Xj = (R1 ⊕ 2jR2 ⊕ 1j≥4Wj−3)∥⟨j⟩8 where 1
is the indicator function, EK is a blockcipher of blocksize n and keysize 2n, and K1 and K2 are derived
from a master key K as K1 ← EK(⟨0⟩n)∥EK(⟨1⟩n) and K2 ← EK(⟨2⟩n)∥EK(⟨3⟩n).

arbitrary nonces and not just random nonces as in the case of DNDK-GCM and other proposals. Finally,
our KDF-AEAD composition diverges from DNDK-GCM in that we derive a random nonce-key pair for
each message, whereas the latter fixes the GCM nonce to a constant.

Commitment Security of ♯Pencil. Our final contribution is to show that ♯Pencil is committing, and
consequently ♯Pencil-CAU is also committing. This is arguably our most novel and technically challenging
result. Note that the values (W1, W2) in the Pencil construction can be zeroed out, and Pencil and ♯Pencil
would still be a BBB weak PRF and a BBB PRF, respectively. Indeed, their sole purpose in the con-
struction is to make it a committing PRF. We consider two security notions, FOR-KC [FOR17], where the
adversary is restricted to collisions resulting from the same nonce, and the more general CMT-1 [BH22]
notion where the adversary is allowed to produce collisions over distinct nonces. While all other proposals
focus on the former notion, the latter property is required in applications where the nonce is not included
in the ciphertext. Such applications include scenarios where the nonce is generated in a stateful manner
(e.g., a counter) to reduce bandwidth. We prove full n-bit FOR-KC security and 3n/4-bit CMT-1 security,
where these bounds transfer directly to the AEAD commitment security of ♯Pencil-CAU.

1.2 Other Related Work and Proposals

Since the publication of DNDK, two other concurrent proposals have emerged, which we now discuss and
compare. Kampanakis et al. [KHEC25] have proposed KC-XAES, which augments Valsorda’s earlier design
XAES [Val24] with key commitment security. Both schemes use the FIPS-compliant construction CMAC
as a KDF. Gueron and Ristenpart [GR25] have proposed a significantly different version of DNDK, named
DNDKv2, that uses only a single instance of XORP and a different KDF-GCM composition approach
together with an accompanying provable security analysis. Both proposals combine the KDF with GCM
by feeding half of the double-block nonce into the KDF to generate the GCM key and then using the other
half as the GCM nonce directly. A comparison of the security of all proposals is shown in Figure 2, which
we elaborate on below.

In contrast to its predecessor, DNDKv2 only requires 5 blockcipher calls and is accompanied by a
security analysis on the composition with GCM. However, we note that ♯Pencil provides better security
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Scheme $AEAD AEAD FOR-KC CMT-1

AES-GCM q2/296 + σ2/2128 σ2/2128 Insecure Insecure
DNDK-GCM Unknown DNDK Insecure Unknown Unknown
DNDKv2-GCM q3/2240 + qL2/2127 σ2/2128 q/2n Unknown
XAES qL2/2126 σ2/2128 Insecure Insecure
KC-XAES ≥ q2/2128 ≥ q2/2128 q/2n Insecure
♯Pencil-GCM q/2113 + σL/2127 q/2113 + σL/2127 q/2n q4/23n

Figure 2: Security comparison of the different KDF-GCM proposals when instantiated with AES-256,
displaying only dominant terms in the security bounds. AEAD and $AEAD denote AEAD security in the
standard nonce-respecting and restricted random-nonce settings, respectively. Here q denotes the number
of encrypted messages, σ the total number of encrypted message blocks, and L the maximum message size
in blocks.

when encrypting messages of varying lengths or a large number of short messages. Moreover, whereas
♯Pencil imposes no restriction on how nonces are generated, DNDKv2 provides no security advantage over
plain GCM when nonces are not random. Finally, DNDKv2 is only committing with respect to fixed nonces
(FOR-KC), and is insecure when nonces are under adversarial control (CMT-1).

Moving on to the security of XAES and KC-XAES, a standard analysis would introduce birthday terms
due to the KDF (CMAC) producing non-uniform key blocks. However, in [BHKK25], the authors present
a more elaborate analysis yielding a security bound of roughly qL2/2126 for the multiuser security GCM
when taking into account the non-uniformity of the key blocks. This analysis assumes stronger security on
the part of GCM, which the authors argue to be a mild assumption. It is not immediately clear how this
multiuser security bound translates to a security bound for XAES and KC-XAES as AEAD schemes with
random nonces. In [KHEC25] the designers of KC-XAES quote this result to argue the AEAD security of
XAES, and seem to implicitly assume that it also holds for KC-XAES. However, in Appendix F we show
an attack that contradicts this claim for the case of KC-XAES. Thus, in comparison to ♯Pencil-GCM, KC-
XAES provides weak AEAD security, while XAES provides no committing security. Similarly to DNDKv2,
the AEAD security of XAES and KC-XAES reverts back to that of plain GCM when nonces are not generated
randomly, and KC-XAES is only committing with respect to fixed nonces (FOR-KC).

Since the first version of this paper [BD25] was uploaded to ePrint, two parallel works have been
published which proposed designs similar to our weak PRF Pencil, albeit with different goals. Chen et
al. [CDJN25] have proposed a weak PRF SnowFlake and a nonce-randomisation function F∗ which they
combine to build a deterministic encryption scheme. Chung et al. [CHK+25] have proposed a weak PRF
eCTR and a strong PRF HteC as a BBB alternative to the counter-mode component used in AES-GCM
and AES-GCM-SIV.

1.3 The Need for a Blockcipher-Based KDF

One may naturally wonder why a blockcipher-based KDF is needed—why can’t we simply use a ‘more
standard’ hash-based KDF instead? Firstly, the NIST call is looking to augment NIST SP 800-38D
(GCM), which is a standard for AES modes of operation. Thus, the inclusion of the KDF must result in a
composition that retains an AEAD interface and is based solely on AES. In addition, it is important to note
that for many industry applications, adhering to FIPS (NIST) compliance is of paramount importance.
Secondly, having a solution that is purely AES-based means that it can benefit from the AES-NI instruction
set, which is now widely supported on a variety of hardware platforms. On the other hand, SHA-2
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instructions are not as widely supported on legacy hardware, and there is no hardware support for SHA3.
Thirdly, it is cleaner both conceptually and practically to have an AEAD scheme that is based on a single
hardness assumption and a single primitive.

2 Preliminaries

For m ≤ n, we write [m..n] to denote the range {m, . . . , n}. We use the Pochhammer falling factorial
power notation (n)m := n(n − 1) . . . (n −m + 1). For a finite set X we write R ←$ X to denote R being
uniformly sampled from S. For sets X and Y, Func(X ,Y) will denote the set of all functions X → Y, and
Perm(X ) will denote the set of all permutations over X .

For an x ≤ 2d, ⟨x⟩d will denote the d-bit encoding of x. x∥y will denote the concatenation of two
bit-strings x and y. |x|b will denote the length of x in bits, |x|B will denote the length of x in bytes, and
|x|n will denote its length in n-bit blocks. lsbd(x) and msbd(x) will respectively denote the right-most and
left-most d-bit substring of x. x≪ d denotes the left-shift of x by d bits.

Bold face capital letters will usually denote vectors or matrices over GF(2d) for some bit-length d.
Unless there is scope for confusion, we’ll not make a distinction between a field element x ∈ GF(2d) and
its d-bit encoding ⟨x⟩d ∈ {0, 1}d, and we’ll treat these two sets interchangeably.

Field Arithmetic. We will work with GF(2128), with the field polynomial f(t) = t128 + t7 + t2 + t + 1.
This field has the convenient property that for any x ∈ {0, 1}120, msb120(2 · (x∥0x00)) = x ≪ 1. We will
use this for the shorthand notation 2j · x := x≪ j for x ∈ {0, 1}120 and any positive integer j (though we
will use it for only up to j ≤ 5). By extension, 3 · x will denote 2 · x⊕ x.

Blockciphers and Ideal Cipher. A blockcipher is a function E : K × {0, 1}n → {0, 1}n such that for
any K ∈ K, EK(·) := E(K, ·) is a permutation on {0, 1}n. K is called the key of E. Let BC be the set
of all blockciphers from K × {0, 1}n to {0, 1}n. An ideal cipher from K × {0, 1}n to {0, 1}n is an element
from BC chosen uniformly at random. In security games involving a mode built on top of an ideal cipher
E, we allow the adversary make oracle queries to E and E−1.

Adversarial Advantage. For any game G defined with respect to some primitive F and any adversary
A we denote the adversary’s corresponding advantage by AdvG

F (A). We use AG ⇒ b′ to denote the event
where the adversary interacts with game G and returns the bit b′ upon terminating the game.

PRF Security. For a keyed function F : K×X → Y, the PRF security is defined via the game in Fig. 3
(right). The adversary A has access to a single oracle Func. The PRF advantage of A against F is defined
as

AdvPRF
F (A) :=

∣∣∣Pr[APRFF (1) ⇒ 1]− Pr[APRFF (0) ⇒ 1]
∣∣∣ ,

2.1 Authenticated Encryption with Associated Data (AEAD)

AEAD syntax. A nonce-based AEAD scheme Π = (Π.Enc, Π.Dec) consists of the following pair of
algorithms:

• A deterministic encryption algorithm Π.Enc : K × N × AD ×M → C takes as input a secret key
K ∈ K, a nonce N ∈ N , associated data AD ∈ AD, and a message M ∈M and returns a ciphertext
C ∈ C. We require Π.Enc to have constant expansion, i.e. for any (K, N, AD, M ) ∈ (K,N ,AD,M),
the expansion τ = |Π.EncK(N, AD, M )|b − |M |b is constant.
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Game mu-AEADΠ(0)
K1, . . . , Ku ←$ K

Enc(i, N, AD, M )
return Π.EncKi(N, AD, M )

Dec(i, N, AD, C )
return Π.DecKi(N, AD, C )

Game mu-AEADΠ(1)

Enc(i, N, AD, M )
C ←$ {0, 1}|M|b+τ

return C

Dec(i, N, AD, C )
return ⊥

Game PRFF (0)
K ←$ K

Func(N)
return FK(N)

Game PRFF (1)
φ←$ Func(X ,Y)

Func(N)
return φ(N)

Figure 3: Games defining mu-AEAD security (left) and PRF security (right).

• A deterministic decryption algorithm Π.Dec : K ×N ×AD × C →M∪ {⊥} takes as input a secret
key K ∈ K, a nonce N ∈ N , associated data AD ∈ AD, and a ciphertext C ∈ C and returns either
a message M ∈M or the symbol ⊥ to indicate an invalid ciphertext.

Multi-User AEAD security (mu-AEAD). Multi-user AEAD security is defined via the game described
in Fig. 3 (left). The adversary A is given access to multiple keyed instances of an AEAD scheme. Each
instance consists of an encryption oracle Enc(i, N, AD, M ) and a decryption oracle Dec(i, N, AD, C ). An
adversary is considered valid if it never makes a decryption query Dec(i, N, AD, C ) with C being the
output of a previous encryption query Enc(i, N, AD, M ). Moreover an adversary is said to be nonce-
respecting if it never repeats the pair (i, N) across encryption queries. The mu-AEAD advantage of A
against Π is defined as

Advmu-AEAD
Π (A) :=

∣∣∣Pr[Amu-AEADΠ(1) ⇒ 1]− Pr[Amu-AEADΠ(0) ⇒ 1]
∣∣∣ ,

The single user setting corresponds to the special case when u = 1, and in this setting, we denote the
AEAD advantage of A to be AdvAEAD

Π (A).

2.2 Committing Security

Here we define two different notions of key-committing security of an AEAD which are considered of
practical relevance; in addition, we define notions to capture the suffix-committing security of a PRF.

FOR-KC security. In the FOR-KC game against an AEAD scheme Π, an adversaryA outputs (K, N, AD,
M ) and (K ′, N ′, AD′, M ′); A wins if K ̸= K ′, N = N ′, and Π.EncK(N, AD, M ) = Π.EncK(N ′, AD′, M ′).
We write AdvFOR-KC

Π (A) to denote the probability that A wins.

CMT-1 security. In the CMT-1 game against an AEAD scheme Π, an adversary A outputs (K, N, AD,
M ) and (K ′, N ′, AD′, M ′); A wins if K ̸= K ′, and Π.EncK(N, AD, M ) = Π.EncK(N ′, AD′, M ′). We write
AdvCMT-1

Π (A) to denote the probability that A wins.
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Suffix-Committing security of a function. For a keyed function F : K×X → {0, 1}m with an output
length m ≥ t, we define the t-suffix-committing security games CMT-1⌊t⌋ and FOR-KC⌊t⌋ as follows: an
adversary A playing against F outputs (K, X) and (K ′, X ′) and

• wins the CMT-1⌊t⌋ game if K ̸= K ′ and lsbt(FK(X)) = lsbt(FK′(X ′));

• wins the FOR-KC⌊t⌋ game if K ̸= K ′, lsbt(FK(X)) = lsbt(FK′(X ′)), and X = X ′.

2.3 Description of the CAU Mode

The AEAD mode CAU [BT16] is a generalisation of GCM. Let E : {0, 1}κ × {0, 1}n → {0, 1}n be a
blockcipher with a κ-bit key and an n-bit output, and let H : {0, 1}n×{0, 1}∗ → {0, 1}n be a c-AXU hash
function with an n-bit hash key and an n-bit output. CAU uses a single κ-bit key K̃ , and generates the
n-bit hash key as Kh ← EK̃ (⟨0⟩n). It accepts a ν-bit nonce Ñ for some ν < n, and sets the n-bit IV as
IV ← ⟨Ñ⟩ν∥⟨1⟩n−ν .

Encryption of an LM -byte message M is done in counter mode, with the i-th block of the keystream
being generated as EK̃ (⟨IV + i⟩n) (where + denotes integer addition), and the final keystream block being
truncated if needed to bring the total number of keystream bytes to LM . The authentication tag is gener-
ated from the LAD-byte associated data AD and LM -byte ciphertext as T ← H(Kh , AD∥C∥⟨LAD⟩64∥⟨LM ⟩64)⊕
EK̃ (IV ), and truncated down to the desired length.

CAU.EncK̃ (Ñ , AD, M )

1 : IV ← ⟨Ñ⟩ν∥⟨1⟩n−ν

2 : LM ← |M |B
3 : µ← ⌈LM /16⌉
4 : for j = 1 to µ do
5 : Zi ← EK̃ (⟨IV + i⟩n)
6 : Z ← msb8LM (Z1∥ . . . ∥Zµ)
7 : C ← M ⊕ Z

8 : LAD ← |AD|B
9 : data← AD∥C∥⟨LAD⟩64∥⟨LM ⟩64

10 : Kh ← EK̃ (⟨0⟩n)
11 : T ← H(Kh , data)⊕ EK̃ (IV )
12 : return (C , T )

CAU.DecK̃ (Ñ , AD, C , T )

1 : IV ← ⟨Ñ⟩ν∥⟨1⟩n−ν

2 : LAD ← |AD|B
3 : LM ← |C |B
4 : data← AD∥C∥⟨LAD⟩64∥⟨LM ⟩64

5 : Kh ← EK̃ (⟨0⟩n)
6 : T ′ ← H(Kh , data)⊕ EK̃ (IV )
7 : if T ′ ̸= T
8 : return ⊥
9 : µ← ⌈LM /16⌉

10 : for j = 1 to µ do
11 : Zi ← EK̃ (⟨IV + i⟩n)
12 : Z ← msb8LM (Z1∥ . . . ∥Zµ)
13 : M ← C ⊕ Z

14 : return M

Figure 4: Algorithm of CAU.

Fig. 4 gives a formal description of the encryption and decryption algorithms of CAU. AES-GCM-256
is an instantiation of CAU, with E = AES, H = GHASH, n = 128, ν = 96, and κ = 256.

Multi-user security of CAU. Hoang et al. [HTT18] showed the following multi-user security bound
for CAU in the ideal cipher model.

Theorem 1 ([HTT18], Theorem 3.1). For an adversary A playing an mu-AEAD game against CAU,
making p ≤ 2n−2 ideal cipher queries to E and q total construction queries with the total number of
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queried blocks not exceeding σ and the number of queried blocks for each user not exceeding B, and subject
to the restriction that each nonce is repeated by at most d users, the advantage of A satisfies the bound

Advmu-AEAD
CAU (A) ≤ d(p + q) + n(p + q + σ)

2κ
+ σ(2B + cn + 3)

2n

+ 2q + 1
22n

+ σ(σ + cnd) + 2pq

2κ+n
. (1)

2.4 H-Coefficient Technique

The H-coefficient technique is a proof technique devised by Patarin [Pat09] and popularised by the exposi-
tion due to Chen and Steinberger [CS14]. We outline the main idea below; for a more detailed exposition,
the reader is referred to [CS14,JN22].

A distinguisher A interacts with one of two oracles, possibly providing an interface to multiple func-
tionalities: O1 in the real world and O0 in the ideal world. A record of its interaction with oracle O is
collected in a transcript Trs (AO). The transcript may optionally include additional information that is re-
vealed to the adversary at the end of the interactive phase. We assume, without loss of generality, that the
oracles sample all their random coins, typically a key or an ideal primitive, before the experiment starts.
A transcript tr is called attainable if A can observe tr with non-zero probability in the ideal world, i.e., if
Pr[Trs (AO0) = tr] > 0. The Fundamental Theorem of the H-coefficient technique states the following:

Theorem 2 (H-Coefficient Technique [Pat09]). Suppose we can partition the set T of all attainable tran-
scripts as T = Tbad ⊔ Tgood, and find ϵ1, ϵ2 ≥ 0 such that

Pr
[
Trs (AO0) ∈ Tbad

]
≤ ϵ1, (2)

and for any tr ∈ Tgood,
Pr
[
Trs (AO1) = tr

]
Pr [Trs (AO0) = tr] ≥ 1− ϵ2. (3)

Then the distinguishing advantage of A obeys the bound∣∣∣Pr[AO1 ⇒ 1]− Pr[AO0 ⇒ 1]
∣∣∣ ≤ ϵ1 + ϵ2. (4)

2.5 Mirror Theory

The mirror theory of Patarin [Pat06, Pat10b, Pat03] gives a lower bound on the number of solutions to
a system of bivariate equations. We give a formal description of mirror theory here. The motivation of
mirror theory and a more detailed overview can be found in Appendix E.

Let Y := (Y1, . . . , Yr)⊺ be a vector of variables, Z := (Z1, . . . , Zm)⊺ be a vector of values in GF(2n) and
A be a coefficient matrix whose (i, j)-th entry is Aij . Consider the system of equations

Am×r ·Y = Z. (5)

We write Φ := Φ[A, Z] to denote the system of equations described by Eqn. (5), parametrised by A and
Z. We call Φ[A, Z] a bivariate mirror system if A has the special form where each row of A has exactly
two 1’s and (r− 2) 0’s. A solution to Φ which satisfies the constraint that Yi ̸= Yj for all i, j ∈ [1..r] with
i ̸= j is called a mirror solution; let Γ(Φ) denote the set of all miror solutions to the system Φ.

We associate a weighted undirected graph Gr := Gr(Φ) with a bivariate mirror system Φ = Φ[Am×r, Z]
as follows: Gr has r vertices labelled Y1, . . . , Yr, and m edges with weights Z1, . . . , Zm, subject to the
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following rule: there is an edge between Yi and Yj with weight Zt if and only if Ati = Atj = 1. We call
Φ[A, Z] redundancy-free if m ≤ r − 1 and A is of full row-rank; in which case it is easy to see that Φ is
redundancy-free if and only if Gr(Φ) is acyclic. Assuming that Φ[A, Z] is redundancy-free and following
graph theoretic terminology, we call Gr a forest and each of its connected components a tree. Then a basic
result from graph theory tells us that Gr has exactly c := r −m trees.

As observed in [CDN+23], we can assume without loss of generality that each tree in Gr is in fact
a star, meaning that all of its nodes except one are leaf nodes. We call the solitary non-leaf node the
center of the star. The ξ variables involved in a particular star component can be reordered to begin with
the center, so that the corresponding coefficient matrix becomes (1ξ−1, Iξ−1), where 1 denotes a vector of
1’s, and I denotes the identity matrix. Then Φ can be decomposed into c systems Φ1, . . . , Φc, where for
each p ∈ [1..c], Φp := Φp[Ap := (1ξp−1, Iξp−1), Zp := (Zp

1 , . . . , Zp
ξp

)⊺], with ξp denoting the size of the p-th
component.

With the above setup in mind, we call Φ a consistent mirror system if for each p ∈ [1..c], the p-th
component satisfies the following conditions:

• Zp
i ̸= 0 for each i ∈ [1..ξp];

• Zp
i ̸= Zp

j for each i, j ∈ [1..ξp] with i ̸= j.

With these definitions laid out, we are now ready to restate the main mirror theory result [CDN+23,
Theorem 1] which we will employ later in this paper.

Theorem 3 (Mirror Theorem [CDN+23]). Let Φ be a consistent mirror system of m equations in r
variables, and let ξmax denote the size of the largest component in Gr(Φ). Then, if either m ≤ 2n/2, or
ξmax satisfies the conditions nξ2

max + ξmax ≤ 2n/2 and 12mξmax ≤ 2n, we have the bound

|Γ(Φ)| ≥ (2n)r

2nm
. (6)

Note that Φ being a consistent mirror system is a necessary and sufficient condition to ensure |Γ(Φ)| > 0.
We note that we define consistency only for redundancy-free mirror systems; this does not lead to loss of
generality since for every mirror system Φ we can find a redundancy-free mirror system Φ′ such that Φ and
Φ′ have an identical set of solutions. Moreover, it may be interesting to observe that the characterisation
of a system of equations Φ[A, Z] as a bivariate mirror system or as redundancy-free depends solely on the
coefficient matrix A, while its consistency depends solely on the difference vector Z.

3 ♯Pencil: A BBB PRF

We begin this section by describing the design rationale of our main construction ♯Pencil, followed by its
specifications and security results. Our goal was to come up with a construction that: (1) is based on a
blockcipher with 2n-bit key and n-bit output (so we can instantiate it with AES-256); (2) accepts a nonce
that is almost 2n bits in length (less some bits reserved for domain separation); (3) generates a 2n-bit key
and an (n− 32)-bit nonce for AES-GCM as well as a 2n-bit commitment tag; (4) achieves a PRF security
close to n bits, even when the input nonce is not random but adversarially chosen; and (5) provides a
key-commitment security that is BBB in n.

Design Rationale. As an intermediate goal, we design a weak PRF that takes a 2n-bit input and
produces a variable-length output. An XORP-like structure [Iwa06] is a suitable choice, as long as the two
(random) input blocks are appropriately combined to feed the XORP. We generate the j-th input block
as Xj ← (R1 ⊕ 2j · R2)∥⟨j⟩µ, where (R1, R2) is the random input. When fed into the XORP layer, this
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♯PencilK(N)

for i = 0 to 3 do
Li ← EK(⟨i⟩128)

K1 ← L0∥L1

K2 ← L2∥L3

(W, R)← SharpK1(N)
Z← PencilK2(W, R)
return Z

SharpK1(N)

(N1, N2)← N
J ← msb120(EK1(N2∥0x00))
W1 ← N1 ⊕ J

W2 ← N1 ⊕ 2 · J
R1 ← msb120(EK1(W1∥0x01))
R2 ← msb120(EK1(W2∥0x02))
W← (W1, W2)
R ← (R1, R2)
return (W, R)

PencilK2(W, R)

(W1, W2)←W
(R1, R2)← R
for j = 0 to 5 do

Xj ← (R1 ⊕ 2j ·R2)∥⟨j⟩8
X4 ← X4 ⊕ (W1∥0x00)
X5 ← X5 ⊕ (W2∥0x00)
for j = 0 to 5 do

Yj ← EK2(Xj)
if j ≥ 1 then

Zj ← Y0 ⊕ Yj

Z← (Z1, Z2, Z3, Z4, Z5)
return Z

Figure 5: Algorithms for ♯Pencil, Sharp, and Pencil for n = 128.

construction achieves a weak PRF security close to n bits. For more details on how we arrived at the
present design, see Appendix B.1.

Once we have the weak PRF, the next step is to convert it into a strong PRF, using a suitable
preprocessing function. While an obvious choice is to apply a 2n-bit-to-2n-bit PRF to the nonce to
randomize it, this PRF would require at least six blockcipher calls to achieve n-bit security, going by the
state of the art, which when combined with the augmented XORP layer would be more expensive than
what we are aiming for. We observe that our weak PRF proof does not require its inputs to be fully
random—it suffices that they appear random enough so as to satisfy the conditions required by Mirror
theory for the proof to go through. Accordingly, we design a three-call preprocessing layer Sharp, which
is weaker than a PRF, but achieves sufficient randomization so that its composition with the weak PRF
construction gives a strong PRF with approximately n-bit security.

For the final goal of commitment, we discovered that generating a commitment tag by simply extending
the output of the augmented XORP layer would not suffice to achieve BBB commitment security. This is
evidenced by a birthday-bound commitment attack on this construction that is described in Appendix B.2.
To overcome this, we expose two intermediate values from the Sharp layer as part of its output and mix
them into the augmented XORP layer when generating the last two blocks of the final PRF output in order
to effectively obtain a commitment tag. This approach preserves the (strong) PRF security of the earlier
construction, while also achieving BBB key-commitment security. We call this weak PRF construction
extending the augmented XORP layer Pencil.

The ♯Pencil Construction. We now present our main construction ♯Pencil and establish its security
as a PRF. ♯Pencil is realised from a blockcipher E with an n-bit input and a 2n-bit key and consists of
two subcomponents: Sharp and Pencil. Sharp : {0, 1}2n × {0, 1}2n−16 → {0, 1}4n−32 uses a 2n-bit key and
accepts a (2n − 16)-bit user-chosen input, and returns four blocks of n − 8 bits each (Fig. 1, left; Fig. 5,
middle). Pencil : {0, 1}2n × {0, 1}4n−32 → {0, 1}5n, uses a 2n-bit key and accepts a (4n − 32)-bit input,
and outputs five n-bit blocks (Fig. 1, right; Fig. 5, right). Combining the two yields ♯Pencil : {0, 1}2n×{0,
1}2n−16 → {0, 1}5n, a PRF taking a 2n-bit key and a (2n − 16)-bit input and returning a 5n-bit output
(Fig. 5, left). Looking ahead, we will split this 5n-bit output into a 2n-bit key and a nonce for GCM, and
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use the last 2n-bits as a commitment tag that we append to the ciphertext. We now show that ♯Pencil
is a BBB PRF with a nearly-optimal bound. The security of ♯Pencil as a 2n-suffix-committing PRF is
established in Sec. 5.

3.1 PRF Security of ♯Pencil
Theorem 4 (PRF security). Suppose 25n3 + 5n ≤ 2n/2. Let E be an ideal cipher with a 2n-bit key and
an n-bit output. For any q-query PRF-adversary A also making p ideal cipher queries to E, we have

AdvPRF
♯Pencil(A) ≤ q

2n−15 + nq

2n−4 + 3p

22n
+ 6

2n
, (7)

as long as nq ≤ 2n−11.

For n = 128, the condition 25n3 + 5n ≤ 2n/2 holds, and we can simplify the above bound to say that
as long as q ≤ 2110 and p≪ 2254, AdvPRF

♯Pencil(A) is bounded by q/2113.

Proof of Theorem 4. As an intermediate we consider the unkeyed hybrid construction ♯Pencil[π̃ := (π1,
π2)], which replaces EKi with a uniform random permutation πi : {0, 1}n → {0, 1}n for i = 1, 2. We first
establish the following lemma (proof to follow).

Lemma 1. For any q-query PRF-adversary A also making p ideal cipher queries to E, we have

AdvPRF
♯Pencil(A) ≤ AdvPRF

♯Pencil[π̃](A) + 3p

22n
+ 6

2n
. (8)

Next, in Sec. 3.2, we establish a bound on AdvPRF
♯Pencil[π̃](A) for any q-query adversary A. Specifically,

we prove the following lemma.

Lemma 2. Suppose 25n3 + 5n ≤ 2n/2. Then for any q-query PRF-adversary A,

AdvPRF
♯Pencil[π̃](A) ≤ q

2n−15 + nq

2n−4 , (9)

as long as nq ≤ 2n−11.

Theorem 4 follows from Lemmas 1 and 2.

Proof of Lemma 1. We show this bound through a series of game hops, as illustrated in Fig. 6, where G1
represents ♯Pencil and G4 represents ♯Pencil[π̃]:

• G1 and G2 are identical unless one of the adversary’s ideal cipher queries is keyed with K in G1, and
the probability of this is p/22n, since K is sampled uniformly at random from {0, 1}2n, so∣∣∣Pr[AG1 ⇒ 1]− Pr[AG2 ⇒ 1]

∣∣∣ ≤ p

22n
; (10)

• G2 and G3 are identical unless there is a collision in the set {L0, L1, L2, L3} in G3, and the probability
of such a collision is upper bounded by 6/2n by union bound, so∣∣∣Pr[AG2 ⇒ 1]− Pr[AG3 ⇒ 1]

∣∣∣ ≤ 6
2n

; (11)
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Game G1

K ←$ {0, 1}256

Func(N)

return ♯PencilK(N)

Game G2

π ←$ Perm({0, 1}128)
for i = 0 to 3 do

Li ← π(⟨i⟩128)
K1 ← L0∥L1

K2 ← L2∥L3

Func(N)

(W, R)← SharpK1(N)
return PencilK2(W, R)

Game G3

for i = 0 to 3 do
Li ←$ {0, 1}128

K1 ← L0∥L1

K2 ← L2∥L3

Func(N)

(W, R)← SharpK1(N)
return PencilK2(W, R)

Game G4

π1 ←$ Perm({0, 1}128)
π2 ←$ Perm({0, 1}128)

Func(N)

(W, R)← Sharp[π1](N)
return Pencil[π2](W, R)

Figure 6: Games from the proof of Lemma 1.

• G3 and G4 are identical unless one of the adversary’s ideal cipher queries is keyed with K1 or K2 in
G3, and the probability of this is upper bounded by 2p/22n, since K1 and K2 are sampled uniformly
at random from {0, 1}2n, so ∣∣∣Pr[AG3 ⇒ 1]− Pr[AG4 ⇒ 1]

∣∣∣ ≤ 2p

22n
. (12)

We can write

AdvPRF
♯Pencil(A) ≤ AdvPRF

♯Pencil[π̃](A) +
∣∣∣Pr[AG1 ⇒ 1]− Pr[AG4 ⇒ 1]

∣∣∣
≤ AdvPRF

♯Pencil[π̃](A) (13)

+
3∑

i=1

∣∣∣Pr[AGi ⇒ 1]− Pr[AGi+1 ⇒ 1]
∣∣∣

≤ AdvPRF
♯Pencil[π̃](A) + 3p

22n
+ 6

2n
, (14)

thus completing the proof of the lemma.

3.2 Proof of Lemma 2

For proving Lemma 2, we need to bound the advantage of a q-query PRF-adversary A against ♯Pencil[π̃].
We first describe how all the intermediate and final outputs are computed in the two worlds. In the real
world, for each input N(i) := (N (i)

1 , N
(i)
2 ), the values J (i), W(i) := (W (i)

1 , W
(i)
2 ), R(i) := (R(i)

1 , R
(i)
2 ) are first

computed by running Sharp[π1](N (i)
1 , N

(i)
2 ) (see Fig. 7, left). (Note that J (i) is not an output of Sharp,

but is computed and stored as an intermediate value while running Sharp.) Next Z(i) := (Z(i)
1 , . . . , Z

(i)
5 ) is

computed by running Pencil[π2](W (i)
1 , W

(i)
2 , R

(i)
1 , R

(i)
2 ) (see Fig. 7, right), and in the process X(i) := (X(i)

0 ,

. . . , X
(i)
5 ) and Y(i) := (Y (i)

0 , . . . , Y
(i)

5 ) are computed as intermediate values and stored. At the end of the
query phase, J := (J (1), . . . , J (q)), R := (R(1), . . . , R(q)), and Y := (Y(1), . . . , Y(q)) are also released to A;
W := (W(1), . . . , W(q)) and X := (X(1), . . . , X(q)) can be computed by A.

In the ideal world, on receiving a query N(i), the oracle O0 computes and returns Z(i) ← φ(N(i)); at
the end of the query phase O0 computes J, W, and R exactly as in the real world, by running Sharp[π1];
it then samples Y := (Y(1), . . . , Y(q)) as described below, and returns J, W, R, and Y to A.
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♯Pencil[π̃](N)

(π1, π2)← π̃

(W, R)← Sharp[π1](N)
Z← Pencil[π2](W, R)
return Z

Sharp[π1](N)

(N1, N2)← N
J ← msb120(π1(N2∥0x00))
W1 ← N1 ⊕ J

W2 ← N1 ⊕ 2 · J
R1 ← msb120(π1(W1∥0x01))
R2 ← msb120(π1(W2∥0x02))
W← (W1, W2)
R ← (R1, R2)
return (W, R)

Pencil[π2](W, R)

(W1, W2)←W
(R1, R2)← R
for j = 0 to 5 do

Xj ← (R1 ⊕ 2j ·R2)∥⟨j⟩8
X4 ← X4 ⊕ (W1∥0x00)
X5 ← X5 ⊕ (W2∥0x00)
for j = 0 to 5 do

Yj ← π2(Xj)
if j ≥ 1 then

Zj ← Y0 ⊕ Yj

Z← (Z1, Z2, Z3, Z4, Z5)
return Z

Figure 7: Algorithms for ♯Pencil[π̃], Sharp[π1], and Pencil[π2] for n = 128.

In order to sample Y, O0 first sets X
(i)
j ← (R(i)

1 ⊕ 2j · R(i)
2 )∥⟨j⟩8 for 0 ≤ j ≤ 3 and X

(i)
j ← (R(i)

1 ⊕
2j · R(i)

2 )∥⟨j⟩8 ⊕ W
(i)
j−3∥0x00 for j = 4, 5 for each i ∈ [1..q]. It then looks at the set of distinct values

{X(i)
j | i ∈ [1..q], j ∈ [0..5]}, which are relabelled as X1, . . . , Xr, where r denotes the number of distinct

values taken by X
(i)
j . Let h : [1..q] × [0..5] → [1..r] denote the relabelling function, such that for each

i ∈ [1..q], j ∈ [0..5], Xh(i,j) = X
(i)
j . Next, O0 constructs a mirror system of 5q equations Φ on r variables

Y1, . . . , Yr as follows: for each i ∈ [1..q], j ∈ [1..5], O0 adds to Φ the equation Yh(i,0)⊕Yh(i,j) = Z
(i)
j . Finally,

if Φ is not a consistent mirror system, O0 samples Y(i) ←$ {0, 1}6n for each i ∈ [1..q]; otherwise, it samples
(Y1, . . . , Yr)←$ Γ(Φ), and assigns Y

(i)
j = Yh(i,j) for each i ∈ [1..q], j ∈ [0..5].

Partitioning the Transcripts. Each transcript tr is represented as a tuple (N, Z; J, W, R, X, Y). We
will classify the set T of all attainable transcripts into Tbad and Tgood. Let Φtr be the system of equations
associated with a transcript tr in the manner described above (where Φ is completely determined by W,
R, and Z), and, when Φtr is a mirror system, let ξmax(tr) be the size of the largest component in Gr(Φtr).
We recall that for a positive integer L we say Φtr is L-scattered if ξmax(tr) ≤ L. We first define the following
two sets:

Tbad,1 := {tr | Φtr is not a redundancy-free, 5n-scattered mirror system},
Tbad,2 := {tr | Φtr is not a consistent mirror system}.

Then we define Tbad := Tbad,1 ∪ Tbad,2, and Tgood := T \ Tbad. We state below two lemmas, which we prove
in Sec. 3.3 and Appendix C.1 respectively.

Lemma 3. For any q-query adversary A with nq ≤ 2n−11,

Pr
[
Trs (AO0) ∈ Tbad

]
≤ q

2n−15 + nq

2n−4 . (15)

15



Lemma 4. For any q-query adversary A and for any tr ∈ Tgood,

Pr
[
Trs (AO1) = tr

]
Pr [Trs (AO0) = tr] ≥ 1. (16)

under the assumptions that 25n3 + 5n ≤ 2n/2, and nq ≤ 2n−9.

Lemma 2 follows from Theorem 2 and Lemmas 3 and 4, by choosing ϵ1 = q/2n−15 + nq/2n−4 and
ϵ2 = 0.

3.3 Proof of Lemma 3

In this subsection, we’ll denote Trs (AO0) as tr = (N, Z; J, W, R, X, Y); of these, N is under direct
adversarial control, and the rest we treat as random variables sampled in the ideal world as described
earlier. First we observe that whether or not tr ∈ Tbad,1 is determined entirely by (R, W). Since N and
J together determine W, we begin by bounding various kinds of degeneracy events on the sampling of
(R, J).

Bounding Arms and Elbows. For distinct i1, i2 ∈ [1..q], the pair (i1, i2) is called an arm if either
W

(i1)
1 = W

(i2)
1 or W

(i1)
2 = W

(i2)
2 . Let Sar denote the set of all arms. Let Ear denote the event that |Sar| > q.

We will show the following bound on Pr[Ear] in Appendix C.2.

Lemma 5.
Pr[Ear] ≤

q

2n−9 . (17)

For distinct i1, i2, i3 ∈ [1..q], the triple (i1, i2, i3) is called an elbow if W
(i1)
1 = W

(i2)
1 and W

(i2)
2 = W

(i3)
2 .

Let Sel denote the set of all elbows. Let Eel denote the event that |Sel| > q. We will show the following
bound on Pr[Eel] in Appendix C.3.

Lemma 6.
Pr[Eel] ≤

q

2n−8 + q2

22n−16 . (18)

Bounding Stale Nodes on Chains. For some k ≥ 2 and distinct i1, . . . , ik ∈ [1..q], we call ζ := (i1,
. . . , ik) a k-chain if for some j1, . . . , jk−1 ∈ [0..5],

(X(i2)
j1

, . . . , X
(ik)
jk−1

) = (X(i1)
j1

, . . . , X
(ik−1)
jk−1

). (19)

Each query index id for d ∈ [1..k] in a k-chain ζ is called a node of ζ. A node id for d ≥ 2 is called fresh if
either W

(id)
1 /∈ {W (ia)

1 | 1 ≤ a < d} or W
(id)
2 /∈ {W (ia)

2 | 1 ≤ a < d} (or both), and stale otherwise.
Let Ech,k denote the event that there exists a k-chain ζ = (i1, . . . , ik) such that id is stale for some

d ∈ [2..k]. Let Ech denote the event Ech,3 ∨ · · · ∨ Ech,n+1. We will show the following bound on Pr[Ech] in
Appendix C.4.

Lemma 7. As long as q ≤ 2n−11,
Pr[Ech] ≤ q

2n−13 . (20)
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Bounding Stale Nodes on Trees. For some k ≥ 2 and distinct i1, . . . , ik ∈ [1..q], we call ϑ := (i1, . . . ,
ik) a k-tree if for some i⋆

1, . . . , i⋆
k−1 satisfying the constraint that for each d ∈ [1..k − 1], i⋆

d ∈ {i1, . . . , id},
and some j1, . . . , jk−1 ∈ [0..5],

(X(i2)
j1

, . . . , X
(ik)
jk−1

) = (X(i⋆
1)

j1
, . . . , X

(i⋆
k−1)

jk−1
). (21)

As for a chain, each query index id for d ∈ [1..k] in a k-tree ϑ is called a node of ϑ. A node id for d ≥ 2
is called fresh if either W

(id)
1 /∈ {W (ia)

1 | 1 ≤ a < d} or W
(id)
2 /∈ {W (ia)

2 | 1 ≤ a < d} (or both), and stale
otherwise.

Let Et,k denote the event that there exists a k-tree ϑ = (i1, . . . , ik) such that id is stale for some
d ∈ [2..k]. Let Et denote the event Et,3 ∨ · · · ∨ Et,n+1. We will show the following bound on Pr[Et] in
Appendix C.5.

Lemma 8. As long as nq ≤ 2n−11,
Pr[Et] ≤

q

2n−13 . (22)

Bounding two-query cycles. Let E2 denote the event that for some i1, i2 ∈ [1..q] with i1 ̸= i2, and
some j1, j2 ∈ [0..5] with j1 < j2,

(X(i2)
j1

, X
(i2)
j2

) = (X(i1)
j1

, X
(i1)
j2

). (23)

We will show the following bound on Pr[E2 | ¬Ear] in Appendix C.6.

Lemma 9. As long as q ≤ 2n−11,
Pr[E2 | ¬Ear] ≤

q

2n−13 . (24)

Bounding long paths. Let E3 denote the event that for some i1, . . . , in+1 ∈ [1..q] with i1 < · · · < in+1,
and some j1, . . . , jn ∈ [0..5],

(X(i2)
j1

, . . . , X
(in+1)
jn

) = (X(i1)
j1

, . . . , X
(in)
jn

). (25)

We will show the following bound on Pr[E3 | ¬Ech] in Appendix C.7.

Lemma 10. As long as q ≤ 2n−11,
Pr[E3 | ¬Ech] ≤ q

2n
. (26)

Bounding multi-query cycles. For each k ∈ [3..n], let E4,k denote the event that for some i1, . . . ,
ik ∈ [1..q] with i1 < · · · < ik, and some j1, . . . , jk ∈ [0..5],

(X(i2)
j1

, . . . , X
(ik)
jk−1

, X
(i1)
jk

) = (X(i1)
j1

, . . . , X
(ik−1)
jk−1

, X
(ik)
jk

). (27)

Let E4 denote the event E4,3 ∨ · · · ∨ E4,n. We will show the following bound on Pr[E4 | ¬Ech,¬Ear] in
Appendix C.8.

Lemma 11. As long as q ≤ 2n−11,

Pr[E4 | ¬Ech,¬Ear] ≤
q2

22n−26 . (28)
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Bounding large components. Let E5 denote the event that for some i1, . . . , in+1 ∈ [1..q] with i1 <
· · · < in+1, some i⋆

1, . . . , i⋆
n satisfying the constraint that for each k ∈ [1..n], i⋆

k ∈ {i1, . . . , ik}, and some
j1, . . . , jn ∈ [0..5],

(X(i2)
j1

, . . . , X
(in+1)
jn

) = (X(i⋆
1)

j1
, . . . , X

(i⋆
n)

jn
). (29)

This event is a generalisation of E3: in E3 for each query ik+1 we require X(ik+1) to collide somewhere with
X(ik) for the immediately preceding query ik in the sequence (i1, . . . , in+1), whereas in E5 we relax this
requirement to colliding somewhere with X(i⋆

k) for any query i⋆
k appearing before ik+1 in the sequence.

Thus, E5 captures a more general component instead of just a path. We will show the following bound on
Pr[E5 | ¬Et,¬E2,¬E3,¬E4] in Appendix C.9.
Lemma 12. As long as nq ≤ 2n−11,

Pr[E5 | ¬Et,¬E2,¬E3,¬E4] ≤ q

2n
. (30)

Getting a bound for Pr[Trs (AO0) ∈ Tbad,1]. Let Ebad,1 be the event Trs (AO0) ∈ Tbad,1. We will show
the following bound on Pr[Ebad,1] in Appendix C.10.
Lemma 13. As long as nq ≤ 2n−11,

Pr[Ebad,1] ≤ q

2n−15 . (31)

Bounding zero blocks. For the rest of this proof, we condition on ¬Ebad,1, so we will only consider tr
such that Φtr is redundancy-free and 5n-scattered. As discussed in Sec. 2.5, we can assume without loss
of generality that each component of Gr(Φtr) = Φ[A, Z] is a star graph. Let E6 be the event that Zj = 0
for some j ∈ [1..5q]. Then

Pr[E6 | ¬Ebad,1] ≤ 5q

2n
. (32)

Bounding output collisions. Let E7 be the event that Zp
i = Zp

j for some p ∈ [1..c] and i, j ∈ [1..ξp]
with i ̸= j. Then

Pr[E7 | ¬Ebad,1] ≤
c∑

p=1

(
ξp

2

)
1
2n
≤ ξmax

2n+1

c∑
p=1

ξp ≤
25nq

2n+1 . (33)

Getting a bound for Pr[Trs (AO0) ∈ Tbad,2 | ¬Ebad,1]. Let Ebad,2 be the event Trs (AO0) ∈ Tbad,2. We
observe that

Ebad,2 ∧ ¬Ebad,1 ⊆ (E6 ∧ ¬Ebad,1) ∨ (E7 ∧ ¬Ebad,1).
Thus, applying union-bound to Eqns. (32) and (33), we get

Pr[Ebad,2 | ¬Ebad,1] ≤ Pr[E5 | ¬Ebad,1] + Pr[E6 | ¬Ebad,1] (34)

≤ 5q

2n
+ 25nq

2n+1 ≤
nq

2n−4 . (35)

Getting a bound for Pr[Trs (AO0) ∈ Tbad]. From the definitions of Ebad,1, Ebad,2, and Tbad, and from
Eqns. (31) and (35), we get

Pr
[
Trs (AO0) ∈ Tbad

]
= Pr[Ebad,1 ∨ Ebad,2]

= Pr[Ebad,1] + Pr[Ebad,2 | ¬Ebad,1] ≤ q

2n−15 + nq

2n−4 , (36)

thus establishing Eqn. (15), and completing the proof of Lemma 3.
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♯Pencil-CAU.EncK (N, AD, M )

1 : (K̃ , Ñ , KC)← parse(♯PencilK (N))
2 : return (CAU.EncK̃ (Ñ , AD, M ), KC)

♯Pencil-CAU.DecK (N, AD, C , T , KC)

1 : (K̃ , Ñ , KC′)← parse(♯PencilK (N))
2 : if KC ̸= KC′

3 : return ⊥
4 : return CAU.DecK̃ (Ñ , AD, C , T )

parse(Z)

1 : K̃ ← msbκ(Z)
2 : Ñ ← msbν(lsb5n−κ(Z))
3 : KC← lsb2n(Z)
4 : return (K̃ , Ñ , KC)

Figure 8: The ♯Pencil-CAU composition, where Z is the 5n-bit output of ♯Pencil.

4 ♯Pencil-CAU: A Strengthened AEAD Mode

In this section, we consider the use of ♯Pencil as a KDF in combination with CAU (a generalisation of
GCM) to yield a composite AEAD scheme that supports longer nonces and provides better quantitative
security. Specifically, we now establish the security of the resulting composition ♯Pencil-CAU as an AEAD
scheme. In contrast to DNDK-GCM, we use ♯Pencil to derive both the key and the nonce of the underlying
CAU instance. Furthermore, because ♯Pencil is a full-fledged PRF and we feed it the full nonce, this
composition yields a standard nonce-based AEAD scheme, thus imposing no condition on the nonce to be
sampled uniformly at random like DNDK-GCM, DNDKv2-GCM, XAES, and KC-XAES. When the CAU in
♯Pencil-CAU is instantiated with AES-GCM-256, we refer to the resulting scheme as ♯Pencil-GCM.

♯Pencil-CAU works as follows: it uses a κ-bit root key K (where κ is the key-length of E and hence of
CAU), and accepts a (2n− 16)-bit nonce N; for each fresh nonce N, it makes one call to ♯Pencil with key
K and input N, and receives a 5n-bit output Z. It parses this output as (K̃ , Ñ , s, KC), where K̃ is a κ-bit
encryption key, Ñ is an ν-bit nonce, and KC is a 2n-bit key-commitment tag; s contains the remaining
3n − κ − ν bits which are discarded. K̃ and Ñ go on to be used in the ensuing call to the appropriate
interface of CAU, with the rest of the inputs to ♯Pencil-CAU passed on untouched. KC does not interact
with CAU, but is appended to the output of CAU to give the final output of ♯Pencil-CAU. Fig. 8 gives
a concise formal definition of the encryption and decryption functions of ♯Pencil-CAU. The security of
♯Pencil-CAU is formally stated in the following theorem, which relates its single-user AEAD security to the
multiuser AEAD security of CAU.

Theorem 5. Suppose 25n3 + 5n ≤ 2n/2. For an AEAD adversary A playing against ♯Pencil-CAU, making
p ≤ 2n−2 ideal cipher queries to E and q ≤ 2ν−1 total construction queries with the total number of queried
blocks not exceeding σ and the number of queried blocks for each nonce not exceeding B, we can find an
mu-AEAD adversary A′ playing against CAU, making p ideal cipher queries to E and q total construction
queries with the total number of queried blocks not exceeding σ and the number of queried blocks for each
user not exceeding B, and subject to the restriction that each nonce is repeated by at most n users, such
that the advantage of A satisfies the bound

AdvAEAD
♯Pencil-CAU(A) ≤ Advmu-AEAD

CAU (A′) + 3q

2κ
+ 3p

22n

+ q + 6
2n

+ q

2n−15 + nq

2n−4 , (37)

as long as nq ≤ 2n−11.
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The following Corollary to Theorem 5 immediately follows from the bounds in Theorems 1 and 4.

Corollary 1. Suppose 25n3 + 5n ≤ 2n/2. For an AEAD adversary A playing against ♯Pencil-CAU, making
p ≤ 2n−2 ideal cipher queries to E and q ≤ 2ν−1 total construction queries with the total number of queried
blocks not exceeding σ and the number of queried blocks for each nonce not exceeding B, we have

AdvAEAD
♯Pencil-CAU(A) ≤ n(p + q) + n(p + q + σ) + 3q

2κ

+ σ(2B + cn + 3) + q + 6
2n

+ 2q + 1 + 3p

22n

+ σ(σ + cn2) + 2pq

2κ+n
+ q

2n−15 + nq

2n−4 , (38)

as long as nq ≤ 2n−11.

Game G1

K ←$ {0, 1}256

Enc(N, AD, M )
return ♯Pencil-CAU.EncK (Ñ , AD, M )

Dec(N, AD, C , T , KC)
return ♯Pencil-CAU.DecK (N, AD, C , T , KC)

Game G2

π1 ←$ Perm({0, 1}128)
π2 ←$ Perm({0, 1}128)
π̃ ← (π1, π2)

Enc(N, AD, M )
(K̃ , Ñ , KC)← parse(♯Pencil[π̃](N))
return (CAU.EncK̃ (Ñ , AD, M ), KC)

Dec(N, AD, C , T , KC)
(K̃ , Ñ , KC′)← parse(♯Pencil[π̃](N))
if KC ̸= KC′

return ⊥
return CAU.DecK̃ (Ñ , AD, C , T )

Game G3

φ←$ Func({0, 1}2n−16, {0, 1}5n)

Enc(N, AD, M )
(K̃ , Ñ , KC)← parse(φ(N))
return (CAU.EncK̃ (Ñ , AD, M ), KC)

Dec(N, AD, C , T , KC)
(K̃ , Ñ , KC′)← parse(φ(N))
if KC ̸= KC′

return ⊥
return CAU.DecK̃ (N, AD, C , T )

Game G4

Enc(N, AD, M )
C ←$ {0, 1}|M|

T ←$ {0, 1}n

KC←$ {0, 1}2n

return (C , T , KC)

Dec(N, AD, C , T , KC)
return ⊥

Figure 9: Games from the proof of Theorem 5.

Proof of Theorem 5. We show this bound through a series of game hops, described in Fig. 9. In game
G1, the adversary interacts with ♯Pencil-CAU. In game G2, ♯Pencil is replaced with ♯Pencil[π̃ := (π1, π2)]
in ♯Pencil-CAU, for uniform random permutations π1 and π2 independent of E. We bound the distance
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between these two games by arguing like in the proof of Lemma 1, except we now also consider collisions
with the derived keys fed into CAU in addition to the keys in A’s ideal cipher queries. Thus we have∣∣∣Pr[AG1 ⇒ 1]− Pr[AG2 ⇒ 1]

∣∣∣ ≤ 3q

2κ
+ 3p

22n
+ 6

2n
. (39)

In game G3, the ♯Pencil layer is replaced by a (2n − 16)-bit-to-5n-bit uniform random function φ.
Consider a PRF adversary B against ♯Pencil[π̃], which simulates A, defined as follows: on receiving an
encryption query (N, AD, M ) from A, B queries its own oracle with N, and receives a response Z; it then
sets (K̃ , Ñ , KC) ← parse(Z), and returns (CAU.EncK̃ (Ñ , AD, M ), KC) to A; on receiving an decryption
query (N, AD, C , T , KC) from A, B again queries its own oracle with N, and receives a response Z; it then
sets (K̃ , Ñ , KC′) ← parse(Z), checks if KC = KC′ and (if yes) returns CAU.DecK̃ (Ñ , AD, C , T ) to A. At
the end of the game B copies the output bit of A. Then∣∣∣Pr[AG2 ⇒ 1]− Pr[AG3 ⇒ 1]

∣∣∣ ≤ AdvPRF
♯Pencil[π̃](B). (40)

Substituting the bound from Lemma 2 in Eq. (40) gives∣∣∣Pr[AG2 ⇒ 1]− Pr[AG3 ⇒ 1]
∣∣∣ ≤ q

2n−15 + nq

2n−4 . (41)

In game G3, the CAU layer is dropped; the encryption queries are answered uniform random strings of
the required length (ℓ + 3n for an ℓ-bit plaintext), and decryption queries are always answered with ⊥.
Consider an mu-AEAD adversary A′′ against CAU. A′′ simulates A, and associates a unique user number
i(N) with each unique nonce N queried by A (e.g., by storing the nonces in a table and assigning the
corresponding row number to i). Further, for each user number i, A′′ samples a uniform random ν-bit
nonce Ñi ←$ {0, 1}ν . On receiving an encryption query (N, AD, M ) from A, A′′ queries its own encryption
oracle with (i(N), Ñi(N), AD, M ), and passes on the response to A; on receiving a decryption query (N,

AD, C , T ) from A, A queries its own decryption oracle with (i(N), Ñi(N), AD, C , T ), and passes on the
response to A. It is clear that as long as A’s encryption queries are nonce-respecting, A′′’s encryption
queries are also nonce-respecting. At the end of the game, A′′ copies the final output bit of A. Then we
have ∣∣∣Pr[AG3 ⇒ 1]− Pr[AG4 ⇒ 1]

∣∣∣ ≤ Advmu-AEAD
CAU (A′′). (42)

Next consider an adversary A′ which behaves identically to the adversary A′′, except after sampling
each Ñi, it counts the number η(Ñi) of previous users i′ with Ñi′ = Ñi; if η(Ñi) ≤ n, it sets Ñi to the
lexicographically smallest Ñ ∈ {0, 1}r such that η(Ñ) ≤ n, and continues as A′′ does. Let E be the event
that there is an (n + 1)-multicollision on the ν-bit nonces. As long as q ≤ 2ν−1, we have

Pr[E ] ≤
(

q

n + 1

)( 1
2r

)n

≤ q

(
q

2r

)n

≤ q

2n
. (43)

We observe that A′ and A′′ are identical unless E happens. Thus, from Eqn. (43), we have

Advmu-AEAD
CAU (A′′) ≤ Advmu-AEAD

CAU (A′) + q

2n
. (44)

Plugging Eqn. (44) in Eqn. (42) yields∣∣∣Pr[AG3 ⇒ 1]− Pr[AG4 ⇒ 1]
∣∣∣ ≤ Advmu-AEAD

CAU (A′) + q

2n
. (45)
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The game G4 is identical to the ideal world of the AEAD game. Thus, we have

AdvAEAD
♯Pencil-CAU(A) =

∣∣∣Pr[AG1 ⇒ 1]− Pr[AG4 ⇒ 1]
∣∣∣

≤
∣∣∣Pr[AG1 ⇒ 1]− Pr[AG2 ⇒ 1]

∣∣∣
+
∣∣∣Pr[AG2 ⇒ 1]− Pr[AG3 ⇒ 1]

∣∣∣
+
∣∣∣Pr[AG3 ⇒ 1]− Pr[AG4 ⇒ 1]

∣∣∣. (46)

Plugging in Eqns. (39), (41), and (45) in Eqn. (46) completes the proof.

5 Committing Security of ♯Pencil-CAU
In this section we establish the committing security of ♯Pencil-CAU. We proceed in two steps. First, we
observe that both committing-security notions of ♯Pencil-CAU reduce to the 2n-suffix-committing security
of its ♯Pencil key derivation layer: this reduction is immediate from the construction, since the key commit-
ment tag is simply the 2n-bit suffix of the ♯Pencil output. The main technical contribution of the section
is the second step: bounding the suffix-committing security of ♯Pencil as summarised in Theorems 6 and 7.

Concretely, a CMT-1 adversary against ♯Pencil-CAU is successful if it outputs two tuples (K , N, AD,
M ) and (K ′, N′, AD′, M ′) with K ̸= K ′ that result in the same ciphertext. Since the ciphertext contains
the key-commitment tag, colliding ciphertexts implies that lsb2n(♯PencilK (N)) = lsb2n(♯PencilK ′(N′)),
which constitutes a winning pair for the CMT-1⌊2n⌋ game against ♯Pencil. A similar argument holds
for the FOR-KC case, with the additional restriction that the nonces be equal (N = N′) as required by
FOR-KC⌊2n⌋. This reduction is thus advantage-preserving and requires the same number of queries, i.e.,
♯Pencil-CAU is CMT-1- and FOR-KC-committing with exactly the same advantage bounds established for
♯Pencil in Theorems 6 and 7 below.

Theorem 6 (CMT-1⌊2n⌋ security of ♯Pencil). For any CMT-1⌊2n⌋ adversary A making at most q block-
cipher queries (in either direction) in the ideal cipher model,

AdvCMT-1⌊2n⌋
♯Pencil (A) ≤ q8

26(n−9) + q4

23(n−9)

for q ≥ 22(n−8)/3.

For n = 128, AdvCMT-1⌊256⌋
♯Pencil (A) ≤ (q/287)4 for q ≥ 280. Since the advantage is non-decreasing in q, for

all q < 280, the advantage is at most 2−39.

Theorem 7 (FOR-KC⌊2n⌋ security of ♯Pencil). For any FOR-KC⌊2n⌋ adversary A making at most q
blockcipher queries (in either direction) in the ideal cipher model,

AdvFOR-KC⌊2n⌋
♯Pencil (A) ≤ q4

24(n−7)

for q ≥ 22(n−8)/3.

The proof of Theorem 6 occupies the rest of this section. Theorem 7 is obtained from the same analysis
specialised to (N1, N2) = (N ′

1, N ′
2), and is proved in Appendix D.1.
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Proof of Theorem 6. Only six query–response pairs feed the 2n-bit suffix (Z4, Z5): the pairs (N2∥0x00,
J∥∗), (W1∥0x01, R1∥∗), (W2∥0x02, R2∥∗) to EK1 , and (X0, Y0), (X4, Y4), (X5, Y5) to EK2 . We collect them
in tables T1, . . . , T6, in this order. Since committing security places the blockcipher key under adversarial
control, each entry of Ti is a triple (K, u, v), and by domain separation (the fixed last byte of each EKi-
query) every query lands in at most one table. A forward query can be issued in the required shape
directly, whereas an inverse query—e.g. E−1

K1
(R1∥∗)—cannot control its last byte and must use rejection

sampling, so the inverse tables are typically small; to be safe we work in a stronger model where every
table has size q. The adversary’s goal is two tuples (K, N1, N2) and (K ′, N ′

1, N ′
2) with K ̸= K ′ such that

lsb2n(♯PencilK(N1, N2)) = (Z4, Z5) = lsb2n(♯PencilK′(N ′
1, N ′

2)).

Fix a root key K with derived keys (K1, K2) (Fig. 5). Only entries under these keys matter for K, so we
set

T K
i :=

{(u, v) : (K1, u, v) ∈ Ti}, i ∈ {1, 2, 3},

{(u, v) : (K2, u, v) ∈ Ti}, i ∈ {4, 5, 6},

and T K := ⋃
i T K

i . We write qK,i := |T K
i |, qK := |T K |, and let T K,+

i , T K,−
i be the forward and backward

entries of T K
i .

A tuple x̄ = (x1, . . . , x6) with xi = (ui, vi) ∈ T K
i is computable if its six queries arise from a single valid

(K, N1, N2, Z4, Z5) evaluation. As some variables are n-bit and others (n− 8)-bit, the queries relate to the
construction variables by

u1 = N2∥0x00, msbn−8(v1) = J ; u4 = X0, v4 = Y0;
u2 = W1∥0x01, msbn−8(v2) = R1; u5 = X4, v5 = Y4;
u3 = W2∥0x02, msbn−8(v3) = R2; u6 = X5, v6 = Y5;

and we write X̃i := msbn−8(Xi) for i ∈ {0, 4, 5}.
Fix a key K and an output pair (Z4, Z5), and let E(K,Z4,Z5) be the event that some computable x̄ ∈ T K

evaluates to (Z4, Z5); such an x̄ is a witness. A computable x̄ evaluates to (Z4, Z5) exactly when

R1 ⊕R2 = X̃0, (47)
R1 ⊕ 24 ·R2 ⊕W1 = X̃4, (48)
R1 ⊕ 25 ·R2 ⊕W2 = X̃5, (49)

W1 ⊕W2 = 3 · J, (50)
Y0 ⊕ Y4 = Z4, (51)
Y0 ⊕ Y5 = Z5, (52)

so that Pr[E(K,Z4,Z5)] = Pr[Eqns. (47)-(52)]. For fixed (K, Z4, Z5), let the number of backward queries at
indices 4, 5 and 6 be bounded above by q(K,Z4,Z5). For ease of calculations, we will assume qK,i = qK for
all i ≤ 6 since we are only bothered with upper bounds and each of these is upper bounded by the total
number of queries qK . We classify a computable x̄ by the directions in which the Pencil queries x4, x5, x6
are generated:

• We call a computable tuple x̄ as Type 1 if the last two queries (in the order of execution) from
x4, x5, x6 are forward. For a Type 1 tuple, equations (51) and (52) are probabilistic, and there is no
advantage in fixing (Z4, Z5) beforehand. Define E1

(K,Z4,Z5) to be the event that E(K,Z4,Z5) happens
with a Type 1 witness.
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• We call a computable tuple x̄ as Type 2 if the last two queries from x4, x5, x6 are backward. In this
case, the adversary can set equations (51) and (52) to be true by fixing (Z4, Z5) beforehand. Define
E2

(K,Z4,Z5) to be the event that E(K,Z4,Z5) happens with a Type 2 witness.

• We call a computable tuple x̄ a Type 3 tuple if it is neither Type 1 nor Type 2; that is, exactly one
of the last two queries (in order of execution) among x4, x5, x6 is forward and the other backward.
The adversary can then force any single one of (51), (52), or

Y4 ⊕ Y5 = Z4 ⊕ Z5 (53)

to hold, by fixing Z4, Z5, or Z4 ⊕ Z5 in advance. Since Z4, Z5, and Z4 ⊕ Z5 are linearly dependent,
any two of them determine the third, fixing one is equivalent to fixing a single coordinate of (Z4, Z5),
and exactly one of the three equations remains probabilistic. Define E3

(K,Z4,Z5) to be the event that
E(K,Z4,Z5) happens with a Type 3 witness.

For each of these cases, we will bound Pr[Eqns. (47)-(52)]. First we define some bad events.

• Ebad,1: |{(x2, x3, x5) ∈ T K
2 × T K

3 × T K,+
5 | (x2, x3, x5) satisfies Eqn. (48)}| > q3

K/2n−8 + qK
√

3nqK .

• Ebad,2: |{(x2, x3, x5) ∈ T K
2 × T K

3 × T K,−
5 | (x2, x3, x5) satisfies Eqn. (48)}| > q(K,Z4,Z5)q

2
K/2n−8 +

q(K,Z4,Z5)
√

3nqK .

• Ebad,3: |{(x2, x3, x6) ∈ T K
2 × T K

3 × T K,+
6 | (x2, x3, x6) satisfies Eqn. (49)}| > q3

K/2n−8 + qK
√

3nqK .

• Ebad,4: |{(x2, x3, x6) ∈ T K
2 × T K

3 × T K,−
6 | (x2, x3, x6) satisfies Eqn. (49)}| > q(K,Z4,Z5)q

2
K/2n−8 +

q(K,Z4,Z5)
√

3nqK .

• Ebad,5: |{(x2, x3, x4) ∈ T K
2 × T K

3 × T K,−
4 | (x2, x3, x4) satisfies Eqn. (47)}| > q(K,Z4,Z5)q

2
K/2n−8 +

q(K,Z4,Z5)
√

3nqK .

Define Ebad := ∪5
i=1Ebad,i to be the union of all bad events defined above. Then, we have the following

lemma which we prove in Appendix D.2.

Lemma 14. Pr[Ebad] ≤ 212/2n.

Conditioned on the event ¬Ebad, we proceed to bound Pr[E1
(K,Z4,Z5)]. We prove the following lemma in

Appendix D.3.

Lemma 15. For qK ≥ 22(n−8)/3, we have the following bounds:

Pr[E1
(K,Z4,Z5) ∧ ¬Ebad] ≤ 225q4

K

24n
,

Pr[E2
(K,Z4,Z5) ∧ ¬Ebad] ≤

221q2
(K,Z4,Z5)
22n

,

Pr[E3
(K,Z4,Z5) ∧ ¬Ebad] ≤

213q(K,Z4,Z5)qK

22n
.

We have, for i = 1, 2, 3,

Pr[E i
(K,Z4,Z5)] = Pr[E i

(K,Z4,Z5) ∧ ¬Ebad] + Pr[E i
(K,Z4,Z5) ∧ Ebad]

≤ Pr[E i
(K,Z4,Z5) ∧ ¬Ebad] + Pr[Ebad],

and since Pr[Ebad] is negligible, it contributes only an additive negligible term to the final bound, which
we suppress for clarity.
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Type last two of x4, x5, x6 fixed in advance Pr[E i
(K,Z4,Z5) ∧ ¬Ebad] ≤

Type 1 both forward nothing 225q4
K/24n

Type 2 both backward Z4 and Z5 221q2
(K,Z4,Z5)/22n

Type 3 one of each one of Z4, Z5, Z4⊕Z5 213q(K,Z4,Z5) qK/22n

Figure 10: The three tuple types in the proof of Theorem 6, classified by the directions of the last two
K2-queries. The third column lists the part of (Z4, Z5) that a witness of each type can pin down in advance
(cf. Eqns. (51)–(53)); the last column restates the bounds of Lemma 15.

Combining two witnesses. It remains to bound∑
K ̸=K′

∑
(Z4,Z5)∈{0,1}2n

Pr[E(K,Z4,Z5)] Pr[E(K′,Z4,Z5)].

Expanding each E(K,Z4,Z5) as the union of its three types turns the inner sum∑
(Z4,Z5)∈{0,1}2n

Pr[E(K,Z4,Z5)] Pr[E(K′,Z4,Z5)] (54)

into nine contributions, one for each pair of types for x̄ and x̄′. Two observations keep this manageable.
First, the summand is symmetric under exchanging (K, x̄) with (K ′, x̄′), so only six of the nine type-pairs
are distinct; the remaining three are obtained by swapping K ↔ K ′. Second, by Table 10 the number of
(Z4, Z5) a pair can jointly realise is governed only by how many coordinates are fixed in advance: a Type 1
factor leaves all 22n values free, a Type 2 factor fixes both coordinates, and a Type 3 factor fixes exactly
one of Z4, Z5, Z4 ⊕ Z5. We treat the six pairs in turn, using the per-type bounds of Table 10 throughout.

Both Type 1. Neither factor fixes (Z4, Z5), so summing over all 22n values,

∑
(Z4,Z5)

Pr[E1
(K,Z4,Z5)] Pr[E1

(K′,Z4,Z5)] ≤ 22n · 225q4
K

24n
· 225q4

K′

24n
= 250q4

Kq4
K′

26n
. (55)

Both Type 2. Both coordinates are fixed, so the outer sum collapses through ∑(Z4,Z5) q2
(K,Z4,Z5) ≤ q2

K :

∑
(Z4,Z5)

Pr[E2
(K,Z4,Z5)] Pr[E2

(K′,Z4,Z5)] ≤
221q2

K

22n
· 221q2

K′

22n
= 242q2

Kq2
K′

24n
. (56)

Type 1 with Type 2. The Type 2 factor already fixes (Z4, Z5), so the freedom of the Type 1 factor over
(Z4, Z5) is irrelevant and no 22n factor appears:

∑
(Z4,Z5)

Pr[E1
(K,Z4,Z5)] Pr[E2

(K′,Z4,Z5)] ≤
225q4

K

24n
· 221q2

K′

22n
= 246q4

Kq2
K′

26n
. (57)

By symmetry, (Type 2, Type 1) contributes 246q2
Kq4

K′/26n.
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Type 2 with Type 3. Both coordinates are fixed by the Type 2 factor, and bounding q(K′,Z4,Z5) ≤ qK′

in the Type 3 factor,

∑
(Z4,Z5)

Pr[E2
(K,Z4,Z5)] Pr[E3

(K′,Z4,Z5)] ≤
221q2

K

22n
· 213q2

K′

22n
= 234q2

Kq2
K′

24n
. (58)

The pair (Type 3, Type 2) is identical by symmetry.

Type 1 with Type 3. The Type 3 factor fixes one coordinate, say Z4; summing the free coordinate
against q(K′,Z4) := ∑

Z5 q(K′,Z4,Z5) (so that ∑Z4 q(K′,Z4) = qK′),∑
(Z4,Z5)

Pr[E1
(K,Z4,Z5)] Pr[E3

(K′,Z4,Z5)]

≤ 2n
∑
Z4

225q4
K

24n
·

213q(K′,Z4)qK′

22n
≤ 238q4

Kq2
K′

25n
. (59)

By symmetry, (Type 3, Type 1) contributes 238q2
Kq4

K′/25n.

Both Type 3. Each factor fixes one of Z4, Z5, Z4 ⊕ Z5. If both fix the same coordinate, say Z4,∑
(Z4,Z5)

Pr[E3
(K,Z4,Z5)] Pr[E3

(K′,Z4,Z5)]

≤ 2n
∑
Z4

213q(K,Z4)qK

22n
·

213q(K′,Z4)qK′

22n
≤ 226q2

Kq2
K′

23n
. (60)

If they fix different coordinates, then between them both coordinates are fixed, and (e.g. x̄ fixing Z4 and
x̄′ fixing Z5) the two sums separate to give 226q2

Kq2
K′/24n; the case where one factor fixes Z4 ⊕ Z5 instead

is identical after summing over the pair (Z4, Z4 ⊕ Z5). Combining the two sub-cases,

∑
(Z4,Z5)

Pr[E3
(K,Z4,Z5)] Pr[E3

(K′,Z4,Z5)] ≤
226q2

Kq2
K′

23n
+ 226q2

Kq2
K′

24n
. (61)

Summing the six pairs in Eqns. (55)–(61) together with their three symmetric partners, the inner sum
(54) is bounded, for sufficiently large q, by

254q4
Kq4

K′

26n
+ 227q2

Kq2
K′

23n
.

Taking the outer sum over K ̸= K ′ with∑K qK = q and applying the bounds∑K q4
K ≤ q4 and∑K q2

K ≤ q2

yields the bound in Theorem 6.
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Appendix

A Some Useful Results in Probability

Markov’s Inequality. For a non-negative random variable X and some a > 0, Markov’s Inequality
states that

Pr[X ≥ a] ≤ E(X)
a

.

Sum-Capture Lemma. Let S be a sequence of uniformly random and independently chosen elements
of {0, 1}n with |S| = p, and define

δq(S) = max
X ,Y⊂{0,1}n

|X |=|Y|=q

|{(a, b, c) ∈ S × X × Y : a = b⊕ c}|.
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Lemma 16 (a variant of sum-capture lemma [CS18]).

Pr
[
δq(S) ≥ pq2

2n
+ p

√
3nq

]
≤ 2

2n
.

Multicollision bound. Let S be a sequence with elements from a set X . For any x ∈ X , we define
its multiplicity in S as mulS(x) := |{y ∈ S : y = x}|, i.e., the number of times x appears in the multiset.
Finally, we define multicollision of S as mc(S) := maxx∈X mulS(x). For n ≥ 2, define

mcoll(p, 2n) =


4 log2 p

log2 log2 p if 4 < p ≤ 2n

5n
⌈ p

n·2n

⌉
if p > 2n.

Lemma 17 (multicollision bound on random samples [CJN20]). Let X be the set {0, 1}n. Given random
variables X1, . . . , Xp ←$ X , we have

E[mc(X1, . . . , Xp)] ≤ mcoll(p, 2n).

B Design Rationale of Pencil
B.1 Designing a weak PRF

To motivate the final design adopted for Pencil, we present first a more naive approach towards designing
a weak PRF that accepts a 2-block random input, why it doesn’t work, and how we can circumvent this
problem.

Naive Approach. We wish to design a weak PRF mode F based on a block cipher E of width n bits
which accepts a random nonce of length 2n − 2µ bits, and outputs a keystream of ℓn bits. As a first
approach, we may try to mimic XORP as follows: we split the nonce in half as R1∥R2, and reserve the last
µ bits of each call to EK for domain separation (we assume µ ≪ n); then we take each output block to
be of the form Fi,j(R1, R2) := EK(R1∥⟨i⟩µ)⊕EK(R2∥⟨j⟩µ) for some i, j ∈ [0..2µ − 1]. Let I ⊆ [0..2µ − 1]2
be the index set of size ℓ such that F (R1, R2) is made up of the blocks {Fi,j(R1, R2) | (i, j) ∈ I} in some
order.

Consider the bipartite graph G where the vertex set is {1, 2} × [0..2µ − 1], and the edge set is {{(1, i),
(2, j)} | (i, j) ∈ I}, i.e., there is an edge between (1, i) and (2, j) if one of the output blocks is Fi,j(R1, R2).
Then it is clear that we cannot allow a cycle in G as it leads to a trivial distinguisher—for instance, if
(i, j), (i, j′), (i′, j′), (i′, j) ∈ I with i ̸= i, j ̸= j (which implies that (1, i), (2, j), (1, i′), (2, j′) lie on a cycle in
G), the distinguishing event can be Fi,j(R1, R2) ⊕ Fi,j′(R1, R2) ⊕ Fi′,j′(R1, R2) ⊕ Fi′,j(R1, R2) = 0, which
will always be true for F but only has a probability ≈ 1/2n for an ideal random function; a similar attack
works when longer cycles exist in G. Thus, we can get at most 2µ − 1 output blocks from 2µ calls to EK ,
and this happens when G is a tree.

Why this doesn’t work. This approach fails if we want BBB security from the weak PRF. This is
because if at least one vertex (1, i) has two neighbours (2, j) and (2, j′) in G, then we have two output
blocks Z := Fi,j(R1, R2) and Z ′ := Fi,j′(R1, R2). Then Z⊕Z ′ = EK(R2∥⟨j⟩µ)⊕EK(R2∥⟨j′⟩µ) is a function
of R2 alone, and any collision on R2 (which should happen within 2n/2 samplings of (R1, R2)) leads to a
collision on Z ⊕ Z ′, resulting in a distinguishing attack.
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Using a Linear Transformation. We observe that the above problem is caused by the fact that each
EK call is function of exactly one of R1 and R2, so that a collision in either leads to a collision in the
outputs of all calls involving it. We can get around this by generating 2µ independent linear combinations
of R1 and R2, to be used with the 2µ domain separators. The idea is that if two of them are to collide
simultaneously (which is needed for the above attack), it should have about the same probability as a
collision over the whole 2n − 2µ bits. A simple choice is to use the following inputs: (R1 ⊕ R2)∥⟨0⟩µ,
(R1 ⊕ 2 · R2)∥⟨1⟩µ, . . . , (R1 ⊕ 22µ−1 · R2)∥⟨2µ − 1⟩µ. This has the advantage that all the inputs can be
computed using 2µ − 1 multiplications by 2, and no other field multiplications are needed.

Resistance to attack. For the above attack to work, we need to find a pair of nonces R1∥R2 and R′
1∥R′

2
and indices i and j such that the inputs to i for the two nonces collide with each other, and the inputs to
j collide with each other. This is equivalent to finding R1∥R2 and R′

1∥R′
2 such that

R1 ⊕ 2i ·R2 = R′
1 ⊕ 2i ·R′

2,

R1 ⊕ 2j ·R2 = R′
1 ⊕ 2j ·R′

2.

Together they imply that (2i⊕2j) ·(R2⊕R′
2) = 0, from which we can see that R2 = R′

2 and hence R1 = R′
1.

Thus, this needs a collision on the entire (2n− 2µ)-bit nonce.

Computing PRF outputs. The 2µ outputs of EK for a nonce R1∥R2 can be arranged in a tree to
produce 2µ − 1 output blocks. The specific choice of the tree does not affect security, since all pairwise
sums of the EK outputs can be computed from any tree. For the design we propose, we choose the same
tree as in XORP, fixing the first call as a ‘root’ and treating the other calls as ‘leaves’, so that the output
of each leaf is XOR-ed to the output of the root to get one block of final output.

B.2 Adding Suffix-Commitment Security

Since AES-GCM is not inherently key-committing, we would like to follow the approach of [Gue24a,GR25]
and have our PRF output a separate commitment tag, with the goal that it should be difficult to generate
the same tag from two different keys. Since a collision attack is always possible on the tag, commitment se-
curity cannot be more than birthday-bound in the length of the tag. Since we are aiming for a commitment
security close to n bits, we opt for a tag length of 2n bits.

Straightforward Approach. For generating a 2n-bit commitment tag, a straightforward approach
would be to just extend the PRF output by two blocks and output the final two blocks at the tag. Following
the scheme in the previous subsection, suppose (R1, R2) are obtained from the input (non-random) nonce
through an invertible preprocessing step. Denoting X̃j := R1⊕ 2j ·R2, Xj := X̃j∥⟨j⟩µ, and Yj := EK(Xj),
we get the j-th output block as Zj := Y0 ⊕ Yj , so the commitment tag is (Zℓ+1, Zℓ+2) if the PRF was
earlier generating an ℓn-bit keystream.

Commitment Attack. Consider the following algorithm:

• Take as input K and Z;

• Set Zℓ+1 := Z;

• Repeat the following until lsbµ(Xℓ+1) = ⟨ℓ + 1⟩µ:

– Sample X̃0 ←$ {0, 1}n−µ and set X0 := X̃0∥⟨0⟩µ;
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– Compute Y0 := EK(X0), Yℓ+1 := Y0 ⊕ Z1, and Xℓ+1 := E−1
K (Yℓ+1);

• Set X̃ℓ+1 := msbn−µ(Xℓ+1);

• Compute R1 := (1⊕ 2ℓ+1)−1 · (2ℓ+1 · X̃0 ⊕ X̃ℓ+1) and R2 := (1⊕ 2ℓ+1)−1 · (X̃0 ⊕ X̃ℓ+1);

• Set Xℓ+2 := X̃ℓ+2∥⟨ℓ + 2⟩µ;

• Compute Yℓ+2 := EK(Xℓ+2) and Zℓ+2 := Y0 ⊕ Yℓ+2;

• Return (Zℓ+1, Zℓ+2).

On an average the loop should terminate by 2µ iterations, and for any input (K, Z) the algorithm
returns a tag (Zℓ+1, Zℓ+2) generated from K where Zℓ+1 = Z and Zℓ+2 is randomly generated. By
executing the algorithm around 2n/2 times each for two different keys K and K ′ and the same fixed value
Z, we can expect to find a pair of executions, one from K and one from K ′, that return the same Zℓ+2).
Since the preprocessing layer can be inverted, this leads to a commitment attack in about 2n/2+µ total
iterations. Since µ is typically small (µ = 8 in our final construction), this straightforward approach thus
fails to give any significant commitment security beyond n/2.

C Deferred Proofs from Sec. 3

C.1 Proof of Lemma 4

For each oracle O, let the stochastic component of Trs (AO) be split into Trs (AO; 1), Trs (AO; 2), and
Trs (AO; 3)), to denote the intermediate values (J, R), final output Z, and sampled block cipher outputs
Y respectively. Note that W and X can be computed given R and the stochastic outputs, and can be
dropped from the transcript for the probability calculations.

Fix a tr = (N, Z; J, R, Y) ∈ Tgood. By definition of Tbad, we know that Φtr := Φ[Ar×5q, Z] is a consistent
mirror system and ξmax(tr) ≤ nℓ. First we observe that since the preprocessing step is identical for both
oracles, we have

Pr
[
Trs (AO1 ; 1) = (J, R)

]
= Pr

[
Trs (AO0 ; 1) = (J, R)

]
= ρ(J, R) (say). (62)

For the rest of the transcript, we examine the real world and the ideal world separately. Since A has r

rows, there must be r distinct values of X
(i)
j in X. Since the corresponding outputs are sampled uniformly

without replacement by π2 in the real world, we have

Pr
[
Trs (AO1 ; 3) = Y | Trs (AO1 ; 1) = (J, R)

]
= 1

(2n)r
. (63)

Finally, in the real world, Z is determined from Y, so we have

Pr
[
Trs (AO1 ; 2) = Z | Trs (AO1 ; 1) = (J, R), Trs (AO1 ; 3) = Y

]
= 1. (64)

From Eqns. (62), (63), and (64) we have

Pr
[
Trs (AO1) = tr

]
= ρ(J, R)

(2n)r
. (65)

Next we turn our attention to the ideal world. Here, (AO0 ; 2) is sampled first, and independently of
(AO0 ; 1), so we have

Pr
[
Trs (AO0 ; 2) = Y | Trs (AO0 ; 1) = (J, R)

]
= 1

25nq
. (66)
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In the final step, sampling (AO0 ; 3) is equivalent to a uniform sampling from Γ(Φtr), so we have

Pr
[
Trs (AO0 ; 3) = Y | Trs (AO0 ; 1) = (J, R), Trs (AO0 ; 2) = Y

]
= 1
|Γ(Φtr)|

. (67)

From Eqns. (62), (66), and (67) we have

Pr
[
Trs (AO0) = tr

]
= ρ(J, R)

25nq|Γ(Φtr)|
. (68)

To complete the proof, we need to find an appropriate bound for the ratio of Pr[Trs (AO1) = tr] and
Pr[Trs (AO0) = tr]. From Eqns. (65) and (68) we have

Pr
[
Trs (AO1) = tr

]
Pr [Trs (AO0) = tr] = 25nq|Γ(Φtr)|

(2n)r
. (69)

As the final step in the proof, we want to bound |Γ(Φtr)| by applying Theorem 3. We already know that
Φtr is a consistent mirror system, so we just need to verify the conditions on ξmax(tr). Using the bound
ξmax(tr) ≤ 5n, we have

nξmax(tr)2 + ξmax(tr) ≤ 25n3 + 5n ≤ 2n/2, (70)

and
12 · 5qξmax(tr) ≤ 300nq ≤ 2n. (71)

Thus, all the conditions for Theorem 3 are satisfied, and applying this theorem gives

|Γ(Φtr)| ≥
(2n)r

25nq
. (72)

Substituting Eqn. (72) in Eqn. (69) completes the proof of Lemma 4.

C.2 Proof of Lemma 5

For each pair (i1, i2) ∈ [1..q]2, let Ii1,i2 be the indicator random variable for membership in Sar, defined as

Ii1,i2 = 1, if (i1, i2) ∈ Sar,

= 0, otherwise.

If N
(i1)
2 = N

(i2)
2 , then W

(i1)
1 ̸= W

(i2)
1 and W

(i1)
2 ̸= W

(i2)
2 , so (i1, i2) can only form an arm if N

(i1)
2 ̸= N

(i2)
2 ,

so that J (i1) and J (i2) are outputs of π1 on two different inputs. We observe that

Pr
[
W

(i1)
1 = W

(i2)
1

]
= Pr

[
N

(i1)
1 ⊕ J (i1) = N

(i2)
1 ⊕ J (i2)

]
= 28 − 1

2n − 1 ≤
1

2n−8 ,

Pr
[
W

(i1)
2 = W

(i2)
2

]
= Pr

[
N

(i1)
1 ⊕ 2 · J (i1) = N

(i2)
1 ⊕ 2 · J (i2)

]
≤ 1

2n−8 .

By union-bound, we have

E [Ii1,i2 ] = Pr [(i1, i2) ∈ Sar]

≤ Pr
[
W

(i1)
1 = W

(i2)
1

]
+ Pr

[
W

(i1)
2 = W

(i2)
2

]
≤ 1

2n−9 .
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Since |Sar| =
∑

(i1,i2)∈[1..q]2 Ii1,i2 , we have

E[|Sar|] =
∑

(i1,i2)∈[1..q]2
E[Ii1,i2 ] ≤ q2

2n−9 .

By applying Markov’s Inequality, we get

Pr[Ear] = Pr[|Sar| > q] ≤ E[|Sar|]
q

≤ q

2n−9 ,

which establishes the bound in Eqn. (17).

C.3 Proof of Lemma 6

For each triple (i1, i2, i3) ∈ [1..q]3, let Ii1,i2,i3 be the indicator random variable for membership in Sel,
defined as

Ii1,i2,i3 = 1, if (i1, i2, i3) ∈ Sel,

= 0, otherwise.

If N
(i1)
2 = N

(i2)
2 , then W

(i1)
1 ̸= W

(i2)
1 , and if N

(i2)
2 = N

(i3)
2 , then W

(i2)
2 ̸= W

(i3)
2 . Thus, the event W

(i1)
1 =

W
(i2)
1 , W

(i2)
2 = W

(i3)
2 can have non-zero probability only when N

(i2)
2 /∈ {N (i1)

2 , N
(i3)
2 }. In this case, we can

write this event as

N
(i1)
1 ⊕ J (i1) = N

(i2)
1 ⊕ J (i2), (73)

N
(i2)
1 ⊕ 2 · J (i2) = N

(i3)
1 ⊕ 2 · J (i3). (74)

Since N
(i1)
2 ̸= N

(i2)
2 , J (i1) and J (i2) are outputs of π1 on two different inputs. Thus,

Pr [Eqn. (73)] ≤ 1
2n−8 . (75)

Now we consider two cases. If in addition N
(i1)
2 ̸= N

(i3)
2 , then J (i3) is the output of π1 on yet another

different input, so that

Pr [Eqn. (74) | Eqn. (73)] = 28 − 1
2n − 2 ≤

1
2n−8 . (76)

From Eqns. (75) and (76), we get

Pr
[
W

(i1)
1 = W

(i2)
1 , W

(i2)
2 = W

(i3)
2

]
= Pr [Eqns. (73), (74)]

= Pr [Eqn. (73)] Pr [Eqn. (74) | Eqn. (73)]

≤ 1
22n−16 . (77)

This leaves the case N
(i1)
2 = N

(i3)
2 =⇒ J (i1) = J (i3). Multiplying Eqn. (73) by 2, adding to Eqn. (74),

setting J (i1) = J (i3), and rearranging the terms gives

N
(i3)
1 = 3 ·N (i2)

1 ⊕ 2 ·N (i1)
1 . (78)

Define the set S∗ ⊆ [1..q]3 as

S∗ :=
{

(i1, i2, i3)
∣∣ N

(i3)
1 = 3 ·N (i2)

1 ⊕ 2 ·N (i1)
1 , N

(i3)
2 = N

(i1)
2

}
.
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For (i1, i2, i3) ∈ S∗, Eqn. (73) implies Eqn. (74), so we have

Pr
[
W

(i1)
1 = W

(i2)
1 , W

(i2)
2 = W

(i3)
2

]
= Pr [Eqn. (73)] = 1

2n−8 . (79)

If (i1, i2, i3) /∈ S∗ and yet N
(i3)
2 = N

(i1)
2 , Pr[W (i1)

1 = W
(i2)
1 , W

(i2)
2 = W

(i3)
2 ] = 0, because Eqn. (78) does not

hold. From Eqns. (77) and (79), we can conclude that

E[Ii1,i2,i3 ] = Pr[(i1, i2, i3) ∈ Sel] ≤


1

2n−8 , if (i1, i2, i3) ∈ S∗,

1
22n−16 , otherwise.

Since |Sel| =
∑

(i1,i2,i3)∈[1..q]3 Ii1,i2,i3 , we have

E[|Sel|] =
∑

(i1,i2,i3)∈[1..q]3
E[Ii1,i2,i3 ]

=
∑

(i1,i2,i3)∈S∗

E[Ii1,i2,i3 ] +
∑

(i1,i2,i3)/∈S∗

E[Ii1,i2,i3 ]

≤
∑

(i1,i2,i3)∈S∗

1
2n−8 +

∑
(i1,i2,i3)/∈S∗

1
22n−16

≤ |S
∗|

2n−8 + q3 − |S∗|
22n−16 ≤ |S

∗|
2n−8 + q3

22n−16 . (80)

To bound |S∗|, we observe that for each (i1, i2, i3) ∈ S∗, fixing i1 and i2 completely determines i3. Thus,
|S∗| ≤ q2. Substituting this bound in Eqn. (80) gives

E[|Sel|] ≤
q2

2n−8 + q3

22n−16 .

By applying Markov’s Inequality, we get

Pr[Eel] = Pr[|Sel| > q] ≤ E[|Sel|]
q

≤ q

2n−8 + q2

22n−16 ,

which establishes the bound in Eqn. (18).

C.4 Proof of Lemma 7

A chain ζ can be treated interchangeably with the event of the chain forming, i.e., the conjunction of all
the collisions necessary for ζ to satisfy the definition of a chain. In this way we can make sense of an
expression like Pr[ζ]. For 2 < d ≤ k and a k-chain ζ, let ζ<d denote the (d − 1)-chain (i1, . . . , id−1) (or,
equivalently, the conjunction of the d− 2 collisions required for this chain), and let ζd denote the collision
required to link id−1 to id, i.e., the event that for some jd−1 ∈ [0..5], X

(id)
jd−1

= X
(id−1)
jd−1

. Note that by this
notation,

ζ =
k∧

d=2
ζd.

We observe that if W
(id)
1 /∈ {W (ia)

1 | 1 ≤ a < d}, R
(id)
1 will be the truncated output of π1(·∥0x01) on an

input that did not appear earlier in the chain, and similarly, if W
(id)
2 /∈ {W (ia)

2 | 1 ≤ a < d}, R
(id)
2 will
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be the truncated output of π1(·∥0x02) on an input that did not appear earlier in the chain. Thus, if id is
fresh, at least one of R

(id)
1 and R

(id)
2 will be a source of fresh randomness after conditioning on ζ<d. This

is a key feature of fresh nodes that we will repeatedly invoke.
With the above in mind, we can start analysing the probability of Ech. We first look at the probability

of Ech,2. In a 2-chain (i1, i2), the only candidate for a stale node is i2, and the only way for i2 to be stale
if to have both W

(i2)
1 = W

(i1)
1 and W

(i2)
2 = W

(i1)
2 , which is impossible because N(i1) ̸= N(i2), and the

mapping N(i) 7→W(i) is injective. Thus,
Pr[Ech,2] = 0.

Next, for k > 2, define
Ech,<k :=

∨
2≤k′<k

Ech,k′ .

We want to examine the probability of Ech,k conditioned on ¬Ech,<k. So suppose Ech,<k has not occurred.
Consider a k-chain ζ = (i1, . . . , ik) with one or more stale nodes, and let id be its first stale node from
the left. We observe that if d < k, (i1, . . . , id) is a d-chain with id as a stale node, which contradicts the
assumption that Ech,<k (and thus in particular Ech,d) has not occurred. Thus, the only candidate for a
stale node in ζ is ik.

Now, since i2 is fresh (it cannot be otherwise, as we saw earlier), for any fixed j1 ∈ [0..5] we have

Pr
[
X

(i2)
j1

= X
(i1)
j1

]
≤ 28

2n − 1 ,

by the randomness of R
(i2)
1 or R

(i2)
2 , whichever lends freshness to i2. Since there are 6 choices each for j1,

we have
Pr[ζ2] ≤ 6 · 28

2n − 1 ≤
1

2n−11 . (81)

Further, if k ≥ 4, for any d with 2 < d < k, since id is fresh (by the above discussion), for any fixed
jd−1 ∈ [0..ℓ] we have

Pr
[
X

(id)
jd−1

= X
(id−1)
jd−1

∣∣ ζ<d

]
≤ 28

2n − d + 1 ,

and counting the choices for jd−1 gives

Pr [ζd | ζ<d] ≤ 6 · 2µ

2n − d + 1 ≤
1

2n−11 . (82)

By induction, we can show that
Pr[ζ<d+1] ≤ 1

(2n−11)d−1 . (83)

For the proof of this bound, Eqn. (81) serves as base case; for the induction step we use the identity
Pr[ζ<d+1] = Pr[ζd ∧ ζ<d] = Pr[ζd | ζ<d] Pr[ζ<d] and plug in the bound from Eqn. (82).

Taking d = k − 1 in Eqn. (83) gives

Pr[ζ<k] ≤ 1
(2n−11)k−2 .

Since ζk =⇒ ζ<k, we have

Pr[ζk ∧ ik is stale] ≤ Pr[ζk] ≤ Pr[ζ<k] ≤ 1
(2n−11)k−2 .
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Since ik is stale and Ech,<k did not occur, ik must be fresh in the chain (i2, . . . , ik). Thus, either W
(ik)
1 /∈

{W (ia)
1 | 2 ≤ a < k} or W

(ik)
2 /∈ {W (ia)

2 | 2 ≤ a < k}. First suppose W
(ik)
1 /∈ {W (ia)

1 | 2 ≤ a < k}. Since ik

is stale in ζ, we must have W
(ik)
1 = W

(i1)
1 . This in turn implies that W

(ik)
2 ̸= W

(i1)
2 , so again by staleness

of ik, we must have W
(ik)
2 = W

(ia)
2 for some a ∈ [2..k− 1]. Thus, (i1, ik, ia) must be an elbow. Similarly, if

instead W
(ik)
2 /∈ {W (ia)

2 | 2 ≤ a < k}, we can show that (ia, ik, i1) must be an elbow.
In either case, the number of choices for i1, ia, ik is bounded by |Sel|, which is bounded by q if Eel

has not occurred. Then the other k − 3 indices in ζ can be picked in (q − 3)k−3 ≤ qk−3 ways. Thus, by
union-bound, we have

Pr[Ech,k | ¬Ech,<k,¬Eel] ≤
q(q − 3)k−3
(2n−11)k−2 ≤

(
q

2n−11

)k−2
. (84)

Recall that Ech denotes the event Ech,3 ∨ · · · ∨ Ech,n+1. Then by union-bound we have

Pr[Ech | ¬Eel] ≤
n+1∑
k=3

(
q

2n−11

)k−2
= q

2n−11 ·
n−2∑
k=0

(
q

2n−11

)k

. (85)

Using the assumption that q ≤ 2n−11, we can bound Eqn. (85) as

Pr[Ech | ¬Eel] ≤
q

2n−11 ·
n−2∑
k=0

(1
2

)k

≤ q

2n−12 . (86)

From Eqns. (18) (Lemma 6) and (86) we get

Pr[Ech] = Pr[Ech ∧ Eel] + Pr[Ech ∧ ¬Eel]

≤ Pr[Eel] + Pr[Ech | ¬Eel] ≤
q

2n−8 + q2

22n−16 + q

2n−12 ≤
q

2n−13

(again by q ≤ 2n−11), which establishes the bound in Eqn. (20).

C.5 Proof of Lemma 8

This proof closely follows the proof of Lemma 7 in Appendix C.4. A tree ϑ can be treated interchangeably
with the event of the tree forming, i.e., the conjunction of all the collisions necessary for ϑ to satisfy the
definition of a tree, thus letting us make sense of an expression like Pr[ϑ]. For 2 < d ≤ k and a k-chain
ϑ, let ϑ<d denote the (d − 1)-tree (i1, . . . , id−1) (or, equivalently, the conjunction of the d − 2 collisions
required for this tree), and let ϑd denote the collision required to link i⋆

d−1 to id, i.e., the event that for
some jd−1 ∈ [0..5], X

(id)
jd−1

= X
(i⋆

d−1)
jd−1

. Note that by this notation,

ϑ =
k∧

d=2
ϑd.

We observe that if W
(id)
1 /∈ {W (ia)

1 | 1 ≤ a < d}, R
(id)
1 will be the truncated output of π1(·∥0x01) on an

input that did not appear earlier in the tree, and similarly, if W
(id)
2 /∈ {W (ia)

1 | 1 ≤ a < d}, R
(id)
2 will be

the truncated output of π1(·∥0x02) on an input that did not appear earlier in the tree. Thus, if id is fresh,
at least one of R

(id)
1 and R

(id)
2 will be a source of fresh randomness after conditioning on ϑ<d.

Now we analyse the probability of Et. We first observe that a 2-tree is also a 2-chain, so

Pr[Et,2] = Pr[Ech,2] = 0.
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Next, for k > 2, define
Et,<k :=

∨
2≤k′<k

Et,k′ .

We want to examine the probability of Et,k conditioned on ¬Et,<k. So suppose Et,<k has not occurred.
Consider a k-tree ϑ = (i1, . . . , ik) with one or more stale nodes, and let id be its first stale node from
the left. We observe that if d < k, (i1, . . . , id) is a d-tree with id as a stale node, which contradicts the
assumption that Et,<k (and thus in particular Et,d) has not occurred. Thus, the only candidate for a stale
node in ϑ is ik.

Now, since i2 is fresh (it cannot be otherwise, as we saw earlier), for any fixed j1 ∈ [0..5] we have

Pr
[
X

(i2)
j1

= X
(i⋆

1)
j1

]
≤ 28

2n − 1 ,

by the randomness of R
(i2)
1 or R

(i2)
2 , whichever lends freshness to i2. Since there are 6 choices each for j1,

we have
Pr[ϑ2] ≤ 6 · 28

2n − 1 ≤
1

2n−11 . (87)

Further, if k ≥ 4, for any d with 2 < d < k, since id is fresh (by the above discussion), for any fixed
jd−1 ∈ [0..ℓ] we have

Pr
[
X

(id)
jd−1

= X
(i⋆

d−1)
jd−1

∣∣ ϑ<d

]
≤ 28

2n − d + 1 ,

and counting the choices for i⋆
d−1 and jd−1 gives

Pr [ϑd | ϑ<d] ≤ 6(d− 1)28

2n − d + 1 ≤
d− 1
2n−11 . (88)

By induction, we can show that
Pr[ϑ<d+1] ≤ (d− 1)!

(2n−11)d−1 . (89)

For the proof of this bound, Eqn. (87) serves as base case; for the induction step we use the identity
Pr[ϑ<d+1] = Pr[ϑd ∧ ϑ<d] = Pr[ϑd | ϑ<d] Pr[ϑ<d] and plug in the bound from Eqn. (88).

Taking d = k − 1 in Eqn. (89) gives

Pr[ϑ<k] ≤ (k − 2)!
(2n−11)k−2 .

Since ϑk =⇒ ϑ<k, we have

Pr[ϑk ∧ ik is stale] ≤ Pr[ϑk] ≤ Pr[ϑ<k] ≤ (k − 2)!
(2n−11)k−2 .

Since ik is stale and Et,<k did not occur, ik must be fresh in the tree (i2, . . . , ik). Thus, either W
(ik)
1 /∈

{W (ia)
1 | 2 ≤ a < k} or W

(ik)
2 /∈ {W (ia)

2 | 2 ≤ a < k}. First suppose W
(ik)
1 /∈ {W (ia)

1 | 2 ≤ a < k}. Since ik

is stale in ϑ, we must have W
(ik)
1 = W

(i1)
1 . This in turn implies that W

(ik)
2 ̸= W

(i1)
2 , so again by staleness

of ik, we must have W
(ik)
2 = W

(ia)
2 for some a ∈ [2..k− 1]. Thus, (i1, ik, ia) must be an elbow. Similarly, if

instead W
(ik)
2 /∈ {W (ia)

2 | 2 ≤ a < k}, we can show that (ia, ik, i1) must be an elbow.
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In either case, the number of choices for i1, ia, ik is bounded by |Sel|, which is bounded by q if Eel has
not occurred. Then the other k − 3 indices in ϑ can be picked in (q − 3)k−3 ways. Thus, by union-bound,
we have

Pr[Et,k | ¬Et,<k,¬Eel] ≤
(k − 2)!q(q − 3)k−3

(2n−11)k−2 ≤
((k − 2)q

2n−11

)k−2
. (90)

Recall that Et denotes the event Et,3 ∨ · · · ∨ Et,n+1. Then by union-bound we have

Pr[Et | ¬Eel] ≤
n+1∑
k=3

((k − 2)q
2n−11

)k−2
≤ q

2n−11 ·
n−2∑
k=0

(
nq

2n−11

)k

. (91)

Using the assumption that nq ≤ 2n−11, we can bound Eqn. (91) as

Pr[Et | ¬Eel] ≤
q

2n−11 ·
n−2∑
k=0

(1
2

)k

≤ q

2n−12 . (92)

From Eqns. (18) (Lemma 6) and (92) we get

Pr[Et] = Pr[Et ∧ Eel] + Pr[Et ∧ ¬Eel]

≤ Pr[Eel] + Pr[Et | ¬Eel] ≤
q

2n−8 + q2

22n−16 + q

2n−12 ≤
q

2n−13 ,

which establishes the bound in Eqn. (22).

C.6 Proof of Lemma 9

We observe that for any i ∈ [1..q], j ∈ [0..5],

X
(i)
j = (R(i)

1 ⊕ 2j ·R(i)
2 ⊕ I[j≥4]W

(i)
j−3)∥⟨j⟩8,

where I denotes the indicator function. Then we can rewrite Eqn. (23) as the two equations

R
(i2)
1 ⊕ 2j1 ·R(i2)

2 = R
(i1)
1 ⊕ 2j1 ·R(i1)

2 ⊕ I[j1≥4](W
(i1)
j1−3 ⊕W

(i2)
j1−3), (93)

R
(i2)
1 ⊕ 2j2 ·R(i2)

2 = R
(i1)
1 ⊕ 2j2 ·R(i1)

2 ⊕ I[j2≥4](W
(i1)
j2−3 ⊕W

(i2)
j2−3). (94)

If (i1, i2) /∈ Sar, W
(i1)
1 ̸= W

(i2)
1 and W

(i1)
2 ̸= W

(i2)
2 , so R

(i1)
1 , R

(i2)
1 , R

(i1)
2 , and R

(i2)
2 are truncated outputs of

π1 on different inputs. Since j1 ̸= j2, Eqns. 93 and 94 are independent, so we can write

Pr [Eqns. (93), (94)] = 216

(2n − 2)(2n − 3) .

If (i1, i2) ∈ Sar, Eqns. 93 and 94 may become dependent. But one of W
(i1)
1 ̸= W

(i2)
1 and W

(i1)
2 ̸= W

(i2)
2

must still hold, so we must still have

Pr [Eqns. (93), (94)] ≤ 28

2n − 1 . (95)
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There will be
(6

2
)

= 15 choices for j1 and j2. Let E i1,i2
2 denote the event that for some j1, j2 ∈ [0..5] with

j1 < j2, (X(i2)
j1

, X
(i2)
j2

) = (X(i1)
j1

, X
(i1)
j2

). Then we have

Pr[E i1,i2
2 | ¬Ear] ≤


15 · 216

(2n − 2)(2n − 3) ≤ 1
22n−20 , if (i1, i2) ∈ Sar,

15 · 28

2n − 1 ≤ 1
2n−12 , otherwise.

Recalling that |Sar| ≤ q as long as Ear has not occurred, we get

Pr[E2 | ¬Ear] =
∑

(i1,i2)∈[1..q]2
Pr[E i1,i2

2 | ¬Ear]

=
∑

(i1,i2)∈Sar

Pr[E i1,i2
2 | ¬Ear] +

∑
(i1,i2)/∈Sar

Pr[E i1,i2
2 | ¬Ear]

≤ |Sar|
2n−12 + q(q − 1)− |Sar|

22n−20 ≤ q

2n−12 + q2

22n−20 ≤
q

2n−13

(by the assumption q ≤ 2n−11), which establishes the bound in Eqn. (24).

C.7 Proof of Lemma 10

Eqn. (25) is equivalent to an (n + 1)-chain ζ. If Ech has not happened, each node in this chain must be
fresh, so arguing as in the bounding of Pr[ζ<d+1] in Appendix C.4, we have

Pr[ζ | ¬Ech] ≤ 1
(2n−11)n

. (96)

Since there are (q)n+1 choices for the indices in ζ, by union-bound we have

Pr[E3 | ¬Ech] ≤ (q)n+1
(2n−11)n

≤ q

(
q

2n−11

)n

≤ q

2n
,

using the assumption that q ≤ 2n−11. This establishes the bound in Eqn. (26).

C.8 Proof of Lemma 11

Eqn. (27) is equivalent to (i1, . . . , ik−1) forming a (k − 1)-chain ζ<k, and ik satisfying the condition

(X(ik)
jk−1

, X
(ik)
jk

) = (X(ik−1)
jk−1

, X
(i1)
jk

). (97)

As in Supplementary Material C.6, we can rewrite Eqn. (97) as

R
(ik)
1 ⊕ 2jk−1 ·R(ik)

2 = R
(ik−1)
1 ⊕ 2jk−1 ·R(ik−1)

2 ⊕ I[jk−1≥4](W
(ik−1)
jk−1−3 ⊕W

(ik)
jk−1−3), (98)

R
(ik)
1 ⊕ 2jk ·R(ik)

2 = R
(i1)
1 ⊕ 2jk ·R(i1)

2 ⊕ I[jk≥4](W
(i1)
jk−3 ⊕W

(ik)
jk−3). (99)

Since ζk := (i1, . . . , ik) is also a chain, ik will be fresh in ζk unless Ech has occurred. Now we consider two
cases. First, if both W

(id)
1 /∈ {W (ia)

1 | 1 ≤ a < d} and W
(id)
2 /∈ {W (ia)

2 | 1 ≤ a < d}, then we can use the
randomness of both R

(ik)
1 and R

(ik)
2 after conditioning on ζ<k, to get

Pr
[
Eqns. (98), (99)

∣∣ ζ<k,¬Ech,¬Ear
]
≤ 216

(2n − 2k + 4)(2n − 2k + 3) . (100)
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Like in Eqn. (96), taking k − 2 instead of n, we get

Pr[ζ<k | ¬Ech,¬Ear] ≤
1

(2n−11)k−2 . (101)

Let ζ⟲k denote the cyclic closure of ζk, i.e., the chain ζ<k together with the event that we can find jk−1,
jk ∈ [0..ℓ] such that Eqn. (97) holds. Then we have

Pr
[
ζ⟲k
∣∣ ζ<k,¬Ech,¬Ear

]
= Pr

 ∨
jk−1,jk

(X(ik)
jk−1

, X
(ik)
jk

) = (X(ik−1)
jk−1

, X
(i1)
jk

)
∣∣∣ ζ<k,¬Ech,¬Ear


≤

∑
jk−1,jk

Pr
[
(X(ik)

jk−1
, X

(ik)
jk

) = (X(ik−1)
jk−1

, X
(i1)
jk

)
∣∣ ζ<k,¬Ech,¬Ear

]

≤ 36 · 216

(2n − 2k + 4)(2n − 2k + 3) ≤
1

22n−22 , (102)

by applying union-bound to Eqn. (100). Recalling that ζ⟲ ∧ ζ<k = ζ⟲, from Eqns. (101) and (102) we get

Pr
[
ζ⟲
∣∣ ¬Ech,¬Ear

]
≤ Pr

[
ζ⟲
∣∣ ζ<k,¬Ech,¬Ear

]
Pr
[
ζ<k

∣∣ ¬Ech,¬Ear
]

≤ 1
22n−22+(n−11)(k−2) = 1

(2n−11)k
. (103)

The other case is when for some d ∈ [1..k − 1] either W
(id)
1 ∈ {W (ia)

1 | 1 ≤ a < d} or W
(id)
2 ∈ {W (ia)

2 |
1 ≤ a < d} holds. Then (id, ik) ∈ Sar, and we can argue as before Eqn. (95) that

Pr
[
Eqns. (98), (99)

∣∣ ζ<k,¬Ech,¬Ear
]
≤ 28

2n − 2k + 2 ,

so that
Pr
[
ζ⟲
∣∣ ζ<k,¬Ech,¬Ear

]
≤ 36 · 28

2n − 2k + 2 ≤
1

2n−14 ,

and hence
Pr
[
ζ⟲
∣∣ ¬Ech,¬Ear

]
≤ 1

2(n−11)(k−1)−3 . (104)

For this case, since Ear did not occur, (id, ik) can be chosen in at most q ways, and the rest of the queries
in at most (q − 2)k−2 ways. Thus, combining the two cases from Eqns. (103) and (104), we have

Pr[E4,k | ¬Ech,¬Ear] ≤
(q)k

2(n−11)k + q(q − 2)k−2
2(n−11)(k−1)−3 ≤ 8

(
q

2n−11

)k−1
, (105)

where in the last inequality we use the assumption that q ≤ 2n−11. Recall that E4 denotes the event
E4,3 ∨ · · · ∨ E4,n. Then by Eqn. (105) and union-bound we have

Pr[E4 | ¬Ech,¬Ear] ≤
n∑

k=3

[
8
(

q

2n−11

)k−1
]

= 8
(

q

2n−11

)2
·

n−3∑
k=0

(
q

2n−11

)k

≤ 8
(

q

2n−11

)2
·

n−3∑
k=0

(1
2

)k

≤ q2

22n−26 ,

which establishes the bound in Eqn. (28).
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C.9 Proof of Lemma 12

Consider the graph Ĝr, whose vertices are i1, . . . , in+1, and which contains a path between ik and ik′ if and
only if X

(ik)
jk

= X
(ik′ )
jk

for some jk ∈ [0..5]. If Eqn. (29) holds and none of E2, E3, or E4 has happened, we
claim that for k′ < k there can only be an edge between ik and ik′ if ik′ = i⋆

k−1. Since E3 has not happened,
Ĝr cannot contain a path of length n + 1, and hence it cannot be a cycle of length n + 1; and since neither
E2 nor E4 has happened, Ĝr cannot contain a cycle of length n or less; thus Ĝr must by acyclic, and can
have at most n edges. Eqn. (29) says that for each k ∈ [1..n] there is an edge between i⋆

k and ik+1, and
these edges are all distinct, so they must be the only n edges in Ĝr. Thus for the rest of the proof we
assume Ĝr is a tree, i.e., there are no other collisions over the queries i1, . . . , in+1 except those mentioned
in Eqn. (29). Now, Eqn. (29) is equivalent to an (n + 1)-tree ϑ. If Et has not happened, each node in this
tree must be fresh, so arguing as in the bounding of Pr[ϑ<d+1] in Appendix C.5, we have

Pr[ϑ | ¬Et,¬E2,¬E3,¬E4] ≤ n!
(2n−11)n

. (106)

Since there are (q)n+1 choices for the indices in ϑ, by union-bound we have

Pr[E5 | ¬Et,¬E2,¬E3,¬E4] ≤ n!(q)n+1
(2n−11)n

≤ q

(
nq

2n−11

)n

≤ q

2n
,

using the assumption that nq ≤ 2n−11. This establishes the bound in Eqn. (30).

C.10 Proof of Lemma 13

We observe that Trs (AO0) cannot have redundancy except by triggering E2, or E4, and cannot fail to be
5n-scattered except by triggering E5. Thus,

Ebad,1 ⊆ E2 ∨ E4 ∨ E5. (107)

Since Ech ⊆ Et, we have ¬Et ⊆ ¬Ech. Define Eaux := Ear ∨ Et. Then we can write

Pr[Ebad,1] = Pr[Ebad,1 ∧ Eaux] + Pr[Ebad,1 ∧ ¬Eaux]
≤ Pr[Eaux] +

∑
i∈{2,4,5}

Pr[Ei ∧ ¬Eaux]

≤ Pr[Ear] + Pr[Et] + Pr[E2 ∧ ¬Ear]
+ Pr[E4 ∧ ¬Ear ∧ ¬Ech] + Pr[E5 ∧ ¬Et]

≤ Pr[Ear] + Pr[Et] + Pr[E2 | ¬Ear] + Pr[E3 | ¬Ech]
+ Pr[E4 | ¬Ear,¬Ech] + Pr[E5 | ¬Et,¬E2,¬E3,¬E4]. (108)

Substituting the bounds from Eqns. (17), (22), (24), (26), (28), and (30) (Lemmas 5, 8, 9, 10, 11, and 12)
in Eqn. (108) gives

Pr[Ebad,1] ≤ q

2n−9 + q

2n−13 + q

2n−13 + q

2n
+ q2

22n−26 + q

2n
≤ q

2n−15 , (109)

using the assumption nq ≤ 2n−11.
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D Deferred Proofs from Sec. 5

D.1 Proof of Theorem 7

We prove this as a special case of Theorem 6 when (N1, N2) = (N ′
1, N ′

2). Let us fix a key K, an input pair
(N1, N2) and an output pair (Z4, Z5). Let E(K,N1,N2,Z4,Z5) be the event that given (K, N1, N2, Z4, Z5), there
exists a computable tuple x̄ ∈ T K that matches both the input (N1, N2) and output (Z4, Z5). Informally,
x̄ can be seen as a collection of primitive queries that map (N1, N2) to (Z4, Z5). It is easy to see that
Pr[E(K,N1,N2,Z4,Z5)] = 1/22n. Hence, when (N1, N2) = (N ′

1, N ′
2),∑

(Z4,Z5)∈{0,1}2n

Pr[E(K,Z4,Z5)] Pr[E(K′,Z4,Z5)]

≤
∑

(Z4,Z5)∈{0,1}2n

Pr[E(K,Z4,Z5)] Pr[E(K′,N1,N2,Z4,Z5)] ≤
1

22n

∑
(Z4,Z5)∈{0,1}2n

Pr[E(K,Z4,Z5)]. (110)

So, it is enough to bound ∑
(Z4,Z5)∈{0,1}2n

Pr[E i
(K,Z4,Z5)] for i = 1, 2, 3. Again using the fact that when x̄

is Type 1, neither Z4 nor Z5 is fixed, when x̄ is Type 2, both Z4 and Z5 are fixed, and x̄ is Type 3, one of
Z4, Z5 or Z4 ⊕ Z5 is fixed (say Z4), we have the following:

∑
(Z4,Z5)∈{0,1}2n

Pr[E1
(K,Z4,Z5)] ≤ 22n Pr[E1

(K,Z4,Z5)] ≤ 225q4
K

22n
,

∑
(Z4,Z5)∈{0,1}2n

Pr[E2
(K,Z4,Z5)] ≤

∑
(Z4,Z5)∈{0,1}2n

221q2
(K,Z4,Z5)
22n

≤ 221q2
K

22n
,

∑
(Z4,Z5)∈{0,1}2n

Pr[E3
(K,Z4,Z5)] ≤ 2n

∑
Z4∈{0,1}n

Pr[E3
(K,Z4,Z5)] ≤

213q2
K

2n
.

Combining the above bounds in equation (110) yields the desired result.

D.2 Proof of Lemma 14

We bound the probability of only Ebad,1 and Ebad,2. The bound of Ebad,3 follows from the bound of Ebad,1,
and the bound for Ebad,4 and Ebad,5 follows from the bound of Ebad,2.

Bounding Ebad,1. Let β = W1 ⊕R1. Then equation (48) becomes

β ⊕ 24R2 = X̃4.

β is uniformly random, irrespective of the direction in which x2 is queried, since it is the XOR of the input
and output of a random permutation. Let S := {W1 ⊕ R1 | x2 ∈ T K

2 }, X := {X̃4 | x5 ∈ T K,+
5 }, and

Y = {24 ·R2 | x3 ∈ T K
3 }. Then, by Lemma 16, we have Pr[Ebad,1] ≤ 2/2n−8.

Bounding Ebad,2. Here, the sizes of the sets corresponding to W1 ⊕R1 and 24 ·R2 are qK each, but the
size of the set corresponding to X̃4 is q(K,Z4,Z5). However, since X̃4 is random, we can assign S := {X̃4 |
x5 ∈ T K,−

5 }, X := {W1 ⊕ R1 | x2 ∈ T K
2 }, and Y = {24 · R2 | x3 ∈ T K

3 }, and by applying Lemma 16, we
have Pr[Ebad,2] ≤ 2/2n−8.
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D.3 Proof of Lemma 15

Bounding Pr[E1
(K,Z4,Z5) ∧ ¬Ebad]. There are two ways in which a computable tuple x̄ can be Type 1:

• For i = 4, 5, 6, xi ∈ T K,+
i , i.e. all three queries are forward.

• xi ∈ T K,−
i for exactly one i ∈ {4, 5, 6}, and for all j ∈ {4, 5, 6}\{i}, xj is queried after xi, i.e., exactly

one query is backward, and the backward query precedes the two forward queries.

First, let us consider the case when all three of x4, x5 and x6 are forward. For any such fixed tuple, since
all of Y0, Y4 and Y5 are random, the probability that equations (51) and (52) are satisfied is bounded by
1/22n. Hence, it is enough to bound the number of tuples that satisfy equations (47)-(50).

We first consider the case when x4 is queried before both x5 and x6. This is because by choosing R1
and R2 first, the adversary can choose X̃0 such that all q2

K pairs of (R1, R2) satisfy equation (47). Then,
considering equation (48), α := R1 ⊕ 24 · R2 ⊕W1 is random, since one of R1 and W1 is always random.
Let L1 be the list of all such α with |L1| = q2

K . By Lemma 17, an element α occurs in the list at most
mcoll(q2

K , 2n−8) times. Hence, an X̃4 can match with at most mcoll(q2
K , 2n−8) such α, and hence there

can be at most qK · mcoll(q2
K , 2n−8) tuples of (x2, x3, x4, x5) satisfying equations (47) and (48). We are

interested in the case when q2
K > 2n−8. Hence, mcoll(q2

K , 2n−8) ≤ 5q2
K/2n−8, and therefore the number of

(x2, x3, x4, x5) tuples is at most 5q3
K/2n−8.

Now, considering equation (49), α′ := R1 ⊕ 25 ·R2 ⊕W2 is random, since one of R2 and W2 is always
random. Let L2 be the list of all such α′ with |L2| = q3

K/2n−8. By Lemma 17, an element α′ occurs in
the list at most mcoll(q3

K/2n−8, 2n−8) times. Hence, an X̃5 can match with at most mcoll(5q3
K/2n−8, 2n−8)

such α′, and hence there can be at most qK ·mcoll(5q3
K/2n−8, 2n−8) tuples of (x2, x3, x4, x5, x6) satisfying

equations (47), (48) and (49). Since the adversary can choose J after it fixes W1 and W2, we assume that
the adversary can always force equation (50) to be true. (In fact, this will be true for all the cases, and
therefore, we will not consider equation (50) in our analysis hereafter). Therefore in this case,

Pr[Eqns. (47)-(52)] ≤ qK ·mcoll(5q3
K/2n−8, 2n−8)

22n
.

As we are interested in the case when q3
K > 22(n−8), we can write

Pr[Eqns. (47)-(52)] ≤ 25 · 216 · q4
K

24n
≤ 221q4

K

24n
.

When x5 or x6 is queried first instead (say x5), if Ebad does not occur, there can be at most q3
K/2n−8 +

qK
√

3nqK tuples of (x2, x3, x5) satisfying equation (48) instead of the q2
K tuples of (x2, x3, x4) we were

getting when x4 is queried first. Thus, Pr[Eqns. (47)-(52)] becomes worse.
Next, let us consider the case when x4 ∈ T K,−

4 and x4 is queried before both x5 and x6. Since x4 is
backward here, X̃0 is random. If Ebad does not occur, there can be at most q3

K/2n−8 + qK
√

3nqK tuples
of (x2, x3, x4) satisfying equation (47) instead of the q2

K tuples of (x2, x3, x4) we were getting when x4
is queried in forward direction. Since x5 and x6 are forward queries, the remaining analysis remains the
same, and thus Pr[Eqns. (47)-(52)] becomes worse.

The analysis is similar when x5 or x6 is the backward query. Hence,

Pr[Eqns. (47)-(52)] ≤ 221q4
K

24n

in every case. Summing over the 12 possible execution orders of x4, x5, x6, and over the choice of which
query is the backward one, we have

Pr[E1
(K,Z4,Z5) ∧ ¬Ebad] ≤ 12 · 221q4

K

24n
≤ 225q4

K

24n
.
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Bounding Pr[E2
(K,Z4,Z5) ∧ ¬Ebad]. There are two ways in which a computable tuple x̄ can be Type 2:

• For i = 4, 5, 6, xi ∈ T K,−
i , i.e. all three queries are backward.

• xi ∈ T K,+
i for exactly one i ∈ {4, 5, 6}, and for all j ∈ {4, 5, 6} \ {i}, xi is queried before xj i.e.,

exactly one query is forward, and the forward query precedes the backward queries.

First, let us consider the case when all the three queries are backward. Then, all of X̃0, X̃4 and X̃5
are generated randomly. Since X̃4 is generated randomly, given Ebad does not occur, there can be at most
q′ := q(K,Z4,Z5)q

2
K/2n−8 + q(K,Z4,Z5)

√
3nqK tuples of (x2, x3, x5) satisfying equation (48). Now, since both

x4 and x6 are inverse queries, then Y0 = Y4⊕Z4 and Y5 = Y4⊕Z4⊕Z5 are fixed, and for the corresponding
fixed values of X̃0 and X̃5, the probability that these satisfy equations (47) and (49) is q′/22(n−8).

Now, let us consider the case that x4 is a forward query, and precedes both the backward queries x5 and
x6. As before, X̃0 can actually match with qK pairs of (R1, R2), and hence there can be at most q2

K tuples
of (x2, x3, x4) satisfying equation (47). Now, since both x5 and x6 are backward queries, Y4 = Y0⊕Z4 and
Y5 = Y0 ⊕ Z5 are fixed, and for the corresponding fixed values of X̃4 and X̃5, the probability that these
satisfy equations (48) and (49) is q2

(K,Z4,Z5)/22(n−8). Note that even though each X̃4 and X̃5 corresponds
to a unique X̃0, not all of them can be queried, since the number of inverse queries at x5 and x6 are both
q(K,Z4,Z5). The analysis is similar when either x5 or x6 are the only forward queries. The probability is
actually worse, as argued while bounding Pr[E1

(K,Z4,Z5) ∧ ¬Ebad]. Hence,

Pr[E2
(K,Z4,Z5) ∧ ¬Ebad] ≤ 6q′

22(n−8) +
6q2

(K,Z4,Z5)
22(n−8) .

Note that we have multiplied the probability of each term by 6 accounting for the six possible execution
orders of x4, x5, x6. Expanding out the right hand side, we have

Pr[E2
(K,Z4,Z5) ∧ ¬Ebad] ≤

227q(K,Z4,Z5)q
2
K

23n
+

220n1/2q(K,Z4,Z5)q
1/2
K

22n
+

219q2
(K,Z4,Z5)
22n

.

When q(K,Z4,Z5) and qK are large, we have,

Pr[E2
(K,Z4,Z5) ∧ ¬Ebad] ≤

221q2
(K,Z4,Z5)
22n

.

Bounding Pr[E3
(K,Z4,Z5) ∧ ¬Ebad]. We first consider the case when exactly two out of x4, x5 and x6 are

forward queries, and at least one of them is queried before the backward query. As our first instance, let
x4 ∈ T K,+

4 , x5 ∈ T K,+
5 , x6 ∈ T K,−

6 and x4 is queried first. Since x4 is a forward query, X̃0 can actually
match with qK pairs of (R1, R2). But then, for a fixed X̃0, all of Y0, Y5 = Y0⊕Z5 and hence X̃5 are unique,
and X̃5 needs to match with R1 ⊕ 25 · R2 ⊕W2 as well. Summing over all choices of X̃5, equations (47)
and (49) are satisfied by at most q̃ = q(K,Z4,Z5)qK/2n−8 tuples of (x2, x3, x4, x6). Note that even though
each X̃0 corresponds to a unique X̃5, not all of them can be queried, since the number of backward queries
at x6 is q(K,Z4,Z5). Since x5 is forward, the adversary can choose X̃4. Now, since q(K,Z4,Z5)qK/2n−8 < qK ,
the adversary can make forward queries with all q(K,Z4,Z5)qK/2n−8 choices of X̃4, and for a fixed X̃4, the
probability that it satisfies equation (51) is 1/2n. Hence, in this case,

Pr[Eqns. (47)-(52)] ≤ q(K,Z4,Z5)qK/22n−8.

A very similar analysis holds for all other instances satisfying the condition that exactly two out of x4,
x5 and x6 are forward queries, and at least one of them is queried before the backward query. In fact, if
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the first forward query is not to E4, the bound becomes worse as neither X̃4 nor X̃5 can match with qK

pairs of (R1, R2).
Next, we consider the case when exactly two out of x4, x5 and x6 are backward queries, and at least

one of them is queried before the forward query. Let x4 be the first query. As x4 is backward, X̃0 is
random. Given Ebad does not occur, the number of (x2, x3, x4) tuples satisfying equation (47) is at most
q′′ := q(K,Z4,Z5)q

2
K/2n−8 + q(K,Z4,Z5)

√
3nqK . Since q′′ < q2

K and Cases 1 and 2 only differ in the direction
of the first query, we have Pr[Eqns. (47)-(52)] ≤ q(K,Z4,Z5)qK/22n−8 in this case too. Hence,

Pr[E3
(K,Z4,Z5) ∧ ¬Ebad] ≤

24q(K,Z4,Z5)qK

22n−8 ≤
213q(K,Z4,Z5)qK

22n
.

This completes the proof of the lemma.

E A Brief Overview of Mirror Theory

The mirror theory of Patarin [Pat06, Pat10b, Pat03] gives a lower bound on the number of solutions to a
systems of bivariate equations. Consider a system of m bivariate equations over GF(2n) on r variables
(Y1, . . . , Yr), that can be written as

Yi ⊕ Yj = Zi,j , (111)

for some i ̸= j. Informally, mirror theory says the following: if Zi,j ̸= 0 in all of the equations and the
graph corresponding to these equations (where the variables are nodes and the equations are edges) does
not have a cycle or a 0-sum path, and provided that the size ξmax of the largest component obeys certain
bounds, the number of solutions to this system of equations where Yi ̸= Yj for all i, j is at least

(2n)r

2nm
. (112)

The intuition behind this lower bound is that the numerator in the above expression is the total number
of solutions satisfying just the distinctness constraint, and any randomly chosen solution has a probability
of around 1/2nm of satisfying all m bivariate equations.

Mirror theory has a somewhat contentious history. It was originally proposed by Patarin and then
refined in a series of works [Pat08, Pat10a, CLP15]. After that, several works used it in their security
analysis to obtain better security bounds [IMV16, MN17, ZHY18, BBN22, BCF+24, CLL24]. At the same
time, consensus was growing among a number of cryptographers that the original proof of mirror theory
contained a number of gaps that could not be readily justified, though these gaps do not seem to have
been documented anywhere. Subsequently, Dutta et al. [DNS22] provided a more complete proof of the
bound for ξmax = 2, and Cogliati et al. [CDN+23] followed it up with a proof for a wider range of ξmax.
With these two works, the technique has gained wider acceptance in the community. In this work, we use
one of the results from [CDN+23], which we formally restate as Theorem 3.

F A Birthday Bound Privacy Attack on KC-XAES
The value KC is included in the ciphertext and therefore must also satisfy privacy guarantees. Since KC is
a 2n-bit value, one would expect that finding a collision in this part alone should require about 2n queries.
However, this is not the case for KC-XAES. Recall that

KC = EK(W1)∥EK(W2),

where W1 and W2 are as defined in Fig. 11.
We describe the following attack. For i = 1, 2, . . . , q, the adversary:
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KC-XAES.EncK(N, AD, P )

1 : N1∥N2 ← N
2 : K1 ← X · EK(⟨0⟩128)
3 : M1 ← (const1∥N1)⊕K1

4 : M2 ← (const2∥N1)⊕K1

5 : K̃ ← EK(M1)∥EK(M2)
6 : C ← AES-GCM.EncK̃ (N2, AD, P )
7 : X1 ← EK(const3∥N1)
8 : W1 ← X1 ⊕ (N2∥const4)⊕K1

9 : W2 ← X1 ⊕ (N2∥const5)⊕K1

10 : KC← EK(W1)∥EK(W2)
11 : return C∥KC

Figure 11: Encryption algorithm of KC-XAES.

1. Chooses arbitrary triples (Ni, ADi, P i).

2. Queries the encryption oracle to obtain

(Ci, KCi) = KC-XAES.EncK(Ni, ADi, P i).

The value Xi
1 is computed as

Xi
1 = EK(const3∥N i

1).

Since E behaves as a random permutation, the outputs Xi
1 are uniformly distributed over {0, 1}n. By the

birthday bound, after about 2n/2 queries, the adversary finds indices i ̸= j such that

Xi
1 ⊕ (N i

2∥⟨0⟩32) = Xj
1 ⊕ (N j

2∥⟨0⟩32).

From the structure of the construction, this implies

W i
1 = W j

1 and W i
2 = W j

2

and therefore
KCi = KCj .
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