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Abstract

Functional adaptor signatures (FAS) are a novel cryptographic primitive introduced at CCS’24
that enable privacy-preserving, fine-grained data-payment exchanges between a seller and a
buyer in a trustless and atomic manner. In this setup, the seller holds sensitive data z (e.g.,
patient records, climate data), and the buyer specifies a function f (e.g., aggregate, sum). FAS
guarantees that the buyer learns f(z) (and nothing beyond) if and only if the seller receives
payment in blockchain-based tokens. Unlike generic smart contracts, FAS-powered solutions
excel in privacy, efficiency, and compatibility with diverse blockchain systems. However, prior
FAS constructions were limited to linear functions (where f was linear in ), restricting their
applicability to more complex and prevalent applications including data analytics and ML model
evaluations.

In this work, we extend the capabilities of FAS to support higher-degree functions (deg > 2),
significantly broadening its range of applications. Our core contribution is a novel FAS design
leveraging homomorphic encryption, which simultaneously achieves enhanced efficiency and
compatibility for general functions. This approach diverges fundamentally from the restricted
design in CCS’24 which relied on connections to functional encryption. We implement our
homomorphic encryption-based FAS for functions arising in applications such as data analytics
and machine learning inference. Remarkably, even for linear functions, our new design achieves an
order-of-magnitude improvement in performance compared to CCS’24 constructions. Furthermore,
our solutions seamlessly integrate with prominent blockchain systems, requiring only a basic
signature verification script on standard transactions, thus ensuring practical deployability. As a
conceptual contribution, we introduce the general paradigm of a blockchain-based functional fair
exchange (FFE) protocol, rigorously define buyer and seller fairness, and show that FAS implies
the general goal of FFE.

*A preliminary version of this submission appeared at IEEE S&P 2026, this is the full version.

fAfter the submission of the IEEE S&P 2026 camera-ready version, we identified an issue in the FHE-based
instantiation. Section 2.2 describes the issue, its implications, and the changes made in this full version.

tEqual Contribution.
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1 Introduction

Modern data collaborations often require extracting value from sensitive datasets without exposing
them directly. In many settings, a party may wish to obtain specific insights or perform computations
on private data held by another party—but only if they can verify the result and fairly compensate
the data holder. Ensuring such a fair exchange without relying on trust or revealing the data
remains a core challenge, especially in decentralized environments.

Application 1: Statistics on database. A buyer wants advanced statistical insights-such as sum,
average, variance, or second-order polynomial terms-derived from sensitive data held by a seller.
These metrics arise in real-world use cases: computing salary variance in a company, measuring
the covariance between age and income, or modeling treatment outcomes with respect to dosage.
Computing such valuable information often involves complex functions (deg > 1) and must be
exchanged without revealing the underlying data.

Application 2: Fine-Tuning ML Models. A buyer holds a pre-trained ML model—say, a
Stochastic Gradient Descent (SGD)-based breast cancer classifier [Ama93]—and seeks to fine-tune
it using a high-quality, sensitive dataset owned by a seller (e.g., a medical institution). The model
must be refined using the seller’s data, without exposing that data to the buyer. Similar needs arise
in private inference, image classification, encrypted search, and collaborative training tasks.

These examples reflect a common objective: to atomically exchange the outcome of a computation
on private data in return for payment, without disclosing the data itself, and without relying on
trust. More formally, the seller holds sensitive input x (e.g., a database), and the buyer specifies a
function f (e.g., a statistical query or model inference). The buyer learns f(z) only if the seller
receives payment. We refer to this capability as an atomic functional sale of information, which is
increasingly relevant in data marketplaces, collaborative analytics, and privacy-preserving machine
learning.

To enable such exchanges with privacy and minimal trust, Vanjani, Soni, and Thyagara-
jan [VST24a] introduced functional adaptor signatures (FAS)—a cryptographic mechanism that
generalizes adaptor signatures [Poel7, AEET20, EFH'21,DOY22, GSST24] to support selling func-
tions of secrets. FAS enables atomic exchanges over blockchains without requiring smart contracts,
relying only on standard signature verification.

The process, described in Figure 1, begins with the seller publicly posting an FAS advertisement
ad, announcing the availability of some functional information about the secret data x. The buyer,
after choosing f, locks the payment in a shared buyer-seller address (e.g., a 2-out-of-2 multisig
address) on the blockchain. To proceed, the buyer generates a functional pre-signature & on a
payment transaction m, which would release the payment to the seller. FAS ensures that the seller
can adapt & into a valid buyer signature o on m only if the seller possesses the secret data . By
posting m, the adapted signature o, and their own signature (as required for the shared address),
the seller receives the payment. Finally, FAS enables the buyer to functional extract f(x) using &
and o, completing the fair exchange.

It is important to note that for this functional information exchange, we do mot require
any complex smart contracts. Specifically, the exchange is executed through a simple on-chain
transaction verified using standard signature verification which is a necessary minimal check to
authenticate transactions. This design aligns with previous efforts [Poel7, AEET20, EFH'21,
GMM*22, AMSKM21,DOY22, ATM*22, GSST24, TM21, TBM 20, TMMS22, MTV 22| to improve
on-chain privacy, scalability, cost efficiency, and blockchain interoperability. Moreover, the FAS
constructions proposed in [VST24a] are compatible with widely used signatures such as Schnorr,
ensuring seamless integration with existing blockchain systems without modifications to transaction
validation.
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Figure 1: Fair exchange for learning a function f over seller’s secret input x via FAS [VST24a].

Drawback of FAS constructions from [VST24a]. Unfortunately, all FAS constructions
presented in [VST24a] can only support linear function evaluations: The function f chosen by
the buyer has to be linear (i.e., deg(f) = 1) in the input data x. This confines applications to
selling simple statistics such as sums, averages, or linear kernels, but excludes widely used degree-2
computations—such as variance, covariance, or fine-tuning machine learning models (i.e., where
deg(f) > 2). Given the practical appeal of FAS in trustless information exchange, it is important to
extend its capabilities to support higher-degree function evaluations, which are increasingly central
in modern data analysis and workflows.

1.1 Owur Contributions

In this work, we make a substantial leap in the capabilities of functional adaptor signatures by
introducing the first constructions that support non-linear and expressive function classes. We
present three new secure FAS constructions: one that significantly improves efficiency for linear
functions, and two that extend FAS to handle degree-2 and higher computations for the first time.
These constructions follow from a general framework that combines homomorphic encryption (HE)
with Schnorr adaptor signatures in a technically novel and modular way, expanding the design space
of FAS beyond prior work. To demonstrate deployability, we undertake a significant implementation
effort that required around 10,000 LoC across several cryptography libraries including PBC [Lyn]
and Zama’s suite of fully homomorphic encryption (FHE) libraries [tfh, cona, conb]. Finally, we
benchmark our constructions across five application settings — database analytics, fine-tuning SGD
classifier, ML inference through second-order factorization machines, and high-degree multivariate
polynomial evaluation. Specifically, we have the following contributions:

Contribution 1. We propose a novel construction paradigm that builds FAS for any function class
F while relying on HE for the same class, Schnorr adaptor signatures, and a new cut-and-choose style
sigma protocol that proves plaintext equality across HE ciphertexts and Elgamal PKE ciphertexts.!
This framework, described in Section 5, represents our core conceptual contribution, offering a
simpler and more intuitive alternative to the functional encryption (FE)-based framework proposed
in [VST24a]. By building on extensively implemented HE schemes, our paradigm benefits from
practical advancements in HE, addressing the limitations of FE constructions, which remain less
efficient and less mature for comparable function classes.

Contribution 2. Instantiating the HE scheme in our template with existing fully homomorphic

We require a natural randomness recovery property from our HE scheme, satisfied by several existing schemes:
the randomness of a homomorphically evaluated ciphertext can be efficiently derived from the function and the
randomness of the input ciphertexts. We formalize this via an algorithm REval.



encryption schemes [BGV11, GSW13] gives us a concrete scheme for FAS for general functions
(see Section 8). To enable ML applications, we instead directly work with Zama’s suite of FHE
libraries that implement the Torus-FHE scheme [CGGI20]. However, this choice entailed significant
implementation effort due to Zama’s limited exposure to low-level FHE kernels. Specifically, for
seller efficiency, our FAS construction requires accessing the random coins behind homomorphically
evaluated ciphertexts, which unfortunately is inaccessible in the current implementation of TFHE-rs
library [tfh]. We implement this feature (8000+ LoC), which may be of independent interest. All of
our code is available at [fas].

As benchmark applications for general functions, we focus exclusively on ML-based applications.
Firstly, we consider the setting where a buyer wants to learn high-degree polynomial evaluations
of seller’s secret input (Section 8.1). For a host of ML inference tasks that use transformers and
neural network models, the underlying non-linear computations such as softmax and GeLU are
often approximated through high-degree multivariate polynomials: degree 4 approximation of
softmax [CZK 23], and degree 3 approximation of GeLU [ZYH 24, LHG"23,DLZ"23]. Given the
prevalence of such high-degree polynomials in ML inference tasks, we believe polynomial evaluation
is a representative application for FAS. Secondly, we demonstrate (in Section 8.1) the applicability of
our FHE-based FAS scheme for fine-tuning a low-quality SGD classifier (Application #2 in Section 1).
Contribution 3. We explore the simpler case of degree-2 functions, which frequently arise in real-
world applications, particularly in medical analytics and machine learning. For instance, analytics
queries in medical settings can be encoded as weighted standard deviation functions, where the
buyer specifies weights w1, .. ., wy for the seller’s database &, and computes the standard deviation of
weighted samples w; - Z[¢]'s. Similarly, inference using second-order factorization machines [Ren10]—a
key method in machine learning to predict first- and second-order feature correlations—can also be
cast as degree-2 functions.

To enable these applications, we optimize our construction by leveraging the Boneh-Goh-
Nissim [BGNO5] HE scheme, which supports degree-2 homomorphism. Additionally, we develop
a new zero-knowledge proof of plaintext equality for Elgamal and BGN ciphertexts, generalizing
the work of Chase et al. [COPZ22] to composite-order groups used in the BGN scheme. These
optimizations target practical implementations, particularly for medical analytics (e.g., weighted
standard deviation computations) and secure sales of second-order factorization machine inferences
which are discussed in Section 8.2.

Contribution 4. To further demonstrate the power of our new HE-based template, we revisit the
case of linear functions. In addition to rigid algebraic structural requirements between functional
keys of the underlying functional encryption, the functional extraction procedure in [VST24a]
involves an inefficient discrete-logarithm computation. In contrast, our construction outperforms
the constructions in [VST24a] by up to 10x in total run time (as shown in Figure 2) for the same
application benchmark when instantiated with a linearly homomorphic encryption scheme, where the
decryption operation only involves group multiplication (and not the expensive discrete-logarithm
computation).

Contribution 5. As an additional conceptual contribution, we formalize the notion of fair
functional exchange as a cryptographic interactive protocol involving the seller, the buyer, and
a wallet-based token system (Section 9). We rigorously define buyer-fairness and seller-fairness
using the simulation-based framework. Our definitions are strictly more general in that they
capture functional exchanges, compared to the ones in [BGKS25, TSZ"24] which only handle simple
all-or-nothing payment-data exchanges. While our FAS constructions imply fair functional exchange
(as we demonstrate), we deliberately decouple this abstraction from FAS to define a concrete and
standalone target. This separation opens the door to future protocols that achieve fair functional
exchange directly, rather than through FAS machinery.
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Figure 2: Runtime comparison for VST24 and our LHE-FAS (weighted sums), our BGN-FAS

(weighted standard deviation), and SNARK-based strawmans over databases of varying dimensions
with weights < 1000.

2 Technical Overview

This section outlines our techniques, starting with the following setup: Let Z be a ¢-dimensional
secret integer vector that the seller holds and the buyer wishes to purchase the output of an
integer-valued function f(Z). Here we assume & satisfies a publicly known (NP) relation R(X, )
for some public value X. Our goal is to design a protocol where the buyer learns f(Z) if and only if
the seller receives payment, and neither party can cheat the other.

Strawman Construction of FAS. Adaptor signatures [Poel7] are a widely used alternative to hash
timelock contracts (HTLC) for fair payments. For instance, Schnorr adaptor signatures [EFHT21]
facilitate the sale of secret keys (e.g., discrete logarithms) of Elgamal public-key encryption (PKE)
defined over the same group. By combining Schnorr adaptor signatures with generic cryptographic
primitives, one can naturally construct FAS for any function. This approach is instructive and is
captured in the following strawman protocol:

1. Advertisement Phase: The seller generates a fresh PKE key pair (pk,sk) and publishes a
ciphertext CT,q encrypting & under pk. The seller also provides a non-interactive zero-knowledge
(NIZK) proof certifying that CT,q encrypts a valid witness for X.

2. Exchange Phase: Upon receiving the buyer’s function f, the seller computes the output y = f (&)
and encrypts it using Elgamal PKE with a fresh (public key, secret key) pair (K = g*, k), where
g is the group generator of a prime-order group G. Along with this ciphertext ct,, the seller
sends a NIZK proof 7 certifying that ct, encrypts y derived from the witness encrypted in CT.q.
The buyer verifies m and, if valid, proceeds to purchase the Elgamal secret key for K using a
Schnorr adaptor signature. The buyer then decrypts ct, to obtain y.

The protocol ensures fairness through the semantic security of CT,q and the Elgamal PKE
scheme, and the zero-knowledge property of NIZKs. The buyer learns y only after completing the
Schnorr-based transaction, guaranteeing payment to the seller. The soundness of NIZKs and the
extractability of adaptor signatures ensure that the buyer receives y, upholding fairness.

In theory, this strawman protocol can support the sale of arbitrary functions using general-
purpose NIZKs. However, in practice, the above strawman protocol is constrained in the exchange



phase, by the inefficiency of the NIZK proof computation by the seller. To quantify this drawback,
we implemented a significantly simpler variant of the exchange NIZK by using the Groth16 SNARK
proof system in the Arkworks library [ac22].? In Figure 2, we plot the total time for the exchange
phase for such strawman protocols for the sale of linear and degree-2 functions over varying database
sizes (Similar comparison for high-degree functions can be found in Section 8.1.2). Here the weights
refer to the specific weighted computation (like weighted standard deviation). Notice that computing
the SNARK proof incurs significant overhead for the seller. While optimized NIZKs may be possible
for specific functions, we foresee that this method incurs significant overhead on the seller for general
functions.

Prior work of Vanjani, Soni, and Thyagarajan [VST24a], henceforth VST24, overcome this
challenge by replacing the advertisement PKE with a public-key functional encryption (FE)
scheme [BSW11], and then re-purposing the online phase to let the buyer buy a “functional”
secret-key w.r.t. its function f instead of a regular PKE decryption key (in the strawman approach)
through the Schnorr adaptors. However, their construction requires certain algebraic properties
from the underlying FE scheme and adaptor signatures, and is efficient only for functions for which
efficient FE schemes are known. This is why they restrict themselves to functions where f is
linear in its input. Although intensely pursued, the state of progress for an efficient FE scheme
for richer functions is underwhelming. Returning to Figure 2, we see that the total time for our
HE-based constructions (LHE-FAS and BGN-FAS) for the same applications is at least two orders
of magnitude faster than the SNARK strawman protocols. Moreover, our LHE-FAS scheme is about
10x better than VST24 for most database sizes. We defer the details of BGN-FAS and LHE-FAS
to Section 6 and Section 7, respectively.

2.1 Our FAS Template: HE + Adaptors

Given the limitations of FE-based approaches, our key insight is to replace FE with (fully) ho-
momorphic encryption ((F)HE), for which more practical constructions are available. Unlike FE,
which allows adaptive decryption of f(Z) from an encryption of & without the master secret key,
HE enables anyone to compute an encryption of f(Z) from the ciphertext of Z. However, HE lacks
a mechanism for decryption without the secret key, necessitating a new protocol to build FAS from
HE.

The high-level idea for our HE-based FAS construction is as follows: in the advertisement
phase, the seller computes an HE encryption of Z. The buyer homomorphically evaluates this
ciphertext with respect to a function f. To reveal the result, the seller “opens” the evaluated
ciphertext, enabling the buyer to learn f(Z). Translating this idea into a practical FAS scheme
requires addressing several technical challenges, which we detail after presenting the protocol’s
structure. We define the advertisement and exchange phases as follows:

e Advertisement Phase: The seller generates a fresh HE key pair (pkyg, skqe) and publishes
CT.q < HE.Enc(pkyg, Z) along with pkyg. A NIZK proof is provided to certify that CT,q4 encrypts
a valid witness for X and that pkyg is well-formed.? This phase is performed once and can be
published off-chain, such as on the seller’s website, for reuse across all sales.

e Exchange Phase: The buyer computes CT,, an HE encryption of y = f(Z), by homomorphically
evaluating CT,q with respect to f. This computation, performed offline, requires no seller
interaction. Once the seller receives f, it computes y = f(Z) * and encrypts it using the Elgamal

2For completeness, we compute the Groth16 proof for the following simpler statement: 3& such that some public
hash value h equals H(Z) and the claimed value y = f(Z), where H is SNARK-friendly hash function such as Poseidon.

3Ensuring pkyg is well-formed becomes crucial for the soundness of proofs in the exchange phase.

“Proofs over homomorphically encrypted values [ACGSV24, GGW24] are orthogonal to our work, but potentially



PKE scheme with a fresh key pair (K = g*, k). Along with the Elgamal ciphertext ct,, the seller
provides a NIZK proof 7 that ct, and CT, (that was computed from the advertisement) encrypt
the same plaintext, referred to as Proof of Plaintext Equality (PoPE). The buyer verifies 7, and if
valid, subsequently purchases the Elgamal secret key k£ using the Schnorr adaptor signature. The
buyer then decrypts the Elgamal ciphertext ct, to retrieve y.

This protocol supports FAS for all functions f when the HE scheme is a fully homomorphic
encryption scheme [GSW13, BGV11]. Its security (see Section 4 for definitions) follows from the
properties of the underlying tools, including the semantic security of HE and Elgamal schemes, and
the soundness of NIZKs.

2.2 Efficiency Improvements

While this template is secure, it lacks practicality in its current form. We identify three key challenges

and opportunities to enhance efficiency for both parties:

e Seller’s Computation of CT, and Randomness: To compute the NIZK proof in the exchange
phase, the seller must generate CT, and its associated randomness r, which serves as a witness
in the NIZK proof. Doing so naively via HEval is computationally expensive, particularly for
resource-constrained sellers, as in some applications. Moreover, this would not aid the seller with
computing ry.

e Complexity of General-Purpose NIZKs: Although the exchange-phase NIZK is independent
of the function f’s complexity (unlike the Strawman), general-purpose NIZKs add significant
overhead when modeling the algebraic constraints of the HE scheme. This can also lead to
non-black-box use of the HE scheme, introducing further inefficiencies.

e Buyer’s Cost of Decrypting Elgamal PKE: The buyer’s decryption process involves com-
puting discrete logarithms (due to the decryption of standard Elgamal PKE), which are com-
putationally expensive (as VST24 observed) and require strict bounds on the function’s output,
limiting general applicability.

We address these challenges to construct a practical scheme, as detailed below.

(a) Efficient Computation of CT, and Randomness. Ensuring the seller and buyer agree on

the same CT,, is critical for a valid statement in the PoPE NIZK. This issue can be mitigated using

HE schemes that support a deterministic HEval procedure, a feature common to most existing HE

schemes [GSW13,CGGI20,BGV11]. However, if both parties independently compute CT,, via HEval,

it leads to redundant work, reducing the overall efficiency. The buyer’s homomorphic computation

remains essential because offloading it to the seller would require proving the correctness of f-

sized computations in the exchange NIZK proof, resulting in significant performance degradation

compared to the original template. To improve efficiency, we leverage a sibling algorithm REval,
implicit in most HE schemes. REval computes the randomness r, for CT, as a function of the
randomness from the input ciphertext CT,q4, mimicking HEval without operating on the ciphertexts.

This makes REval significantly faster than HEval. Once the seller computes r,, CT, is obtained

using HE.Enc(pkyg, y; 7y). Looking ahead, while such an REval algorithm is implicit in the TFHE

and LHE schemes we use, for the case of degree-2 functions, we introduce a novel variant of the

Boneh-Goh-Nissim (BGN) encryption scheme that supports deterministic HEval and efficient REval

algorithms.

Modulo the computation of output y, can the seller’s computation be made independent of the
complezity of f? While this does not result in asymptotic improvements, this is highly relevant for
practical efficiency. We show that this is indeed possible in HE schemes that support homomorphism

useful for improving seller efficiency in FAS. With efficiently verifiable FHE, the buyer could also prove that its
ciphertext correctly encodes f(x), eliminating the need for the seller to compute the function output.



and, additionally, the bootstrapping functionality. In this work, we use the TFHE scheme [CGGI20],
and rely on an insight regarding the underlying structure of its HEval algorithm: key switching, one
of the steps involved in bootstrapping that transforms a ciphertext cts y encrypting message f(m)
under a key pky into a ciphertext ct; ; under another key pk;. This is accomplished by using a key
switching key ksk, which in itself is a FHE ciphertext encrypting secret key ska (corresponding to
pky) under pk;. Key switching here is roughly a linear computation as follows:

cty s := (ksk,cta f),

where ksk is treated a vector of ciphertexts and cto f is treated as a vector of known constants. Thus,
the entire computation is simply a linear homomorphic evaluation on the ciphertext ksk. Crucially,
after this transformation, the random coins 7 y underlying the new ciphertext ct; y only depend
on the randomness ryg in the key switching key ksk, and not on the randomness of the original
ciphertext cty r. Suppose risk is the randomness underlying ciphertext ksk. Then 7 s can be simply
recovered as 1§ := (Tksk, Cto, r). This allows us to build an REval algorithm that takes a ciphertext
cty y computed using HEval, and key switches it into another one ct; y whose randomness ry ¢ is
easy to compute as above. This computation is significantly cheaper than HEval itself, and is linear
in the size of the key switching key and independent of the complexity of f. We refer to Section 8.1
for more details.

(b) Black-Box Efficient PoPE Protocol. The exchange phase NIZK in our protocol proves a
simpler statement than in the strawman protocol. Specifically, the seller must demonstrate that
an HE ciphertext and an Elgamal ciphertext encrypt the same plaintext value. This statement
is independent of the function f, making it significantly more efficient for the seller, even with
a general-purpose NIZK such as Grothl6. However, this approach involves non-black-box use of
the HE scheme. To address this, we propose a modular cut-and-choose based ¥-PoPE protocol®
(Section 5.2) that makes black-box use of the HE scheme, and is of independent interest.

(c) Efficient Decryption. In the template construction, the buyer performs an Elgamal PKE
decryption to obtain the result. Similar to VST24, this involves costly discrete-logarithm computa-
tions, adding a significant bottleneck, especially when combined with the buyer’s HEval computation.
We optimize this by slightly modifying the protocol. In the exchange phase, the seller encrypts
the output y in a bitwise fashion. For an n-bit binary representation y = y1]| ... ||yn, each bit y; is
encrypted using the same Elgamal public key K. The i-th ciphertext is given by ct; = (g™, K" - g¥i).

With this change, the buyer computes the result y by performing n parallel group multiplications,

a far simpler operation than a discrete-logarithm computation. This modification necessitates minor
updates to the PoPE protocol: the proof now addresses bitwise encryptions (cty,...,ct,), rather
than a single ciphertext ct,. However, by leveraging the homomorphic properties of the Elgamal
PKE scheme, the new PoPE statement can be efficiently reduced to the original statement with a
single ciphertext ct,. See Section 5 for details.
(d) Bug in the FHE Instantiation. After the submission of the IEEE S&P 2026 camera-ready
version, we identified an issue in the FHE-based instantiation. The FHE instantiation with TFHE
admits a bug in the security proof. In particular, a malicious buyer can learn some information
about f(z). Below we provide a detailed explanation of the bug and potential solutions.

Recall that the NIZK PoPE in the exchange phase requires that the seller knows the random
coins of the homomorphically evaluated ciphertext. With the goal of producing a seller optimized
protocol, we introduced efficient REval algorithms for each HE scheme that enable the seller to
compute these random coins without having to do the expensive HE operations. The most natural
way to compute REval is to start with the random coins of the original ciphertexts, and track

This protocol can be made non-interactive using the Fiat-Shamir transform.

10



the changes made to the coins through the homomorphic evaluation of f, this is what we do for
our degree 1 and 2 instantiations. However, for the TFHE scheme, this way of computing the
randomness is as expensive as computing the homomorphic evaluation itself.

For this reason, we wanted to devise an alternative approach for REval, and we did that by
having the buyer compute the homomorphically evaluated ciphertext, allowing the seller to perform
a cheap key-switching operation that exploits the internal structure of the TFHE ciphertexts to
easily compute the random coins (see Section 8.1.1). Although this is efficient, enabling the buyer to
compute the homomorphically evaluated ciphertext in this way introduces a security bug. The issue
is that the ciphertext the buyer produces is unauthenticated. A malicious buyer could manipulate
one of the bits of the evaluated ciphertext by subtracting it from itself, thus effectively switching
the underlying message bit to zero due to homomorphism. The seller would decrypt it to recover z
and check if it matches f(x). If it doesn’t match, the seller aborts. But this abort reveals one bit of
information about f(x): the underlying bit must have been equal to one. Therefore, this approach
to REval results in a security bug. We emphasize that this problem is limited only to the FHE
instantiation, as this behavior is unique to the REval optimization for TFHE. Our construction for
general functions (Section 5), as well as the quadratic (Section 6) and linear (Section 7) instantiations
remain secure. This security bug could be resolved by having the seller compute the homomorphic
evaluation. This increases the runtime of the seller in our instantiation. Therefore, our results
detailed in Section 8.1.2 should be viewed as a lower bound for seller efficiency in a secure solution.
With that being said, we are actively looking into solutions to this issue that still maintain seller
efficiency.

A naive solution (that maintains seller efficiency) is to have the buyer include a proof that
ensures the homomorphic evaluation was done properly. In the case where the proof does not verify,
the seller can abort, and the buyer learns nothing. However, these techniques incur significant
overheads as compared to basic FHE, effectively making the buyer’s computation infeasible for
practical use. Alternatively, one could hope to reduce this overhead by having the buyer utilize
trusted hardware (like a Trusted Execution Environment (TEE)). We leave the study of the exact
assumption needed from such hardware (whether a full-blown TEE or something weaker will suffice)
for future work.

2.3 Improved Degree-2 FAS

We next optimize our general FAS construction for degree-2 functions—a simple yet powerful class of
non-linear functions that are prevalent in real-world applications like medical analytics and machine
learning.

Optimized Degree-2 FAS Construction. Our construction replaces the general HE scheme

with the Boneh-Goh-Nissim (BGN) encryption scheme [BGNO05], which supports homomorphic

evaluation of degree-2 functions over composite-order bilinear groups. To integrate BGN into the

FAS framework, we extend the BGN scheme with a deterministic HEval and REval procedure for

efficient randomness tracking. Additionally, we design a novel PoPE protocol to prove plaintext

equality across Elgamal and BGN ciphertexts. Key insights include:

e New PoPE protocol. We propose a new PoPE protocol to prove plaintext equality between
an Elgamal ciphertext and a BGN commitment by generalizing the prior work of Chase et
al. [COPZ22], who gave a PoPE proof across Pedersen commitments defined over two different
prime-order groups. In contrast, our PoPE protocol works even when the second group’s order is
a product of large primes (i.e., composite order).

e Variant of BGN. By removing blinding terms in the BGN homomorphic operations, we enable
deterministic randomness tracking using a new REval procedure. This modification allows the

11



seller to compute the randomness needed for the buyer’s homomorphic evaluation, without
compromising security.
The full construction, including the new PoPE protocol and REval formalization, are detailed
in Section 6.

2.4 Defining Fair Functional Exchange

We define Fair Functional Exchange (FFE) as a generalization of the prior work on fair exchange
protocols [BGKS25, TSZ124], extending beyond the traditional all-or-nothing paradigm to the
setting of functional sales. While FAS corresponds to a two-round instance of FFE.® we model FFE
more generally as an interactive R-round protocol involving a seller, a buyer, and a wallet-based
token system that abstracts the role of the blockchain.

FFE guarantees fairness for both parties. Buyer fairness is relatively straightforward: the
buyer should not lose tokens without obtaining the correct output. Seller fairness is more delicate
— it requires that a prematurely aborting buyer learns nothing, whereas a buyer who completes
the protocol learns only the intended output. To capture this, we introduce a novel notion of
round-by-round zero-knowledge, analogous to round-by-round soundness in interactive proofs [Hol19].
This guarantees that transcripts from aborted executions are simulatable without access to the
output, while transcripts from non-aborting or complete executions can be simulated only given the
output y. See Theorem 9.1 for formal details.

3 Preliminaries

Notation. The security parameter is denoted by A. We denote uniform sampling of x from a set .S
by x <% S. If x is the output of a Probabilistic Polynomial Time (p.p.t.) algorithm A(-), we denote
this by @ < A(-). If A(-) is a Deterministic Polynomial Time (DPT) algorithm, we instead use the
notation z := A(-). We will denote negligible functions by €, and €(\) denotes a function that is
negligible in the security parameter \. We say that a function f : N — R is negligible in A if for
every k € N, there exists a \g € N such that for every A > \g, we have that |f(\)| < 1/\F.

3.1 Hard Relations
Definition 3.1 (Hard Relation). We say a relation R for statement/witness pairs (Y,y) is hard if:
(i) there exists a p.p.t. algorithm GenR(1}) that generates a statement/witness pair (Y,y) € R,

(ii) the relation R is decidable in poly-time,

(iii) for all p.p.t. adversaries A, there exists a negligible function € such that for all A € N, we
have that Pr [GAR(I’\) = 1] < €(X), where the game G 4R is defined in Figure 5.

We denote Lg as the associated language for R, defined as Lg = {Y | Jy s.t. (Y,y) € R}.

Definition 3.2 (Discrete Logarithm (DL)). For a group G of order p with generator g € G, the
discrete logarithm of an element Y € G is the integer y € Z, such that' Y = g¥.

Definition 3.3 (Hard Relation Rp ). For a group G of order p with generator g € G, the discrete
log language is defined as LpL :={Y | 3y € Z, s.t. Y = g¥}, where the corresponding hard relation
is RoL ={(Y,y) | Y = g¥}. Note that the relation RpL is hard when its corresponding instance of
the DL problem is hard in the group G.

SHere, a “round” refers to a message from the seller followed by a response from the buyer.
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Game G4 r(1%):

(Y,y) < GenR(1%)

y < AY)

if ((Y,y') €R) : return 1

return 0

N

Figure 3: The hard relation game G4 r

We also introduce another notion of a hard relation, called a F-hard relation, with respect to a
family of functions F. It is a slight variation of the original hard relation definition, where it requires
that given a statement Y of the relation, no efficient adversary A can find a value z and a function f
such that z = f(y*), where (Y, y") is a valid instance of the relation. We formalize this in Definition
3.4.

Definition 3.4 (F-Hard Relation). We say that a relation R of statement/witness pairs (Y,y) is
F-hard if:

(i) there exists a p.p.t. algorithm GenR(1}) that generates a statement/witness pair (Y,y) € R,

(ii) for all p.p.t. adversaries A, there exists a negligible function € such that for all A\ € N, we
have that Pr [GZL"RJ(P‘) = 1} < €(), where the game G/ g 7 is defined in Figure /.

Game G:47R7f(1/\):
1: (Y,y) < GenR(1%)
2: (f,2) « A(Y)

30 i (feF)A(z € {fy) | 3y st (V.y") €RY) :
return 1

4: return 0

Figure 4: The F-hard relation game GC‘LR, F

3.2 Public Key Encryption

We will be using various public key encryption (PKE) schemes throughout the paper, so we formalize
the definition of PKE in this section, as well as the necessary security properties.

Definition 3.5 (Public Key Encryption Scheme). A public key encryption scheme PKE = (KGen,
Enc, Dec) is a tuple of three algorithms KGen, Enc, Dec, defined as follows:

(i) (pk,sk) < KGen(1*): The key generation algorithm KGen takes as input the security parameter,
and outputs a key pair (pk,sk), where pk is called the public key, and sk is called the secret key.

(ii) ct < Enc(pk,m): The encryption algorithm takes as input a public key pk and a message m,
and outputs a ciphertext ct, which is an encryption of m under the public key pk.
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(iii) m < Dec(sk,ct): The decryption algorithm takes as input a secret key sk and a ciphertext ct,
and outputs the plaintext m.

Definition 3.6 (Correctness for PKE). A public key encryption scheme satisfies correctness if for
all X € N, all (pk,sk) «+ KGen(1%), and any message m.:

Pr[Dec(sk, Enc(pk,m)) =m] =1 .
We introduce an important security property, which is called semantic security.

Definition 3.7 (Semantic Security for PKE). A public key encryption scheme is semantically secure
if for all p.p.t. adversaries A, there exists a negligible function € such that for all A € N, we have:

AdvKE = | Pr[A outs 1, in Go] — Pr[A outs 1, in G1]| < €e(N) ,

where games Go and Gy are defined as in Figure 5.

Game Gp(17)

(pk, sk) <5 KGen(1%)
mo, My < A(pk)

cty + PKE.Enc(pk, my)
b~ A(Ctb)

return ¥’ =1

Tt W N =

Figure 5: Semantic Security Game Gy

3.2.1 ElGamal Encryption Scheme

An encryption scheme that will be useful to us later is the ElGamal encryption scheme. We provide
the details of the exponential version of this encryption scheme in Definition 3.8.

Definition 3.8 (Exponential ElGamal Encryption). Let G be a cyclic group with prime order p
where the DL problem is hard, and let g be a generator of G. Then we denote the multiplicative
ElGamal Encryption Scheme by ElGamal := (KGen, Enc, Dec), and is defined in Figure 6.

KGen(1*): Enc(pk,m € Zj): Dec(sk, ct):
1: sk<s$Z, 1: B<4s$Z, 1: Parse ct as (cty, ctz)
2: pk:=g% 2: cty:=g° 2: ct’ :=cty- (cty) "k
3: return (pk,sk) 3: cty:=g™ pk? 3: m:=dlog,(ct’)

4: return ct = (cty, cto) 4: return m

Figure 6: Exponential ElGamal Encryption Algorithm Definitions

Theorem 3.9 (ElGamal Semantic Security). The ElGamal PKE scheme is semantically secure.

It will be useful later to encrypt messages m € Z, bitwise using ElGamal. That is, we decompose
m into its bit representation, and encrypt each bit separately using exponential ElGamal. We will
call this bitwise ElGamal encryption.
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Game Gp(17)

ck < Gen(1*)

1
2 mo, M1 < A(Ck)

3: (c¢,d) « C.Com(ck, mp)
4: Y+ Ale,d)

5

return b’ =1

Figure 7: Semantic Security Game G} for Commitment Schemes

3.3 Commitment Schemes

We will be using various commitment schemes throughout the paper, so we formalize the definition
of commitments in this section, as well as the necessary security properties.

Definition 3.10 (Commitment Scheme). A commitment scheme C = (Gen, Com, Open) is tuple of
three algorithms Gen, Com, Open, defined as follows:

(i) ck < Gen(1"): The commitment key generation algorithm Gen takes as input the security
parameter, and outputs the commitment key ck.

(ii) (c,d) < Com(ck,m): The commit algorithm takes as input the commitment key ck and a
message m, and outputs a commitment ¢ and an decommitment string d.

(iii) b < Open(c,d,m): The opening algorithm takes as input a commitment ¢, a decommitment
string d, and a message m, and outputs a bit b.

We introduce two important security properties, which are called hiding and binding.

Definition 3.11 (Hiding). A commitment scheme is statistically hiding if for all p.p.t. adversaries
A, there exists a negligible function € such that for all A € N, we have:

Adv§ = | Pr[A outs 1, in Go] — Pr[A outs 1, in Gi]| < e()) ,

where games Gy and G1 are defined as in Figure 7. We say that the commitment scheme is perfectly
hiding if the probability above is equal to 0.

Definition 3.12 (Binding). A commitment scheme is statistically binding if for all p.p.t. adversaries
A, there exists a negligible function € such that for all A € N, we have that:

Pr[my # mg A Open(c,dy,m1) =1 A Open(c,da,ma) = 1: (my1,ma,c,dy,dg) + Al < e(A) .

We say that the commitment scheme is perfectly binding if the probability above is equal to 0.

3.3.1 BGN Commitment Scheme

The BGN encryption scheme was first introduced by Boneh, Goh, and Nissim [BGNO05]. In this paper,
it will be more beneficial for us to consider them as commitments instead for a few reasons. The
first is that we will not utilize the decryption algorithm in our protocols. The second is that we will
want to utilize the property of binding, so it is simpler view the BGN encryptions as commitments
instead. Therefore, we define it here as a commitment scheme.
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Definition 3.13 (Bilinear Map). For two multiplicative cyclic groups G, T of order n, we say that
e:GxG—T is a bilinear map if

1. For all u,v € G and a,b € Z, we have that e(u®,v*) = e(u,v)®.

2. If g € G is a generator for G, then e(g,g) € T is a generator for T.
We say that a group G is a bilinear group if there exists a group T and a bilinear map e : Gx G — T.

Definition 3.14 (Bilinear Group Generator). A bilinear group generator G takes as input the
security parameter 1, and outputs a tuple (q1,q2,G, T, e), where G and T are both groups of order
n=qqs, ande: G x G — T is a bilinear map. The generation algorithm is as follows:

1. Sample two A-bit primes q1, g2 uniformly at random, let n = q1qo.
2. Sample a bilinear group G of order n, where e : G x G — T is the bilinear map.
3. return (q1,¢2,G, T, e)

There are various ways to construct a bilinear group of order n, but the authors of BGN provide
a particular construction [BGNO05]. It is as follows:

1. Find the smallest £ € Z* such that p = ¢-n — 1 is prime, and p mod 3 = 2.

2. Consider the super-singular elliptic curve y? = 2% + 1 defined over F,. Then there exists an
order n subgroup G of the points on the curve.

3. Let T be the order n subgroup of IF;Q. Then we have that the modified Weil pairing on the
curve yields the desired bilinear map e: G x G — T.

Definition 3.15 (Subgroup Decision Problem). Suppose that we have a bilinear group generator G,
and we are given a tuple (q1,q2, G, T,e) <$ Q(IA). The subgroup decision problem is as follows:given
an element x € G, the goal is to determine if x is an element of a subgroup of G or not, without
knowing the factorization of the order of the group |G| = n.

Definition 3.16 (Hardness of Subgroup Decision Problem). Suppose that we have a bilinear group
generator G, and we are given a tuple (q1,q2,G,T,e) «$ G(1"). For any adversary A, we define its
advantage SDP-Adv 4(17) in solving the subgroup decision problem as:

q1, 42, Ga Ta 6) 3 g(l)\)7:|

Ay —q:
SDP-Adv.4(17) _‘ br [A(H,G,T,e,x) = n=qq, <G

— Pr[.A(n G,T,e,z®)=1: (q1,92,G, T, e) <s g(l)‘),]

n=gqiq, v+3$G

We say that the Subgroup Decision Problem is hard for a bilinear group generator G if for
all adversaries A, there exists a negligible function € such that for all A € N, its advantage

SDP-Adv 4(11) < e(N).

The BGN encryption scheme was propsed by Boneh, Goh, and Nissim [BGNO05]. It uses bilinear
groups to enable degree 2 homomorphism. Its security is guaranteed by the hardness of the subgroup
decision problem. As mentioned before, we will instead use BGN commitments. Throughout the
paper, we will denote this commitment scheme by BGN, and it is defined by three main algorithms
Gen, Com, Open, defined as in Figure 8.

Note that later in implementation, we will need an additional algorithm Com*, which we describe
in Figure 9. This algorithm enables generation of ciphertexts that exist in the target group.

16



Gen(17): Com(ck, m): Open(ck, ct,d, m):

1: (q1,42,G,T,e) +sG(1%) 1: Parse ck as 1: Parse ck as

2: n=qiq (n,G,T,e,g,h,i) (n,G,T,e,g,h,i)
3: sample generators g,u <3G 2: 1T 87Zy 2: Parsedasr

4: h=u? 3: ca=¢g"h" G 3: return ct = ¢g"h"
5: 1=ce(h,h) 4: d=r

6: ck=(n,G,T,e,g,h,i) 5: return (ct,d)

7: return ck

Figure 8: BGN Commitment Scheme Algorithm Descriptions

Com™(ck, m):

1: Parse ck as (n,G,T,e,g,h,1)
2: 14872y

3: c¢a=g"h"eG
4: ct*=e(g,ct) €T
5

6

d=r

return (ct*, d)

Figure 9: Extra Algorithm Com*

Theorem 3.17 (BGN Commitment Hiding). If the subgroup decision problem is hard for the
bilinear group generator G used in BGN.Gen, then the BGN commitment scheme is computationally
hiding.

Proof. The proof immediately follows from the semantic security proof of the BGN encryption
scheme (see BGN paper [BGNO05]). O

Theorem 3.18 (BGN Commitment Binding). If the discrete log problem is hard for the base group
G sampled from the bilinear group generator G used in BGN.Gen, then the BGN commitment scheme
18 computationally binding.

Idea. The prover can’t change the powers in the commitment since they don’t know the discrete log
of g with respect to h. O

Given that we will want to perform homomorphic evaluations of degree 2 functions f on BGN
commitments, we need to examine the homomorphic properties of the BGN commitment scheme.

Homomorphic Properties. There are two operations that we can perform on BGN commitments:
Add, and Multiply. To add the values committed in two commitments cty, cta, do BGN.Add(cty, cte) =
cty-cty € G. To multiply the values committed in two commitments cts, cty, BGN.Multiply(cts, cty) =
6(Ct3, Ct4) eT.

Now we will describe the general process for a homomorphic evaluation. Suppose we have
a function f : Z' — Z, and for some w = (wy,wo,...,w;) € Z*, we have corresponding BGN
commitments (cty,cto,...,cty). To homomorphically compute f(w), we can perform Add and
Multiply operations on the ¢ ciphertexts encrypting values (w1, wa, ..., wy) as follows:

17



1. Perform all additions in the base group.
2. Perform multiplications (generating ciphertexts in the target group)
3. Map all elements into the target group, and then add all components to obain the final result.

Remark 3.19. Note that in the original BGN construction term, during Add and Multiply, blinding
terms are multiplied to generate fresh encryptions after the homomorphic operation is done. However,
mn our case, we want the homomorphic operations to be deterministic, as the seller needs to know
what randomness the buyer will have after performing the homomorphic operations. This is essential
for the success of the proof of equality that is used in our BGN-FAS implementation, as we will see
later. Further, removing this blinding term will not affect security in our application.

3.4 Digital Signatures

Definition 3.20 (Digital Signature). A digital signature scheme is defined as DS = (KGen, Sign, Vrfy),
where the three algorithms KGen, Sign, and Vrfy are defined as follows:

(i) (sk,vk) < KGen(1*): The key generation algorithm KGen takes as input the security parameter,
and outputs a signing key and verification key pair (sk,vk).

(ii) o < Sign(sk,m): The signing algorithm Sign takes as input the signing key sk and a message
m, and outputs a signature o.

(i1i) b € {0,1} := Vrfy(vk,m,o): The verification algorithm Vrfy takes as input the verification
key vk, a message m, and a signature o, and outputs a bit b, which is 1 if o is valid, and 0
otherwise.

In order for a digital signature scheme to be secure, it must satisfy two properties: correctness
(Definition 3.21) and strong unforgeability (Definition 3.22).

Definition 3.21 (Correctness). A digital signature scheme DS satisfies correctness if for every
A €N, and message m € {0,1}*, we have that:

(sk,vk) «$ KGen(1*),] _

Pr |Vrfy(vk,m,0) =1 o + Sign(sk,m) -t

Definition 3.22 (Strong Unforgeability). A digital signature scheme DS satisfies strong unforge-
ability if for every p.p.t. adversary A, there exists a negligible function € such that for all A € N:
Pr [strongForgeADs(l)‘) =1] <e(N) ,

where strongForge 4 ps is defined in Figure 10.

3.4.1 Implementation: Schnorr Digital Signature Scheme

One of the most common signature schemes is the Schnorr Signature Scheme. It utilizes the hardness
of the discrete log problem to create a secure signature scheme. We denote the Schnorr Signature
Schme by DS,., and is defined in Definition 3.23.

Definition 3.23 (Schnorr Digital Signature Scheme, DS.). Let G be a cyclic group with prime
order p where the DL problem is hard, and let g be a generator of G. Further, for the desired message
space M, let H : G x M — 7, be a secure hash function. The KGen, Sign, and Vrfy algorithms for
DSsen are defined in Figure 11.
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Experiment strongForge 4 ps(1*) Oracle Os(m)

1: (sk,vk) <5 KGen(1%) 1: o < Sign(sk,m)
2: Q=10 2: Q:=QU{(m,0)}
3: (m*,0%) « A% (vk) 3: return o

4: return ((m*,0") € Q) A Vrfy(vk,m*, %) =1

Figure 10: Strong Unforgeability experiment for Digital Signature Schemes

KGen(1%) Sign(sk,m) Vrfy(vk, m, o)

1: sk<s$Zy, 1: 1487y 1: Parse o as (R,s)
2: vk:= g% R:=g" 2: h:= H(R|m)

3: return (sk,vk) h = H(R||lm) 3: return ¢° 2 R.okh

s:=h-sk+r

return o := (R, s)

gt W N

Figure 11: Definition for Schnorr Digital Signature Scheme DS,

3.5 Adaptor Signatures

Definition 3.24 (Adaptor Signature). An adaptor signature scheme ASps r := (pSign, pVrfy, Adapt,
Ext) is defined with respect to a digital signature scheme DS (as defined in Definition 3.20) and
a hard relation R. The adaptor signature scheme inherits the algorithms (KGen, Sign, Vrfy) of the
underlying digital signature scheme DS. The four additional algorithms needed for adpator signatures
are defined as:

(i) & < pSign(sk,m,Y): The pre-signature algorithm pSign takes as input the signing key sk, a
message m, and a statement Y of the relation R, and outputs a pre-signature o of m with
respect to Y .

(i) b € {0,1} < pVrfy(vk,m,Y,c): The pre-signature verification algorithm pVrfy takes as input
the verification key vk, a message m, a statement Y of the relation R, and a pre-signature o,
and outputs a bit b.

(iii) o := Adapt(vk,m,y,c): The adapt algorithm Adapt takes as input the verification key vk, a
message m, a witness y for statement Y, and a pre-signature o, and uses y to adapt o into a
valid signature o. It then outputs the signature o.

(iv) y = Ext(vk,Y,c,0): The extract algorithm Ext takes as input the verification key vk, a
statement Y, a pre-signature o, and a signature o, and uses Y to extract witness y such that
(Y,y) € R. It then outputs the extracted witness y.

In order for an adaptor signature scheme to be secure, it must satisfy four properties: correctness
(Definition 3.25), pre-signature adaptability (Definition 3.26), unforgeability (Definition 3.27), and
witness extractability (Definition 3.28).

Definition 3.25 (Correctness). An adaptor signature scheme ASps r satisfies correctness if for
every A € N, m € {0,1}*, and (Y,y) € R:
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(sk,vk) <s KGen(1*)
o < pSign(sk,m,Y")
o := Adapt(vk,m,y, o)
y' = Ext(vk,Y,7,0)
Definition 3.26 (Pre-Signature Adaptability). An adaptor signature scheme ASpsgr satisfies

pre-signature adaptability if for every A € N, m € {0,1}*, and (Y,y) € R:
(sk,vk) <s KGen(1%),
Pr [ Vrfy(vk,m,0) =1 : pVrfy(vk,m,Y,0) =1, =1.
o = Adapt(vk,m,y, )

pVrfy(vk,m,Y,c) =1
Pr| A Vrfy(vk,m,0) =1 :
A (YY) eR

=1.

Definition 3.27 (Unforgeability). An adaptor signature scheme ASps r satisfies unforgeability if
for every p.p.t. adversary A, there exists a negligible function e such that for all A € N:

PrlaUnforge 4y as. (1) = 1| <€(N) ,

where aUnforge 4 a5 . @5 defined in Figure 12.

Experiment aUnforgeAAsDS,R(l/\) Oracle Os(m)
(sk, vk) < KGen(1%) 1: o < Sign(sk,m)
2: Q:=10 2: Q:=QU{m}
31 (m*,Y") « A9 (vk) 3: return o
4: o < pSign(sk,m*,Y™) Oracle Ops(m,Y)
5: 0« A9Or(vk,T) 1: o < pSign(sk,m,Y)
6: return (m* &€ Q) A Vrfy(vk,m*, %) =1 2: Q:=QuU{m}
3: return o

Figure 12: Unforgeability experiment for Adaptor Signature Schemes

Definition 3.28 (Witness Extractability). An adaptor signature scheme AS satisfies witness
extractability if for every p.p.t. adversary A, there exists a negligible function € such that for all
AeN:

Pr[witExt 4 asps g (1) = 1] < €(N) ,

where WitExt 4 asys ¢ 1 defined in Figure 13.

3.5.1 Implementation: Schnorr Adaptor Signature Scheme

One of the most common forms of Adaptor Signatures is the Schnorr Adaptor Signature. As with
the Schnorr Signature scheme, the Schnorr Adaptor Signature Scheme utilizes the hardness of the
discrete log problem to create a secure signature scheme. We denote the Schnorr Adaptor Signature
Scheme by AS,.,, and is defined in Definition 3.29.

Definition 3.29 (Schnorr Adaptor Signature Scheme (ASg.)). The Schnorr Adaptor Signature
Scheme, denoted ASgep, is defined with respect to the Schnorr Digital Signature Scheme DSgep (as
in Definition 3.23) and the hard relation RpL (as defined in Definition 3.3). As before, G is a
cyclic group with prime order p where the DL problem is hard, and g is a generator of G. The hash
function H is defined as before. The pSign, pVrfy, Adapt and Ext algorithms for AS.p, are defined in
Figure 14.
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Experiment witExt 4 asps o (1%) Oracle Og(m)

1: (sk,vk) <5 KGen(1%) 1: o < Sign(sk,m)

2: Q:=10 2: Q:=QU{m}

3. (m*,Y") « A9 O (vk) 3: return o

4: 0 < pSign(sk,m*,Y™) Oracle Ops(m,Y')

5: 0%« A9O(vk,5) 1: o « pSign(sk,m,Y)
6: y :=Ext(vk,Y* 5,0%) 2: Q:=QuU{m}

7: return (m* & Q) A Vrfy(vk,m*,0*) =11 (Y*,¢/) €R 3: return o

Figure 13: Witness Extractability experiment for Adaptor Signature Schemes

pSign(sk,m,Y) pVrfy(vk, m,Y, ) Adapt(vk, m,y, o)
1: 7 48Zy 1: Parse o as (Rsign, 5) 1: Parse o as (Rsign,S)
Rpre :=g" 2: 1= H(Rgign||lm) 2: s=5+y

2

3: Rsign :=Rpre Y 3: Rpre = Rign - y-1 3: return o := (Rgign, S)
4: h:= H(Rsign|Im) 40 return F = Rype - vk Ext(vk,Y,o,0)
5
6

S:=h-sk+r 1: Parse o as (Rgign, )
return o := (Rsignag) 2: Parse o as (Rsign, 8)

3: returny=s—35

Figure 14: Definition for Schnorr Adaptor Signature Scheme AS,.,

3.6 Non-Interactive Zero Knowledge (NIZK) Arguments

Definition 3.30 (Non-Interactive Zero Knowledge (NIZK) Argument). A NIZK argument for a
language Lgr, where R is a relation between statement/witness pairs, in the common reference string
(CRS) model is defined by the three algorithms:

(i) crs < Setup(1*): The setup algorithm takes the security parameter \ as input, and outputs
a common reference string crs which is then released publicly. The crs will be used to prove
statements non-interactively.

(ii) 7 < Prove(crs,stmt, wit): The Prove algorithm takes as input the common reference string crs,
a statement stmt, and a witness wit, and outputs a corresponding argument .

(i) b € {0,1} < Verify(crs,stmt, 7): The verification algorithm takes as input the common
reference string crs, a statement stmt, and an argument 7, and outputs a bit b indicating the
validity of the argument.

In order for a NIZK argument system to be secure, it must satisfy three properties: completeness
(Definition 3.51), adaptive soundness (Definition 3.32), and zero-knowledge (Definition 3.33).

Definition 3.31 (Completeness). A NIZK argument for a language Lr satisfies completeness
if for all statement/witness pairs (stmt,wit) € R, we have that if crs < Setup(1}) and m <
Prove(crs, stmt, wit), then:

Pr[Verify(crs,stmt,7) = 1] =1 .
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Definition 3.32 (Adaptive Soundness). A NIZK argument for a language Lg satisfies adaptive
soundness if for all p.p.t. provers P, there exists a negligible function € such that for all A € N, we
have that if crs < Setup(1}) and (stmt, 7) < P(crs), then:

Pr[stmt ¢ Lgr A Verify(crs,stmt, 7) = 1] < €(A) .

Definition 3.33 (Zero Knowledge). A NIZK argument for a language Lr satisfies zero knowledge if
there exists a p.p.t. simulator Sim = (Setup™, Prove™) and there exists a negligible function € such that
for all p.p.t. distinguishers D, A € N, and statement/witness pairs (stmt,wit) € R, we have that if
crs < Setup(1), 7 < Prove(crs, stmt, wit), (crs*,td) < Setup*(1*), and 7* < Prove*(crs*, stmt, td),
then:

Pr[D(crs, ) = 1] — Pr[D(crs*, %) = 1]| < €()N)
where td is a trapdoor that the simulator Sim uses to generate the argument 7™ for the statement
stmt without knowing the corresponding witness wit.

Note that NIZK arguments are known from several assumptions [FLS90, CHK03, GOS,PS19,
CCH™19]. Later in the paper (Section 6), for the zero knowledge proof of equality, we will need
to prove in zero knowledge that a given ElGamal encryption ct encrypts a bit b € {0,1}. Boneh
and Shoup provide a zero knowledge protocol for this (Example 20.3 [BS17]), and it relies on the
Chaum-Pedersen protocol that proves a given triple is a Diffie-Hellman triple. For completeness,

we include the Chaum-Pedersen protocol here (considering the version in Boneh-Shoup Section
19.5.2 [BS17]).

Definition 3.34 (Chaum-Pedersen Protocol). Let G be a cyclic group of prime order p with some
generator g € G. For some o, 8, € Zy, we say that (9%, g%, 9") is a DH-triple if v = of. Similarly,
we can then say a triple (u,v,w) € G* is a DH-triple if and only if there exists a 3 € Ly, such that
v=gP, and w=uP. The relation for the Chaum-Pedersen Protocol is then:

Rep = {(B, (u,v,w)) € Zp x G3 |v =g’ Aw =P} .
The three rounds of the sigma protocol MNe, are as follows:
1. The prover samples Bt <8 Zy, and sets vy < ¢ and w; — uPt, sending (v, wy) to the verifier.
2. The verifier samples a challenge ¢ <$ C, and sends c to the prover.
3. The prover calculates 5, = By + B - ¢, and sends (5, to the verifier.
The verifier then does two checks to verify that (u,v,w) is a DH-triple:
(1) g% =wv; -0°
(2) v =y - u®

Boneh and Shoup also provide a proof for the special soundness of the ¢, protocol. The idea is
that they can construct an extractor so that when given two accepting conversations ((v¢, wy), ¢, ;)
and ((vg, wy), d, B.) where ¢ # ¢/, a witness 3 can be extracted, where:

p=AB/Ac, AB=p,—f.,and Ac=c— .

For completeness, we include a sketch of the protocol to prove that an ElGamal encryption ct
encrypts a bit. As stated before, it utilizes the Chaum-Pedersen protocol.
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Definition 3.35 (Encrypted ElGamal Bits Relation). Let G be a cyclic group of prime order p
with some generator g € G. Suppose we have a bit ElGamal encryption (v,e) = (¢°, g®u”). We can
show that (v,e) is a valid ElGamal encryption of a bit by proving the following relation:

Ress = { (06 w0.0) |52, 2507

The protocol for the above relation relies on the observation that either (u,v,e) or (u,v,e/qg)
is a DH-triple. So we can simply apply the Chaum-Pedersen protcol to both tuples (u,v,e) and
(u,v,e/g), and show that one of them is a valid DH-triple. This approach is enabled by the OR~proof
construction found in Boneh-Shoup (Section 19.7.2 [BS17]). Throughout the paper, we will denote
this sigma protocol as [Negp.

3.7 Homomorphic Encryption

Definition 3.36 (Homomorphic Property of Encryption Schemes). An encryption scheme is said
to be homomorphic with respect to some operation * if for every message mi, ma:

Enc(my) * Enc(msa) = Enc(my * ma) .

Definition 3.37 (Homomorphic Encryption Scheme). A Homomorphic Encryption Scheme is
denoted HE := (KGen, Enc, Dec, Eval), where the algorithms are defined as follows (note that here we
assume the method uses asymmetric keys):

(i) (pk,sk) <s KGen(1*): The key generation algorithm KGen(1%) takes as input the security
parameter, and outputs a public/secret key pair (pk,sk).

(ii) ct < Enc(pk,m): The encryption algorithm Enc takes as input the public key pk, and a
message m, and outputs the encryption ct of m under the key pk.

(i1i) m' < Dec(sk,ct): The decryption algorithm Dec takes as input the secret key sk, and a
ciphertext ct, and outputs the plaintext m’ from the decryption of ct.

(iv) ot Eval(pk, ct, f): The evaluation algorithm Eval takes as input the public key pk, a ciphertext
ct, and a function f, and outputs the result of ct = f(ct). Note that the function f should
preserve the structure of the encryption, and ct can be decrypted so that the value f(m) is
extracted, where m is the corresponding plaintext to ct.

Remark. Different HE schemes have different levels of homomorphism, and it is important to
identify the differences between them. We further classify HE schemes into three main groups, as
defined in Definition 3.38. Note that for each classification, the encryption schemes still have the
same structure as detailed in Definition 3.37, but the way that the Eval algorithm is implemented
depends on which classification the scheme falls into.

Definition 3.38 (Classification of Homomorphic Encryption Schemes). We classify homomorphic
encryption schemes into three main groups:

(i) Partially Homomorphic Encryption (PHE): An encryption scheme that is homomorphic with
respect to one operation, and can perform the operation an unlimited number of times.

(i) Somewhat Homomorphic Encryption (SWHE): An encryption scheme that is homomorphic
with respect to more than one operation, but can only perform the operations a limited number
of times.
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(iii) Fully Homomorphic Encryption (FHE): An encryption scheme that is homomorphic with
respect to an unlimited number of operations, and can perform the operations an unlimited
number of times.

An example of SWHE would be the BGN encryption scheme [BGNO5]. It is homomorphic with
respect to addition and multiplication, but can only do one multiplication.

4 Definition of Functional Adaptor Signatures (FAS)

In this section, we formalize FAS’s syntax and security properties. FAS builds upon the cryptographic
primitives of digital signatures and adaptor signatures, which we define in Section 3.4 and Section 3.5,
respectively.

Definition 4.1 (FAS [VST24a]). A FAS scheme FAS is defined w.r.t. a signature scheme DS | a

hard relation R, and a family of functions F, and consists of algorithms Setup, AdGen, AdVerify,

FPreSign, FPreVerify, Adapt, FExt defined below:

e pp Setup(lA): on input the security parameter 1*, Setup outputs the public parameters pp.

e (ad,st) < AdGen(pp,Y,y): on inputs public parameters pp, a statement Y for the language LR,
and a witness y, AdGen outputs a public advertisement ad and a secret state st.

e b« AdVerify(pp,ad,Y): on inputs public parameters pp, an advertisement ad, and a statement
Y for the language Lgr, AdVerify outputs a bit b € {0,1} checking validity of ad.

e (01,09) < FPreSign, defined as FPreSign = (FPreSign,, FPreSign,) models a two-round protocol
where the seller runs FPreSign,, and the buyer runs FPreSign,. We denote o := (71, 02), and call
o a functional pre-signature. Formally, these algoriths are defined as follows:

e 01 < FPreSign,(pp,ad,st,Y,y, f): on input public parameters pp, an advertisement ad, a
secret state st, a statement/witness pair (Y,y) for the language Lg, and a function f from
family F, FPreSign, outputs 0.

e 0y < FPreSign,y(pp,ad,sk,m,Y, f,01): on input public parameters pp, an advertisement ad,

a signing key sk, a message m, a statement Y for the language LR, a function f from family
F, and o1, FPreSign, outputs o3.

e (b1,b2) < FPreVerify, is defined as FPreVerify = (FPreVerify,, FPreVerify,), where the buyer runs
FPreVerify,, and the seller runs FPreVerify,. Formally, these algorithms are defined as follows:

e by < FPreVerify,(pp,ad,Y, f,01): on input public parameters pp, an advertisement ad, a
statement Y for the language Lg, a function f from family F, and o1, FPreVerify; outputs a
bit by € {0,1} checking o1’s validity.

o by < FPreVerifyy(pp,ad,vk,m,Y, f, o := (d1,02)): on input public parameters pp, an ad-
vertisement ad, a verification key vk, a message m, a statement Y for the language LR, a
function f from family F, and a functional pre-signature ¢ := (01,02), FPreVerifyy outputs
a bit by € {0,1} checking &2 ’s validity

e 0 := Adapt(ad,st,vk,m,Y,y, f,0 := (01,02)): on inputs an advertisement ad, a secret state st, a
verification key vk, a message m, a statement/witness pair (Y,y) for the language Lr, a function
f from family F, and a functional pre-signature o, Adapt outputs a signature o.

e 2 := FExt(ad,vk,Y, f,0 := (61,02),0): on inputs an advertisement ad, a verification key vk, a
statement Y for the language LR, a function f from family F, a functional pre-signature o, and
a signature o, FExt outputs a value z.
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4.1 Security Properties of FAS

We now provide formal definitions for the security properties of FAS, inspired by the security
definitions from [VST24a]. First, we introduce correctness (Definition 4.2), which ensures that in an
honest execution of FAS, FExt must return z = f(y).

Definition 4.2 (Correctness). A functional adaptor signature scheme FAS satisfies correctness if
for every XA € N, every message m € {0,1}*, every statement/witness pair (Y,y) € R, and every
function f € F, we have that:

AdVerify(pp,ad,Y) =1
A FPreVerify,(pp,ad,Y, f,01) =1
A FPreVerifyy(pp,ad,vk,m,Y, f,5) =1
AVrfy(vk,m,o) = 1A z = f(y)

Pr =1,

where pp + Setup(1), (ad,st) «+— AdGen(pp,Y,y), (sk,vk) + KGen(1*), &, < FPreSign,(pp, ad, st,
Y.y, f), o2 < FPreSigny(pp,ad,sk,m,Y, f,01), o := Adapt(ad,st,vk,m,Y,y, f, 0 := (01,02)), and
z := FExt(ad,vk,Y, f,0 := (01,02),0).

The remaining security properties of FAS are grouped into two categories: those against a corupt
seller, and those against a corrupt buyer.

4.1.1 Security Against Corrupt Sellers

For corrupt sellers, FAS must satisfy the properties of: advertisement soundness, advertisement
binding, pre-signature validity, unforgeability, and witness extractability.

Advertisement Soundness. This property requires that given public parameters pp, it should be
infeasible for a p.p.t. malicious seller to produce a statement Y € Lr and an advertisement ad such
that ad is accepted by AdVerify. The formal description is provided in Definition 4.3.

Definition 4.3 (Advertisement Soundness). A functional adaptor signature scheme FAS satisfies
advertisement soundness if there exists a megligible function € such that for every p.p.t. malicious
seller A, for all A € N, for all NP languages Lg, if pp + Setup(1*), and (Y,ad) « A(pp), then we
have that:

Pr[(Y & Lr) A (AdVerify(pp,ad,Y) = 1)] < €(N) .

Advertisement Binding. This property ensures that if a p.p.t. adversary produces a statement
Y € Lgr and a corresponding advertisment ad such that (ad,Y’) passes AdVerify, then ad is bound to
a specific witness y. The formal description is provided in Definition 4.4.

Definition 4.4 (Advertisement Binding). A functional adaptor signature scheme FAS satisfies
advertisement binding if there exists a negligible function € such that for every p.p.t. malicious seller
A, for all X € N, if pp < Setup(1*), (Y, ad) < A*(pp), such that AdVerify(pp,ad,Y) = 1, then both
the following hold:

Ay, r), (y,r") s.t.

y#y A B(y,7r) s.t.
S <
Prl adGen(pp, Y,y37) = (ad, ) A| =N FT | adGen(pp, Y,y 7) = (ad, )| =)
AdGen(pp, Y, y/;1') = (ad, ")

Informally, both above equations ensure that every (Y, ad) (even maliciously chosen) has exactly one
tuple (y,r) that results in ad via AdGen. Such a tuple can be computed (possibly inefficiently) by
brute-force search algorithm which we refer to as the extractor £.
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Experiment fUnforge 4 pas(1%) Oracle Og(m)

1: Q:=0,pp < Setup(1*) 1: o« Sign(sk,m)

2:  (sk,vk) < AS.KGen(1*) 2: Q:=QU{m}

3: (Y*,y%) < GenR(1Y) 3: return o

40 (ad*,m*, f7,57)  ACO6s (pp, vk, V) Oracle Ofps,(ad, m, Y, f, 1)

5: if (AdVerify(pp,ad™,Y*) =0V (f* & F) 1: if (FPreVerify,(pp,ad,Y, f,o1) =0) :
V FPreVerify, (pp,ad*, Y™, f*,57) = 0) : return L

return | 2: 09 < FPreSign,(pp,ad,sk,m,Y, f,o1)

6: o5 < FPreSign,(pp,ad®, sk,m*, Y* f*.57) 3° Q=QU{m}
7. oF « A99%s (53) 4: return op

8: return (m* & Q) A Vrfy(vk,m*,0%) =1

Figure 15: Unforgeability experiment for Functional Adaptor Signature Schemes

Pre-Signature Validity. This property ensures that given a partial pre-signature o1 such that it
passes FPreVerify,, one can always use o1 to produce oy via FPreSign, such that it passes FPreVerify,.
The formal description is provided in Definition 4.5.

Definition 4.5 (Pre-Signature Validity). A functional adaptor signature scheme FAS satisfies
pre-signature validity if for every X € N, any pp < Setup(1), any statement /witness pair (Y,y) € R,
any message m € {0,1}*, any family of functions F, every function f € F, any ad such that
AdVerify(pp,ad,Y) = 1, any o1 such that FPreVerify,(pp,ad,Y, f,01) = 1, and any (sk,vk) <«
AS.KGen(1%), we have that:

Pr[FPreVerify,(pp,ad,vk,m, Y, f, 0 := (61,02)) = 1] =1,
where oo < FPreSigny(pp, ad, sk,m, Y, f,71).

Unforgeability. This property ensures that adversary who doesn’t know the witness cannot forge
honest buyers’ signatures, even after seeing multiple valid pre-signatures. The formal description is
provided in Definition 4.6.

Definition 4.6 (Unforgeability). A functional adaptor signature scheme FAS satisfies unforgeability
if for every stateful p.p.t. adversary A, there exists a negligible function € such that for all A € N:

Pr fUnforgeA,FAS(lA) =1 <e(N),

where fUnforge 4 pas is defined in Figure 15.

Witness Extractability. This property ensures that the adversary cannot publish a buyer’s
signature such that when the buyer tries to extract using FExt, it gets 2’ # f(y). The formal
description is provided in Definiton 4.7.

Definition 4.7 (Witness Extractability). A functional adaptor signature scheme FAS satisfies
witness extractability if for every p.p.t. adversary A, there exists a negligible function e such that

for all A € N:
Pr|fWitExt 4 pas(1%) = 1| < e()) ,

where fWitExt 4 Fas s defined in Figure 16.
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Experiment fWitExt 4 pas(1*) Oracle Og(m)

1: Q:=0,pp « Setup(1*) 1: o « Sign(sk,m)
2: (sk,vk) < AS.KGen(1*) 2: Q:=QU{m}
3: (ad*,m*, Y™, f*,57) < A9 Ot (pp, vk) 3: return o
1: if (AdVerify(pp,ad®,Y*) = 0V (f* & F) Oracle Oyps, (ad, m, Y, f,01)
V FPreVerify, (pp,ad”, Y™, f*,57) = 0) : 1: if (FPreVerify, (pp,ad,Y, f,01) = 0) :
return L return L

5: 04 < FPreSigny(pp,ad™,sk,m*, Y™, f*,57) 2: 02 < FPreSign,(pp,ad,sk,m, Y, f,01)
o ACOrves (55) Q:=QU{m}

2= FExt(ad®, vk, Y*, f*,(5%,53),0%) 4: return oy

return (m* € Q) A Vrfy(vk,m*,0%) =1

ANz {f*(y) | 3y st (Y",y) €R})

w

o N O

Figure 16: Witness Extractability experiment for Functional Adaptor Signature Schemes

4.1.2 Security Against Corrupt Buyers

For corrupt buyers, FAS must satisfy the properties of: pre-signature adaptability, zero-knowledge
(non-abort), and zero-knowledge (abort).

Pre-Signature Adaptability. This property ensures that if the adversary outputs a valid
functional pre-signature, then adapting it using a valid witness y should result in a valid signature
under the buyer’s key. The formal description is provided in Definition 4.8.

Definition 4.8 (Pre-Signature Adaptability). A functional adaptor signature scheme FAS satisfies
pre-signature adaptability if for every A € N, any pp < Setup(l)‘), any statement/witness pair
(Y,y) € R, any (ad, st) « AdGen(pp,ad,Y), any message m € {0,1}*, any family of functions F,
any function f € F, any &1 < FPreSign,(pp,ad,Y, f, 1), any key pair (sk,vk) < AS.KGen(1%), and
any pre-signature oo with FPreVerifyy(pp,ad,vk,m,Y, f,0 := (01,02)) = 1, we have that:

Pr[Vrfy(vk, m, Adapt(ad, st,vk,m,Y,y, f,0))] =1 .

Zero-Knowledge. Next, we define zero-knowledge of FAS. This property is defined with respect
to a malicious buyer and is defined using a simulator that simulates view for the buyer using only
the information about the witness y that the malicious buyer gets to learn anyway. We consider
two cases here: (i) malicious buyer does not abort. In this case, the buyer must learn only f(y)
about y and the simulator will have access to this information only. (ii) the malicious buyer aborts
the protocol before providing o3 to the honest seller. In this case, the buyer must learn nothing
about y and the simulator will also have no information about y. We provide the formal description
for the non-abort case in Definition 4.9, and the abort case in Definition 4.10.

Definition 4.9 (Zero Knowledge (non-abort)). A FAS scheme satisfies zero knowledge (non-abort) if
there exists a negligible function € such that for every stateful p.p.t. malicious buyer A, for all A € N,
for all (Y,y) € R, there exists a stateful p.p.t. simulator Sim = (Setup®, AdGen*, FPreSign], Adapt™)
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Experiment fZKReaIAvas(l)‘, Y,y) Experiment fZKIdealﬂ?ﬁAs(lA, Y, y)

1: pp « Setup(1t) 1: pp < Setup* (1)

2: (ad,st) + AdGen(pp,Y,y) 2: (ad,st) + AdGen*(pp,Y)

3: (m, f,vk) < A(pp,ad,Y) 3: (m, f,vk) + A(pp,ad,Y)

4 : while A is not done making queries: 4 : while A is not done making queries:

5: o1 < FPreSign,(pp,ad,st,Y,y, f) 5: o1 < FPreSign](pp,ad,st, Y, f(y), f)

6: o2 A1) 6: o9 < Aoy)

7:  if (FPreVerify,(pp,ad,vk,m,Y, f,(c1,02)) =0) : 7: if (FPreVerify,(pp,ad,vk,m,Y, f, (51,02)) =0) :
return L return L

8: o :=Adapt(ad,st,vk,m,Y,y, f, (d1,02)) 8: o :=Adapt*(ad,st,vk,m,Y, f(y), f, (61,02))

9:  (m,f) <+ Alo) 9: (m,f) <+ A(o)

10 : return view of A 10 : return view of A

Figure 17: Zero Knowledge (non-abort) experiments for FAS

such that the following holds for any p.p.t. distinguisher D:

’Pr [D (V) = 1: V4  fZKReal g pas (1), Y, y)]
Py [D (V.4) = 1: V4 < fZKidealSTas(1%, Y, y)]' <e(N) |

where fZKReal 4 Fas and fZKIdeaIi{f’,}AS are defined as in Figure 17 and V 4 is defined as the view of
A in the two games respectively.

Definition 4.10 (Zero Knowledge (abort)). A FAS scheme satisfies zero knowledge (abort) if there
exists a negligible function € such that for every stateful p.p.t. malicious buyer A, for all A € N, for
all (Y,y) € R, there exists a stateful p.p.t. simulator Sim® = (Setup®™?, AdGen*?, FPreSign]®) such
that the following holds for any p.p.t. distinguisher D:

’Pr [D (V4) = 1: V4  fZKReal® 4 as (1), Y, y)]
Py [D (Va) = 1: Vg  fZKIdealSime (1, Y, y)]' <e(N)

where fZKReal’y pas (defined as in Figure 18) is real-world game where the adversary A aborts after

receiving o1 and fZKIdeaIifEAs (defined as in Figure 18) is ideal-world game where the simulator
stmulates the adversary A’s view up to receiving o1, and V 4 is defined as the view of A in the two
games respectively.

Remark 4.11. Crucially, notice that FPreSign] in fZKldeal game (Figure 17) gets f(x) as input,
whereas FPreSigny"® in fZKldeal® game (Figure 18) does not.

5 FAS for General Functions from FHE

In this section, we build a FAS construction for general functions from FHE. Our FAS construction
is defined w.r.t. the Schnorr Signature scheme, any hard relation R with statement/witness pairs
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Experiment fZKReal% pas(1%,Y, ) Experiment fZKIdeaIZ?,iZ;(lA, Y,y)
pp + Setup(1*)

(ad, st) < AdGen(pp,Y,y)
(m, f,vk) < A(pp,ad,Y)

while A is not done making queries:

pp  Setup™?(1%)

(ad, st) « AdGen™?(pp,Y)

(m, f,vk) < A(pp,ad,Y)

while A is not done making queries:
o1 < FPreSign?(pp,ad,st, Y, f)
(m, ) + A@G)

return view of A

o1 < FPreSign, (pp,ad,st, Y, y, f)
(m’ f) < ./4(51)

return view of A

N O Ot W N =

N O Ot s W =

Figure 18: Zero Knowledge (abort) experiments for FAS

(Y,y) where witness y is a vector of integers, and the function family Fejrcuits of unbounded depth
polynomial-size circuits. The construction uses the following building blocks and is detailed
in Figure 20: (a) semantically-secure homomorphic encryption scheme FHE, (b) the Elgamal
public-key encryption scheme EG, (c) two NIZK argument systems NIZK,q and NIZKcq, and (d) the
Schnorr Adaptor signature AS. Refer to the preliminaries (Section 3) for definitions of the various
cryptrographic primitives used as building blocks.

NIZK,q is used in the AdGen algorithm, which is run only once. So, we do not optimize it and
rely on a general-purpose NIZK. In contrast, NIZK¢q is invoked in the FPreSign; algorithm, which
is run by the seller once every functional sale, so it must be efficient. We present an optimized
instantiation, with the remainder of this section organized as follows: Section 5.1 covers the REval
algorithm we augment homomorphic encryption schemes with, Section 5.2 presents the efficient
NIZKeq instantiation, and Section 5.3 details the full construction.

5.1 REval for Homomorphic Encryption Schemes

Homomorphic Encryption (HE). Informally, a homomorphic encryption scheme additionally
supports homomorphism over the ciphertext space. Linear homomorphism requires that for any
two messages mo and mj, we have that Dec(sk, Enc(pk,mg) * Enc(pk,m1)) = mg + m1, where +
is the group operation of the message space and * is the group operator of the ciphertext space.
Full homomorphism generalizes this property to any function f, formalized via a public evaluation
algorithm HEval that satisfies Dec(sk, HEval(pk, Enc(pk,m), f)) = f(m) for all m and f.

Augmenting HE syntax with REval algorithm. We extend the syntax of HE schemes with
(a possibly private) algorithm REval for efficiently recovering the randomness corresponding to a
homomorphically evaluated ciphertext. Suppose ct := Enc(pk,m;r) and cty := HEval(pk,ct, f).
Then, we define r; := REval(pk, sk, ct,m,r, f,cty). Correctness requires Enc(pk, f(m);ry) = cty.
Since REval is not exposed to the adversary, it does not impact the semantic security of HE.
For some schemes in this work (e.g., BGN and LHE), REval can recover r; without sk,cty as
inputs, thus providing a more efficient alternative to compute cty than HEval (i.e., directly as

cty = Enc(pk, f(m);ry)).”

Remark 5.1. While we explicitly include sk as input to REval, in most HE schemes—including
FHE schemes like BGV [BGV11], GSW [GSW13], and TFHE [CGGI20], as well as low-degree
schemes like BGN [BGNO5]—rf can be computed from pk, f, and the input randomness r by

"For soundness, we require that all HE ciphertexts ct, even those computed through HEval, satisfy binding w.r.t.
well-formed pk - that is, ¥V(m,r), (m/, r'), if ct = Enc(pk, m;r) = Enc(pk,m’;7’) then m = m/.
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mamicking HEval. In fact, in our BGN-based instantiation for quadratic functions, the HE public-key
18 generated via a trusted setup, and the seller does not hold sk to compute REval. In contrast, in our
TFHE-FAS, the seller selects pk and retains sk. However, due to complex bootstrapping operations,
REval is as expensive as HEval. To address this, we leverage knowledge of sk to compute ry more
efficiently using techniques like key-switching. See Section 8.1 for details.

5.2 NIZK, Instantiation

Our FAS construction in Figure 20 relies on a NIZK proof system NIZK.q, to prove that two
ciphertexts, ctpye and cteg, encrypt the same message 8. Here, FHE and EG are encryption schemes
with message space Z,,, where p is a constant (e.g., p = 256 in our implementation). Since this proof
is computed once per functional sale, we propose a new cut-and-choose [CD00] based proof that is
optimized for this relation. Unlike other SNARK-based approaches, our focus is on reducing prover
time, rather than minimizing proof size. Since our FHE-based approach aims to minimize seller
computation, we prefer proof systems with faster provers. Our results in Figure 26 justify the choice
of the cut-and-choose approach.

Setup(17): Vf(crs, stmt, 7):
1: Sample hk + H.Gen(1%) 1: Parse stmt = (ctpng, cteg).
2: ret crs:= hk 2: Parse m = ({ctrHE i, CtEG,i fic o)),
Prove(crs, stmt = (cteng, Cteg), wit = (2,7, 7)): I, {si,ri,Ts Yiels {@7ﬁ’ﬁ}i¢1).
1t For all ¢ € [2)]: Sample messages sﬁiny 8+ Compute str = H.Hash(hk, ctrne|ctec||ctrre,
sample random coins r; and 77, - ||_CtFHE’2)‘HCtEG’1H o ||CFEG’2A> € {011
compute ctene.i = FHE.Enc(pkeng, 5i; 1), 4: ret 1iff I ={2-i+ stri] : 4 € [\]} and,
for all ¢ € I:

and compute ctgg,; := EG.Enc(pkgg, $i;77)-

2: Compute str := H.Hash(hk, CtFHEHCtEGHCtFHE,l CtFHE,i = FHE'EnC(kaHE’ 565 Ti)’

H S ‘|CtFH572,\|‘CtEG’1|| Ce HCtEG’Q)\) € {0, 1}/\. .
3: Define set I = {24+ str[i] : i € [A]} of size A. and for all ¢ ¢ I R
4: ret m:= ({CtruEe, Ctec,iticaa]s L, {56, 74, Ti el ctere + ctene; = FHE.Enc(pkene, 5i57),

{5i =2 + 54,7 127"-5‘7“1'77%1:?‘*‘7“7}1‘@1)

cteg,i = EG.Enc(pkgg, $i;5i),

CteG - Cteg,; = EG.EnC(pkEG, 3\“7"7)

Figure 19: Cut-and-choose based NIZKq for proving plaintext equality across HE and ElGamal
ciphertexts.

More formally, NIZK language ngFHE is parameterized by FHE’s public-key pkpyg, and con-
tains statements of the form (ctpng,ctgg) if there exists witness (z,7,7) such that ctpyg =
FHE.Enc(pkgpg, 2;7), cteg = EG.Enc(pkgg, ;7), and pkgg € G.

Suppose H : {0,1}* — {0,1}* is a hash function. Then NIZK¢q is as in Figure 19. We note that
the prover here is extremely fast since it only has to perform 2\ FHE encryptions, 2\ El Gamal
encryptions, 1 hash computation, and 3\ additions. Furthermore, the verifier is extremely fast since
it only has to perform 1 hash computation, 2\ FHE encryptions, 2\ El Gamal encryptions, A FHE
ciphertext additions, A El Gamal ciphertext additions, and 4\ equality checks. This is evidenced
by our implementation numbers, as highlighted in Figure 26.° The formal security proof for the

8We also need standard range proof for proving well-formedness of El Gamal encryption of bits. See Definition 3.35
and its subsequent discussion for more details.
9For reasonable security level, setting A = 40 in NIZKq suffices.
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Setup(1?) :

FPreSign, (pp,ad,st,Y, 7, f) :

FPreSign,(pp, ad,sk,m,Y, f,01) :

10 crs,g < Setup,g(1*) 1: Parse st as (skpng, 70,71) 1: Parse 71 as (pkgg, ct, Teq)

2 CrSeq ¢ Setupeq(l)‘) 2: Parse ad as (pkeyg, Ctad, Tad) 2: 09 < AS.pSign(sk, m, pkgg)

3: ret pp = (Crsuq, Crseq) ro := FHE.REval(pkgyg, skene, 3: ret oy

AdGen(pp,Y, ) : Clad: 71, L):l FPreVerify,(pp,ad,vk,m,Y, f, o) :
4: (skeg, pkgg) + EG.KGen(17") ] R

1:  (Skrne, PKepg) i= s e £() 1: Parse f as (01,02) .
FHE.KGen(1%; 7o) 6: (bo,...,br) = bit-decompose z 2: Parse 01 as (pheg, Ct’ﬂeq)~

9 Cty = Vi e{0,. .k} 3: ret AS.pVrfy(vk, m, pkgg, 02)
FHE.Enc(pkee, 75 71) ct; := EG.Enc(pkeg, bj;rs;)  Adapt(ad,st,vk,m,Y, 7, f,0) :

30 stmtag := 8: r3:=(1r30,...,73%) Parse st as (skene, 70,71, SKEG)
(PKeHe; Ctad; V) 9: ct:=(ctg,...,cty) Parse ¢ as (01,02)

4: Wity := (¥, 70,71)

o := AS.Adapt(vk, m, skeg, 02)
5: Taq < Proveyy(crsag,

ret o
FExt(ad,vk,Y, f,0,0) :

Parse o as (01,09)

10: ct := FHE.Enc(pkeye, 2;72)

W N =

StMteq := (pkee, Ct, pkeye, Ct
Stmtag, Witad) eq (Pkegs ct, PkepE; Ct)

6: ad:= (kaHE7 Ctad7 Wad)
7: st:= (skeng,70,71)
8: ret (ad,st)

AdVerify(pp,ad,Y) :

1: Parse ad as

(PKEHE, Ctad; Tad)
2: stmtyq :=

(PKFHE Ctad, Y')
3: ret Verify,4(crsad,

121 Witeq 1= (skrnE, 2, 72,73)

Teq < Proveeq(crseq, stmteq, Witeq)

14 :  Update st = (skgng, 70,71, SKeg) Parse 31 as (pkec, b, Tec)
EGs> by leq

-, Cty)
Sk/EG = AS.EXt(Vk, pkEG7 52, U)
Vi e {0,...,k}:

b; := EG.Dec(skgc, ct;)

k
6: retz::ZQi-bi
i=0

15: ret &1 := (pkgg, Ct, Teq)
FPreVerify, (pp,ad, Y, f,o1) :

1: Parse ad as (pkeyg, Ctad, Tad)

Parse ct as (cto, ..

ot W N

2: Parse o; as (pkgca&aﬁeq)
ct = FHE.Eval(pkeyg, Ctad, f)
Stmteq 1= (pkE(;, C—’E, PKEHE; &)

ot W

Stmtad, Tad) ret Verify.,(Crseq, StMteq, Teq)

Figure 20: Description of algorithms in our HE-based FAS construction.

protocol in Figure 19 is provided in Section B.

5.3 FAS Construction

The proposed FAS construction is described in Figure 20. Note that we have two NIZK argument
systems in the scheme, which we define as NIZK,q = (Setup,q, Prove,q, Verify,y) and NIZK, =
(Setupeq, Proveeq, Verify,,). The argument system NIZK,q is used for proving that the advertisement
ad is correctly generated, and NIZKcq is used for proving that the two ciphertexts, ct and ct, both
encrypt the same value z = f(y). The language Leq is defined in Section 5.2 and L,q is defined as
follows: L.q contains statements of the form (pkgyg, Ctad, Y) if there exists a witness (y,r1,79) such
that (Y,y) € R and ct,q := FHE.Enc(pkgyg, ¥;71) and (pkeyg, <) := FHE.KGen(1%; 7). We assume
that functions f output (k + 1)-bit integers for some integer k. The security of our construction is

"1n our FHE based instantiation of FAS (Section 8.1), the buyer supplies (f, ct) after AdVerify at the beginning of
exchange phase, and FPreSign, (pp, ad, st, Y, %, (f,ct)) algorithm computes o as 72 := FHE.REval(pkgyg, SkrHe, Ctad, L
.71, f,ct). This significantly boosts efficiency of REval, as the seller does not need to recompute ct in REval internally.
Note this introduces a security bug - see Section 2.2 for more details.
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captured in Theorem 5.2.

Theorem 5.2 (Security of FAS Construction). If the NIZK arguments for the languages Loq and
Leq both satisfy zero-knowledge and adaptive soundness, the encryption schemes FHE and EG satisfy
semantic security, the underlying AS scheme satisfies witness extractability, and relation R is F-hard,
then the proposed FAS construction in Figure 20 satisfies the properties of advertisement soundness,
advertisement binding, pre-signature validity, unforgeability, witness extractability, pre-signature
adaptability, zero-knowledge (non-abort), and zero-knowledge (abort) w.r.t. F.

Proof. In Section A, we provide formal proofs for each security property listed in Theorem 5.2. [

6 FAS for Degree-2 Functions

In this section, we provide a concrete construction of the FAS template presented in Figure 20
that enables the buyer to learn degree 2 functions over the integers. This construction utilizes
the Boneh-Goh-Nissim (BGN) [BGN05] homomorphic encryption scheme to enable the degree 2
homomorphism needed for this task. As part of our construction, we develop a new sigma protocol
(inspired by [COPZ22]) to prove that the values encrypted in an ElGamal ciphertext and a BGN
ciphertext are equal.

The structure of this section is as follows: Section 6.1 defines the basic building blocks such as
the function class and the NIZK languages, Section 6.2 introduces the construction for the sigma
protocol used in the proof of equality NIZK¢q, and Section 6.3 provides the full construction for the
BGN-FAS scheme. Note that formal security proofs for BGN-FAS are deferred to Section D.

6.1 Building Blocks

Before we can define the BGN-FAS scheme, it is important to first define the function class we
consider for this scenario. We will be using a specific function class for this implementation, which is
precisely the degree 2 functions over the integers whose output is sufficiently “small”. By sufficiently
“small”, we mean that its output is bounded. We will call this class of functions Fg,q, and it is
defined as in Definition 6.1. We also define the REval algoritm in Figure 21 for this class of degree 2
functions we want to evaluate.

Definition 6.1 (Function Class Fapnan). We say a function f € Feman if f : Z° — Z, and the
output of f is “small,” that is, the output is bounded. Further, f contains no constant terms. So
the functions f € Femau can be represented as (for input & = (x1,29,...,2) € Z):

0 14
f(@) = Zza(z‘,j‘)'xi'ﬂﬂj +Zﬁ(i)‘l‘i,
i i

where we have that a; ;) # 0 for some (i, j), so that there is at least one degree 2 term. Further,
the a; 5y and By are scalars in Z.

Recall that in the original FAS template, there were two NIZK proofs, called NIZK,q and NIZKcq.
The first NIZK proof, NIZK,q, ensures that the advertisement ad was generated correctly. The
second NIZK proof, NIZK¢q, ensures that the homomorphically evaluated BGN commitment and the
ElGamal ciphertext encrypt the same value. The languages for the two proofs of equality, which we
denote as L,q and Leq respectively, are defined slightly differently for this degree 2 implementation.

k
We define LgdBG” as:
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BGN.REval(pk = ck,sk =1, ct, &, 7, f,cts):

1: Parse ck =(n,G,T,e,g,h,t)
2: Parse f as a(; ;) and B

¢ ¢
3: T = (Zi:o D=0 ¥iyg) - (@i T+ 35 'Tz'))
¢
+2i=0 By i
¢ ¢
40 1T = (Zi:O D=0 ig) " Ti - 7’1‘)

5: retry=(ry,r;)

Figure 21: BGN.REval for degree 2 functions f € Fyman

Lapl;BGN = {(Ctad7 Y)

(y,r1) such that: (Y,y) € R,
Ctaq := BGN.Com(pkgen, ¥571) |

We define the language ngBGN’k as follows:

A(z, 72,73, (Bo,bo), - - -, (Bk, br)) such that:
Vj € {0,...,k} : ct; = ElGamal.Enc(pkgg, bj; 55),
ctg - - - ctp = ElGamal.Enc(pkgg, 2;73),
& = BGN.Com*(pkBGN,Z;rg)

Kpen,k ~
L&N" = ¢ (pkeg, ct, (cti, ..., cty))

Note that the function BGN.Com™(pkggn, Z;7) is a special function that outputs a commitment in
the target group, rather than the base group. This is important, since evaluating a degree 2 function
homomorphically will result in a commitment in the target group, but if you use the basic BGN.Com
function, you will get back a commitment in the base group. So we need to use the BGN.Com*
function to ensure we get a commitment in the target group.

6.2 Building the Proof of Plaintext Equality (PoPE)

The purpose of NIZKcq is to prove that a bitwise ElGamal encryption ct and a BGN commitment ct
both encrypt the same secret value z. Although general purpose NIZKs can always be used in these
situations, these NIZKs are often inefficient in practice. Building an efficient NIZK for a particular
application, called a special purpose NIZK, is a common practice. Special purpose NIZKs utilize
information specific to the application in order to create a more efficient proof than one generated
from a general purpose NIZK.

Previously, a special purpose NIZK was developed by [COPZ22] to prove that two Pedersen
commitments in different prime order groups commit to the same secret value. Notice that EIGamal
encryptions and BGN commitments have a similar structure to that of a Pedersen commitment.
Therefore, we would like to be able to modify the Proof of Plaintext Equality (PoPE) developed
in [COPZ22] to work for our situation. However, there are two main issues that prevent us from
directly using the existing PoPE:

e The existing PoPE works for commitments over different prime order groups. Although the

ElGamal encryption exists in a prime order group, the BGN commitment exists in a composite
order group.
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e The existing PoPE is only sound if the prover does not know the discrete log between the
group elements used in the commitments. In this case, the prover knows the discrete log of
the group elements used in the EIGamal encryption.

With some modifications, we show that the PoPE developed in [COPZ22] can be extended to
our situation. It turns out that the properties of the EIGamal encryption and the composite group
order enable us to port the protocol to our situation while preserving security properties such as
special soundness and honest verifier zero knowledge.

Syntax for Protocol. Consider three primes p, q1, g2, where p < q1,¢2. Let n = q1 - go.

e Let G, be a group of prime order p, with two generators g,, h, € G,

e Let G, be a group of order n, with two generators g,u € G,. Let H C G,, be the order ¢;
subgroup generated by h = u?. Let i € H be another generator of H. Note it is important
that log,(h) is not known to the prover.

o Let by = logy(p). Choose constants by, b, by such that by +b.+bs < by, and 0 < b, < logy(p)—2
(note that we also need by, be, by > 0). You can think of these constants as follows:

by : the bitlength of p.

b, : the bitlength of the witness.

be : the bitlength of the verifier’s challenge c.
by : controls the probability of aborting.

o We define a relation Req for statements of the form stmt = (X,,..., X, x, Xp), and witnesses
of the form wit = (z,7p, "n1, 702, (B0, b0), - - -, (Bk, bx)). We will say that (stmt,wit) € Req if:

vaj = (ggﬂ, ng hg“b) ,\V/] € {O,k}

A Xp70 .. 'Xp,k — (g;P’ gIJ)C . h;p)
A Xp = g" - BTt - qtn2 |

Note that here, X, ; € G, x G, represents an ElGamal encryption, and X,, € G,, represents a
BGN commitment. Further, we have that x € Z, r, € Zy, and 71,72 € Z,. We also need that
0<az <2k

Protocol. The sigma protocol we developed is detailed in Figure 22. The protocol has a few
moving parts, split between the ElGamal bit proofs and the main proof of equality. The ElGamal
bit proof is from Boneh-Shoup (Example 20.3) [BS17], and it utilizes the Chaum-Pedersen protocol.
For the proof of equality itself, we do something very similar to Okamoto’s Identification Protocol.
We run this style protocol for the ElGamal encryption and the BGN commitment simultaneously.
There is one minor difference, which is the inclusion of an additional check that can lead to the
prover aborting. This check is put in place to ensure that the prover does not leak any information,
as explained in [COPZ22].

Now, we must show that the protocol Meq satisfies (1) special soundness and (2) honest verifier
zero knowledge (HVZK). These security properties are captured in Theorem 6.2 and Theorem 6.3.
The proofs for these two theorems are deferred to Section C.

Theorem 6.2. If b, + b. + by < by, then the protocol MNeq is computational special sound for the
relation Req with error e = 27be 4 €., 1 €egb, Where €, is the advantages of solving the discrete log
problem in G, and eegp is the knowledge error of the extractor for the Encrypted Bits Protocol lMNegy,
(Definition 3.35).
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Round 1

1: Vje{l,...,k}, the prover runs Round 1 of the Encrypted Bits Protocol Meg,
for the ElGamal ciphertext X, ;.

2: The prover samples t, <5 Zp, tp1, tn2 <5 Zy, and y <5 {0, ..., obetbetbs _ 1},
3: The prover constructs Y, = (gf;’,gg . hff) and Y,, = g¥ - hfnt . jin2,

4: and sends (Y),Y;) to the verifier.

Round 2

1: Vj€{0,...,k}, the verifier runs Round 2 of the Encrypted Bits Protocol Megp
for the ElGamal ciphertext X, ;.

2: The verifier samples a challenge ¢ < {0,...,2% — 1} and sends c to the prover.

Round 3

1: Vje{0,...,k}, the prover runs Round 3 of the Encrypted Bits Protocol Megp,
for the ElGamal ciphertext X, ;.

2: Prover checks that ¢ € {0,...,2% — 1} to ensure that the challenge is well formed.
3: The prover computes (2, Sp, Sp1, Sn2) as follows:

z:=y+c-x

sp =ty +c-rp, (mod p)

Sn1 i=tp1 +c-7p1 (mod n)

Sp2 i=tpa + ¢ Tp2 (mod n)
a: If z g {20etbe | 2betbetbs _ 11 then the prover aborts the protocol

5: Else, sends (2, sp, Sp1, Sn2) to the verifier

Verification

1: Vj€{0,...,k}, the verifier runs the verification for the Encrypted Bits Protocol Mg,
for the ElGamal ciphertext X, ;.

2:  Verifier computes X, := X, 0 Xp i

3: The verifier does three checks to verify the equality of the values committed in X, and X, :
(gzpagz : h;p) =Y, (Xp)°
gz CRSnl L Sn2 — Y, - (Xn)c

z € {20eFbe . Qbatbetbr 13

Figure 22: Overview of PoPE protocol

Proof. We provide the formal proof in Section C. 0

Theorem 6.3. The protocol MNeq for the relation Req s computational honest-verifier zero-knowledge.

Proof. We provide the formal proof in Section C. O

Note that although this is an interactive sigma protocol, we can use the Fiat-Shamir Transfor-
mation to make the protocol non-interactive. In practice, we would use the non-interactive version,
rather than the interactive protocol.
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Remark 6.4. Note that in implementation, since we use the secp256kl curve for the ElGamal
encrptions, we have that by = 256. With this in mind, we selected the following values for the
remaining parameters: b, = 180, b. = 64, and by = 8. With these parameter selections, in order to
achieve 128-bit security, we need to run two repetitions of the proof of equality.

Lemma 6.5 (Soundness of NIZKeq). The NIZKeq argument (i.e. the protocol Meq) for the language
Leq (see Section 6.1) satisfies adaptive soundness for the parameters chosen in Remark 6.4.

Proof. By the way we setup the constants b, b., by, by, we have that b, 4 b. + by < by. Further,
we know that the value encrypted in the ElGamal encryption is sufficiently small (< 2°+). The
verifier also knows this is true, as when they combine the bitwise encryption into the single ElGamal
encryption of f(y), they have a pseudo range proof, as if there are less than b, bit encryptions,
then the combined encryption must be < 2°=. Therefore, by Theorem 6.2, we know that the NIZKeq
argument for the language Leq satisfies special soundness. Therefore, we also know that the NIZKcq

argument satisfies adaptive soundness, as desired.
O

Lemma 6.6 (Zero Knowledge of NIZKeq). The NIZKeq argument (i.e. the protocol MNeq) for
the language Leq (see Section 6.1) satisfies computational honest verifier zero knowledge for the
parameters chosen in Remark 6.4.

Proof. By the way we setup the constants b, bc, by, by, we have that b, + b, + by < by. Further,
we know that the value encrypted in the ElGamal encryption is sufficiently small (< 2°=). The
verifier also knows this is true, as when they combine the bitwise encryption into the single ElGamal
encryption of f(y), they have a pseudo range proof, as if there are less than b, bit encryptions,
then the combined encryption must be < 2b=. Therefore, by Theorem 6.3, we know that the NIZKeq

satisfies computational honest verifier zero knowledge, as desired.
O]

6.3 BGN-FAS Construction for Degree 2 Functions

We provide a specific implementation for the proposed FAS scheme that enables degree 2 homomor-
phism. It utilizes the BGN commitment scheme and bitwise ElGamal encryption. We will call this
scheme BGN-FAS. Our construction for BGN-FAS follows the template in Figure 20. Note that a
major difference is that the seller does not have access to the secret key for BGN, as this would
compromise the soundness of the PoPE protocol. Security proofs for BGN-FAS can be found in
Appendix D.

Replacing FHE with BGN Commitments. Since we are now moving to the degree 2 setting,
we can replace FHE with a simpler degree 2 homormorphic encryption scheme. For this, we choose
the BGN encryption scheme [BGN05]. We can further reduce to simply using BGN Commitments,
as there is no need for decryption in our scheme, and the seller will not have access to the BGN
secret key (important for soundness of PoPE).

Given two encryptions ct; = ¢™'A™ and cty = ¢"*2h"2, we can perform homomorphic addition
by cticty = g™ T2 172 We can enable homomorphic multiplication through the use of pairings,
that is, e(cty, cte) = gmlmzﬁmlr”mz’”l“'q””, where ¢ is one of the prime factors of n, the order of
the composite group for BGN. Note that the presence of the prime factor ¢ in the exponent for
the random term is problematic for REval, since the seller will not have access to the secret key
(which in this case is the prime factors of n). Therefore, we need to introduce a new group element,
which we denote by i, which is computed from i = e(h, h). The ciphertext g™ ™m2pmir2tmaritarir
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that was output from the pairing operation can instead be expressed as §"*™?2 pmirztmariirir2 The
seller can use this equivalent representation for the new PoPE that we implement.

New PoPE for ElGamal Ciphertexts and BGN Commitments. The proof of equality
protocol [leq presented above in Section 6.2. will be used for the NIZK argument NIZK¢q. Our
PoPE extends the previous work of Chase et al [COPZ22], who proposed a sigma protocol to prove
plaintext equality between commitments across different prime order groups. We generalize this
protocol to work for ElGamal ciphertexts over a prime order group, and a BGN commitment over a
composite order group. Since the NIZK¢q protocol will need to be run each time a transaction occurs,
we want an efficient NIZK, which is why we developed and implemented this a special purpose NIZK
for BGN-FAS.

Efficiency. We note that the BGN-FAS construction is considerably more efficient than a SNARK-
strawman approach. BGN-FAS’s runtime is over an order of magnitude faster for large database
sizes, as can be seen in Figure 2. Notice that the main bottleneck of this scheme is the homomorphic
evaluation for the buyer, as can be seen in Figure 28.

7 FAS for Linear Functions (Revisited)

In this section, we describe how to make our FAS construction for general functions even more
efficient when restricted to linear functions only. Our efficient instantiation follows the template
in Figure 20 with two modifications as follows.

Replacing FHE with El Gamal Encryption. Since we are restricted to the linear functions
setting, it sufficies to replace the FHE scheme with a linearly homomorphic encryption (LHE) scheme.
For this, we choose the El Gamal Encryption scheme with messages encoded in the exponent. This
is linearly homomorphic since for any two messages mg, m; € Zj, note that ctg = (¢", pk™ - g"°)
and ct; = (g™, pk™ - g"™'). As a consequence ct = ((¢") - (¢g"), (pk™ - g"™°) - (pk™ - g"1)) is an
encryption of mg + m under the randomness rg + 1. We define the REval algorithm in Figure 23
for the class of linear functions we will evaluate. Furthermore, for sake of simplicity of NIZKcq
as discussed in the next paragraph, we use the prime-order cyclic group based on the secp256kl
elliptic-curve for this El Gamal Encryption scheme.

LHE.REval(pk, sk, ct, Z, 7, f,cts):

1: Parse fas d=(ap,01,...,q0)

2: Tf= <’I?,52>

3: retry

Figure 23: Description of REval for our LHE scheme.

NIZKeq: Replacing cut-and-choose style proof with Schnorr-style proof. Recall that NIZK.q
is a proof of plaintext equality. In particular, the language Leq is about statements containing ctrpye
which is an FHE evaluated ciphertexted and ctgg which is an El Gamal ciphertext. Since FHE
and El Gamal encryption schemes were based on different mathematical structure, lattices and
prime-order cyclic groups respectively, we needed to rely on cut-and-choose style proof. But observe
that now we have replaced FHE with El Gamal encryption scheme as well. As a consequence the
language Leq is even more simplified and only concerns a single prime-order cyclic group. This
allows us to use Schnorr-style proofs for the language. The main upside here is that the soundness
error after 1 repetition is already negligible and we do not need to do any repetitions. This helps
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make the NIZK prover and verifier even more efficient in both computation and communication. In
particular, communication just involves 7 group elements of group G and 6 scalars in Z,,.
Efficiency. We note that the overall resulting FAS construction is far more efficient than that of
Vanjani et al [VST24a]. Specifically, the seller does not have to do any expensive computation.
Further, the buyer has to perform only 2 multi-scalar multiplication (MSM) operations that are
involved in the homomorphic evaluation. In contrast, [VST24a| required seller to perform 2 MSMs
and buyer to perform 1 MSM and 1 discrete log computation. Our implementation numbers reflect
the same and we refer to Section 8.3 for more details.

8 Implementation and Evaluation

In this section, we present the details of our implementations and evaluations. We implemented
all FAS constructions — referred to as FHE FAS, LHE FAS, and BGN FAS — and the SNARK-
based strawman to evaluate real-world tradeoffs. All implementations are available at [fas]. We
comprehensively benchmark each scheme across various parameters, showing practical performance
in real-world scenarios.

Communication Overhead. We note that across all our implementations, only a single Schnorr
signature (64 bytes) is put on-chain.

8.1 FHE FAS

Our FHE FAS scheme is implemented partly in Python, and partly in Rust. We use the Secp256k1
elliptic curve that is used by Bitcoin [sec] and other cryptocurrencies. We use the curve’s python
implementation from hanabil224 [han]. For Schnorr signatures, we use a modified version of BIP-340
reference implementation [bip]. We implement the Schnorr adaptor signatures [AEET21] on top of
it. These parts are borrowed from the open-source FAS implementation of [VST24b]. Further, we
implement ElGamal encryption and NIZK¢q parts related to ElGamal on top of the secp256k1 elliptic
curve. For the FHE scheme, we use the TFHE scheme [CGGI20] implemented by Zama: this involves
a suite of three libraries: TFHE-rs [tfh] is a Rust library that implements FHE, Concrete [cona] is a
Python library that is a layer on top of TFHE-rs to convert high-level circuits into FHE friendly
circuits. Further, ConcreteML [conb] is a python library that is a layer on top of Concrete that
provides APIs for ML applications. Further, we implement the NIZK¢q parts related to FHE in
Rust. We do not benchmark the one-time NIZK,4 (from the setup phase of the seller), as this is
needed only for AdGen and AdVerify.

For high-degree polynomials and fine-tuning models settings, we use the Concrete and ConcreteML
libraries, respectively. Before presenting performance evaluations, we present our core optimization
of an efficient REval algorithm for the TFHE scheme [tfth, CGGI20].

8.1.1 Core Optimization: efficient REval

Recall that if the seller’s advertisement contains cta,g := FHE.Enc(pkgyg, y;7), and the buyer wants
to buy function f, then, the NIZK.y’s witness contains r¢, which the seller must compute using
REval before proceeding to compute meq. As noted in Theorem 5.1, we want REval to be more
efficient than HEval, and we achieve it by using the secret key skpye and the structure of HEval.
We first recall the TFHE [tfth, CGGI20] scheme in Figure 24 that internally relies on three
encryption schemes: an LWE-based encryption scheme denoted LWE, a generalized LWE-based
encryption scheme denoted GLWE, and a generalized GSW encryption scheme denoted GGSW.
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TFHE.KGen(1%): TFHE.Enc(pkgyg, m):
Compute (ski, pk;) < LWE.KGen(1?) 1: Parse pkpyg = (pky, pky, ksk, bsk)

—_

2: Compute (ska, pky) < GLWE.KGen(1*) 2: Compute cty := GLWE.Enc(pky, m;7)
3: Compute ksk := LWE.Enc(pky,ska;rksk) 3: Compute cty := KeySwitch(ksk, cts)
4: Compute bsk + GGSW.Enc(sko, sky) 4: ret ct:= (cty,cts)
5: ret pkeye := (pky, pky, ksk, bsk), TFHE.Dec(skgpg, ct):

skpnE == (Skla ska, Tksk, kaHE) 1: Parse skppe = (Skl, sko, T'ksk, kaHE)

2: Parse ct = (cty, cta)
3: ret GLWE.Dec(sks, ct2)

Figure 24: TFHE encryption scheme from [tfh, CGGI20].

The homomorphic evaluation HEval proceeds as follows: For linear functions f, it is essentially
free by mimicking linear operations on the ciphertexts. For non-linear f, HEval uses a combination of
programmable bootstrapping followed by key-switching in two steps, as follows: (1) ct; is transformed
to a GLWE ciphertext cty y under pky encrypting message f(m) by using the bootstrapping key
bsk — a GGSW encryption of sky under pk,. (2) cty ; is transformed back to a LWE ciphertext cty ;
under key pk; encrypting message f(m) using the key-switching key ksk — an LWE encryption of the
key sko under pk;. Since cty y is encrypted under pk;, it can be used again for further evaluations.
See Figure 25 for details on HEval’s non-linear component.

TFHE.HEval(pkene, ct, f): TFHE.REval(pkeyg, skrne, ct, m, 7, f, cty):
1: Parse pkpye = (pky, pkoy, ksk, bsk) 1: Parse skepe = (ski, ska, 7'ksk, PKene)
2: Parse ct = (cty, cta) 2: If cty = L :cty := TFHE.HEval(pkgyg, ct, f)
3: Compute cty ¢ := Bootstrap(bsk, cty, f) 3: Parse cty = (cty,f,cta ¢)
4: Compute cty s := KeySwitch(ksk,cts f) 4: Compute ri s := (rsk, Cta, )
5: ret cty = (cty f,ctof) 5: retry =1y

Figure 25: TFHE.HEval and TFHE.REval for non-linear f in [tfh, CGGI20].

Defining REval algorithm to compute 7;. Suppose that cty = (cty s, cty f) is the final evaluated
ciphertext encrypting f(m) where both ct; ’s encrypt f(m) with randomness, say r; ¢’s, respectively.
Unfortunately, as decryption involves rounding operations which are lossy, we cannot exactly compute
r1,f (or ro ) by decrypting cty ¢ (or ctp ) using skpye. One option is to track how the original
randomness evolves through KeySwitch and Bootstrap, but this is as costly as HEval itself—especially
since Bootstrap is complex. Moreover, if f is a composition of k£ functions, tracking randomness
takes O(k) time, common in systems like ConcreteML.

Can we make REval cheaper than HEval and independent of f? We show this is possible by
explicitly tracking 7 ’s evolution through HEval, which motivates making ct; and ct; ; explicit in
our algorithms — despite them being the result of deterministic computations.

The randomness 7 from REval is used to construct the NIZK¢q proof that cty and ctgg encrypt
the same message. We reduce this proof to showing that ct; y := KeySwitch(ksk, cts ) and ctgg
encrypt the same message — making the proof more tractable.

Why this transformation? The key insight is that the randomness in cty ; depends only on the
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Figure 26: Runtime of FHE-FAS algorithms for polynomial evaluations. We plot times for HEval,
NIZK Prover and Verifier. “Rest” includes FPreSign,, FPreVerify,, Adapt, and Vf.

randomness in ksk, not on oy from cty ! This greatly simplifies REval: we only need to track how
randomness 7isk in ksk yields r1 ¢, avoiding the need to trace ry ;. This shift makes randomness
tracking far more efficient.

The reason for this simplification lies in the structure of the KeySwitch operation. Recall that
ksk is an LWE ciphertext: it encrypts the secret key sky under the public key pk; with randomness
Tksk, that is, ksk := LWE.Enc(pky, ska; rksk). The KeySwitch operation computes ct; ¢ as an inner
product of ksk and cty ¢: that is, cty ; := (ksk,cty ¢), where ksk is treated a vector of ciphertexts
and cty r is treated as a vector of known constants. Thus, the entire computation is simply a linear
homomorphic evaluation on the ciphertext.

To track the randomness in ct; r, the REval algorithm computes the inner product of the known
constants cty y with the randomness ryg from ksk as described in Figure 25. We emphasize that
this is remarkably more efficient than HEval, and is independent of the description of non-linear
functions f.

8.1.2 Applications

We demonstrate the practicality of our implementations via two main applications related to data
analytics and ML fine-tuning.

High-degree polynomial evaluations. Suppose a seller holds a proprietary ML model, and the
buyer wants to obtain an inference on some data using the seller’s model. Currently, all business
scenarios involve some trust assumption between the buyer and seller, such as pay first and get
service later, or vice versa. In trustless scenarios, an FAS-based approach is warranted. Popular
ML models involve non-linear functions (e.g., exp, softmax, ReLU, GeLU) that are not crypto-
friendly, so private inference relies on polynomial approximations—e.g., degree-4 softmax [CZK 23],
and degree-3 GeLU [ZYH 24, LHG"23,DLZ"23]. We support degree-3 and degree-4 polynomial
evaluations and report performance in Figure 26.

Fine-tuning Machine Learning models. In a dual setting, a seller holds a proprietary dataset,
and a buyer with a pre-trained model wants to fine-tune it. Due to privacy laws like HIPAA, raw
data (e.g., medical records) can’t be sold, but function evaluations useful for training may be allowed.
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Our FAS protocol supports this setting. We demonstrate this by training an SGD classifier on
the Iris dataset using a log-loss function, with results shown in Figure 27. As dataset size grows,
homomorphic evaluation dominates the cost, while other FAS components remain constant.

—— HEval —a— NIZK Prover —@— NIZK Verifier Rest

101!

Runtime (seconds)

100

-1
10 1 10 20 30 40 50 60 70 80 90 100

Dimension of the Database Vector

Figure 27: Runtime of FHE-FAS algorithms for ML model fine-tuning model task. See Figure 26’s
caption for descriptions of reported algorithms. NIZK times are estimates based on Figure 26.

Comparison. We compare the performance of our FHE-based FAS scheme with SNARK-based
FAS scheme. Recall that our design goal for FAS is to keep the seller lightweight (critical for ML fine-
tuning and scalability, as stated above). Accordingly, our FHE-FAS scheme places only a lightweight
PoPE on the seller, independent of dataset size, while shifting FHE evaluation to the buyer. By
contrast, the SNARK-based approach requires a seller-side prover whose cost grows linearly with
dataset size. In the following evaluation, we compute Y. a; - 7 where i € [N], (z1,...,2x) is the
seller’s dataset and (a1, ...,ay) describes the buyer’s function. All variables and co-efficients are
random integers between 0 — 10. Seller and buyer times are reported below in Table 1.

N | Scheme | Seller Buyer Breakdown (Seller) Breakdown (Buyer) Total
10° | SNARK | 5.111s 0.007s SNARK Prover: 5.111s | SNARK Verify: 0.007s | 5.118s
FHE Decrypt: 0.150s FHE Eval: 65.029s

NIZK Prover: 8.074s NIZK Verify: 5.833s
10* | SNARK | 41.355s | 0.030s | SNARK Prover: 41.355s | SNARK Verify: 0.030s | 41.385s
FHE Decrypt: 0.150s FHE Eval: 748.620s
NIZK Prover: 8.074s NIZK Verify: 5.833s

103 FHE 8.224s | 70.862s 79.086s

104 FHE 8.224s | 754.453s 762.677s

Table 1: Comparison of Buyer and Seller efficiency of SNARK and FHE + Cut-and-choose NIZK
approaches for different NV values.

These results confirm our hypothesis: SNARKSs favor the seller on small datasets (N = 103),
while for larger ones (N > 10*) FHE is superior since seller time stays ~ 8s. At N = 10%, the FHE
seller is ~ 5x faster though the overall protocol is ~ 18x slower. As N increases, the gap between
our seller and SNARK seller becomes even more pronounced: e.g., at N = 10°, we expect 50x faster
seller but an overall 20x slower protocol.!?

120ur FHE-based FAS implementation uses FHE in a black-box manner, and does not optimize it. The main
bottleneck is FHE evaluation and recent line of works [JCT 25, ACJ24, KKC123,8524] try to improve its performance.
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Figure 28: Left: runtime of BGN-FAS algorithms for the WSD setting with AdGen encrypts both
z; and z7. Right: runtime of BGN-FAS algorithms for second-order FM prediction for sparse input
features with 0.1% values being non-zero. Times reported for HEval, FExt, and the PoPE prover
time (also includes REval time). Rest covers the remaining algorithms: FPreSign,, FPreVerify,,

Adapt, and Vf.

8.2 BGN FAS

We implemented the BGN FAS scheme in Go, building on BGN’s Go library [SS20], which uses
Stanford’s PBC library [Lyn]. The BGN group was a 2048-bit composite order group with 1024-bit
prime factors. We used the secp256k1 curve for our ElGamal implementation [Dec]. We used the
BLAKE-256 hash function for Schnorr Adaptor Signatures. We implemented BGN FAS for two
different functions: weighted standard deviation and second order factorization machines [Renl10].
Weighted Standard Deviation (WSD). Suppose a seller has a database X = {x1,x9,..., 2/}
of length ¢. The buyer then specifies weights @ = (w1, ...,wy) to compute a weighted standard

deviation as follows:
WSD(X) = Z £w; - x; — Zwl mz
1€[{] 1€[(]

In this case, we made a slight modification to the scheme in order to boost performance. The seller
provides BGN commitments to both z; and 2. This reduces the number of pairings computed during
homomorphic evaluation from O(¢) pairings to O(1), decreasing runtime for the buyer drastically.
Performance overheads are shown in Figure 28 (for z;, w; € [0,1000]). This design choice shifts more
work to the seller, but it is part of advertisement generation, a one-time computation.

Second Order Factorization Machines (FM). Suppose a seller with a trained FM model
(parameters: bias wg, weights wy, ..., wy, and latent vectors vy, ..., vy of dimension k) releases BGN
commitments to these parameters as an advertisement. A buyer can then perform inference on a
feature vector ¥ = {1, x9,...,x¢} by sending Z as their function. The computation is:

FM —wo—i—ZwZ :EZ—I—Z Z Ul,Uj ST T

i=1 j=i+1

While inner product computations suggest many pairing operations, sparsity in FM inputs helps
reduce them: if x; or x; is zero, (v;, vj) need not be computed. Thus, pairing cost is largely governed
by input sparsity. FMs’ strength lies in high-dimensional, sparse data, common in recommendation
tasks where x; € {0,1}. See Figure 28 for performance with w;,v; € [0,1000].

Such advances in FHE will directly improve our FAS performance as well.
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Figure 29: Runtime of FExt for VST24 and LHE-FAS for varying witness bounds. For example,
“VST24: 100” means VST24 with a witness bound of 100.
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Figure 30: Runtime of LHE-FAS algorithms for different database sizes. We report times for
FPreVerify,, FPreSign,, FExt, with “Rest” including total combined time for FPreSign,, FPreVerify,,

Adapt, and Vf.

Comparison. We implemented a SNARK strawman approach as a baseline for comparison. We
also compare the BGN-FAS to LHE-FAS and the prior work done in VST24 [VST24a]. Note that
BGN was coded in Go, while VST24 was originally coded in Python. For a fairer comparison, we
re-implemented VST24 in Go.

8.3 LHE FAS

We implemented LHE FAS in Go, and the NIZKq is implemented using the Schnorr PoK protocol.
We benchmark running times by varying the length of the witness vector y from 1 to 10°. Figure 30
indicates that the seller is very efficient with sub-5 second runtime under all scenarios. For the buyer,
FExt is very fast, as in Figure 29. Even so, our buyer exhibits some tradeoffs when compared with
VST24. When each witness and function entry is bounded by 102, our buyer matches VST24 at
vector length 10%. At bounds of 10? and 10%, our buyer is 2x-100x and 12x-100x faster, respectively.

These tradeoffs stem from our buyer performing 2 MSMs, while the buyer in [VST24a] performs
1 MSM and 1 discrete log. For vector length ¢ and bound B, MSM costs O(¢log B), and discrete
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log costs O(\/Z - B). Moreover, our 2 MSMs can be parallelized, unlike the sequential MSM and
discrete log in [VST24a]. With parallelism, our buyer outperforms VST24 in all cases.

9 Functional Fair Exchange (FFE)

We define Functional Fair Exchange (FFE) in an advertisement-based setting, and show that any
FAS scheme implies an FFE protocol. Our definition is inspired by Della Monica et al. [DMVVZ25],
and models FFE as a three-party protocol: Alice (seller) advertises an asset, Bob (buyer) seeks a
function evaluation in exchange for payment, and T is a trusted third party (TTP).

Notations. For PPT algorithms A, B,C, we write [z,y,z] + A(a),B(b),C(c) to denote their
interaction on common input d, private inputs a, b, ¢, and independent randomness, where x, y, z are
their respective outputs. Inspired by [BK14, DMVVZ25], we define tokens with two properties: (i)
exclusive ownership — only one user can hold a token at a time, and (ii) transferable and verifiable
— tokens can be freely transferred, and recipients can instantly verify their validity. We assume
that each user A owns a wallet Wa. 7 denotes the set of all possible tokens with the same value.
tk[n] := {tky, ..., tk,} denotes a set of n tokens such that tk; € T for all i € [n]. tk[n]EWa denotes
that the tokens tk[n] are by Wa. Let owner(tk[n], W) be a predicate that returns 1 if all tokens
{tki}ic[n) are in wallet W, and 0 otherwise.

Definition 9.1. A FFE protocol llggg for function class F is a three-party protocol run by a p.p.t.
seller A (with wallet Wp ), a p.p.t. buyer B (with wallet Wg) and a trusted-third party T satisfying
Completeness, Advertisement Binding, and Buyer- and Seller- Fairness with following algorithms:

e pp « Setup(1*): outputs random public parameters pp € {0,1}* on input a security parameter .

o (Zprv, Tpub) < AdGen(pp, z, tkask): Seller A runs this randomized algorithm that takes as input
public parameter pp, an asset x € {0,1}*, and tkasx € NT, and outputs an advertisement Tpub tO
buyer B and stores internal state xpyy.

o b = AdVerify(pp, zpub): Buyer B runs this deterministic algorithm that takes as input the public
parameter pp, and advertisement xpy, and outputs a bit b € {0,1}. If b= 0, buyer B aborts the
protocol.

o [a, 8] < [A(zpr), B(tk[n]), T](pp, Zpub, f): the exchange phase is a three party protocol where B
wants to learn f(x) from A in exchange for tokens tk[n] and the trusted third-party T assists them
in this protocol. Alice’s private inputs are Tpn, and Bob’s private input are tkin]eWg. Without
loss of generality, we say the exchange phase is R rounds where, for all i € [R]: the first message
is from the seller A and second message is from the buyer B. After R rounds, there is just a single
message from the seller A that terminates the protocol. At the end of the protocol, A’s output is
a € {0,1} defined as the predicate evaluation o := owner(tk[n], Wa) and B’s output is 5.

Completeness. Given an honest seller A with wallet Wa and an honest buyer B with wallet
Wg such that tk[n]eWpg, for any asset x € {0,1}*, any tkask € NT, and any f € F: suppose
pp < Setup(11), (Tpr, Tpub) < AdGen(pp, 7, tkask), [, 8] < [A(zpn ), B(tk[n]), TI(PP, Tpub, f), then
Pr[AdVerify(pp, o) =1 Aa=1A 5= f(z)] = 1.

Advertisement Binding. There exists a negligible function negl such that for all p.p.t. and stateful
malicious seller A*, for any A € N if pp < Setup(1*), zpup < A*(pp), such that AdVerify(pp, Zpup) =
1, then both the following hold: Informally, both equations ensure that any (even malicious) xpub
has a unique tuple (x,tkask, ) mapping to it via AdGen. This tuple can be found via brute-force by
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SFRealg: 7(1%, 7, thask. /) SFRealg. 1(1*, 2, tkask, f):

1: pp < Setup(1*) 1: pp < Setup(1))

2: (Torw: Tpup) - AdGen(pp, 7, thas) 2 (Tpr, Tpub) < AdGen(pp, z, tkask)

3: [aaﬂ] — [A(-’L‘prv) B*(tk[ ]) ](ppa$pubaf) 3: [04,6] < [A(xprv) B*(tk[ ]) ](pp7xPUb, f)
4: ret Vg« 4: ret Vg«
SF|dea|5|m (1)\ X tkask,f) SFIdealgEi’?l(l)\’ﬁ’tkask’f):

Lope Sl 1: pp* < Simj(1*)

. [ "“?sf Sg l(pfﬂt?;sg (tk[n]), T]( no Toub = S’ (PP”, thas)

3: «, m ,B*(tk[n]), pp*,x*u 7 ’ o

2 pub 3: [a,B] « [Sim, B*(tk[n]), (PP, 2, f)
4: ret VB*
4: ret VB*

Figure 31: SFReal, SFldeal, SFReal’ and SFldeal® games for Seller Fairness.

an extractor £ which we used below.

I(z, thask, 1), (7', thklg, ) s.t.
x#7 A

P < negl(}A) ,
! AdGen(pp, z, tkask; 7) = (*; Tpub) N| ~ gV
AdGen(pp, 2’, tkig ;') = (-, Tpub)
Pr ﬂ(xvtkaskvr) s.t. < neg|()\) .

AdGen(pp, z, tkask; 7) = (, Zpub)

Buyer Fairness. There exists an extractor algorithm (possibly inefficient) £ and there exists a
negligible function negl such that for any honest buyer B with wallet Wg and tk[n|eWg, for all p.p.t.
and stateful malicious seller A*, for any A € N, for any f € F, it holds that: if pp + Setup(1*),
ZTpub < A*(pp) such that AdVerify(pp,zpu) = 1, [a, ] « [A*,B(tk[n]), T](pp, Zpub, f) then the
following is < negl(\):

Fi .. tki W
Pr ) GA[TLIB] ;tf;cx*? B ot = 5(pp7$pub)
Seller Fairness. Suppose the exchange phase contains R rounds with seller and buyer speaking
once in each round with the interaction concluding with a single message from the seller. There
exists a negligible function negl such that for any honest seller A, asset x € {0,1}* and tkasx € NT,
any p.p.t. malicious buyer B* with wallet Wg such that tk[n]eWg and f € F, seller fairness requires:
e there exists a p.p.t. stateful simulator Sim = (Simg, Simy, Simg) such that for any p.p.t. distinguisher
D, the difference in Pr[D(Vg+) = 1 : Vg« < SFRealg: 7(1*, 7, tkask, f)] and Pr[D(Vg:) = 1 :
Vg« SFIdeaIS'm L (12, 2, thask, f)] 45 < negl()\), where SFReal and SFldeal are games defined as
i Figure 31 and Vg« is B* view that includes all messages and its internal state.
e for alli € [R], there exists a p.p.t. stateful simulator Sim" = (Sim{, Sim’, Simb) such that for any
p.p.t. distinguisher D, the difference in Pr[D(Vg+) = 1 : Vg« < SFRealt *7T(1/\,x,tkask, f)] and

Pr[D(Vg:) = 1 : Vg« + SFIdeaIiéfinT"i(l)‘,:z,tkaSk,f)] is < negl(\), where SFReal’ game (defined

in Figure 31) is real-world game where the buyer B* aborts after receiving it message of the
exchange phase and SFldeal' game (defined in Figure 31) is ideal-world game where the simulator
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simulates the buyer B*’s view upto i rounds of the exchange phase and Vg+ is defined as the view
of B* in the two games respectively.

Crucially, Simy in SFldeal game gets f(z) as input, whereas for all i € [R], Sim in SFldeal’ does
not.

Remark 9.2. In this MPC-like setting, the malicious buyer B has no private input and specifies f,
after which the honest seller already knows f(x). If B aborts, it learns nothing; otherwise, it learns
f(z). This differs from standard MPC, where the malicious party sees the output first and decides
whether the honest party learns it—hence, requiring a different ideal functionality.

9.1 FFE protocol from FAS

In this section, we formalize the FFE protocol obtained from FAS that was informally described
in Section 1 and in [VST24a]. Let FAS be defined w.r.t. a digital signature scheme DS, a hard
relation R, and a family of functions F. Then, FFE for F is as follows, where the role of T is played
by a blockchain and B owns a key pair (sk, vk) +- DS.KGen(1*) where vk is public.
e Setup(1*): ret pp + FAS.Setup(1?*).
e AdGen(pp, z, tkask): A computes X ensuring (X, z) € R, and computes (ad, st) - FAS.AdGen(pp, X, x)
to send xpup = (X, ad, tkask) to B and keep zpn := (2, st) locally.
o AdVerify(pp, Zpyb) is run by B and it computes FAS.AdVerify(pp, X,ad). If the output is 0, B
aborts, else it continues to the exchange phase described next.
o [a, 8]  [A(zpw), B(tk[n]), T](pP, Zpub, f Vk):
1. A computes and sends o7 to B where o1 <-$ FAS.FPreSign, (pp, ad, st, X, z, f).
2. B aborts if FAS.FPreVerify,(pp,ad, X, f,01) = 0. Else, B computes o3 < FPreSign,(pp, ad,
sk,m, X, f,01) where m := “transfer tk[n] from Wg to Wa” and n := tkaek. B sends o3 to A.
3. A aborts if FAS.FPreVerify,(pp, ad,vk,m, X, f,o := (01,02)) = 0 or if the number of tokens n
in the message m satisfy n < tkaek. Else, A computes o <— FAS.Adapt(ad, st,vk, m, X, z, f,0 :=
(01,02)) and sends the signed transaction (m, o) to the blockchain T.
— T rejects the signed transaction (m, o) if DS.Vf(vk, m, o) = 0, else it accepts and transfers
tokens tk[n] from Wg to Wa.
— When B sees signed transaction (m,o) posted to the blockchain T, it computes § :=
FAS.FExt(ad, vk, X, f,0 := (01, 02),0).
The protocol ends at this point and A’s output is « := owner(tk[n], Wa) and B’s output is 5.
Correctness. For honest A and B, the correctness of the FFE protocol follows from that of FAS.

Theorem 9.3. The FFE protocol in Section 9.1 satisfies:

e advertisement binding when FAS satisfies advertisement binding.

e buyer fairness when FAS satisfies witness extractability and DS is unforgeable.

o seller fairness when FAS satisfies zero-knowledge (non-abort) and zero-knowledge (abort).

9.2 Proof of Theorem 9.3

In this section, we discuss buyer and seller fairness. We note that advertisement binding of FFE
follows from advertisement binding of FAS naturally.

Buyer Fairness. The FFE extractor algorithm £ is essentially the same as the FAS extractor
algorithm & associated with advertisement binding. Suppose its output is *. Then, it suffices to
analyze all the cases when honest buyer’s output 5 # f(z*). In each of the cases, we will argue that
if Ji € [n]s.t.tk;¢Wp, then, we can break security of one of the underlying primitives. There are
three cases here:
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1. Case 1: B aborted because AdVerify failed and in this case § = L canonically.

2. Case 2: B aborted because in the exchange phase FAS.FPreVerify, (pp,ad, X, f,01) = 0. In this
case, § = L canonically.

3. Case 3: B sent 03 to A in step 2 of exchange phase and A posted ¢ on the blockchain T to get
the tokens tk[n] and then B computed § := FAS.FExt(ad, vk, X, f,0 := (01, 02),0), but it is the
case that 8 # f(z*).

For cases 1 and 2, if 3i € [n]s.t. tk;¢Wpg, then, we can design a simple reduction that breaks

unforgeability of the digital signature scheme DS with respect to which FAS is defined. For case 3,

if 3i € [n]s.t.tk;¢Wg, then, we can design a simple reduction that breaks the witness extractability

of the FAS scheme.

Seller Fairness. Observe that the FAS-based FFE protocol has R = 1 number of rounds in the
exchange phase. So, we need to show malicious buyer B*’s view Vg« (i) in SFReal and SFldeal games
is indistinguishable and (ii) in SFReal' and SFldeal® games is indistinguishable. We prove the former
using the zero-knowledge (non-abort) property of FAS and the latter by using the zero-knowledge
(abort) property of FAS.

1. We describe how to construct the simulator Sim = (Simg, Simy, Simg) by using the FAS zero-
knowledge (non-abort) simulator FAS.Sim = (FAS.Setup®, FAS.AdGen*, FAS.FPreSign}, FAS.Adapt®).
Simg(1*) simply outputs pp* « FAS.Setup*(1*). Sim;(pp*, tkaek) samples X €g, runs (ad*, st*) <
FAS.AdGen*(pp*, X) and outputs m;ub = (X, ad", tkask). Sima(f(z)) next computes Ef\f —
FAS.FPreSign] (pp*, ad*,st*, X, f(x), f) and sends ;f to B* in step 1 of exchange phase. In
step 3 of exchange phase, it computes o := FAS.Adapt*(ad™, st*, vk, m, X, f(x), f, (vaf,?f})) and
posts o to the blockchain T. From the description of the FFE simulator, we see that if FAS satisfies
zero-knowledge (non-abort), then the FFE protocol satisfies seller fairness’ first requirement.

2. We describe how to construct the simulator Sim* = (Sim§, Simj, Sim3) by using the FAS zero-
knowledge (abort) simulator FAS.Sim = (FAS.Setup®™?, FAS.AdGen*?, FAS.FPreSigny"). Sim3, Sim}
use FAS.Setup™?, FAS.AdGen™? like in the previous case. Sim5 computes ;vf + FAS.FPreSign; (pp*,
ad*,st*, X, f) and sends % to B* in step 1 of the exchange. From the description of the FFE
simulator, we see that if FAS satisfies zero-knowledge (abort), then the FFE protocol satisfies
seller fairness’ second requirement.

10 Conclusion

In this work, we present new constructions for Functional Adaptor Signatures (FAS) using homo-
morphic encryption, supporting higher-degree functions (e.g., BGN-FAS for quadratic, FHE-FAS
for general functions) and achieving concrete efficiency gains—even our LHE-FAS outperforms
VST24 by an order of magnitude. We implement and benchmark all variants across five applications,
demonstrating their expressiveness and practicality. We also formalize fair functional exchange
(FFE), a simulation-based notion capturing fairness beyond all-or-nothing exchanges. Our work
opens future directions, including designing FAS without NIZKs to reduce latency, and extending
FAS beyond two-party settings to enable fair multiparty exchanges and decentralized coordination.
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A Security Proofs for FHE-FAS

In this section, we provide formal security proofs for the FAS construction presented in Figure 20. The
structure of this section is as follows. Section A.1 contains the proof for correctness (Definition 4.2).
Section A.2 contains the proofs for advertisement soundness (Definition 4.3) and advertisement
binding (Definition 4.4). Section A.3 contains the proofs for pre-signature adaptability (Definition 4.8)
and pre-signature validity (Definition 4.5). Section A.4 contains the proof for unforgeability
(Definition 4.6). Section A.5 contains the proof for witness extractability (Definition 4.7). Section A.6
contains the proof for non-abort case of zero knowledge (Definition 4.9). Section A.7 contains
the proof for the abort case of zero knowledge (Definition 4.10). These proofs, when combined,
prove Theorem 5.2.

A.1 Correctness

First, we will show correctness for the FAS construction presented in Figure 20.

Theorem A.1 (Correctness of FAS Construction). If the NIZK schemes NIZK,q and NIZKqq satisfy
completeness, the adpator signature scheme AS satisfies correctness, and the encryption schemes
FHE and ElGamal satisfy correctness, then the FAS construction in Figure 20 satisfies the property
of correctness as defined in Definition 4.2.

Proof. For every A € N, every message m € {0,1}*, every statement/witness pair (Y,y) € R,
and every function f € F, assume that everything is run honestly. That is, suppose that
pp < Setup(1?*), (ad, st) < AdGen(pp,Y,y), (sk,vk) « KGen(1"), 7, + FPreSign;(pp, ad,st,Y,, f),
o9 « FPreSigny(pp, ad, sk,m,Y, f,51), o := Adapt(ad,st,vk,m,Y,y, f, ¢ := (01,02)), and z :=
FExt(ad,vk,Y, f,0 := (61,02),0). Then, notice that:

1. AdVerify(pp,ad,Y) = 1 due to the completeness of NIZK,q,

2. FPreVerify,(pp,ad,Y, f,51) = 1 due to completeness of NIZK¢q and corretness of FHE,

3. FPreVerify,(pp, ad, vk,m,Y, f,0) = 1 due to the correctness of the adaptor signature AS,
4. Vrfy(vk,m, o) = 1 due to the correctness of AS, and

5. z = f(y) due to the correctness of the AS and the EIGamal encryption scheme EG.

Therefore, we have that FAS satisfies the property of correctness, as desired. O

52


https://github.com/nikhilvanjani/fas-impl
https://github.com/nikhilvanjani/fas-impl

A.2 Advertisement Soundness and Binding

Theorem A.2 (Advertisement Soundness for FAS Construction). If the NIZK argument for the
language Laq satisfies adaptive soundness, then the proposed FAS construction in Figure 20 satisfies
the property of advertisement soundness as defined in Definition 4.3.

Proof. We will show that if a p.p.t. adversary A breaks the advertisement soundness of our FAS
construction with non-negligible advantage, then there exists a p.p.t. reduction B that is able to
break the adaptive soundness of the underlying NIZK scheme. Let C be the challenger for the
adaptive soundness of the NIZK argument for the language L,4. The reduction B is as follows:

1. The challenger C sends the crs,q to B.
2. B generates the public parameters pp and sends it to A.
3. A generates an advertisement ad for statement Y and sends the tuple (ad,Y’) to B.

4. B parses ad as (pkpyg, Ctad, Tad)- It then sends the statement stmtag := (pkpyg, Ctad, Y) and
proof m,q to the challenger C.

Note that when A breaks the advertisement soundness of the FAS scheme, we have that
Y ¢ Lr and AdVerify(pp,ad,Y) = 1. Further, the fact that ¥ ¢ Lg implies that stmtyy :=
(PKEHE, Ctad, Y) & Lag. Also, we know that since AdVerify(pp,ad,Y) = 1, then it must be the case
that NIZK.Verify(crsag, stmtag, maq) = 1. Therefore, by definition, B is able to use (stmt,q, mad) to
break the adaptive soundness of the NIZK argument for the language L,q. Further, since A breaks
the advertisement soundness of FAS with non-negligible probability, then B breaks the adaptive
soundness of NIZK with the same non-negligible probability. This is a contradiction to our origianl

assumption, which concludes the proof.
O

Theorem A.3 (Advertisement Binding for FAS Construction). If the NIZK argument NIZK,q4 for
the language Lag satisfies adaptive soundness, and the FHE scheme satisfies binding (see Footnote 7),
then the proposed FAS construction in Figure 20 satisfies advertisement binding as defined in
Definition 4.4.

Proof. We want to show that there exists a negligible function € such that for every p.p.t. malicious
seller A, and for all A € N, if pp < Setup(1*), (Y,ad) < A*(pp), such that AdVerify(pp,ad,Y) = 1,
then both the following hold:

El(yv 7"), (2/, TI) s.t.
Ay, r) s.t. y#y A
= <
Yl AdGen(pp, Y, y:7) = (ad, )| =N PT L AdGen(pp, V,y:1) = (ad, ) n| <N
AdGen(pp,Y,y';r") = (ad, )

First, we will prove the former condition. Recall that ad is parsed as (pkpyg, Ctad, Tad)- Since
we have that AdVerify(pp,ad,Y) = 1, we know that for stmt,y := (pkpug, Ctad, Y), we have that
Verify,q(crsad, stmtaq, maq) = 1. By the the adaptive soundness of NIZK,q4, we know that there exists
a negligible function € such that:

Pristmtag & Lad] < €(A) .

Recall that stmt,y € L,g implies that there exists a witness (y,71,709) such that ctyq :=
FHE.Enc(pkepe; 5 71), (Pkepe, ) < FHE.KGen(1*;7¢), and (Y,y) € R. Note that r := (rg,71)
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are the random coins used during AdGen. Therefore, stmt,q € L,q implies that 3(y,r) such that
AdGen(pp,Y,y;r) = (ad, -). Combining this observation with the equation above, we obtain that:

ﬂy,r s.t.
el pdGen(op ¥ yor) = ad )] < )
as desired.

Now, we will prove the latter condition. Suppose there exists (y,r), (y/,r") such that y # ¢/,
and AdGen(pp,Y,y;r) = AdGen(pp,Y,v';r') = (ad, ). Parse ad as (pkpyg, Ctad, Tad). Also, parse the
random coins as r = (ro,r1) and ' = (r(,7]).

Since the advertisements generated with (y,r) and (y,r’) are the same, then it must be that
FHE.Enc(pkeyg, y;71) = FHE.Enc(pkpne, ¥'; 7)) = ctad. However, since the FHE scheme satisfies
binding, it must be the case that y = 1/, a contradiction to our original assumption. Therefore, we
have that no such (y,r) and (y/,7’) can exist, giving that:

Ay, r), (v, 1) s.t.
y#y A
=0<
br AdGen(pp,Y,y;7) = (ad,-) A 0= e,
AdGen(pp,Y,y/;7') = (ad, ")

as desired. This concludes the proof O

A.3 Pre-Signature Adaptability and Validity

Theorem A.4 (Pre-Signature Adaptability for FAS Construction). If the underlying adaptor
signature scheme AS satisfies pre-signature adaptability (Definition 3.26), then the proposed FAS
construction in Figure 20 satisfies the property of pre-signature adaptability as defined in Defini-
tion 4.8.

Proof. For every A € N, any pp < Setup(1*), any statement/witness pair (Y,y) € R, any
(ad,st) « AdGen(pp,ad,Y’), any message m € {0,1}*, any family of functions F, any function
f € F, any &, « FPreSign,(pp,ad,Y, f,71), any key pair (sk,vk) < AS.KGen(1*), and any pre-
signature oy with FPreVerify,(pp,ad,vk,m,Y, f,0 := (01,02)) = 1, suppose that we compute
o := Adapt(ad, st,vk,m, Y, y, f,c). We want to show that:

Pr[Vrfy(vk, m, Adapt(ad, st,vk,m,Y,y, f,0))] =1 .

Note that since FPreSign, passed, we know that AS.pVrfy(vk, m, pkgg, 02) = 1, where pkgg is obtained
from &1. Let skgg be the corresponding secret key to pkgg. By the pre-signature adaptability
property of the underlying adaptor signature scheme, we have that:

Pr[Vrfy(vk, m, AS.Adapt(vk, m, skeg, 02))] =1 .

Notice that we have that Adapt(ad,st,vk,m,Y,y, f,0) = AS.Adapt(vk, m, skeg, 02). Therefore, we
have that:
Pr[Vrfy(vk, m, Adapt(ad, st,vk,m,Y,y, f,0))] =1,

as desired. This concludes the proof. O

Theorem A.5 (Pre-Signature Validity for FAS Construction). If the underlying adaptor signature
scheme AS satisfies correctness, then the proposed FAS construction in Figure 20 satisfies the property
of pre-signature validity as defined in Definition 4.5.
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Proof. For every A € N, any pp + Setup(1%), any statement /witness pair (Y,y) € R, any message
m € {0,1}*, any family of functions F, every function f € F, any ad with AdVerify(pp,ad,Y’) =1,
any o1 such that FPreVerify,(pp,ad,Y, f,1) = 1, and any (sk,vk) < AS.KGen(1?), suppose that we
compute o9 < FPreSign,(pp, ad, sk,m, Y, f,01). We want to show that:

Pr[FPreVerify,(pp, ad,vk,m,Y, f, 7 := (71,02)) =1 =1 .

Note that FPreSign, simply performs oo < AS.pSign(sk, m, pkgg), where pkgg is a public key for
the EIGamal encryption scheme. Recall that the public keys of EIGamal are elements of a group G
where the discrete log problem is hard, so we have that pkgg € LpL (see Definition 3.3). Therefore,
pkeg is a compatible statement with Schnorr adaptor signatures. Therefore, o2 is well-formed.

By correctness of the adaptor signature scheme, we have that since (sk,vk) < AS.KGen(1*) and
g9 < AS.pSign(sk, m, pkgg), then it must be that:

Pr[AS.pVrfy(vk, m, pkgg,02) = 1] =1 .
Note that FPreVerify, simply checks if AS.pVrfy(vk, m, pkgg,02) = 1. So we have that:
Pr[FPreVerify,(pp, ad,vk,m,Y, f,0 := (01,02)) = 1] = Pr[AS.pVrfy(vk, m, pkgg,02) = 1] =1,

as desired. This concludes the proof.

A.4 Unforgeability

Theorem A.6 (Unforgeability for FAS Construction). If the NIZK arguments for the languages Lag
and Leq both satisfy adaptive soundness, the underlying AS scheme satisfies witness extractability,
and the relation R is F-hard, then the proposed FAS construction in Figure 20 satisfies the property
of unforgeability as defined in Definition 4.6.

Overview. In order to prove that the FAS construction is unforgeable, we will reduce it to the
F-hardness of the relation R. Consider the sequence of games Gy, G1, G2, G3 in Figure 32.

e Game Gy is the original game fUnforge 4 pas for the FAS scheme we propose. In this game, the
adversary A is tasked with creating a valid forgery o* for a message m™* of their choice. The
adversary has access to the signature and functional pre-signature oracles, which are denoted
Os and Oy, , respectively.

e Game (5 is identical to Game Gy, except that after line 15, the game additionally checks if
stmtag := (pKkppEe, Ctad, Y*) is in the language Laqg. If it is not in the language, then we set the
flag bad; = true. The winning condition of G is also different from Gy, as in order for A to
win in G1, it must also satisfy —bad;. That is, the flag bad; must be false.

o Game (5 is identical to Game (G, except that after line 16, the game additionally checks if
stmteq := (Pkeg, Ct, PKEHES ct) is in the language Leq. If it is not in the language, then we set
the flag bads = true. The winning condition of G is also different from Gy, as in order for A
to win in Go, it must also satisfy —bady. That is, the flag bady must be false.

e Game (3 is identical to Game G, except that after line 17, the game additionally checks if
the pair (pkgg, skeg) € Reg. If this is not a valid key pair, then we set the flag bads = true.
The winning condition of Gg is also different from Go, as in order for A to win in G3, it must
also satisfy —bads. That is, the flag bads must be false.
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Games Gg, |G|, ‘GQ , Gg‘ Oracle Os(m)
1: @ :=0,bad; := false, bady := false, bads := false 1: o < Sign(sk,m)
2 crs,g < Setup,y(1%) 2: Q:=QU{m}

31 CrSeq Setupeq(l)‘) 3: return o

41 pp = (Crsad, Crseq) Oracle Ofys,(ad, m, Y, f,01)
5: (sk,vk) < AS.KGen(1%)

x % A
(Y7, y7) ¢ GenR(1%) 2: Parse 1 as (pkgg, Ct, Teq)

* * px ~x Os,Orps, * -
(ad”™,m", f*,07) = A7 (pp, vk, V) 3. Ct = FHE.Eval(pkeng, Ctag, f)
Parse ad™ as (pkeyg, Ctad, Tad)

1: Parse ad as (pkpyg, Ctad, Tad)

4: stmteq := (pkgg; ct, PKeyE, Ct)

© 0 N O

P *
stmtad = (PKene, Ctad, Y) 51 if (Verifye,(Crseq, stmteq, Teq) = 0) :

10: Parse o7 as (pkgg, Ct, Teq)

~ return 1
1 cti= PHE Bval(pkeye, ctaa, /) 6: o« AS.pSign(sk, m, pkec)
12 stmteq := (pkgg, ct, pkeye, Ct) 70 Q:=Qu{m)
13 if (Verify,q(crsag, stmtad, mad) = 0V (f* € F) 8: return oo
V Verify,, (crseq, stmteq, Teq) = 0) : return L

14: 75 < AS.pSign(sk, m*, pkee)

15: 0%+ A% (53)

16 : ‘if (stmtaq & Lag) : bad; := true‘

17 ‘if (stMteq & Leq) : bady := true‘

181 | sk 1= AS.Ext(vk, pkeg, 35,07 |
19 |if ((m* Z Q) A Vrfy(vk,m*,0*) = 1 A (pkeg, Skeg) € REG)

20 : return (m* € Q) A Vrfy(vk,m*,0%) =1

A —bads | A —bads

Figure 32: Unforgeability Proof: Games Gy, G1, G2

First, we will argue in Claims A.7, A.8, and A.9 that the game hops from G to Gg3 are close. After,
we will argue in Claim A.10 that if there exists a stateful p.p.t. adversary A that wins G3 with
non-negligible probability, then A could be used to break the F-hardness of the relation R. The
formal proof for Theorem A.6 can be found in Claim A.11. O

Claim A.7. If the NIZK argument for language Laq satisfies adaptive soundness, then for every
stateful p.p.t. adversary A, there exists a negligible function e, such that for every A € N:

| Pr[Go =1] = Pr[Gy = 1]| < €()) .

Proof. Assume towards a contradiction that |Pr[G0 =1] - Pr[Gy = 1” > ¢(A). Notice that since
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Reduction P for the proof of Claim A.7 Oracle Os(m)

1: Q=0,bad; := false 1: o« Sign(sk,m)

2: Crsyg C 2: Q:=QU{m}

31 CrSeq ¢ Setupeq(lA) 3: return o

4: pp = (Crsad, Crseq) Oracle Ofps,(ad,m, Y, f,01)

5: (sk,vk) < AS.KGen(1%) 1: Parse ad as (pkeyg, Ctad; Tad)

6: (Y*,y") < GenR(1%) 2: Parse 01 as (pkgg, ct, Teq)

7 (ad*,m*, f*,57) < A% 9% (pp, vk, Y*) 3: ct:= FHE.Eval(pkpyg, Ctad, f)

8: Parse ad™ as (pKeng, Ctad, Tad) 41 stmteq := (pkgg,ct, PKeyes Ct)

9: stmtaq := (pkpyg, Ctad, Y™) 51 if (Verifyey(Crseq, stmteq, Teq) = 0) :

10 : if (Verify,q(crsad, stmtad, mad) = 0) : return L return L

11: return (stmtaq, maq) to C 6: 09 < AS.pSign(sk, m, pkeg)
7: Q:=QU{m}

8 : return ogy

Figure 33: Reduction for prover P playing the adaptive soundness game with challenger C

Games Gy and GG are identical except for the check in G that determines the flag bad;, we have:

Pr[badl = true, n Gl] Z ’PI‘[GO = 1] — Pr[G1 = 1“

> €(A) . 1)

We want to show that if this is the case, then there exists some p.p.t. prover P that uses A to
break the adaptive soundness of the NIZK argument for the language L.4. Recall that in order to
win this game, the prover P needs to find a pair (stmt,qg, mag) such that it satisfies two conditions:
(stmtag & Lag) A (Verify,g(crsad, stmtag, mad) = 1). So we have that Pr[P wins] is given by:

Pr[P wins| = Pr[(stmtad & Laq) A (Verify,q(crsad, stmtag, mad) = 1)} . (2)

The reduction P in Figure 33 will simultaneously play the role of challenger to adversary A as
in Game G1, and the role of the prover in the adaptive soundness game for the NIZK argument for
the language L.q. Let C be the corresponding challenger for that adaptive soundness game. The
procedure for the reduction is as follows:

1. C honestly samples a crs,q, and sends it to P.

2. P generates the public parameters pp (which includes the crs,q from C), and also samples
(sk,vk) for the AS scheme. It also generates an instance (Y*,y*) of the relation R. P then
sends (pp, vk, Y*) to A.

3. A performs queries to the signature and functional pre-signature oracles, Oy and O ys,, which
P answers.

4. After making queries, A then sends a response (ad*, m*, f*,o7) to P.
5. P then parses ad* as (pkpyg, Ctad, Tad), and constructs stmtag := (pkpyg, Ctad, Y*). Then, P

sends the response (stmt,g, maq) to C.
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Notice that during Game G1, when (stmtyy & L.q), we set the flag bad; := true in line 16. But
it must also have been the case that Verify,q(crsaqg, stmtag, maq) = 1, as otherwise, G; would have
aborted in line 13 (and therefore it would not have reached line 16 to set the flag bad; to true).
Therefore, we have that:

Pr[bad; = true, in G1] = Pr[(stmtag & Lad) A (Verify,g(crsaq, stmtad, mag) = 1)] . (3)
Notice that combining equations 1, 2 and 3 gives that:
Pr[P wins] = Pr[bad; = true, in G1] > €(\) , (4)

where € is a negligible function. Therefore, we have constructed a prover P that wins the adaptive
soundness game of the NIZK argument for the language L.4 with non-negligible probability, a
contradiction to our initial assumption of the claim. This concludes the proof. ]

Claim A.8. If the NIZK argument for language Leq satisfies adaptive soundness, then for every
stateful p.p.t. adversary A, there exists a negligible function e, such that for every A € N:

‘PI‘[Gl = 1] - PI‘[GQ = 1” S 6(/\) .

Proof. Assume towards a contradiction that |Pr[Gy = 1] — Pr[Gs = 1]| > €()). Notice that since
Games (G; and G are identical except for the check that determines the flag bads, we have:

Pr[bady = true, in G| > ’Pr[Gl =1] - Pr[Gy = 1]’

> €(N) . (5)

We want to show that if this is the case, then there exists some p.p.t. prover P* that uses A to
break the adaptive soundness of the NIZK argument for the language Leq. Recall that in order to
win this game, the prover P* needs to find a pair (stmteq, 7eq) such that it satisfies two conditions:
(stmteq & Leq) A (Verifyeq(crseq, stmteq, Teq) = 1). So we have that Pr[P* wins] is given by:

Pr[P* wins] = Pr|(stmteq & Leq) A (Verifyq (Crseq, stmteq, Teq) = 1)] - (6)

Notice that the winning condition of P* is similar to that of the winning condition for P in
Claim A.7. Further, the hop from G to G is similar to that of the hop from Gy to GG1. Therefore,
the rest of this proof follows from the proof of Claim A.7. This concludes the proof. O

Claim A.9. If the underlying adaptor signature scheme AS satisfies witness extractability, then for
every stateful p.p.t. adversary A, there exists a negligible function e, such that for every A € N:

‘PT[GQ = 1] - Pr[Gg = 1” < 6()\) .

Proof. Assume towards a contradiction that [Pr[Gy = 1] — Pr[G3 = 1]| > ¢()). Notice that since
Games G2 and G3 are identical except for the check that determines the flag bads, we have:

Pr[bads = true, in G3] > ‘Pr[Gg =1] - Pr[Gs = 1”

> €(A) . (7)

We want to show that if this is the case, then we can create some reduction B that uses A to
break the witness extractability of the underlying AS scheme. Recall that in order to win the
witness extractability game, B needs to find (m*, pkgg, o*) such that all of the following conditions
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Reduction B for the proof of Claim A.9

Oracle Os(m)

1:

© o N O

10 :
11:
12

13 :
14 :
15:

Q@ = 0, bad; := false, bads := false, bads := false

Crsad < Setup,g (1), crseq < Setupeq(l’\)

pp := (CrSad, CrSeq)

vk < C

(Y*,y*) < GenR(1%)

(ad*,m*, f*,57) « A9=Crv=2 (pp, vk, Y*)

Parse ad™ as (pkeyg, Ctad, Tad)

stmtad := (PkpyE, Ctad, Y)

Parse o7 as (pkgg, Ct, Teq)

ct := FHE.Eval(pkeyg, Ctag, )

stmteq := (pkeg, Ct, Pkepe; Ct)

if (Verify,q(crsad, stmtag, Taa) = 0V (f* € F)
V Verify o (Crseq, StMteq, Teq) =

05 + C(m”, pkeg)

0" = A9 Crre2 (53)

return (m*, pkgg, ™) to C

1: o+ C(m)
2: Q:=QuU{m}
3: return o

Oracle Oyps,(ad,m,Y, f,71)

0) :return L

1: Parse ad as (pkpyg, Ctad, Tad)
2: Parse o1 as (pkgg, Ct, Teq)

3: ct:= FHE.Eval(pkgyg, Ctad, f)
4: stmteq = (pkgg, Ct, Pkepe, Ct)
51 if (Verifyey(crseq, stmteq, Teq) = 0) :

return L

6: 09+ C(m,pkgg)
70 Q:=QU{m}

return oo

oo

Figure 34: Reduction for B playing the witness extractability game for AS with challenger C

are met: (m* & Q) A Vrfy(vk,m*,0*) = 1 A(pkgg, AS.Ext(vk, pkeg, 75,0%)) € Reg. We will denote

skeg = AS.Ext(vk, pkgg, 05, 0*), so we get that:

The reduction B in Figure 34 will simultaneously play the role of challenger to adversary A as
in Game ('3, and the role of the adversary in the witness extractability game for the underlying AS
scheme. Let C be the corresponding challenger for the witness extractability game for the underlying

Pr[B wins] = Pr[(m* Z Q) A Vrfy(vk,m*,0*) = 1 A (pkgg, Skig) € REg} :

AS scheme. The procedure for the reduction is as follows:

1. C honestly samples the signing and verification keys (sk, vk), and sends vk to B.

2. B generates the public parameters pp. It also generates an instance (Y*,y*) of the relation R.

B then sends (pp, vk, Y*) to A.

3. A performs queries to the signature and functional pre-signature oracles, Os and Oy,,,. Note
that B answers these queries by forwarding the queries to its challenger, C. After making

queries, A then sends a response (ad*, m*, f*,57) to B.

4. B then uses C to generate a honest pre-signature o5 for A’s chosen message m* and statement
pkeg. B then forwards this pre-signature o3 to A.

5. After making more queries, A then sends a response ¢* to B.

6. Then, B sends (m*, pkgg,0™) to C.
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Now, we need to show that when the flag bads = true in 3, the winning conditions for B are
also met. We know that when the flag bads = true, we have that the three following conditions are
met: (m* € Q) A Vrfy(vk,m*, 0*) = 1 A (pkeg, Skeg) € Reg. So we have that:

Pr[bads = true, in G3] = Pr{(m"* & Q) A Vrfy(vk,m*,0*) = 1 A (pkgg, skeg) & Rec] - 9)
Notice that combining equations 7, 8 and 9 gives that:
Pr[B wins] = Pr[bads = true, in G3| > ¢(\) , (10)

where € is a negligible function. Therefore, we have constructed a reduction B that wins the witness
extractability game of the underlying AS scheme with non-negligible probability, a contradiction to
our initial assumption of the claim. This concludes the proof.

O]

Claim A.10. If the relation R is F-hard, then for every stateful p.p.t. adversary A, there ezists a
negligible function €, such that for every A € N, we have that:

PI‘[G3 = 1] < 6()\) .

Proof. Assume towards a contradiction that Pr[Gs = 1] > €()), that is, there exists some p.p.t.
adversary A that wins Game G3 with non-negligible probability. We want to show that if this is
the case, then we can create some reduction B’ that uses A to break the F-hardness of the relation
R. Recall that in order to win this game, given some statement Y* € Lg, B’ needs to produce a
pair (f*,z) such that (f* € F) A (z € {f*(y) | Jy s.t (Y*,y) € R}). So we get that:

Pr[B wins| = Pr[(f* € F)A (z € {f*(y) | Ty st (Y*,y) €R})] . (11)

The reduction B’ in Figure 35 will simultaneously play the role of challenger to adversary A
as in Game G3, and the role of adversary in the F-hardness game for the relation R. Let C be
the corresponding challenger for the F-hardness game for the relation R. The procedure for the
reduction is as follows:

1. C honestly samples an instance (Y*,y*) of the relation R. It then sends Y* to B'.

2. B’ generates the public parameters pp. It also samples the signing and verification keys (sk, vk).
B’ then sends (pp, vk, Y*) to A.

3. A performs queries to the signature and functional pre-signature oracles, O, and Oy,,,. Note
that B’ answers these queries. After making queries, A then sends a response (ad*,m*, f*,o7)
to B'.

4. B’ then generates an honest pre-signature o5 for A’s chosen message m* and statement pkgg.
B’ then sends this pre-signature o5 to A.

5. After making more queries, A then sends a response o* to B’.

6. Then, B’ extracts the key skig from the signatures, and uses it to decrypt the ciphertext ct to
obtain value z. B’ then sends (f*,z) to C.

Now, we need to show that when A wins Game G'3, the winning conditions for B’ are also met.
When A wins Game (3, we know that the following occur:

60



Reduction B’ for the proof of Claim A.10 Oracle Os(m)

1: @ = 0,bad; := false, bady := false, bady := false 1: o « Sign(sk,m)
2 crs,g < Setup,y(17) 2: Q:=QU{m}
31 Crseq ¢ Setupe, (1Y) 3: return o
4: pp:= (Crsady CI’Seq) R Oracle OfpSQ (ad7 m, i/v7 f7 &1)
: k, vk AS.KGen(1
5 (skovk) en(1%) 1: Parse ad as (pkeyg, Ctad, Tad)
6: YY"+ C ~
0.0 2: Parse o1 as (pkgg, Ct, Teq)
. * * ""* sy fps k Y -
70 (ad®,m", f*,07) - A 2(pp, vk, Y7) 3: ct:= FHE.Eval(pkpyg, Ctad, f)
8: Parse ad™ as (pkpyg, Ctad, Tad) ~
. 4: stmteq := (pkeg, Ct, pPKeye, Ct)
9: stmta := (pPkeye, Ctad, Y)

" 5: if (Verify,,(CrSeq, StMteq, Teq) = 0) :
10: Parse o7 as (pkgg, Ct, Teq) (Verifyeq (crsea; e Mea) = 0)

11: ct := FHE.Eval(pkgyg, Ctad, f*)
120 stmteq := (pkeg, ct, pkeye, Ct)
13: if (Verifyad(crsad,stmtad,ﬂad) oV (f*¢F)

V Verify,, (crseq, stmteq, Teq) = 0) : Teturn L

return 1
6: og < AS.pSign(sk, m, pkeg)
7: Q:=QU{m}

8 : return oo

14: 09 < AS.pSign(sk, m*, pkgg)
15: 0% « A9Cr=2(53)

16 :  skgg := AS.Ext(vk, pkeg, 05,07")
17: 2z := EG.Dec(skgg, ct)

18: return (f*,z) to C

Figure 35: Reduction for B’ which breaks the F-hardness of the relation R.

1) (Verify,g(crsad, stmtad, Tad) = 1) A (Verifye, (Crseq, Stmteq, Teq) = 1) A (f* € F)

3

1) (

(2) (bad1 = false) — stmtyq € Lag
(3) (bad2 = false) —> stMteq € Leq
(4)

4) (bads = false) = (pkgg, skeg) € Rec

From (1), we know that one of B’s winning conditions, f* € F, is satisfied when A wins Gs.
Therefore, it remains to show that A winning G3 implies B’s last winning condition, which is that
(z € {f() | Fyst (Y",y) €R})

Notice that when A4 wins G3, we have that conditions (2), (3) are satisfied, so we know that the
statements stmt,q and stmteq are valid statements for their corresponding languages. This fact is
vital for the correctness of the analysis below.

When condition (1) is satisfied, we have that Verify,q(crsaq, stmtag, mag) = 1, which means
that 3(y,r1,70) such that (Y*,y) € R and cto,g = FHE.Enc(pkpyg,y;71). We also know from
condition (1) that Verifye,(crseq, stmteq, Teq) = 1, which means that 3(skrne, 2,72,70) such that
ct = EG.Enc(pkgg, 2;72), and FHE.Dec(skpng, ct) = 2, where ct is the functional evaluation of ct,q
(which we showed above was correctly generated). Since ct was correctly generated, we know that
z = f*(y). Since condition (4) is satisfied, we have that (pkgg,skgg) € Reg, meaning that it is a
valid key pair. Therefore, know that z = EG.Dec(skgg, ct) is a correct decryption, which outputs
z = f*(y). This gives that z € {f*(y) | Iy s.t (Y*,y) € R}, which is the second winning condition
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for B'. Therefore, we have shown that when A wins Game G3, B’ also wins its game. Since we
assumed that Pr[Gs = 1] > €()), we have that:

Pr[B wins] > Pr[G3 = 1] > ¢(\) (12)

where € is a negligible function. Therefore, we have constructed a reduction B’ that wins the
F-hardness game of the relation R with non-negligible probability, a contradiction to our initial
assumption of the claim. This concludes the proof.

O

Claim A.11. If the NIZK arguments for the languages Lag and Leq both satisfy adaptive soundness,
the underlying AS scheme satisfies witness extractability, and the relation R is F-hard, then for
every stateful p.p.t. adversary A, there exists a negligible function €, such that for every \ € N:

Pr [fUnforgeA,FAS(l’\) = 1} <e€(N) .

Proof. Since Game Gq (as defined in Figure 32) is the original game fUnforge 4 gag for the FAS
scheme we propose, we have that Pr[Go = 1] = Pr[fUnforge 4 ;as(1%) = 1]. By triangle inequality,

Pr[Go = 1] < |Pr[Go = 1] — Pr[G; = 1]|
+ |Pr[Gy = 1] — Pr[G2 = 1]
+ ‘PI‘[GQ = 1] - PI‘[Gg = 1” + PI‘[G3 = 1] .

For every stateful p.p.t. adversary A, we have:

e Since the NIZK argument for the language L.q satisfies adaptive soundness, Claim A.7
guarantees that there exists some negligible function €; such that for every A € N, we have
that ‘PI’[GO = 1] - PI‘[Gl = 1” S 61()\).

e Since the NIZK argument for the language Leq satisfies adaptive soundness, Claim A.8
guarantees that there exists some negligible function €5 such that for every A € N, we have
that ‘Pl‘[Gl = 1] - PI’[GQ = 1” S 62(}\).

e Since the underlying adaptor signature scheme AS satisfies witness extractability, Claim A.9
guarantees that there exists some negligible function e3 such that for every A € N, we have
that ‘PT[GQ = 1] - PI’[G3 = 1” S 63()\).

e Since the relation R is F-hard, Claim A.10 guarantees that there exists some negligible function
€4 such that for every A € N, we have that Pr[Gs = 1] < eq()).

Combining these results with the expression obtained above for Pr[Gy = 1], we have that:
PI‘[GO = 1] <€ ()\) + 62(>\) + 63()\) + 64()\) = 6()\) . (13)

Notice that since €1(A), e2(A), e3(N), and e4(\) are all negligible functions, we have that the
function e(\) = €1(A) + €2(A) + e3(A) + €4(N), for all A € N, is also a negligible function. Note that
since we can find an €;(\), e2(N), e3(N), and €4(\) for any stateful p.p.t. adversary A, we can then
find a negligible function €(\) for any stateful p.p.t. adversary A as well.

Therefore, we have shown that for every stateful p.p.t. adversary A, there exists a negligible
function ¢, such that for every A € N, we have that Pr[Gp = 1] < €(\). This means that for any
p.p.t. adversary A, we have that Pr[fUnforge 4 as(1%) = 1] < €(A) as well. This concludes the proof
of unforgeability for the proposed FAS construction.

]
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A.5 Witness Extractability

Theorem A.12 (Witness Extractability for FAS Construction). If the NIZK arguments for the
languages Laq and Leq both satisfy adaptive soundness, and the underlying AS scheme satisfies
witness extractability, then the proposed FAS construction in Figure 20 satisfies the property of
witness extractability as defined in Definition 4.7.

Overview. In order to prove that the FAS construction satisfies witness extractability, we will reduce
it to the witness extractability of the underlying AS scheme. Consider the sequence of games
Gy, G1,G9 in Figure 36.

e Game () is the original game fWitExt 4 pas for the FAS scheme we propose. In this game, the
adversary A is tasked with creating a signature o* for a message m* of their choice, in such a
way that the the function evaluation of the witness is unable to be extracted using the FExt
algorithm. The adversary has access to the signature and functional pre-signature oracles,
which are denoted Oy and Oy, , respectively.

e Game (5 is identical to Game G, except that after line 16, the game additionally checks if
stmtag := (pKppE, Ctad, Y) is in the language Lag. If it is not in the language, then we set the
flag bad; = true. The winning condition of G; is also different from Gy, as in order for A to
win in G1, it must also satisfy —bad;. That is, the flag bad; must be false.

e Game G is identical to Game G, except that after line 17, the game additionally checks if
stmteq := (Pkeg, Ct, PKEHES &) is in the language Leq. If it is not in the language, then we set
the flag bads = true. The winning condition of G is also different from G4, as in order for A
to win in Go, it must also satisfy —bads. That is, the flag bady must be false.

First, we will argue in Claims A.13, and A.14 that the game hops from Gy to G4 are close. After,
we will argue in Claim A.15 that if there exists a stateful p.p.t. adversary A that wins G5 with
non-negligible probability, then A could be used to break the witness extractability of the underlying
AS scheme. The formal proof for Theorem A.12 can be found in Claim A.16. O

Claim A.13. If the NIZK argument for language L.q satisfies adaptive soundness, then for every
stateful p.p.t. adversary A, there exists a negligible function e, such that for every A € N:

| Pr[Go = 1] — Pr[Gy = 1]| < ¢()) .

Proof. Assume towards a contradiction that [Pr[Go = 1] — Pr[G1 = 1]| > ¢()). Notice that since
Games G and (1 are identical except for the check in GG; that determines the flag bad;, we have:

Prlbad; = true, in G1] > |Pr[Gy = 1] — Pr[Gy = 1]

> €(N) . (14)

We want to show that if this is the case, then there exists some p.p.t. prover P that uses A to
break the adaptive soundness of the NIZK argument for the language L.4. Recall that in order to
win this game, the prover P needs to find a pair (stmt,q, mag) such that it satisfies two conditions:
(stmtaq & Lag) A (Verify,g(crsad, stmtag, mad) = 1). So we have that Pr[P wins] is given by:

Pr[P wins] = Pr[(stmtad & Lag) A (Verify,g(crsag, stmtad, mad) = 1)] . (15)

The reduction P in Figure 37 will simultaneously play the role of challenger to adversary A as
in Game (1, and the role of the prover in the adaptive soundness game for the NIZK argument for
the language L,4. Let C be the corresponding challenger for that adaptive soundness game. The
procedure for the reduction is as follows:
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Games Gy, ’G—ly ’G—Q‘

Oracle Os(m)

© o N O

10 :
11:
12

13 :
14 :
15 :
16 :

17

18 :

19 :

Q (Z) bad1 =

Crs.g  Setup,y(1*)

false, bad, := false

CrSeq Setupeq(l)‘)

PP := (CrSad, CrSeq)

(sk,vk) < AS.KGen(1%)

(ad*, m*, Y™, f*,57) « A9Orv=2 (pp, vk)
Parse ad” as (pkgyg, Ctad, Tad)
stmt.q := (pkeyg, Ctad, Y)

Parse o7 as (pkgg, Ct, eq)

ct := FHE.Eval(pkgyg, Ctag, f¥)
stmteq := (pkeg, Ct, PKeye, Ct)

if (Verifyad(crsad, stmtag, maq) = 0V (f* € F)
V Verify,, (crseq, stmteq, Teq) = 0) : return L
o5 < AS.pSign(sk, m", pkgg)

0"+ A9 Osr2 (53

skgg := AS.Ext(vk, pkeg, o5, 0™)

z 1= EG.Dec(skgg, ct)

‘if (stmtag & Lag) : bad; := true‘

’if (stmteq & Leq) : bads := true‘
€ Q) AVrfy(vk,m*,0%) =1

return (m

1: o « Sign(sk,m)

2: Q:=QU{m}

3: return o
Oracle Oyps,(ad, m,Y, f,71)

1: Parse ad as (pkgyg, Ctad, Tad)

2: Parse g1 as (pkgg, Ct, Teq)
ct := FHE.Eval(pkgyg, ctad, f)

stmteq := (pkeg, Ct, pkeye; Ct)
if (Verifyoq(Crseq, stMteq, Teq) = 0) :

(S B ]

return |
6: 09 < AS.pSign(sk, m, pkgg)
70 Q:=QU{m}

8 : return oy

Az € {f*(v) | 3y st (Y*,y) €R}) |[A-bad; | A —bad,

Figure 36: Witness Extractability Proof: Games G, G1, G2

. C honestly samples a crs,q, and sends it to P.

. P generates the public parameters pp (which includes the crsyg from C), and also samples

(sk, vk) for the AS scheme. P then sends (pp, vk) to .A.

that P answers these queries.

sends the response (stmt,q, maq) to C.

. A performs queries to the signature and functional pre-signature oracles, Oy and Oy,,,. Note

. After making queries, A then sends a response (ad*, m*, Y™, f*,57) to P.

. P then parses ad™ as (pkpyg, Ctad, ad), and constructs stmtay := (pkeng, Ctad, Y*). Then, P

Notice that during an instance of Game G, when (stmtayg & Lag), we set the flag bad; = true in

line 17. But it must also have been the case that Verify,q(crsaqg, stmtag, mad) = 1, as otherwise, Gy
would have aborted in line 12 (and therefore it would not have reached line 17 to set the flag bad;
to true). Therefore, we have that:

Pr[bad; = true, in G{]
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Reduction P for the proof of Claim A.13 Oracle Os(m)

1: @Q=0,bad; := false 1: o < Sign(sk,m)
2: Crsyg C 2: Q:=QU{m}
31 CrSeq Setupeq(lA) 3: return o
4: = ~
pp := (Crsad, Crseq) Oracle Ojps,(ad,m, Y, f,51)
5: (sk,vk) - AS.KGen(1%) o 4 o5 (o )
1: arse ad as , Ctad, T3
6: (ad*,m*, Y*7 *7gr) — AO-S?OfPSz (pp,vk) - PKFHE d d
i 2: Parse g1 as (pkgg, Ct, Teq)
7: Parse ad™ as (pkpyg, Ctad, Tad) ~
% 3: ct:= FHE.EVaI(kaHE,Ctad7 f)
8: stmta := (pkpye, Ctad, Y) ) ) o
9: if (Verify,q(crsad, stmtad, maq) = 0) : return L 4: stmteq := (pkeg, Ct, Pkeye, Ct)
51 if (Verifye,(Crseq, Stmteq, Teq) = 0) :

10 : return (stmtaq, maq) to C
return L

6: 09 < AS.pSign(sk, m, pkgg)
7: Q:=QU{m}

8 : return oy

Figure 37: Reduction for prover P playing the adaptive soundness game with challenger C

Notice that combining equations 14, 15 and 16 gives that:
Pr[P wins] = Pr[bad; = true, in G1] > €(\) , (17)

where € is a negligible function. Therefore, we have constructed a prover P that wins the adaptive
soundness game of the NIZK argument for the language L,y with non-negligible probability, a
contradiction to our initial assumption of the claim. This concludes the proof. O

Claim A.14. If the NIZK argument for language Leq satisfies adaptive soundness, then for every
stateful p.p.t. adversary A, there exists a negligible function €, such that for every A € N:

| Pr[Gy = 1] — Pr[Gy = 1]| < €e(N) .

Proof. Assume towards a contradiction that |Pr[Gy = 1] — Pr[Gy = 1]| > €()). Notice that since
Games (G; and G are identical except for the check that determines the flag bads, we have:

Pr[bady = true, in Ga] > ‘Pr[Gl =1] - Pr[Gy = 1”

> €(A) . (18)

We want to show that if this is the case, then there exists some p.p.t. prover P* that uses A to
break the adaptive soundness of the NIZK argument for the language Leq. Recall that in order to
win this game, the prover P* needs to find a pair (stmteq, Teq) such that it satisfies two conditions:
(stmteq & Leq) A (Verifyeq(crseq, stmteq, Teq) = 1). So we have that Pr[P* wins] is given by:

Pr[P* wins] = Pr|[(stmteq & Leq) A (Verifyeq(Crseq, Stmteq, Teq) = 1)] - (19)

Notice that the winning condition of P* is similar to that of the winning condition for P in
Claim A.13. Further, the hop from G to G5 is similar to that of the hop from Gy to G1. Therefore,
the rest of this proof follows from the proof of Claim A.13. This concludes the proof. O
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Reduction B for the proof of Claim A.15 Oracle Os(m)

1: @ =0,bad; := false, bady := false 1: o+ C(m)

2: crs,g < Setup,y(1?) 2: Q:=QU{m}

31 CrSeq ¢ Setupeq(l)‘) 3: return o

4 pp = (Crsadycheq) Oracle Ofp52 (ad, m, 1/7 f, &1)
5: vk« C

~ 1: Parse ad as (pk Ctad, Mad
(ad"‘7',n>k7y'=k7 *,O_T)%Aosaofpb'z(pp7vk) (PKFHES Ctad, Tad)

2: Parse o1 as (pkgg, ct, Teq)
Parse ad™ as (pkeyg, Ctad, Tad) &= T

3: ct:= FHE.Eval(pkeyg, Ctad, f)

stmt,g := (pPKeyg, Ctad, Y) -
4: stmteq := (pkeg, Ct, pPKeye, Ct)

© o N O

Parse o7 as (pkgg, Ct, Teq)

10 ct := FHE.Eval(pkgyg, Ctad, f*)

11:  stmteq := (pkeg, ct, pkeye, Ct)

12: if (Verifyad(crsad,stmtad,ﬂad) =0V (f"¢F)
)=0) : return L

51 if (Verifye,(Crseq, Stmteq, Teq) = 0) :
return L

6: 09 <« C(m,pkgg)

7 Q:=QU{m}

V Verify o, (Crseq, StMteq, Teq 8. return G,

14: 0%« A9Or=2(53)

15 return (m*, pkgg,0*) to C

Figure 38: Reduction for B playing the witness extractability game for AS with challenger C

Claim A.15. If the underlying adaptor signature scheme AS satisfies witness extractability, then
for every stateful p.p.t. adversary A, there exists a negligible function €, such that for every A\ € N:

PT[GQ = 1] S 6()\) .

Proof. Assume towards a contradiction that Pr[Go = 1] > e()\) that is, there exists some p.p.t.
adversary A that wins Game G5 with non-negligible probability. We want to show that if this
is the case, then we can construct a reduction B that uses the adversary A to break the witness
extractability of the underlying AS scheme. Recall that in order for B to win its game, it needs to
find (m*, pkgg, ™) such that the following conditions are satisfied: (m* & Q) A Vrfy(vk,m*,0*) =1
A(pkgg, AS.Ext(vk, pkgg, 03, 0*)) & Reg. Let skgg = AS.Ext(vk, pkgg, 03, 0*), so we get that:

Pr[B wins] = Pr[(m* € Q) A Vrfy(vk,m*,0") = 1 A (pkgg, skgg) € Reg) - (20)

The reduction B in Figure 38 will simultaneously play the role of challenger to adversary A as
in Game G2, and the role of the adversary in the witness extractability game for the underlying AS
scheme. Let C be the corresponding challenger for the witness extractability game for the underlying
AS scheme. The procedure for the reduction is as follows:

1. C honestly samples the signing and verification keys (sk, vk), and sends vk to B.
2. B generates the public parameters pp, and then sends (pp, vk) to A.

3. A performs queries to the signature and functional pre-signature oracles, O, and Oy,s,. Note
that B answers these queries by forwarding the queries to its challenger, C. After making
queries, A then sends a response (ad*, m*,Y™*, f*,57) to B.
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4. B then uses C to generate a honest pre-signature o3 for A’s chosen message m* and statement
pkeg. B then forwards this pre-signature o3 to A.

5. After making more queries, A then sends a response ¢* to B.

6. Then, B sends (m*, pkgg,o*) to C.

Now, we need to show that when A wins Game G4, the winning conditions for B are also met.
When A wins Game G4, we know that the following occur:

(1) (Verifyad(crsad,stmtad,wad) = 1) A (Verifyeq(crseq, StMteq, Teq) = 1) A (f* S .7:)
(2) (bady = false) A (bady = false)
(3) (m* € Q) ANVrfy(vk,m*,0*) =1A 2 & {f*(y) | Jy st (Y*,y) €R}

From (3), we know that two of B’s winning conditions, (m* ¢ Q) A Vrfy(vk, m*,c*) = 1, are
satisfied when A wins GGo. Therefore, it remains to show that A winning Go implies B’s last winning
condition: (pkgg,AS.Ext(vk, pkeg, 05,0%)) € Reg. In this case, that is, (pkgg, Skeg) € Reg-

Suppose towards a contradiction that (pkgg,skgg) € Reg. Notice that when A wins Gg, we
have that condition (2) is satisfied, so we know that the statements stmt,yq and stmteq are valid
statements for their corresponding languages. This fact is vital for the correctness of the analysis
below.

When condition (1) is satisfied, we have that Verify,4(crsaq, stmtag, mag) = 1, which means
that 3(y,r1,r9) such that (Y*,y) € R and ctag = FHE.Enc(pkgyg,y;71). We also know from
condition (1) that Verify,(crseq,stmteq, meq) = 1, which means that 3(skrng, z,72,70) such that
ct = EG.Enc(pkgg, 2;72), and FHE.Dec(skpng, ct) = z, where ct is the functional evaluation of ct,q
(which we showed above was correctly generated). Since ct was correctly generated, we know that
z = f*(y), where f* € F. Since (pkgg, skge) € Reg, we know that 2 = EG.Dec(skgg, ct) is a correct
decryption, which outputs z = f*(y). This gives that z € {f*(y) | y s.t (Y*,y) € R}, which
contradicts one of the win conditions of G (see condition (3)). Therefore, when A wins G, it must
be the case that (pkgg,skeg) € Reg-

This means that when A wins G3, it generates (m*, pkgg, 0*) that satisfy the three conditions
(m* & Q) AVrfy(vk,m*,0*) = 1 A (pkgg, skeg) € R. We then obtain the following result.

Pr[(m* ¢ Q) AVify(vk,m*,0*) = 1 A (pkeg, SKg) & Rec] = Pr{Gy = 1] . (21)
Notice that combining equations 20 and 21, along with the assumption that Pr[Ga = 1] > €()):
Pr[B wins] > Pr[Ga = 1] > €(\) (22)

where € is a negligible function. Therefore, we have constructed an adversary BB that wins the witness
extractability game of the underlying AS scheme with non-negligible probability, a contradiction to
our initial assumption of the claim. This concludes the proof. O

Claim A.16. If the NIZK arguments for the languages Lag and Leq both satisfy adaptive soundness,
and the underlying AS scheme satisfies witness extractability, then for every stateful p.p.t. adversary
A, there exists a negligible function e, such that for every A € N:

Pr fWitEXtAJ:As(l)\) =1/ < 6()\) .
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Proof. Since Game Gy (as defined in Figure 36) is the original game fWitExt4 pas for the FAS
scheme we propose, we have that Pr[Gp = 1] = Pr [fVVitExtAFAs(l/\) = 1]. Notice that the triangle
inequality gives that:

— Pr[Gy = 1]| + Pr[Gy = 1]
PI‘[Gl = 1” -+ ‘PI‘[Gl = 1] — PI‘[GQ = 1” -+ PI‘[GQ = 1] .

For every stateful p.p.t. adversary A, we have the following:

e Since the NIZK argument for the language L.q satisfies adaptive soundness, Claim A.13
guarantees that there exists some negligible function €; such that for every A € N, we have
that ‘PI‘[GO = 1] - PI‘[Gl = 1” S 61(}\).

e Since the NIZK argument for the language Leq satisfies adaptive soundness, Claim A.14
guarantees that there exists some negligible function s such that for every A € N, we have
that ‘PI‘[Gl = 1] — PI‘[GQ = 1” < 62()\).

e Since the underlying adaptor signature scheme AS satisfies witness extractability, Claim A.15
guarantees that there exists some negligible function e3 such that for every A € N, we have
that PI‘[GQ = 1] < 63(>\).

Combining these results with the expression obtained above for Pr[Gy = 1], we have that:
PI‘[GO = 1] < 61()\) + 62(/\) + 63()\) = 6()\) . (23)

Notice that since €1(\), e2(N), and e3(A) are all negligible functions, we have that the function
e(A) = €1(A) + e2(A) + e3(N), for all A € N is also a negligible function. Note that since we can find
an €1(A), e2(A), and e3(\) for any stateful p.p.t. adversary A, we can then find a negligible function
€(A) for any stateful p.p.t. adversary A as well.

Therefore, we have shown that for every stateful p.p.t. adversary A, there exists a negligible
function €, such that for every A € N, we have that Pr[Gy = 1] < ¢()\). This means that for any
stateful p.p.t. adversary A, we have that Pr [fVVitExtAFAs(l/\) = 1] < €(\) as well. This concludes
the proof of witness extractability for the proposed FAS construction.

O

A.6 Zero-Knowledge (non-abort)

Theorem A.17 (Zero Knowledge (non-abort) for FAS Construction). If the NIZK arguments for the
languages Lag and Leq both satisfy zero knowledge, and the FHE encryption scheme satisfies semantic

security, then the proposed FAS construction in Figure 20 satisfies zero knowledge (non-abort) as
defined in Definition 4.9.

Overview. In order to prove the zero knowledge (non-abort) of FAS, we need to show that for every
stateful p.p.t. adversary A, there exists a stateful p.p.t. simulator Sim and a negligible function e,
such that for all p.p.t. distinguishers D, for all A € N, and all (Y,y) € R:

Pr [D (fZKRealA,FAS(ﬂ, Y, y)) - 1} Py [D (fZKldealij‘;As(ﬂ, Y, y)) - 1} ’ <e(N) .

First, we need to construct the stateful p.p.t. simulator Sim = (Setup®, AdGen™, FPreSign7, Adapt™).
Let Sim,q = (Setup’y, Prove’,) be the simulator (as defined in Definition 3.33) for the NIZK argument
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Setup*(1*) FPreSigni(pp, ad,st. Y, f(y), f)

(crsiy, tdaq) < Setupiy (1/\)

—_
—

Parse st as (skeng)

21 (crsgy, tdeq) < Setup;‘q(l’\) 2: Parse ad as (pkeyg, Ctad, T2q)
3: pp:= (crsiy, crs:q) 3: ct:= FHE.Eval(f, ctaq)
4: return pp 4: (skeg, pkgg) < ElGamal.KGen(1?)
AdGen*(pp,Y) 5 2= 1)
6: ct:= ElGamal.Enc(pkgg, 2z;72)
1: Parse pp as (crsiy, crsg,) 7+ stmteq = (pkeg, ct, pkepe, )
2: (skene, Pkeye) = FHE.KGen (1% 7o) 81 oy < Proveg, (crsy,, stmteq, tdeq)
3: Ctag := FHE.Enc(pkeyg, 0571) 9: Update st  (skeve, skec)
43 stmtag == (Pkeye; Ctag, ) 10: return 71 := (pkgg, Ct, Tay)
5: iy < Provesy(crsiy, stmtag, tdad)
6: ad:= (pkpyg, Ctad, Tag) Adapt*(ad, st,vk,m, Y f(y), f, (01,52))
7: st:= (skrug) 1: Parse st as (skpne, skeg)
8: return (ad,st) 2: return o := AS.Adapt(vk, m, skeg, 72)

Figure 39: Simulator Sim for zero knowledge (non-abort) of FAS proof

for the language Laqg. Similarly, let Simeq = (Setupg,, Proveg,) be the simulator for the NIZK argument
for the language Leq. We then define our simulator Sim as in Figure 39.

Next, consider the sequence of games fZKReal4 Fas, Hybi{n;fs, Hybjrgféeq, fZKIdeaIi{f‘,}AS as
described in Figure 40.

e The first game is fZKReal 4 ras for the FAS scheme we propose. In this game, the adversary A
is interacting with a challenger who has access to the witness y. The adversary is able to run
as many interactions as it wants, and we then we examine the view of A.

e The game Hybjrgfs is identical to the first game, except that it uses the simulator Sim,q’s

methods (Setup}y, Prove) to generate the proof of correctness for ct,q. This involves generat-
ing the pair (crs}y, tdag) during setup, and using the trapdoor td,q instead of wit,q during the
proof. Since we no longer need wit,g, we set it to L, to indicate we no longer need to use y for
the proof.

Mad,eq Sim,q

e The game Hybili Fas " 1s identical to Hyb” cis, except that it uses the simulator Simeq’s methods

(Setupgq, Proveg,) to generate the proof of equality for ct and ct. This involves generating the
pair (crsgy, tdeq) during setup, and using the trapdoor tdeq instead of witeq during the proof.
Since we no longer need witeq, we set it to L to indicate this.

e The last game is fZKIdeaIi{f',lAs for the FAS scheme we propose. Note that this game is identical

to Hybi{n,;aAd‘Seq except that ct,g now encrypts 0, rather than y. In this game, the adversary A is
interacting with a challenger who has access to only the function f(y) of the witness y. The
adversary is able to run as many interactions as it wants, and we then we examine the view of

A.

Simad

First, we will argue in Claim A.19 that the hop from fZKReal 4 ras to Hyb” X is close due to the
zero knowledge property of the NIZK argument for the language L,q. Similarly, we argue in Claim
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Games fZKReal 4 pas (1}, Y, y), Hybij’;;ds(ﬂ,y,y) , Hybif‘;;dé“(ﬂ,y,y), fZKldeal%Eas (1%, Y, 1)

1: crs,g + Setup,y(1?) | (crsty, tdag) « Setuply(1*)

2 CrSeq Setupeq(l)‘) (crseqs tdeq) Setup:q(l)‘)

3: pp = (Crsad, Crseq) ’ pp := (Crsyy, Crseq) ‘ pp := (crsiy, crs:q)

4:  (skeng, pkeyg) := FHE.KGen(1*; 1)

5: Ctoa = FHE.Enc(pkeyg, ¥ m1) | ctag := FHE Enc(pkeye, 0;71) |

6: stmtad := (pkeyg, Ctad, Y)

71 Witag := (y,71,70)

8: mad ¢ Prove,q(crsag, stmtag, witaq)

Tad < Provel,(crsiy, stmtag, tdag) ‘

9: ad:= (kaHECtad,ﬂ'ad)
10: st:= (SkFHE)
11: (m, f,vk) < A(pp,ad,Y)

12: while A is not done making queries:

13 : ct := FHE.Eval(f, ctaq)

14 (skeg, pkeg) + ElGamal.KGen(17)

15 : z:= f(y)

16 ct := ElGamal.Enc(pkgg, 2;72)

17 stmteq := (Pkeg, Ct, PKepE, Ct)

18 : Witeq := (SkrHE, 2,72, T0)

19: Teq 4= Proveeq(Crseq, StMteq, Witeq) | Teq < Proveg, (crsg,, stmteg, tdeq)

20 : Update st := (skeng, skeg)

21 : o1 := (pkgg, Ct, Teq)

29 o9 + A(01)

23 : if (AS.pVrfy(vk, m, pkgg, o2) = 0) :
return L

24 : o := AS.Adapt(vk, m, skeg, 02)

25 : (m, f) < A(0)

26 : return view of A

Simyg,eq

Figure 40: Zero Knowledge (non-abort) Proof: Games fZKReal 4 Fas, Hybin;;‘js, Hyb’y pas®, and
fZKldeal>Tas.

Simad’eq

A.20 that the hop from Hybi{",ljfs to Hyb’y pag® is close due to the zero knowledge property of the

Simad’eq

NIZK argument for the language Leq. Finally, we prove in Claim A.21 that the hop from Hyb’) Fxg
to fZKIdeaIJSiT:AS is close due to the semantic security of the FHE encryption scheme. The formal
proof for Theorem A.17 can be found in Claim A.22.

O]
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Remark A.18. To simply notation throughout the next few proofs, let E.q be the event that:

CrSeq — Setupeq(lA) ,
Teq < Proveeq(Crseq, stmteq, Witeq)

and let £, be the event that:

(CFS*ad,tdad) < Setup:d(l)\) )
5y < Provejq(crsiy, stmtag, tdag) -

Claim A.19. If the NIZK argument for the language Laq satisfies zero knowledge, then for every
stateful p.p.t. adversary A, there exists a negligible function €, such that for all p.p.t. distinguishers
D, for all X € N, for all (Y,y) € R:

‘Pr [D (fZKReau,FAS(lA,Y,y)) - 1} —Pr [D (Hybi{j‘;jfs(ﬂ,y, y)) - 1} ’ <e(N) .
Proof. Assume towards a contradiction that:
‘Pr [D (fZKReau,FAS(ﬂ,Y,y)) - 1} —Pr [D (Hybj[;;gs(ﬂ,xy)) - 1] ‘ Se(V) . (24)

We want to show that if this is the case, then there exists a p.p.t. distinguisher D* that uses D to
break the zero knowledge of the NIZK argument for the language L.g.

Recall that since the NIZK argument for the language L,q satisfies zero knowledge, for any p.p.t.
distinguisher D*, we have that for all statement/witness pairs (stmt,q, witaq):

P1 =Pr [D*(crsad,ﬂad) =1: Ead] y
Py =Pr[D*(crsy, mq) = 1: 4],

|Py — P < €()N) . (25)

Suppose that for some statement stmtyg = (pkpyg, Ctad, Y), the inputs to D* are some common
reference string crs,q and a proof m,q. The distinguisher D* can use this information to generate
the public parameters pp := (crs,q,Crseq), as well as the advertisement ad := (pkgyg, Ctad, Tad)-
The distinguisher D* then passes (pp,ad,Y’) to the adversary A. Note that since the two games
fZKReal 4 Fas and Hybjfgfs are the same during the while loop, the only differences in A’s view are
from the inputs received before the while loop. Therefore, it is sufficient to have D* only simulate
the inputs before the while loop.

After D* has sent (pp,ad,Y’) to the adversary A, it then runs the distinguisher D on A. Then,
D* returns whatever D returns. We then have that:

P1 = Pr [D*(crsad,wad) =1: Ead]
=Pr [D(pp,ad,Y) =1: Ead]

— Pr D (fZKRealapas(1), V1)) = 1] -
Similarly, we also get that:

Py = Pr[D*(crsty, mly) = 1 : Ely]
= Pr[D(pp,ad,Y) = 1: E}y]

— Pr [D (Hybi{j‘;;gs(ﬂ,y, y)> _ 1} .
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We then have that:
P, — Py = ‘Pr [D (fZKReaIA’FAS(l)‘,Y,y)) - 1} —Pr [D (Hybjj,“:;gs(ﬂ,y,y)) - 1] ‘ . (26)

Combining equations 24 and 26, we obtain that |P; — P3| > €(\), a contradiction to equation 25.

This concludes the proof.
O

Claim A.20. If the NIZK argument for the language Leq satisfies zero knowledge, then for every
stateful adversary A, there exists a negligible function e, such that for all p.p.t. distinguishers D,
for all N € N, for all (Y,y) € R:

‘ Pr [D (Hybjj';;ds(ﬂ, Y,y)) - 1} —Pr [D (Hybi{?;;dgq(ﬂ,y, y)) - 1} ‘ <e(N) .

Proof. Assume towards a contradiction that:
‘Pr [D (Hybij}fs(l)‘, Y, y)) - 1} —Pr [D (Hybi{f‘;;d;q(ﬂ, Y, y)> - 1] ‘ > e(N) . (27)

We want to show that if this is the case, then there exists a p.p.t. distinguisher D* that uses D to
break the zero knowledge of the NIZK argument for the language Leq.

Recall that since the NIZK argument for the language Leq satisfies zero knowledge, for any p.p.t.
distinguisher D*, we have that for all statement/witness pairs (stmteq, Witeq):

P1 =Pr [D*(crseq,ﬂeq) =1: Ead] s

Py = Pr [D*(crsty, mlq) = 1: BXy] (28)
|P1 — P2| § 6()\) .

Suppose that for some statement stmteq = (pkgg, ct, pkpyg, ct), the inputs to D* are some common
reference string crseq and a proof meq. The distinguisher D* can use this information to generate the
information o1 = (pkgg, Ct, Teq). The distinguisher can then pass the information o1 = (pkgg, ct, Teq)
to the adversary A. Note that since the two games Hybi{j‘,}ﬁs and Hybi\';jf’seq are only different during
the while loop, the only differences in A’s view are from the inputs received during the while loop.
The rest of the simulation proceeds as normal in each of the games.

After D* has sent 01 = (pkgg, Ct, Teq) to the adversary A, it then runs the distinguisher D. Then,

D* returns whatever D returns. We then have that:
P; = Pr[D*(crseq, Teq) = 1 : Ead]
= Pr[D(pkgg, ct, Teq) = 1 : Eaq]
= Pr D (HybTs (1, Yoy)) =1]
Similarly, we also get that:

Py = Pr[D*(crsty, mi) = 1: E2y]

eqr "eq
Pr[D(pkgg, ct, meq) = 1 : E4]
Pr [D (Hybi‘in;f’seq(ﬂ, Y, y)) = 1} .
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We then have that:
P, — P3| = ‘Pr [D (Hybj?;;\ds(l*,y, y)) - 1} —Pr [D (Hybjf‘;jfgq(ﬂ,y, y)> = 1} ‘ . (29)
Combining equations 27 and 29, we obtain that |P; — P3| > €(\), a contradiction to equation 28.

This concludes the proof.
O

Claim A.21. If the FHE scheme satisfies semantic security, then for every stateful p.p.t. adversary
A, there exists a negligible function e, such that for all p.p.t. distinguishers D, for all A € N, and
for all (Y,y) € R:

'Pr [D (Hybjj‘;;fg‘*(ﬁ,xy)) - 1] —Pr [D (fZKIdeaIi{:’ﬁAs(l’\,Y, y)> - 1} ’ <e(N) .

Proof. Assume towards a contradiction that for any stateful p.p.t. adversary A, there exists a p.p.t.
distinguisher D such that for all A € N, and for all (Y,y) € R:

Pr [D (Hybij‘;;@;q(ﬂ,xy)> - 1] _Pr [D <fZKIdeaI§{f‘§AS(1)‘,Ky)> - 1] ‘ >e()) . (30)

Notice that the games Hybi{rr:féeq and fZKIdeaIJSL{fEAS are exactly the same, except for the way

in which ct,q is generated. In Hybirgféeq, Ctag is a FHE encryption of the witness y, while in

fZKIdeaIi[EAS, Ctag is a FHE encryption of 0. We want to show that if the p.p.t. distinguisher D
exists (as we assumed above), then we can break the semantic security of the FHE scheme.

We will show that if such a distinguisher D exists, then we can create a reduction B that breaks
the semantic security of the FHE encryption scheme. Let C be the challenger for the semantic
security game for the FHE encryption scheme. B plays the role of the adversary in this semantic

security game. B also serves as the challenger to adversary A playing the games Hybjn;j’_\d’seq and

fZKIdeaIﬂ[EAS. The procedure for the reduction is as follows:

1. C honestly samples the FHE public parameters pp’, and sends pp’ to B.

2. B completes the rest of the setup necessary to generate the public parameters pp for the game
A is playing. In this case, this involves performing the setup for the NIZK arguments.

3. B then sends the two values (0,y) to C. C then responds with the FHE encryption (ctaq) of
one of them, along with the pkpye used to generate the encryption. Note that if C chooses
to encrypt 0, then A’s view will be as in the game fZKIdeaIJSL{:‘,}AS. Similarly, if C chooses to

Simad,eq

encrypt y, then A’s view will be as in the game Hyb ) Fx¢?.

4. B then generates a proof m,q for ct,y, and creates the advertisement ad := (pkgyg, Ctad, Tad)-
Afterwards, B sends the information (pp,ad,Y’) to the adversary A.

5. The adversary A is then able to query B as much as it wants.

6. After A is done making queries, B uses the distinguisher D on A. Then, B simply forwards
the output of D to the challenger C.

73



Since the only difference between the two games Hybjn;f,_{j’seq and fZKIdeaIi{f’,}As is the way ctyq is
encrypted, if D can distinguish between the games with some probability p, then that means that
D can tell which value ctyq encrypts with the same probability p. Since B outputs the result that D

outputs, we can then express the probability that B wins the semantic security game as follows:

Pr[B wins] >

Pr [D (Hybjf‘;fgq(ﬁy,y)) = 1] —Pr [D (fZKldealjngS(ﬂ,}f,y)) = 1] ‘ . (31)

Combining equations 30 and 31, we have that Pr[B wins] > €(\), where € is a negligible function.
Therefore, we have constructed an adversary B that breaks the semantic security of the FHE
encryption scheme, which is a contradiction to the assumptions made in the claim. This concludes
the proof.

O

Claim A.22. If the NIZK arguments for the languages Laq and Leq both satisfy zero knowledge,
and the FHE encryption scheme satisfies semantic security, then for all stateful p.p.t. adversaries A,
there exists a negligible function € such that for all p.p.t. distinguishers D, for all A € N, and for all
(Y,y) € R, we have that:

'Pr [D (fZKReaIA,FAS(l’\,Y,y)) - 1} Py [D (fZKldea@{j';As(ﬂ,Y, y)) - 1} ’ <e(N),

where Sim is the simulator defined in Figure 39, and the two games fZKRealAv;:As(l)‘,Y,y) and
fZKIdeaI?L{fEAS(lA, Y,y) are defined as in Figure /0.
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Proof. Using the triangle inequality multiple times gives that:

Pr[D(fZKReal s ras(1,Y, ) = 1] < |Pr [D (fZKRealA,FAS(lA,Y,y» - 1]

~Pr |D (Hyb3iTs (1%, Yoy) ) = 1] ’
(Hyb3Ts (1, V)) = 1]

+ Pr [
[D <fZKReaIA Fas(1, Y, y)

N—

=1]

— Pr | D (Hyb3 s ( 1AY,y))le
) =1
(it -1]
) =1
=1

Pr{ (H bimléfs 1* Y y)
P
+Pr |

Pr [D <fZKReaIA fas(1),Y, y)

— Pr

Pr D (Hy bj”;;\d;q 1Y, 1)

N—

~Pr D (Hyb3iTs (1%, Yow) ) = 1] ’
Sim, )\

+|P { ( ybou Fas (1 ) ]
Slmad ,eq )\

- e D (SR ) = 1,

+ [Pr [P (b (1, Vo)) = 1]

—Pr [D (fZKldea@{j',';As(ﬂ,Y, y)) - 1} '
4 Pr [D (fZKldea@{ngs(ﬂ,Y, y)) - 1} .

Since the NIZK argument for the language L.q satisfies zero knowledge, then Claim A.19
guarantees that for every stateful p.p.t. adversary A, there exists a negligible function €; such that
for all p.p.t. distinguishers D, for all A € N, and for all (Y,y) € R:

Pr [D <fZKReaIA,FAs(1’\,Y7y)) - 1} ~Pr [D (Hybi{";;ds(ﬂ Y, y)) - 1} ‘ <a(). (32

Similarly, since the NIZK argument for the language Leq satisfies zero knowledge, then Claim
A.20 guarantees that for every stateful p.p.t. adversary A, there exists a negligible function ez such
that for all p.p.t. distinguishers D, for all A € N, and for all (Y,y) € R:

Pr [D (Hybj‘[*;;es(ﬂ, Y, y)) - 1} _Pr [D (Hybi{";;d;q(ﬂ Y, y)) - 1} ‘ <e(N). (33

Lastly, since the FHE encryption scheme satisfies semantic security, Claim A.21 guarantees that
for every stateful p.p.t. adversary A, there exists a negligible function €3 such that for all p.p.t.
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distinguishers D, for all A € N, and for all (Y,y) € R:

Pr [D (Hybij“F;fgq(ﬂ,Y,y)) - 1] —Pr [D (fZKIdeaIi{:’;AS(l’\,}/,y)) - 1] ‘ <es(N) . (34)

Combining equations 32, 33, and 34 with the inequality above that was derived from the triangle
inequality, we obtain that:

Pr [D (fZKRealA,FAS(P,Y, y)> _ 1} < Pr [D (fZKldealj[‘;As(ﬂ,Y,y)) _ 1}
+e1(A) +e2(N) +e3(N) .

Notice that since €1(\), e2(A), and €3(\) are all negligible functions, we have that the function
e(A) = e1(A) + ea(N\) + €3(A), for all A € N is also a negligible function. Note that since for any
stateful p.p.t. adversary A, for any p.p.t. distinguisher D, and for all (Y,y) € R, we can always find
the functions €1(\), e2(A), and €e3(\), we can then also always find the negligible function e(\) for
the same constraints. The inequality then becomes:

Pr [D (fZKRealu eas (1%, Y,y)) - 1} <Pr [D (fZKIdeaIJSL{fEAS(l’\, Y,y)) - 1} +e(N),

which implies that:

Pr [D (fZKReau,FAs(lA,Y,y)) - 1} —Pr [D (fZKldeali{f*F‘As(lk,Y,y)) - 1} ’ <e(N). (35

Therefore, we have shown that for all stateful p.p.t. adversaries A, there exists a negligible
function €, such that for all p.p.t. distinguishers D, for all A € N, and for all (Y,y) € R, we have that
equation 35 holds, which is what we wanted to show. This concludes the proof of zero knowledge
(non-abort) for the FAS scheme.

O

A.7 Zero-Knowledge (abort)

Theorem A.23 (Zero Knowledge (abort) for FAS Construction). If the NIZK arguments for the
languages Laq and Leq both satisfy zero knowledge, the FHE encryption scheme satisfies semantic
security, and the ElGamal encryption scheme satisfies semantic security, then the proposed FAS
construction in Figure 20 satisfies zero knowledge (abort) as defined in Definition 4.10.

Overview. In order to prove the zero knowledge (abort) of FAS, we need to show that for every
stateful p.p.t. adversary A that aborts before providing o5 to the honest seller, there exists a stateful
p.p.t. simulator Sim and a negligible function €, such that for all p.p.t. distinguishers D, for all
A €N, and all (Y,y) € R:

Pr [D (fZKReaIAJ:AS(l’\,Ky)) - 1} _Pr [D (fZKldealj?;As(1A,1/,y)) - 1} ‘ <e(N) .

First, we need to construct the stateful p.p.t. simulator Sim = (Setup®, AdGen™*, FPreSign}). Let
Sim,q = (Setup}y, Provely) be the simulator (as defined in Definition 3.33) for the NIZK argument for
the language Laq. Similarly, let Simeq = (Setupg,, Proveg,) be the simulator for the NIZK argument
for the language Leq. We then define our simulator Sim as in Figure 41.

Next, consider the sequence of games fZKReal4 Fas, Hybi{",l;fs, Hybi{r;féeq, fZKIdeaIi{f‘,lAs as
described in Figure 42.
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Setup*(1*) FPreSigni(pp, ad,st,Y, f)

1: (crsty, tdag) < Setuply(1*) 1: Parse st as (skrng)
20 (crsky, tdeq) < Setupi,(1%) 2: Parse ad as (pkpyg, Ctad, Tag)
31 pp = (crsiy,crsi) 3: ct:= FHE.Eval(f, ctaq)
4: return pp 4: (skeg, pkgg) < ElGamal.KGen(1?)
AdGen*(pp,Y) 50 2:=0
6: ct:= ElGamal.Enc(pkgg, 2z;72)
1: Parse pp as (crsyy, crsg,) 7+ stmteq = (pkee ct, pkeye, )
(skrHe, Pkeyg) == FHE.KGen(1%; 79) 8: gy < Proveg,(crsy,, stmteq, tdeq)

Ctad := FHE.Enc(pkgyg, 0;71)

9: Update st = (skeng, skeg)
stmtag := (PKppe, Ctad, Y)

. =ooe— *
may < Prove,(crsky, stmtag, tdag) 10 return 712 (pkeg, . Teo)
ad ad ad> ad, tYad

ad := (pkepg, Ctad, Tag)
st := (skrng)
return (ad, st)

coO N O Ok~ W N

Figure 41: Simulator Sim for zero knowledge (abort) of FAS proof

e The first game is fZKReal 4 ras for the FAS scheme we propose. In this game, the adversary A
is interacting with a challenger who has access to the witness y. The adversary is able to run
as many interactions as it wants, and we then we examine the view of A.

e The game Hybjrgfs is identical to the first game, except that it uses the simulator Sim,q’s

methods (Setuply, Provely) to generate the proof of correctness for ct,q. This involves generat-
ing the pair (crs}y, tdag) during setup, and using the trapdoor td,q instead of wit,q during the
proof. Since we no longer need wit,y, we set it to L, to indicate we no longer need to use y for
the proof.

e The game Hybjrgféeq is identical to Hybj"}:—'fs, except that it uses the simulator Simeq’s methods

(Setupgq, Proveg,) to generate the proof of equality for ct and ct. This involves generating the
pair (crszq, tdeq) during setup, and using the trapdoor tdeq instead of witeq during the proof.
Since we no longer need witeq, we set it to L to indicate this.

e The last game is fZKIdeaIi{[',lAS for the FAS scheme we propose. Note that this game is identical

to Hybi?;jféeq except that ctyg and ct now both encrypt 0, rather than y and f(y) respectively.
In this game, the adversary A is interacting with a challenger who has access to no information
of the witness y. The adversary is able to run as many interactions as it wants, and we then
we examine the view of A.

First, we will argue in Claim A.24 that the hop from fZKReal 4 fas to Hybi{n;j’fs is close due to
the zero knowledge property of the NIZK argument for the language Laq. Similarly, we argue in
Claim A.25 that the hop from Hybi{j};’s to Hybi;l;d’seq is close due to the zero knowledge property
of the NIZK argument for the language Leq. Finally, we prove in Claim A.26 that the hop from
Hybi{";féeq to fZKIdealjﬂ}AS is close due to the semantic security of the FHE encryption scheme and

the semantic security of the ElGamal encryption scheme. The formal proof for Theorem A.23 can be
found in Claim A.27.
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Games fZKReal 4 pas (1}, Y, y), Hybij’;;ds(ﬂ,y,y) , Hybif‘;;dé“(ﬂ,y,y), fZKldeal%Eas (1%, Y, 1)

1: crs,g + Setup,y(1?) | (crsty, tdag) « Setuply(1*)

2 CrSeq Setupeq(l)‘) (crseqs tdeq) Setup:q(l)‘)

3: pp = (Crsad, Crseq) ’ pp := (Crsyy, Crseq) ‘ pp := (crsiy, crs:q)

4:  (skeng, pkeyg) := FHE.KGen(1*; 1)

5: Ctoa = FHE.Enc(pkeyg, ¥ m1) | ctag := FHE Enc(pkeye, 0;71) |

6: stmtad := (pkeyg, Ctad, Y)

71 Witag := (y,71,70)

8: mad ¢ Prove,q(crsag, stmtag, witaq)

Tad < Provel,(crsiy, stmtag, tdag) ‘

9: ad:= (kaHECtad,ﬂ'ad)
10: st:= (SkFHE)
11: (m, f,vk) < A(pp,ad,Y)

12: while A is not done making queries:

13 : ct := FHE.Eval(f, ctaq)

14 (skeg, pkeg) + ElGamal.KGen(17)

15 : z = f(y)

16 : ct := ElGamal.Enc(pkgg, 2;72)

17 stmteq := (Pkeg, Ct, PKepE, Ct)

18 : Witeq 1= (SkenE, 2,72, 70)

19 : Teq 4= Proveeq(Crseq, StMteq, Witeq) | Teq < Proveg, (crsg,, stmteg, tdeq)
20 : Update st := (skeng, skeg)

21 : o1 := (pkgg, Ct, Teq)

22: (m, f) < A(o1)

23 : return view of A

Simag,eq

Figure 42: Zero Knowledge (abort) Proof: Games fZKReal 4 Fas, HbeirEij, Hyb’y pas®, and
fZKldeal>{Tas

O]

Claim A.24. If the NIZK argument for the language L,q satisfies zero knowledge, then for every
stateful p.p.t. adversary A that aborts before providing oo to the honest seller, there exists a negligible
function €, such that for all p.p.t. distinguishers D, for all A € N, for all (Y,y) € R:

‘Pr [D (fZKReau,FAS(ﬂ,Y,y)) - 1} —Pr [D (Hybij’;;ds(ﬂ,y, y)) - 1} ‘ <e(N) .

Proof. Similar to proof of Claim A.19. O
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Claim A.25. If the NIZK argument for the language Leq satisfies zero knowledge, then for every
stateful adversary A that aborts before providing oo to the honest seller, there exists a negligible
function €, such that for all p.p.t. distinguishers D, for all A € N, for all (Y,y) € R:

‘ Pr [D (Hybi{f’;jfs(l’\, Y,y)) - 1} —Pr [D (Hybi{f‘;;\dgq(ﬂ,y, y)) - 1} ‘ <e(N) .

Proof. Similar to proof of Claim A.20. O

Claim A.26. If the FHE scheme satisfies semantic security and the ElGamal encryption scheme
satisfies semantic security, then for every stateful p.p.t. adversary A that aborts before providing oo
to the honest seller, there exists a negligible function €, such that for all p.p.t. distinguishers D, for
all X € N, and for all (Y,y) € R:

'Pr [D (Hybjf‘;jqu(ﬂ,y;y)) - 1] Py [D (fZKldea@{j';As(ﬂ,Y, y)) - 1} ’ <e(N) .

7Simad,eq

Proof. We prove by introducing an intermediate hybrid Hyb AFAS (1*,Y,y) that is same as the
hybrid Hybi{r;féeq(l)‘, Y, y) except that only the ciphertext ct,q is changed to encrypt 0. Observe

SiMyq eq

that we can reduce the indistinguishability of hybrids Hybin;a:’seq(l)‘, Y,y) and Hyb AFAS (11, Y,y) to
the semantic security of the FHE encryption scheme. This proof is similar to the proof of Claim A.21.
Therefore, all that remains to show is that hybrids Hybi’rgjféeq(l)‘, Y,y) and fZKIdeaIi{:’,}As(l)‘, Y, y)

=—Sim

are indistinguishable. Observe that fZKIdeaIi{f‘,lAs(l’\, Y,y) is same as HybA’FZj‘Seq(l’\, Y,y) except
that the ElGamal ciphertext ct encrypts 0. We reduce the indistinguishability of the two hybrids to
the semantic security of the EIGamal encryption scheme next. Note that if the adversary makes ()
number of queries (m;, f;), then, we need to change all the @ ElGamal ciphertexts ct; encrypting
fi(y) to encryptions of 0 and this will require @ number of hybrids, where in i*" hybrid we switch
ct;. For sake of simplicity, we present the proof below for ) = 1, that is, a single query. Note that
the proof for ) queries follows similarly via a hybrid argument.

Assume towards a contradiction that for any stateful p.p.t. adversary A, there exists a p.p.t.
distinguisher D such that for all A € N, and for all (Y,y) € R:

Pr [D (HTbjf';;f’;“(lk,Ky)) = 1] —Pr [D <fZKIdeaIﬂ?§AS(1A,Ky)) = 1] ‘ >e()) . (36)

Notice that the games Hybj?f’seq(l)‘,Y,y) and fZKIdeaIi{f’,}AS(l)‘,Ky) are exactly the same,

T SIMad eq

except for the way in which ElGamal ciphertext ct is generated. In Hyb AFAS (12,Y,y), ct is an
ElGamal encryption of f(y), while in fZKIdeaIi{'}AS(l’\, Y,y), ct is an ElIGamal encryption of 0. We
want to show that if the p.p.t. distinguisher D exists (as we assumed above), then we can break the
semantic security of the EIGamal encryption scheme.

We will show that if such a distinguisher D exists, then we can create a reduction B that breaks
the semantic security of the EIGamal encryption scheme. Let C be the challenger for the semantic
security game for the ElGamal encryption scheme. B plays the role of the adversary in this semantic
security game. B also serves as the challenger to adversary A playing the games %ﬂ;f’seq (1Y, y)

and fZKIdeaIi{f’,}As(l)‘, Y,y). The procedure for the reduction is as follows:

1. C honestly samples the ElIGamal key pair (skgg, pkgg), and sends pkgg to B.
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2. B completes the setup necessary to generate the public parameters pp for the game A is
playing. In this case, this involves performing the setup for the NIZK arguments. Next, B
samples the FHE key pair and computes ct,y as FHE encryption of 0. Next, B computes maq
using the NIZK,q4 simulator, computes ad and sends pp, ad, Y to the adversary ad. B obtains
(m, f,vk) from A. B computes ct as the FHE evaluation of f on ct,dut.

3. B sends the challenge messages (f(y),0) to the challenger C and obtains a ciphertext ct from
it. Based on this, it sets stmteq := (pkgg, Ctpkppg, ctrne). Next, B computes meq using the
NIZKeq simulator and sends o1 := (pkgg, Ct, Teq) to the adversary A.

4. At this point, the interaction with A ends since it does not return any go. So, B uses the
distinguisher D on A. Then, B simply forwards the output of D to the challenger C.

Since the only difference between the two games Hybi{;féeq and fZKIdeaIJSL{fEAS is the way ct is
encrypted, if D can distinguish between the games with some probability p, then that means that
D can tell which value ct encrypts with the same probability p. Since B outputs the result that D
outputs, we can then express the probability that B wins the semantic security game as follows:

Pr[B wins] >

Pr [D (Hijf‘;j_\d;q(lA,Ky)) = 1] —Pr [D (fZKIdeaIi{f’ﬁAs(l’\,Ky)> — 1] ‘ . (37)

Combining equations 36 and 37, we have that Pr[B wins] > €(\), where € is a negligible function.
Therefore, we have constructed an adversary B that breaks the semantic security of the ElGamal
encryption scheme, which is a contradiction to the assumptions made in the claim. This concludes
the proof.

O

Claim A.27. If the NIZK arguments for the languages Laq and Leq both satisfy zero knowledge, the
FHE encryption scheme satisfies semantic security, and the ElGamal encryption scheme satisfies

semantic security, then for all stateful p.p.t. adversaries A, there exists a negligible function e such
that for all p.p.t. distinguishers D, for all X € N, and for all (Y,y) € R, we have that:

'Pr [D (fZKRea|A7FA5(1A,Y,y)) - 1} Py [D (fZKldea@{[',';As(ﬂ,Y, y)) - 1} ’ <e(N),

where Sim is the simulator defined in Figure 41, and the two games fZKReaIAFAS(l)‘,Y, y) and
fZKIdealit':FAs(l’\, Y,y) are defined as in Figure /2.
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Proof. Using the triangle inequality multiple times gives that:

Pr[D(fZKReal 4 fas (1), Y, y)) = 1] <

Pr [D (fZKReaIAfAS(l)‘,Y, y)) = 1}

1Y) =1],
+Pr [D (Hybi{:’;jfs(l)‘, Y, y)> 1]

Sim,
—Pr {D <Hybf{?;AdS

Pr [D (fZKReaI Aras(1, Y, )

N—

_ 1}
_Pr [D (Hybi{j‘;;fs(ﬂ, Y, y)) - 1] ‘

1
1] ‘
1
- 1}

- e 2 (SR 0 v =1

+

Pr D (Hyb3Ts (1%, V,0)

— Pr [D (Hybi?féeqﬂ)‘, Y, y))

+Pr | D (Hyb " (11, V.)

Pr [D (fZKReaIAFAs(l)‘, Y, y)

N—

+ |pr [D (Hybi{j‘;;ﬂs(lk,y, y)) _ 1}
D

1]‘

+|Pr [D (Hybi{f;;\dgqm,y, y)) _ 1}

— Pr[D (HybS e (1, Y, )

Py [D (fZKldealf;{?;As(ﬂ, Y, y)) - 1} ’
+Pr [D (fZKldeali{?;As(ﬂ, Y, y)) - 1}

Since the NIZK argument for the language L.q satisfies zero knowledge, then Claim A.24
guarantees that for every stateful p.p.t. adversary A that aborts before providing g2 to the honest
seller, there exists a negligible function €; such that for all p.p.t. distinguishers D, for all A € N,
and for all (Y,y) € R:

Pr [D (fZKReaIAFAS(l’\,Y,y)) - 1} —Pr [D (Hybi{j‘;;{fs(ﬂ,y, y)) - 1} ‘ <ea(N).  (38)

Similarly, since the NIZK argument for the language Leq satisfies zero knowledge, then Claim
A .25 guarantees that for every stateful p.p.t. adversary A that aborts before providing g9 to the
honest seller, there exists a negligible function es such that for all p.p.t. distinguishers D, for all
A €N, and for all (Y,y) € R:

Pr [D (Hybj[‘;;gs(ﬂ,lf,y)) - 1} _Pr [D (Hybi{f’;;dgq(lk,Y, y)) - 1} ‘ <e().  (39)
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Lastly, since the FHE and ElGamal encryption schemes satisfy semantic security, Claim A.26
guarantees that for every stateful p.p.t. adversary A that aborts before providing o2 to the honest
seller, there exists a negligible function e3 such that for all p.p.t. distinguishers D, for all A € N,
and for all (Y,y) € R:

Pr [D (Hybjf‘;jfgq(ﬂ,y,y)) - 1] ~Pr [D (fZKldealjngs(ﬂ,Y,y)) - 1] ‘ <es(N) . (40)

Combining the equations 38, 39, and 40 with the inequality above that was derived from the triangle
inequality, we obtain that:

Pr [D (fZKReaIAVFAs(lA,Y, y)) - 1} < Pr [D (fZKldealjj*F‘As(ﬂ,Y,y)) - 1}
+e1(A) +e2(A) +e3(N) .

Notice that since €1(\), e2(A), and €3(\) are all negligible functions, we have that the function
e(A) = e1(A) + ea(N\) + €3(A), for all A € N is also a negligible function. Note that since for any
stateful p.p.t. adversary A, for any p.p.t. distinguisher D, and for all (Y,y) € R, we can always find
the functions €1(\), e2(N), and €3(\), we can then also always find the negligible function e(\) for
the same constraints. The inequality then becomes:

Pr [D (fZKReau,FAS(ﬁ,Y,y)) - 1} < Pr [D (fZKldeaB{j"FAs(ﬂ, Y,y)) - 1} eV,

which implies that:

Pr [D (fZKReaIAFAS(l’\,Y,y)) - 1} —Pr [D (fZKldeali{ijs(ﬂ,Ky)) - 1} ‘ <e(N) .  (41)

Therefore, we have shown that for all stateful p.p.t. adversaries A, there exists a negligible
function €, such that for all p.p.t. distinguishers D, for all A € N, and for all (Y, y) € R, we have that
equation 41 holds, which is what we wanted to show. This conlcudes the proof of zero knowledge
(abort) for the FAS scheme.

O

B Security Proofs for Cut-and-choose based NIZK,,

Claim B.1 (Completeness). If encryption schemes FHE and EG are linearly homomorphic, then
NIZKeq in Figure 19 satisfies completeness.

Proof. Follows in a straightforward way. O

Claim B.2 (Adaptive Soundness). NIZK¢q in Figure 19 satisfies adaptive soundness (Theorem 3.32)
in the random oracle model.

Proof. We prove soundness via a sequence of two hybrid experiments Hyb, and Hyb,. Hyb,
corresponds to the original soundness game against an adversarial p.p.t. prover P*. Hyb, is same as
Hyb, except the hash function H is replaced by a random function RF. Since we are in the random
oracle model, Hyb, and Hyb; are identically distributed. Thus, it suffices to show that in Hyb,, for
all P*, there exists a negligible function € such that for all A € N, we have

crs < Setup(A),

Pr|stmt ¢ Lg A Verify(crs,stmt, 7) = 1 (stmt, ) < P(ers)| = e(N) .
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We will show that the above holds for the negligible function e()\) = 1/2*.

Suppose P* on input crs returns (stmt, 7), where stmt = (ctrpg, cteg) and © = ({ctrHE i, CteG,i Fic[2)];
I, {si,7i,TiYier, {5i, Ti, Ti yigr)- Without loss of generality, suppose that ctppg = FHE.Enc(pkpyg, 257)
and ctgg = EG.Enc(pkgg, z;7) for some z,Z,7 and 7. Then, stmt ¢ Lg:FHE’pkEG implies that z # Z.
Further, Verify(crs, stmt, 7) = 1 implies all of the following:

o [ ={2-i+strli] :i € [A]}, where

str .= RF(CtFHEHCtEG|’CtFHE,lH . HCtFHE,Q)\HCtEG,l | . HCtEG’Q)\) S {0, 1})‘.

e Foralliel: §;=s;,=73;, 7 = and, 7; = 7.
e Foralli ¢ I: 5, =z+s;,=Z+35, i =r+7r; and, 7; = 7+7;. This implies that 5; = s;+ (2 —2).

Observe that the cheating prover above can freely choose the variables z,Z, 7,7, {8i,ri,ﬁ}ie[2)\]
and its task is reduced to guessing str € {0,1}* which determines the set I. It can then set
{5i = si + (2 — Z) }i¢r- This fully determines the values of the input to the random function RF
and thus its output str’ € {0,1}* and the corresponding set I’. The prover wins if I = I’. This
holds iff str = str’. Since RF is a random function, the probability of this event is 1/2*. Thus,
e(\) =1/2*. O

Claim B.3 (Zero-Knowledge). NIZK¢q in Figure 19 satisfies zero-knowledge (Theorem 3.33) in the
programmable random oracle model.

Proof. We start by describing the p.p.t. simulator Sim = (Setup®, Prove™). Let PRO be the pro-
grammable random oracle. Then, the simulator is as in Figure 43.

Setup*(11):
1: Sample (hk, td) + PRO.Gen(1%)
2: ret crs* := hk and td

Prove*(crs*, stmt = (ctenE, Cteg)):

1+ Compute strﬁ{O, 13
2: Define set I = {2 -+ str[i] : i € [\]} of size \.
3% For all i € I: Sample random messages siﬁzp, random coins r; and 7; and
compute ctrpg,; := FHE.Enc(pkgyg, si;7:) and cteg; := EG.Enc(pkgg, $i;77)-
41 For all i ¢ I: Sample random messages @iZI,, random coins 7; and 7; and
compute Ctrye ; := FHE.Enc(pkeye, 51;71), Ctec.i := EG.Enc(pkeg, 51 74),
CtFHE,i := CtrHE,i — Ctrye and, ctgg, = Cteg,i/Ctec.
5: Program PRO using td such that
PRO.HaSh(hk, CtFHE||CtEGHCtFHE,1|| .. ||CtFHE’2,\||CtEG71

|...||cteg,2n) == str.

6: ret m:= ({CtruE i, CteG,ificen]s [, {86, 70y Ti Fier, {givﬂﬂ%i}mﬂ)-

Figure 43: Simulator used in proof of Claim B.3
Having described the simulator Sim, we now show that there exists a negligible function € such

that for all p.p.t. distinguishers D, A € N, and statement/witness pairs (stmt, wit) € RSSFHE’pkEG, we
have that:
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Pr[D(crs, ) = 1] — Pr[D(crs*, n*) = 1]‘ <e(N),

where crs < Setup(1?), 7 < Prove(crs, stmt, wit),(crs*, td) < Setup*(\),7* < Prove*(crs*, stmt, td).
Let experiment NIZKRealnizk,, (1%, stmt, wit) return (crs, ), where crs + Setup(1*) and 7 <

Prove(crs, stmt, wit) and experiement NIZKIdeaIﬂEKeq(lk,stmt) return (crs*, 7*), where (crs*, td) <

Setup*(1*) and 7* < Prove*(crs*,td, stmt). Then, it suffices to show
Pr[D(NIZKRealnjzk,, (1%, stmt, wit)) = 1] — Pr [D(NIZKIdeaIﬁfEKeq(l/\,stmt)) = 1} ’ < e(N).
We show this through a sequence of hybrid experiments Hyby, ..., Hybs that are as follows:
Experiment Hyby: This is same as NIZKReaIMZKeq(l)‘,stmt,wit).

Experiment Hyb;: Same as Hyb, except that the hash function is switch from H to the pro-
grammable random oracle PRO.

Experiment Hyb,: Same as Hyb; except that str is sampled uniformly at random and the random
oracle is programmed using the trapdoor td such that PRO.Hash(hk, ctrug||cteg||ctrrg ]| - - - [|CtrHE 22

||CtEG,1H ... HCtEG’Q)\) = str.

Experiment Hybs;: This is same as NIZKIdeaIﬁlniKeq(lk,stmt). In other words, this is same as
Hyb, except that for all ¢ ¢ I, ctryg,; and cteg,; are computed as in NIZKIdeaIE,i{EKeq(l)‘, stmt).

Analysis. Observe that Hyb, and Hyb; are identically distributed since we are in the random
oracle model. Further, due to programmability of the random oracle, Hyb; and Hyb, are identically
distributed. Lastly, due to the correctness and linear homomorphism of FHE and EG encryption
schemes, Hyb, and Hyb; are identically distributed. By a hybrid argument, it follows that Hyb, and
Hybs are identically distributed. Thus, for the distinguisher D, we have

Pr[D(NIZKRealyiz., (1*, stmt, wit)) = 1] — Pr [D(NIZKIdeaIﬁf,’EKeq(l)‘,stmt)) - 1} ’ ~0.

This completes the proof. O

C Security Proofs for Proof of Plaintext Equality (PoPE)

Here, we include the formal security proofs for the soundness and zero-knowledge properties of the
PoPE proposed in Section 6.2.

Proof of Soundness (see Theorem 6.2). Recall that a sigma protocol is computationally special
sound [COPZ22] if there exists an (efficient) extractor algorithm Ext such that for any p.p.t. adversary
that outputs a statement stmt and two non-aborting transcripts ¢t = (a, ¢, 2) and t' = (a, ¢, ') such
that ¢ # ¢/, running Ext(stmt, ¢,¢') returns some valid witness wit such that (stmt, wit) € Req, only
failing with probability €, where € is called the knowledge error of the protocol.

So we need to show that there exists an extractor Ext that on input stmt = (Xp,07 ey Xp ks Xn) €
G]; x Gy, and two accepting conversations ((Y},, Yy), ¢, (2, 8p, Snit, Snz)) and ((Yp7 Yo), c\ (2, s, 8015 5;12)),
recovers a valid witness wit = (x, rp, 71, ™n2, (80, b0), - - -, (Bk, bg)) such that (stmt,wit) € Req, that
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is, X, = Xpo-o Xp = (017,95 - i), Xy = (9075 9 - ) for all j € {0,...,K}, and also
X, =g"-h™!.i™2 We define the extractor Ext as follows:

1) Divide the two equations (¢,°, g% - hyY) =Y, - (X,,)¢ and gs” , ng ‘WP) =Y, (X,)¢ from the
p > 9p " Ip p P p >9p " p p p
two accepting conversations to obtain the expression:

(4

(2) Find the multiplicative inverse (c—c') ™1 € Z,, of (c—¢’), and raise both sides to (c—¢') ™! € Z,,
obtaining:

9p > dp D

( (sp—sp)(c—=)™ (z—2") (=)7L 'h(sps;)(cc/)—1> =X, .

(3) Set zp, = (z — 2')(c—¢)~! and rp = (s, — s,)(c — )71, Note that z, 7, € Zj.

/

(4) If (z —c-ap,8p —C-1p) # (2 = -, 5, — ¢ - 1p), then abort.

(5) Divide the two equations g% - h**! - i*2 = Y, - (X,,)¢ and g7 - h¥n1 - %2 = Y}, - (X,,)¢ from the
two accepting conversations to obtain the expression:

g(zfz/) ) h(snlfs’nl) . i(sngfs;ﬂ) _ X”(lc—c’) .

(6) Find the multiplicative inverse (c—c’)~! € Z of (c—¢), and raise both sides to (c—c')~! € Z,,
obtaining;:

(7) Set xp, = (2 — 2)(c— )7L, 1 = (851 — 8,1) (e — )71, and rpa = (sp2 — 8l5)(c — /)7L Note
that x,, 71, T2 € Zy,.

8) If (z —c- Ty, 801 — C-Tni,Sp2 — C - Tna Z—d-xp, 8 —c rp1,8 5 —c -rpo), then abort.
nl n2

(9) Run the extractor for the Encrypted Bits Protocol MNegp (see Boneh-Shoup [BS17], uses
extractor for Chaum-Pedersen Protcol). Output a witness (3;,b;) for all j € {0,...,k}.

(10) return (mpa 7/.1)7 Tnl,Tn2, (507 bO)? ey (/Bka bk))

Now, we must show that this extractor Ext extracts valid witnesses, and fails to extract with some
small probability e.

First, we need to show that we can extract (xp,r,) as in (3). That is, we need to show that
(c— )71 exists in Z,. Note that since by + b. + by < by, we have that b, < by, meaning 2be < 9bg
Since we know that ¢, ¢’ € {0,...,2% —1}, we know that |c—¢/| < 2% < 2%. Since b, is the bitlength
of the prime p, this means that |c — ¢/| <p. So (¢ — ') € Z}, and we know it has a multiplicative
inverse (¢ — ¢/)~" € Zj, meaning (¢ — ¢/)7! € Zy. So x,7p € Z, are well defined. Note that this
extraction fails when ¢ = ¢, which happens with probability 2. If this is not the case, then the
extractor checks in (4) that the openings are consistent across the two conversations, aborting if
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there is an inconsistency. In this instance, the prover does know the dlog between g, and hj, so the
prover could have altered the commitments in the two transcripts. But due to the structure of the
ElGamal encryptions, it is not possible for the prover to do such a manipulation, or the encryption
would no longer be well formed. So the extractor does not abort in (4). So the extraction of (xy, ;)
fails with probability 2.

Next, we need to show that we can extract (,, 7 n1,7m2) as in (7). That is, we need to show that
(¢ — )71 exists in Z¥. From prior analysis, we know that |c — ¢/| < p. We also know that p < g1, qa.
So we have that |¢ — | < q1, g2, meaning that ged((c — ¢),n) = 1. So (¢ — ) € Z}, and we know it
has a multiplicative inverse (¢ — ¢/)~! € Z*, meaning (¢ — ¢/)™! € Z,. So @y, 7n1,Tn2 € Zy, are well
defined. Note that this extraction fails when ¢ = ¢, which happens with probability 2. If this
is not the case, then the extractor checks in (8) that the openings are consistent across the two
conversations, aborting if there is an inconsistency. Note that this occurs only when the prover
knows the discrete log of h,i with respect to g. Since the discrete log problem is hard in G,,
this happens with probability €,, . Therefore, the extraction of (z,, 7 n1,7n2) fails with probability
27be 1 €y, -

So we have that Ext fails to extract (x,,r,) with probability 2% and it fails to extract (z,,ry,)
with probability 2% + €., S0 the probability Ext fails to extract (xp, rp, Tn, Tn1,Tn2) is 2 be 4 €pp, -
This is because the same challenges c, ¢ were used to extract each pair, so we do not need to
double count the probability that ¢ = ¢/. Note that we also need to include the probability that the
extractor fails to extract in the Encrypted Bits Protocol. Let that error be €egp. So the knowledge
error of the protocol Meq is € = 27%F1 ¢, + €egp.

Now we need to show that when Ext returns (xp, rp, rn1,7n2, (B0, bo), - - -, (Bk, b)) in (10), that
the return value is a valid witness. That is, we need to show that x, = x,, as integers. We have
that z = y + ¢ -z, (mod p), meaning that z =y + ¢ 2, + a - p (over the integers). Similarly, we
have that 2’ =y + ¢ -z, + a’ - p (over the integers). Subtracting the two equations, we get that:

(z=2)=(c—d) ap+(a—d)p. (42)
We can use a similar argument to show that:

z—2)=(c—) axp+(b-V)-n. (43)
Combining Equations 42 and 43, we get that:

(c=d) azp+(a—d) p=(c—¢) zp+B-V)n. (44)
Note that since z, < 2% and |c — ¢/| < 2%, and (z — 2) has bitlength less than b, = log,(p), we
know that a — a’ = 0. So Equation 44 simplifies to:
(c=d) zp=(c—)-an+(b-V) n,

which then gives that:

(c=d)-(zp—an) =(b—b) q1q .
Note that since i, g2 are prime, they must either divide (¢ — ¢’), or (2, — x,,). Since the bitlength
of g1, ¢z is at least by, and by > b, then ¢, g2 are too large to divide (¢ — ¢). So g1, g2 must both
divide (z, — =), meaning that n|(z, — z,). This means that we have z, = =, (mod n). Since we
have that x, = x,, (mod n), and the bitlength of x, is less than the bitlength of n, it must be that
xp = xp, over the integers as well. This means that the value (xp,7p, 01,702, (50, b0), - - -, (Bk, bk))
that the extractor returns is a valid witness, that is:
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Xpj = (gﬁj, 97 -h5i> for all j € {0...,k}

A Xp,O .. 'Xp,k — (g;z?, gg . h;p)
A Xp =g® Bt it

Recall that we found that the probability that the extractor fails to extract the witness is € =
270t L+ €egh- Therefore, since we have found an extractor Ext that is able to extract a valid
witness given two accepting conversations for a given statement (with knowledge error of €), we have
that the protocol leq is computational special sound for the relation Req with error €, as desired.

O]

Proof of Computational HVZK (see Theorem 6.3). Note that the protocol MNeg, was shown to be
HVZK by Boneh-Shoup (Example 20.3) [BS17], so we have that HVZK of the Encrypted Bits
Protocol follows from that proof.

Therefore, in order to show that the protocol is HVZK, we need to construct a simulator Sim
that given some challenge ¢, can output a transcript for the proof of equality that is identically
distributed to one generated by a real prover. We define the simulator Sim as follows:

1) Sample z ¢ {2b=*be  2betbetbs 11 uniformly at random.

2) Sample sy, <8 Zy, Sp1 <8 Ly, Sp2 <$ Zy uniformly at random.

4) Compute Y, = (gp", g5 - hy’ ) (Xp) ¢

(1)

(2)

(3) Compute X, = Xp0 - X

(4)

(5) Compute Yy, = (g7 - h*nt - i%22)(X,,) ~°.
(6)

6) return ((Y},Y},),c, L) with probability 2-b7 otherwise, return (Y, Yn),c, (2, 8p, Sn1, Sn2))-

By generating the conversation backwards, the simulator can generate an accepting transcript
(Yp, Ya, ¢, (2, Sp, Sn1, sn2)) for any challenge c¢. However, during the normal protocol, the prover
aborts when they obtain a badly-formed z value. But the simulator Sim, it can always choose a
well-formed z, which means that the simulator would never abort in the situations that a normal
prover would. Using Lemma 2 from Chase et al [COPZ22], we know that in this protocol, the prover
will abort with probability 27%/. So in order to simulate the aborting behavior of the prover, the
simulator will simply abort with the same probability that a normal prover would. This means
that with probability 2%/, the simulator will “abort” by outputting the tuple (Yp, Y, ¢, L), which
is what the verifier would see if a normal prover aborted. Otherwise, the simulator outputs the
transcript (Y, Yy, ¢, (2, Sp, Sn1, Sn2)), as a normal prover would. Therefore, the simulator Sim is able
to mimic the behavior of a normal prover.

Now it remains to show that the real and simulated transcripts are indistinguishable. Since the
simulator sampled s,, s,,, and z randomly, we know that Y}, and Y,, are identically distributed to
those generated by a real prover. Therefore, since the distribution of transcripts generated by the
simulator Sim and a real prover are identical, we have that the protocol lNeq is HVZK, as desired.

O

D Security Proofs for BGN-FAS

In this section, we provide formal security proofs for the BGN-FAS construction presented in Sec-
tion 6. The structure of this section is as follows. Section D.1 contains the proof for correctness
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(Definition 4.2). Section D.2 contains the proofs for advertisement soundness (Definition 4.3) and
advertisement binding (Definition 4.4). Section D.3 contains the proofs for pre-signature adaptability
(Definition 4.8) and pre-signature validity (Definition 4.5). Section D.4 contains the proof for un-
forgeability (Definition 4.6). Section D.5 contains the proof for witness extractability (Definition 4.7).
Section D.6 contains the proof for non-abort case of zero knowledge (Definition 4.9). Section D.7
contains the proof for the abort case of zero knowledge (Definition 4.10).

D.1 Correctness

Theorem D.1 (Correctness for BGN-FAS Construction). The proposed BGN-FAS construction
in Section 6 satisfies the property of correctness as defined in Definition 4.2.

Proof. We have that the NIZK schemes NIZK,4 and NIZK.q satisfy completeness, the Schnorr adpator
signature scheme satisfies correctness, and that BGN and ElGamal satisfy correctness. Therefore,
by Theorem A.1, we have that BGN-FAS satisfies correctness, as desired. O

D.2 Advertisement Soundness and Binding

Theorem D.2 (Advertisement Soundness for BGN-FAS Construction). The proposed BGN-FAS
construction in Section 6 satisfies the property of advertisement soundness as defined in Definition

4.3.

Proof. We have that the NIZK argument NIZK,q for the language L,q satisfies adaptive soundness.
Therefore, by Theorem A.2, we have that BGN-FAS satisfies advertisement soundness, as desired. [

Theorem D.3 (Advertisement Binding for BGN-FAS Construction). The proposed BGN-FAS con-
struction in Section 6 satisfies the property of advertisement binding as defined in Definition 4.4.

Proof. We have that the NIZK argument NIZK,q for the language L.q satisfies adaptive soundness,
and that the BGN scheme satisfies binding (see Theorem 3.18). Therefore, by Theorem A.3, we
have that BGN-FAS satisfies advertisement binding, as desired. O

D.3 Pre-Signature Adaptability and Validity

Theorem D.4 (Pre-Signature Adaptability for BGN-FAS Construction). The proposed BGN-FAS
construction in Section 6 satisfies the property of pre-signature adaptability as defined in Definition

4.8.

Proof. We have that the Schnorr adaptor signature scheme satisfies pre-signature adaptability.
Therefore, by Theorem A.4 we have that BGN-FAS satisfies pre-signature adaptability, as desired. [

Theorem D.5 (Pre-Signature Validity for BGN-FAS Construction). The proposed BGN-FAS con-
struction in Section 6 satisfies the property of pre-signature validity as defined in Definition 4.5.

Proof. We have that the Schnorr adaptor signature scheme satisfies correctness. Therefore, by The-
orem A.5 we have that BGN-FAS satisfies pre-signature validity, as desired. O
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D.4 Unforgeability

Theorem D.6 (Unforgeability for BGN-FAS Construction). The proposed BGN-FAS construction
in Section 6 satisfies the property of unforgeability as defined in Definition 4.6.

Proof. We know that the NIZK argument for L,q satisfies adaptive soundness, and we proved
in Lemma 6.5 that NIZK argument for Leq also satisfies adaptive soundness (since it satisfies
special soundness, which we proved in Theorem 6.2). Also, we know that the Schnorr adaptor
signature scheme satisfies witness extractability. Further, we know that the relation R is Fg,q-hard.
Therefore, by Theorem A.6, we have that BGN-FAS satisfies unforgeability, as desired. O

D.5 Witness Extractability

Theorem D.7 (Witness Extractability for BGN-FAS Construction). The proposed BGN-FAS con-
struction in Section 6 satisfies the property of witness extractability as defined in Definition 4.7.

Proof. We know that the NIZK argument for L.q satisfies adaptive soundness, and we proved in
Lemma 6.5 that NIZK argument for Leq also satisfies adaptive soundness (since it satisfies special
soundness, which we proved in Theorem 6.2). Also, we know that the Schnorr adaptor signature
scheme satisfies witness extractability. Therefore, by Theorem A.12, we have that BGN-FAS satisfies

witness extractability, as desired.
O

D.6 Zero-Knowledge (non-abort)

Theorem D.8 (Zero-Knowledge (non-abort) for BGN-FAS Construction). The proposed BGN-FAS
construction in Section 0 satisfies the property of zero-knowledge (non-abort) as defined in Definition

4.9.

Proof. We know that the NIZK argument for L,q satisfies zero-knowledge, and we proved in
Lemma 6.6 that NIZK argument for Leq satisfies computational honest verifier zero-knowledge.
Further, we know that the BGN encryption scheme is semantically secure (see [BGNO05]). Therefore,
by Theorem A.17, we have that BGN-FAS satisfies zero-knowledge (non-abort), as desired. O

D.7 Zero-Knowledge (abort)

Theorem D.9 (Zero-Knowledge (abort) for BGN-FAS Construction). The proposed BGN-FAS
construction in Section 6 satisfies the property of zero-knowledge (abort) as defined in Definition
4.10.

Proof. We know that the NIZK argument for L,q satisfies zero-knowledge, and we proved in Lemma
6.6 that NIZK argument for Leq satisfies computational honest verifier zero-knowledge. Also, we
know that the BGN encryption scheme is semantically secure (see [BGNO5]). Further, we know that
the ElGamal encryption scheme satisfies semantic security. Therefore, by Theorem A.23, we have
that BGN-FAS satisfies zero-knowledge (abort), as desired. O
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