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Abstract.
Fixed-weight sampling is a core primitive in many post-quantum schemes, including
the HQC key encapsulation mechanism. An early implementation of fixed-weight
vector sampling in HQC was shown by Guo et al. (CHES 2022) to suffer from a timing
side-channel vulnerability, leading to complete key recovery. This timing side-channel
was fixed in the current HQC version, however, power side-channel leakage is not
addressed. In this work, we demonstrate that fixed-weight vector sampling in HQC
is vulnerable to power side-channel attacks and present two practical attacks.
First, we construct a power-based distinguisher targeting the support-vector gen-
eration and employ the strategy developed by Guo et al. (CHES 2022) to recover
the shared key. Our attack recovers the key with a 100% success rate using 900,000
distinguisher calls. On these grounds, we evaluate hiding countermeasures based on
dummy operations and find that they linearly increase the trace requirement for a
successful distinguishing attack by the number of dummy operations.
Second, we target a masked software implementation of the fixed-weight vector
sampling in HQC and demonstrate a single-trace attack on the support conversion
that recovers the secret key, again with a success rate of 100%. We then discuss
leakage attribution, specifically how shares are unintentionally recombined. Finally, we
investigate how hiding techniques such as bitslicing, shuffling, and dummy operations
can enhance the security of the implementation. In particular, the use of shuffling
can lead to a complete prevention of our attack.
Our results show that fixed-weight vector sampling of HQC is highly susceptible to
power side-channel analysis. In particular, our results highlight that a combination
of masking and hiding is required to effectively protect the implementations.
Keywords: Side-Channel Analysis · Hiding · Masking · HQC · FWVS

1 Introduction
In 2025, NIST selected Hamming Quasi-Cyclic (HQC) [AAB+22] as a code-based Key
Encapsulation Mechanism (KEM) for standardization for Post-Quantum Cryptography
(PQC). As part of the transition from standardization to real-world deployment, HQC
implementations must ensure robust security even in adversarial environments. This is
particularly crucial for target platforms such as embedded microcontrollers, smart cards,
and hardware accelerators, where an attacker with physical access can observe side-channels
like power consumption.

During key generation and encryption in HQC, secret bit vectors with a fixed Hamming
weight are generated, which is considered as Fixed-Weight Vector Sampling (FWVS). While
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mathematically elegant in theory, achieving a secure implementation in practice is highly
challenging. An early implementation of HQC’s FWVS was shown by Guo et al. [GHJ+22]
to be vulnerable to a timing side-channel attack, which enabled key recovery and, thus,
prompted a specification change. While the current HQC specification eliminates timing
leakage by employing a constant-time Fisher–Yates shuffle algorithm, power side-channel
leakage has not been addressed yet.

Power Side-Channel Analysis (SCA) exploits data-dependent variations in the power
consumption by observing a number of power traces of a device. PQC schemes are highly
interesting targets to SCA since they operate on large vectors, including more complex
building blocks, such as random sampling and decoding, compared to traditional crypto-
graphic schemes. In many schemes, vectors or polynomials are processed highly serially,
element by element. This sequentiality enables horizontal single-trace and multivariate
analyses that facilitate the aggregation of leakages. Large vector operations not only
require particular care to achieve efficient implementations, but, at the same time, show a
large attack surface for SCA due to those involved trade-offs.

This holds in particular when implementing masking, which splits secret intermediate
values into independent shares that are processed separately, ideally resulting in secret-
independent leakage. However, in particular for non-linear operations, implementing
masking is non-trivial and unintended or careless recombination of shares quickly results
in observable leakage. Since masking itself often comes at large overhead, we are in need
of an efficient methodology to achieve a sufficiently high noise level to effectively mitigate
SCAs.

As an additional solution, hiding techniques provide a relevant set of countermeasures
for PQC in general and, in particular, HQC. Hiding aims to increase the noise level in the
system either in amplitude (via noise injection) or in time (via random delays, dummy
operations, or shuffling). All this leads to a reduction of the signal-to-noise ratio to require
higher effort from the attacker in terms of higher measurement load or more sophisticated
methods for analysis. In single-trace SCA settings, hiding can render an attack impractical.

Prior work has shown that side-channel secure fixed-weight sampling in HQC [GHJ+22]
as well as in other PQC algorithms [HFG+26] is challenging to implement efficiently and
securely. In this matter, [KLRBG23] evaluates masked implementations of FWPS in
software and reports significant overheads. In response to this, we review FWVS in HQC
in depth to explore the following questions: Can the power side-channel leakage of fixed-
weight sampling be utilized in practice, and to what extent can hiding countermeasures
lead to secure and efficient implementations?

1.1 Our Contributions
To address these questions, we examine the issue of side-channel protection of FWVS by
presenting two power side-channel attacks on HQC and discuss potential countermeasures
and their implications.

• We build a power side-channel distinguisher for a hardware implementation of
the constant-time Fisher-Yates support-vector generation that enables complete key
recovery following the strategy of Guo et al. [GHJ+22].

• We evaluate hiding via dummy operations as part of this implementation with
different configurations and show empirically that the attacker’s effort grows approx-
imately linearly with the number of dummy operations.

• Finally, we target a masked software implementation of HQC’s FWVS and
demonstrate a novel single-trace attack on the support conversion that recovers
the secret key. We attribute the observed leakage to unintentional recombinations of
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shares and discuss hiding techniques for mitigation, including the impact of bitslicing,
shuffling, and dummy operations.

1.2 Related Work
Most recent side-channel attacks on HQC target the decapsulation procedure, particularly
the decoding steps. In this context, Schamberger et al. [SRSWZ20] demonstrate full
key recovery by exploiting leakage that indicates successful error correction. Subsequent
work developed increasingly efficient attacks on the Reed-Solomon decoder [SHR+22],
the Reed-Muller decoder [PRJ+25], and the Hadamard transform [GLG22]. An attack
on optimized software implementations requiring fewer than 100 traces [MNMD25] puts
further demands for masking as a countermeasure.

For fixed-weight sampling in other schemes, [HFG+26] present a single-trace attack on
a masked Fixed-Weight Polynomial Sampling (FWPS) implementation for NTRU, and
[KLRBG23] present bitsliced implementations for different FWVS variants.

2 Preliminaries
2.1 Side-Channel Attacks and Countermeasures
One of the most prominent hardware attack scenarios is Side-Channel Analysis (SCA).
It is a passive attack that observes a side-channel during computation and exploits
the observation to retrieve information about the processed secrets. A side-channel is
unintended information leakage from channels other than the intended data pathway of a
cryptographic implementation. Examples for these channels are physical characteristics
of the system, such as timing differences, photonic emissions, electric power consumption
and Electromagnetic (EM) emissions. In this work, we focus on the observation of
the power consumption, caused by the secret-related transistor switching in the chip.
Since the introduction of timing and power SCA [Koc96, KJJ99], many attacks and
countermeasures have been proposed and discussed. Some attacks only require one or a
few observed computations (called traces) to recover the secret and are commonly named
Simple Power Analysis (SPA) or single-trace attacks. Other attacks, like Differential
Power Analysis (DPA), Correlation Power Analysis (CPA) and Deep-Learning based SCA,
usually involve up to millions of traces.

Masking The main classes of side-channel countermeasures are masking and hiding.
Masking splits secret intermediate values into shares, ensuring that each share is indepen-
dent of the secret. This makes the leakage independent of the secret. By using theoretical
models, e.g. the noisy leakage [PR13] or the t-probing model [ISW03], the security of
masking scheme designs can be theoretically proven. These proofs rely on a certain noise
level of the system. Masking amplifies this noise to protect the cryptographic implementa-
tions [DDF14]. The abstraction level of these models sometimes leads to a discrepancy
between the theoretical security proofs and practical security [WBD24, HNPS24], which
can be assessed by statistically evaluating measured side-channel leakage traces.

In this paper, xB,b denotes a Boolean shared integer x of bit length b, where xB,b
i is

the i-th share of xB,b. Bold letters denote vectors.

Hiding In contrast to masking, which aims to eliminate the dependency between secret
and leakage, hiding reduces the statistical dependence between the observable side-channel
signal and the intermediate (secret-dependent) values of the computation. A broad range
of hiding techniques targeting power and EM side-channels have been proposed. Based
on [MOP07], they can be grouped into strategies that increase noise and those that reduce



4 Power Reveals, Timing Conceals

Table 1: Parameter sets for HQC.
Instance n ω ωr = ωe

HQC-1 17,669 66 75
HQC-3 35,851 100 114
HQC-5 57,637 131 149

the signal component of the side-channel. Some techniques affect the amplitude of the
power, whereas others operate in the time domain and thus influence the amplitude domain
only indirectly. Software-based hiding methods mostly target the time domain. Hiding
countermeasures do not guarantee perfect protection as the leakage is not eliminated,
but the data-dependent power consumption is hidden, and therefore attacks require more
traces to extract information. In the following, two types of hiding countermeasures are
explained in more detail.

Shuffling randomizes the order of independent operations in a cryptographic imple-
mentation, so that sensitive computations occur at varying times across executions and,
thus, hindering reliable trace alignment [VMKS12]. For k independent computation steps,
the strongest shuffling strategy samples the order of the computations uniformly from all
k! permutations. Lighter variants, such as random-start shuffling, yield only k possible
orderings. Effectiveness of the shuffling grows with the number of independent computation
steps k, but algorithmic dependencies often limit how many operations can be shuffled.

Another hiding technique randomly inserts dummy operations before, during, and after
the execution of the algorithm. The number of total dummy operations is fixed, but the
positions are random in each iteration. As the number of dummy operations increases, the
temporal position of the actual operation becomes more variable. However, this comes
at the cost of increased execution time [MOP07]. Furthermore, it is important that the
dummy operations are not distinguishable from real operations. If they are distinguishable,
the time when a dummy operation is executed can be cut out of the trace, which results
in perfectly aligned traces.

2.2 HQC

Hamming Quasi-Cyclic (HQC) is a code-based KEM built from a Public-Key Encryp-
tion (PKE) using the HHK transform [HHK17], a variant of the FO transform [FO99].
Algorithm 1 depicts the key generation, Algorithm 2 the encryption, and Algorithm 3
the decryption of HQC-PKE. The FWVS we target in this paper is highlighted in red.
R denotes the polynomial ring F2[X]/(Xn − 1) and Rω = {x ∈ R; HW(x) = ω}. $← θ

denotes uniformly random sampling of an element seeded with θ. Table 1 lists the relevant
parameters for FWVS in HQC.

Algorithm 1 KeyGen
Require:
Ensure: (sk, pk)

1: h
$← R

2: (x, y) $← R2
ω

3: sk ← (x, y)
4: s← x + hy
5: pk ← (h, s)

Algorithm 2 Encrypt
Require: pk, m, θ
Ensure: ct

1: e
$← θRωe

2: (r1, r2) $← θR2
ωr

3: u← r1 + hr2
4: v ← C. Encode(m) +

sr2 + e
5: ct ← (u, v)

Algorithm 3 Decrypt
Require: sk, ct
Ensure: m

1: m ← C. Decode(v −
uy)
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Fixed-Weight Vector Sampling Sampling a uniformly random vector with n elements
of which n− ω are zero and ω are non-zero is commonly named FWVS and a primitive
used in multiple relevant PQC schemes to generate a polynomial. An overview of various
applications and (masked) algorithmic approaches for FWVS is provided by [KLRBG23].
In HQC, FWVS is used during key generation to sample the secret key consisting of x
and y, and also during encryption to generate r1, r2, and e.

The HQC specification changed multiple times with respect to FWVS. Originally,
rejection sampling was used to realize FWVS for key generation and encryption. For
rejection sampling, a uniform random integer i is repeatedly drawn such that 0 ≤ i <
n. If i has been drawn before, it gets rejected. This sampling is repeated until ω
distinct integers have been selected which form the support set of the fixed-weight vector
(sparse representation). Since following arithmetic operations require the vector in dense
representation, the support set is then converted into a bit-string of length n with Hamming
weight ω.

In 2022, the HQC specification was updated to address the timing attack on rejection
sampling by Guo et al. [GHJ+22] and adopted a constant-time Fisher-Yates algorithm by
Sendrier [Sen21]. Constant-time Fisher-Yates also samples a (close to) uniformly random
support set.

In 2025, the specification was changed again: instead of using the same algorithm
for FWVS in key generation and encryption, rejection sampling is now only used for
key generation. Here, the attack by Guo et al. does not apply. For encryption, the
constant-time Fisher-Yates algorithm is chosen, even though it is slower, but it does not
inhibit timing leakage with respect to the input randomness. Independent of the support
set sampling algorithm, the conversion to the dense representation is always the same.

3 Side-Channel Attack on Support-Vector Generation
In this section, we examine the power side-channel resistance of the constant-time Fisher-
Yates support-vector generation algorithm by Sendrier [Sen21] used in the encryption
of HQC. To this end, we analyze a hardware implementation following the design of
[DXN+24] and demonstrate a successful side-channel attack leading to full key recovery.
Eventually, we discuss hiding countermeasures that could prevent our attack.

3.1 Attack Strategy
Our attack follows the strategy of Guo et al. [GHJ+22]. They exploit the timing side-
channel in rejection sampling to build a plaintext distinguisher, which is then used as
a plaintext-checking oracle within the key recovery attack of Bǎetu et al. [BDH+19].
The replacement of the rejection sampling algorithm with the constant-time Fisher-Yates
sampler in the latest revisions of the HQC specification renders this distinguisher infeasible.

However, while the timing side-channel is eliminated, the power side-channel remains
a potential threat. In our attack, we construct a plaintext distinguisher based on the
power side-channel and use it analogously to the attacks in [GHJ+22] and [BDH+19].
Further, we show that the power side-channel distinguisher is more precise than the
timing-based distinguisher in [GHJ+22]. In the following, we first give a brief summary of
the attack strategy. Then, we describe the construction of our distinguisher and discuss
its strengths and limitations. Since masking of FWVS is not trivial and often leads to
large designs [KLRBG23], we subsequently investigate how the constant-time Fisher-Yates
sampler can be protected against power side-channels using hiding techniques.

Key Recovery from [GHJ+22] This attack uses the re-encryption property of HQC-
KEM.Decaps to form the distinguisher from the power side-channel. For this strategy,
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the attacker first generates two ciphertexts: c0 and the differential ciphertext cdiff. c0 is
calculated with e, r2 set to zero and r1 set to the one’s vector as

c0 = (u, v), (1a)

u = rΓ30257 + h · r2 = 1, (1b)

v = C.Encode(m) + Truncate(s · r2 + e, ℓ) = C.Encode(m). (1c)

Due to the fixed all-zero and all-one vectors, the v component of the ciphertext consists
only the encoding of the error correcting code C without any error added.

Next, cdiff is constructed by flipping one bit of c0 at a time until the distinguisher finds
that the corresponding messages are not equal (m0 ̸= mdiff) for the first time. This yields
a ciphertext with exactly one more bit error than the decoder can correct.

Using (c0, cdiff) as inputs to the distinguisher, the attacker recovers the error vector
e bit by bit. Flipping the i-th bit of cdiff and querying the distinguisher reveals whether
position i was set to one in e: if the plaintexts match after flipping, bit i was part of e,
otherwise it was not. The attacker can then use this method to recover the entries of
e, and all indices where e[i] = 1 provide information about y. Therefore, one cdiff only
recovers some bits of y. Thus, the attacker repeats the flip-based procedure (generating a
new cdiff) and querying the distinguisher again, until all bits of y have been recovered.

Algorithm 4 Generate Support-Vector (Constant-Time Fisher-Yates)
Require: weight ω, XOF context ctx

1: for i← ω − 1, i ≥ 0, i← i− 1 do
2: pos[i]← i + rand(n− i, ctx)
3: for j ← ω − 1, i ≥ 0, i← i− 1 do
4: duplicate_found← 0
5: for k ← j + 1, i < ω, i← i + 1 do
6: if pos[j] = pos[k] then ▷ implemented constant-time
7: duplicate_found← 1
8: if duplicate_found = 1 then ▷ implemented constant-time
9: pos[j]← j

3.2 Practical Power Side-Channel Distinguisher
Our distinguisher compares the power traces of the re-encryption of the input ciphertexts
c0 and cdiff and outputs whether the corresponding plaintexts are equal (m0 = mdiff).
The measurement setup is based on a ChipWhisperer CW305 target board equipped
with a Xilinx Artix-7 (xc7a100tftg256-2) FPGA and a ChipWhisperer Husky capture
device, which controls the target and performs the measurements at 12-bit resolution and
a sampling rate of 72 MS s−1. To ensure synchronous measurements, the Husky and the
target device share the same clock with a frequency of 6 MHz.

In order to compare the power traces of the input ciphertexts c0 and cdiff, we first build
a template for the power trace of the re-encryption of the ciphertext c0 to which future
measurements are compared. During the encryption, the three vectors r1, r2, and e are
sampled using the constant-time Fisher-Yates. For this attack, it is sufficient to analyze
the FWVS of one vector, we chose r2. More specifically, we target the support-vector
generation of r2 via constant-time Fisher-Yates to form the distinguisher.

We perform a specific t-test of the support set generation and control the randomness
such that the output is identical for both groups, except the value in pos at one index.
Furthermore, no collision occurs for both groups. As a result, the execution traces are
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identical except for the memory access and comparisons involving the differing value.
The part showing statistically significant leakage of the corresponding t-test is shown in
Figure 1. We see leakage at the sample points where the differing value is loaded from the
Block-RAM (BRAM). This indicates that reading from the BRAM is a source of leakage.

Figure 1: Specific t-test of the support-vector generation with 10,000 traces.

Applying this information, we use all ω samples at which a new value of the support
vector is loaded from the BRAM as the Point of Interests (POIs) for the template. In
Algorithm 4, line 6 implicitly shows this, as pos[j] must be loaded in order to compare
it to the rest of the vector. For profiling, we measured Ntemplate = 500 traces, averaged
them and extracted the POIs to build the template of c0.

A distinguisher call consists of three runs of the decryption with cdiff and the evaluation
of the corresponding power traces. From the measured traces we extract the POIs
and compare them against the c0 template. Our experiments show that for two or
more measured traces, the two possible outcomes (m0 = mdiff or m0 ̸= mdiff) form
distinct distributions. Figure 2 illustrates the distributions of 10,000 distinguisher calls
for Ntemp = 500 and Ntraces ∈ {1, 2, 3}. With Ntraces ≥ 2, the histograms do not
overlap, and thus a threshold exists such that all distinguisher calls in our experiments
are classified correctly. Our further experiments indicate that increasing the number of
template traces Ntemplate does not noticeably improve the distinguisher. Therefore, for a
resilient distinguisher, we use the oracle with Ntraces = 3, Ntemplate = 500, and a threshold
of 0.0013. This results in a 100% success rate of the distinguisher in 10, 000 oracle calls.
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Figure 2: Histograms for the template distinguisher using POIs with identical inputs (blue)
and different inputs (orange).

Attack Performance On average, around 170 different ciphertexts cdiff are needed for a
successful attack. Each requires around 5, 000 oracle queries to the distinguisher, which
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results in an overall number of approximately 900, 000 distinguisher calls performed per
attack. The execution time for one call is 0.084s on average. This leads to an execution
time of 21.32 hours for a complete attack with Ntraces = 3, Ntemplate = 500, which is
confirmed by our experiments.

3.3 Countermeasures (Dummy Operations)
Our attack reveals a vulnerability in the constant-time Fisher-Yates sampler to power
side-channel distinguishing attacks, underscoring the necessity of countermeasures to
mitigate the leakage. Masking the entire sampler is one option, however, as [KLRBG23]
shows in the software context, this leads to a significant performance overhead. Even a
masked implementation can still inhibit sufficient leakage for an attack as we demonstrate
in Section 4. Thus, we discuss in the following how timing based hiding techniques can
harden the implementation.

In the support-vector generation part of the Fisher-Yates sampler, it is not possible to
shuffle the execution, because the comparisons must be executed in a fixed order. However,
inserting additional operations that cannot be distinguished from real ones impedes our
attack because the dummy operations can make two identical messages appear different.
Next, we will describe our implementation of the dummy operations before analyzing
the effectiveness of the protection using Test Vector Leakage Assessment (TVLA) and
evaluating whether the dummy operations can be identified and how they should be
generated. Then, we will evaluate our attack in the presence of dummy operations with
different configurations and placement strategies.

Implementation In our distinguishing attack, we exploit the power consumption of the
samples when a support-vector value is loaded from the BRAM. To hide this process, we
insert dummy values in the BRAM, and load and process them similarly to the real values.
These values are additionally inserted entries in the pos array that trigger identical control
flow and memory accesses like real values, but do not influence the resulting support
vector. The only difference to the normal values is that if a real value is compared to a
dummy value, collisions are ignored. A non-dummy counter is required, which counts the
number of processed real values. In the case of a rejection, the correct value replacing this
rejected value can be calculated with this counter. This is necessary as the index does
not correspond to the correct value anymore if dummy values are placed between the real
values. These measures ensure deterministic execution of the algorithm and, thus, preserve
correctness during the re-encryption step.

The dummy values introduce a memory and computational overhead. The memory
overhead scales linearly with the number of dummy operations. Since both real and dummy
values require three bytes of storage, the relative increase in BRAM usage is defined by
the ratio of dummy values to the weight ω. The computational complexity also increases
as the number of required iterations scales with the total number of values in the pos array.
The number of comparisons grows quadratically with the number of dummy operations.

The dummy values are stored in the pos array at index i after initialization (Line 3 in
Algorithm 4). Placement of the dummy values is either random within the pos array or
using a more advanced placement strategy.

The first option is to place the dummy values randomly across the whole pos array.
In this case, an additional FWVS is required to produce a vector with ω + Ndummy bits
and a Hamming weight of Ndummy. All 1 bits in the vector represent positions of the
Ndummy dummy values inserted in the pos array. Another placement strategy is to insert
the dummy values at the beginning and end of the pos array. In this case, N1 dummy
values are loaded at the beginning and N2 = Ndummy − N1 values at the end. In this
case, the probability for dummy operations varies across indices. A third strategy is to
mix the two approaches above and put N1 dummy operations at the beginning, N2 at
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Figure 3: TVLA of the unprotected and protected implementation with dummy operations
for different numbers Ndummy.

the end, and N3 operations randomly distributed between the real operations. To sample
N1, N2 and N3 uniformly under the constraints Ni ≥ 0 and N1 + N2 + N3 = Ndummy, the
stick-breaking construction described in [TJ10] can be used.

TVLA In order to evaluate the security gains of the dummy operations, we measure 1000
power traces and compute non-specific t-tests with fixed vs. random inputs. In Figure 3,
the resulting t-values are displayed for the unprotected implementation and the protected
implementation with different numbers of dummy operations. It shows that the dummy
operations effectively reduce the side-channel leakage as the t-values are reduced in the
protected cases. This reduction can be explained by the temporal misalignment introduced
by the dummy operations. The real operations are shifted randomly in time. Consequently,
the input-dependent leakage is distributed across multiple sample points and more traces
are required to achieve the same amount of leakage. Additionally, the results show that
increasing the number of dummy operations Ndummy leads to lower t-values, indicating
stronger temporal misalignment. This increased resistance against side-channel attack
could be undermined, if an attacker is able to distinguish dummy operations from real
operations to fully reverse the temporal misalignment. In the following, we analyze the
difference between the power traces of dummy and real operations.

Distinguish Dummy Operations We assume an attacker model in which the adversary
has access to a similar device for profiling, where the positions of dummy values are known.
During the attack, the dummy positions are unknown and random for each execution.
Consequently, only single-trace classification is applicable to identify the dummy operations.
The t-test shown in Figure 4, comparing traces with a dummy value at pos[0] to those
with a non-dummy value at the same position, reveals significant leakage. The value pos[0]
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is processed during the last sample points, where the most leakage is seen, thus indicating
dummy-dependent power consumption.
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Figure 4: T-test with 2000 traces, comparing traces with dummy and non-dummy values
at pos[0].

However, since the dummy positions are random for each execution, the TVLA does
not determine whether the dummy operations could be identified in a single-trace analysis.
Therefore, we additionally evaluate whether a template attack can distinguish between
dummy and real values in a single-trace setting. We build two templates for each index,
one for dummy values and one for real values with 1000 measured traces per template for
HQC-1. Then, we measure a single trace and try to classify the dummy operations. For the
random and mixed placement strategies, this template attack does not perform significantly
better than a classifier that only takes the a-priori probability for the different placement
strategies into account. Only for the beginning-and-end strategy, it is possible to classify
90% of the values correctly, and therefore this placement strategy is not recommended. For
the random and mixed strategies, our results suggest that, in a single-trace scenario, an
attacker could not identify all dummy operations and, thus, could not retrieve the complete
real array. Thus, the hiding technique cannot be bypassed, so it effectively increases the
difficulty of the original distinguishing attack.

Evaluation Results of Dummy Operations in Hardware This increased difficulty can be
measured by quantifying the number of traces required for a successful attack compared to
an attack on an unprotected implementation. The same evaluation strategy is used, but
extended to account for the increased trace length due to dummy operations. Additionally,
an a priori classifier is used to determine at which positions a dummy operation is placed
and where a real operation is processed, so that only the POIs where the probability for a
real operation is larger than 50% are then analyzed. The success rate of the distinguisher
is evaluated for different parameter sets using 2,000 calls, and the results are shown in
Table 2.

Table 2: Distinguisher success rate for different dummy configurations.
Random Beginning-and-end Mixed

Ntraces 10 50 100 10 50 100 10 50 100

Ndummy

10 0.70 1.00 1.00 0.58 0.97 1.00 0.61 1.00 1.00
40 0.57 0.98 1.00 0.53 0.75 0.86 0.52 0.81 0.89
75 0.51 0.88 0.97 0.51 0.66 0.73 0.51 0.64 0.72

Recall that, for the unprotected implementation, a success rate of over 99% is achieved
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for Ntraces = 1 and a success rate of 100% for Ntraces = 3. Activating the dummy operations
significantly decreases the success rate and increases the number of traces required for a
successful attack with Ndummy. For the random placement strategy, achieving a success rate
above 99% requires approximately 20 traces for Ndummy = 10, 60 traces for Ndummy = 40,
and more than 100 traces for Ndummy = 75, The beginning-and-end strategy performs best
in this case, but, as discussed above, it can be easily bypassed. This is why the mixed
placement strategy seems to perform best when considering the bypassing method and the
averaging effect of several traces of the distinguisher.

These results demonstrate that dummy operations enhance security against the distin-
guishing attack by reducing the success rate of the distinguisher and thus leading to more
iterations and increases runtime. A lower success rate increases the probability of incorrect
decisions, which accumulate over multiple attack iterations and increase the number of
required distinguisher calls. When the success rate approaches 50%, the distinguisher
behaves similarly to random guessing, making the attack impractical. Setting the number
of dummy operations and the placement strategy, controls the computational overhead
and induced timing noise. Therefore, dummy operations are a good choice for this part
of the FWVS in HQC. Complementing them with another side-channel countermeasure,
such as masking, would further increase security.

4 Side-Channel Attack on FWVS Conversion
In this section, we present a novel, single-trace SCA on a first-order, masked software
implementation, which also leads to full key recovery. We further demonstrate that
this leakage would enable the previously discussed distinguishing attack. Our target
is the publicly available masked HQC implementation by Goy et al. [GSA+25]. This
implementation features a masked FWVS presented in [SVP+24] which builds on a masked
Fisher-Yates implementation developed for BIKE [DR24].

4.1 Attack Strategy
Our attack aims at the conversion from support-vector to dense vector at the end of
the FWVS. The masked implementation by Goy et al. [GSA+25] does not follow the
most recent specification of HQC with respect to FWVS, but utilizes the constant-time
Fisher-Yates for support vector sampling during key generation and encryption. Recall that
the current specification of HQC features rejection sampling to draw the support set during
key generation. However, the conversion from support to dense vector is the same for
both sampling algorithms. Thus, our attack applies to key generation and encryption (the
encryption is used in encapsulation and decapsulation), independent of the specification
version.

The conversion from support vector to dense representation in [SVP+24] works in two
steps. It transforms a vector of ω indices determining the non-zero bits into a vector of
n bits, split into ⌈n/W ⌉ words, given a wordsize W . The first step generates, for each
element in the support set, an entry in two intermediate vectors: In the index vector,
each index from the support vector is translated into an index indicating the corresponding
word. In the bit vector, each index from the support set is translated into a word-sized
bitmask that only has the corresponding bit set. Algorithm 5 depicts a simplified version
of the algorithmic approach used in [SVP+24] to construct the bitmask with a single bit
set at a specified index with masking. The output of Algorithm 5 forms one element of bit.

In the second step, a loop iterates over the words of the dense vector v and securely
applies the bitmasks from bit to the zero-initialized word of v if the current index matches
an element from index. Algorithm 6 illustrates how [SVP+24] implemented the second
step with masking.
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Algorithm 5 Single bitmask from index [SVP+24]

Require: jB,v, v ← ⌈log2(W )⌉, wordsize W
Ensure: rB,W with only one bit set at position j

1: rB,W ← 0B,W

2: bB,W ← 1B,W

3: for i← 0, i < W , i← i + 1 do
4: cB,1 ← SecCompEqB,v(jB,v, i)
5: mB,W ← SecOpposB,W(cB,1) ▷ maps 0 to 00. . . 0 and 1 to 11. . . 1
6: mB,W ← RefreshB,W(mB,W )
7: mB,W ← SecAndB,W(bB,W , mB,W )
8: rB,W ← RefreshB,W(rB,W )
9: rB,W ← SecOrB,W(rB,W , mB,W )

10: bB,W ← SecShiftLeftB,W(bB,W , 1)

Our SCA recovers information from both, Step 1 and Step 2, to be able to reconstruct
the output vector of FWVS. Algorithm 5 and Algorithm 6 both utilize intermediate
bitmasks with all bits set to zero or one to perform a conditional select based on Boolean
operations. These bitmasks are the value we target in our SCA and are marked in red in
the algorithmic descriptions. Distinguishing between two values with extreme distance in
Hamming weight (0 versus W , with W = 32 for common micro-controllers, including our
target-device) is a prime application for SCA.

Recovering the bitmasks for each iteration and each execution of both algorithms
directly leads to the sampled vectors. For key generation, two such vectors form the secret
key (x, y). For encryption, the knowledge of two vectors r2 and e allows to compute
the message and thus the shared key in the KEM. Identifying the bitmask set to ones in
Algorithm 5 reveals the index within a word for one support set entry. Identifying the
bitmasks set to ones in the inner loop in Algorithm 6 further reveals indices within the set
of words for the support set.

To recover one output vector of FWVS, W bitmasks have to be recovered for each of the
ω executions of Algorithm 5. Further, ⌈n/W ⌉ × ω bitmasks are required for Algorithm 6.
In total, this adds up to (⌈n/W ⌉+ W )× ω values. For example, to recover the secret key
vector y in HQC-1 given a wordsize W = 32, (⌈17, 669/32⌉+ 32)× 66 = 38, 610 bitmasks
need to be recovered.

In Algorithm 5, three gadgets operate on the targeted bitmasks and are potential points
in time for the SCA; the first two gadgets are also used in Algorithm 6:

• SecOppos: computes f(x) = −x (mod 2W ) and is used in the sampler to create a
bitmask from single bit: 1 is mapped to 111...1 and 0 to 000...0.

• SecAnd: Performs a Boolean and. In the context of the sampler, one argument is
the mask of zeros or ones.

• Refresh: Re-randomizes the shares of the input and is used for the targeted bitmask.

As we show in Section 4.2, SecOppos has sufficient leakage such that our SPA can
distinguish the bitmasks of a single trace with perfect accuracy.

With perfect classification precision, one can directly recover the sampled vector and
thus, compute the secret key. To improve the attack for lower precisions, one can exploit
the known frequency of the two distinct bitmask values for FWVS: In Algorithm 5, the
comparison i = j only evaluates to true once for the W loop iterations. Thus, m is set to
a bitmask of ones for a single iteration, and to zeros for W − 1 iterations. Therefore, the
attacker can select only the one trace that was assigned to ones with the most confidence.
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Algorithm 6 Sparse to dense conversion, Step 2 [SVP+24]

Require: indexB,v, bitB,W , v ← ⌈log2(n/W )⌉, wordsize W
Ensure: vB,W vector in dense representation

1: for i← 0, i < ⌈n/W ⌉, i← i + 1 do
2: v[i]B,W ← 0B,W

3: tB,W ← 0B,W

4: for j ← 0, j < ω, j ← j + 1 do
5: cB,1 ← SecCompEqB,v(index[j]B,v, i)
6: mB,W ← SecOpposB,W(cB,1) ▷ maps 0 to 00. . . 0 and 1 to 11. . . 1
7: bit[j]B,W ← RefreshB,W(bit[j]B,W )
8: mB,W ← SecAndB,W(bit[j]B,W , mB,W )
9: tB,W ← SecOrB,W(tB,W , mB,W )

10: v[i]B,W ← SecOrB,W(v[i]B,W , tB,W )

Furthermore, when targeting the session key of HQC-KEM, respectively the message
of HQC-PKE, a multi-trace scenario emerges for the attack we present, because the
encryption invoked during the decapsulation can arguably be triggered multiple times
with the same ciphertext. A multi-trace SPA can lift good, but not perfect accuracy to
practical levels by accumulating class probabilities of multiple traces of the same value.

Note that the leakage of the bitmasks of the FWVS conversion can also be used to build
a power side-channel distinguisher for the plaintext-oracle attack by [UXT+22, GHJ+22]
which we used in Section 3. Different messages lead to different input randomness for
FWVS and thus different output vectors. The ability to recover the output vector implies
the ability to distinguish output vectors and therefore to construct the required plaintext-
distinguisher for the attack.

4.2 Practical Evaluation
Our practical evaluation is based on a ChipWhisperer CW308 board with a STM32F303
target featuring an ARM Cortex-M4. Traces were taken with a Teledyne Lecroy WavePro
404 HD oscilloscope at 100 MS s−1 and an Agilent 33250A waveform generator was used
as an external clock set to 10 MHz. The code written by [SVP+24] was taken from the
public repository1 and compiled with arm-none-eabi-gcc version 10.3.1.

[SVP+24] performed TVLA for their implementation of the Barrett reduction. They
observe no leakage for 10,000 traces with optimization flag -Og, but leakage with -O3.
They do not report leakage assessment for other parts of the sampler or lower-level gadgets.

Based on the observations in Section 4, we evaluate three gadgets used in the FWVS
conversion which operate on zeros or ones bitmasks with Boolean shared operands. Fol-
lowing the findings of [SVP+24], we performed TVLA with two different compiler settings:
-Og and -O3.

Figure 5 depicts the results of our first-order, fixed-vs-random t-test with 10,000 traces
on the three gadgets compiled with -Og. For this test, we sampled the inputs from the
complete input set that applies to the gadgets: Boolean shared values in [0, 2W − 1]. For
SecOppos and SecAnd, we observe significant indications for leakage, but not for Refresh.

We repeated the TVLA on the three gadgets compiled with -Og with inputs limited
to the targeted values in the FWVS components: 000...0 and 111...1 as single input for
SecOppos and Refresh and as the second input for SecAnd. Interestingly, in this scenario
also the t-test on the Refresh gadget indicates leakage as shown in Figure 6. The TVLA
results for compilation with -O3 can be found in the appendix Section A.

1https://github.com/Tchoupignouf/masked_HQC_implem, commit 31e2254

https://github.com/Tchoupignouf/masked_HQC_implem
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(a) SecOppos (b) SecAnd (c) Refresh

Figure 5: First-order, fixed-vs-random t-test on 10,000 traces with inputs sampled from
the complete input set applicable to the gadget (-Og).

(a) SecOppos (b) SecAnd (c) Refresh

Figure 6: First-order, fixed-vs-random t-test on 10,000 traces with inputs sampled from
the input set applicable to the targeted FWVS components (-Og).

We performed a template attack with POI selection based on the Sum of Squared
pairwise T-differences (SOST) and characterized the traces based on Multivariate Normal
Distribution (MVND). For our test setup, the class allocation achieves a precision of 100%
targeting the output value of SecOppos, a precision of 99.7% targeting the second operand
of SecAnd, and 76.0% targeting the input of Refresh for a single trace. Compiling with
-O3 instead of -Og improves the results, leading to a precision of 100% for SecAnd and
93.6% for Refresh.

Figure 7 plots the progression of the accuracy depending on the number of profiling
traces. For SecOppos, perfect precision is already achieved using only 40 profiling traces.
Targeting SecAnd, around 7,000 traces are needed to reach the highest accuracy, and for
Refresh, we still observe a trend towards more accuracy after 10,000 traces. Note that
one FWVS execution already involves enough calls of the respective gadget to record these
number of profiling traces.

In Figure 8, we plot the voltage distributions for a selected POI of SecOppos for the
two input values relevant for FWVS. For this histogram, we sample the same amount
of the two different input values. In the context of the FWVS conversion, a zero input
appears W −1

1 more often than a one. Since the distributions do not overlap, a non-profiled
SPA will arguably also be able to distinguish the two values with perfect accuracy and
thus allow to execute our attack without template building.

We also performed a multi-trace template attack targeting the Refresh gadget as an
representative example of a scenario where a single-trace attack alone is not sufficient (76%
success rate in this case). After 24 traces of the same input, our template attack always
assigns the correct class with 100% accuracy.
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(a) (b)

Figure 7: Success rate of the template attack based on the number of profiling traces for
the targeted gadgets (-Og).

Figure 8: Voltage distributions for a selected POI for SecOppos (-Og).

4.3 Leakage Attribution

To identify the origin of the significant leakage despite masking, we inspect the object
files generated by the compiler. Listing 1 exemplarily depicts a pattern we found, that
contributes to the leakage: It constitutes one part of the SecOppos gadget and performs a
loop over the shares of the input array and copies them to the output array. First, the two
add instructions calculate the pointers for the input and output array. Then, a share of
the input is loaded to register fp and immediately stored in the output array. Finally, the
loop counter in r3 is incremented and the branching for the loop is performed. Critical is
register fp, where the first share loaded in the first loop iteration is overwritten with the
second share in the second iteration. This leads to leakage of the Hamming distance of
the two shares, which translates to Hamming weight leakage of the unshared secret value.

A common solution to avoid these kind of leakage sources is controlling the register
and instruction usage by implementing low-level gadgets in handwritten assembly. After
preventing leakage at the architectural level, microarchitectural effects must also be
considered [ZMM23].
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Listing 1: Leaking instruction pattern from SecOppos gadget compiled with -Og

8003 f72 : add .w r2 , r0 , r3 , l s l #3
8003 f76 : add .w ip , r1 , r3 , l s l #3
8003 f7a : ldrd fp , ip , [ ip ]
8003 f 7 e : s t rd fp , ip , [ r2 ]
8003 f82 : adds r3 , #1
8003 f84 : uxtb r3 , r3
8003 f86 : cmp r3 , #1
8003 f88 : b l s . n 8003 f72

4.4 Countermeasures
Alongside side-channel mitigating measures based on instruction and register selection (see
Section 4.3), we advocate for countermeasures at the algorithmic level. For Algorithm 5 we
propose a variant that avoids the ones or zeros bitmasks, following the practical guideline (iii)
for side-channel secure implementations by Hesse et al. [HFG+26]. Furthermore, we reduce
the number of costly non-linear operations by using a xor instead of a Boolean or. Our
solution is depicted in Algorithm 7. Note that the secure shift and the secure xor used
in Algorithm 7 are linear operations.

Algorithm 7 Single bitmask from index
Require: jB,v, v ← ⌈log2(W )⌉, wordsize W
Ensure: rB,W with only one bit set at position j

1: rB,W ← 0B,W

2: for i← 0, i < W , i← i + 1 do
3: cB,1 ← SecCompEqB,v(jB,v, i)
4: cB,W ← SecShiftLeftB,W(cB,1, i)
5: rB,W ← RefreshB,W(rB,W )
6: rB,W ← SecXorB,W(rB,W , cB,W )

Bitslicing To avoid the ones or zeros bitmasks in the sparse to dense conversion, one
can apply bitslicing. Bitslicing is as effective as a lightsaber, as it can not only reduce
leakage, but also significantly improve performance for FWVS [KLS+25]. By processing
multiple values in parallel, bitslicing increases the switching noise and thus decreases
the signal-to-noise ratio. Furthermore, a bitsliced implementation processes the targeted
bitmasks bitwise, and thus does not inhibit the significant Hamming-weight differences. In
Algorithm 8, we show a bitsliced conversion, where input and output are in the bitsliced
domain. Bitsliced gadgets for compare, conditional move, and or, which are required for
this algorithm have already been realized in [KLRBG23]. Bitslicing can also be applied to
the support-vector generation: Krausz et al. [KLRBG23] present bitsliced implementations
for constant-time Fisher-Yates and rejection sampling.

Shuffling Both Goy et al. [GSA+25] and Krausz et al. [KLS+25] mention shuffling as a
promising way to harden FWVS against SCA. Unlike support-vector generation, where the
computational steps must be performed in a specific order to ensure functional correctness,
the conversion can be straightforwardly protected by shuffling. In the sparse-to-dense
conversion in Algorithm 6, both the inner and outer loops can be shuffled with negligible
performance overhead and also Algorithm 5 can be adapted for shuffling.
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Algorithm 8 Bitsliced sparse to dense conversion, Step 2
Require: indexB,v, bitB,W , v ← ⌈log2(n/W )⌉, wordsize W
Ensure: vB,W vector in dense representation

1: for i← 0, i < ⌈n/W ⌉, i← i + W do
2: v[i : i + W − 1]B,W ← [0, 0, . . . , 0]B,W

3: tB,W ← [0, 0, . . . , 0]B,W

4: i← [i, i + 1, . . . , i + W − 1]
5: for j ← 0, j < ω, j ← j + 1 do
6: cB,1 ← SecCompEqB,v

bs (index[j]B,v, i)
7: tB,W ← SecCmovB,W

bs (bit[j]B,W , cB,1)
8: v[i]B,W ← SecOrB,W

bs (v[i]B,W , tB,W )

The attack presented in this section would be completely prevented by shuffling,
as it requires knowledge of the currently processed index. If the index is unknown to
the adversary, the recoverable information cannot be used. Circumventing shuffling by
recovering the index value is unlikely with a single side-channel trace, especially when
assuming Hamming-weight leakage.

Dummy Operations Hiding by adding dummy items into the arrays, as we discussed in
detail in Section 3, can also be utilized in a masked implementation and in the support
conversion. When dummy operations are already used in the support vector generation,
keeping them for the conversion can be beneficial. However, as discussed above, the security
improvement of dummy operations is proportional to their number, and their overhead
scales proportionally. Therefore, one must carefully consider whether the additional noise
bath inserted by the dummy operations is required or whether shuffling alone is sufficient.

5 Conclusion
In this paper, we present two practical attacks on HQC’s fixed-weight vector sampling. The
first attack demonstrates that even a small amount of leakage can enable a distinguishing
attack that leads to complete key recovery. Dummy operations can be an effective
countermeasure in this case, as they make identical vectors appear different.

Our second attack exploits leakage of an implementation of the masked conversion
process. It demonstrates that masking FWVS is not trivial, and that masking should be
supplemented with noise generation and hiding countermeasures. Dummy operations intro-
duce an overhead proportional to the number of added dummies. In contrast, the overhead
introduced by shuffling is negligible since the computation steps are merely rearranged and
thus the preferable hiding measure for the conversion. Where possible, bitslicing should be
applied, as this increases switching noise and can speed up computations.
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A TVLA Results for -O3

(a) SecOppos (b) SecAnd (c) Refresh

Figure 9: First-order, fixed-vs-random t-test on 10,000 traces with inputs sampled from
the complete input set applicable to the gadget (-O3).

(a) SecOppos (b) SecAnd (c) Refresh

Figure 10: First-order, fixed-vs-random t-test on 10,000 traces with inputs sampled from
the input set applicable to the targeted FWVS components (-O3).
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