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Abstract: SMAC is a recently proposed by Wang et al. stand-alone Message Authentication Code (MAC) constructed
from repeated applications of the AES round function and featuring an aggregation mode, SMAC-1×n, for
scalable parallel processing. Although originally designed for high-throughput CPU implementations lever-
aging AES-NI instructions, its structural properties suggest strong compatibility with hardware parallelism.
However, no systematic FPGA-oriented architectural study of SMAC has been reported. This paper presents
a scalable FPGA architecture of SMAC implemented on a Xilinx Kintex UltraScale+ KCU116 platform. The
Π transformation is evaluated in a single clock cycle using fully combinational AES rounds, and throughput
scaling is achieved through physical replication of aggregation lanes. All SMAC-1×n configurations up to
n = 16 are implemented and evaluated. Post-implementation results achieve maximum operating frequencies
up to 526 MHz and peak throughput of 731 Gbps for SMAC-1×16. The design exhibits near-linear through-
put scaling up to eight lanes and reaches a maximum efficiency of 24.5 Mbps/slice. These results demonstrate
that SMAC’s round-based construction is well suited for FPGA parallelism and enables competitive high-
throughput hardware MAC acceleration.

1 INTRODUCTION

Message Authentication Codes (MACs) are funda-
mental primitives in symmetric-key cryptography.
They provide data integrity and source authentication
without requiring additional cryptographic mecha-
nisms [NIST, 2008]. While encryption guarantees
confidentiality, it does not ensure that a message
has not been altered. MAC constructions address
this requirement and are therefore extensively de-
ployed in secure communication protocols such
as TLS and IPsec [Deepakumara et al., 2003,
Elkeelany et al., 2002], as well as in em-
bedded and high-speed networked sys-
tems [Bhaumik et al., 2024]. In these environments,
throughput, latency, and hardware efficiency are
critical performance factors.

MAC constructions can broadly be clas-
sified into three categories: hash-based
schemes (e.g., HMAC) [Bellare et al., 1996,
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Turan and Brandão, 2024], block-cipher-
based constructions (e.g., CMAC, CBC-
MAC) [Naya-Plasencia, 2017, Dworkin, 2005],
and stand-alone designs built from dedicated crypto-
graphic structures. Block-cipher-based MACs benefit
from the maturity and optimization of primitives such
as AES [Daemen and Rijmen, 2002], and have been
widely studied in hardware implementations. In con-
trast, modern stand-alone MAC constructions often
introduce architectural features aimed at maximizing
parallelism and throughput, requiring dedicated
hardware-oriented exploration.

SMAC is a recently proposed stand-alone MAC
construction that builds its core transformation
from repeated applications of the AES round func-
tion [Wang et al., 2025]. Unlike classical block-
cipher-based MACs, SMAC employs two concurrent
AES rounds within its core Π transformation and
defines an aggregation mode, denoted SMAC-1×n,
which enables scalable parallel processing across
multiple lanes. While SMAC is primarily designed
to leverage AES-NI instructions for high-throughput
CPU implementations, its structural properties sug-
gest strong compatibility with hardware parallelism.



Despite its hardware-friendly characteristics, no
systematic FPGA-oriented architectural study of
SMAC has been presented to date. In particular, the
scalability implications of the SMAC-1×n aggrega-
tion mode, the feasibility of single-cycle Π evalua-
tion, and the throughput-area trade-offs on modern
FPGA platforms remain unexplored.

This work addresses this gap by presenting the
first scalable FPGA architecture of SMAC on a Xilinx
Kintex UltraScale+ platform. The proposed design
realizes the Π transformation in a single clock cycle
using fully combinational AES rounds and achieves
throughput scaling through physical replication of ag-
gregation lanes. All SMAC-1×n configurations are
implemented and evaluated. The work systemati-
cally analyzes resource utilization, maximum oper-
ating frequency, throughput, and throughput-per-area
efficiency across aggregation factors.

The results demonstrate that SMAC’s round-based
construction is inherently compatible with FPGA par-
allelism and enables near-linear throughput scaling
under aggregation mode, providing a competitive al-
ternative to classical AES-based MAC accelerators.

Contributions. This work makes the following
contributions:

• First systematic FPGA study of SMAC. A scal-
able FPGA architecture of SMAC is presented
and evaluated on a modern UltraScale+ platform.

• Single-cycle Π architecture. The Π transforma-
tion is realized as a fully combinational structure,
enabling one message block per lane to be pro-
cessed per clock cycle.

• Scalable SMAC-1×n architecture. A parame-
terizable architecture supporting all aggregation
factors defined in SMAC-1×n is introduced, en-
abling systematic scalability analysis.

• Balanced aggregation strategy. A balanced
XOR reduction tree is employed for lane aggre-
gation, limiting critical path growth and achieving
logarithmic aggregation latency.

• Comprehensive performance evaluation. Re-
source utilization, maximum operating frequency,
throughput and throughput-per-area efficiency are
analyzed across aggregation factors on a Xilinx
Kintex UltraScale+ device.

• Scalability analysis. The structural parallelism of
SMAC is examined in the FPGA context, demon-
strating the effectiveness of aggregation mode for
throughput scaling.

2 RELATED WORK

Hardware acceleration of Message Authentication
Codes (MACs) has been widely studied due to the in-
creasing demand for high-throughput secure commu-
nication systems. Existing works can be broadly cat-
egorized according to the underlying cryptographic
construction and architectural scaling strategy.

2.1 Hardware Implementations of
Message Authentication Codes

MAC constructions can be grouped into
hash-based schemes, block-cipher-based con-
structions, and stand-alone designs built
from dedicated primitives. Hash-based
MACs such as HMAC [Bellare et al., 1996,
Turan and Brandão, 2024] are widely deployed
but typically inherit the sequential structure of the
underlying hash function, limiting straightforward
parallel scalability in hardware.

Block-cipher-based MACs, including
CMAC [Dworkin, 2005] and its variants,
leverage well-studied primitives such as
AES [Daemen and Rijmen, 2002]. Several op-
timizations have been proposed to improve
efficiency, including lightweight-oriented con-
structions such as LightMAC [Luykx et al., 2016]
and EliMAC [Dobraunig et al., 2023]. More re-
cent AES-centric designs such as LeMac and
PetitMac [Bariant et al., 2024] exploit structural
properties of the AES round function to improve
throughput on software platforms. These con-
structions generally rely on full AES encryption
cores, including key scheduling and complete round
transformations.

Authenticated Encryption with Associated
Data (AEAD) schemes are also relevant due
to their authentication components. Designs
such as AEGIS [Wu and Preneel, 2014], Tiaoxin-
346 [Nikolić, 2014], Rocca [Sakamoto et al., 2022],
and Rocca-S [Nakano et al., 2026] emphasize parallel
permutation structures and vector-friendly operations.
While these schemes provide combined encryption
and authentication, their hardware architectures often
involve multi-state pipelines or permutation-heavy
datapaths.

In contrast to these constructions,
SMAC [Wang et al., 2025] follows a different
approach. Instead of relying on full AES encryption
cores, SMAC employs repeated applications of the
AES round function inside a compression function
Π. The elimination of key scheduling and the use of
round-level primitives reshape the hardware design



space by reducing control complexity and enabling
simplified datapath structures. Furthermore, the
SMAC-1×n aggregation mode introduces a scal-
able parallel processing model across independent
lanes, which is structurally different from traditional
pipeline-based scaling strategies.

2.2 FPGA-Based Cryptographic
Accelerators

Numerous FPGA implementations of MAC and
AEAD algorithms have been reported in the litera-
ture. CMAC implementations [Pirzada et al., 2019a]
and parallel CMAC variants [Pirzada et al., 2019b]
typically focus on efficient reuse of AES
cores and scheduling techniques to increase
throughput. AES-GCM and GMAC acceler-
ators [Lu et al., 2009, Morawiecki et al., 2014,
Vliegen et al., 2017, Zhou et al., 2007] achieve high
performance through deep pipelining of AES rounds
and parallel Galois Field multipliers for GHASH
computation.

In these architectures, performance scaling is pri-
marily achieved either by increasing pipeline depth or
by replicating complete AES encryption cores. How-
ever, such approaches introduce significant resource
overhead, routing complexity, and multiplier-heavy
datapaths.

High-throughput FPGA cryptographic ac-
celerators have also been proposed in broader
contexts [Abdellatif et al., 2013, Li et al., 2017,
Yang et al., 2006, Michail et al., 2012]. These
works emphasize exploiting parallel data paths,
configurability, and scalability of reconfig-
urable logic to maximize throughput. Similarly,
hardware-oriented AEAD candidates such as ICE-
POLE [Morawiecki et al., 2014] and cellular-security
accelerators based on SNOW3G [Shen et al., 2019]
demonstrate the effectiveness of designing algorithms
with hardware acceleration in mind.

2.3 Positioning of This Work

Despite extensive FPGA implementations of classi-
cal MAC constructions, existing high-throughput de-
signs predominantly focus on AES-GCM, CMAC, or
related full-cipher-based architectures. These designs
rely on complete AES encryption cores, deep pipelin-
ing, and multiplier-based polynomial hashing for per-
formance scaling.

SMAC differs structurally in two key aspects.
First, it operates at the AES round level rather than us-
ing full AES encryption, eliminating key scheduling
and reducing control overhead. Second, its SMAC-

1×n aggregation mode enables horizontal scalability
through lane replication instead of vertical scalability
through pipeline depth.

To the best of our knowledge, prior evaluations
of SMAC have been limited to software-oriented
studies targeting CPU platforms with AES-NI sup-
port [Wang et al., 2025]. Although hardware effi-
ciency is suggested in the original proposal, a sys-
tematic FPGA-oriented architectural exploration and
scalability analysis has not been reported.

This work addresses this gap by presenting a scal-
able FPGA architecture of SMAC on a modern Ul-
traScale+ platform and by providing a comprehen-
sive analysis of resource utilization, critical path be-
havior, throughput scaling, and throughput-per-area
efficiency across multiple aggregation factors. The
study demonstrates how SMAC’s structural paral-
lelism translates into high-throughput FPGA acceler-
ation and highlights the architectural trade-offs asso-
ciated with aggregation scaling.

3 SMAC ALGORITHM
OVERVIEW

SMAC is a symmetric-key message authentication
code built from repeated applications of an AES
round-based transformation denoted as the Π func-
tion [Wang et al., 2025]. In contrast to conventional
block-cipher-based MAC schemes, SMAC does not
use the full AES encryption procedure. Instead, it ap-
plies the AES round transformation as its main com-
ponent and combines it with linear state updates. The
core computation operates on a 384-bit internal state.
Each message block updates this state through the Π

function. In the standard mode, the processing is se-
quential because each block depends on the updated
state from the previous block.

SMAC also defines an aggregation mode, referred
to as SMAC-1× n. In this mode, multiple Π instances
operate in parallel lanes. Each lane processes a differ-
ent portion of the message. The lanes remain indepen-
dent during the main processing phase. A finalization
stage combines their results to produce the authenti-
cation tag. In this section, we first define the state
representation and the Π transformation. Then, we
describe the sequential processing structure and the
aggregation mechanism. We focus on the structural
properties that affect hardware design.

3.1 Mathematical Notation

Let K denote the secret key. Let M ∈ {0,1}∗ be the
input message. The SMAC algorithm produces an au-



thentication tag T = SMACK(M), where T ∈ {0,1}t .
The message is divided into 128-bit blocks as M =
(M1,M2, . . . ,Mℓ), where each Mi ∈ {0,1}128.

The internal state of SMAC is denoted by S ∈
{0,1}384. The state is partitioned into three 128-bit
words as S = (S0,S1,S2), where each S j ∈ {0,1}128

for j ∈ {0,1,2}.
Let AESR(M,K) denote one AES round trans-

formation applied to a 128-bit input M with a
fixed round key K. The AES round consists
of the SubBytes, ShiftRows, MixColumns, and
AddRoundKey operations as defined in the AES
[Daemen and Rijmen, 2002].

The core state update transformation is denoted by

Π : {0,1}384×{0,1}128→{0,1}384.

For a given state Si−1 and message block Mi, the up-
dated state is computed as

Si = Π(Si−1,Mi), 1≤ i≤ ℓ.

The initial state S0 is derived from the secret key
K according to the SMAC specification. After pro-
cessing all message blocks, the final state Sℓ is used
in the finalization stage to generate the authentication
tag T .

3.2 Definition of the SMAC-Π
Transformation

The internal state consists of three 128-bit registers:
(A1t ,A2t ,A3t). Given a 128-bit message word Mt , the
state is updated by the compression function Π.

The transformation is defined as

(A1t+1,A2t+1,A3t+1)←Π(A1t ,A2t ,A3t ,Mt),

where
A1t+1 = σ(A2t ⊕A3t ⊕Mt),

A2t+1 = AESR(A1t ,Mt),

A3t+1 = AESR(A2t ,Mt).

Here, σ denotes a fixed 16-byte permutation. The
function AESR(X ,Mt) denotes one AES round ap-
plied to input X with a round key Mt . The struc-
ture of the Π transformation is illustrated in Figure 1.
Two AES round operations are applied to A1t and A2t .
These two operations are independent and can be ex-
ecuted in parallel. The update of A1t+1 consists of
XOR operations followed by the permutation σ. Each
invocation of Π requires two AES round evaluations
and one permutation.

The permutation σ rearranges the 16 bytes of a
128-bit word. For SMAC-1, the permutation is de-
fined as

σ = (0,7,14,11,4,13,10,1,8,15,6,3,12,5,2,9),

AESR

AESR

RHOA1t

A2t

A3t

A1t+1
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A3t+1

128-bit
Mt

128-bit

128-bit

128-bit
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Figure 1: Structure of the Π transformation. The state con-
sists of three 128-bit registers (A1t ,A2t ,A3t). Two AES
round operations are applied in parallel, and the remaining
register is updated through linear operations followed by the
permutation σ.

where the byte at position i is moved to position σ(i).
SMAC defines additional configurations, namely

SMAC-3/4 and SMAC-1/2, which use different fixed
permutations. In this work, we implement the SMAC-
1 configuration. Scalability is achieved through ag-
gregation factors of 1, 4, 8, and 16 lanes.

3.3 Sequential Processing in Standard
Mode

SMAC operates in three phases: initialization, com-
pression, and finalization. The overall structure is
shown in Figure 2. The internal state is first ini-
tialized using the secret key and initialization vector.
This produces the initial state (A10,A20,A30). Dur-
ing the compression phase, the message is processed
block by block. For a message divided into blocks
(M1, . . . ,Mℓ), the state evolves as

Si = Π(Si−1,Mi), 1≤ i≤ ℓ.

Each block update depends on the state produced by
the previous block. This creates a strict feedback
chain. Because of this dependency, blocks cannot be
processed in parallel in the standard mode. The com-
putation of Π(Si,Mi+1) must wait until Si is available.
As a result, inter-block parallelism is structurally re-
stricted. Inside a single Π invocation, the two AES
round operations are independent and can be executed
in parallel. However, successive Π evaluations remain
sequential. After processing all message blocks, the
finalization phase is applied to the last state to gener-
ate the authentication tag.

3.4 Aggregation Mechanism in
SMAC-1×n Mode

SMAC supports an aggregation mode denoted as
SMAC-1×n. In this mode, n independent state in-
stances are processed in parallel. Each instance fol-
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Figure 2: Overall structure of SMAC. The algorithm consists of three phases: initialization, compression, and finalization.
During the compression phase, the internal state (A1,A2,A3) is updated iteratively by the Π transformation for each message
block. After processing all blocks, the finalization phase produces the τ-bit authentication tag.

lows the same structure as the standard SMAC-1 con-
figuration. The overall structure for the case n is illus-
trated in Figure 3. The initialization phase is applied
independently to each state (Si). Each state is initial-
ized using the same key material and distinct index
values. After initialization, the compression phase
proceeds in parallel across all lanes.

During the compression phase, each lane pro-
cesses a disjoint subset of message blocks. For ex-
ample, in the case n = 4, blocks are distributed as

M0..3, M4..7, . . .

Each lane applies the Π transformation sequentially to
its assigned blocks. There is no dependency between
lanes during this phase. After all message blocks are
processed, the partial states are combined in the first
finalization phase. The states are XORed to produce
an aggregated state SΣ.

Formally, let the final states of the n lanes after the
compression phase be denoted as

S(0),S(1), . . . ,S(n−1), where S(i) ∈ {0,1}384.

The aggregated state is defined as

SΣ =
n−1⊕
i=0

S(i),

where ⊕ denotes bitwise XOR over {0,1}384.
This aggregated state is then processed by addi-

tional Π iterations in the second finalization phase.
The final state is used to extract the τ-bit authentica-
tion tag. In aggregation mode, inter-lane parallelism
is achieved during the compression phase. However,
the finalization phase introduces a synchronization
point where the partial states are combined. Scalabil-
ity is therefore obtained by increasing the number of
parallel lanes, while maintaining sequential process-
ing inside each lane.

3.5 Parallelism Characteristics and
Hardware Implications

The structure of SMAC provides limited parallelism
in the standard mode and scalable parallelism in ag-
gregation mode. These characteristics directly influ-
ence hardware design. Within each Π computation,
two AES round operations are applied to independent
state words. These two operations can be executed
in parallel. This provides parallelism inside a single
state update.

Across message blocks in the standard mode,
strict feedback exists. The state produced after pro-
cessing block Mi is required to process block Mi+1.
For this reason, inter-block parallelism is not possible.
The compression phase must proceed sequentially for
each message stream.

In aggregation mode, multiple state instances op-
erate independently during the compression phase.
Each lane processes a disjoint subset of message
blocks. There is no interaction between lanes until
the finalization phase. This enables inter-lane paral-
lelism.

The finalization stage introduces a synchroniza-
tion point where partial states are combined. Af-
ter this point, processing becomes sequential again.
From a hardware perspective, throughput scaling can
be achieved by replicating Π units across aggregation
lanes. Pipeline depth across message blocks is lim-
ited by state dependency. Therefore, performance im-
provements are primarily obtained through lane repli-
cation and parallel AES round execution.
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Figure 3: Aggregation structure of SMAC-1 ×N. Each lane processes a disjoint subset of message blocks independently.
After compression, the partial states are combined and finalized to generate the authentication tag.

4 PROPOSED FPGA
ARCHITECTURE

This section presents the hardware architecture of
SMAC-1×n mapped onto a Xilinx Kintex Ultra-
Scale+ FPGA. The design is derived directly from the
structural properties of the Π transformation and the
aggregation mechanism described in the previous sec-
tion. Particular attention is given to achieving maxi-
mum throughput while preserving scalability across
aggregation factors. The architecture follows a lane-
replicated structure in which each lane implements
one instance of the Π transformation. Design deci-
sions regarding datapath organization, parallelism ex-
ploitation, control logic, and aggregation strategy are
detailed in the following subsections.

4.1 Design Goals

The proposed FPGA architecture is primarily de-
signed to maximize throughput while preserving scal-
ability and implementation efficiency. The architec-
tural objectives are derived directly from the struc-
tural properties of the SMAC Π transformation and
its aggregation mode.

Maximum Throughput as Primary Objective.
The main design target is peak throughput. To achieve
this, the Π transformation is implemented with a fully
combinational AES round structure, allowing each
Π evaluation to be completed in a single clock cy-
cle. Consequently, one message block per lane is pro-
cessed in every clock cycle during the compression
phase.

Exploitation of Structural Parallelism. Due to
the strict state dependency between consecutive mes-

sage blocks, inter-block pipelining is not feasible in
standard SMAC processing. Therefore, throughput
scaling is achieved through parallelism rather than
deep pipelining. The architecture exploits:

• Intra-lane parallelism, by executing the two AES
rounds inside the Π transformation concurrently.

• Inter-lane parallelism, by physically replicating
lanes in SMAC-1×n aggregation mode.

All aggregation factors defined in SMAC-1×n are
supported.

Memory-Free Datapath. The architecture avoids
the use of BRAM and DSP resources entirely. All
components are implemented using LUTs and regis-
ters, ensuring predictable timing behavior and elimi-
nating memory access bottlenecks.

Scalable Lane Replication. Throughput scaling
is achieved via physical replication of Π lanes for
SMAC-1×n. The internal structure of a single lane
remains unchanged across aggregation factors.

4.2 Overall Architecture

Lane Structure. Each lane implements one instance
of the Π transformation. Inside each lane, the Π func-
tion is evaluated in a single clock cycle.

Clocking and Synchronization. All lanes oper-
ate synchronously under a single global clock. The
compression phase proceeds in lock-step across lanes,
ensuring deterministic timing behavior.

Message Interface and Wrapper. The core
SMAC module exposes a 128× n-bit input interface
to allow one message block per lane per cycle. How-
ever, due to FPGA pin limitations, directly synthesiz-
ing such a wide interface is impractical. Therefore, a



lightweight wrapper module is introduced. The wrap-
per serially collects incoming message data and de-
livers the complete 128×n block vector to the core in
a single transfer. This preserves the internal parallel
processing model while ensuring synthesizability on
the target FPGA platform.

Compression Phase. During the compression
phase, each lane processes one 128-bit message block
per clock cycle. Since the Π transformation is com-
pleted within a single clock cycle, the architecture
achieves a steady-state processing rate of 128 · n bits
per cycle. Throughput of SMAC-1×n is expressed as

ThroughputSMAC-1×n = BlockSize ·n ·Fmax,

where Fmax denotes the maximum frequency and
BlockSize = 128 bits corresponds to the AES block
size.

Aggregation Phase. After the compression
phase, the final states of all lanes are combined. A
balanced XOR reduction tree is used to aggregate the
n state values. This structure minimizes the critical
path delay compared to a linear XOR chain. The ag-
gregation requires log2(n) clock cycles.

Finalization Phase. The finalization is performed
in two stages. In the first stage, lane-local processing
is completed in parallel across all n lanes, requiring
6 clock cycles. After state aggregation through the
balanced XOR tree, a second finalization stage is ap-
plied, requiring 9 additional clock cycles. No addi-
tional Π units are instantiated beyond the n lane in-
stances; all finalization computations are performed
using the replicated Π structures operating in parallel.

4.3 Datapath Design

The datapath of each SMAC lane is centered around
the fully combinational implementation of the Π

transformation. Since maximum throughput is the
primary objective, no internal pipelining is introduced
within the AES round.

AES Round Architecture. Each Π instance con-
tains two AES round modules operating in parallel.
The AES round is implemented as a fully combina-
tional block.

S-box Implementation. The SubBytes transfor-
mation is implemented using distributed LUT-based
lookup tables. Each S-box is realized as combina-
tional ROM mapped onto FPGA LUT resources. This
approach provides predictable timing behavior and
avoids BRAM usage. Since two AES rounds are
instantiated per lane and each round contains 16 S-
boxes, the S-box network constitutes the dominant
portion of the combinational logic.

MixColumns Realization. The MixColumns op-
eration is implemented using optimized XOR logic

corresponding to constant multiplications in GF(28).
Instead of generic multipliers, logic-level optimiza-
tions are applied to reduce gate count and delay.

σ Permutation. The σ permutation is imple-
mented as static byte-level rewiring. Since it only
rearranges byte positions, it introduces no additional
combinational logic and does not contribute to the
critical path.

Critical Path Analysis. Because the entire Π

transformation is evaluated in a single cycle without
internal pipelining, the overall critical path of the lane
is dominated by the S-box combinational delay inside
the AES round. The XOR network and σ permutation
contribute comparatively less delay.

Design Rationale. Although deeper pipelin-
ing could increase maximum clock frequency, the
sequential dependency between message blocks
in SMAC prevents inter-block pipeline utilization.
Therefore, the architecture prioritizes single-cycle Π

evaluation and parallel lane replication rather than
multi-stage pipelining.

This datapath organization enables a determinis-
tic one-block-per-cycle processing model while main-
taining structural simplicity and scalability across ag-
gregation factors.

4.4 Control Logic and Scheduling

The architecture is controlled by a finite state machine
(FSM) that orchestrates the initialization, compres-
sion, aggregation, and finalization phases of SMAC-
1×n. All lanes operate synchronously and transition
between phases simultaneously.

FSM Structure. The controller con-
sists of the following states: ST IDLE,
ST INIT,ST COMPRESSION, ST FINALIZE 1,
ST WAIT4XOR, ST FINALIZE 2, ST SEND RESULT.

Initialization Phase. In ST INIT, the internal
state registers (A1,A2,A3) of all lanes are initialized
according to the SMAC specification. All lanes are
initialized in parallel under the same clock domain.

Compression Phase. During ST COMPRESSION,
each lane processes one 128-bit message block per
clock cycle. Since Π is evaluated in a single cycle,
the FSM advances once per processed block. Due
to strict state dependency within each lane, message
blocks are processed sequentially per lane but in par-
allel across lanes.

Finalization Phase - Stage 1. In ST FINALIZE 1,
lane-local finalization operations are performed in
parallel across all n lanes. It requires 6 clock cycles.

Aggregation Synchronization. After lane-local
finalization, the FSM transitions to ST WAIT4XOR.
During this stage, the final states of all lanes are com-



bined using a balanced XOR reduction tree. The
aggregation requires log2(n) clock cycles and intro-
duces a synchronization barrier before the second fi-
nalization stage.

Finalization Phase - Stage 2. In ST FINALIZE 2,
the aggregated state is processed further to produce
the authentication tag, which requires 9 clock cycles.

Result Transmission. Finally, in
ST SEND RESULT, the computed authentication
tag is made available at the output interface.

Wrapper Interaction. The external wrapper is
responsible for collecting message data and deliver-
ing it to the SMAC core. The wrapper operates in-
dependently and is not part of the internal FSM. The
core assumes that valid message blocks are available
during the compression phase.

Overall, the FSM ensures deterministic schedul-
ing across all lanes and maintains strict synchroniza-
tion during aggregation while preserving maximum
throughput during compression.

5 IMPLEMENTATION AND
EXPERIMENTAL SETUP

Target FPGA Platform
The proposed architecture is implemented and

evaluated on the Xilinx Kintex UltraScale+ KCU116
Evaluation Platform. This platform features a
high-density UltraScale+ device suitable for high-
throughput logic-intensive designs. All experiments
are conducted using Xilinx Vivado Design Suite ver-
sion 2023.1. Default synthesis and implementation
strategies are used to ensure reproducibility and to
avoid tool-specific bias.

Timing Methodology
To determine the maximum achievable clock

frequency, an iterative timing-constraint refinement
methodology is employed. The initial clock period
constraint is set to 4 ns (250 MHz). If timing closure
is achieved, the clock period is progressively reduced.
The period constraint is decreased in steps of 0.1 ns
until timing fails. The smallest clock period for which
timing closure is achieved is reported as the maximum
operating frequency (Fmax). Timing closure refers to
meeting all setup and hold timing constraints without
violations. This approach provides a measurement
precision of 0.1 ns.

Evaluated Configurations
All SMAC-1×n aggregation factors supported by

the architecture are synthesized and evaluated. For
each aggregation factor, a separate synthesis and im-
plementation run is performed. The evaluated aggre-
gation factors are n∈ {1,2,4,8,16}, which represents

the complete range supported by the SMAC algorithm
as defined in the original specification; higher aggre-
gation factors such as n = 32 are not supported by the
algorithm and are therefore excluded from evaluation.

Evaluation Metrics
The following metrics are collected for each con-

figuration: Look-Up Tables (LUTs), Flip-Flops (FFs),
maximum clock frequency (Fmax), throughput, and
throughput per LUT. Throughput-per-area efficiency
is evaluated by normalizing the throughput with re-
spect to LUT utilization.

Measurement Model
All results are obtained from post-implementation

timing analysis. No manual retiming, floorplanning,
or logic duplication is applied. Manual retiming
moves registers between logic stages to improve tim-
ing, floorplanning fixes the physical location of logic
blocks on the chip, and logic duplication copies logic
elements to reduce long signal paths. Avoiding these
techniques ensures that the reported results reflect the
architectural scalability of the proposed design rather
than tool specific optimizations.

Verification Methodology
To ensure functional correctness of the proposed

architecture, a multi-stage verification methodology
is employed. First, the reference C implementation
provided by the original SMAC [Wang et al., 2025]
authors is obtained from their publicly available
repository. To validate the algorithmic behavior in-
dependently, an SMAC implementation is developed
in Python. The Python model is verified against the
official test vectors provided by the authors.The RTL
architecture is then validated using the Python model
via the VUnit framework.

6 RESULTS AND DISCUSSION

This section presents the post-implementation results
of the proposed SMAC-1×n FPGA architecture. All
results are obtained from post-implementation timing
analysis on the Kintex UltraScale+ KCU116 evalu-
ation platform using the methodology described in
Section 5.

6.1 Resource Utilization

Table 1 summarizes the implementation results of all
evaluated SMAC-1×n configurations on the KCU116
platform. The single-lane SMAC-1 configuration
uses 3476 LUTs and 3450 FFs. Scaling to SMAC-
1×16 increases LUT count by 15.7× (3476 to 54611)
and FF count by 6.3× (3450 to 21507), showing that
LUT growth is the dominant resource cost. TPS peaks
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Figure 4: Performance and efficiency scaling of SMAC im-
plementations on the Kintex UltraScale+ KCU116 FPGA.

at 24.545 Mbps/Slice for SMAC-1×4, making it the
most resource-efficient configuration. Beyond this
point, LUT usage grows faster than throughput.

At higher aggregation factors, particularly SMAC-
1x16, routing complexity increases, and the maxi-
mum operating frequency decreases. This reduction
reflects FPGA interconnect limitations rather than
structural inefficiency of the architecture. Overall, the
design demonstrates predictable and controlled scala-
bility in terms of logic resources.

6.2 Performance Analysis

Throughput is derived from the measured Fmax and
the steady-state processing rate of 128 ·n bits per cy-
cle. As illustrated in Figure 4 and detailed in Table 1,
the single-lane configuration achieves 67.367 Gbps at
526.31 MHz, with throughput scaling nearly linearly
across configurations: 134.735 Gbps for SMAC-1x2,
243.809 Gbps for SMAC-1x4, and 445.214 Gbps
for SMAC-1x8. Although Fmax decreases gradually
due to routing pressure, SMAC-1x16 achieves a peak
throughput of 731.428 Gbps. Throughput-per-slice
(TPS) analysis indicates that moderate aggregation
factors (e.g., n = 4 or n = 8) provide the best balance
between parallelism and timing closure. These results
confirm that SMAC’s structural parallelism translates
effectively into scalable FPGA throughput.

6.3 Comparison with Existing Works

Comparison with FPGA Implementations

Table 2 summarizes representative FPGA-based
MAC implementations across Xilinx Virtex genera-
tions. Legacy Virtex devices are synthesized using
Xilinx ISE, whereas modern UltraScale+ results are

obtained using Vivado. Because different FPGA gen-
erations use different routing, logic, and synthesis
tools, direct comparison between them is not fully fair
and should be treated carefully.

On Virtex-4, SMAC-1 uses 4744 slices and
achieves 17.34 Gbps. This is less area than
the HMAC implementation of [Michail et al., 2012],
which uses 7123 slices and reaches 8.326 Gbps.
SMAC-1 is therefore more area-efficient while also
providing higher throughput. The AES-GCM de-
sign of [Zhou et al., 2007] uses 13722 slices and
achieves 20.608 Gbps, which is higher throughput
than SMAC-1 but requires nearly three times the
area. The parallel SMAC-1×16 variant uses 51430
slices and reaches 212.956 Gbps, which is the high-
est throughput among all Virtex-4 entries. It also
achieves the highest TPS value of 4.140 in this group.

On Virtex-5, SMAC-1 uses only 1602 slices
and achieves 18.63 Gbps. The GMAC design
of [Lu et al., 2009] uses 9405 LUTs and reaches
15.382 Gbps, so SMAC-1 delivers higher through-
put with significantly less area. The HMAC de-
sign of [Michail et al., 2012] uses 4219 slices and
achieves 10.483 Gbps, again lower than SMAC-
1 in both area and throughput. The PCMAC de-
sign of [Pirzada et al., 2019b] uses 1083 slices and
reaches 2.99 Gbps, which is the most compact de-
sign but offers much lower throughput. SMAC-1×16
uses 10846 slices and achieves 175.869 Gbps. No
other Virtex-5 design in the table comes close to this
throughput. Its TPS of 16.214 is also the highest in the
entire table. Within the same device family, the pro-
posed SMAC architecture shows better throughput-
per-area efficiency compared to traditional CMAC,
HMAC, GMAC, and AES-GCM designs.

Comparison with Software Implementations

Although this work focuses on FPGA acceleration,
SMAC was originally proposed for high-throughput
CPU environments leveraging AES-NI instructions.
AES-NI is not a software feature; it is a dedicated
hardware accelerator built into the CPU chip specif-
ically for AES operations. This dedicated silicon al-
lows modern CPUs to run AES-NI at over 3 GHz,
a clock frequency that general-purpose FPGAs can-
not match by design. The original SMAC-1×16
implementation achieves 1005 Gbps using AES-
NI [Wang et al., 2025], compared to 731.428 Gbps
achieved by the proposed FPGA implementation on
the KCU116 platform. This difference is expected
and does not reflect a weakness of the FPGA archi-
tecture: it is a direct consequence of the clock fre-
quency gap between a purpose-built CPU accelerator
and a reconfigurable logic device. The FPGA op-



Table 1: Post-synthesis implementation results of SMAC architectures on the Kintex UltraScale+ KCU116 evaluation board.
The table presents resource consumption (LUTs and FFs), maximum operating frequency, clock period, achieved throughput,
and throughput-per-slice (TPS), highlighting the efficiency of parallel SMAC configurations. SMAC-1×1 is the single-lane
aggregation instance of SMAC-1, differing only in its two-stage finalization structure.

Algorithm / Design LUT FF
Thpt
Gbps

Fmax
MHz

Tclk
ns

TPS
Mbps/Slice

This Work SMAC-1 3476 3450 67.367 526.31 1.9 19.380
This Work SMAC-1x1 3091 3453 67.367 526.31 1.9 21.794
This Work SMAC-1x2 5712 4600 134.735 526.31 1.9 23.588
This Work SMAC-1x4 9933 6915 243.809 476.19 2.1 24.545
This Work SMAC-1x8 18652 11551 445.214 434.78 2.3 23.869
This Work SMAC-1x16 54611 21507 731.428 357.14 2.8 13.393

Table 2: Representative FPGA-based MAC implementations across Xilinx Virtex generations. Results are grouped by device
family. Comparisons across different FPGA generations and toolchains (ISE vs Vivado) should be interpreted cautiously due
to architectural and synthesis differences.

Algorithm Device Resources Thpt (Gbps) Fmax (MHz) Tclk (ns) TPS
Virtex-4 (ISE toolchain)

[Michail et al., 2012] HMAC XV4 7123 slices 8.326 130 7.69 1.169
[Zhou et al., 2007] AES-GCM XV4 13722 slices 20.608 161 6.21 1.502

This Work SMAC-1 XV4 4744 slices 17.34 140.11 7.137 3.780
This Work SMAC-1×16 XV4 51430 slices 212.956 103.98 9.617 4.140

Virtex-5 (ISE toolchain)
[Lu et al., 2009] GMAC XV5 9405 LUT 15.382 120.170 8.32 1.618
[Michail et al., 2012] HMAC XV5 4219 slices 10.483 163.8 6.11 2.485
[Pirzada et al., 2019b] PCMAC XV5 1083 slices 2.99 280.70 3.56 2.761

This Work SMAC-1 XV5 1602 slices 18.63 145.62 6.867 11.635
This Work SMAC-1×16 XV5 10846 slices 175.869 85.87 11.645 16.214

erates without an OS, offers fully deterministic la-
tency, consumes less power, and integrates directly
into embedded or network hardware without a host
CPU. For applications where timing guarantees and
hardware integration matter more than peak through-
put, the FPGA remains the more suitable platform.

6.4 Discussion

The presented results highlight several observa-
tions. First, single-cycle Π evaluation enables de-
terministic one-block-per-cycle processing, achiev-
ing 67.367 Gbps at 526.31 MHz for the single-lane
configuration. Second, aggregation-based parallelism
provides scalable throughput without deep pipelin-
ing. Throughput grows from 67.367 Gbps at n = 1
to 445.214 Gbps at n = 8, which is close to linear
scaling. The best area efficiency is observed at n = 4,
with a TPS of 24.545 Mbps/Slice (Table 1). Third,
routing complexity imposes practical upper limits at
very high aggregation factors. At n = 16, Fmax drops
to 357.14 MHz and TPS falls to 13.393 Mbps/Slice,
even though peak throughput reaches 731.428 Gbps.

Overall, SMAC’s round-based compression struc-
ture proves highly compatible with FPGA paral-

lelism, enabling competitive high-throughput hard-
ware MAC acceleration with predictable architectural
scalability.

7 SECURITY CONSIDERATIONS

The proposed architecture implements the SMAC al-
gorithm exactly as specified in [Wang et al., 2025].
No modifications to the algorithmic structure, state
update rules, or finalization procedure are introduced.
Security analysis of the algorithm itself is outside the
scope of this work.

The presented architecture does not incorporate
dedicated countermeasures against side-channel at-
tacks such as differential power analysis (DPA), elec-
tromagnetic analysis, or fault injection. The de-
sign prioritizes high-throughput architectural explo-
ration rather than leakage resistance. Since the AES
round is implemented as a fully combinational datap-
ath using LUT-based S-boxes, the design may exhibit
data-dependent switching activity and glitch propa-
gation effects. Fully combinational implementations
are generally more susceptible to power-based side-
channel leakage compared to masked or pipelined ar-



Table 3: Reported CPU-based performance figures of re-
cent high-throughput MAC constructions. Cycles-per-byte
(cpb) values are extracted from the corresponding publi-
cations. Although direct comparison between CPU and
FPGA platforms is not strictly equivalent due to architec-
tural differences, these results provide contextual position-
ing of SMAC relative to other software-optimized AES-
based MAC designs.

Algorithm / Design CPU cpb+

EliMAC
[Dobraunig et al., 2023]

Ivy Bridge 0.98
Broadwell 0.74
Skylake 0.69
Zen 2 0.42

EliMAC*

[Dobraunig et al., 2023]

Ivy Bridge 0.43
Broadwell 0.27
Skylake 0.26
Zen 2 0.13

PMAC2
[Dobraunig et al., 2023]

Ivy Bridge 1.22
Broadwell 1.09
Skylake 0.64
Zen 2 0.56

PetitMac [Wang et al., 2025] Tiger Lake 0.376
Rocca-S (AD) [Wang et al., 2025] Tiger Lake 0.132
Rocca (AD) [Wang et al., 2025] Tiger Lake 0.128

LeMac-0 [Bariant et al., 2025]

Haswell 0.137
Skylake 0.126
Ice Lake 0.074
Zen 1 0.075
Zen 3 0.070

LeMac [Wang et al., 2025] Tiger Lake 0.068
SMAC-1 [Wang et al., 2025] Tiger Lake 0.226
SMAC-1 × 4 [Wang et al., 2025] Tiger Lake 0.059
SMAC-1 × 8 [Wang et al., 2025] Tiger Lake 0.037
SMAC-1 × 16 [Wang et al., 2025] Tiger Lake 0.035

Notes: * pre-computed keys, + cycles per byte.

chitectures, as intermediate transitions can increase
observable leakage.

No masking, hiding, or threshold countermeasures
are applied in this work. Therefore, the implemen-
tation should not be considered resistant to physi-
cal side-channel attacks. Integrating leakage-resilient
techniques while preserving high throughput remains
an important direction for future work.

8 CONCLUSION AND FUTURE
WORK

This paper presented a scalable FPGA architecture
of the SMAC message authentication code, target-
ing high-throughput hardware acceleration. The de-
sign exploits the structural properties of the SMAC

Π transformation and its aggregation mode, SMAC-
1×n, to enable parallel lane replication without deep
pipelining. The Π transformation was implemented
as a fully combinational, single-cycle datapath using
parallel AES round primitives.

Post-implementation results on the Xilinx Kintex
UltraScale+ KCU116 platform demonstrate a peak
throughput of 731.428 Gbps for the SMAC-1×16
configuration. Near-linear throughput scaling was
observed up to eight lanes, with moderate aggrega-
tion factors providing the best balance between per-
formance and area efficiency. Comparative analy-
sis across Virtex generations further confirms that the
round-level AES design strategy enables competitive
throughput-per-area efficiency relative to traditional
full-cipher-based MAC implementations. The results
show that SMAC’s round-based compression struc-
ture is well aligned with FPGA parallelism, offering a
scalable alternative to classical AES-based MAC con-
structions. Future work will focus on adding side-
channel protection techniques, such as masking, to
reduce the risk of power and electromagnetic attacks
while keeping high throughput.

The code used in this research is available at
our GitHub repository: https://github.com/D-Cube-
WG/smac.
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