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Abstract
Vector commitment (VC) schemes enable a prover to commit
to a vector and later open any position with a short proof.
However, existing VC schemes are designed for centralized
settings, and cannot work in decentralized systems, where the
input vector is distributed across multiple machines. Similarly,
traditional VC schemes cannot leverage distributed parallel
computation across multiple machines for acceleration.

To tackle this issue, we introduce a new notion—distributed
VC (DVC), which allows multiple machines, each holding
only a subvector of the input vector, to collectively commit to
the entire vector and generate position proofs in a distributed
manner. To the best of our knowledge, there is no prior work
on DVCs and no existing work can trivially derive an efficient
DVC scheme. The key challenge is that both commitments
and proofs depend on the entire vector, while no single ma-
chine holds the complete vector in distributed settings.

We propose the first DVC scheme, HLE-DVC, which lever-
ages M machines to process the distributed vector v of length
N in parallel, with each machine holding a subvector of length
N
M . HLE-DVC achieves compact proof size-O(logM) and al-
lows each machine to generate all its position proofs in a sin-
gle communication round, with communication cost O(logM)

and computation cost O(N logN
M ). Moreover, HLE-DVC sup-

ports batch proving, proof aggregation, and efficient updates.
We conduct the experiments and open-source the code. Using
256 machines to generate all proofs for a committed vector
of length 230 takes 17,515 seconds. This achieves a 256×
parallel speedup over HLE-DVC on a single machine, and is
142× faster than Hyperproofs (a famous single machine VC
scheme). The communication cost per machine is 0.768 KB.
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1 Introduction

A vector commitment (VC) scheme allows a prover to commit
a vector v = (v0, ...,vN) and then generate a position proof
πi to prove that the i-th element vi is equal to v∗. Afterwards,
a verifier can verify whether vi = v∗ based on the commit-
ment and the proof πi. The VC scheme has a wide range of
applications and has been used in many scenarios such as the
stateless blockchain [1–5], verifiable elementary databases
(VEDB) [6–10] and electronic auditing [11, 12].

Although vector commitment (VC) schemes have a wide
range of applications, they cannot deal with two types of sce-
narios: 1. Distributed architectures. Traditional VC schemes
cannot work in distributed architectures. Take the VEDB as
an example, where a server holds an elementary database,
which can be regarded as a vector storing data from multiple
clients (e.g., a bank storing deposit amount for its clients’
accounts). The server commits to the database using a VC
scheme. When queried about a specific position, it returns
the value along with a position proof, demonstrating the cor-
rectness of the result. However, in real-world deployments,
due to legal constraints, or the sheer size of the database,
the complete database is often distributed across multiple
machines. Traditional VC schemes cannot support commit-
ting and proof generation in distributed settings since no one
holds the entire vector. 2. Parallel acceleration. The proof
generation in VC schemes incurs a high overhead, and this
workload cannot be alleviated through parallelization. When
the vector length reaches 230, it would take about 50 days
to generate position proofs for all elements (aSVC [13] on
a cloud server). Such inefficiency severely hinders the prac-
tical deployment of applications based on VC schemes. To
alleviate the computational burden of VC schemes, a natural
idea is to distribute the computation across M machines to
run in parallel, thereby achieving up to an M× speedup. How-
ever, existing VC schemes do not support distributed parallel
computation for acceleration.

To deal with the distributed setting and address the chal-
lenges mentioned above, we propose the concept of dis-
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tributed VC (DVC)1, which enables M machines to dis-
tributedly generate vector commitments and position proofs.
The input vector v of length N involves M subvectors: v =
(v0, . . . ,vM−1). Each machine Pk (k ∈ [0,M)) is responsible
for generating position proofs for all elements in the subvector
vk = (vk,0, ...,vk,n−1) of length n = N

M (vk,i is the i-th element
in the k-th subvector vk).

The DVC scheme is particularly well-suited for two ap-
plication scenarios: 1). In distributed settings, DVC enables
generating commitments and position proofs distributedly.
Thus, the DVC can extend single-machine VC applications
to more practical distributed versions, such as distributed ver-
ifiable elementary database (DVEDB), multinational banking
systems, and stateless blockchain sharding. 2). In centralized
settings such as proof of reserve (PoR [15]), if the input vector
of VC schemes is too long for a single machine to generate
all position proofs efficiently, the prover can split the vector
and distribute it across M machines, which then compute in
parallel and interactively, achieving an M× speedup.

Challenges. In a distributed setting, each machine holds
only one subvector, yet the generation of the position proof re-
lies on the complete vector. This necessitates communication
among machines to generate proofs. Intuitively, producing
position proofs for all elements incurs a communication over-
head of at least O(N) per machine, which is highly inefficient.
Moreover, this distributed architecture also poses challenges
to implementing additional functionalities, such as additive
homomorphism, aggregation, and maintainability. To the best
of our knowledge, no DVC scheme has ever been proposed
in the literature. Here we list three naive DVC design ideas:

(1) DVC schemes from distributed polynomial commit-
ment schemes (DPCS). DPCS [16–20] allows for the dis-
tributed generation of polynomial commitments and evalua-
tion proofs. A natural approach is to extend the vector v into
a distributed polynomial F (·), and generate evaluation proofs
distributedly as position proofs. So DPCS-DVC schemes can
run evaluation proving algorithms N times for generating posi-
tion proofs for all elements, which incurs the communication
cost per machine of at least O(N). A promising improved
approach is to use an FFT-like method for all proofs’ genera-
tion. KZG-based PCS can generate N evaluation proofs for N
points in O(N logN) time using an FFT-like approach [21–23].
However, implementing this method in a distributed setting
introduces O(logN) communication rounds [24] and O( N

M )
communication overhead per machine.

(2) DVC scheme derived from homomorphic VC schemes.
An existing additive homomorphic2 VC scheme can be triv-

1Some previous works [7,14] have already introduced a different concept
of DVC, which refers to the ability to update a position proof after changes
to the vector without access to the entire vector. All these schemes cannot
support distributed proof-generation. The DVC proposed in this paper refers
to generating the commitment and proofs in distributed setting.

2Given vectors v1st , v2nd and vsum = v1st +v2nd , a VC scheme is addi-
tive homomorphic if Commit(v1st)+Commit(v2nd) =Commit(vsum). The
proofs for vsum can be obtained by summing the proofs for v1st and v2nd .

ially transformed into a DVC scheme in the following way:
Each machine Pk set a new vector v̂k of length N: v̂k =
(v0, ...,vM−1), where vk = vk, but for other d ∈ [0,M)∧d ̸= k,
vd = (0, ...,0) = 0n, which is a subvector of length n filled
with 0. Each Pk can produce a sub-commitment of v̂k and all
sub-position proofs for all elements in v̂k. Then, by leveraging
additive homomorphism, the complete commitment and posi-
tion proofs can be obtained by summing all sub-commitments
and sub-position proofs, respectively.

We can instantiate this idea using aSVC, resulting in
an aSVC-DVC scheme with generating all proofs time of
O(N logN) and communication overhead of O(N). It still
incur high computation and communication costs.

(3) DVC scheme from Merkle commitment scheme. An-
other DVC design approach is based on the Merkle tree [25]:
each machine Pk generates a Merkle sub-tree Tk for his sub-
vector vk and publishes the root of the sub-tree. Then ma-
chines construct a Merkle tree T, where the leaf nodes are
set as the roots of sub-trees [Tk]k∈[0,M). The root of the tree
T serves as the commitment to the vector v. The machine Pk
can generate all position proofs for elements in vk according
to the tree Tk and T. This approach is efficient as it costs per
machine O( N

M ) computational cost and O(logM) communi-
cation overhead. However, since the use of hash functions,
Merkle-DVC cannot achieve additive homomorphism, so that
it is hard for this approach to support advanced functional-
ities such as batch proofs, aggregation proofs, and additive
homomorphism.

In summary, existing schemes cannot be trivially trans-
formed into an efficient DVC scheme with both low commu-
nication overhead and full functionality.

Our approach. Firstly, based on the low degree extension
(LDE) and multilinear extension (MLE), we propose a new
extension method called the hybrid lagrange extension (HLE).
As shown in Figure 1, HLE first uses LDE to extend each
subvector of length n = N/M into a univariate polynomial
of degree less than n. Subsequently, HLE employs MLE to
aggregate all univariate polynomials, forming a multivariate
polynomial. Secondly, we propose a decomposition method
for HLE, which enables distributed proof generation. This
makes our DVC scheme only costs O(logM) communication
overhead per machine to generate all proofs. Another high-
light of this decomposition method is that it can transform all
existing MLE-based VC schemes into DVC schemes.

Based on the HLE and the decomposition method, we con-
struct the HLE-DVC scheme. The machines can generate
commitments in O(N/M) time with O(1) communication
overhead. The time cost for generating position proofs for
all elements is O( N

M · logN), and the communication cost per
machine is O(logM). The proof size is O(logM). After an
element is updated, all position proofs can be updated in
O( N

M + logM) time. Additionly, HLE-DVC supports aggre-
gating proofs and batch proving.

In Table 1, we summarize the complexities of the three



Table 1: Comparison among 3 strawman DVC schemes derived from existing works, our HLE-DVC and two promising DVCs
(introduced in Section 2.2) obtained by applying our decomposition lemma from Section 4 to existing MLE-based VC schemes.
N denotes the vector length, M denotes the number of machines. Commit time is the per machine time cost for committing a
vector. Πd,i is a proof for position (d, i). ΠI is a batch proof for an index set I of length |I|. ProveAll time lists the time cost for
generating all position proofs. Agg time lists the time cost for aggregating |I| individual proofs. UpdAll time lists the time cost for
updating all position proofs after an element is changed. Regarding aggregation, "s:" denotes single-subvector aggregation, and
"c:" denotes cross-subvectors aggregation. When s/c are not explicitly indicated, it is assumed that the aggregation complexity
is the same for both cases. Homo∼? means additively homomorphism; the Comm∼ size refers to the communication size per
machine.

DVC Schemes Commit time |Πd,i| |ΠI| ProveAll time Agg time UpdAll time Homo∼? Comm∼ size

Strawmans
KZG-DPCS-DVC [17] N/M 1 1 N2

M |I| log2 |I| N
M ✓ N

aSVC-DVC [13] N/M 1 1 N logN |I| log2 |I| N ✓ N
Merkle-DVC [25] N/M logN × N

M × logN × logM

Our works

HLE-DVC N/M logM s: logM c: log(M logM) N
M logN s: |I| log2 |I| c: |I| log2(|I|)+M logM N

M + logM ✓ logM
Hyperproofs-DVC [3] N/M logN log(|I| logN) N

M logN |I| logN logN ✓ logM
[26]-DVC N/M logM s: logM c: M logM N

M logN |I| log2 |I| N
M + logM ✓ logM

strawman constructions, our proposed scheme, and two DVC
schemes derived from our decomposition method and existing
VC works (introduced in Section 2).

1.1 Contributions
In this paper, we make the following contributions:

1. We are the first to identify the distribution challenges
and scalability limitations in the VC schemes, and to propose
the notion of distributed vector commitment (DVC), which
enables M machines to generate the vector commitment and
position proofs in a distributed manner.

2. We propose HLE-DVC, the first DVC scheme, which
introduces the following key innovations:
• We introduce a new vector extension method, Hybrid La-

grange Extension (HLE) based on the MLE and LDE.
LDE enables a small proof size of O(logM) and supports a
native aggregation method. The tree structure of MLE leads
to low communication cost.

• For HLE, we propose a specialized decomposition method
that can be executed in a distributed manner. Furthermore,
we develop a distributed approach for generating all posi-
tion proofs. It realizes low proof size-O(logM), low per ma-
chine communication cost—O(logM), and low time cost
—O( N

M · logN). This decomposition method can transform
existing MLE-based VC schemes into DVC schemes, which
can be seen as an independent interest.

• We further present algorithms for batch proving, updates,
and aggregation. Additionally, HLE-DVC supports main-
tainability through the compiler proposed in BalanceProofs
[27], ensuring sublinear-time updates.
To the best of our knowledge, HLE-DVC is the first DVC

scheme that achieves such low computational and communi-
cation overheads. To accommodate different scenarios, we
present two modified versions in the Appendix H.1.

3. Formally, we give the security definition of the DVC
scheme and prove the security of HLE-DVC. We implement
the experiments for HLE-DVC, evaluate its performance, and

make its code publicly available: https://github.com/
gaozheruiye/HLE-DVC. Using 256 machines to generate
all proofs for a vector of length 230 takes 17,515 seconds.
This achieves a 256× speedup over HLE-DVC on a single
machine, and is 142× faster than Hyperproofs [5]. The com-
munication cost per machine is 0.768 KB.

1.2 Technical overview

The technical overview consists of four parts: §(1) introduces
how HLE extends a vector into an HLE polynomial. §(2)
explains how to generate a position proof with a full HLE
polynomial. §(3) explores the generation of position proofs
in a distributed setting. Notably, the position proofs in both
§(2) and §(3) are polynomials. §(4) replaces the polynomials
involved in §(2) and §(3) with their polynomial commitments,
to propose HLE-DVC, which achieves the sublinear proof size.
Figure 2 presents an example, where 4 machines generate
position proofs for an vector of length 16 distributedly.

Figure 1: Hybrid Lagrange extension.

(1) Hybrid Lagrange Extension (HLE). Firstly, we pro-
pose a new extension method, HLE based on low degree
extension (LDE) and multilinear extension (MLE). Figure
1 shows how HLE extends vector to a multivariate polyno-
mial, where the vector v= (v0, ...,v3) consists of 4 subvectors,
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each containing 4 elements, i.e., vector length N = 16, ma-
chine number M = 4 and the subvector length n = N/M = 4.
The k-th subvector vk is held by the k-th machine Pk. First
of all, for k ∈ [0,4), each subvector vk = (vk,0, ...,vk,3) is ex-
tended to a univariate polynomial fk(x), where for all i∈ [0,n),
fk(ω

i
n) = vk,i, where ωn is the n-th primitive root of unity in

F. We design an MLE-like method to aggregate polynomials
[fk(x)]k∈[0,M) to an HLE polynomial F (s,x): Define the k-th
HLE sub-polynomial Fk(s,x) as

Fk(s,x) = eq(s,⟨k⟩)fk(x)

where ⟨k⟩ ∈ {0,1}ρ is the binary representation of k, (for
simplicity, we set ρ = logM. Herein, ρ = 2), s = (s0, ...,sρ−1)
is a variate vector of length ρ and eq(s,⟨k⟩) is an identity
function, which for d ∈ [0,M), eq(⟨d⟩,⟨k⟩) = 1 if ⟨d⟩= ⟨k⟩,
and eq(⟨d⟩,⟨k⟩) = 0 otherwise. Finally, the HLE polynomial
F (s,x) is defined as the sum of all HLE sub-polynomials:

F (s,x) =
M−1

∑
k=0

Fk(s,x)

For example, as shown in the "HLE" part of Figure 2,
a vector v = [v0,v1,v2,v3] can be HLE-represented as
F (s,x) = eq(s,⟨0⟩)f0(x)+eq(s,⟨1⟩)f1(x)+eq(s,⟨2⟩)f2(x)+
eq(s,⟨3⟩)f3(x) = (1 − s0)(1 − s1)f0(x) + (1 − s0)s1f1(x) +
s0(1 − s1)f2(x) + s0s1f3(x). The HLE polynomial sat-
isfies that for all d ∈ [0,M), i ∈ [0,n), F (⟨d⟩,ωi

n) =

∑
M−1
k=0 Fk(⟨d⟩,ωi

n) = ∑
M−1
k=0 eq(⟨d⟩,⟨k⟩)fk(ωi

n) =
eq(⟨d⟩,⟨d⟩)fk(ωi

n) = fk(ω
i
n) = vd,i.

(2) HLE decomposition and the position proofs generation.
Next, assuming that a prover has obtained the entire vector v
and thus a complete HLE F (s,x) of vector v, given a fixed
index d ∈ [0,M) and i ∈ [0,n), we will use Fig. 2 to explain
how the prover generates a position proof Πd,i for vd,i (the
i-th element in the subvector vd), and how to compute all posi-
tion proofs [Πd,i]i∈[0,n) for [vd,i]i∈[0,n) (all elements in vd). In
particular, herein, the position proof consists of polynomials
directly. However, in the formal DVC construction in Section
5, the sublinear proof size can be obtained by replacing the
polynomials with their PST commitments [28].

Generating a single position proof for an element. Prov-
ing that vd,i = v∗ is equivalent to prove the HLE polyno-
mial, F (⟨d⟩,ωi

n) = v∗. Fig. 2 shows an example, where v =
(0,1, ...,15), N = 16, M = 4, ρ = logM = 2 and each subvec-
tor contains n = 4 elements. To prove that F (⟨2⟩,ω3

4) = 11,
The ultimate goal of the prover is to find ρ+1 = 3 polyno-
mials {q2,0(s,x),q2,1(s,x)q2,2,3(s,x)}, s.t.

F (s,x) =(s0−⟨2⟩0) ·q2,0(s,x)+(s1−⟨2⟩1) ·q2,1(s,x)+

q2,2,3(s,x)(x−ω
3
4)+11 · eq(s,⟨2⟩) (1)

where ⟨2⟩c denotes the c-th bit of ⟨2⟩. The soundness is
straightforward and the formal proof is given in lemma 4.1.

Figure 2: How 4 machines generate proofs for a vector of
length 16 distributedly. (P0, ...,P3) represent 4 machines.

As we previously assumed, the prover has access to the entire
vector v and the HLE F (s,x), so that he can compute all
these polynomials independently using polynomial divisions.
Finally, the position proof Π2,3 for v2,3 = 11 is set as these
polynomials: {q2,0(s,x),q2,1(s,x)q2,2,3(s,x)}. One can verify
the proof Π2,3 by checking if the equation (1) holds.

Generating all position proofs for all elements in a
subvector. Trivially, the proofs [Π2,i]i∈[0,4) for all elements
[v2,i]i∈[0,4) in v2 collectively contain (ρ+1) ·n = 12 polyno-
mials. However, we found a special decomposition method to
compute proofs, so that all proofs [Π2,i]i∈[0,4) share the same
first 2 polynomials q2,0(s,x) and q2,1(s,x). Consequently,
all proofs [Π2,i]i∈[0,4) involve only 2 + 4 = 6 polynomials
q2,0(s,x), q2,1(s,x) and [q2,2,i(s,x)]i∈[0,4).

Firstly, we introduce a partition method (d-partition, defini-
tion 4.1), which partitions the index interval [0,M) into ρ sets
[Qd,c]c∈[0,ρ) and {d}, s.t. [0,M) = {d}∨Qd,0 ∨ ...∨Qd,ρ−1.
The sets [Qd,c]c∈[0,ρ) has the property that for all c ∈ [0,ρ)
and k ∈ Qd,c, ⟨k⟩c = 1− ⟨d⟩c. For example [0,4) = {2} ∨
Q2,0 ∨Q2,1, where Q2,0 = {0,1} and Q2,1 = {3}. Note that
⟨0⟩0 = ⟨1⟩0 = 0= 1−⟨2⟩0 and ⟨3⟩1 = 1= 1−⟨2⟩1. Naturally,



the HLE polynomial F (s,x) can be decomposed as

F (s,x) =
3

∑
k=0

Fk(s,x) =
1

∑
c=0

∑
k∈Q2,c

Fk(s,x)+F2(s,x) (2)

For all c ∈ [0,2), since the properties of the set Q2,c, there
exists a polynomial q2,c(s,x), such that

∑
k∈Q2,c

Fk(s,x) = q2,c(s,x) · (sc−⟨2⟩c) (3)

Moreover, for all i ∈ [0,4), since f2(ω
i
4) = v2,i, there exists a

polynomial q∗2,i(x) =
f2(x)−v2,i

x−ωi
4

, s.t. f2(x) = q∗2,i(x)(x−ωi
4)+

v2,i. We can set q2,2,i(s,x) = eq(s,⟨2⟩)q∗2,i(x), s.t.

F2(s,x) = eq(s,⟨2⟩)f2(x) = q2,2,i(s,x)(x−ω
i
4)+ v2,i ·eq(s,⟨2⟩) (4)

Finally, combining equations (2), (3) and (4), we find 6
polynomials q2,0(s,x), q2,1(s,x) and [q2,2,i(s,x)]i∈[0,4), s.t.,
for all i ∈ [0,n), F (s,x) = ∑

1
c=0(sc − ⟨2⟩c) · q2,c(s,x) +

q2,2,i(s,x)(x − ωi
n) + v2,i · eq(s,⟨2⟩). The position proofs

[Π2,i]i∈[0,n) for [v2,i]i∈[0,n) consists of:

[Π2,i]i∈[0,4) = [{q2,0(s,x),q2,1(s,x),q2,2,i(s,x)}]i∈[0,4)

Note that all proofs for [v2,i]i∈[0,4) share the same first 2
polynomials, and involve only 6 distinct polynomials. Since
[q2,c(s,x)]c∈[0,2) is reused in position proofs for every element
in v2, we define [q2,c(s,x)]c∈[0,2) as P2’s partial proof.

(3) Generate HLE and position proofs distributedly
In the distributed setting, each machine Pk only holds the

subvector vk and Fk(s,x). Therefore, directly generating posi-
tion proofs through interactive methods would result in sig-
nificant communication overhead. Therefore, we design a
special method for generating the HLE polynomial and posi-
tion proofs, which involves four algorithms. We continue to
use Fig. 2 to illustrate the intuition.

1. Generating an HLE polynomial. Each machine Pk
extends the subvector vk to an HLE sub-polynomial Fk(s,x)
as described in § (1). Then Pk sends Fk(s,x) to the master
node, and master node set the HLE polynomial as F (s,x) =
∑

M−1
k=0 Fk(s,x). (As shown in "HLE" part of Figure 2)
2. Generating auxiliary data (auxdata). Each machine Pk

generates auxdata ηk using the HLE sub-polynomial Fk(s,x).
For c ∈ [0,ρ), Pk computes ηk,c(s,x) =

Fk(s,x)
sc−(1−⟨k⟩c) .

Then Pk publicly outputs his auxdata ηk = [ηk,c(s,x)]c∈[0,ρ).
("generate auxdata" part of Figure 2)

3. Generating partial proofs. Machines generate par-
tial proofs using auxdata [ηk]k∈[0,M). Take P2 as an exam-

ple. For c ∈ [0,ρ), P2 computes q2,c(s,x) = ∑k∈Q2,c
Fk(s,x)
sc−⟨2⟩c =

∑k∈Q2,c
Fk(s,x)

sc−(1−⟨k⟩c) = ∑k∈Q2,c ηk,c(s,x).
Finally, P2 sets his partial proof as: ψ2 = [q2,c(s,x)]c∈[0,ρ).

("generate partial proof" part of Figure 2)

Polynomials in ψ2 satisfies the equation 3. Furthermore,
we introduce a new data structure, HLE-Aux trees to help a
master node to compute all partial proofs in O(M logM) time.
Then the master node sends the partial proof to each machine.

4. Generating position proofs with partial proofs.
To prove that v2,3 = 11, P2 computes q2,2,3(s,x) =

eq(s,x) f2(x)−v2,3

x−ω3
4

, and sets the position proof Π2,3 =

{ψ2,q2,2,3(s,x)} independently with his partial proof ψ2.
("prove" part of Figure 2).

(4) The HLE-DVC scheme. Based on the HLE and HLE
decomposition, we design a DVC scheme, HLE-DVC.

To generate an HLE commitment to v distributedly, each
machine Pk extends vk to a HLE sub-polynomial Fk(s,x).
Then Pk computes an HLE sub-commitment by computing
the PST commitment to Fk(s,x): Cvk = PST(Fk(s,x)). Fi-
nally, the HLE commitment to v is set as: Cv = ∑

M−1
k=0 Cvk .

Essentially, Cv is the PST commitment to F (s,x).
The algorithms for generating all position proofs are essen-

tially the same as those described in § (1) (2) (3) of Section
1.2. The only difference is that the polynomials in the position
proofs are replaced with their PST commitments.

Updating after a change to one element vu, j involves three
phases: 1. Update the HLE commitment. 2. Position proofs
corresponding to Pd (d ̸= u) can be updated by only updating
his partial proof. 3. Position proofs corresponding to Pu can
be updated following the idea proposed in aSVC [13].

The algorithm for aggregating some position proofs can be
categorized into two cases: 1. Position proofs for elements
in the same subvector vd can be aggregated using partial
fraction decomposition [13]. 2. Position proofs for elements
in different subvectors can be aggregated using partial fraction
decomposition and inner product argument [29].

Efficiency analysis. Overall, HLE-DVC achieves high ef-
ficiency in both storage cost, communication cost and com-
putation cost. Traditional single-machine VC schemes, such
as aSVC based on KZG-PCS and Hyperproofs based on PST-
PCS, require O(N) storage for the public parameters and the
original vector, and O(N logN) computation to generate all
position proofs. In contrast, in HLE-DVC, each machine only
stores the subvector of length O(N/M) and the proving key of
size O(N logM

M ). For proving cost, HLE-DVC reduces the total
time for generating all proofs from O(N logN) to O(N logN

M ),
which is an almost M× speedup.

The efficiency comes from the distributed design of stor-
age and computation. The position proof for index (d, i) can
be decomposed into two components: (1) Partial proof ψd ,
which depends on the entire vector; (2) The subvector po-
sition proof πd,ρ,i, which depends only on the subvector vd .
During the proof generation phase, the machines first inter-
actively compute partial proofs in O(N logM

M ) time. After this
step, any machine can independently generate proofs for the
elements in its own subvector, with a cost of O(N log(N/M)

M )



for all proofs. In sum, generating all proofs in the entire vec-
tor needs O(N logM

M )+O(N log(N/M)
M ) = O(N logN

M ). The more
detailed complexities analysis is presented in Section 5.7.

Throughout the proving phase, each machine only needs
to use its own proving key, whose size is O(N/M logM), and
the total communication cost of a single machine is only
O(logM). Throughout the update phase, the machine that
updates the vector can update all position proofs using its
own update key of size O(N/M logM).

1.3 Applications of HLE-DVC
DVC has two major application scenarios: multiple machines
parallel-accelerating proof generation and implementing con-
ventional VC applications in distributed settings.

Parallel accelerating. Due to the distributed storage and
computation capabilities of HLE-DVC, as described in Sec-
tion 1.2, § (4), generating all proofs requires only O(N logN

M ),
achieving an M× speedup over the single-machine version. It
is suitable for single-center settings with heavy computational
demands, such as large proof of reserve systems.

Distributed VC applications. Generally speaking, HLE-
DVC enables almost all traditional VC applications to be
deployed in a distributed environment. As a representative
example, we introduce the distributed verifiable elementary
database (DVEDB), where multiple servers distributedly hold
an elementary database. DVEDB systems leverage the DVC
algorithms to implement the same functionalities as that in
VEDB. We provide the detailed constructions of DVEDB in
Appendix A. In addition, DVC can also enable more advanced
functionalities, such as stateless blockchain extension.

To support practical DVC applications, a DVC scheme
needs to tackle two practical challenges: 1. Batch processing.
Batch processing requires a DVC scheme to support batch
proving, batch verification, and proof aggregation, which sig-
nificantly enhances its performance when handling large-scale
workloads. Batch proofs and batch verification across multiple
commitments can be natively achieved via additive homomor-
phism, leveraging the Schwartz-Zippel lemma. 2. Efficient
updates. When a single element changes, the system should
quickly update the commitment all associated proofs. Updat-
ing all elements’ proofs after a single element change should
incur a time overhead less than O(N). Moreover, when per-
forming large-scale updates, additive homomorphism allows
updates to committed data to be carried out directly on the
commitments without needing to reveal the underlying values.

2 Related works

2.1 Vector commitment schemes
The definition of VC schemes was first formalized by Cata-
lano and Fiore [7] in 2013. The two schemes most relevant
to our scheme are aSVC [13] and Hyperproofs [3]. aSVC

converts the vector v into a univariate polynomial using
LDE. Then it relies on the KZG PCS to generate commit-
ments and position proofs. The advantage of aSVC is its
ability to achieve O(1) proof size, O(1) verification time, and
O(N logN) time overhead for generating all proofs. However,
it requires O(N) time to update all position proofs after an
element is changed. Hyperproofs uses MLE to extend the
vector v into a multilinear polynomial and generates commit-
ments and proofs based on the PST PCS. Hyperproofs only
require O(logN) update time and O(N logN) time for gener-
ating all proofs, but incur O(logN) proof size and O(logN)
verification time.

In 2023, BalanceProofs [27] introduced a general com-
piler that takes an aggregatable-only VC scheme as input and
outputs a new VC scheme that is both aggregatable and main-
tainable. Moreover, BalanceProofs used this compiler to trans-
form aSVC into an aggregatable and maintainable scheme,
reducing the time complexity of update-all from O(N) to
O(
√

N logN). Our work can also leverage this approach to
achieve maintainability. Merkle-based VC schemes [25, 30]
achieve O(logN) proof size, O(logN) verification time. Its
greatest advantage lies in the O(N) time for generating all
proofs and O(logN) update time. However, due to the inher-
ent limitations of hash functions, they lack desirable properties
such as batch proving, proof aggregation and homomorphism.
The comparisons among related VC schemes are summarized
in Appendix B.

2.2 Promising DVC schemes

To the best of our knowledge, there is no previous works on
DVC schemes, and no work can trivially derive a satisfactory
DVC scheme. Apart from the three naive DVC construc-
tions mentioned in Section 1, some MLE-based schemes can
be transformed into DVC schemes by applying the decom-
position method introduced in Section 4. We present more
construction details in Appendix C and briefly analyze their
performance here. (These promising DVC constructions rely
on Section 4 and are also originally proposed by us, and their
complexities are summarized in Table 1.)

(1) DVC scheme derived from Hyperproofs [3]. In Section
1, we discussed general homomorphic VC-cases. However,
by leveraging tree-based VC schemes, many redundant com-
putations can be avoided, thereby significantly reducing cost.
Hyperproofs is a MLE-based homomorphic VC scheme based
on the PST PCS. By combining it with the decomposition
method proposed in Section 4, it can derive a DVC scheme,
Hyperproofs-DVC, which achieves an O(logM) communica-
tion complexity and O( N

M logN) overhead for generating all
proofs. However, it suffers from two drawbacks: The proof
size is relatively large, O(logN); It does not support native
aggregation and must rely on inner product arguments (IPA)
for aggregation, which will significantly increases both the
proving cost and the proof size.



(2) DVC schemes derived from Campanelli et al. [26]. [26]
proposed a general VC-construction aimed at achieving mem-
ory/time trade-offs in traditional VC schemes. By combin-
ing [26] with the decomposition method proposed in Section
4, it can also be transformed into a DVC. However, its proof
additionally requires a low-degree test and a subvector com-
mitment, and its verification involves checking three equations
(whereas our HLE requires only one), which introduce extra
costs. As a result, HLE-DVC enjoys advantages in proof size,
verification cost, and aggregation performance in practice.

3 Preliminaries

Let N denote the length of the vector and M denote the number
of machines. We assume that M and N are powers of 2 and
divide p−1. Let n = N/M and ρ = logM. The k-th machine
is denoted as Pk and the verifier is denoted as V . We assume
that P0 is the master node (in practice, the master node can be
set to anyone). Let ⟨k⟩= (⟨k⟩0, ...,⟨k⟩ρ−1) ∈ {0,1}ρ, denote
the ρ-bit binary representation of k, and ⟨k⟩c denotes the c-th
bit of ⟨k⟩. The notation with a bar (e.g., η) represents a vector.
We use F to denote a finite field (a prime field Fp for a large
prime p) and λ to denote the security parameter. We assume
that M and n are powers of 2 and divide p−1. Let ωn be the
n-th primitive root of unity in F. The PST commitment to the
polynomial F (·) is denoted as PST(F (·)). [vk]k∈[0,M) means

(v0, ...,vM−1). r $← F means r is randomly chosen from F.
"∨" means the union of sets.

Lemma 3.1. (Univariate polynomial remainder lemma [8,
31, 32]). A univariate polynomial f(x∗) = v∗, if and only if
there exists a witness polynomial q(x), s.t. f(x) = q(x)(x−
x∗)+ v∗.

Definition 3.1. (Binary prefix tree). As shown in Figure 3, a
binary prefix tree is a binary tree, where the g-layer internal
node of a tree T is denoted as T.Nodeb0...bg , where b0, ...,bg ∈
{0,1} (the layer below the root node is defined as layer 0).
The left child of T.Nodeb0...bg is denoted as T.Nodeb0...bg0, and
the right child as T.Nodeb0...bg1. For a binary prefix tree with
M leaf nodes, the k-th leaf node is T.Node⟨k⟩.

Figure 3: A binary prefix tree T. The k-th leaf node of T is
denoted as T.Node⟨k⟩.

• Bilinear pairing. G1,G2 and GT are cyclic multiplica-
tive groups of prime order p. P is a generator of G1 and Q

is a generator of G2. The pairing e : G1×G2→ GT is a bi-
linear pairing if it satisfies the bilinearity, non-degeneracy
and computability. Bilinearity requires that ∀(U,V,a,b) ∈
G1×G2×F×F : e(aU,bV ) = e(U,V )ab. A pairing instance
is denoted as bp= BilGen(1λ) = (p,e,G1,G2,GT ,P,Q).
• PST polynomial commitment scheme (PCS) for

multivariate polynomials. [28] [8] A PCS for multi-
variate polynomials is a tuple of four protocols PC =
(Setup,Commit,Prove, Verify). The detailed descriptions of
the PST PCS’s algorithms are presented in Appendix D.1.
The PST PCS used in this paper is a non-hiding version.

• Inner Product Arguments (IPA). Bünz et al. [29] give
a non-interactive IPA for the inner pairing products relation.
The detailed definition of the IPA protocol is presented in
Appendix D.2. IPA complexity. IPA.Prove takes O(ρ) time,
IPA.Verify takes O(logρ) time and the proof size is |πIPA|=
O(logρ).

• Low degree extension (LDE). A vector v = [v0, ...,vn−1]
can be represented by a polynomial f(x) using LDE: f(x) =

∑
n−1
i=0 Li(x)vi, where Li(x) = ∏ j∈[0,M), j ̸=i

x−ω
j
n

ωi
n−ω

j
n
. Li(x) has a

property that Li(ω
i
n) = 1 and Li(ω

j
n) = 0, if j ∈ [0,M), i ̸= j.

Thus for all i ∈ [0,n), f(ωi
n) = vi.

• Identity function. Let eq : {0,1}ρ×{0,1}ρ→{0,1} be
the identity function, which can be expressed as:

eq(s,y) =
ρ−1

∏
c=0

((1− sc)(1− yc)+ scyc) (5)

such that eq(s,y) = 1 if s = y, and eq(s,y) = 0, otherwise.
• Multilinear extension (MLE). Let M = 2ρ, where

ρ is an integer. A vector v = [v0, ...,vM−1] can be
represented by a multivariate polynomial F : Fρ → F:
F (s) = ∑

M−1
k=0 eq(s,⟨k⟩)vk, s.t. for any d ∈ [0,M), F (⟨d⟩) =

∑
M−1
k=0 eq(⟨d⟩,⟨k⟩)vk = vd .

4 Core techniques

This section introduces the core techniques of this paper. In
this section, the position proof consists of polynomials di-
rectly. However, in the formal DVC construction in section 5,
the sublinear proof size can be achieved by replacing the poly-
nomials with their polynomial commitments and polynomial
evaluation proofs.
• Section 4.1 presents the definition of HLE based on LDE

and MLE. HLE is used to extend a vector v = (v0, . . . ,vM−1)
to an HLE polynomial F (s,x).
• Section 4.2 firstly introduces a HLE polynomial remain-

der lemma 4.1, showing that a single position proof for any
element vd,i = v∗ (d ∈ [0,M), i ∈ [0,n)) consists of ρ+1 wit-
ness polynomials (ρ= logM). Secondly, it introduces an HLE
decomposition lemma 4.3, showing that the n proofs for all



elements in the subvector vd only involve n+ρ distinct poly-
nomials. We show how to compute these proofs when a single
machine holds the complete HLE polynomial F (s,x).
• Section 4.3 discusses how to compute position proofs

interactively in a distributed setting.

4.1 Hybrid Lagrange Extension
This technique originates from combining the ideas of MLE
and LDE. For each subvector held by a single machine, we use
the LDE to extend the subvector to a univariate polynomial.
At the level of distributed machines, we employ the MLE to
aggregate all univariate polynomials into an HLE polynomial.

HLE Sub-Polynomial. The HLE sub-polynomial Fk(s,x)
is derived from the subvector vk ∈ Fn of length n held by
machine Pk. Pk firstly extends vk to a univariate polynomial
fk(x) of degree less than n using LDE, s.t. for all i ∈ [0,n),
fk(ω

i
n) = vk,i. As shown in Figure 1 and 2, the HLE sub-

polynomial held by Pk is defined as(s is a variables vector of
length ρ = logM):

Fk(s,x) = eq(s,⟨k⟩) · fk(x)

which satisfies the following conditions for all d ∈ [0,M) and
i ∈ [0,n):

If d = k, Fk(⟨d⟩,ωi
n) = eq(⟨k⟩,⟨k⟩) · fk(ωi

n) = vk,i = vd,i.
if d ̸= k, Fk(⟨d⟩,ωi

n) = eq(⟨d⟩,⟨k⟩) · fk(ωi
n) = 0.

HLE Polynomial. The HLE polynomial F (s,x) is ex-
tended from the vector v = (v0, ...,vM−1) and is defined
as F (s,x) = ∑

M−1
k=0 Fk(s,x) = ∑

M−1
k=0 eq(s,⟨k⟩) · fk(x), which

is the sum of all the HLE sub-polynomials. For exam-
ple, a vector v = [v0,v1,v2,v3] can be HLE-represented as
F (s,x) = (1− s0)(1− s1)f0(x) + (1− s0)s1f1(x) + s0(1−
s1)f2(x)+ s0s1f3(x). It satisfies for all d ∈ [0,M), i ∈ [0,n),
F (⟨d⟩,ωi

n) = vd,i.

4.2 HLE decomposition
Lemma 4.1. (HLE polynomial remainder lemma). F (s,x)
is the HLE of v = (v0, ...,vM−1). Let ρ = logM. Given d ∈
[0,M), i ∈ [0,n), F (⟨d⟩,ωi

n) = v∗, if and only if there exist
ρ+1 polynomials, {[qd,c(s,x)]c∈[0,ρ),qd,ρ,i(s,x)}, s.t.

F (s,x)=
ρ−1

∑
c=0

(sc−⟨d⟩c)·qd,c(s,x)+qd,ρ,i(s,x)(x−ω
i
n)+v∗ ·eq(s,⟨d⟩)

(6)

PROOF: ⇐ Proof of necessity: if there exist ρ+ 1 poly-
nomials, {[qd,c(s,x)]c∈[0,ρ),qd,ρ,i(s,x)} satisting the equation

6, then, F (⟨d⟩,ωi
n) = ∑

ρ−1
c=0 (⟨d⟩c − ⟨d⟩c) · qd,c(⟨d⟩c,ωi

n) +
qd,ρ,i(⟨d⟩c,ωi

n)(ω
i
n − ωi

n) + v∗ · eq(⟨d⟩,⟨d⟩) = v∗. Thus
F (⟨d⟩,ωi

n) = v∗.
⇒ Proof of sufficiency: these polynomials can be ob-

tained through successive polynomial divisions: first divide

(F (s,x)− v∗ · eq(s,⟨d⟩)) by (x− s0), obtaining the quotient
polynomial qd,0(s,x), then divide the resulting remainder by
(x−s1), obtaining the quotient polynomial qd,1(s,x), and con-
tinue this process until the final two division by (x− sρ−1)
and (x−ωi

n) to obtain qd,ρ−1(s,x) and qd,ρ,i(s,x). By the
multivariate polynomial remainder lemma E.1, polynomi-
als {[qd,c(s,x)]c∈[0,ρ),qd,ρ,i(s,x)} always satisfy the equation
6.

Via lemma 4.1, one can prove vd,i = F (⟨d⟩,ωi
n) = v∗

by showing the valid ρ + 1 witness polynomials. Thus
we define the position proof Πd,i for vd,i as Πd,i =
{[qd,c(s,x)]c∈[0,ρ),qd,ρ,i(s,x)}. The verifier can verify the

proof by checking if F (s,x) ?
= ∑

ρ−1
c=0 (sc−⟨d⟩c) · qd,c(s,x)+

qd,ρ,i(s,x)(x−ωi
n)+ v∗ · eq(s,⟨d⟩).

Trivially, proofs [Πd,i]i∈[0,n) for all elements [vd,i]i∈[0,n)
collectively contain (ρ + 1) · n polynomials. However, we
found a special method for computing proofs, so that
all proofs [Πd,i]i∈[0,n) share the same first ρ polynomi-
als [qd,c(s,x)]c∈[0,ρ). Consequently, all proofs [Πd,i]i∈[0,n) in-
volves only n+ρ distinct polynomials [qd,c(s,x)]c∈[0,ρ) and
[qd,ρ,i(s,x)]i∈[0,n). This method is presented in lemma 4.3.

To better illustrate lemma 4.3, we introduce a special d-
partition method (definition 4.1) and a partition division
lemma 4.2.

Figure 4: d-partition when M = 8,ρ = logM = 3 and d = 5.
5-partition partitions [0,8) = {5}∨Q5,0 ∨Q5,1 ∨Q5,2. The
second column of this figure shows the binary decompositions
of d and the corresponding sets [Q5,c]c∈[0,3), where the green
color string represents the longest prefix which is the same
as ⟨5⟩ = 101, while the red color bit represents the first bit
which is not the same as ⟨5⟩ (e.g., 4 = 100). Taking Q5,1 as
an example, the set Q5,1 is a set of all k ∈ [0,8), satisfying
that the first 1 bit of ⟨k⟩ is the same as that of ⟨5⟩ (i.e. ⟨k⟩0 =
⟨5⟩0 = 1), while ⟨k⟩1 ̸= ⟨5⟩1 (i.e. ⟨k⟩1 = 1−⟨5⟩1 = 1−0 = 1).
From another perspective, given a binary prefix tree T of 8 leaf
nodes, where the k-th leaf node is T.Node⟨k⟩, Q5,1 = {6,7} is
the set of all leaf nodes’ indices of the sub-tree with the root
node T.Node11.

Definition 4.1. (d-partition for [0,M)). Given a fixed d ∈
[0,M), the interval [0,M) can be partitioned into ρ sets
[Qd,c]c∈[0,ρ) and {d}, s.t. [0,M) = {d}∨Qd,0 ∨ ...∨Qd,ρ−1,
where the set Qd,c contains all k ∈ [0,M), s.t. the first c bits of
⟨k⟩ are the same as that of ⟨d⟩, while ⟨k⟩c ̸= ⟨d⟩c. Formally,
d-partition is defined as [Qd,c]c∈[0,ρ) as follows: for a fixed



d ∈ [0,M), set Qd,0 = {k|⟨k⟩0 ̸= ⟨d⟩0}, and for c ∈ [1,ρ), the
set Qd,c = {k|k∈ [0,M),⟨k⟩c ̸= ⟨d⟩c,⟨k⟩0 = ⟨d⟩0, ...,⟨k⟩c−1 =
⟨d⟩c−1}.

From another perspective, given a binary prefix tree
T (definition 3.1) with M leaf nodes, Qd,c is the set of
all leaf nodes indices of the sub-tree with the root node
T.Nodeb0...bc , where b0 = ⟨d⟩0,...,bc−1 = ⟨d⟩c−1 and bc =
1− ⟨d⟩0. Take M = 8,d = 5 as an example, as shown in
Figure 4, the path corresponding to the 5-leaf node T.Node101
is (T.Node1,T.Node10,T.Node101). Correspondingly, Q5,0 =
{0,1,2,3} denotes all leaf nodes under the sibling of T.Node1,
and Q5,1 = {6,7} denotes all leaf nodes under the sibling of
T.Node10. Similarly, Q5,2 = {4} is the sibling of T.Node101.

Lemma 4.2. (Partition division). Given a fixed d ∈ [0,M),
and the corresponding d-partition [Qd,c]c∈[0,ρ), for all c ∈
[0,ρ), there exists a polynomial qd,c(s,x), such that

∑
k∈Qd,c

Fk(s,x) = qd,c(s,x) · (sc−⟨d⟩c)

PROOF: Recall that for all k ∈Qd,c, ⟨k⟩c ̸= ⟨d⟩c and ⟨k⟩c ∈
{0,1},⟨d⟩c ∈ {0,1}, thus ⟨k⟩c = 1−⟨d⟩c. Then we have:

(1− sc)(1−⟨k⟩c)+ sc⟨k⟩c = (1− sc)⟨d⟩c + sc(1−⟨d⟩c)
= ⟨d⟩c + sc−2sc⟨d⟩c

So if ⟨d⟩c = 0, then (1− sc)(1−⟨k⟩c)+ sc⟨k⟩c = sc = sc−
⟨d⟩c. If ⟨d⟩c = 1, then (1− sc)(1−⟨k⟩c)+ sc⟨k⟩c = 1− sc =
−(sc−⟨d⟩c).

Then (1−sc)(1−⟨k⟩c)+sc
sc−⟨d⟩c =

{
1 if ⟨d⟩c = 0,⟨k⟩c = 1
−1 if ⟨d⟩c = 1,⟨k⟩c = 0 .

So for all k ∈ Qd,c, (sc − ⟨d⟩c) divides (1 − sc)(1 −
⟨k⟩c) + sc⟨k⟩c. Furthermore, considering the equation (5)
and Fk(s,x) = eq(s,⟨k⟩) · fk(x), so (sc − ⟨d⟩c) can di-
vide Fk(s,x) for all k ∈ Qd,c. Thus we can set a
polynomial qd,c(s,x) = ∑k∈Qd,c

Fk(s,x)
sc−⟨d⟩c , which satisfies that

∑k∈Qd,c
Fk(s,x) = qd,c(s,x) · (sc−⟨d⟩c).

Lemma 4.3. (HLE decomposition lemma). F (s,x) is the
HLE of v = (v0, ...,vM−1). Given a fixed d ∈ [0,M), and the
corresponding d-partition [Qd,c]c∈[0,ρ), one can compute ρ+
n polynomials [qd,c(s,x)]c∈[0,ρ) and [qd,ρ,i(s,x)]i∈[0,n) by:

[qd,c(s,x) = ∑
k∈Qd,c

Fk(s,x)
sc−⟨d⟩c

]c∈[0,ρ)

[qd,ρ,i(s,x) = eq(s,⟨d⟩)
fd(x)− vd,i

x−ωi
n

]i∈[0,n)

[qd,c(s,x)]c∈[0,ρ) and [qd,ρ,i(s,x)]i∈[0,n) satisfy that for all
i ∈ [0,n), Πd,i = {[qd,c(s,x)]c∈[0,ρ),qd,ρ,i(s,x)} is a valid

proof for vd,i, namely: F (s,x) = ∑
ρ−1
c=0 (sc−⟨d⟩c) ·qd,c(s,x)+

qd,ρ,i(s,x)(x−ωi
n)+ vd,i · eq(s,⟨d⟩).

PROOF: Since [0,M) = {d}∨Qd,0∨ ...∨Qd,ρ−1, we have:

F (s,x) =
M−1

∑
k=0

Fk(s,x) =
ρ−1

∑
c=0

∑
k∈Qd,c

Fk(s,x)+Fd(s,x) (7)

Moreover, lemma 4.2 shows that for all c ∈ [0,ρ) and the
polynomial qd,c(s,x) = ∑k∈Qd,c

Fk(s,x)
sc−⟨d⟩c ,

∑
k∈Qd,c

Fk(s,x) = (sc−⟨d⟩c)qd,c(s,x) (8)

Then considering that for i ∈ [0,n), fd(ωi
n) = vd,i, fol-

lowing lemma 3.1, there exists a polynomial q∗d,i(x) =
fd(x)−vd,i

x−ωi
n

, s.t. fd(x) = q∗d,i(x)(x−ωi
n)+ vd,i. Let qd,ρ,i(s,x) =

eq(s,⟨d⟩)q∗d,i(x), and we have:

Fd(s,x) = eq(s,⟨d⟩)fd(x) = qd,ρ,i(s,x)(x−ω
i
n)+ vd,i ·eq(s,⟨d⟩) (9)

Finally, combining equations (7), (8) and (9), we have
found polynomials [qd,c(s,x)]c∈[0,ρ) and [qd,ρ,i(s,x)]i∈[0,n) ,

s.t., for all i ∈ [0,n), F (s,x) = ∑
ρ−1
c=0 (sc−⟨d⟩c) · qd,c(s,x)+

qd,ρ,i(s,x)(x−ωi
n)+ vd,i · eq(s,⟨d⟩).

Since [qd,c(s,x)]c∈[0,ρ) is reused in position proofs for every
element in vd , we set [qd,c(s,x)]c∈[0,ρ) as Pd’s partial proof.

4.3 Generating position proofs distributedly

In the distributed setting, each machine Pk only holds vk
and its HLE sub-polynomial Fk(s,x). Therefore, we design a
special method to generate proofs distributedly.

To reduce communication during the proving process, we
divide the proof generation process into three algorithms:

1. Generating auxdata. Each machine Pk generates aux-
data ηk using the HLE sub-polynomial Fk(s,x).

2. Generating partial proofs. Each machine Pd can com-
pute his partial proof ψd using all auxdata [ηk]k∈[0,M) in O(M)
time. Furthermore, we present an algorithm for Generating
all partial proofs to generate all machines’ partial proofs in
O(M logM) time.

3. Generating all position proofs. With the partial proof
ψd , Pd independently compute proofs for all elements in the
subvector vd .

4.3.1 Generating auxdata

For c ∈ [0,ρ), Pk computes:

ηk,c(s,x) =
Fk(s,x)

sc− (1−⟨k⟩c)

Then Pk publicly outputs his auxdata ηk = [ηk,c(s,x)]c∈[0,ρ).
(Per machine computational cost: O(logM) polynomials;
communication cost: O(logM) polynomials)



4.3.2 Generating partial proofs

Generating one partial proof. For c ∈ [0,ρ), Pd computes

qd,c(s,x)= ∑
k∈Qd,c

Fk(s,x)
sc−⟨d⟩c

= ∑
k∈Qd,c

Fk(s,x)
sc− (1−⟨k⟩c)

= ∑
k∈Qd,c

ηk,c(s,x)

Finally, Pd sets his partial proof as: ψd = [qd,c(s,x)]c∈[0,ρ).
(Computational cost: O(M); communication cost: O(M))

Generating all partial proofs simultaneously. Trivially,
running the partial proof generation algorithm M times can
produce all partial proofs [ψd ]d∈[0,M) in O(M2) time. How-
ever, we propose a more efficient approach where a mas-
ter node can generate all partial proofs in O(M logM) time.
An interesting fact is that if the first (c + 1) bits of ⟨d⟩
and ⟨d′⟩ are identical, then Qd,c = {k|k ∈ [0,M),⟨k⟩0 =
⟨d⟩0, ...,⟨k⟩c−1 = ⟨d⟩c−1,⟨k⟩c ̸= ⟨d⟩c}= Qd′,c. Consequently,
qd,c(s,x) = ∑k∈Qd,c

ηk,c(s,x) = ∑k∈Qd′,c
ηk,c(s,x) = qd′,c(s,x).

This implies that a lot of computation can be avoided. To uti-
lize this repetitive property to reduce computational overhead,
we introduce the HLE-Aux trees in definition 4.2.

Figure 5: HLE-Aux trees {T0,T1,T2} (let M = 8) used to gen-
erate partial proofs (for simplicity, the variables (s,x) are omit-
ted). The k-th leaf node of Tc stores ηk,c. Each non-leaf node
is the sum of its two child nodes. For d = 5 ,⟨d⟩= 101: q5,0 =

∑k∈Q5,0
ηk,0 = η0,0 + η1,0 + η2,0 + η3,0 = Tc.Node0,0, and

q5,1 = ∑k∈Q5,1
ηk,1 = η6,1 + η7,1 = Tc.Node1,11, and q5,2 =

∑k∈Q5,2
ηk,2 = η4,2 = Tc.Node2,100. P5’s partial proof is set as

ψ5 = (q5,0,q5,1,q5,2).

Definition 4.2. HLE-Aux trees. As shown in Figure 5, HLE-
Aux trees [Tc]c∈[0,ρ) are ρ trees that help to compute all the
partial proofs within O(M logM) overhead. Each tree Tc is a
binary prefix tree (definition 3.1). The internal node g of the
Tc layer is denoted as Tc.Nodeb0...bg . Specifically, we assign
each node to store a value: The value of the k-th leaf node of
Tc is set as Tc.Node⟨k⟩ = ηk,c. The value of an internal node
is set as the sum of its two child nodes, i.e. Tc.Nodeb0...bg =
Tc.Nodeb0...bg0 +Tc.Nodeb0...bg1.

Given the HLE-Aux trees [Tc]c∈[0,ρ), recall that for all
d ∈ [0,M),c ∈ [0,ρ), Qd,c is the set of all leaf nodes’ in-
dices of the sub-tree with the root node Tc.Nodeb0...bc , where
b0 = ⟨d⟩0,...,bc−1 = ⟨d⟩c−1 and bc = 1− ⟨d⟩c. So qd,c =

∑k∈Qd,c
ηk,c = Tc.Nodeb0...bc . Finally, Pd’s partial proof is set

as ψd = [qd,c(s,x)]c∈[0,ρ).

As a result, the master node can first generate ρ HLE-Aux
trees with a complexity of O(M logM) and then derive all
partial proofs simultaneously based on the values of the tree
nodes. Figure 5 shows an example for generating P5’s partial
proof when M = 8. The computational cost for master node
is O(M logM), and the communication complexity for each
machine is O(logM).

Generating all position proofs. To prove each ele-
ment vd,i = v∗, Pd computes q∗d,i(x) =

fd(x)−v∗

x−ωi
n

, qd,ρ,i(s,x) =
eq(s,⟨d⟩)q∗d,i(x). The position proof for vd,i is set as Πd,i =

{ψd ,qd,ρ,i(s,x)}. This algorithm can be computed locally,
which do not need communication. The generation of all
proofs can be accelerated using an FFT-like way [21, 22].

5 HLE-DVC, a distributed vector commitment
scheme

5.1 Definitions of the general DVC schemes
and HLE-DVC

Suppose there are M machines, P0, ...,PM−1, and P0 is the
master node. The entire vector v is distributed across M ma-
chines as v = (v0, ...,vM−1), where each Pk only holds vk.
The distributed vector commitment scheme aims to commit
to v and to generate position proofs in a distributed fashion.
[Pk : vk]k∈[0,M) means vk is only held by Pk.

Definition 5.1. (Distributed vector commitment scheme).
A distributed vector commitment scheme consists of the fol-
lowing PPT algorithms DVC= (Setup, DistCommit, Prove,
Verify, BatchProve, BatchVerify, UpdComProof, AggProve,
AggVerify).

The full version of the definition of a DVC scheme is given
in Appendix E. Then we give the definition of our proposed
DVC scheme, HLE-DVC.

Definition 5.2. (HLE-DVC scheme.) An HLE-
DVC scheme consists of the following PPT algo-
rithms (Setup, DistCommit, GenAux, GenPartialProof,
GenAllPartialProof, Prove, ProveAll, Verify, BatchProve,
BatchVerify, UpdComProof, Agg.Prove, Agg.Verify):
(definitions of last three algorithms are listed in Subsections
5.4 and 5.5.)

• Setup(1λ,N,M) → ([pkk]k∈[0,M), [vkk,upkk]k∈[0,M),

BatV k): Given the max vector length N, the number of
machines M and the security parameter λ as input. Output
proving keys [pkk]k∈[0,M), verification keys [vkk]k∈[0,M) and
update keys [upkk]k∈[0,M), and batch verification key BatV k.
• DistCommit([Pk : pkk,vk]k∈[0,M)) →

(Cv, [Cvk ]k∈[0,M)[Pk : Fk(s,x)]k∈[0,M)). The vector to be
committed are split into M subvectors {vk|k ∈ [0,M)}, and
each machine Pk holds vk. Machines distributedly generate
an HLE commitment Cv.



• GenAux([Pk : pkk,Fk(s,x)]k∈[0,M))→ [ηk]k∈[0,M). Each
Pk generates and publishes his auxdata ηk = (ηk,0, ...,ηk,ρ−1).
• GenPartialProof([ηk]k∈[0,M)) → ψd . Pd generates his

partial proof ψd .
•GenAllPartialProof([ηk]k∈[0,M))→ [ψd ]d∈[0,M). The mas-

ter node P0 generates all partial proofs.
• Prove(pkk,ψd ,v∗, i,Fd(s,x))→Πd,i. Pd outputs a proof

Πd,i to prove that vd,i = v∗ using the partial proof ψd .
• Verify(Cv,d, i,v∗,Πd,i,vkd) → {0,1}. V checks the

proof Πd,i to verify if vd,i = v∗.
• ProveAll([Pd : pkd ,ψd ,Fd(s,x)]d∈[0,M)) →

[Πd,i]d∈[0,M),i∈[0,n). All machines output all position proofs
[Πd,i]d∈[0,M),i∈[0,n) for every element [vd,i]d∈[0,M),i∈[0,n).
• BatchProve(pkd ,d,I,v∗I ,Fd(s,x))→ΠI. Given an index

set I = [(d, i j)] j∈|I|−1, Pd outputs a proof ΠI to prove that v∗I
is the I-subvector of vd .
• BatchVerify(Cv,d,I,v∗I ,ΠI,vkd ,BatV k) → {0,1}. V

checks the proof ΠI to verify if v∗I is the I-subvector of vd .

5.2 Security definition
Definition 5.3. (Security definition of a DVC scheme). A
DVC scheme is secure if it satisfies computational binding,
and the position proof satisfying correctness, soundness.

When discussing the definition for computation binding,
and position proof’s correctness and soundness, the machines
are regarded as a single entity P and DistCommit is simpli-
fied as: Cv← DistCommit(v). For simplicity, we refer to all
public parameters output by Setup as pp, and pp will be im-
plicitly input into other algorithms. PPT means ’Probabilistic
Polynomial Time’, and negl(·) is a negligible function.

Computational binding. Given a fixed commitment C,
for any PPT adversary A , and he cannot find two distinct
vectors v1st and v2nd, s.t. Cv← DistCommit(v1st) and Cv←
DistCommit(v2nd).

Pr

 pp← Setup(1λ,M,n);(C,v1st,v2nd)← A(pp);
Cv←DistCommit(v1st)∧Cv←DistCommit(v2nd)

∧v1st ̸= v2nd

≤ negl(λ).

Correctness. A proof generated correctly can pass the
verification with probability 1.

DVC soundness. Soundness consists of two aspects: the
soundness of individual proofs and the soundness of multiple-
position proofs.

Individual soundness says that no adversary can output two
inconsistent proofs for different values v′ ̸= v at position (d, i)
with respect to an adversarially-produced commitment Cv.

Individual soundness. For any PPT adversary A: (The
verification key is used to accelerate the computation, and
here we disregard the existence of the verification key.):

Pr


(pp)← Setup(1λ,M,n);

(Cv,d, i,v,v′,Πd,i,Π
′
d,i)← A(pp);

1← Verify(Cv,d, i,v,Πd,i)∧
1← Verify(Cv,d, i,v′,Π′d,i)∧

v ̸= v′

≤ negl(λ).

Multiple-position soundness (including batch soundness
and cross-subvectors aggregation soundness) says that no
adversary can output two inconsistent proofs, where one
proves vd,i = v but another proves vd,i = v′ with respect to an
adversarially-produced commitment Cv.

Batch soundness. For any PPT adversary A , and the index
set I and I′ are only related to a single subvector vd :

Pr



(pp)← Setup(1λ,N,M);
(Cv,I,I′,vI,v′I,ΠI,Π

′
I)← A(pp);

1← Verify(Cv,d,I,vI,ΠI)∧
1← Verify(Cv,d,I′,v′I,Π′I)∧

∃(d, i) ∈ I∩ I′,
ΠI proves vd,i = v,
Π′I proves vd,i = v′,

s.t.v ̸= v′


≤ negl(λ).

5.3 Construction of distributed vector commit-
ment scheme

Below we introduce each algorithm of the HLE-DVC.
• Setup(1λ,N,M)→ ([pkk]k∈[0,M), [vkk,upkk]k∈[0,M),BatV k).

Let ρ = logM, n = N/M, the max polynomial degree D =
(2ρ,n) and run PST.Setup(1λ,D)→ ppPST. For k ∈ [0,M),
compute pp′PST,k = [PST(eq(s,⟨k⟩) · xi)]i∈[0,n). For k ∈
[0,M), compute pp′′PST,k = [PST( eq(s,⟨k⟩)xi

sc−(1−⟨k⟩c) )]i∈[0,n),c∈[0,ρ).

Let BatV k = [αi
xQ]i∈[0,n)

3. The proving key for the machine
Pk is set as:

pkk = {pp′PST,k,pp
′′

PST,k}

The verification key for Pk is:

vkk =((αs0−⟨k⟩0)Q, ...,(αsρ−1−⟨k⟩ρ−1)Q,PST(eq(s,⟨k⟩)))

The update key for Pk is

upkk = {[PST(eq(s,⟨k⟩)
xn−1
x−ωi

n
)]i∈[0,n), [PST(eq(s,⟨k⟩)Li(x))]i∈[0,n),

[PST(
eq(s,⟨k⟩)Li(x)
sc− (1−⟨k⟩c)

)]i∈[0,n),c∈[0,ρ), [PST(eq(s,⟨k⟩)
L j(x)−1

x−ωi
n

)]i∈[0,n)}

Output proving keys [pkk]k∈[0,M), verification keys
[vkk]k∈[0,M), update keys [upkk]k∈[0,M) and batch verification
key BatV k.

Note that the machine Pk only needs to store pkk and upkk,
whose storage complexities are O(N/M logM). The verifier
who wants to verify the proof related to the k-th subvector vk
only needs to store the k-th verification key vkk. Moreover,
verifing batch proof needs the batch verification key BatV k.
• DistCommit([Pk : pkk,vk]k∈[0,M)) →

(Cv, [Cvk ]k∈[0,M)[Pk : Fk(s,x)]k∈[0,M)). Each machine Pk
extends his subvector vk to a polynomial fk(x), s.t. for

3pp′PST,k enables computing PST(Fk(s,x)) = PST(eq(s,⟨k⟩)fk(x))
in O(n) time. (Since f(x) = ∑

n−1
i=0 fixi, then we have: PST(F (s,x)) =

PST(eq(s,⟨k⟩)fk(x)) = ∑
n−1
i=0 fi · PST(eq(s,⟨k⟩) · xi).) pp′′PST,k enables

computing PST( Fk(s,x)
sc−(1−⟨k⟩c) ) in O(n) time. BatV k is used in the verifica-

tion for the batch position proof.



i ∈ [0,n), fk(ωi
n) = vk,i. Then let Fk(s,x) = eq(⟨k⟩,s) · fk(x).

Pk computes the sub-commitment Cvk = PST(Fk(s,x)). Each
machine Pk sends his sub-commitment Cvk to the master
node P0.

P0 computes Cv = ∑
M−1
k=0 Cvk . Essentially, Cv is the PST

commitment to the HLE polynomial of the vector v. Output
Cv as the HLE vector commitment.
• GenAux([Pk : pkk,Fk(s,x)]k∈[0,M))→ [ηk]k∈[0,M). For all

c ∈ [0,ρ), each Pk computes ηk,c = PST( Fk(s,x)
sc−(1−⟨k⟩c) ).

Pk outputs and publishes his auxdata ηk = [ηk,c]c∈[0,ρ).
• GenPartialProof([ηk]k∈[0,M))→ ψd . Each machine Pd

computes his partial proof ψd . For c ∈ [0,ρ), Pd com-
putes πd,c = ∑k∈Qd,c

ηk,c, where Qd,c = {k|k ∈ [0,M),⟨k⟩0 =
⟨d⟩0, ...,⟨k⟩c−1 = ⟨d⟩c−1,⟨k⟩c ̸= ⟨d⟩c}. Finally, set the partial
proof as ψd = (πd,0, ...,πd,ρ−1).
• GenAllPartialProof([ηk]k∈[0,M))→ [ψd ]d∈[0,M). The al-

gorithm is essentially the same as in Section 4.3.2, ex-
cept that auxdata ηk,c is no longer a polynomial but its
PST commitment. The master node P0 generates c HLE-
Aux trees [Tc]c∈[0,ρ). For all d ∈ [0,M),c ∈ [0,ρ) , P0 sets
πd,c = Tc.Nodeb0...bc , where b0 = ⟨d⟩0, ...,bc−1 = ⟨d⟩c−1 and
bc = 1−⟨d⟩c. Finally, for d ∈ [0,M), P0 sets the partial proof
of Pd as ψd = (πd,0, ...,πd,ρ−1).
• Prove(pkk,ψd ,v∗, i,Fd(s,x)) → Πd,i. To prove that

vd,i = v∗, Pd computes q∗d,i(x) = fd(x)−v∗

x−ωi
n

. and πd,ρ,i =

PST(eq(s,⟨d⟩)q∗d,i(x)). Then Pd sets the position proof
Πd,i = {ψd ,πd,ρ,i}.
• Verify(Cv,d, i,v∗,Πd,i,vkd) → {0,1}. V parses the

Πd,i = (πd,0, ...,πd,ρ−1,πd,ρ,i). According to lemma 4.3, to

verify if vd,i
?
= v∗, V checks if

e(Cv− v∗ ·PST(eq(s,⟨d⟩)),Q)
?
=

ρ−1

∏
c=0

e(πd,c,(αsc −⟨d⟩c)Q) · e(πd,ρ,i,(αx−ω
i
n)Q)

• ProveAll([Pd : pkd ,ψd ,Fd(s,x)]d∈[0,M)) →
[Πd,i]d∈[0,M),i∈[0,n). For d ∈ [0,M), each machine Pd

computes for all i ∈ [0,n), q∗d,i(x) =
fd(x)−vd,i

x−ωi
n

. Then com-
putes πd,ρ,i = PST(eq(s,⟨d⟩)q∗d,i(x)), and sets the position
proof for vd,i as Πd,i = {ψd ,πd,ρ,i}. Specially, the Feist-
Khovratovich’s [13, 21, 22] technique enables the machine to
compute all [πd,ρ,i]i∈[0,n) in O(n logn) time.
• BatchProve(pkd ,d,I,v∗I ,Fd(s,x))→ ΠI. Given an in-

dex set I = [(d, i j)] j∈[0,|I|−1), where all indices in the set
I are related to the vector vd , and a claimed I-subvector
v∗I = [v∗d,i j

](d,i j)∈I. Denote the set of all i j involved in I as
I = [i j](d,i j)∈I. Pd computes AI(x) = ∏i∈I(x−ωi

n) and ex-
tends v∗I to a univariate polynomial r(x), s.t. for all i ∈ I,
r(ωi

n) = v∗d,i. Pd computes q∗d,I(x) =
fd(x)−r(x)

AI(x)
. Compute

πd,ρ,I = PST(eq(s,⟨d⟩) ·q∗d,I(x)). Finally, set the batch proof
ΠI = {ψd ,πd,ρ,I}.

• BatchVerify(Cv,d,I,v∗I ,ΠI,vkd ,BatV k) → {0,1}. V
sets I = [i j](d,i j)∈I, computes AI(x) = ∏i∈I(x − ωi

n), and
extends v∗I to a polynomial r(x). Then V parses ΠI =
(πd,0, ...,πd,ρ−1,πd,ρ,I) and checks if e(Cv−PST(eq(s,⟨d⟩) ·
r(x)),Q)

?
= ∏

ρ−1
c=0 e(πd,c,(αsc −⟨d⟩c)Q) · e(πd,ρ,I ,AI(αx)Q).

5.4 Update the commitment and all proofs

When Pu updates his vector vu to v′u by updating v′u, j = vu, j +
δ, the HLE commitment need to be updated to C′v. All partial
proofs and position proofs need to be updated correspondingly.
The update algorithm is formalized as follow:
• UpdComProof(Cv,upkd , [ψd ]d∈[0,M),ηu,v′u, j,

[Πd,i]d∈[0,M),i∈[0,n))→ (C′v, [ψd
′]d∈[0,M), [Π

′
d,i]d∈[0,M),i∈[0,n)).

Due to the page limit, we present the construstion of
UpdComProof in Appendix F.

5.5 Aggregate proofs

Given an index set I = [(d j, i j)] j∈[0,|I|−1), and a claimed I-
subvector v∗I = [v∗d,i j

](d,i j)∈I, one can efficiently aggregate sev-
eral individual proofs [Πd j ,i j ] j∈[0,|I|−1) (the j-th proof Πd j ,i j

is a proof for vd j ,i j = v∗j ) into a single, succinct proof ΠAgg,I.
The algorithms for aggregation are formalized as follows:
• Agg.Prove(I,v∗I , [Πd j ,i j ](d j ,i j)∈I)→ΠAgg,I.
• Agg.Verify(Cv,I,v∗I ,ΠAgg,I)→{0,1}.
Proof aggregation can be categorized into two cases:
Single-subvector aggregation: all indices in the set I are

related to a single subvector vd (i.e. I = [(d, i j)] j∈[0,|I|−1)). We
achieve single-subvector aggregation using partial fraction
decomposition [13]. Due to page limits, we present the con-
struction of single-subvector aggregation in Appendix G.2.

Cross-subvectors aggregation: the set I =
[(d j, i j)] j∈[0,|I|−1) We achieve cross-subvector aggrega-
tion through a two-step process. First, the proofs are grouped
and aggregated within each subvector, resulting in M
single-subvector aggregation proofs. Then, these M batch
proofs are further aggregated using an IPA-based method.
Due to the page limits, we present the construction of
single-subvector aggregation in Appendix G.3.

5.6 Security analysis

Theorem 5.1. HLE-DVC scheme is a secure vector commit-
ment scheme according to the security definition 5.3. HLE-
DVC is binding if the PST PCS is binding. The individual
position proof, batch proof and the aggregation proof satisfies
correctness and soundness, if the PST PCS is computational
binding and knowledge sound, the q-SDH problem and q-
BSDH problem hold, and the IPA scheme is secure.

PROOF: The full proof can be found in the Appendix E.



5.7 Complexity analysis

Table 2: Time complexities of algorithms.

Setup N Verify logM
DistCommit N

M +M BatchProve N
M + |I| log2 |I|

GenAux N
M logM BatchVerify |I| log2 |I|

GenPartialProof M Agg.Prove (single) |I| log2 |I|
GenAllPartialProof M logM Agg.Prove (cross) |I| logM

Prove N
M Agg.Verify (cross) log(|I| logM)

ProveAll N
M log N

M UpdComProof N
M + logM

Table 3: Storage and communication size complexities of
proving key pkk, verification key vkk, update key upkk, aux-
data ηk, partial proof ψk, and others. There are four algorithms
involved in communication, and their communication size per
machine is presented.

storage size
pkk N/M logM single proof Πd,i logM

upkk
N
M logM all proofs [Πd,i]d∈[0,M),i∈[0,n) M+N

vkk logM batch proof ΠI logM
ηk logM single-agg proof ΠAgg,I logM
ψk logM cross-agg proof ΠAgg,I log(|I| logM)

communication size (per machine)
DistCommit 1 GenAllPartialProof logM
GenAux logM UpdComProof 1

Table 2 shows time complexities of the algorithms, and
Table 3 shows storage complexities of the algorithms’ outputs
and communication cost of algorithms. Note that the size of
a single proof is (logM+1). However, Lemma 4.3 indicates
that the total size of position proofs for all elements in a
subvector is (logM+N/M). Furthermore, the HLE-Aux tree
shows that all partial proofs collectively occupy a total size
of M. In summary, the overall size of all proofs is (N +M).

6 Experiments

We evaluate the performance of the HLE-DVC scheme us-
ing mcl libaray (Go language) on a Tencent cloud server
(16-core CPU, 64 GB memory, 5 Mbps bandwidth). We use
the curve BLS12-381 as the bilinear pairing group. An el-
ement in G1/G2/GT is stored as 48/96/576 bytes. A field
element in F is stored as 32 bytes. We choose to use the
non-hiding version PST PCS, so that the DVC scheme is
also non-hiding. The whole implementation is open-sourced:
https://github.com/gaozheruiye/HLE-DVC and https:
//zenodo.org/records/18163723.

Storage overhead. Table 4 shows the storage cost of some
outputs in HLE-DVC scheme. HLE-DVC has logarithmic
proof size, When M = 256, N = 230, though the size of entire
proving key is 258 GB, each machine Pk only needs to store
pp′PST,k and pp′′PST,k , i.e., 1.8 GB. Both the single proof size
and batch proof size are 432 bytes. As analyzed in Subsection

Table 4: Storage overhead of the HLE-DVC scheme.

Storage size
N = 226 N = 228 N = 230

Proving key per machine (MB) M = 16 1,006.6 4,026.5 16,106.1
M = 64 352.3 1,409.3 5,637.1

pkd M = 256 113.2 453.0 1,811.9

Verification key (bytes) M = 16 432 432 432
M = 64 624 624 624

vkd M = 256 816 816 816

Single proof (bytes)
M = 16 240 240 240
M = 64 336 336 336

Πd,i M = 256 432 432 432
Batch proof (bytes) M = 16 240 240 240

ΠI M = 64 336 336 336
(|I|= 1024) M = 256 432 432 432

All single proofs (GB) M = 16 3.2 12.9 51.5
M = 64 3.2 12.9 51.5

[Πd,i]d∈[0,M),i∈[0,n) M = 256 3.2 12.9 51.5
Cross-aggregation proof (Kb) M = 16 3.84 3.84 3.84

ΠAgg,I M = 64 21.5 21.5 21.5
(|I|= 1024) M = 256 47.5 47.5 47.5

Communication size

Auxdata (bytes) M = 16 192 192 192
M = 64 288 288 288

ηd M = 256 384 384 384

Partial proof (bytes)
M = 16 192 192 192
M = 64 288 288 288

ψd M = 256 384 384 384

Table 5: Time overhead of the HLE-DVC scheme (M = 256,
N = 230, |I|= 1024, and the time unit is seconds).

Setup 665,911 BatchProve 324
DistCommit 364 BatchVerify 0.006
ProveAll 17,515 Agg.Prove (single) 0.123
Verify 0.005 Agg.Prove (cross) 9.49

UpdComProof 648 Agg.Verify (cross) 0.044

https://github.com/gaozheruiye/HLE-DVC
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5.7, the total size of all proofs for elements is N+M elements
in G1, i.e. 5.1 GB.

Communication overhead. Table 4 shows the communica-
tion cost of the HLE-DVC scheme. There are only three sce-
narios in total that involve communication. (1). DistCommit
requires the constant 48 bytes communication per machine for
transferring sub-commitment. (2). Generating all proofs re-
quires logarithmic communication for each machine to upload
the auxdata and download the partial proof from the master
node. When M = 256 and N = 230, the total communication
cost per machine is only 0.768 KB. (3). Updating all proof
requires the constant 48 bytes communication per machine.

Time overhead. In Table 5, we tested time overheads of
algorithms. When M = 256, N = 230, generating all proofs
(including generating auxdata, partial proofs and the proofs)
costs 17,515 s, achieving a 142× parallel speedup compared
to Hyperproofs. Updating all proofs costs 648 s and aggregat-
ing 1024 cross-subvectors proofs costs 9.49 s.

Table 6: Comparisons among our work, Hyperproofs-DVC,
KZG-DPCS-DVC, and a traditional VC Hyperproofs [3].
"H∼" represents Hyperproofs. Hyperproofs-DVC is proposed
by us by applying the techniques in Section 4 to Hyperproofs.
M = 256, N = 230, |I|= 1024. "s:" means single-subvector ag-
gregation and "c:" means cross-subvectors aggregation. When
s/c are not explicitly indicated, the aggregation complexity is
the same for both cases. The data for KZG-DPCS-DVC are
obtained through theoretical analysis.

Our work Strawman VC
Schemes HLE-DVC H∼-DVC KZG-DPCS-DVC H∼

Commit (s) 364 364 364 93201
Proof size (bytes) 432 1,440 48 1,440

Prove all (s) 17,515 10,100 3.48×1011 2,493,084
Communication (KB) 0.768 0.768 5.15×107 ⊘

Verify (s) 0.005 0.017 0.0006 0.017
Update all proofs (s) 648 0.002 648 0.002
Agg-proof size (Kb) s: 0.43; c: 47.5 64.8 0.048 64.8
Agg-proof time (s) s: 0.12; c: 9.49 126.5 0.12 126.5

Comparison. We compare HLE-DVC with Hyperproofs
[3], Hyperproofs-DVC (introduced in Section 2.2) and the
strawman KZG-DPCS [17]-DVC in Table 6. Benefiting from
the distributed architecture, the HLE-DVC scheme enables
the parallel computation, achieving an 142× speedup over
the single-machine VC, Hyperproofs. HLE-DVC achieves the
shortest proof size and verification cost.

Ethical Considerations

This work is primarily theoretical and focuses on crypto-
graphic foundations. It does not rely on any real-world
datasets, involves no human participants or private entities,
and thus does not involve any stakeholders. Consequently, it
does not pose a direct risk of harm or infringement of interests
to any individuals or groups.

Although the work is theoretical in nature, we acknowl-
edge that most cryptographic primitives may have dual-use
implications. Techniques related to DVC schemes can be in-
corporated into larger systems that operate on sensitive data
or support privacy-preserving functionalities. In inappropri-
ate contexts, such systems might be used to facilitate opaque
data handling or amplify existing imbalances in information
control. These risks arise at the system and governance levels
rather than from the primitive itself.

We believe the benefits outweigh these risks: DVC schemes
enhance the scalability of existing VC constructions, accel-
erate proof generation through parallel computation, and en-
sure the verifiability of data in distributed databases. These
properties generally mitigate harmful behavior by providing
strong security guarantees. Responsible deployments of DVC-
applications require careful system-level design, clear gov-
ernance, and proper auditing to prevent unintended negative
applications.

Open Science

The implementation of HLE-DVC is presented in an GitHub
repository, https://github.com/gaozheruiye/HLE-DVC
and in a permanent link https://zenodo.org/records/
18163723. We have included detailed instructions for setup
and execution to ensure that other researchers can reproduce
our results.

This paper does not involve any data set, and the values in
the committed vector are randomly generated.
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A Application: distributed verifiable elemen-
tary databases (DVEDB)

Traditional VC-based verifiable elementary databases
(VEDB) assume that a single server holds the entire data
vector4 and can thus compute commitments and generate
position proofs. However, real-world deployments often dis-
tribute the database across multiple machines due to privacy
or legal restrictions and storage constraints when datasets
are too large for one server. In such distributed settings, no
party possesses the complete vector, making traditional VC
schemes unusable: neither the global commitment nor correct
position proofs can be generated. This fundamental limitation
prevents existing VC-based VEDB systems from supporting
modern distributed architectures.

4 How to transform a database into a vector: If the data is numerical
(e.g., clients are account holders, the server is a bank, and the data represents
account balances), then the database can be directly represented as a vector
of data values. If the data consists of files, then the database is represented as
a vector of hashes of the data files.



To address this issue, we introduce the notion of distributed
verifiable elementary database (DVEDB), which involves two
types of entities: clients and servers. The number of clients
is less than N, and they are partitioned across the M servers,
with each server Pk responsible for at most n = N/M clients.

Specifically, the server Pk holds a subdatabase DBk, which
stores data vk = [vk,i]i∈[0,n) of many clients [Ck,i]i∈[0,n). The
entire database is represented as a concatenated vector v =
(v0, ...,vM−1). DVEDB systems leverage the DVC algorithms
to implement the same functionalities as that in VEDB.

The DVC-based DVEDB system involves these algorithms:
DVEDB = (Setup, Commit, QueryProve, Verify, Update).
Common operations in database scenarios, such as additions,
deletions, and modifications, can all be implemented using
the Update algorithm. The constructions of the algorithms
are as follows:
• Setup(1λ,N,M, [Pk : DBk]k∈[0,M))→ (pp,v): N is the max

size of the database, M is the number of machines, and n =
N/M is the max size of the subdatabase. Each machine Pk
processes its subdatabase DBk into the form of a subvector
vk as discussed in the footnote 4. The entire database DB
is represented as a concatenated vector v = (v0, ...,vM−1).
Execute the setup algorithm of the DVC scheme and output
the public parameter pp= DVC.Setup(1λ,N,M), where N
is the length of the entire database-vector and M is the
number of machines. pp will be implicitly input in other
algorithms.

• Commit([Pk : vk]k∈[0,M))→ (CDB): Machines compute the
commitment to the database DB by computing CDB =
DistCommit([Pk : vk]k∈[0,M)), and output the commitment
CDB publicly.

• QueryProve(d, i)→ (v∗,Πd,i): Upon receiving a query re-
quest for index (d, i), the server instructs the d-th machine
Pd to return the queried value v∗ = vd,i, and generate a po-
sition proof Πd,i = DVC.Prove(v∗,d, i, [Pk : vk]k∈[0,M))→
Πd,i, proving that v∗ is indeed the element stored at position
(d, i) in the database.

• Verify((d, i),v∗,Πd,i)→{0,1}: The user verifies the proof
Πd,i to see if v∗ is indeed the element stored at position
(d, i) in the database. (Run DVC.Verify(CDB,d, i,v∗,Πd,i))

• Update(CDB,v′u, j, [Pk : vk]k∈[0,M), [Πd,i]d∈[0,M),i∈[0,n))→
(C′DB, [Π

′
d,i]d∈[0,M),i∈[0,n)): After an element vu, j is updated

to v′u, j, the server update the commitment and all proofs
using DVC.UpdComProof(·).
The algorithms described above form the core function-

alities of a DVEDB. A well-designed DVEDB should also
support efficient batch proving and the ability to aggregate
individual proofs. Moreover, additive homomorphism is im-
portant in DVEDB, as it enables native, efficient updates for
both commitments to the database and position proofs. Fur-
thermore, it allows native batch verification across multiple
commitments.

One can design DEVDB with additional security properties,
such as key-value DEVDB and privacy-preserving DEVDB,

by using the extended version of DVC proposed in Section H.

B Comparison among our work and other VC
works

Table 7 shows the comparisons among the single-machine-
version HLE-DVC and more other VC schemes.

C Promising DVC schemes

Existing VC schemes cannot be trivially transformed into
satisfactory DVC schemes. However, equipped with the de-
composition method in Section 4, MLE-based schemes can
be converted into somewhat efficient DVC schemes. The
schemes presented in this section is also our original con-
tribution. We recommend reading this section after finishing
the main body of the paper. Skipping this section will not
affect the overall readability.

(1) DVC scheme derived from Hyperproofs [3]. Hyper-
proofs is a VC scheme based on MLE and PST commitments.
Hyperproofs-DVC can be obtained by applying the techniques
in Section 4 to the original Hyperproofs. But for ease of expo-
sition, we take a different perspective: it can also be derived
from the “MLE+MLE” variant of HLE-DVC. Our HLE-DVC
follows an “MLE+LDE” design, where each machine uses
LDE to extend its subvector into a sub-polynomial, and then
MLE is used to aggregate all sub-polynomials. If we instead
choose to use MLE to extend subvectors into sub-polynomials,
the resulting “MLE+MLE” variant of HLE-DVC would, in
terms of both functionality and performance, be equivalent
to Hyperproofs-DVC. One might raise the concern that the
verification equation of Hyperproofs is expressed under PST
evaluation proofs, which appears slightly different from that
of HLE-DVC. However, they are essentially the same and can
be converted into each other as shown in Appendix E.3.

The complexities of Hyperproofs-DVC is shown in Ta-
ble 1, which achieves an O(logM) communication cost and
O( N

M logN) overhead for generating all proofs. Its major ad-
vantage lies in maintainability, as all proofs can be updated
with only O(N) cost. However, it suffers from two drawbacks:
The proof size is relatively large, O(logN); It does not support
native aggregation and must rely on inner product arguments
(IPA) for aggregation.

(2) DVC schemes derived from Campanelli et al. [26]. [26]
proposed a general VC-construction aimed at achieving mem-
ory/time trade-offs in traditional VC schemes. Its central idea
can be summarized as follows. Firstly, for k ∈ [0,n), generate
the sub-commitment Cvk to the subvector vk; Then commit
to the sub-commitments [Cvk ]k∈[0,M), and outputs the commit-
ment Cv as the DVC commitment. The [26]’s position proof
to an element vd,i includes three components: 1. Subvector
commitment Cvd . 2. The proof that Cvd is committed by Cv.
3. The proof that vd,i is committed by Cvd . The VC derived



Table 7: Comparison among different vector commitment schemes. Naturally, the only two VC schemes satisfying aggregatable
and maintainable are Hyperproofs and BalanceProofs. N denotes the vector length. Proof sizes and time complexities are in
terms of group elements and group exponentiations/field operations, respectively. trans?(transparent) means no trusted setup;
homo?(homomorphism) means additively homomorphism. The last row lists the single-machine-version of HLE-DVC.

Protocols |πi| |πI| ProveAll time Agg time UpdAllProof time Trans ? Homo ? |pp|
AMT [33] logN × N logN × logN × ✓ N logN
aSVC [13] 1 1 N logN |I| log2 |I| N × ✓ N
BBF [34] 1 1 N log2 N |I| logN N logN × × 1

CF-CDH [4, 7, 35] 1 1 N2 |I| N × ✓ N2

CF-RSA [7, 35, 36] 1 1 N log l |I| log2 |I| N × ✓ 1
CFG+RSA [36] 1 1 N log2 l |I| log |I| logN N × × 1
Lattice [37–39] logN × N × logN ✓ ✓ logN

Merkle logN × N × logN ✓ × 1
Merkle SNARK logN 1 N |I| logN log(|I| logN) logN × × 1
Pointproofs [4] 1 1 N logN |I| N × ✓ N
Hyperproofs [3] logN log(|I| logN) N logN |I| logN logN × ✓ N

BalanceProofs [27] 1 1 N logN |I| log2 |I|
√

N logN × ✓ N
HLE-DVC 1 1 N logN |I| log2 |I| N × ✓ N

from this idea enables a memory–time trade-off, but lacks
most of the essential functionalities such as aggregation and
homomorphism. So [26] adopt the PST polynomial commit-
ment scheme [28] to construct the entire system. Its method
of extending a vector into a polynomial is somewhat similar
to our HLE. However, its proof additionally requires a low
degree proof and a subvector commitment, which means that
its verification involves checking three equations: 1. Checking
if Cvd is committed by Cv. 2. Checking if vd,i is committed by
Cvd . 3. Checking if the polynomial committed by Cvd is a low
degree polynomial.

By combining [26] with the decomposition method pro-
posed in Section 4, it can also be transformed into a DVC
scheme. However, its proof additionally requires a low-degree
test and a subvector commitment and its verification involves
checking three equations (whereas HLE-DVC only involves
one equation), which introduce extra costs. As a result, HLE-
DVC enjoys advantages in proof size, verification cost, and
aggregation performance in practice.

[26]-DVC As a result, HLE-DVC enjoys advantages in
proof size, verification cost, and aggregation performance in
practice. (whereas our HLE requires only one). As a result,
HLE-DVC enjoys advantages in proving time, proof size,
verification cost, and aggregation performance. By combining
[26] with the decomposition method proposed in Section
4, it can also be transformed into a DVC scheme, but its
performance is strictly inferior to that of HLE-DVC in all
aspects.

[26]-DVC can be constructed using the following ap-
proach: By combining it with the decomposition method
proposed in Section 4, a [26]-DVC can be derived.

The advantage of this approach lies in its support for both
aggregatability and additive homomorphism, with relatively
low computational cost and low communication cost. How-
ever, since its verification involves checking three equations

(whereas our HLE-DVC only requires one), our proposed
scheme achieves benefits in both proving time, proof size,
verification cost and aggregation performance.

D Preliminaries

D.1 PST polynomial commitment scheme
(PCS) for multivariate polynomials

The PST PCS presented here is a non-hiding version:

Definition D.1. (PST polynomial commitment scheme for
multivariate polynomials [28] [8]). A polynomial commit-
ment scheme for multivariate polynomials is a tuple of four
protocols PC= (Setup,Commit,Prove, Verify):

• Setup(1λ,D,ρ,n)→ ppPST . Take as input D (the max
degree of the input polynomial, D = (Ds,Dx), where Ds =
(Ds0 , ...,Dsρ−1)). By default, we set Ds = 2ρ = (2, ...,2),
a vector of length ρ filled with 2, and set Dx = n. Gen-
erate a bilinear pairing instance by bp = BilGen(1λ) =
(p,e,G1,G2,GT ,P,Q). Randomly choose the trapdoor:

(αs0 , ...,αsρ−1 ,αx)
$← Fρ+1. Set the proving key of PST PCS

as pkPST = [(α
c0
s0 · ... ·α

cρ−1
sρ−1 ·αi

x)P]c0∈{0,1},...,cρ−1∈{0,1},i∈[0,n).
Set the verification key as vkPST = {αs0Q, ...,αsρ−1 Q,αxQ}.
Output ppPST =(ρ,M,D,bp, pkPST ,vkPST ). ppPST will be im-
plicitly provided as input to the remaining algorithms.
• Commit(F (s,x)) → C. Take as input a poly-

nomial F (s,x). Compute the PST commitment
C = F (αs0 , ...,αsρ−1 ,αx)P using the proving key pkPST .
For simplicity, PST.Commit(F (s,x)) is abbreviated as
PST(F (s,x)).
• Prove(v,τ,F ) → Π. Given a fixed point τ =

(τs0 , ...,τsρ−1 ,τx), P generates a proof Π, proving that F (τ) =
v. Specifically, P computes polynomials [qc(s,x)]c∈[0,ρ+1), s.t.



F (s,x)−v = ∑
ρ−1
c=0 (sc−τsc)qc(s,x)+(x−τx)qρ(s,x). P sets

[πc = PST(qc(s,x))]c∈[0,ρ+1). P outputs an evaluation proof
Π = [πc]c∈[0,ρ+1).
• Verify(C,τ,v,Π) → b ∈ {0,1}. V checks if e(C −

vP,Q)
?
= ∏

ρ−1
c=0 e(πc,(αsc − τsc)Q)e(πρ,(αx− τx)Q). V out-

puts 1 if the verification passes or 0 otherwise.

D.2 Inner Product Arguments (IPA)
CM is a commitment scheme proposed by Abe et al. [40]
for vectors A ∈ Gρ

1 ,B ∈ Gρ

2 and the inner pairing prod-
uct Z = IP(A,B) = ∏

ρ−1
i=0 e(Ai,Bi). The commitment key

of CM is set as ck = (V $← Gρ

2 ,W
$← Gρ

1). A,B and Z

are committed as: C def
= (C0,C1,C2) = CM(ck;A,B,Z) =

(IP(A,V), IP(W,B),Z). Bünz et al. [29] give a non-
interactive IPA for the relation: the public problem instance
statement (ck,C ∈ GT ) and the witness (A ∈ Gρ

1 ,B ∈ Gρ

2)
have the following relation: R ρ

IPA = {(ck,C ∈ GT ;A ∈
Gρ

1 ,B ∈Gρ

2) : C = CM(ck;A,B, IP(A,B))}
We abstract the argument for RIPA as three algorithms:
• IPA.Setup(1λ,ρ) → ppIPA. Output ppIPA =

{BilGen(1λ),ck = (V $←Gρ

2 ,W
$←Gρ

1)}.
• IPA.Prove(ppIPA;A,B) → πIPA. Output a proof πIPA,

proving that C = (A,B, IP(A,B)).
• IPA.Verify(ppIPA,C,πIPA) → {0,1}. Verify the proof

πIPA that C = (A,B, IP(A,B)).
IPA complexity. IPA.Prove takes O(ρ) time, IPA.Verify

takes O(logρ) time and the proof size is |πIPA| = O(logρ)
(the whole protocol can be seen in [29]).

E Security analysis

E.1 DVC definition
Definition E.1. (Distributed vector commitment scheme).
A distributed vector commitment scheme consists of the
following PPT algorithms DVC = (Setup, DistCommit,
Prove, Verify, BatchProve, BatchVerify, UpdComProof,
Agg.Prove, Agg.Verify). The vector to be committed are split
into M subvectors {vk|k ∈ [0,M)}, and each machine Pk
holds vk. Machines distributedly generate a commitment Cv
and position proofs.

• Setup(1λ,N,M)→ pp. Given the max length of the vec-
tor length N, the number of machines M and the security pa-
rameter λ as input. Output public parameters pp, which will
be implicitly provided as input to the remaining algorithms.
• DistCommit([Pk : vk]k∈[0,M))→Cv. Machines distribut-

edly generate an HLE commitment Cv and position proofs.
• Prove(v∗,d, i, [Pk : vk]k∈[0,M)) → Πd,i. Output a proof

Πd,i to prove that vd,i = v∗.
• Verify(Cv,d, i,v∗,Πd,i) → {0,1}. V checks the proof

Πd,i to verify if vd,i = v∗.

• BatchProve(d,I,v∗I , [Pk : vk]k∈[0,M))→ΠI. Given an in-
dex set I, output a proof ΠI to prove that v∗I is the I-subvector
of vd .
• BatchVerify(Cv,d,I,v∗I ,ΠI) → {0,1}. V checks the

proof ΠI to verify if v∗I is the I-subvector of vd .
• UpdComProof(Cv,v′u, j, [Pk : vk]k∈[0,M),

[Πd,i]d∈[0,M),i∈[0,n))→ (C′v, [Π
′
d,i]d∈[0,M),i∈[0,n)). After an

element vu, j is updated to v′u, j, update the commitment and
all proofs.
• Agg.Prove(I,v∗I , [Πd j ,i j ](d j ,i j)∈I)→ ΠAgg,I. Given |I| in-

dividual proofs for the index set I, output the aggregated proof
ΠAgg,I.
• Agg.Verify(Cv,I,v∗I ,ΠAgg,I) → {0,1}. V checks the

proof ΠAgg,I to verify if v∗I is the I-subvector of vd .

E.2 Preliminaries
Assumption E.1. (q-SDH) [3]. For any PPT adversary A ,

Pr


bp← BilGen(1λ) = (p,e,G1,G2,GT ,P,Q);

α
$← F;

pp= ((p,G1,G2,GT ,e,P,Q),αQ,αP, . . . ,αqP) :
(a, 1

α+a P)← A(1λ,pp)

< negl(λ)

Assumption E.2. (q-BSDH) [8]. For any PPT adversary A ,

Pr


bp← BilGen(1λ) = (p,e,G1,G2,GT ,P,Q);

α
$← F;

pp= ((p,G1,G2,GT ,e,P,Q),αQ, ...,αqQ,αP, . . . ,αqP) :

(a,e(P,Q)
1

α+a P)← A(1λ,pp)

< negl(λ)

Lemma E.1. (Multivariate polynomial remainder lemma
[28]). F (s) is a multivariate polynomial. F (τs) = v, if and
only if there exist ρ polynomials, [tc(s)]c∈[0,ρ), s.t.

F (s)− v =
ρ−1

∑
c=0

(sc− τsc) · tc(s)

Lemma E.2. (Univariate polynomial batch remainder
lemma [13]). Given a vector v = v0, ...,vn−1 of length n, and
its LDE f(x), s.t. for all i ∈ [0,n), f(ωi

n) = vi. Given an in-
dex set I = [i j] j∈[0,|I|−1]. Let AI(x) = ∏i∈I(x−ωi

n). Given an-
other vector vI of length |I|−1. Let r(x) be the LDE of vI , s.t.
j ∈ [0, |I|−1), r(ω

i j
n ) = vI, j. The vector vI is the I-subvector

of v, if and only if there exists a witness polynomial q(x), s.t.
f(x) = q(x)AI(x)+ r(x).

E.3 Security proof

Theorem E.1. HLE-DVC scheme is a secure vector commit-
ment scheme satisfying computational binding. Moreover, the
individual position proof, batch proof and the aggregation
proof satisfies correctness and soundness if the PST PCS is
computational binding, and the q-SDH problem and q-BSDH
problem hold, and the IPA scheme is secure.



PROOF:
1. Computational binding. The HLE commitment is essen-

tially a PST commitment to the HLE polynomial F (s,x), and
therefore satisfies the properties of computational binding.

2. Correctness. The correctness of the position proof has
been proved in lemma 4.3.

The correctness of aggregating proof relies on the correct-
ness of the IPA protocol. The correctness of batch proof relies
on the lemma E.2.

3. Individual soundness: Firstly, we note that each HLE po-
sition proof for vd,i = v can be converted to a PST evaluation
proof for F (⟨d⟩, i) = v.

The conversion can be implemented as follows: given a
position proof for vd,i, i.e. Πd,i = {[πd,c]c∈[0,ρ),πd,ρ,i}, s.t.

e(Cv−v ·PST(eq(s,⟨d⟩)),Q) =

ρ−1

∏
c=0

e(πd,c,(αsc −⟨d⟩c)Q) · e(πd,ρ,i,(αx−ω
i
n)Q)

Then, since eq(⟨d⟩,⟨d⟩) = 1, according to lemma E.1, we
can compute ρ polynomials, [td,c(s)]c∈[0,ρ), s.t.

eq(s,⟨d⟩)−1 =
ρ−1

∑
c=0

(sc−⟨d⟩c) · td,c(s)

Let [Wd,c = πd,c + PST(td,c(s))]c∈[0,ρ), so that e(Cv −
vP,Q) = ∏

ρ−1
c=0 e(Wd,c,(αsc −⟨d⟩c)Q) · e(πd,ρ,i,(αx−ωi

n)Q)

Thus ΠPST,d,i = {[Wd,c]c∈[0,ρ),πd,ρ,i} is a valid evaluation
proof for F (⟨d⟩,ωi

n) = v∗.
Next, we can prove the soundness of HLE-DVC’s position

proofs using a method similar to that for the evaluation proof
of PST-PCS.

Then we will give a formal proof as follows. Suppose there
exists an adversary A that breaks definition ?? of soundness.
We show how to build another adversary B that breaks the
(ρ+n)-SDH assumption (see assumption E.1).

B is given (ρ + n)-SDH public parameters ppSDH =
((p,G1,G2, GT ,e,P,Q),αQ,αP, . . . ,αρ+nP), and wants to
break (ρ+n)-SDH by outputting (a, 1

α−a P) for some a ̸= α.
For this, B will leverage A to help him.

First, B "guesses" the position (d, i) on which A will forge,
which he can do with probability 1/poly(λ), where λ is our
security parameter.

Second, B "tweaks" the (ρ+ n)-SDH public parameters
into the public parameters, which he then calls A with. Specif-
ically, B sets αsc−⟨d⟩c = rc(α−⟨d⟩0),∀c ∈ [0,ρ), and αx−
ωi

n = rρ(α−⟨d⟩0), where r0 = 1, the rest of the rk’s are ran-
dom. Importantly, note that B can do this without knowledge
of s, since B can compute the partial proof in the PST PCS, i.e.
ψPST = [(α

c0
s0 · ... ·α

cρ−1
sρ−1 ·αi

x)P]c0∈{0,1},...,cρ−1∈{0,1},i∈[0,n) from
the (αP, . . . ,αρ+nP). Similarly, B can compute the verifica-
tion key of PST as vkPST = {αs0Q, ...,αsρ−1 Q,αxQ} from αQ.
Then B can generate the public parameters in the HLE-DVC
scheme using parameters of the PST PCS.

Third, B calls A with the "tweaked" public parameters as
input and obtains a commitment Cv and two inconsistent posi-
tion proofs Πd,i = {[πd,c]c∈[0,ρ),πd,ρ,i} for vd,i = v, and Π′d,i =

{[π′d,c]c∈[0,ρ),π′d,ρ,i} for vd,i = v′. (If A outputs proofs for a
different position i′ ̸= i,B retries.) Via the conversion method
proposed before, we can convert these two position proofs to
two PST evaluation proofs, ΠPST,d,i = {[Wd,c]c∈[0,ρ),πd,ρ,i},
for F (⟨d⟩,ωi

n) = v, and Π′PST,d,i = {[W ′d,c]c∈[0,ρ),π′d,ρ,i}, for
F (⟨d⟩,ωi

n) = v′.
These two PST evaluation proofs satisfy that: e(Cv −

vP,Q) = ∏
ρ−1
c=0 e(Wd,c,(αsc −⟨d⟩c)Q) · e(πd,ρ,i,(αx−ωi

n)Q)

e(Cv−v′P,Q) = ∏
ρ−1
c=0 e(W ′d,c,(αsc−⟨d⟩c)Q) ·e(π′d,ρ,i,(αx−ωi

n)Q)

Next, dividing the top equation by the bottom one and sub-
stitute αsc −⟨d⟩c = rc(α−⟨d⟩0),∀c ∈ [0,ρ) and αx−ωi

n =
rρ(α−⟨d⟩0) :

e((v′ − v)P,Q) = ∏
ρ−1
c=0 e(Wd,c − W ′d,c,(αsc − ⟨d⟩c)Q) ·

e(πd,ρ,i−π′d,ρ,i,(αx−ωi
n)Q)

The following equations are equivalent each other:

e((v′− v)P,Q) =
ρ−1

∏
c=0

e(Wd,c−W ′d,c,rc(α−⟨d⟩0)Q)·

e(πd,ρ,i−π
′
d,ρ,i,rρ(α−⟨d⟩0)Q) (10)

e(P,Q)v′−v =(
ρ−1

∏
c=0

e(Wd,c−W ′d,c,rcQ)·

e(πd,ρ,i−π
′
d,ρ,i,rρQ))α−⟨d⟩0 (11)

e(P,Q)
1

α−⟨d⟩0 =(
ρ−1

∏
c=0

e(Wd,c−W ′d,c,rcQ)·

e(πd,ρ,i−π
′
d,ρ,i,rρQ))

1
v′−v (12)

e(
1

α−⟨d⟩0
P,Q) =e(

ρ−1

∏
c=0

rc

v′− v
(Wd,c−W ′d,c),Q)·

e(
rρ

v′− v
(πd,ρ,i−π

′
d,ρ,i),Q) (13)

e(
1

α−⟨d⟩0
P,Q) =e(

ρ−1

∏
c=0

rc

v′− v
(Wd,c−W ′d,c)+

rρ

v′− v
(πd,ρ,i−π

′
d,ρ,i),Q) (14)

Thus, 1
α−⟨d⟩0 P = ∏

ρ−1
c=0

rc
v′−v (Wd,c −W ′d,c) +

rρ

v′−v (πd,ρ,i −
π′d,ρ,i) and B can output (⟨d⟩0, 1

α−⟨d⟩0 P) and break (ρ+n)−
SDH.

4. Batch soundness. The proof of batch soundness closely
follows that of individual soundness.

Recall that a valid batch proof ΠI for an index set I =
[(d, i j)] j∈[0,|I|−1), is ΠI = (πd,0, ...,πd,ρ−1,πd,ρ,I). Denote the
set of all i j involved in I as I = [i j] j∈[0,|I|−1),(d,i j)∈I. Let
AI(x) = ∏i∈I(x−ωi

n) and extend v∗I to a univariate polyno-
mial r(x), s.t. for all i ∈ I, r(ωi

n) = vd,i.



A valid proof ΠI satisfies that e(Cv − PST(eq(s,⟨d⟩) ·
r(x)),Q)

?
= ∏

ρ−1
c=0 e(πd,c,(αsc −⟨d⟩c)Q) · e(πd,ρ,I ,AI(αx)Q),

Similarly, an HLE-DVC batch position proof ΠI =
{[πd,c]c∈[0,ρ),πd,ρ,i}, proving that vI is a I-subvector of vI,
can be converted to a PST-like batch evaluation proof for
[F (⟨d⟩,ωi j

n ) = vd,i j ] j∈[0,|I|−1) as follows:
Since eq(⟨d⟩,⟨d⟩) = 1, we can compute ρ polynomials

(according to lemma E.1), [td,c(s)]c∈[0,ρ), s.t.

eq(s,⟨d⟩)−1 =
ρ−1

∑
c=0

(sc−⟨d⟩c) · td,c(s)

r(x) · eq(s,⟨d⟩)− r(x) =
ρ−1

∑
c=0

(sc−⟨d⟩c) · r(x) · td,c(s)

Let [Wd,c = πd,c +PST(r(x) · td,c(s))]c∈[0,ρ), so that

e(Cv−PST(r(x)),Q) =
ρ−1

∏
c=0

e(Wd,c,(αsc −⟨d⟩c)Q) · e(πd,ρ,I ,AI(αx)Q)

Thus ΠPST,d,I = {[Wd,c]c∈[0,ρ),πd,ρ,I} is a valid evaluation

proof for [F (⟨d⟩,ωi j
n ) = vd,i j ] j∈[0,|I|−1),(d,i j)∈I.

Similarly, we can implement the security proof as follows:
Suppose there exists an adversary A that breaks definition ??
of batch soundness. We show how to build another adversary
B that breaks the (ρ+n)-BSDH assumption (see assumption
E.2).

B is given (ρ + n)-BSDH public parameters ppBSDH =
((p,G1,G2, GT ,e,P,Q),αQ, ...,αρ+nQ,αP, . . . ,αρ+nP), and
wants to break ρ+n-BSDH by outputting (a, 1

α−a P) for some
a ̸= α. For this, B will leverage A to help him.

First, B "guesses" the position (d, i) on which A will forge,
which he can do with probability 1/poly(λ), where λ is our
security parameter.

Second, B "tweaks" the (ρ+n)-BSDH public parameters
into the public parameters, which he then calls A with. Specif-
ically, B sets αsc−⟨d⟩c = rc(α−⟨d⟩0),∀c ∈ [0,ρ), and αx−
ωi

n = rρ(α−⟨d⟩0), where r0 = 1, the rest of the rk’s are ran-
dom. Importantly, note that B can do this without knowledge
of s, since B can compute the partial proof in the PST PCS,
i.e. ψPST = [(α

c0
s0 · ... ·α

cρ−1
sρ−1 ·αi

x)P]c0∈{0,1},...,cρ−1∈{0,1},i∈[0,n)
from the (αP, . . . ,αρ+nP). Similarly, B can compute the veri-
fication key of PST as vkPST = {αs0Q, ...,αsρ−1 Q,αxQ} from
(αQ, ...,αρ+nQ). Then B can generate the public parameters
in the HLE-DVC scheme using parameters of the PST PCS.

Third, B calls A with the "tweaked" public parameters
as input and obtains (Cv,I,I′,vI,v′I,ΠI,Π

′
I), including a

commitment Cv and two inconsistent batch position proofs
ΠI = {[πd,c]c∈[0,ρ),πd,ρ,I} for the index set I, and Π′I =
{[π′d,c]c∈[0,ρ),π′d,ρ,I} for the index set I′, and the index set I
and I′ are only related to a single subvector vd . Specially,
(d, i) ∈ I ∩ I′ and ΠI proves that vd,i = v, but Π′I proves
that vd,i = v′. (If (d, i) /∈ I or (d, i) /∈ I′ or v = v′, B re-
tries.) Via the conversion method proposed before, we can

convert these two position proofs to two PST evaluation
proofs, ΠPST,d,I = {[Wd,c]c∈[0,ρ),πd,ρ,I}, for [F (⟨d⟩,ωi j

n ) =
vd,i j ] j∈[0,|I|−1), and Π′PST,d,I′ = {[W ′d,c]c∈[0,ρ),π′d,ρ,I′}, for

[F (⟨d⟩,ωi j
n ) = vd,i j ] j∈[0,|I′|−1).

These two PST evaluation proofs satisfy that:

e(Cv−PST(r(x)),Q) =
ρ−1

∏
c=0

e(Wd,c,(αsc −⟨d⟩c)Q) · e(πd,ρ,I ,AI(αx)Q)

e(Cv−PST(r′(x)),Q) =
ρ−1

∏
c=0

e(W ′d,c,(αsc −⟨d⟩c)Q) · e(π′d,ρ,I′ ,AI′ (αx)Q)

Next, dividing the top equation by the bottom one and sub-
stitute αsc −⟨d⟩c = rc(α−⟨d⟩0),∀c ∈ [0,ρ) and αx−ωi

n =
rρ(α− ⟨d⟩0), the following equations are equivalent each
other:

e(r′(αx)P − r(αx)P,Q) = ∏
ρ−1
c=0 e(Wd,c − W ′d,c,(αsc −

⟨d⟩c)Q) · e(πd,ρ,I ,AI(αx)Q)

e(π′
d,ρ,I′ ,A

′
I(αx)Q)

Since r(ωi
n) = v and r′(ωi

n) = v′, We can rewrite r(x) using
the polynomial remainder theorem as r(x) = q∗d,i(x)(x−ωi

n)+

v. Similarly, r′(x) = q′∗d,i(x)(x−ωi
n)+ v′.

e(q∗d,i(αx)P−q′∗d,i(αx)P,Q)αx−ωi
n · e(P,Q)v−v′ =

ρ−1

∏
c=0

e(Wd,c−W ′d,c,(αsc −⟨d⟩c)Q) ·
e(πd,ρ,I ,AI(αx)Q)

e(π′d,ρ,I′ ,A
′
I(αx)Q)

Let aI(x) =
AI(x)
x−ωi

n
and a′I(x) =

A′I(x)
x−ωi

n
, then:

e(πd,ρ,I ,AI(αx)Q)

e(π′d,ρ,I′ ,A
′
I(αx)Q)

= (
e(πd,ρ,I ,aI(αx)Q)

e(π′d,ρ,I′ ,a
′
I(αx)Q)

)(αx−ωi
n)

Considering that αsc −⟨d⟩c = rc(α−⟨d⟩0) and αx−ωi
n =

rρ(α−⟨d⟩0), then:

e(P,Q)
1

α−⟨d⟩0 =
ρ−1

∏
c=0

e(Wd,c−W ′d,c,Q)
rc

v−v′ ·

(
e(πd,ρ,I ,aI(αx)Q)

e(q∗d,i(αx)P−q′∗d,i(αx)P,Q) · e(π′d,ρ,I′ ,a
′
I(αx)Q)

)
ρ

v−v′

Thus, B can output (⟨d⟩0,∏ρ−1
c=0 e(Wd,c−W ′d,c,Q)

rc
v−v′ ·

(
e(πd,ρ,I ,aI(αx)Q)

e(q∗d,i(αx)P−q′∗d,i(αx)P,Q)·e(π′
d,ρ,I′ ,a

′
I(αx)Q)

)
ρ

v−v′ ) and break (ρ +

n)−BSDH.
5. Aggregation proof soundness (cross-subvectors). Our

aggregated proofs from 5.5 are sound if the IPA scheme is
secure (a zero knowledge argument for the relation RIPA is
secure if it satisfies correctness, soundness, zero-knowledge
and extractable. The definition for these properties can be
found in [3]).

Suppose there exists A that outputs
(Cv,I,I′,vI,v′I,ΠI,Π

′
I), including a commitment Cv and two



inconsistent batch position proofs ΠI = {[πd,c]c∈[0,ρ),πd,ρ,I}
for the index set I, and Π′I = {[π′d,c]c∈[0,ρ),π′d,ρ,I} for the index
set I′. Specially, (d, i) ∈ I∩ I′ and ΠI proves that vd,i = v, but
Π′I proves that vd,i = v′. Since the IPA scheme is extractable,
there exist extractors that extract the individual ρ+1-sized
proofs. And there exist Πd,i = {[πd,c]c∈[0,ρ),πd,ρ,i} for
vd,i = v (extracted from ΠI) and Π′d,i = {[π′d,c]c∈[0,ρ),π′d,ρ,i}
for vd,i = v′ (extracted from Π′I).

By the same argument for the soundness of an individual
position, this breaks (ρ+n)-SDH.

F Update the commitment and all proofs

When Pu updates his vector vu to v′u by updating v′u, j = vu, j +
δ, the HLE commitment need to be updated to C′v. All partial
proofs and position proofs need to be updated correspondingly.
The update algorithm is formalized as follow:
• UpdComProof(Cv,upkd , [ψd ]d∈[0,M),ηu,v′u, j,

[Πd,i]d∈[0,M),i∈[0,n))→ (C′v, [ψd
′]d∈[0,M), [Π

′
d,i]d∈[0,M),i∈[0,n)).

This algorithm involves three phases: (1) Pu updates his
vector vu to v′u by updating v′u, j = vu, j +δ, updates the HLE
commitment Cv to C′v, and updates his auxdata ηu to η′u. (2)
Update all partial proofs. (3) Update all position proofs.

◦ Phase 1: Pu updates vu to v′u by updating v′u, j = vu, j +
δ. Correspondingly, the sub-HLE polynomial is updated by
F ′u (s,x) = Fu(s,x)+ δ · eq(s,⟨u⟩)L j(x). Similarly, the HLE
is updated by F ′(s,x) = F (s,x)+ δ · eq(s,⟨u⟩)L j(x). Thus
the new commitment C′v can be computed via:

C′v = PST(F ′(s,x)) = PST(F (s,x)+δ · eq(s,⟨u⟩)L j(x))

= PST(F (s,x))+δ ·PST(eq(s,⟨u⟩)L j(x))

Note that PST(eq(s,⟨u⟩)L j(x)) has been included in the up-
date key upku, thus the update for the commitment costs O(1).

◦ Phase 2: Update all partial proofs [ψd ]d∈[0,M).
Pu updates his auxdata ηu

′ = {η′u,0, ...,η′u,ρ−1}, where

η
′
u,c = PST(

F ′u (s,x)
sc− (1−⟨u⟩c)

) = PST(
Fu(s,x)+δ ·eq(s,⟨u⟩)L j(x)

sc− (1−⟨u⟩c)
)

= PST(
Fu(s,x)

sc− (1−⟨u⟩c)
)+δ ·PST(

eq(s,⟨u⟩)L j(x)
sc− (1−⟨u⟩c)

)

Note that PST( Fu(s,x)
sc−(1−⟨u⟩c) ) is the old auxdata ηu,c, and

PST(
eq(s,⟨u⟩)L j(x)
sc−(1−⟨u⟩c) ) has been provided in the update key upku.

So the update for auxdata ηu
′ costs O(logM) time.

Then the master node P0 needs to update the ρ HLE-
Aux trees [Tc]c∈[0,ρ): For c ∈ [0,ρ), update Tc.Node

′
b0...bc

=

Tc.Nodec,b0...bc −ηu,c +η′u,c, where b0 = ⟨u⟩0, ...,bc = ⟨u⟩c.
Thus c HLE-Aux trees are updated in O(logM) time.

Pu’s partial proof remains unchanged. Other machines’
partial proof can be updated according to the new HLE-Aux
trees without repeating computation.

◦ Phase 3: update all position proofs.

Step 1: Machine Pd (d ̸= u) updates the proofs to [Π′d,i =

{ψd
′,πd,ρ,i}]i∈[0,n) by updating his partial proof.

Step 2: Machine Pu updates the proofs
[Π′u,i = {ψu,π

′
u,ρ,i}]i∈[0,n): If i = j, π′u,ρ, j can be

computed by: π′u,ρ, j = PST(eq(s,⟨u⟩) f
′
u(x)−v′u, j

x−ω
j
n

) =

PST(eq(s,⟨u⟩) fu(x)+δ·L j(x)−vu, j−δ

x−ωi
n

) = πu,ρ, j + δ ·

PST(eq(s,⟨u⟩)L j(x)−1

x−ω
j
n
). Since PST(eq(s,⟨u⟩)L j(x)−1

x−ω
j
n
)

has been included in the update key upku, this computation
costs O(1).

If i ̸= j, π′u,ρ,i can be computed by: π′u,ρ,i =

PST(eq(s,⟨u⟩) f
′
u(x)−vu,i

x−ωi
n

) = πu,ρ,i + δ ·PST(eq(s,⟨u⟩) L j(x)
x−ωi

n
),

where PST(eq(s,⟨u⟩) L j(x)
x−ωi

n
) can be computed with

PST(eq(s,⟨u⟩) L j(x)

x−ω
j
n
) and PST(eq(s,⟨u⟩) Li(x)

x−ωi
n
) in O(1)

time 5 (method from [13]).
In summary, the vector commitment can be updated in O(1)

time and all proofs can be updated in O( N
M + logM) time with

O(1) communication cost per machine.

G Aggregating proof

G.1 Preliminary: partial fraction decomposi-
tion [13]

Denote the set of all i j involved in I as I = [i j] j∈[0,|I|−1),(d,i j)∈I.
Recall that AI(x) = ∏i∈I(x−ωi

n). Partial fraction decomposi-
tion lemma shows that 1

AI(x)
= 1

∏i∈I(x−ωi
n)
= ∑i∈[0,M) ci · 1

x−ωi
n

G.2 Single-subvector proof aggregation

Given an index set I = [(d j, i j)] j∈[0,|I|−1), and a claimed I-
subvector v∗I = [v∗d,i j

](d,i j)∈I, one can efficiently aggregate sev-
eral individual proofs [Πd j ,i j ] j∈[0,|I|−1) (the j-th proof Πd j ,i j

is a proof for vd j ,i j = v∗j ) into a single, succinct proof ΠI.
The partial fraction decomposition can be used to aggre-

gate position proofs. Denote the set of all i j involved in I as
I = [i j](d,i j)∈I. Recall that AI(x) = ∏i∈I(x−ωi

n). Let A′I(x) =

∑ j∈I AI(x)/(x−ω
j
n) be the derivative of AI(x). Extend v∗I to a

univariate polynomial r(x), s.t. for all i ∈ I, r(ωi
n) = v∗d,i. Let

q∗d,I(x) =
fd(x)−r(x)

AI(x)
and for i ∈ I, q∗d,i(x) =

fd(x)−v∗d,i
x−ωi

n
.

5PST(eq(s,⟨u⟩) L j(x)
x−ωi

n
) can be computed with PST(eq(s,⟨u⟩) L j(x)

x−ω
j
n
) and

PST(eq(s,⟨u⟩) Li(x)
x−ωi

n
) in O(1) time as follows:

Denote A(x) = ∏
n−1
i=0 (x − ωi) = xn − 1 and let A′(x) be the deriva-

tive of A(x). Compute Wu,i, j =
PST(eq(s,⟨u⟩) A(x)

x−ωi
n
)

ωi
n−ω

j
n

+
PST(eq(s,⟨u⟩) A(x)

x−ω
j
n
)

ω
j
n−ωi

n
Then

PST(eq(s,⟨u⟩) L j(x)
x−ωi

n
) =

Wu,i, j
A′(ωi

n)
. The correctness of this method can be seen

in aSVC [13].



According to the partial fraction decomposition, we have:

q∗d,I(x) = fd(x)
1

AI(x)
− r(x)

1
AI(x)

= fd(x)∑
i∈I

1
A′I(ωi)(x−ωi)

− (AI(x)∑
i∈I

vi

A′I(ωi)(x−ωi)
) · 1

AI(x)

= ∑
i∈I

fd(x)
A′I(ωi)(x−ωi)

−∑
i∈I

vi

A′I(ωi)(x−ωi)

= ∑
i∈I

1
A′I(ωi)

· fd(x)− vi

x−ωi = ∑
i∈I

1
A′I(ωi)

·q∗d,i(x)

Let πd,ρ,I = PST(eq(s,⟨d⟩)q∗d,I(x)) and for i ∈ I, πd,ρ,i =

PST(eq(s,⟨d⟩)q∗d,i). Finally, πd,ρ,I = ∏i∈I
1

A′I(ω
i)
·πd,ρ,i.

Thus the single-subvector aggregation algorithms can be
implemented as follows:
• Agg.Prove(I,v∗I , [Πd j ,i j ](d j ,i j)∈I) → ΠAgg,I. For i ∈ I,

parse the position proofs as Πd,i = (πd,0, ...,πd,ρ−1,πd,ρ,i).
One can aggregate all proofs by πd,ρ,I = ∏i∈I

πd,ρ,i
A′I(ω

i
n)

. Finally,
the single-subvector aggregation proof is set as ΠAgg,I =
(πd,0, ...,πd,ρ−1,πd,ρ,I)

Essentially, ΠAgg,I is equivalent to the output of the batch
proof for I. Thus the verification for ΠAgg,I is the same as the
verification for batch proof.
• Agg.Verify(Cv,I,v∗I ,ΠAgg,I)→{0,1}. Run b∈ {0,1}←

BatchVerify(Cv,d,I,v∗I ,ΠAgg,I,vkd). Output b.

G.3 Cross-subvectors proof aggregation

Given an index set I = [(d j, i j)] j∈[0,|I|−1), a claimed subvec-
tor v∗I = [v∗d j ,i j

](d j ,i j)∈I, a set of corresponding individual po-
sition proofs [Πd j ,i j = (ψd j ,βd j ,i j)](d j ,i j)∈I, The individual
proofs can be aggregated via a two-stage aggregation process
(w.l.o.g., we assume that the set I involves all M subvectors.):

1. The proofs to be aggregated are first grouped according
to their associated subvector indices. I is partitioned into I =
I0∪ I1∪·· ·∪ IM−1 according to the subvector index each po-
sition belongs to, where for all d ∈ [0,M), Id = [(d, i j)](d,i j)∈I.
Correspondingly, we have v∗I = v∗I0

∪ v∗I1
∪ ·· · ∪ v∗IM−1

. For
each d ∈ [0,M), we run the single-subvector aggregation al-
gorithm ΠAgg,Id ← Agg.Prove(Id ,v∗Id

, [Πd,i j ](d,i j)∈Id
).

2. These M batch proofs [ΠAgg,Id ]d∈[0,M) can be further
aggregated into a single aggregation proof, ΠAgg,I of size
O(logM) using the IPA protocol [29]:

For d ∈ [0,M), we set:

Zd = e(Cv−PST(eq(s,⟨d⟩) · rd(x)),Q)

Bd = ((αs0 −⟨d⟩0)Q, ...,(αsρ−1 −⟨d⟩ρ−1)Q,AId (αX )Q)

Ad = ΠAgg,Id = (πd,0, ...,πd,ρ−1,πd,ρ,Id )

where Id = [i j](d,i j)∈Id
, AId (X) = ∏i∈Id (X−ωi

n), rd(X) is the
univariate LDE of v∗Id . Considering the batch position proof
verification equation, all batch proofs can pass the verification
if for all d ∈ [0,M): Zd = ∏

ρ

c=0 ·e(Ad,c,Bd,c) Moreover, we

can introduce a random linear combination to combine these
M equations into a single one:

M−1

∏
d=0

rdZd =
M−1

∏
d=0

rd

ρ

∏
c=0
·e(Ad,c,Bd,c)

This equation is similar to the inner product argument of
length M(logM + 1). We give a precise description of its
algorithms as follows: (I,v∗I , and [Πd j ,i j ](d j ,i j)∈I have been
processed to [Ad ,Bd ,Zd ]d∈[0,M))
• Agg.Setup(1λ,(ρ + 1) ·M) → ppAgg. Output ppAgg =

(BilGen(1λ),ck = (V $←G(ρ+1)·M
2 ,W $←G(ρ+1)·M

1 )).
• Agg.Prove(ppAgg,I, [Ad ,Bd ]d∈[0,M)) → ΠAgg,I.

Let A = (A0, ..., AM−1) and B = (B0, ...,BM−1).
Let C1 = IP(A,V). For d ∈ [0,M), compute
rd = Hash(C1,B,d). Let B′ = (r0B0, ...,rM−1BM−1).
Computes πIPA = IPA.Prove(ck,A,B′) and returns
ΠAgg,I = (C1,πIPA).
• Agg.Verify(ppAgg, [Zd ,Bd ]d∈[0,M),ΠAgg,I) → {0,1}.

Parse the proof ΠAgg,I = (C1,πIPA). Let B = (B0, ...,BM−1)
and compute rd = Hash(C1,B,d), for d ∈ [0,M). Let
B′ = (r0B0, ...,rM−1BM−1) and Z′ = ∏

M−1
d=0 rd · Zd .

Let C2 = IP(W,B′). Let C = (C1,C2,Z′) and return
IPA.verify(ck,C,πIPA).

IPA complexity. IPA.Prove takes O(ρ) time, IPA.Verify
takes O(logρ) time and the proof size is |πIPA| = O(logρ)
(the whole protocol can be seen in [29]).

Cross-subvectors aggregation complexity. Agg.Prove
takes O(|I| log2(|I|) + M logM) time, Agg.Verify takes
O(|I| log2(|I|) + log(M logM)) time and the proof size is
|πIPA|= O(log(M logM)).

H Extensions

H.1 "LDE+LDE" version HLE-DVC
HLE utilize the "LDE + MLE" paradigm to construct the DVC
scheme. If we choose to use the "LDE + LDE" paradigm to
construct the DVC scheme, (namely using LDE to extend the
subvector to sub-polynomials, and also use LDE to aggregate
all sub-polynomials, result in a bivariate polynomial to repre-
sent the vector) the "LDE + LDE" version DVC can succinct
proof size (O(1)), and O(1) verification time, with the cost
of updating all proofs increasing to O(logN). Its overhead
complexities are summarized in Table 1.

H.2 How to achieve maintainability and
hiding/zero-knowledge

Maintainability. Naturally, the HLE-DVC scheme is aggre-
gatable. However, it is not maintainable because updating
all proofs incurs an overhead of O( N

M + logM). To achieve
maintainability, we present the following two methods:



1. Using "MLE + MLE" paradigm: The "MLE+MLE" ver-
sion HLE-DVC can achieve maintainability with the update
cost, O(logN).

2. Using BalanceProofs. The BalanceProofs [27] proposed
a compiler that takes as input any naturally aggregatable vec-
tor commitment that is not maintainable, and produces another
naturally-aggregatable and maintainable vector commitment.
By compiling HLE-DVC with the compiler in BalanceProofs,

we can also achieve maintainability in O(
√

N
M log N

M + logM)

update-all time.
Hiding/zero-knowledge. In the main text, we choose to

instantiate HLE-DVC with a non-hiding version PST PCS
by default. The hiding property can be achieved by using the
hiding version PST PCS.

Furthermore, since the evaluation proofs of the PST PCS
possess the zero-knowledge property, and the position proof
in HLE-DVC is equivalent to the evaluation proof of the PST
PCS, the hiding version of HLE-DVC also inherits the zero-
knowledge property.

H.3 How to design a key-value-DVC (KDVC)
from HLE-DVC

Key-value vector commitment (KVC) [41] is a type of vector
commitment scheme that supports key-value maps. There
are two approaches to designing a KDVC scheme based on
HLE-DVC:

1. The MLE is based on a binary tree structure. Intuitively, a
natural idea is to extend the binary MLE to q-ary Verkle trees
[42], thereby constructing a KDVC scheme. Specifically, by
adopting an “LDE/MLE + Verkle-MLE” approach, where the
subvector is represented by a Verkle-trees, enabling support
for key-value maps.

2. Leveraging the 256-bit width of finite field elements to
encode both the key and the value: the higher-order bits can
be used to encode the key, and the remaining bits to store the
value (just like in stateless blockchain).
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