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Abstract. FALCON was selected by NIST in 2022 for standardization as a post-
quantum digital signature scheme. Among all standardized signature schemes, FAL-
CON achieves the smallest signature size. Its main drawback, however, is its reliance
on floating-point arithmetic, which plays a critical role in the security analysis. This
reliance poses significant challenges for practical implementations: some platforms
lack floating-point units, floating-point division is not constant time on many proces-
sors, and protecting floating-point computations against side-channel attacks using
masking techniques is particularly difficult on embedded devices.

To address portability issues, Pornin (ePrint 2019/893) proposed an implementation
of FALCON that emulates floating-point arithmetic using integer operations. While it
enables deployment on a wider range of platforms, this approach incurs a substantial
performance penalty compared to the native floating-point implementation.

This work studies the theory and practice of implementing FALCON’s signing proce-
dure in fized-point arithmetic. This requires a specific analysis of the boundedness and
precision of intermediate variables.

1. Our boundedness analysis revolves around a key fact: almost every intermedi-
ate variable arising during key expansion and signing is bounded by a function
of four quantities that can be computed at key generation time. Our modified
key generation enforces thresholds on these quantities through a light rejection
step that rejects less than 50% of initial FALCON keys. This then yields sharp,
unconditional bounds on all fixed-point variables.

Establishing these bounds is highly nontrivial, and relies on Gaussian concentra-
tion arguments as well as on symplectic pairs, a generalization of symplecticity.

2. Our precision analysis remains, for now, partly empirical. Following a Rényi
divergence argument, our main theorem proves the security of fixed-point FALCON
conditioned on error bounds of certain intermediate values. These error bounds
are derived empirically based on extensive experiments.

We provide a C fixed-point implementation. It is approximately a factor of two slower
than the original floating-point FALCON implementation, but achieves a speedup of
an order of magnitude compared to emulated floating-point implementations.


https://orcid.org/0000-0001-5083-5434
https://orcid.org/0000-0003-4997-2276
https://orcid.org/0009-0001-8174-9982
https://orcid.org/0000-0003-1445-6212

1 Introduction

The transition to post-quantum cryptography has brought renewed attention to
the practical deployability of lattice-based cryptographic schemes. Among them,
the FALCON digital signature scheme [PFHT20] stands out for its exceptionally
compact signatures and keys. Selected by NIST in 2022 for standardization, FALCON
is currently the most size-efficient standardized post-quantum signature scheme.
This efficiency, however, comes at the cost of a rather complex implementation, as
FALCON’s implementation fundamentally relies on floating-point arithmetic in the
signing algorithm. It is worth pointing out that the verification does not require
floating-point, and a subset of the key generation has already been implemented
using fixed-point arithmetic [Por23].

The FALCON signature scheme follows the hash-and-sign paradigm: the message
is first hashed to a target point ¢, and the secret key enables sampling a short
vector (s1,s2) such that s; + s9 - h = c¢. Recent analysis [FGdGT26] proves that the
unforgeability of (a slightly modified) FALCON is equivalent to a multi-target version
of the inhomogeneous SIS problem, while recovering the secret key from the public
key is the NTRU key-recovery problem.

This paradigm originates from the seminal work of Gentry, Peikert, and Vaikun-
tanathan (GPV) [GPV08], which introduced efficient sampling from discrete Gaus-
sian distributions over lattices based on Klein’s sampler [Kle00]. Stehlé and Steinfeld
later studied the NTRU instantiation of the GPV framework from an asymptotic
perspective [SS13], extending it to a ring setting and reducing its security to stan-
dard worst-case problems over ideal lattices.

Subsequently, Ducas, Lyubashevsky, and Prest [DLP14] proposed a concrete
instantiation of this framework using NTRU lattices, significantly reducing both
public key and signature sizes. Their construction relies on working over a spe-
cific module in the ring of integers R of a power-of-two cyclotomic field, together
with carefully chosen concrete parameters. The tower-of-rings structure of R can
be further exploited to accelerate Gaussian sampling to quasi-linear time, as shown
in [DP16], in contrast to the quadratic-time complexity of Klein’s sampler. This
optimized sampler, commonly referred to as the FFO sampler, derives its name
from its resemblance to Fast Fourier-type algorithms and relies on an efficient or-
thogonalization process. Building on the same tower-of-rings structure, Pornin and
Prest [PP19] further improved FALCON by significantly accelerating its key genera-
tion procedure. Unlike NTRUEncrypt [HPS98|, FALCON requires a full lattice basis as
a secret key, which necessitates solving Bézout-like equations in R. With these suc-
cessive improvements, FALCON achieves a high level of efficiency and security, with
its most notable feature being the compactness of both signatures and public keys.
An additional advantage is that the scheme naturally supports the construction of
identity-based encryption schemes within the GPV framework [GPV08,DLP14].

At the core of FALCON lies a Gaussian sampling procedure. The original analy-
sis, due to Prest [Prel7], relies on relative error bounds arising from floating-point



computations. While this approach is mathematically sound, it poses serious chal-
lenges for implementations on constrained or security-critical platforms. In particu-
lar, many embedded processors lack a floating-point unit; floating-point division is
often not constant time; and masking floating-point arithmetic against side-channel
attacks remains a largely open problem. Westerbaan® (Cloudflare) pointed out these
limitations:

FALCON, crucially, is the first big cryptographic algorithm to use double-precision floating-
point arithmetic. [...] Despite this achievement, FALCON’s constant-timeness is built on
shaky grounds. The next generation of Intel CPUs might add an optimization that breaks
FALCON’s constant-timeness. Also, many CPUs today do not even have fast constant-time
double-precision operations. And then still, there might be an obscure bug that has been
overlooked. In time, it might be figured out how to do constant-time arithmetic on the FPU
robustly, but we feel it’s too early to deploy FALCON where the timing of signature minting
can be measured. Notwithstanding, FALCON is a great choice for offline signatures such as
those in certificates.

These issues hinder the deployment of FALCON in embedded and high-assurance
environments. To improve portability, Pornin proposed an alternative implemen-
tation that emulates floating-point arithmetic using integer operations only. While
this solution removes the dependence on hardware floating-point units, it intro-
duces a substantial performance penalty over the reference implementation, a 20x
factor degradation, making it significantly slower than the original floating-point
implementation. This motivates the search for an implementation strategy that si-
multaneously avoids floating-point arithmetic and retains high performance.

Floating-point arithmetic (FPA) currently appears in three components of FAL-
CON implementations.

1. Key generation: FPA is used to accelerate the NTRUSolve algorithm. Pornin al-
ready proposed a fixed-point implementation of this component in [Por23,Por25];
the NTRU equation can be checked exactly at runtime, so that precision issues
affect efficiency but not correctness. The switch to fixed-point arithmetic leads
to the rejection of a constant fraction of the admissible keys, therefore it is also
easy to argue that impact on security is minimal. Making NTRUSolve fixed-
point is therefore outside the scope of this document; we do, however, modify
the surrounding key generation in order to enforce bounds that the two other
components rely on.

2. Key expansion: the so-called FALCON tree is precomputed from the secret key.
This step also relies on FPA, is not covered by [Por23,Por25], and it was previ-
ously unclear how much precision it requires.

3. Signing: the Fast Fourier Orthogonalization (FFO) sampler consumes the tree
to sample signatures. Its security analysis bounds the divergence between the
implemented distribution and the ideal discrete Gaussian through relative error

3https://blog.cloudflare.com/another-look-at-pg-signatures/,
https://blog.cloudflare.com/nist-post-quantum-surprise/
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bounds [Prel7] — an analysis originally conducted for Klein’s sampler rather
than for the FFO sampler.

Unlike key generation, the correctness and security of key expansion and signing
cannot be checked at runtime: they can only be established through a proof, which
is the object of this work.

In this work, we tackle the problem of having a secure and FPA-free imple-
mentation of FALCON and we propose a complete fixed-point implementation based
on a revised security analysis of the sampling algorithm. Our starting point is a
reinterpretation of the sampler’s correctness and security conditions using absolute
error bounds rather than relative ones. This change of perspective enables the use
of fixed-point arithmetic while preserving the statistical guarantees required for se-
curity. However, moving to absolute error bounds necessitates a careful and global
control of numerical errors throughout the computation.

Our methodology combines two ingredients. First, we recast the sampler’s cor-
rectness and security conditions in terms of absolute error bounds, and derive suffi-
cient conditions on the numerical precision of the sampler inputs — the centers and
standard deviations — that guarantee security. Our main theorem is stated condi-
tionally on such precision bounds; we instantiate them empirically in Section 7.5,
leaving their fully analytical (or automated) derivation to future work.

Second, to make these conditions easier to meet — that is, to obtain tighter
bounds on the sampler inputs and lower the required precision — we slightly mod-
ify the key generation procedure, controlling the quantity amnynriq that governs the
precision of the fast Fourier sampler, in the spirit of the Antrag [ENS*23] and Mi-
taka [EFGT22] key generations. This modification affects neither the functionality
nor the security level of FALCON. Combined with a formal boundedness analysis,
these bounds determine the fixed-point format of every intermediate variable, al-
lowing for a complete fixed-point implementation of FALCON.

Based on this methodology, we present a fixed-point implementation of FALCON,
designed to be constant-time, that is suitable for a wide range of processors, includ-
ing those without floating-point support. Our implementation is approximately a
factor of two slower than the original floating-point FALCON implementation, but
achieves a speedup of five to ten times compared to integer-only implementations
that emulate FPA. This demonstrates that fixed-point arithmetic provides a prac-
tical and efficient compromise between portability, performance, and security.

1.1 Owur Contributions
We summarize our contributions as follows:

Absolute-error-based analysis of the Falcon sampler. We introduce a new se-
curity analysis of FALCON’s Gaussian sampling algorithm based on absolute error
bounds, replacing the relative-error framework used in prior work. We show that



absolute error control is sufficient to preserve the statistical guarantees required
for security, thereby enabling implementations that do not rely on FPA.

Refined input distributions through modified key generation. We propose
a slight modification of FALCON’s key generation procedure, inspired by the
Antrag key generation used in the Mitaka signature scheme. This modification
yields tighter a priori bounds on the sampler inputs, leading to improved pre-
cision requirements in the fixed-point analysis without altering the underlying
hardness assumptions or security level.

Soundness of fixed-point sampling. We show that if bounds on the absolute
errors on the sampling centers and standard deviations can be obtained, FALCON
can be proven to be secure when implemented in fixed-point. This is done via a
Rényi divergence argument.

Concrete efficiency gains. We demonstrate that the resulting fixed-point imple-
mentation achieves significantly better performance than integer-only emulation
of FPA, while remaining within a small constant factor of the original floating-
point implementation.

1.2 Previous works

The first proposed implementation of Gaussian sampling [DN12] relies on FPA.
Since the introduction of FALCON, several works aimed at modifying the scheme to
eliminate the FFO sampler.

In [DGPY20], the authors propose a Gaussian sampling method over general
lattices that avoids FPA. Their construction is based on Peikert’s sampler, which
differs from Klein’s sampler and generally results in larger sizes (signature and public
key). The practicality of this approach still remains to be assessed.

Prest’s thesis introduces another alternative, the so-called Hybrid sampler [Prel5].
This approach has inspired several subsequent works, including the Mitaka signa-
ture scheme [EFGT22] and the Antrag key generation procedure [ENST23]. Our
results suggest that these can be ported to fixed-point arithmetic more easily than
FaLcon.

Finally, a masked implementation of FALCON relying on FPA has been proposed
in [CC24]. Nevertheless, masking floating-point variables is significantly less efficient
than masking integers, as used in fixed-point implementations. Since one of the goals
of our work is deployment on embedded devices, memory consumption is a critical
concern. We therefore follow an approach similar to [SZZ22] to reduce by two the
memory space of the tree, which exploits the symplectic structure of NTRU bases.

Three recent works are directly related to ours. Halmans et al. [HvVS'26] im-
plemented FALCON using triple-word floating-point arithmetic. Lin et al. [LTYZ25]
show that mathematically equivalent implementations of FALCON may output di-
verging signatures; we encountered this phenomenon first-hand (see Section 5.1).



Finally, Fouque et al. [FGAGT26] give the first formal security proof of a (slightly
modified) FALCON; their analysis assumes an idealized sampler, and is thus com-
plementary to ours, which quantifies the gap between implemented and idealized
samplers.

1.3 Difference with the conference version

This document is an extended version of the eponymous paper published at TACR
CRYPTO 2026. Compared to the conference version, this document has several
additions, including but not limited to:

Full proofs;

Section 3.4 introduces the Type 1 and Type 2 terminology;

Lemma 4 is stronger than the lemma initially used.

Theorem 2 presents a precision analysis based on the root mean square error
(RMSE), instead of the worst-case error analysis of Theorem 1.

5. Section 7 presents a Type 2 Python fixed-point implementation

Ll

2 Technical Overview

Falcon leverages floating/fixed-point arithmetic in two areas: Key generation and
Signature (see Fig. 1). The key generation procedure outputs a key pair (sk, pk).
The secret key sk = (B, T) consists of two structured objects defined over the com-
plex numbers: a matrix B and a tree structure T, which are used to enable efficient
Gaussian sampling. The signing procedure uses sk to produce (integer arithmetic)
signatures. While the distribution of Falcon signatures can be formally characterized
under an idealized model of complex arithmetic, real-world implementations operate
with a finite precision. This introduces numerical artifacts, leading to a measurable
deviation between the actual signature distribution and its ideal theoretical coun-

terpart.

Boundedness analysis When using fixed-point arithmetic, arithmetic overflows
can easily occur since, unlike in floating-point arithmetic, there is no exponent
that can capture large variations of magnitude. To illustrate this, in the IEEE-754
binary64 format, representable numbers are of the form (—1)°- (1 4 m) - 261023
with m € [0,1) and an 11-bit exponent E, so that the ratio between the largest
and smallest positive representable numbers is about 22117 = 92046 (and even 22098
when counting subnormal numbers). For a 64-bit fixed-point number, this ratio is
at most 2%3. Thus it becomes vital to understand and control the growth of inter-
mediate values. We perform a complete boundedness analysis, deriving bounds by
leveraging algebraic properties and Falcon-specific properties.

Bounding variables tightly is crucial. On one hand, underestimating the magni-
tude of fixed-point variables can lead to overflow and voiding the correctness and



Lemma 6 Lemma 7 Out of scope. See [Por23,Por25].

[[ Keygen NTRUGen »[ NTRUSolve }
Lemma s ][ fLDL" (o)
Lemma 13
Lemma 9 Lemma 12

Fig. 1: Diagram of the high-level algorithmic structure of FALCON. An arrow A — B
indicates that B is a subroutine of A. Algorithms for which we propose conservative
tweaks are highlighted in green.

security of an implementation. On the other hand, overestimating it leads to un-
derflow: the leading bits are zeroes, thus precious bits are wasted to encode trivial
information and precision is suboptimal. In some cases, we propose tweaks to FAL-
CON’s algorithms in order to improve our boundedness analysis. These tweaks are
highlighted in green boxes in the algorithms.

ffLDL* and the Falcon tree (Section 4.3). The key generation procedure outputs
a keypalr sk, pk, where the secret key sk contains two complex objects: a matrix

B and a tree T. While the magnitude of the entries of B is easy to bound, T
is constructed via the ffLDL* subroutine, which performs a number O(nlogn) of
divisions of the form ¢ < a/b for a,b € C x R*. Fixed-point divisions are notoriously
difficult since, in addition to upper-bounding the numerator and denominator, they
require to lower-bound the denominator.

In Lemma 8, we show that in FALCON, ff[LDL* only performs divisions of the
form ¢ < a/b in which the divisor satisfies ¢/ (O[hybrid)Q <b<gq- (ahybrid)Q, with
Qhybrid @ quantity that is computed prior to any division (ahybrid is formally defined
in Eq. (7); informally, it measures how far the embeddings of (f,g) deviate from
/@) This has two benefits: (i) the divisor is lower-bounded a priori, and (ii) except
at the root, the quotient admits a simple bound ||¢|loc < 1.

Lemma 8 is interesting in two aspects. First, the quantity ampypriq that quanti-
fies the amplitude of a,b previously appeared in variants of FALCON such as Mi-
taka [EFGT22] or Antrag [ENS™23], which both seek to minimize apypyiq in order
to optimize the security of Prest’s hybrid sampler [Prel5]. Lemma 8 shows that
minimizing apyhriq also helps with the precision analysis of FALCON’s fast Fourier
sampler?. Second, its proof heavily relies on symplecticity, a geometric property that

“We stress that the hardness of the mathematical assumptions underlying FALCON remains
unchanged and still relies on acpy (Eq. (6)), not anybrid.



NTRU lattices possess. We find that this property transfers to the tree T via the
generalized notion of symplectic pairs, illustrated in Fig. 6. This allows to cleanly
lower-bound the divisors that appear in flLDL*. To our knowledge, this is the first
time that symplecticity is exploited to enable a clean precision analysis of NTRU-
related algorithms.

We also leverage symplectic pairs at the algorithmic level. In [SZZ™22], it was ob-
served that both halves of the FALCON tree T are the negation of each other (except
their leaves, which are essentially the inverse of each other). Their technique, which
we make explicit in Symplectree, also allows avoiding one operation that represents
a significant loss in precision.

Rejection sampling in NTRUGen (Section 4.2). Our analysis of Keygen and its
subroutines reveals that critical fixed-point values are bounded by quantities that
are easily computed from the private NTRU polynomials f, g, F, G, such as anybria
or ||[FFT(f)||cc. While these quantities admit polynomial upper bounds from fixed
parameters, these are typically worse than the average-case behavior.

To close this gap, we adopt a pragmatic approach: if the quantities associated to
candidate keys (f, g, F, G) exceed given thresholds, the candidate keys are rejected
and the key generation process restarts. This is performed in Lines 7, 8, 13, and 15
of NTRUGen. The resulting guarantees are formalized in Lemma 7.

From an efficiency point of view, this provides unconditional guarantees on the
magnitude of fixed-point values output by the key generation procedure. The number
of restarts is increased by a small constant factor.

The impact on security is minimal. Indeed, these checks reject a constant frac-
tion of the set of admissible keys, thus a standard Rényi divergence argument (for
example) shows that the bit-security is reduced by no more than a small additive

term O(1).

Integer/fractional decomposition in Sign (Section 5.1). The signing algo-
rithm Sign constructs a floating/fixed-point target t from the message m. That
target is input into the subroutine ffSampling in order to produce a signature. In the
original FALCON specification, Sign computes a challenge ¢ uniform in Zg[x]/(z" +
1), and sets t = Z(—F, f). [t]loc may be as large as n - ypg — where yrg >
|IFFT(F)|loo, IFFT(G)||oo is & threshold enforced by our tweaked key generation (Sec-
tion 4.2) — which is detrimental to the fixed-point precision analysis of ffSampling.

In order to address this gap, we split t as t = tgac + ting, where tiye and tgac are
the integer and fractional parts of t, respectively. We then input tg.,. into ffSampling
(instead of t), and re-add tiy into the result. Correctness follows from basic prop-
erties of discrete Gaussians. tg.. is guaranteed to satisfy |[tgaclloe < 7/2, a bound
that is better than the bound on |[t|. by a factor 2yrg. The correctness of our
technique is formalized in Lemma 9.



Analysis of ffSampling (Section 5.2). Finally, we need to perform a boundedness
analysis for ffSampling, which is the main subroutine of Sign and the only one (be-
sides the FFT) that requires floating/fixed-point arithmetic. Due to the algorithm’s
complexity, this is a highly nontrivial task.

Thankfully, we notice that every intermediate variable of ffSampling can be ex-
pressed as a constant plus the inner product between a discrete Gaussian and a
fixed vector. This allows to leverage concentration bounds on the magnitude of such
inner products. Interestingly, our analysis relies once again on symplectic pairs. Our
result is formalized in Lemma 12.

2.1 Precision analysis

In a fixed-point implementation, a single integer word is used to represent a real
value by conceptually dividing it into two parts: an integral part and a fractional
part. This separation does not exist at the hardware level; it is entirely defined by the
programmer. The more bits allocated to the fractional part, the higher the precision
of the representation. The boundedness analysis makes it possible to control the
range of each variable, and therefore determines the required size of the integral
part. However, one must also carefully choose the number of bits devoted to the
fractional part in order to guarantee sufficient precision and security. To ensure
correct computations, it is necessary to control the distance between the real value
z and its encoded approximation .

Given the bounds we compute in this paper, it is then possible to deduce the
format of the fixed-point variables in a manner that provably prevents the occurrence
of overflows. Then, we deduce the number of bits that are left for the fractional part
in the fixed-point format.

We believe that error bounds could be obtained by automated tooling [MNR14]
or pen-and-paper proofs in further work, thus we focus our work on how to prove the
security of a fixed-point FALCON implementation if we are given such error bounds.
In particular, in FALCON’s sampler, the absolute error for the variable storing the
centers ¢ and for the standard deviations o; allow to compute the Rényi divergence
between the ideal and sampled distribution which would give a provably secure
fixed-point implementation of FALCON. In Section 7, we compute empirical error
bounds which indicate that 64-bit are sufficient to securely implement FALCON in
(so-called Type 2) fixed-point arithmetic.

Table 1 summarizes the use of floating- or fixed-point operations throughout
the FALCON implementation. While they represent a small part of the runtime, the
division and square root operations are usually considered as non-constant time
operations on FPA.



Table 1: Summary of F(x)p (floating- or fixed-point) operations. A v' mark indicates
that the algorithm performs this type of operation; a function name in the In/Out
columns indicates the subroutine that F(x)p values are received from (resp. sent to).
In: takes one or more F(x)p as input (including from subroutines). fadd: addition
or subtraction. fcmul: multiplication by a public constant. fmul: multiplication be-
tween two sensitive values. fdiv: division. fsqrt: square root. Qut: outputs one or
more F(x)p (including to subroutines).

Function I In | fadd |femul | fmul | fdiv |fsqrt|  Out
Common functions
splitfft v v v v
mergefft v v v v
FFT v v v
invFFT v v v
Key generation
Keygen v v v v v flLDL*
— NTRUGen v v v v
— NTRUSolve
— Reduce v v v
— flLDL* ffLDL* fILDL*
. N fflLDL*,
— LDL fflLDL v LDL*
Signing
Sign ffSampling v v ffSampling
Sign
— ffSampling fFSamgpI’ing, v v RIS,
Sl SamplerZ
— SamplerZ ffSampling v v BerExp
— BaseSampler
— BerExp SamplerZ v v ApproxExp
— ApproxExp BerExp v

3 Preliminaries

In this section, we define cyclotomic fields, NTRU lattices, discrete Gaussian distri-
butions, and the Rényi divergence, and give some background on fixed-point arith-
metic.

3.1 Cyclotomic Fields

Let m be a positive integer, and d = ¢(m) be the degree of the m-th cyclotomic
polynomial @,,(x), where ¢(m) denotes Euler’s totient function. Let  be a primitive
m-th root of unity. Let K,,, be the cyclotomic field associated with @,,(x), and its
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ring of integers R = Z[(]. It follows that K, = Q(() is isomorphic to Q[z]|/(®.(x))
and R to Z[z]/(®m(x)). Both K, and R are in K = K,;, ® R = R[z]/(®,,(z)).

Any element f = Zf;ol ;" € K can be represented as (fo, ..., fo_1). The field
automorphism ¢ — (* over K is an involution corresponding to the complex conju-
gation, and f* is the image of f under this automorphism. The number field K has
d complex embeddings, called canonical, ¢; : K — C that can be extended over K.
Elements of K,,, represented by polynomials are sent in C by evaluating the polyno-
mials at all the primitive m-th roots of unity, which form the FFT representation.
Throughout the paper, we denote by & the FFT representation of a. An element
e € K is invertible if and only if all its embeddings are non-zero.

In FALCON, m is a power of two, d = n = ¢(m) = m/2, and &, (z) = 2" + 1,
K,, = Q[z]/(2™ + 1). The hermitian structure of K follows from the fact that K
can be seen as a Q-vector space, it can be equipped with the sesquilinear map (-, -):
K x K — C, (a,b) = Tr(ab*) = %, ¢;(a)@;(b*). The map extends to K and the
associated norm ||z|| is /(x,z) € R. For vector space K?, the sesquilinear product
is (a,b)g = > a;b.

3.2 Lattices and Discrete Gaussian

A lattice A C R" is the set of all integer linear combinations of n linearly independent
vectors B = (by,...,by,), called a basis of A. The dual of a lattice A in R", denoted
A*, is the set of all vectors y € R™ such that (x,y) € Z for all vectors x € A.
The Gram-Schmidt orthogonalization of a basis B is B = (by,...,b,) and the
Gram-Schmidt norm of B is maxi<i<p HBZH

For any o > 0, we define the Gaussian function p,: R™ — [0,1) as

po(x) = exp (- [|x[*/207) ° (1)

For a discrete set A C R", we define p,(A) = > ,c4 po(v). The discrete Gaussian
distribution over a lattice coset A + ¢ with parameter o, D¢, is the probability
distribution over A + c that to each vector v € A + ¢ assigns the probability

po(v)
po(A+c)

When the standard deviation is above the so-called smoothing parameter [MRO07],
the discrete Gaussian behaves as a continuous one. Given ¢ > 0, and a lattice A,
with smoothing loss ¢, the smoothing parameter is

N(A) = inf{s > 0 pygoms) (A7) = 1 + <},

5In the lattice literature, two definitions co-exist: for example, [Lyul2,Prel7] and we use the
one in Eq. (1), while [MRO7] uses p;(x) = exp ( — 7r\|x||2/52). This entails s = v/27o.
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We recall that n(Z") < nt(Z"), where:

nH(Z™) = i\/; log <2n (1 + 1))

We note that nt(Z") > n:/n(Z). FALCON sets the main standard deviation o as:

o= 11T (Z*")\/q. (2)
Lemma 1 (Lemma 4.3 in [Lyul2]). Letv €R", 0 >0 and 7 > 0.

P[|(z,v)| > 7o||v|;z + Dzn o] < 277 /2 (3)

If 7 > /2(A + 1)1og 2, then the right side of Eq. (3) is at most 27

In Lemma 2, we provide a refinement of Lemma 4.2 from [MRO07]. The initial lemma
requires o > 2n(Z), which does not capture the regimes o ~ 7.(Z) that are used
in lattice-based cryptography. Lemma 2 is valid for any o > n(Z). In addition, it
covers the fourth moment E[(z — ¢)*]. The proof is deferred to Section B.1.

Lemma 2 (Analogue of [MRO07, Lemma 4.2] over Z, for o > n.(Z)). Let
€€ (0,1/4], 0 > n(Z) and c € R. Let z ~ Dy, 5. and m; = E[(z — ¢)']. Then:

‘ | 2w eo?
m )
N -
’ 2| 472 € o
mo — o ,
’ S (1-e?
167t e o
2 4

— <

‘m4 60 m2+3a‘_ 1=

In particular this implies that:
Var[(z — ¢)?] == my —m3 = 20% 4+ O(e0® + €0®)

NTRU Lattices. Given f,g € R such that f is invertible in Z[z]/(q, . (z)), where
q = 12289 is prime, the NTRU public-key is h = f~'¢g mod q. The NTRU lattice is
defined as {(u,v) € R? : u +vh = 0 mod ¢}, and it has two bases, one given by h
and a short one defined by (f,g) and (F,G) such that fG — gF = ¢:

_(—h1 (g9 —f
Bb_(q 0) andnyg—<G_F>.

This lattice can be seen as a 2d-dimensional lattice over Z and each polynomial f
can be seen as the matrix representing the multiplication by f in R:

fi fo f3... fa
ey = | T S B
—fo—fs...... f1



3.3 Rényi Divergence
The Rényi divergence is a common tool in lattice-based cryptography [BLR 18, Prel7].

Definition 1 (Rényi divergence). Let P,Q be two discrete distributions such
that Supp(P) C Supp(Q), and a € (1;+00). The Rényi divergence of order o is:
1

Ro(P; Q) = ( 3 ;ﬂi)ﬂ:) o _ (EINQ (28)31/(&1).

€ Supp(P)

Following Csiszar’s f-divergence framework [Csi63], (R@~! — 1) is an f-divergence
for f:x — % — 1. We recall in Lemma 3 a few properties that follow from this
interpretation; proofs can also be found in [vVEH12,BLR18].

Lemma 3. For distributions P, Q the following properties hold for all o > 1:

1. Data processing inequality. For a (randomized) function f,

Ro(f(P); f(Q)) < Ru(P; Q).

2. Probability preservation. For any event E C Supp(Q):

a—1
o .

P(E) < (Q(E) - Ra(P; Q))
3. Monotonicity. o — R, (P; Q) is non-decreasing on (1,+00).

We need the following lemmas for our main proof. Lemmas 4 and 5 bound the Rényi
divergence between Gaussians of slightly different centers and standard deviations,
respectively. In the conference version of this paper, we relied on Lemma 4.2 from
[LSS14] instead of Lemma 4. This only guaranteed In R, < O (0?‘—‘;2 + e), and since
e ~ 2736 in FALCON, this was not sufficient for our purposes. In regimes of interest,
Lemma 4 guarantees In R, < O (O?‘—‘f(l + e)), a stronger statement which allows our
proofs to go through. Due to page constraints, the proofs of Lemmas 4 and 5 are

given in Sections B.2 and B.3, respectively; the proof strategies are very similar.

Lemma 4. Let e € (0,1/4], 0 > n.(Z), a > 1, and ¢,§ € R. Then:

a (o 2
Ro(Dzmers, Do) < oxp (M 1+ 0<e>>> (4)

Lemma 5. Let c € R, « > 2, € € (0,1/4) and 6 > 0 such that ad < 1/2. Let
01,09 > 0 such that o1 > /14 ad -n(Z) and |02 /03 — 1| < 6. Then:

InR (D D )<%(1+O( 4))
« Z,og,cy Y 7,01,c _4(1_a5)2 €01)).
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3.4 Fixed-point arithmetic

We replace the floating-point operations of FALCON with signed fixed-point arith-
metic [Yat24]. This decision is motivated by implementation considerations: fixed-
point arithmetic can be implemented efficiently on platforms where floating-point
arithmetic is slow, unavailable, or undesirable for constant-time and portability rea-
sons. From a numerical perspective, floating-point format gives values with a relative
precision over a wide dynamic range, whereas fixed-point provides a constant abso-
lute precision. The precision is fixed, and does not scale with the magnitude of the
represented values.

Representation A signed fixed-point value is stored as an integer, with an implicit
scaling factor 277. Let f € Z* be the number of fractional bits and let X be a k-bit
signed integer (in two’s complement). The represented real value is then

r=X.2-1

We denote the corresponding format Q;  with i such that i = £ — f, and ¢ including
the sign bit (see Fig. 2). We may refer to X as the integer representation of x,
k as the word length of the fixed-point format (in order to disambiguate from the
bit-length of the platform’s words, we refer to the latter as machine word length),
and f as its fraction length.

y) i W f \
) 7 < 4

T T T T T T T
01t 1ot 0ot 1t 0ol o0
L 1 ‘ 1 1 1 1

implicit radix point

Fig.2: A Q35 fixed-point number, its value is 3.125, and its sign bit is greyed-out

Equivalently, the values lie in [-2~1, 2i=!1 —27f] with step 27/. When converting
a real value to Q; ¢, rounding to nearest induces an absolute error bounded by 2-f-1
(and truncation by < 27/), assuming no overflow.

Main operations. Let x = X - 2=/ and y=Y- 2=/ be in the same format Qi r (for
simplicity).

1. Addition and subtraction. This is implemented as an integer add/sub, with
conservative range analysis to avoid overflow.

r+ty=(X+Y)- 27/
2. Multiplication. The product satisfies

zy = (XY)- 27,

14



To return to Q; y we rescale by 27 and round to nearest:

XY _
mul¢(X,Y) = {M ry ~ muly(X,Y) 277,
where |-] denotes rounding to the nearest integer. At exact half-points (XY =
2/=1 mod 2/ ), our reference implementation breaks ties to even; the bias-and-

floor variant {(X Y +2/-1)/2f J instead rounds ties towards +oo. Either tie-

break yields the same absolute error bound 2-7~1. Practically, this is computed
with a widened integer product (e.g., k x k — 2k) followed by a shift and
rounding, as depicted in Fig. 3. The fractional length is the sum of the length
of the two fractional parts, an overflow can happen for the integral part, and at
the end, we have to put the value in the input format: iy = 2¢ and f; = 2f.

T T T T T
e .| ] | o | o o o
L Py L
A 4

X

T T T T T T T T T T T T T T T

= e @] @] @] | | | | e | 6| 6| 6| 6| 6| | o
Py L
< Ng] \
A} is 7N fs 4

>>

Fig. 3: Multiplication in fixed-point for different formats

3. Shifts and rescaling. Multiplication/division by powers of two correspond to
integer shifts and are exact (up to overflow). Virtual shifts, or rescalings, can
reinterpret the format by moving the radix point implicitly. Moving from the
Q;, 1, format to the Q;, s, format is illustrated in Fig. 4.

i 71 ,
B ‘ ..... |-. 1 1 1 1
T T T '.l ...... |'....>| T
>> oil ol ol el ol ol oI o
\\\\\ 1 ! 1 1 1 Py 1
¢ & P2

Fig. 4: Virtual right-shift over 4 bits
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4. Division via Newton—Raphson. Division can be reduced to computing a
reciprocal. For y # 0, we compute an approximation of r ~ 1/y and return
x/y ~ x - r. Newton—Raphson for the reciprocal uses:

rep1 =1+ (1 —yry).

In fixed point, each iteration consists of a small number of multiplications and
additions; the number of correct bits roughly doubles per iteration once 74 is in
the convergence region. An initial approximation can be obtained by normalizing
y to an interval; in our implementation we use such a normalization-based seed,
and then apply a few iterations.

5. Square root via Newton—Raphson. Similarly, square roots can be computed
with Newton-Raphson on g(z) = 22 — a, yielding:

1 a
A= 5 2+ — .
Zt

This requires one division (or reciprocal) per iteration. Alternatively, one may
compute u & 1//a with

3 a ,

Upp] = Ut (2 — 2ut>, then v/a ~ au,

which uses only multiplications once wu; is initialized. Given that in FALCON we
only use square roots to normalize the (well-bounded) leaves of the tree (Line 7
of Algorithm 1), this method is very effective. As with reciprocal computation,
convergence is quadratic and a small number of iterations suffices to reach the
precision required by our bounds.

Type 1 vs Type 2 fixed-point formats. There are several flavors of fixed-point arith-
metic. For example, distinct operands may or may not have the same word length
k and fraction length f. Our implementations may use one of these two formats:

1. Type 1 — uniform k£ and f. This format uses uniform word length &k and
fraction length f across all operands. This is a simple format, however the integer
length ¢ = k — f needs to be dimensioned for the worst-case variable, which may
increase the word length. We use the notation i.f as shorthand for Type 1 format
with integer length i and fraction length f.

2. Type 2 — uniform k, per-operand f. This format uses uniform word length
k across all operands, but the fraction length f(z) is per-operand z. We note
that f(z) is still known at compile time (otherwise it would be a floating-point
format). Type 2 allows shorter word lengths than Type 1, however taking full
advantage of it requires more careful analysis at the design stage, and more
tedious bookkeeping of f(z) at the implementation stage.
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3.5 Notation on Binary Trees
A tree T is defined recursively from the root node.

1. T.leftchild the left subtree of the root
2. T.rightchild the right subtree of the root
3. T.value the value stored in the root

A child node is a root that has a parent (i.e. every node except the root). A node
with no child is called a leaf, otherwise it is an internal node. The level of a node is
its distance from the root, and the depth of a tree is the maximal level of its nodes.
A binary tree is perfect if all leaves have the same level ¢, in which case the tree has
21 _ 1 nodes.

4 Key Generation

This section performs a boundedness analysis for the key generation: Keygen (Sec-
tion 4.1) and its subroutines NTRUGen (Section 4.2) and ffLDL* (Section 4.3).

4.1 Keygen

Keygen is the key generation algorithm in FALCON. While the verification key pk
is an integer polynomial h € Z,[z]|/(z™ + 1), the signing key sk = (B,T) contains
a 2 x 2 matrix B and a tree T. The entries of B and T are FFT representations
of polynomials a € R[z]/(z* + 1), for k € {1,2,4,...,n/2,n}, stored as arrays of
floating-point (or, in our case fixed-point) complex values.

When using floating-point arithmetic, the precision used to store sk has an im-
pact on the distribution of signatures output when using sk. When using fixed-point
arithmetic, in addition to the precision, the magnitude of fixed-point values becomes
a crucial parameter; upper bounds are given in Lemma 6.

Lemma 6 (Boundedness of Keygen). Let sk,pk «+ Keygen(z™ + 1,q), where
sk= (B, T). For every node a in T:

||€L||oo < Vroot Zf& 1s the root
lla]|oo < 1 if a is an internal node (5)
llalloo < 1.17%-nH(Z2™)  if a is a leaf node

Furthermore, every entry 0f]§ is upper-bounded by max(vf.q, VF,G)-

Proof. The structure of this proof is as follows: (i) bounding the root of T, (ii)
bounding the internal nodes of T, (iii) bounding the leaves of T.

Ff*+Gg*

Bounding the root node. The value at the root of T is exactly l;:, where k = FFroe—

As per Lemma 7 (boundedness of NTRUGen), [|k|| < oot
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Algorithm 1 Keygen(¢,q)

Require: A monic polynomial ¢ € Z[z], a modulus ¢
Ensure: A secret key sk, a public key pk

1: f,g9,F,G + NTRUGen(¢,q) > Solving the NTRU equation
: 9|—f

2: B <+ {G —F

3: B+ FFT(B) > fcmul, fadd

4 G+« BoB* > fadd, fmul

5: T« fiLDL*(G) > Computing the LDL* tree

6: for each leaf of T do > Normalization step

7: | leaf.value < o/V/leaf.value > o as in Eq. (2). > fdiv, fsqrt

8: sk« (B, T)

9: h<+ gf ' modygq

10: pk < h

11: return sk, pk

Bounding internal nodes. As per Lemma 8 (boundedness of ffLDL*), each internal
node (i.e., any node except the root and leaves) is bounded by 1

Bounding the leaves. After flLDL*, each leaf contains a value a that satisfies ¢/ (agpv)? <
a < q- (agpy)?. This is true because flLDL* is equivalent to computing the Gram-
Schmidt orthogonalization of B [DP16]. The result follows from Line 7 of Keygen
and Eq. (2).

Bounding B. By construction of NTRUGen (Lines 7 and 13), every entry of B is
upper-bounded by max(vy.4, 7r,q)- O

4.2 NTRUGen

We recall the notations agpy and aunybria from [ENST23]. Given polynomials f, g,
agpy = acpv(f,9) and anybrid = onybrid(f; g) are the only positive values that
satisfy:

2 _ max IF (O +19(¢)
(acev)? = (Z I T )|), )

cen q " e

o (FOR +OP ]
(hybria) ‘m( ( p ’f(C)PHg(C)P))’ @)

where 2, = {¢}|i € Z3,,(n = exp(im/n)} is the set of the n complex roots of
™ + 1. As observed by [ENST23], agpv(f,g) < « if and only if the embeddings of
(ff*+99*)/q and of its inverse are less than a? on average, whereas anybria(f, g) < a
if all of the embeddings of these values are at most a?. We note that by applying
norm equivalences, ayyiriq and agpy are equivalent up to a factor Ve

agpy < Qhybrid < V- agpy. (8)
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Algorithm 2 NTRUGen(¢, q)

Require: A monic polynomial ¢ € Z[z] of degree n, a modulus ¢
Ensure: Polynomials f,g, F, G

1: oypgy < 1.174/q/2n > Precomputed
2: for i from 0 to n — 1 do

3: fi < Dz,g{f’g},o > Table-based
4: gi DZ,o{f,g},O > Table-based
5 f « ZZ fizt > f € Z[x]/(¢)
6: g > gz > g € Zlz]/(¢)
7: if |[FFT(f),FFT(g)||cc > 7r,9 then restart > fadd, fcmul, fmul
8: if ahybrid(f,g) > Yhybria then restart > fadd, fcmul, fmul
9: if acpv(f,g) > 1.17 then restart > fadd, fcmul, fmul, fdiv
10: if NTT(f) contains 0 then restart > Check that f is invertible mod ¢
11: F,G < NTRUSolve, 4(f, g) > Computing F, G such that fG — gF = q mod ¢
12: if (F,G) = L then restart > [Por25] also imposes ||F, G|oc < 127, which is good for FxP.
13: if ||[FFT(F),FFT(G)|l > 7r,c then restart > fadd, fcmul, fmul
14: Compute k = % > fadd, fcmul, fmul, fdiv
15: if |[FFT(k)||cc > Yroot then restart > Bound root node of Falcon tree

16: return f, g, F,G

Our tweaks: bounded checks. Algorithm 2 presents our tweaked version of
NTRUGen. Compared to [PFH'20], it adds four boundedness checks on candidate
keys (f, g, F,G). For FALCON-512, we take (7,9, Yhybrid, YF,G» Yroot) = (255, 4, 3500, 24).

Line 7 according to a threshold vy,

Line 8 according to a threshold Ynybrid,

Line 13 according to a threshold vr g,

Lines 14 and 15 according to a threshold ~;oot-

Ll o

The order of checks is deliberate. Lines 7 to 10 are placed before the time-consuming
call to NTRUSolve, so even if they increase the number of restarts by a noticeable
amount, their impact on the running time is small. On the other hand, Lines 13 and
15 can only be placed after the call to NTRUSolve, so we set vrg and 7root SO that
they almost never trigger a restart.

Also note that Line 7 is placed before Line 8, since knowing an upper bound on
|FFT(f),FFT(g)|/cc ensures we can compute apyhyrid in fixed-point with no overflow.
Similarly, after NTRUSolve, Line 13 is placed before Lines 14-15, since an upper
bound on [|[FFT(F),FFT(G)||c ensures we can compute k in fixed-point with no
overflow. The remaining check (Line 9) is the pre-existing FALCON Gram-Schmidt
test; it is placed after Line 8, since its orthogonalized component performs a fixed-
point division whose divisor is then guaranteed to be lower-bounded by ¢/ ’yﬁybrid.

Impact. The impact of our tweaks on NTRUGen is given in Table 2. A visual
illustration of the distributions and rejection thresholds can be found in Fig. 5. One
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can see that the impact on the running time is small, and the number of restarts due
to NTRUSolve failing even seems to slightly decrease, though the number of runs
is too small to establish a clear trend. Furthermore, since a small ayypriq correlates
with a small agpy, imposing a threshold on apypriq reduces the number of restarts
for the agpy check.

Table 2: Number of times each check triggered a restart, while generating 1000 keys
with NTRUGen. “-” indicates the check is not present. a is shorthand for FFT(a).
Restarts on Lines 12, 13 and 15 have a substantially higher cost.

Check | ||f,gllcc  amybria ey NTT(f) [(F,G)# L ||F,Glle |kl
Line Line 7 Line 8 Line 9 Line 10 Line 12 Line 13 Line 15

[Por25] - - 9911 264 102 - -
Ours 3208 8735 3716 122 92 0 0

Lemma 7 (Boundedness of NTRUGen). Let(f,g,F,G) < NTRUGen(z"+1,q).
It holds that:

OKhybrid(fa g) < “hybrid (9)

|FFT(a)||oc < 7vfg, wherea € {f, g}, (10)

|FFT(A)|loo < vra, where A€ {F,G}, (11)
Ff* + Gg*

FFT(E) oo < Yroot, where k= —2 29 12

|FFT(E)|lco < Yroot; where T tag (12)

Proof. The result is immediate by construction: Eq. (10) is enforced by Line 7,
Eq. (9) is enforced by Line 8, Eq. (11) is enforced by Line 13, and Eq. (12) is
enforced by Lines 14 and 15. O

4.3 ffLDL* and LDL*

We study ffLDL* and its subroutine LDL* jointly. In fixed-point, the main challenge
of ffLDL* and LDL* is the presence of a division in Line 2 of LDL*, which can produce
an arbitrarily large result. Somewhat surprisingly, we show in Lemma 8 that, except
at the root, the result of this division is bounded by 1.

Using the symplectic structure of the NTRU trapdoor, we are able to store only
the left subtree. This technique was first described in [SZZ'22], but we give an
interpretation of this technique in terms of symplecticity.

The idea is that the internal nodes of the right subtree are the opposite of the
internal nodes of the left subtree, and the leaves of the right subtree are in symplectic
relation (in the sense of Definition 2 below) with those of the left subtree. We thus
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Fig. 5: Empirical distribution of the quantities |[FFT(f)|oo, |[FFT(F)|lc0, 0thybrid and
IFFT(k)||co for candidate f,g,F,G generated in NTRUGen, each quantity being
measured before its rejection step; discretized for readability. Red lines: rejection
thresholds Vf,g> VF,G> Yhybrid and “Vroot -

only generate the left subtree. This allows for a better precision analysis, as bounding
the root of the left subtree is much easier than bounding the root of the right subtree,
which stems from Dy = ¢2 - 4! (with v = f f* + gg*) and is harder to control
directly. From an implementation perspective, it also cuts down the time for the
generation of the tree and the storage requirements (about 40 kB for a full Falcon-
512 tree in double precision) by half. For simplicity, we do not show here how to
generate the tree on-the-fly, but this technique is used in the C implementation.

The ffLDLY,, algorithm only generates the left subtree at the beginning of the
recursion, and the Symplectree algorithm builds the right subtree. Our boundedness
analysis below is stated for ffLDL*; it applies unchanged to the ffLDLY,,+Symplectree
variant, since both compute the same tree.

Remark 1. Fig. 6 represents the tree T output by ffLDL*. The tree has depth d =
logy n, meaning there are d + 1 levels including the root level 0. Each level ¢ €
{0,...,d} contains 2¢ nodes, each of which has a value @ = FFT(a), where a is a
polynomial in R[CL‘]/(CL‘”/@Z) +1).

To make our proofs formal, we index intermediate values in ffLDL* and LDL*
according to the recursion in which they appear: G, LI, DI and similarly for their
individual entries. We set ¢ = 1 the top-level call to flLDL* and LDL*, and i = 2 - 4
(resp. i = 2-1ig + 1) if ¢ is the left-child (resp. right-child) recursive call to ig. This

21



Algorithm 3 LDL*(G)

Require: A full-rank self-adjoint matrix G = (G”) € FFT(Q[z]/(¢))**?
Ensure: The LDL* decomposition G = L © D ® L* over FFT(Q[z]/(¢))
Format: All polynomials are in FFT() representation.

1:

2:
3:
4

5:

Doo — Goo
LlO — G10/G00 > fdiv
Dii + G — Lo ® Lw ® Goo > fadd, fmul

L« ! 0 ]A)e DAOO 0
Lio|l 0 |D1u1

return (L, D)

Algorithm 4 ffLDLTop(G)

Require: A full-rank Gram matrix G € FFT (Q[m]/(xk + 1))2X2
Ensure: A binary tree T
Format: All polynomials are in FFT representation.

1:

2:

3:

(L,D) « LDL*(G) &> | Discard Dy,
- . 1]0] - Doo| 0
T.value < Lio >L = # D= Dj’“‘ AO
Lio| 1 11
doo, do1 < splitfft(Doo) > di; € FFT(Q[z]/(2"/? + 1))
o . [dnld
do1 |doo

T.leftchild < fILDL* (Go)
T.rightchild < Symplectree(T.leftchild, k/2) > Right subtree derived by symplecticity [SZZT22]
return T

is illustrated in Fig. 6. At internal nodes, normalized and raw trees coincide, so the
right-node value remains —L1g. Only the leaf rule changes. For o, the leaf from the
left subtree and og the leaf from the right subtree, we have:

0_2

ORp+——> —.
qorL

Symplectic pairs. In Definition 2, we define symplectic pairs, which generalize
symplectic matrices. In FALCON, symplectic pairs are helpful in many ways:

1. In the proof of Lemma 8, we use them to lower bound divisors, which is crucial

for correctness.

2. At an algorithmic level, they are used to compute half of the tree, and get the

other half for free.

3. Looking ahead, we will also use symplectic pairs in Lemma 12 in order to perform

the boundedness analysis of ffSampling.
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Algorithm 5 ffLDL*(G)

Require: A full-rank Gram matrix G € FFT (Q[z]/(z" + 1))**?
Ensure: A binary tree T
Format: All polynomials are in FFT representation.

I (L,D) « LDLH(G) DL—% U}D_{&}

2: T.value < f)w

3: if (n=2) then

4: T.leftchild < Doo

5: T.rightchild < D14

6: return T

7: else

8: doo, do1 « splitfft(Doo) > dij € FFT(Q[z]/(z"/? + 1))

9: (ilo, dA11 — Sp|itfft(ﬁ11)

- {d d] G o {d d}
d61 doo di(l le

11: T.leftchild « fILDL*(Go)

12: T.rightchild « flLDL*(G1)

13: return T

Definition 2 (Symplectic pairs). Given two real matrices M € R**%¢ gnd
N € R**2¢ e say that (M, N) is a $-symplectic pair® if:
t 0 L
M'-J-N=p3-J, where J= . (13)
-I,0
. . a0 c0 . .
For diagonal matrices 0b and 0dl’ Eq. (13) simplifies to:
a-d=b-c=p0. (14)

We use symplectic pairs in order to bound the intermediate variables and outputs
of flLDL*. Due to page constraints, the proof is deferred to Section B.4.

Lemma 8 (Boundedness of fflLDL*). Let (i) f,g,F,G < NTRUGen(z" + 1,q),
(ii) B + [é _1{:] (iii) B < FFT(B), (iv) G « B x B*, and (v) T + fiLDL*(G),

as in Lines 1 to 5 of Keygen. For every real matrix DUl with i > 1, each of its
diagonal coefficients (d;;); is upper- and lower-bounded as:

¢/ (nybria)? < djj < q - (Qhgbrid)?- (15)
Furthermore, every non-root IA/[I%, with © > 2, is upper-bounded as follows:
(ahybrid)4 -1
(ahybrid)4 +1

5This terminology is inspired by the fact that a matrix M is said to be symplectic if M¢-J-M =
J. In particular, M is symplectic if and only if (M, M) is a 1-symplectic pair.

[ L10]|o < <1 (16)
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Algorithm 6 Symplectree(T, k)

Require: A binary Falcon tree T, a power-of-two ring degree k
Ensure: A binary Falcon tree T2, in symplectic relation with T,
Format: All polynomials are in FFT representation. This algorithm can be done on-the-fly during
signing.
Ta.value <~ —Tj.value
if (k =2) then
To.leftchild + 2 > £div

1

2

3

4: | Tarightchild ¢+ % > £div
5: return T»

6: Ta.leftchild < Symplectree(T;.rightchild, k/2)

7: Ta.rightchild < Symplectree(T;.leftchild, k/2)

8: return Ts

Fig. 6: Falcon Tree T. ¢%symplectic pairs (DI, D]} (in the sense of Definition 2)
between matrices are illustrated in green dashed arrows. The tree nodes store the
lAL[f(]), while the pairing relates the associated diagonal matrices f)[i]; the self-loop on
the root reflects that DI forms a ¢*-symplectic pair with itself.

The root i = 1 is excluded from Eq. (16): ﬁ[ll] = k does not arise from a splitfft and
may exceed 1; its magnitude is instead controlled by the dedicated 700t check in
NTRUGen (Line 15 of Algorithm 2).

5 Signing

5.1 Sign

Sign produces a target t from the message, and feeds it to its subroutine ffSampling.
We propose a simple tweak to Sign which improves the boundedness of ffSampling’s
input. We notice that D yB),¢,t.B = tint - B+ DA(B),0,t5,.-B Which is what allows us
to gain precision here. We show in Lemma 9 that a Gaussian sampling on tg.c is
equivalent to a Gaussian sampling on t: the signature is independent of ti,.
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Sign with the NTT-based target construction. Let t = tiy + tgac be the inte-
ger/fractional decomposition (cf. Lemma 9) of the target t = ¢ - (—F, f), and let
Qterac = q - tac € Z*". Since ¢ -t = ¢+ (=F, f) and ||qtgaclloo < q/2, we have
Qtgac = (—c- F, ¢- f) mod Tq, so we can compute it directly by a pair of NTT mul-
tiplications modulo ¢, avoiding inexact FFT operations. Algorithm 7 implements
this construction. The remainder of the algorithm is unchanged compared to the
original specification [PFH™20].

Lemma 9 shows that the principle applied via our tweak results in a distribu-
tional equivalence. This goes a bit further, and KAT vectors can, in principle, be
preserved. Indeed, making the randomness rand of ffSampling explicit, for any ti
being the FFT of an integer vector, it holds that ffSampling(tgac + tint, T;rand) =
tint + ffSampling(tgac, T; rand). However, the paragraph “LTYZ25 divergences and a
fir” below shows that reality is a bit more subtle.

Algorithm 7 Sign (m, sk, [3%]), NTT-based target

Require: A message m, a secret key sk, a bound |37 ]
Ensure: A signature sig of m
1: r < {0,1}3% uniformly

2: ¢ < HashToPoint(r||m, g,n)

3: qtfrac & ((—c - F') mod iq, (¢- f) mod j:q) > via NTT; integer, ||qtfrac|lco < /2
4: terac < FFT(qtaac) - 1/q > fadd, fcmul
5: do

6: do

7: z < ffSampling,, ( tac , T) > [tiracl|oc < 1/2 in coefficient domain
8: s = (tirac — 2)B > fadd, fmul
9: while ||s||? > |5?]

10: (s1,82) < invFFT(s) > fadd, fcmul
11: s «+ Compress(sz, 8 - sbytelen — 328)

12: while (s = 1)
13: return sig = (r,s)

Lemma 9 (Correctness of our tweaked Sign). Let A(B) be our lattice and
tint € Z2" and tgac € [—%, %]2", such that t = tgac + ting. Then:

DaB),otB = tint - B+ DAB) o tqaB- (17)

Proof. Let z € Z*"; for brevity, we write pc(x) = p,(x — ¢). The probability of z
being sampled from D4 g, 4+, 1S:

p(tint+tfrac)'B(Z : B) — p(tint+tfrac)'B(Z : B) — ptfrac'B ((Z - tint) ’ B) (18)
ZXEA p(tint+tfrac)‘B (X) ZXGA ptfrac'B (X) ZXGA ptfrac'B (X)

This is equal to the probability of z being sampled from D () o.t...B + tint - B. O
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LTYZ25 divergences and a fix. When applying the tweak in Algorithm 7, we
started observing noticeable discrepancies between the reference floating-point im-
plementation and ours: both implementations produced valid, yet distinct signa-
tures. The rate of divergence was about 1/8000.

While we initially thought this was due to an implementation mistake, we found
that applying the tweak to Pornin’s “c-fn-dsa” implementation (https://github.
com/pornin/c-fn-dsa) resulted in a similar divergence rate, suggesting that it is
independent of the choice of representation (floating-point or fixed-point). Upon
closer inspection, we found that whenever the standard and tweaked signing pro-
cesses diverged, they did at either the first two or last two calls to SamplerZ, and
this happened when the corresponding centers ¢; were exact integers.

As it turns out, this behavior was predicted and studied in a paper by Lin, Ti-
bouchi, Yu and Zhang [LTYZ25], or LTYZ25. Heuristic 1 of [LTYZ25] posits that the
first two (resp. last two) calls to SamplerZ have a probability 1/q (resp. 1/||g, —f|?)
of having a center ¢; that is an exact integer. Since the first step of SamplerZ com-
putes | ¢ |, if two implementations compute ever-so-slightly distinct centers ¢;+¢ and
¢; — €, then they will diverge no matter how small € is. This is exactly what happened
in our case. For FALCON, we have 1/q + 1/||g, —f||?> = 1/7101, which is consistent
with our empirical divergence rate of about 1/8000. [LTYZ25] presented examples
of implementation choices (fused multiply-add instructions, emulated floating-point
arithmetic) that can trigger this behavior, and our tweak is another such example.

Section 7.1 of [LTYZ25] suggests to fix this by applying two joint fixes:

1. Tweaking SamplerZ to apply rounding rather than truncating;
2. Forcing ||g, —f||* odd.

After applying both fixes, the divergence completely disappeared. We note that
these fixes, especially the first one, result in a different set of KATs than those of the
Falcon reference implementation. Nevertheless, our take-away from this experience
is that slight idiosyncrasies of the code can result in KAT divergences at a rate
of up to 1/8000, even when two versions are mathematically equivalent, and even
with arbitrarily high precision. The only robust countermeasure, in our opinion, is
to apply the LTYZ25 fixes [LTYZ25] to the final FN-DSA standard.

5.2 ffSampling

This section performs a boundedness analysis of ffSampling. We first recall in
Lemma 10 a result from [FGAG™26], stating that the output distribution of ff-
Sampling is statistically close to a true discrete Gaussian. We make explicit a few
assumptions that are implicit in the original lemma.

Lemma 10 (Distribution of ffSampling, Lemma 7 of [FGdG "26] adapted).
Let B € (Qlz]/(z* +1))2%2, B « FFT(B), G « B-B*, and T « fLDL*(G). Let
e € (0,1/4), a standard deviation o > 1n.(Z**)-||B||gs, and t € (Q[x]/(x* +1))2. Let
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Algorithm 8 ffSampling,(t, T)

Require: t = (fy,%,) € FFT (Q[m]/(azk + 1))27 a FALCON tree T
Ensure: 2 = (%,2%1) € FFT (Z[x}/(:ﬂk + 1))2

Format: All polynomials are in FFT representation.

1. if k =1 then

2 o’ « T.value > It holds that o’ € [Omin, Tmax]-
3 20 SamplerZ(fg,U') > For k =1, (lf,,;?,) = ti, z;. Assume zg ~ Dy o/ 4,

4: 21 < SamplerZ(t,,0") > Assume z1 ~ Dy ./ 4,

5: return z = (2, 21)

6: (£, To, T1) < (T.value, T.leftchild, T.rightchild)

7

8

: b1 < splitfft(f1) >t € FFT (Q[l:]/(;l:k/z + 'l))2, likewise to below. > fadd, fcmul.

: 21 < ffSampling k/g(fl,TQ > First recursive call to fiSampling ;, /2
9: 21 < mergefft(21) > 21 € FFT (Z[:I;]/(:I:A’/2 + l))z. likewise 2o below. > fadd, fcmul.
10: fhy «—to+ (i —2) 01 > fadd, fmul.
11: to « splitfft(fy) > fadd, fcmul.
12: 2o < ffSampling j/2(to, To) > Second recursive call to ffSampling ;. /o
13: %o + mergefft(zo) > fadd, fcmul.

14: return 2 = (2o, %1)

% < ffSampling(t, T), s == (t —z) - B, Dy be the distribution of s and Dy = Dy, , be
the centered Gaussian distribution of parameter o discretized over the coset Ay =
A(B)+t-B. Let us note a < b as shorthand for a < b-(1+o0(1)). For any s* in Ag:

exp(—26) < (1—6/21:)% _Dish) _ <1+6/2k

2k
1+¢/2k) ~ Do(s*) = \1 —6/2k:> < exp(2e). (19)

Lemma 12 bounds with overwhelming probability all intermediate variables in ffSam-
pling. The proof expresses them as inner products between a (translated) discrete
Gaussian and a fixed vector. This allows to bound them using concentration bounds
(Lemma 1). Lemma 12 uses a technical lemma (Lemma 11) on the coefficients of in-
verse square roots of the matrices Gl appearing in flLDL*. The proof of Lemma 12
is deferred to Section B.5.

. . 2x2

Lemma 11. Fori > 1, let G = Gl ¢ FFT(Q[m]/(mk+ 1)) “ be as appearing

in fILDL* (see Remark 1). There exists a factorization G = B - B*, such that
22 .

B e (]R[x}/(xk + 1)) * and every complex entry of B™! is bounded by Biyy

By = ifi=1, By = Shybrid otherwise. (20)

Proof. For the special case i = 1, if B = Bl then B~! = 1.

q

l_F f] and the entries
ey

of B! are therefore bounded by ’YFT’G.
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Now we study the general case. The factorization of G is immediate from LDL*

(Algorithm 3): if we note G = [GAEO Gf”] , then

Gt G
10 Doy 0 Lo =2,
00
G =L-D-L*, where L = D=|"% _ 21
G ere [Llo 1] [0 Du]’ Doo = Goo, (21)

Dy = Gi1 — L1,Gho

We may set B=L-VD (f) is diagonal, and its diagonal entries are positive in R).
Therefore

Bl L2 {1 _ Do 1/2 0 ‘ } 0 _ Do 1/2 ‘ 0
0 D2 |~Lwl| |-Ly D% DY?
(22)
Following Lemma 8, each complex entry of Blis upper-bounded by amnybrid/ V-

O

Lemma 12 (Boundedness of ffSampling). Let k < n be a power of two. Suppose
that ||tV < B. For any i > 1, the intermediate variables z = 2l and t = tl? in
ffSampling are bounded with probability > 1 — 27 :

||E||OO < B+ 2AChﬂd \/ﬁ <’Yr00t + \@ + 1) (23)

A= Aoy =270 12 ifi=1,

24
A= Apjqa =270 ah\y/"g‘d ifi > 2, (24)

12]lo < [[Elloo + A - VE, {

where 7 = /2(\ + logy(2nlogn) + 1) log 2.

5.3 SamplerZ

Due to space constraints, the formal description of SamplerZ is given in Section A.
However, we provide bounds on its internal variables in Lemma 13.

Lemma 13 (Boundedness of variables in SamplerZ and its subroutines).
19? 182
202, 202,

SamplerZ. Note that xmax < 62 for Falcon parameters. Suppose that the input y € R
of SamplerZ(Algorithm 9) is B-bounded. Then:

1. In SamplerZ, every floating/fized-point variable is Bi-bounded, for By = B +
Tmax, and its output is Be-bounded, for Bo = B + 19.

2. In the BerExp subroutine of SamplerZ, z is an integer in {0,...,2* — 1}, and the
comparison variable w is an integer in {—255,...,255}. The floating/fized-point
variables s, are Bs-bounded, for Bs = Tyax/1n(2).

3. In the ApproxExp subroutine of BerExp, the input x is In(2)-bounded. The other
variables 1y, z are integers in {0,...,263}.

Let xmax = - where 19 and 18 are the extremal values of |z| and zy in
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5.4 Distribution of Fixed-Point Falcon

We first recall a result from [HPRR20]. At its heart, Lemma 14 is a Rényi diver-
gence argument, casting the security game as a single algorithm making @, calls to
distributions. The main difference compared to usual Rényi divergence arguments
is that Lemma 14 handles the case where the i-th call depends on the previous one.

Lemma 14 (Lemma 11 in [HPRR20]). Consider a cryptosystem Cp in which a
Qs-uple (xg, ... xQ,—1) is drawn according to a distribution P. Assume that Cp is A-
bit secure against a search problem. Let us consider a copy of the latter cryptosystem,
denoted Cg, where the only difference is that (xo,...xQ,—1) is drawn according to a
distribution Q such that Supp(Q) C Supp(P).

We denote (xo,...xq,—1) the random variables corresponding to (zo,...xQ,—1)
that follow P or Q depending on the case. For 0 <1i < Qs, we denote by Py<;(-|r<;)
(resp. Qjj<i(-[v<i)) the conditional distribution of v; given the knowledge of (x1,...,%i-1) =
T<i under P (resp. Q). If, for all 0 < i < Qs, and for all i-uple x; in the support
of Q restricted to its first i variables,

Roa-1(Qijos» Pifa,) < 1+ (25)

1
4Qs°
then Cg is (A — 1)-bit secure against the search problem.

On SamplerZ. Theorems 1 and 2 model SamplerZ as an ideal Gaussian sampler. In
practice, SamplerZ is an adaptation of a sampler from [HPRR20], which is shown in
their Theorem 7 to be statistically close to an ideal Gaussian sampler. For pragmatic
implementation reasons, SamplerZ makes one tweak (Line 3 of BerExp) that voids
out Theorem 7 of [HPRR20], preventing us from directly plugging in SamplerZ in
these theorems.” However, we do not expect this tweak to make any change in the
concrete security of SamplerZ, therefore we assume that the bounds obtained via
Theorems 1 and 2 are applicable to the real FALCON signature scheme.

Theorem 1. Consider FALCON = (Keygen, Sign, Verify) the FALCON signature im-
plemented with arbitrary precision, and FALCON = (Keygen, Sign, Verify) be FALCON
implemented in fixed-point arithmetic, where Sign (resp. Sign) can be queried at most
Qs times. We assume that SamplerZ is a perfect Gaussian: for z < SamplerZ(t, "),
z ~ Dy o ¢. During an execution of Sign, the center of each call to SamplerZ (resp.
the restart decisions) is a deterministic function of the message and of the history
(the salts drawn and the integers returned by the previous calls). Assume there are
global constants A, and Ay such that:

"Line 3 caps s at 63, so that the acceptance probability of BerExp is lower bounded by about
2764 Therefore the sampled distribution has a slightly heavier tail than the ideal one. We do not
expect this to impact security, although proving it formally is a non-trivial and interesting question.
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1. Forany (f, g, F,G) output by NTRUGen, the leaves (0;);cjan] and (7i)ic[2n) of the
trees computed from (f, g, F,G) in exact and fized-point arithmetic, respectively,
satisfy:

E.
= 1‘ < A,.
g;

2. For (sk, sk) as in the previous item, for any message and any history, the centers
t; and t; computed by Sign and Sign from the same history satisfy:
|t; — t;| < Ag.

Furthermore, let o« = 2X\ — 1, and let € < 1/4 be a smoothing loss such that owyin >
max(1l,v14+3a A, - n(Z)). Let N = 2nQs(1 + ¢) for a small constant ¢ < 1.
Assume that a Ay < 1/8 and that:

1
exp (30 A2 (1+0(e+a 4,))) <1+, (26)
A2 1
exp <a2t (1+O(€+Ag+1/04))> §1+m- (27)

If FALCON has a bit-security A in the UF-CMA game (unforgeability against chosen-
message attacks), then FALCON has a bit-security at least X\ — 2 in the same game.

Proof. Our goal is to apply Lemma 14 twice. FALCON is a cryptosystem making
at most N queries to SamplerZ, modeled as a perfect Gaussian sampler Dz, 1, .,
where i € [2n] and j € [Q}] where Q) = Q4(1 + ¢). Note that a signing query
restarts whenever the candidate signature is too long or fails to compress (Line 9
and 12 of Algorithm 7). Both events have probability at most 2-14 per iteration for
FALCON-512 [PFH"20], which we capture with the additive term c.

First hop. We introduce an intermediate FALCON, where the leaves of T are swapped
to (7;)i, but the algorithm is otherwise identical to FALCON. This swaps each
Dz,0, 1, ; for Dz, 1, ;, whose divergence we bound with Lemma 5. Let 4; := |ai2 /512 —
1| be the relative error on o2, so that §; < 2 A, + O(A2); in particular §; < 3 A,,

7

so that o; > opmin > V1 4+ ad; - ne(Z) and Lemma 5 applies. We have:

Vi.j, Ra(Dzzit; Daousi,) <exp (30 A2(140(c+ad,))).

Since Eq. (26) is true, we can apply Lemma 14 and FALCON is unforgeable under
chosen-message attacks with at most a 1-bit loss.

Second hop. Swapping from FALCON to FALCON is equivalent to replacing every
ti; by tij. We apply Lemma 4 at 0 = 7; > omin (1 — Ay) > ne(Z), folding its
ot =1+ O(1/a) and 1/67 = 1+ O(4,) into the O(-):

o—

2
t

A
Vi,j, RO‘(DZ,Ei,ZL]-?DZuEi:ti,j) § exp (Od (]_ + 0(6 + Ao- + 1/0[))) .
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Since Eq. (27) is true, we can apply Lemma 14 and FALCON is unforgeable un-
der chosen-message attacks with at most a 2-bit loss. The second application of
Lemma 14 is made at the security level A — 1 reached after the first hop, so it nomi-
nally requires the order 2(A — 1) — 1; the bound above holds a fortiori at that order,
since R, is non-decreasing in « (Item 3 of Lemma 3). O

Instead of working with the worst-case error for the Rényi divergence, as is done in
[HvVST'26], we can work instead with the average error, by leveraging the multi-
plicativity of the Rényi divergence. In Theorem 2 below, we show that the suitable
average is the quadratic mean, also known as the root mean square.

We will first need two tools. The first one is a variant of Lemma 14, in which
the per-call conditions (25) are replaced by a single bound on the joint divergence;
its proof is deferred to Section B.6.

Lemma 15 (Slight generalization of [HPRR20, Lemma 11]). Consider a
cryptosystem Cp in which an N-uple x is drawn according to a distribution P.
Assume that Cp is A-bit secure against a search problem. Let Cg be a copy of this
cryptosystem, where the only difference is that x is drawn according to a distribution

Q such that Supp(Q) C Supp(P). If

1 N
< -
Rona(@P) < (14 41) (28)
then Cg is (A — 1)-bit secure against the search problem.

The second tool is a chain rule for the Rényi divergence of adaptively generated
tuples. Bounding each factor by its supremum over the histories x.; recovers the
iterated Proposition 4 of [HPRR20]; the point of this version is that the supremum
is taken over full executions of the pathwise product, so that the per-call divergences
may be averaged along each execution, which is exactly what the RMSE hypotheses
of Theorem 2 provide.

Lemma 16 (Chain rule along executions). Let o > 1. Let Q,P be two dis-
tributions over tuples x = (x1,...,%m), specified by their conditionals Qjjz.; and
P; with Supp(Q) C Supp(P). Then:

<>

R.(Q,P) < sup H R, ( ile<is 2|x<1) ) (29)

zeSupp(Q) j—1

Proof. For a prefix x<;, write:

$<Z Z Qz|ac<Z z|a:<l (é.)l_a = Ra(Qi|m<i7Pi\x<i)a_l (30)

1’<] H Qz|:p<l 1‘2 z|9c<2 (xi)lia (31)
1<

x<g HM x<z (32)
1<j
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We claim that 35, _ w(z<;)/f(r<;) = 1 for every j < m, by induction on j. For
j =1 this is Ml/]\fl = 1. For the inductive step:

Nea _ w(r<j1)
Zf Z f Mj(z<;) %Qﬂx“ 73" Pifncy (23 = 2 flrgia)’

since the inner sum is exactly M;(x<;). Therefore

Ro(Q P =3 ule) = 2 504() < (sup (@) 30 5] = sup [[ Mo

and taking (a — 1)-th roots concludes the proof. 0

Theorem 2 (Working with the RMSE). Using the notations of Theorem 1.
Assume there are global constants A, and Ag such that:

1. For any (f, g, F,G) output by NTRUGen, the leaves (0i)icj2n) and (Gi)ic[2n] of the
trees computed from (f, g, F,G) in exact and fized-point arithmetic, respectively,
have the quadratic mean of their relative error bounded as:

1
o 2
\l 2n 1€[2n]

2. For (sk, sk) as in the previous item, for any messages (mj)jejqu) and any history,

0;
7_1
g

< A, (33)

the centers (t; ;)i; and (% ;)i; computed by Sign and Sign from the same history
have the quadratic mean of their absolute error bounded as:

SN g - tiyl” < Ae (34)
J 2nQs ;E10) ién)

Furthermore, let o = 2\ — 1, let d be such that max; |7;/0; — 1| < 0so for any
(f,9,F,G) output by NTRUGen, and let ¢ < 1/4 be a smoothing loss such that
Omin > Mmax(1,v/1+ 3 adx - 1e(Z)). Assume that adso < 1/8 and that:

exp (300 AZ (14 0(e + adu))) < L+ (35)
exp (O‘QA% (1+0(e+5oo+1/a))> < 1+ﬁ (36)

If FALCON has a bit-security X\ in the UF-CMA game (unforgeability against chosen-
message attacks), then FALCON has a bit-security at least A\ — 2 in the same game.

Proof. As in Theorem 1, we view FALCON as making N = 2nQs(1 + ¢) queries
to a perfect Gaussian sampler Dy 5, 1, ., and we go through the same intermediate
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FALCON, where only the leaves (o;); are swapped for (7;);. Let P, Q, R denote

the distributions of the view of the adversary in FALCON, FALCON and FALCON,
respectively. By Lemma 15, it suffices to show that R,(Q,P) and R,(R,Q) are

both at most (1 + ﬁ)N

First hop. Lemma 5 bounds Ro(Dz5, 1, ;, D70, ;) uniformly in the center ¢, hence
uniformly in the (history-dependent) t; ;; iterating [HPRR20, Proposition 4] there-
fore gives:
Ra(ga P) S H H sup Ra(DZ,Ei,m DZ,O'Z',C)‘
ic(2n] jelQy) °F
We bound each factor by Lemma 5, exactly as in Theorem 1 but keeping the indi-
vidual errors. Let

8 =02 /5?2 — 1] (37)
= 0; <2[7;/oi — 1] (1 + O(ds)) < 3000 (38)
jaizaminz \/14—0451776(2) (39)

30461.2

Thus Lemma 5 applies, and each factor is at most exp < - (1+0(e+ aéoo)))
Multiplying, then applying Eq. (33) and Eq. (35):

Ra(@.P) < exp (22 (140l + 00:)) @, Y 67)

i€[2n]
<exp (N -3aAZ(1+0(e+ adw)))
1\

< (14—

< (14 1)
Second hop. Swapping from FALCON to FALCON replaces every t; ; by #; j, and these
centers vary with the execution, which is why we need the RMSE. Lemma 16 bounds
R.(R, Q) by the supremum, over the executions (a history of sampler outputs and

adversarial messages), of the product of the per-call divergences realized along that
execution. We fix such an execution. As in Theorem 1, Lemma 4 applied at ¢ = &;

bounds the call (4, j) by exp (M (14 O(e+ 000 + 1/04))), so that:

@ 7 2
[ II Ra(Dzsi,, Dasin,) < exp (5 (14 Ole+ 0o+ 1/)) 3 [Fiy — tigl?)
i€[2n] j€[QL] iJ
a A?
2
where the last inequality is Eq. (34) applied to this very execution — the “for any
history” quantifier of Item 2 is exactly the supremum required by Lemma 16. Tak-
N
ing the supremum and applying Eq. (36), we get Ry(R,Q) < (1 + 4%\,) , which
concludes the proof. O

gexp(N- (1+O(e+5oo+1/a))),
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We instantiate Theorem 2 with experimental numbers computed in Section 7.5. This
gives us 200 queries. We note that this is higher than expected using the methodology
of [Prel7]. It would be interesting to apply our proof technique to the experimental
errors found in [HvVS™26].

6 Type 1 Implementation in C and Benchmarking

6.1 Implementation overview

Our implementation is derived from the public FALCON reference code submitted to
NIST, and is primarily intended to validate the algorithmic and analytic changes in-
troduced in this work. For this reason, the codebase currently contains three variants
sharing a common structure: (i) the original native floating-point; (ii) an integer-only
emulation of floating-point arithmetic (also from the original implementation); and
(iii) our new fized-point implementation incorporating the optimizations described
in this paper. This allows us to perform relevant comparisons (including KATs,
differential testing, and benchmarking) while keeping the surrounding control flow
identical. Each variant can be chosen at compilation time by using the appropriate
compilation flag.

A key design goal is modularity: our core routines (FFT-related code, tree con-
struction, and sampling) are written so that the same high-level algorithm can be
instantiated either with native doubles or with fixed-point arithmetic.

https://github.com/fixed-point-fndsa/fixed-point-c

6.2 Implemented optimizations

Our implementation includes several optimizations, some of which are generic and
beneficial even when using native floating-point (e), and some of which are specifi-
cally aimed at eliminating floating-point arithmetic (*).

e Symplectree. We exploit the symplectic structure of NTRU bases to store and
generate only one half of the Falcon tree, reconstructing the other half on-the-
fly. Working only with the left tree saves us from doing one LDL* step, which
improves the precision. This reduces the tree memory footprint by (almost) a
factor two and also cuts the tree-generation cost accordingly (Section 4.3).

e Using tg.. in ffSampling. We implement the decomposition t = tint + terac
and feed only tgac to ffSampling. This reduces the amplitude of sampler inputs
(hence precision pressure) without changing the distribution of valid signatures.

* Float-free signing path. In our fixed-point variant, no floating-point arith-
metic is used in key generation, signing, or verification: all real/complex opera-
tions involved in FFT-domain computations and sampling are performed with
fixed-point integers.
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* Fixed-point key generation components. For the NTRU solving portion of
key generation, we reuse and adapt Pornin’s fixed-point NTRUGEN implementa-
tion [Por25] as a module, and we integrate our additional bound checks (e.g., on
Ohybrid and FFT norms) into this pipeline. These checks provide unconditional
bounds on intermediate magnitudes and greatly simplify fixed-point range man-
agement.

6.3 KAT preservation and current engineering pitfalls

KAT-preserving strategy. We emphasize that our fixed-point implementation is
designed to stay as close as possible to the original FALCON KATs without modi-
fying the deterministic randomness stream. To that end, we keep the same control
flow and random draws as the reference implementation whenever feasible, and we
avoid changes that would desynchronize the RNG state even if they produce valid
signatures.

In particular, we currently do not deploy the square-root removal technique
inside SamplerZ, because this change modifies how randomness is consumed (even if
the resulting signatures remain valid) and the speed tradeoff is unclear. Instead, we
keep the original structure and implement a fast constant-time iterative square-root
routine.

In addition, since our NTRUGen includes additional bound checks, it rejects a
larger fraction of candidate keys than the baseline reference. This does not affect
security or correctness, but it changes the key generation flow. Therefore, for strict
KAT verification we currently rely on the reference key generation, while we bench-
mark our modified key generation separately.

Fixed-point formats. At this stage, for simplicity and stress-testing, the imple-
mentation is Type 1: it uses a uniform 64.64 representation for fixed-point values.
This is intentionally conservative and comfortably satisfies the bounds derived in
the paper, but it is not optimal: it incurs a performance and memory overhead
compared to the multi-format design implied by our precision analysis. Additional
engineering work is required to implement the heterogeneous fixed-point formats
described by the analysis, and to systematically apply format-specialization across
all subroutines. A Python Type 2 implementation is detailed in Section 7.

Constant time policy. The current implementation has been tested for constant-
time using timecop®. While this tool is neither sound, nor complete, it allows for
a quick overview of the current state of the implementations, and is easy to learn
for developers [JFD*22 FDJ"24]. Running the analysis currently returns some false
positives (manually confirmed as benign), but a more extensive and sound testing
may be suitable before real-world deployment. This is out of scope of this contribu-
tion, and is considered future work.

8https://www.post-apocalyptic-crypto.org/timecop/
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6.4 Benchmark

We benchmark on a commodity laptop equipped with an Intel(R) Core(TM) Ultra
7 155H. To reduce measurement noise, we disable TurboBoost, fix the CPU fre-
quency, and pin the benchmark process to a single core. In this configuration, the
measured core frequency is stable at 4.8 GHz. For all tests, the code was compiled
with gcc 13.3.0, optimization level -03, on Ubuntu 24.04.

We compare (when applicable) the three variants: native floating-point, emulated
floating-point, and our fixed-point implementation. We also report the results for
the native version including the generic optimizations.

Table 3 reports the current end-to-end performance of our implementation. Since
the current fixed-point signing path uses a conservative 64.64 format throughout,
these numbers are pessimistic with respect to the final design.

Table 3: Benchmark results for Falcon-512. Speedups: Apative = Native,er /Nativeyey
(generic optimizations), Ag, = Emuer/Fixedpew (no-float variants), Ag, e =
Native,ef/Fixedpew (native to fixed point). Values > 1 indicate faster execution.

‘ Native ‘ No-float ‘ Speedup
Operation ‘ ref new Anative emu fixed Agp ‘ Agp /tx
Keygen (ms) 4.0 2.7 1.48x 8.6 2.7  3.18x 1.48x
Expand key (us) 45.5 39.8 1.14x 1292.0 141.1 9.16x 0.32x
Sign (us) 101.7 106.7 0.95x 1412.4 198.2 7.13x 0.51x
Verify (ps) 15.1 14.7 1.02x 15.0 14.8 1.01x 1.02x

The generic optimizations primarily impact key generation and tree handling,
yielding a 1.48x speedup for FALCON-512 key generation in the native build. More
importantly, replacing software-emulated floating-point arithmetic with fixed-point
yields large gains: key expansion and signing improve by about 7-9x compared to
the emulated-float reference. Verification is essentially unchanged across variants, as
expected. Compared to the native floating-point build, fixed point incurs an over-
head, since floating-point operations are executed in hardware with a single (or a
few) instructions, whereas fixed-point arithmetic must be implemented in software.
Crucially, however, fixed point is substantially faster than floating-point emulation,
which was until now the standard approach for running FALCON on platforms with-
out native floating-point support.

Regarding memory usage, the only changes that affect memory footprint are:

— Symplectree. Storing only half of the FALCON tree saves almost half of the
expanded key storage. The beneficial impact of this optimization has already
been evaluated in [SZZ122]. Additionally, avoiding the full LDL computation
at the root of the tree saves on both instructions and temporary storage. We gain
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an additional 2 X FPRje, X n bytes, with FPRye, the byte-length of an element
representing a real.

— Fixed-point representation. The uniform 64 .64 representation increases mem-
ory usage, since values that fit in one word in the native implementation require
two words in our conservative format. Once the heterogeneous fixed-point for-
mats are implemented, values will match the storage footprint of the native
variant. See Section 7.5 for the precision of a 64-bit implementation.

Overall, the final implementation retains the memory savings induced by Symplec-
tree and improves over the current fixed-point timings by moving from the conser-
vative 64.64 format to the specialized formats prescribed by our analysis.

7 Type 2 Implementation in Python and Precision Benchmarking

We present a 64-bit Type 2 implementation in typed Python, see Section 3.4 for the
terminology. All fixed-point values fit in 64-bit machine words, paving the way for
memory-efficient fixed-point implementations. Our implementation is derived from
Prest’s falcon.py (https://github.com/tprest/falcon.py), which we adapted by
porting all floating-point functions to the fixed-point format. Some of the code of
this proof-of-concept was generated using Claude Code, with models Opus 4.7-4.8
and Fable 5. We make the code available here:

https://github.com/fixed-point-fndsa/fxp-falcon-py

Throughout this section, when we say that a property P is enforced, it means that
either: (i) P is always true, or (ii) the code raises an AssertionError if P is not
satisfied.

7.1 Types

Our types for fixed-point representation of real and complex numbers are FxR and
FxC, respectively. FxR(x, m, p) is the exact representation of v = x*2" 7P with the
conditions x € Z, |x| < 2P and m < p enforced. We prefer to reason withm =k—1— f
rather than f, since m is independent of the word size k and only depends on the
characteristics of the (idealized) algorithm being implemented. A global p = k — 1
is enforced throughout the implementation.

@dataclass(frozen=True) @dataclass(frozen=True)
class FxR: class FxC:

x: int # Integer repr. re: FxR

m: int #m=p - f im: FxR

p: int # p+1 = wordsize k
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Retagging. The methods retag_fxr and retag_fxc allow changing the value m of a
FxR and FxC, respectively, so that the new FxR/FxC encodes the same value, possibly
up to minor imprecisions.

m-budgets. Given a real value a, we use the notation m(a) as shorthand for a value
m such that |a| < 2". This means a admits the lossy representation FxR(x, m, p),
with x = [a-2P ~ ™]. The notation extends seamlessly to complex numbers. We refer
to m(a) as the m-budget of a. m-budgets are instrumental in our implementation, as
they need to be set as tight as possible for maximal precision.

7.2 Basic arithmetic operations

We now discuss the main arithmetic operations: addition, subtraction, multipli-
cation, inversion and square root. The first three are implemented via operator
overload: a + b,a - band a * b.

1. Addition and subtraction. Addition of two FxR values a and b enforces a.m
== b.m, and sets ¢ = FxR(x=a.x + b.x, m=a.m, p=p). Subtraction is imple-
mented in a similar manner. Design choice:

— m is left unchanged. This allows tighter bounds, but it is left to the imple-
menter to ensure that there is no overflow.

2. Multiplication. Multiplication of two FxR values a and b sets ¢ = FxR(x=x,
m=a.m + b.m, p=p), where x contains the p most significant bits of x0 = a.x
* b.x. Design choices:

— Setting m = a.m + b.m makes this a Type 2 implementation. In addition,
the method FxC.mul_to allows to select the output m.
— “Rounding” x0 is done via round-half-to-even, aka the Banker’s rounding.

3. Inversion and square root. Inversion and inverse square root are performed
via Newton-Raphson, by the functions nr_reciprocal and rsqrt.

7.3 Falcon algorithms

1. FFT. This operation is implemented by fft_fxp(f, certified=False). Con-
sider a polynomial f of degree n, and f = FFT(f). There are two modes:
— certified=False: no assumption is made on the norm of f. We have the
trivial bound || f]lec < 7 - || f]jos. Therefore we set m(f) = m(f) + logy n.
— certified=True: a bound on f is certified ahead of time. For example, from
construction of NTRUGen we know that || f]leo, [[3]lcc < V7, = 255, so that

we may set m(f) = m(§) = 8.9 This is much better than the bound m(f) =
n(g) = 5+ 9 = 14 one would obtain in the non-certified case.

9One may object that an upper bound on the output FFT(f) does not guarantee an upper bound
for intermediate variables. However, for the FFT, this is indeed the case. Indeed, the intermediate

variables of FFT(f) are the same as for invFFT(f). Since invFFT does not increase the norm,
bounding f also bounds the intermediate values of invFFT(f) and therefore of FFT(Jf).
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In both cases, f is retagged to the m-budget m = m(f) of the output f, then the
entire algorithm is done at an m-budget m.

2. invFFT. This is implemented by ifft_fxp. This is much simpler to study than
FFT: since invFFT does not increase the norm, we can use the input m-budget
during the entire algorithm, and no retagging is required.

3. ffLDL*. We recall that this is a recursive algorithm. We distinguish between the
top-level call (root) and the inner recursive calls (inner). They are implemented
by ££1d1_fft_fxp_ntru_root and £f1dl_fft_fxp, respectlvely
Out of the four entries of G we only need to store two: Goo and Gm The other
two are implicit: Gy = GlO by self-adjunction, at the root level Dy = @/ Goo
by symplecticity so we do not need @11, and at the inner levels Gll = Goo- Note
the following tricks:

(a) QQ/GOO is computed as ¢ - (q- éaol) so the constant g stays at m = 14 instead
of 28 for ¢?;
(b) Dj; is renormalized to m = 18 between levels.

4. Sign. This is implemented by sign. There are two modes: the standard one (std)
and the one with the tweak described in Section 5.1.

In the standard variant, it holds that s = (t —z) - B = (¢,0) — z - B. This allows

computing s using only pure integer arithmetic. Note that:

(a) this is exact mod +g, since ||s||cc < 70 < ¢/2;

(b) the tweak variant can use the same formula with z’ = z + ti,, though the
execution is more complicated.

5. ffSampling. This is implemented by ffsampling_fxp. Our implementation makes
it so that all intermediate values run at the same tag m = m_sign (21 in std, 18
in tweak); so internally, ffsampling_fxp is effectively Type 1.

6. SamplerZ. This is implemented by samplerz_fxp. Note that in the FALCON
specification, the subroutine ApproxExp is already in Type 1 fixed-point (0.64).

7.4 m-budgets

Since this is a Type 2 implementation, each variable has its own m-budget. After sev-
eral optimizations, we managed to upper-bound all m-budgets by 21. This indicates
that a Type 1 implementation with 22.64 is possible with minimal adaptations, or
32.64 for a more natural alignment with 32-bit architectures. The m-budgets are
given in Table 4.

7.5 Experiments

In this section, we provide experiments to evaluate the precision errors in our im-
plementation. We implement FALCON-512 in 256-bit precision arithmetic (mpmath),
which serves as ground truth. We then compare and plot the difference between
this implementation and our Type 2 implementation, which gives us experimental
errors. This is similar to the work of [HvVS™26].
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Table 4: m-budgets for FALCON-512

a ‘ m(a) ‘ Explanation

Key expansion (flLDL* and children functions)

f.a.f.0 8 By construction, HJEHool 19]loc < 7, = 255.
A We align f, g with f,§ for simplicity.
By construction, || F||eo, ||Gllee < vr.c = 3500.
We align F, G with F',G for simplicity.
[Goollee < IfIP+191° <2-77, <2'.

We set m(Goo) = 18 to align with the D;;’s downstream.

F,G,F,G 12

Goo (root) 18

Gho (root) 21 Guo=Ff"F+§ G, 50 ||Gollec <2759 R0
Lo (root) 5 By construction, HﬁmHoo < Yroot =24 < 2°.
D]’j 18 From Lemma 8, ||l§]]|| <gq- 'yﬁybrid.

A g Goo, Go1 = splitfft(ﬁjj) for some Dj]‘, and G1o,G11 = G1, Goo.
G (inner) 18 splitfft does not increase the norm.

Lo (inner) 0 From Lemma 8, ||L1io[|oo < 1.
Signing
c (std) 14 lello < g
c/q (std) 0 lle/alle <1
t,2 (std) 21 Lemma 12
t,2 (tweak) 18 Lemma 12
SamplerZ
dss, cos 0 Leaf constants: dss = 1/(20?) <1, and c?s = Omin/0; < 1.
Precomputed at key expansion.
et 5 From Lemma 13, |z| <19 and |r| < 1, so |z — r| < 20 < 2°.

r is aligned with z since SamplerZ adds them up.

m(z) = 2 x 5 follows from the multiplication rule. We could retag
T 10 to a smaller m(z), since z < 62 but this would cost additional
retags and provides no gain.

We can then plug our experimental errors into Theorem 2, whose hypotheses are
stated in terms of the root mean square errors (RMSE). The RMSE of the centers
t{, at the base level of ffSampling is lower than 2739 see Fig. 7. The relative RMSE
on the o;, measured separately, is about 2%, with a large margin; Fig. 8 shows the
precision of the key-expansion chain feeding them, per level of the FALCON tree.

8 Recommendations for FN-DSA

In this section, we take a look back at tweaks that have been proposed in this work
and others. For each tweak, we express whether we recommend them for a hypothetic
fixed-point version of FN-DSA. This is summarized in Table 5. In particular, a Type
1 32.64 version of FN-DSA can be easily specified and implemented if the tweaks
marked Yes in Table 5 are added to the FN-DSA specification.
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Fig. 7: Root mean square error (RMSE) of the centers t{, of fflSampling per level of
recursion, for Falcon-512. Reference is mpmath-256.
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Fig. 8: RMSE of the Gram—Schmidt polynomials L1y computed by ffLDL* during key
expansion, per level of the FALCON tree, for Falcon-512. Reference is mpmath-256.

8.1 Implement the LTYZ25 countermeasures

In Section 5.1, we described how the countermeasures from [LTYZ25] allow elim-
inating an entire class of divergences. This class of divergences is fundamental to
how FALCON is currently specified: any two implementations, even if mathematically
equivalent on the surface, run the risk of triggering it every ~ 8000 signatures. The
divergences we observed in Section 5.1 are merely a symptom of this situation.

We recommend adopting the LTYZ25 countermeasures in the FN-DSA specifi-
cation. They require a moderate rewriting of SamplerZ, BaseSampler and ApproxExp,
however they are the only known robust way to guarantee that correct implemen-
tations will pass KAT vectors.!”

10 Alternatively, we can generate KAT vectors that are guaranteed to not trigger LTYZ25 diver-
gences. However this countermeasure sits on the side of KAT vectors, not of the implementation.
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Table 5: Possible tweaks for FN-DSA

Tweak Section Effort to Recommended
implement? for FN-DSA?
Other works
LTYZ25 tweak Section 8.1 Moderate Yes
]io;m{(}”ga}? é(;r Section 8.2 | Straightforward Yes
This work
Enforce || f|loo, [|§]lco < Vf.g Section 8.3 | Straightforward Suggested
Enforce ||F||oo, |Gllc <7Yrc | Section 8.4 | Straightforward Yes
Enforce anybria < Yhybrid Section 8.5 | Straightforward Yes
Enforce HIQHOO < Yroot Section 8.6 | Straightforward Suggested
Signing tweak in Section 5.1 Section 8.7 Moderate No

8.2 Bound [[Fl|cc; [|Gllocs | flloos gl

In the FALCON specification, no bound is specified on |la||- for a € {f,g, F,G}.
However, Pornin’s C implementation ensures || f]|co, ||g]lcc < 24 by construction,
and enforces ||F||oo, ||G|loc < 127 via a check.

We recommend adopting these checks in the FN-DSA specification: they are
straightforward to implement, facilitate a fixed-point implementation and make it
easier to store f, g, F, G.

8.3 Enforce || f|loo, |§]loc < 75,9 = 255
If this check is absent, then we can replace it by one of these slightly weaker bounds:

1. The check in Section 8.2 combined with the fact || f]lso < 7 ||f]oo;

2. The check in Section 8.5 combined with the fact |f()[* +19(¢)[* < ¢ (Onybria)?,
which gives || f1|oo, [|G]lcc < /@ - Ynybrid-

We note that this check intervenes in the same places as the one in Section 8.4.
However v, < vr,q, so the former quantity is never a bottleneck in practice.

We suggest adopting this check in the FN-DSA specification: it is not essential
and a weaker version can be derived from other checks, but it is straightforward to
implement.

8.4 Enforce ||F|loos ||Glloo < Yr.g = 3500

If this check is absent, then we can only rely on the weaker bounds ||F|s <
n||F|loo and ||Glso < 1| |Glls; combined with the check of Section 8.2, this gives
1 Floo, || Glloo < 12771 ~ 26, about 4 bits looser than vr . The main impact of yr
is in the boundedness analysis of ffSampling (Lemma 12).
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We recommend adopting this check in the FN-DSA specification: it is straight-
forward to implement and facilitate a fixed-point implementation of signing.

8.5 Enforce ahybrid S "Yhybrid =4
This check mainly impacts the following quantities:

1. Key expansion. Upper- and lower-bounding the values djj’s in ffLDL*, see (15); In
particular, tighter bounds provides stronger correctness, precision and efficiency
guarantees with performing inversion in LDL*.

2. Signing. The boundedness analysis of ffSampling (Lemma 12);

If this check is absent, we can fall back on the bound apyhria < /- agpy (8), which
is looser by a bit less than 3 bits.

We recommend adopting this check in the FN-DSA specification: it is straightfor-
ward to implement, is essential for secure and efficient inversion during key expansion
(LDL*) and enables a tight boundedness analysis.

8.6 Enforce ||I::||Oo < Yroot = 24

We recall that k = % = L[ll(}. Checking HIQHOO against Ypo0t pins the value of
1]

L[10' If removed, we can fall back on this formula, which is looser by ~3 bits:

* * max FI241G)2 . . .
‘Ff*JrGgi < Al |G| < V2 YF,G * Yhybrid ~ 179, (40)
ff+gg

o ming /| f]2 + 9] Vi

Yroot also impacts the boundedness analysis of ffSampling (Lemma 12), however it is
not the primary bottleneck; removing it has an impact of one bit (for std signing).

We suggest adopting this check in the FN-DSA specification: it is not essential,
but it is straightforward to implement.

8.7 Signing tweak in Section 5.1

The tweak in Sign presented in Section 5.1 provides a tighter boundedness analysis
for Sign and ffSampling, by about 3 bits.

We do not suggest adopting this check in the FN-DSA specification: it requires
some small changes to Sign, and reconstruction is not as straightforward as in the
standard case. Furthermore, it seems that a reasonable number of queries is already
guaranteed without this tweak (see Section 7.5).
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9 Conclusion

We present a fixed-point implementation of FALCON, designed to be constant-time,
together with a complete boundedness analysis, a security analysis conditional on er-
ror bounds, and extensive benchmarking of these error bounds. This work addresses
a key limitation of FALCON in the context of online signing. In particular, our imple-
mentation eliminates the reliance on floating-point arithmetic while preserving both
security and efficiency. Moreover, it is well suited for platforms without a floating-
point unit, as it outperforms the software-emulated floating-point implementation
included in Pornin’s reference code of FALCON.

The next step is to compute more formal bounds on the errors. One solution
can be to use interval arithmetic to obtain such bounds or other techniques to prove
concrete bounds on the errors. We also consider developing an alternative variant
based on a dedicated 64-bit int representation to further reduce memory consump-
tion depending on the previous security analysis. Another important direction for
future work is the formal verification of the error bounds using a proof assistant such
as gappa (https://gappa.gitlabpages.inria.fr/). Beyond its software applica-
bility, our implementation provides a solid foundation for hardware realizations and
for masked implementations designed to mitigate side-channel attacks.
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A SamplerZ and its subroutines: BerExp and ApproxExp

In this section, we give the formal description of SamplerZ and its subroutines BerExp
and ApproxExp, as specified in [PFH"20] and used in our implementation; Lemma 13
bounds their internal variables. At the end of this section, we also discuss a square-
root-free variant of BerExp that we considered but do not deploy.

In BerExp, the final Bernoulli trial compares a uniform 64-bit integer against
2z ~ 264 . ces - e™® lazily: the comparison proceeds byte by byte, from the most
significant byte down, and a fresh random byte is drawn only as long as all previous
bytes were equal. This leaves the acceptance probability unchanged while consuming
less randomness on average.

Algorithm 9 SamplerZ(u, o’)

Require: Fixed-point values u, 0’ € R such that ¢’ € [Omin, Tmax]
Ensure: An integer z € Z sampled from a distribution very close to Dz 7,

1oorep—|p >rel0,1)
2: ccs ¢ Omin/0’ > ccs € [Z=in 1], > £div (precomputed).
3: while (1) do "

4: zo < BaseSampler() > zo € {0,...,18}
5: b « UniformBits(8) & 0x1 > be {0,1}.
6: 2+ b+ (2-b—1)z >z e {-18,...,19}
7 T (22;,2,)2 — 202278 > 2 € [0, Zmax] (Lemma 13). fadd, fcmul, fmul.
8: if (BerExp(x,ccsn)m; 1) then

9: | return z + [u] > fadd.

Proof (Proof of Lemma 13). We treat SamplerZ and each of its subroutines in a
separate paragraph.

SamplerZ. Depending on the sign of b, either |z —7| = |29+1—7| or [z —7| = |20 +7|.
Either way, zo < |z —r| < 29 + 1, and by construction 2y € {0, ..., 18}. In addition,
Omin < 0" < omax and 0 < 2o < 18, therefore we may bound z as:

2 2 2 2
Z, Z zo+1 Z

R §x§(°2)—2§ < Tmnax. (41)
o Omax 2amin O max

Finally, |z + |p]| < 19 + B.

BerExp. Since z € [0,Zmax| (see above), s = |z/In(2)] € [0, Tmax/In(2)]. Then
s-In(2) € [0,Zmax] and r = z — |z/In(2)] - In(2) € [0,In(2)). For z: ApproxExp
outputs values in {0, ...,2% — 1}, and since ccs > omin/Omax, its output is at least
1; hence z = (2 - ApproxExp(r, ccs) — 1)>>s lies in {0,...,2%% — 1}. Each w is the
difference between a uniform byte and a byte of z, hence w € {—255,...,255}.
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ApproxExp. The bound on the input z holds by construction (see BerExp). The
variables y, z are in {0,...,2% — 1} by construction. O

Algorithm 10 BerExp(z, ccs)

Require: Fixed-point values > 0 and c¢cs € [0min/0max, 1]
Ensure: A single bit, equal to 1 with probability & ccs - exp(—z)

1: s+ |z/In(2)] > s € [0, Zmax/ In(2)]. fcmul
2: r<zx—s-In(2) > r € [0,In2). fadd, fcmul
3: s+ min(s,63) > s € [0,63]
4: z < (2 ApproxExp(r, ccs) — 1) >>s > 2 & 29475 . ces - exp(—7) = 2% - ces - exp(—x)
5: 14+ 64

6: do

7 14-1—38

8: w <— UniformBits(8) — ((2>>%) & 0xFF) > Lazy byte-wise comparison of UniformBits(64) to z
9: while (w =0) and (¢ > 0)

10: return [w < 0] > Return 1 with probability 27%* - 2 ~ ccs - exp(—x)

Algorithm 11 ApproxExp(z, ccs)

Require: Fixed-point values x € [0,1n(2)] and ccs € [0, 1]

Ensure: An integral approximation of 2°% - ccs - exp(—=x)

1. C=
[0x00000004741183A3,0x00000036548CFC06 ,0x0000024FDCBF140A, 0x0000171D939DE045,
0x0000DOOCF58F6F84, 0x000680681CF796E3, 0x002D82D8305BOFEA, 0x011111110E066FDO,
0x0555555555070F00, 0x155555555581FF00, 0x400000000002B400, Ox7FFFFFFFFFFF4800,
0x8000000000000000]

2: y <« CI0] > y and z remain in {0, ...,2%% — 1} the whole algorithm.

3z |2%% .1 > Can be done by shifting the fixed-point value.

4: fori=1,...,12do

5: y <+ Cli] — (z-y)>>63 > fadd, fmul
> (z-y) fits in 126 bits, but we only need the top 63 bits

6: 2« 2% ces] > Precomputed.

Ty (z-y)>>63 > fmul

8: returny

A square-root-free variant (not deployed). The only square root in the signing
pipeline is the one producing the normalized leaves ¢’ = o/+v/leaf.value at key gen-
eration (Line 7 of Algorithm 1), from which the precomputed constants 1/(20'2)
and ccs = opin/0’ are derived. It can be avoided altogether by storing 1/(20"%) only
and working with ccs? = o2, /0’?: drawing u < UniformBits(64) and comparing
u? against (264 - ccS - exp(—a;))2 — which is computable from ces?> — samples the

same Bernoulli distribution as BerExp without any square root. This consumes about
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x1.72 as much randomness per iteration of SamplerZ, but makes the consumption
pattern simpler, as BerExp then always uses the same amount of randomness. Since
randomness is consumed differently, this variant is KAT-breaking; we therefore do
not deploy it, and instead keep the original BerExp above and compute the square
root with a fast constant-time iterative routine (see Section 6.3).

B Deferred Proofs

B.1 Proof of Lemma 2

Proof. Let By = e~ 27°k?0* The Poisson summation formula gives, for all ¢ € R:

S(c) = po(Z —¢) = oV2r (14 4(c)), g(c) =2 Z By cos(2ke). (42)
E>1
Both sides of (42) are sums that converge uniformly on compacts together with
their derivatives (Gaussian decay on the left, doubly exponential on the right), so
we may differentiate (42) four times term by term. This gives, on the left and right
respectively:

S'(c) = S(c) - mu /o> $(c)=avani(e)  (43)
§"(c) = S(c) - (ma/o* —1/0?) §'(c) = oVIrg(c)  (44)

S"(c) = S(c) - (mafo® — 6ma/o® + 3/a%) 5" (c) = ov2r 5" (c) (45)

Equating both sides gives:

my = o2 - ‘Z(;gc), 7' (c) = —4n Z k By sin(2wkc), (46)
k>1
7'(c) 7' (c) = —8x* Z E? By, cos(2mke),  (47)
k>1

m2202+a4-

2 4 ‘78 i g////(c) ~ 11 _ 4 4
mg—60"me+30° =—"—-,  §"(c)=327 Z k* By cos(2mkc).  (48)
1+ 7(c) i1
We now bound the Fourier sums. By definition of 1¢(Z), 81 < 3"y~ Br < €/2 < 1/8.

We note that by definition 8 = 5{“2, so the terms k > 2 are dominated by j33: for
j€{1,2,4} and p; <1/8,

17 € <
€
8 - )

MNKBET =Y KBt <17 <

k>2 k>2

where the middle inequality isolates the term k = 2 (which equals k7 < 16) and the
last one uses € < 1/4. Hence:

S k=B (14 R <L) < 5

E>1 >2 “2(1-¢)
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Multiplying by the prefactors of ¢/, ¢, ¢""" gives

5| < 2me/(1 —¢) (49)

19"] < 4n’e/(1—¢) (50)

17" < 167t/ (1 —¢) (51)

Furthermore, 1 + ¢ > 1 — e. Injecting into (46) concludes the proof. 0

B.2 Proof of Lemma 4
Proof. We start from the following identity:
aly —6)° + (1 —a)y® = (y — ad)* — a(a — 1)5°

Setting y = = — ¢, dividing by 20?2, exponentiating and summing over z € Z gives:

a(a—1)82

Z po(—c—0)po(x—c)l ™ =€ 22 po(Z — c— ad)
TEZ
This is equivalent to:
ala —1)62 po(Z — ¢ — ad) )
—1)InRa(Dzocv6,Droe) = ——5— +1
(Od ) . ( Luet0s Hhe, ) 202 o (PJ(Z —Cc— 5)(1 pa(Z - C)l_a
aa —1)62

== +o(c+ad) —ap(c+d) — (1 —a)p(c)
=A(d)

(52)

where p(u) = In p,(Z — u). Our goal in the rest of the proof is to bound A(d). We
have A’(§) = a (@' (c+ ad) — @' (c+6)) and A”(§) = a?¢"(c + a ) — ay”(c + 6).
We note that A(0) = A’(0) = 0, so Taylor’s theorem gives us:

ala+1) 62
a) < DT (53)

We now bound |¢”|. Derivating ¢ twice gives, with z ~ Dz, ., and applying

Lemma 2 to bound E[(z — ¢)?] — 0% and E[z — ] gives, with m; = E[(z — ¢)’]:

Var[z] 1  mg—m?—o?
Pey=YUE S T o (54)
Combining Eqgs. (52) to (54) concludes the proof. O
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B.3 Proof of Lemma 5

Proof. Set 7; :== 1/0? and s == 7 — 71. Since D,..(2) = po(z — ¢)/ps(Z — ¢), and

using % + 10_20‘ =an + (1 —a)r =71 + as, we can write:
2 1
Ra(D Dioe)® =3 Dozel2)*
a\VMZ,09,c) MY Z,01,c = Dal,c(z)ail
(z=c)?
= Poq (Z - C)ail Poy (Z - c)ia Z e 2 (i Fas)

z€Z
= por(Z =) por(Z = )" py)yrgas(Z— ). (55)

Taking logarithms and noting ¢(7) :=Inp;, 7(Z — ¢), (55) is equivalent to:

(a« = 1)InRy(Dz.6y.c,Dz,01,c) = (11 + as) —ahp(m +s) — (1 —a)y(r1).  (56)
= I'(s)

Our goal in the rest of the proof is to bound I'(s). We have I''(u) = a (¢' (11 + au) — ¢/ (11 + u))

and I'(u) = o?¢" (11 + au) — ay” (11 + u). We note that I'(0) = I"(0) = 0, so
Taylor’s theorem gives us:
ala+1)s?
Pl < M sup ), (57)

where J is the segment between 71 and 71 +as. We note that |s| < § 7 and therefore:
71(1 —@d) <minJ <maxJ < 7(1 + ad)

It remains to bound [¢"| on J. Differentiating v twice yields, for X ~ Dy, = :
1
(1) = 1 Var [(X — ¢)?] > 0. (58)
Since o (1) := 1//7 satisfies o(7) > 01/v/1+ ad > n(Z), Lemma 2 applies:

Var [(X — ¢)?] =20(1)* + O(eo(1)® + e o(1)®) (59)

Combining Egs. (56) to (59), and using 2t < 3 concludes the proof. O

B.4 Proof of Lemma 8

A

Proof. We recall that Gl = G = B ® B* where B = lg _gl A simple compu-

tation, using the NTRU equation fG — g F = ¢ (so that det Gl [j] = ¢? for every
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)
- 110 . Ff+Gg*
- [LIO 1| with Lio = frr+9g9 (90

i) q2'ﬁ11’ with u = ff* + gg". (61)

We prove Items 1 and 2, which together imply Eq. (15).

1. B-boundedness. All matrices DI are upper-bounded by B = q - (ahybrid)2.

2. ¢>-symplectic pairs. At each level £ > 0, for any 2¢ < ip,i; < 2+ such that
io+ip =204 20F1 — 1, (]AD[iO},]A)[“]) are a ¢*-symplectic pair (see Fig. 6 for an
illustration).

It is clear from Eq. (61) that Items 1 and 2 are true for ¢ = 0, and in particular
DU is symplectic. We will show by induction that they are true for i > 1. To make
the proof more concise, for a matrix M = (m; ) € (C*)2*2 and j € [k], we note

S mo,o[j] mO,l[j] X
Mijl = lmLoU] ml,l[j]] e

o [pl
B-boundedness (Item 1). For iy > 1, assume that Dlo] = D80 D%O]] is B-bounded.
11

Our goal is to show that its two “children” matrices D] and DR+ are also
B-bounded. For j € [k/2], let a = f)([)ig} [7] and b = ]_A)([)ig] [k/2 — j — 1]; in FALCON’s
FFT ordering, these two indices hold the evaluations at a pair of opposite roots +(.
By definition of splitfft:

A[240] [ 4 [iol . ath ¢*(azb)
Gl =Go [j] = C(a%b) é (62)
2 2
Applying LDL* to G20l gjves D20l
A[2-i0] T a’ 0 I
DOl = || where (V) = f(a,b). (63)
Where f is defined as follows:
(R — (RY)?
a+b 2ab
b :
@h— (57 )
Since a,b > 0, we have ‘%b < max(a,b). Similarly, via the arithmetic mean—
harmonic mean (AM-HM) inequality, % < ‘ITH’ < max(a,b). In other words,
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1 £(a,b)|l < [|(@,b)]|s. Note also that f preserves products — % . %ﬁ;} = ab, the
product of the arithmetic and harmonic means being the squared geometric mean
— which is the mechanism by which the determinant ¢? propagates down the tree
in Ttem 2 below. Since the bound above is true for j € [k/2], it implies that D[Zo]
is B-bounded. By the exact same process, we can show that D20+ is B-bounded.

By induction, this proves Item 1.

q?-symplectic pairs. With the same notations as above, we assume by the induction
hypothesis that (D[], Dll) is a symplectic pair, for i; defined in Item 2. For j €
[k/2], let ¢ = DiVVj] and d = D% [k/2 — j — 1]. Similarly to Eq. (63):

Dlzin+l[j] = [3/ Cﬂ . where (¢,d) = f(ed). (64)

From Eq. (14), the induction hypothesis reads entrywise as ﬁgg] 7] - ﬁ[lif][j’ ] = ¢?

for every index j'; in particular, a - ¢ =b-d = ¢%, and it follows that:

a+b 2cd (a+bed (a+b)-¢*/a-¢*/b

,'d,: — —
“ 2 ‘c+d  c+d 2/a+q/b

(65)

Similarly, b - ¢ = ¢2. Since this is true for any j € [k/2], (D2l DR+ jg a ¢2-
symplectic pair. Similarly, (DR7%+1 D[R4} is a ¢%-symplectic pair. By induction,
this proves Item 2.

Putting everything together. Every Dl is B-bounded (Item 1), and they all admit
an (also B-bounded) D[] with which they form a ¢*-symplectic pair (Item 2).
Consequently, every Dol has every entry of their diagonal coefficients lower-bounded
by ¢°/B = q/(anybria)®. This proves Eq. (15).
We now prove Eq. (16). Consider IA/[IZ(]] as computed in Line 2 of LDL*. Since the
input Gl was computed as in Line 10 of flLDL*, we have:
th ==Y, (66)
for q/(anybrid)? < a,b < g+ (nybria)? and |¢| = 1. In absolute value, the extremal
values of Eq. (66) are attained when a is minimal and b is maximal, or vice-versa.
Eq. (16) follows. O

B.5 Proof of Lemma 12

Proof. In order to facilitate our proof, we number the recursive calls to ffSam-
pling and the corresponding variables using the same notations as in Remark 1:
fiSamplingld, tl1, 201 &l and so on. Let Gl be the matrix in the i-th node of
the FALCON tree, as defined by flLDL*. We define Bl via the factorization Gl =
Bl . (Bm)* of Lemma 11.
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Bounding ||z — t||so. In flSampling, we need to bound the intermediate variables t, 2
and ). Since ffSampling is a recursive algorithm, this is best achieved by determining
inference rules. Suppose that t = t/! is B-bounded. We bound % via concentration
bounds on affine projections of discrete Gaussians. We have:

s=(t—z)-B (67)
& (t—2)=5-B7! (68)
= [t =2/l < 8]0 - B [loos (69)

where ||B™!| 4 is the operator norm of B! for the infinity norm, and is upper
bounded by 2 times the maximum of B s coefficients, since B! is a 2 x 2 matrix.
We bound ||8]|oc and ||[B™!||s separately.

Noting s = (so, s1), for j € [k], we can express the j-th entry of §y as the inner
product between the vector of coefficients of so and ¢; = (1, (j, ]2, ey C]’?_l), where
¢j is the j-th complex root of z¥ 4 1. We model the distribution of s as the discrete
Gaussian DZZn,O.ll. This allows to leverage Lemma 1:

P[|(s0, ()| > o VE] < 27772, (70)

We set 7 = /2(\ +logy(2nlogn) + 1)log 2, so that this is true with probability
> 1 — 27 for all the entries of all the sl!l of a given execution. Note that each s is
real-valued, so its FFT entries at conjugate embeddings share the same magnitude:
at most n(logyn+1) < 2nlogn of these events are distinct, which the logy(2nlogn)
slack in 7 covers. This bounds ||§||oc With overwhelming probability.

The entries of B~! are Binv-bounded, for Bj,y, defined in Lemma 11. Therefore:

A= Aot :zzm-”FT’G ifi=1

2 —t]0o < A-Vk, where _
”Z Hoo B WHEE {A = Achild =210 Lh\y/hgld if 7 Z 2.

We obtain Eq. (24) by applying the triangle inequality.
Bounding every ||[t1]|s. Let Bt[i] be an upper bound on ||t/||s. We recall that
[Isplitfft(f) oo < 1o (71)
Imergefft(t)[|oo < 2t (72)
261 = splitfre (2} (73)
£21 = splitfre(£)7). (74)
H1n fact, s is Rényi-close to a Gaussian discretized, not over Z>", but the coset of preimages of

c. However, in the random oracle model ¢ is uniformly random so that, under the randomness of c,
s is a discrete Gaussian over Z>".
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We now show that:

vi>1: BET<B[ (75)
vi>2:  BPT <B4+ 2444 VE (76)
1=1: BE] < Btm + 2’Yroot Achild\/ﬁ- (77)

Eq. (75) is true because splitfft does not increase the norm (Eq. (71)). For Egs. (76)
and (77), we start from Line 10 and apply Eqgs. (73) and (74):

f’()[i] _ Ltg] + (f[lﬂ _ 2%]) oyl
= 29 = splitfre(Fl) + (£RY — 52y o N,

where M = [22 ﬁ;j , with (£g, 1) := splitfft(/1). In particular, the entries of M are
bounded by HEA%’] lloo- Applying the triangle inequality and Eq. (71) gives:

BT oo < [0 + [P+ — 22T oo 2101 (78)

= B < B 4 AquaV - 2117 . (79)

We finally obtain Egs. (76) and (77) by combining Eq. (79) with [|{{]|o < 1ifi > 2,
and [[{M]| 0 < Yroot-

Egs. (75) to (77) allow us to bound all the t/). The worst-case is attained at the
bottom leftmost node i = n, where we have:

BF} < BP] + 2 Achild (7root\/ﬁ+ (\/”/2 +yn/d+-+ 1))

Vn—1
V2 -1

B < B + 2 Aaia v (Yroor + V24 1)

Bg[;n} < BtEl] +2 Achild <7root\/ﬁ +

This gives Eq. (23) and concludes the proof. O

B.6 Proof of Lemma 15

Proof. The argument is essentially that of Lemma 14, and we reproduce it. We
work by contraposition: assume that Cg is not (A — 1)-bit secure, i.e., there is an
attacker breaking C'o with probability eg > 2=(A=1_ Let ep denote the probability
that the same attacker breaks C'p, where the N-uple is drawn from P instead of Q.
By probability preservation, for all a € (1, +00):

ep 2 gV /Ra(Q,P). (80)
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Set a :== 2\ — 1 in Eq. (80). For the numerator, we have
22—1
eag/(a—l) > (2—(,\—1))‘2@—1) — V2272
while Eq. (28) bounds the denominator as
1 N
Rox-1(Q,P) < (1 + 4N> <M<V

Thus ep > 27: the attacker also breaks Cp with success probability strictly higher
than 27, contradicting the A-bit security of Cp. O
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