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Abstract. Post-Quantum Cryptography is now in its deployment phase.
Amongst the threats encountered in real-world applications is Side Chan-
nel Analysis, a cryptanalysis branch relying on the study of physical
leakages from unsecured implementations. However, the FALCON post-
quantum signature includes non-linear functions on real numbers, and
applying the generic masking countermeasure to these functions has only
been recently studied. In this work, we use convergent sequences to ap-
proximate the function and a minimax polynomial to compute the first
term of the sequence. The method is applied to the computation of the
inverse, the inverse square root and the square root in FALCON. A
theoretical analysis of the security in the t-probing model using the NI
criterion and its variants is proposed. Compared to the existing state-of-
the-art which only covers the inversion for floating-point implementation,
this paper is generic and works with any representation and precision for
real numbers.
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1 Introduction

Current asymmetric cryptosystems are mainly based on the assumption of the
hardness of the Discrete Logarithm Problem (DLP). Solving this problem us-
ing a classical computer is not achievable in practical time (to the best of our
knowledge). However, if a quantum computer is powerful enough, there is an
algorithm to solve DLP instances in practical time, the Shor algorithm [27].
With the steady progress made in quantum computing in the last decade, the
existence of such a computer in the near future has become a certainty, posing
a serious threat to the security of communications.

* This work is supported by the French National Research Agency (ANR) via the
grant agreement No. ANR-22-PETQ-0008 PQ-TLS.



To address the issue, the National Institute of Standards and Technology (NIST)
held a competition starting in 2016 to select the next Post-Quantum Cryptogra-
phy (PQC) standards for asymmetric encryption, as well as for Digital Signature
Algorithms (DSA). The first competition ended in 2025 with the selection of 2
Key Encapsulation Mechanisms (KEM), and 3 DSAs, including the signature
FALCON [23].

As the initial PQC standards enter their deployment phase, it is essential to
confront their design with the threats posed to real-world applications. Amongst
them is Side-Channel Analysis (SCA). First published in 1996 by Kocher [19],
SCA aims to exploit the physical impact a cryptosystem has on its environment
and tries to correlate the observed leakage with the sensitive value computed
or stored within the cryptosystem. Therefore, studying the resilience of the im-
plementation of new primitives to SCA is paramount for their deployment in
real-world applications.

The side-channel resilience of the FALCON post-quantum signature is an ongo-
ing topic. Several attacks were proposed against Cortex M4 implementations of
the signature, targeting either the Key Generation procedure [24)25], or different
steps in the Signature procedure such as preimage computation [7I9T2JT6IIR] or
the Gaussian Sampler [T2I2002T128]. In terms of countermeasures to these attacks,
many propositions were made [IOJT2ITRI2012TI28] but were often tailored to ad-
dress a specific leakage. A general consensus is that provable countermeasures,
such as masking, should be studied. In this regard, several papers [2I3I6I8I17]
investigated the application of masking to parts of the algorithm. However, cur-
rently there is no implementation that provides a complete masked design for
FALCON, and existing works have highlighted the high overhead cost of masking
floating-point operators.

Contributions In this work, we present a theoretical study on how to mask
non-linear operators in FALCON such as the inverse or the square root, inde-
pendently of the representation used. The methodology we propose is to express
the computations of these operators as convergent sequences, comparing differ-
ent approaches, such as the Newton-Raphson method or the Halley method.
Although this approach has already been proposed in the literature [3], it fo-
cuses on masking the floating-point inverse during the signature procedure of
FALCON. In this work, we extend their methodology to other operators in other
parts of the primitive, and provide a generic approach. We highlight that the
choice in terms of sequence and the required precision for the approximation of
the first term depends on the level of precision wished for FALCON, as well as
the differences in cost between masking the addition, the multiplication, and the
division.

We also provide an in-depth analysis on the security requirements for the differ-
ent components and establish different strategies in terms of levels of formal se-
curity in the Non-Interference (NI) model. This paper’s methodology is reversed
compared to the literature strategy: while the state-of-the-art uses existing gad-
gets with known levels of security and tries to compose them, we set the security



level for each gadget to the strictest level and try to relax the security as much
as possible, making our analysis as generic as possible. Therefore, the masking
strategies proposed in this work are compatible with any type of masking for
any representation of real numbers, and the methodology can be extended to
address challenges outside of the FALCON context.

The paper is structured as follows. Section [2] introduces the necessary back-
ground for FALCON, masking, and convergent sequences. The strategy that
combines convergent sequences and masking is discussed in Section [3] Optimal
choices for the different operators studied in this paper are presented in Section
[] Finally, the security requirements for the subgadgets used in the methodology
are discussed in Section [l

2 Background

2.1 FALCON

FALCON [23] is a lattice-based post-quantum signature selected by the National
Institute of Standards and Technology as a standard for post-quantum cryptog-
raphy under the name FN-DSA. It relies on the GPV [I1] framework, applied to
NTRU lattices [14]. As a signature, it is composed of three procedures: the Key
Generation (see [23], FALCON, supporting documentation, page 33 Algorithm
4), the signature itself (see [23], page 39 Algorithm 10), and the verification (see
[23], page 45 Algorithm 16). FALCON also has two different parameter sets,
FALCON-512 and FALCON-1024, partially detailed in Table [I} In this work,
only the FALCON-512 parameter set is used; however, the methodology can be
applied to FALCON-1024 as well.

Table 1. Partial parameter sets for FALCON [23]

Target NIST Level Standard deviation o Omin Omaz
FALCON-512 I 165.736 617183  1.277833697 1.8205
FALCON-1024 \Y 168.388 571447  1.298280334 1.8205

A peculiarity of FALCON is that some computations are done on real numbers.
Real numbers were a rare sight in cryptographic primitives; thus, most of the
state-of-the-art regarding the side-channel resilience of computations with real
numbers is recent. This work intends to help the development of side-channel
secured implementations of non-linear functions applied to real numbers, and
FALCON offers a perfect context for it.

There are several such functions in FALCON, such as the inverse square root %,

which is used during the key generation procedure. It is used as a normalisation
step to adjust the Gaussian coefficients stored within the “FALCON-tree”. The



equation, from [23] page 33 Algorithm 4 line 7, updates a sensitive value denoted
leaf.value (o is a public constant):

o
Vieafvalue

Another non-linear function used in FALCON is the inverse %, used both in the
key generation procedure and in the signature. In this work, we present its use in
the signature procedure, but the methodology can also be used for the inversion
used in key generation. In the signature procedure, the inversion is used in a
Gaussian sampler, specifically in the SamplerZ subroutine. Two equations, from
[23] page 43 Algorithm 15 at lines 2 and 7, applies the inverse to a sensitive value
denoted o’:

1)

leafwalue =

ccs < Omin /o’ (Line 2). (2)
(2 —r)? 22 )
x 4 20 202 (Line 7). (3)

An interesting point is that the ¢’ value from Equations [2| and [3]is actually the
only documented use of the value lea f.value from Equation [I] outside of the key
generation. As a consequence, an implementation trick is to modify Equation
to store the value inverted from the start (see Equation [}, and replace the
inversion in Equations [2] and [3] by a multiplication.

Vieaf.value

g

(4)

At the time of writing this work, a draft of the standard has yet to be published.
In particular, FALCON was originally designed to be implemented using double
precision floating-point arithmetic (53 bits of precision, which is equivalent to
an error of at most &~ 1.12e — 16). Currently, there are discussions of switch-
ing to fixed-point arithmetic. In addition, recent work by Halmans et al. [13]
highlighted security issues due to double precision and proposed a triple-word
implementation of FALCON, with 72 bits of precision, thus an error of at most
~ 2.12e—22. As the results presented in this paper aim to be generic, that is,
independent of the representation used, we are confident that they will apply to
the final version or that the methodology used in this paper can be applied to
the final version of FN-DSA.

leaf.value =

2.2 Masking

A well-studied generic countermeasure to side-channel opponents is masking
[5]. Instead of performing the computation on a sensitive value, a sharing of
the secret is used. A sharing is made up of random shares that are processed
independently. To recover the final result of the computation, the shares are
reassembled to form the secret result. A basic example of masking is Boolean
masking, applied to a secret bit z:

n
Mask(z) = (11,72, ..., Tn, T ® EBn—), r; being random bits. (5)
i=1



As the r; are random and redrawn each time the implementation runs, the side-
channel attacker must recover the n + 1 shares each time, thus significantly
increasing the cost and complexity of the attack.

A key to the popularity of masking is the use of formal models and proofs to
validate its security. In this paper, we rely on the ¢-probing threshold model of
Ishai, Sahai and Wagner [I5]. Conceptually, this model estimates the number
of probes required to break the countermeasure, that is, the number of internal
values measured by side-channel analysis. A masked implementation of a func-
tion, also called a gadget, is said to be t-probing secure if the minimum number
of probes required is t + 1.

In order to prove that large gadgets are t-probing secure, composition criteria are
used. In this work, the criteria used are the Non-Interference (NI) criterion and
its Strong variant (SNI) [I]. As the composition of SNI gadgets is not trivially
SNI, a stricter criterion is used in Section [5] called Multiple-Input Multiple
Output SNI (MIMO-SNI) [4]. The composition of MIMO-SNI gadgets is trivially
MIMO-SNI and we have the following relation:

MIMO-SNI = SNI = NI == {-probing secure.

2.3 Real function and convergent sequences

In order to compute a non-linear function on real numbers, one can use the
Newton-Raphson or the Halley root finding methods. Let f be a 3 times contin-
uously differentiable function, such that the value r is a root of f but not of its
derivative f’. Then, the Newton-Raphson method stipulates that the sequence
in Equation [f] converges quadratically to r if the first term of the sequence is
close enough to 7.

Tn41 = Tp — f/(xn) (6)

Similarly, the Halley method stipulates that the sequence in Equation[7]converges
cubically to r if the first term of the sequence is close enough to r.

[f/(xn)]2 - %f(zn)f”(xn)

(7)

Tn+l = Tp —

These root finding methods can be exploited to approximate functions. For ex-
ample, to approximate the computation of é,a € R*, we consider the function
f(z) =2 —a. It is trivial that f(1) = 0 and thus that 1 is a root of f.

3 Masking Using Sequences

3.1 Overall Idea

There are several approaches to masking non-linear operators. The first is to take
the unmasked computation of the operator and translate each internal step in



its masked equivalent. However, this method might imply switching between dif-
ferent representations and/or between arithmetic and boolean operations. These
switches are often costly and might not be available for certain types of masking.
Another approach revolves around the arithmetisation of the computations.

Arithmetisation is the process of transforming the computations of a non-linear
operator or function into a series of addition, multiplication, addition by a con-
stant and scalar multiplication. These four operators are usually well-studied in
terms of implementation and masking countermeasures. Therefore, if a non-linear
function can be arithmetised, it can be masked most of the time. Arithmetisa-
tion also has the benefit of being generic compared to the “translation” strategy.
Thus, the strategies presented in this work are completely independent of the
representation or masking used.

Arithmetisation can be done with several different mathematical tools, such as
polynomial approximation or Lagrangian interpolation. In this paper, we also
use convergent sequences. Although a convergent sequence can itself contain
non-linear operators, it is possible to find some sequences which only relies on
the four “maskable” operators mentioned before.

3.2 Masked Approximation of the First Term

When using a sequence computed thanks to the Newton-Raphson or the Hal-
ley method, a requirement for the sequence to converge is that its first term is
close enough to the final result. In an unmasked scenario, this is done by using
comparisons and tables. However, this approach is not suitable for a masked
implementation. Therefore, we compute the first term with approximation poly-
nomials. Approximation polynomials are easy to mask and can be evaluated
with the Horner method (or the Paterson-Stockmeyer method [22] if the cost of
multiplication significantly outweighs the cost of addition and scalar multiplica-
tion).

Although a simple Lagrangian interpolation might suffice, another solution has
been proposed by Berthet and Tavernier [3]. In their work on a masked floating-
point inverse for FALCON, they approximate the first term of the sequence
with a minimax polynomial. A minimax polynomial provides the best approxi-
mation with respect to lowering the maximum difference between the approxi-
mated function and its polynomial approximation. The lower this maximum, the
smaller the number of iterations to reach the desired precision, thus improving
the performance of the gadget. Minimax polynomials are computecﬂ using the
Remez algorithm [26].

Minimax polynomials, similarly to Lagrangian interpolation polynomials, can be
of varying orders. Usually, the higher the degree of the minimax polynomial, the
better the initial approximation. However, a higher degree also means higher

1 'We used the Python implementation of Chun Wang and Wei Jiatong https://github.
com/chunwangpro/Remez_Python. Results are available in the appendices.
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complexity. In section [4 the algorithmic complexity in terms of order of the
minimax polynomial, and number of iterations of the sequence, is detailed. The
complexity formulae differentiate between operators applied to two sensitive val-
ues (Add for addition, Mul for multiplication) and applied to a sensitive value
and a public constant (AddCst for addition, MulCst for multiplication). In the
case of multiplication by a constant, no difference is considered between the case
where the constant is a power of two and the case where it is not. In practice,
some representations allow faster computations when the constant is a power of
two.

4 Precision

In this section, we follow for each operator studied the same structure: the equa-
tion of the sequence is given, as well as its algorithmic complexity. Then, a table
is provided for varying orders of the minimax polynomial used to approximate
the first term, and numbers of iterations of the sequence. The results in the
table are always rounded up. Then, several optimal choices are given for dou-
ble and triple-word precision. All the results presented in this manuscript use
the FALCON-512 parameter set, but the methodology remains the same for the
FALCON-1024 parameter set.

4.1 Cost of the first term approximation

The minimax polynomial is evaluated using the Horner method. As a conse-
quence, the algorithmic cost of evaluating an order o minimax polynomial is the
following:

Minimax(o) = o0 * AddCst + (0 — 1) * Mul + MulCst. (8)

As the precision of the first term affects the number of iterations necessary
to obtain the desired precision for the sequence, we fix the precision of the
minimax polynomials to double precision to reduce the number of unknowns in
the analysis. The precision of the sequences is evaluated using the mpmath library
in Python.

4.2 Inversion

Inversion was already covered in the state-of-the-art [3] in the case of floating-
point representation and thus double precision. To compute the inverse of a value
a, they used the Newton-Raphson method with the following sequence:

Vn € N,zpi1 = x, * (2 — axxy,). 9)

It converges quadratically if its first term xg is close enough to % The complexity
of the computation for i iterations and an order o minimax polynomial is:

NRInv(o,i) = (o + i)AddCst + (2i + 0 — 1)Mul + MulCst. (10)

Table[2|lists the precision of using the sequence for the inverse in the signature of
FALCON for different values of i and o. In the signature, the interval on which
the sequence is applied is [Omin, Tmaz)-



Table 2. Precision of the Newton-Raphson sequence for the inverse depending on the
number of iterations (columns) and the order of the minimax polynomial (rows).

0 1 2 3 4

0.011] 2.0e—4| 6.8e—8|8.4e—15[1.3e—28
9.1e—4| 1.6e—6(4.2e—12|3.1e—23|1.8e—45
8.1e—5| 1.2e—8|2.5e—16|1.2e—31|2.4e—62
7.1e—6|9.2e—11|1.6e—20|4.2e—40|3.2e—79

=W N

Optimal choices Table [2| corroborates the results from the state-of-the-art [3],
that is, the optimal choice for both double and triple-world precision is:

NRInv(o = 2,7 = 3) = 5AddCst + 7Mul + MulCst. (11)

Another alternative is to use the Halley method. However, despite the fact
that the Halley method has a faster convergence speed, experimental resultsﬂ
show that the extra cost per iteration of the method results in a higher com-
plexity of computation even if it requires one less iteration compared to the
Newton-Raphson approach.

4.3 Inverse Square Root

In this subsection, the inverse square root is computed using the Halley method.
To compute the inverse square root of a value a, the Halley method uses the
following sequence:

Ln

8

It converges cubically if its first term g is a good approximation of 1/+/a. The
complexity of computing this sequence for 7 iterations and a minimax polynomial
of order o is:

VneN, z, =a*xx2, x,40 = (15— 2z, x (10 — 3% z,)) . (12)

HalleyInvSqrt(o,i) = (2i 4 0)AddCst + (47 + 0 — 1)Mul + (2i 4+ 1)MulCst. (13)

Table [3| gives the precision of applying the sequence to compute the inverse
square root in FALCON for different values of ¢ and o. The interval in which the

2 2
sequences are computed is given by {(a z ) , (UL) } However, this interval
has high bounds, where the inverse square root function “flattens”. As a conse-
quence, the Remez algorithm cannot compute second order and above minimax
polynomials with the imposed double precision.
Taking the full Equation [1, we can directly integrate the multiplication by o to

reduce the limits of the interval on which the sequences are computed:

T o 1 L S B
eaf.value = = = — wi —_ .
\/leaf.value \/leaf.value \/ﬂ 4 ?na:r Uvgnin
o2

(14)

2 Appendix section B



Table 3. Precision of the Halley sequence for the inverse square root depending on the
number of iterations (columns) and the order of the minimax polynomial (rows)

0 1 2 3 4
1 2.1e—4|4.0e—7|2.6e—15|6.9e—40|1.4e—113

As a consequence, the Remez algorithm with double precision can compute mul-
tiple orders of minimax polynomials, and we can once again study the trade-off
possibilities between minimax order and number of iterations. Table || provides
the precision of computing the inverse square root multiplied by o.

Table 4. Precision of the Halley sequence for the inverse square root depending on the
number of iterations (columns) and the order of the minimax polynomial (rows), with
the multiplication by o integrated.

0 1 2 3 4
1 0.037]6.5e—5|4.1e—13|1.1e—37|1.8e—111
2 0.0070(4.3e—7|1.1e—19|1.5e—57|3.8e—171
3 0.0012|2.5e—9|1.6e—26|5.8e—78|2.7Te—232

Optimal choices According to Tables [3] and [4] the optimal choices are:
For double precision (error of at most ~ 1.12e — 16),

HalleyInvSqrt(o = 2,7 = 2) = 6AddCst + 9Mul + 5MulCst. (15)
For triple-word precision (error of at most ~ 2.12e—22),
HalleyInvSqrt(o = 3,7 = 2) = 7TAddCst + 10Mul + 5MulCst. (16)

Alternatively, one could use the Newton-Raphson method. However, the ex-
perimental resultsE| show that there is no clear advantage in doing so. Despite
having a lower complexity per iteration, the Newton-Raphson method has a
slower convergence speed, thus requiring more iterations than Halley.

4.4 Square Root

A well-known methodology to compute the square root of a real number is the
Babylonian or Heron method. To compute the square root of a value a, the
Heron method uses the following sequence:

1
VneN x 1 = 3 (xn + a) . (17)

n

3 Appendix section B



It converges quadratically if its first term ¢ is a good approximation of v/a. The
complexity of computing the sequence for ¢ iterations and a minimax polynomial
of order o is given by:

Sqrt(o,i) = i*(Add+Div+MulCst2)+o0xAddCst+ (0—1)*Mul +MulCst. (18)

Table [5| provides the precision of applying the sequence to compute the square
root in FALCON for different values of ¢ and o. However, as the interval on
which the sequence is computed has high bounds, the Remez algorithm cannot
compute third order and above minimax polynomials with double precision.

Table 5. Precision of the Heron sequence depending on the number of iterations
(columns) and the order of the minimax polynomial (rows)

0 1 2 3 4 5
1 0.86| 0.0039| 8.1e—8|3.7e—17|7.2e—36| 2.8e—73
0.10|4.2e—5|7.2e—12|2.2e—25|1.9e—52|1.5e—106

We rely on a similar trick to the one used for the inverse square root. To re-
duce the interval in which the sequence is computed, the multiplication by % in
Equation [4]is performed before. Table [6] provides the precision of computing the
square root and division by o directly. The first two rows (minimax polynomials
of first and second order) of Tables 5] and [6] validate the efficiency of the trick in
the case of double precision.

Table 6. Precision of the Heron sequence depending on the number of iterations
(columns) and the order of the minimax polynomial (rows), with the division by o
integrated

0 1 2 3 4 5
0.0052| 2.4e—5|4.9e—10|2.2e—19|4.4e—38| 1.7e—75
5.7e—4| 2.2e—7|3.3e—14|7.3e—28|3.6e—55|8.9e—110
7.0e-5| 3.3e—9|7.0e—18|3.3e—35|7.0e—70|3.3e—139
8.9e—6(5.2e—11|1.8e—21|2.4e—42|5.0e—84|2.2e—167
1.2e—6|8.9e—13|6.3e—25|3.5e—49(1.1e—97|9.6e—195

T W N =

Optimal choices According to Table[6] the optimal choices are as follows.
For double precision (error of at most ~ 1.12e — 16):

Sqrt(o =1,i = 3) = 3Add + 3Div + 4MulCst + AddCst.
Sqrt(o = 3,i = 2) = 2Add + 2Div + 3MulCst + AddCst + 2Mul.

10



For triple-word precision (error of at most ~ 2.12e—22):

Sart(o =1,i = 4) = 4Add + 4Div + 5MulCst + AddCst.
Sqrt(o = 2,i = 3) = 3Add + 3Div + 4MulCst + 2AddCst + Mul.
Sqrt(o = 5,1 = 2) = 2Add + 2Div + 3MulCst + 5AddCst + 4Mul.

No division square root The Heron method requires a division, which is non-
linear. In order to have a fully arithmetised calculation of the square root, there
is an alternative to the Heron method. One can observe that

1
VT
Using Equation [I9] to compute the square root and the sequences used to com-
pute the inverse square root, it is possible to avoid masking the division. However,
if a masked division is available, then a comparison with the complexities of the

optimal choices for the inverse square root must be performed. It must be taken
into account that using the inverse square root implies an extra Mul.

Vz € R,z =z % (19)

5 Security in the SNI model

One of the key aspects of the masking countermeasure is the use of formal proofs
to verify the security of the gadgets. In this section, we discuss the requirements
in terms of the level of security for the gadgets used in the sequence as well as
in the approximation of the first term. The criteria used are the Strong Non
Interference (SNI) of Barthe et al. [I] and its stricter variation, the Multiple-
Input Multiple-Output SNI of Cassiers and Standaert [4]. Other criteria exist,
such as the Probe Isolating Non Interfering (PINI) criterion of Cassiers and
Standaert [4]. It has a more straightforward composition rule and only requires
that every part of the gadget be PINI itself. The strategy of Section [3] and the
results of Sectiond]can be applied to a PINI implementation. This section focuses
on composability for NI or SNI implementation.

5.1 Proof strategy

In this section, we use the following methodology: we start by applying the
stricter level of security to every subgadget, i.e. MIMO-SNI. Then, we relax the
security requirement down to the simplest level of security, i.e. NI, as long as
we do not create interferences within the gadget. To ensure that no interference
appears when the security level is reduced, we rely on the graphical approach
introduced by Cassiers and Standaert [4]. A composite gadget, i.e. a gadget
composed of several subgadgets, can be represented by a Directed Acyclic Graph
(DAG). In this graph, each subgadget constitutes a vertex, and an edge only
connects two vertices if the subgadget vertex it ends in takes as one of its inputs
an output of the subgadget vertex the edge starts at. The DAG obeys some

11



rules: Each subgadget vertex must have the NI level of security. If an output of a
subgadget is used several times throughout the gadget, it is connected to a Split
vertex which acts as a duplication function with the NI security level. An SNI
subgadget vertex is represented as an NI vertex with its output connected to an
SNI refresh vertex. This SNI refresh vertex is then connected to the subgadget
taking the original vertex output as one of its inputs.

From the DAG, we can derive the Simplified Computation Graph (SCG) which
is used to prove the security level of the gadget. The SCG is obtained from the
DAG by removing all SNI refresh vertices and their connected edges. Then, one
can use the graph properties of the SCG to verify the security level of the gadget:

Proposition 1 (MIMO-SNI security using the SCG[4]). A composite gad-
get G is MIMO-SNI if its SCG satisfies the four following conditions. (i) G is
Single-Path NI Build (SP-NIB), i.e. for any two vertices u and v in its SCG,
there is at most one path from u to v. (i) For any pair of output vertices ui, us
in the SCG, there is no vertex v such that there is a path from v to uy and a
path from v to us. (iii) For any pair of input vertices uy, us in the SCG, there
is mo vertex v such that there is a path from w; to v and a path from us to v.
(iv)[2] There is no path from any input vertex to an output vertex in the SCG.

Proposition [If can be used to verify other levels of security than MIMO-SNI:

— If the SCG verifies the first condition (i), it is trivially NI secure, as an SP-
NIB SCG does not contain any interference, that is, a situation where two
vertices in the SCG are connected through two or more paths.

— If the SCG verifies the second condition (ii), the gadget is said to be Multiple-
Output (MO). A Single Output (SO) trivially verifies condition (ii).

— If the SCG verifies the third condition (iii), the gadget is said to be Multiple-
Input (MI). If a gadget has a Single Input (SI), it is trivially MIL.

— Finally, the fourth condition is mandatory for Strong security. For instance,
a gadget that verifies only the first and fourth conditions is SNI secure.

Although the composition of SNI or NI gadgets might not be NI secure, the
composition of SISO, MISO, SIMO, and MIMO gadgets is. This can be verified
easily by studying the possible interference cases when composing gadgets: If the
composition of gadgets generates an interference, it implies that the interference
starts within a subgadget and ends within another. The MO security ensures
that the subgadget cannot be a starting point for an interference, the MI security
implies that the subgadget cannot be an ending point for an interference. Thus,
the composition of MIMO-NI subgadgets is MIMO-NT itself.

It is also important to note that we consider in this section the sharing of a
sensitive value in FALCON to be “monolithic”, i.e. that only one sharing is
required to represent the sensitive value in the masked domain for the considered
representation of real numbers. As a consequence, evaluating a polynomial for
a sensitive value, or computing its inverse, or its square root, results in a SISO
gadget, with a target level of security of SISO-NI or SISO-SNI. If several sharings
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are required to mask one sensitive value, as could be the case in a triple-word
implementation like [I3], then the target level of security should be MIMO-SNI
or MIMO-NI.

In this work, SCG are provided with the following legend (see Table [7)):
Table 7. Legend for the Simplified Computation Graph (SCG)

: t-SNI Refresh vertex represented as an edge, highlighting the removed edges.

,,,,, J : Split; vertex (has j outgoing edges).

D : t-NI vertex.

(in), (out) : Input, output vertices.

5.2 Minimax Polynomial

Minimax polynomials can be evaluated using the Horner method. Thus, they
alternate between masked additions and masked multiplications. However, the
input sharing on which the polynomial is evaluated serves as an input sharing
to each multiplication used in the polynomial, leading to possible interferences.
We start by studying the case of a degree one polynomial, and then build the
remainder of the evaluation gadget for higher degrees. In this work, we choose
the target level of security for the first term evaluation to include the Strong
property (at least SNI).

For a degree one polynomial P, the equation is as follows :
P(X) =po+ X % p1, with pg,p1 two public real constants.

As a consequence, the input sharing first passes through a masked multiplication
with a public constant, and then an addition with a public constant. Therefore,
both gadgets can be considered as SISO gadgets, and their security requirements
are relaxed to SISO-SNI. These requirements can be reduced to SISO-NI, as the
serial composition of two SISO-NI gadgets is SISO-NI itself. However, as we aim
for SISO-SNI security for the gadget, at least one of the two gadgets has to
remain SISO-SNI, or an SNI Refresh, that is, an SNI identity function, must be
applied to the output sharing.

We now consider the evaluation of a degree k polynomial P such that P(X) =
Zf:o p;X® for k > 1 an integer. Following the Horner method, there exists a
polynomial @ of degree k — 1 such that Q(X) = Zf;ol pi1X* and:

P(X) =po+ X = Q(X), with py a public real constant.
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As a consequence, the input sharing passes through the masked evaluation of @
but also serves as input to a masked multiplication gadget, the other input being
the output of the masked evaluation of Q. The output sharing of this multipli-
cation is then taken as input in a masked addition with the public constant pg
to produce the final output sharing of the masked evaluation of the polynomial
P. A graphical representation of the gadget is available in Figure

(in) T ¢
Q((in)) Mul (out)

Fig. 1. Diagram for the masked evaluation of a degree k£ polynomial P

The evaluation of @) and the addition with pg can both be considered as SISO
gadgets. However, there is a risk of interference as the multiplication takes as
input two sensitive sharings which can both be connected to the input sharing.

The evaluation of @ is chosen to be SISO-SNI secure. As a consequence, in the
SCG representation of P, there is no more path from the input sharing to the
multiplication passing by the evaluation of Q). As the addition subgadget is SISO,
the entire SCG of the evaluation of P is SP-NIB. To achieve the Strong security,
however, there must be no path from the input sharing to the output sharing.
Two options are available: either the addition by a constant must be SISO-SNI,
or the multiplication must be SNI. An example of the first option is given in
Figure [2| There, the SCG verifies conditions (i) and (iv) of Proposition |1} and
the evaluation of P is therefore SISO-SNI.

ffffff

¢ A 4

Fig. 2. Simplified Computation Graph of the evaluation of P(X) = po + X * Q(X) if
the evaluation of Q(X) and the addition by a constant are SISO-SNI

5.3 Inversion

Inversion has already been studied in the state-of-the-art [3]. In their paper, the
authors used the masked addition and multiplication gadgets developed by Chen
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and Chen [6], which are both SNI secure. They did not develop specific gadgets
for the addition by a public constant. Their first term evaluation is SISO-SNI
secure. However, these requirements can be reduced.

There are two possibilities. Reduce either the multiplication or the addition by
a constant to the NI security level while keeping the other at the SNI level.

— If the multiplication remains SNI, then there is no path from the first mul-
tiplication in an iteration to the second multiplication in the same iteration.
Also, there is no path between each iteration. This eliminates both possible
interferences, and the security of the addition by a constant can be reduced
to NI.

— If the addition by a constant is SNI, then there is no path between the first
and the second multiplication within an iteration. This also ensures that
there is only one path (the direct one) between the input of the gadget and
the first multiplication in each iteration. The SCG of this scenario is provided
in Figure [3| Conditions (i) and (iv) of Proposition [I| are verified, and thus
the gadget is SISO-SNI.

Mul AddCst Mul (out)

Fig. 3. Simplified Computation Graph of the inversion for one iteration if addition by
a public constant is SISO-SNI

5.4 Inverse Square Root

The calculation of z, in Equation generates a possible interference point
on its own due to the squaring of x,. A dedicated SISO-SNI squaring gadget
must be developed, or the calculation must be performed as (a * x,,) * z,, using
an SNI secure multiplication. To avoid developing an additional subgadget, we
recommend the latter solution. Thus, this solution is already envisioned in the
graphical representation of the inverse square root computation in Figure

Several other interferences are also visible in Figure However, setting the
security requirement of Mul to be SNI secure, and taking into account that the
first term evaluation is set to SISO-SNI, the only remaining interference concerns
the central part of the diagram. Even if the multiplication is SNI secure, the
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Mul

<

4

First

term

(Ourt)

Fig. 4. Diagram of the sequence for the Halley method to compute the inverse square
root (one iteration)

output of the calculation of z, is connected to the next multiplication through
two possible paths, a direct path and one through a multiplication by a constant
MulCst followed by an addition by a constant AddCst. As a consequence, it is
mandatory that one of these two subgadgets has SNI security to ensure that
the SCG is SP-NIB, while the other can be NI secure. This echoes the security
requirements of the first term evaluation. In the SCG of the inverse square root
depicted in Figure [5] the choice is to set MulCst to be SNI secure. The SCG
verifies conditions (i) and (iv) from Proposition [I]

MulCst (out)

AddCst Mul

First term

Fig. 5. SCG of the inverse square root using the Halley method and with SNI require-
ments for all types of multiplications.

5.5 Square Root

A graphical diagram of the sequence is provided in Figure[6] It is apparent that
the division and addition used in the sequence are both potential interference
points. Thus, their initial security levels are set to MISO-SNI. Multiplication by
% can be seen as an SISO gadget. We also chose minimax polynomial evaluation
to be SISO-SNI secure. It is important to note that the addition used here can
differ from the one used in the minimax polynomial evaluation: in the latter
constant public values are added to a sensitive sharing. In the sequence, the

addition is performed between two sensitive sharings.
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(in)

iv
A4 T
First

term

Fig. 6. Diagram of the sequence for the Heron method to compute the square root
(one iteration)

Fig. 7. SCG of the square root sequence with one iteration and with SNI requirements
for the division

The security levels of addition and multiplication by % can be reduced to the
NT security level as long as the division remains at least SNI (see the SCG in
Figure . If the division is not SNI, then there are two paths from the split
output of the first term evaluation to the addition (one direct path and one
through the division). Thus, the division must be SNI. A consequence of having
both the evaluation and the division be SNI is that there is no path from the
input of the gadget to the output of the multiplication by % The sequence is
thus SISO-SNI. Similar reasoning is used to recursively prove that the sequence
remains SISO-SNI even for a higher number of iterations as long as the division
remains SNI.

5.6 Recommandations

There are two scenarios in FALCON regarding the sequences presented in this
paper: either the implementation sticks to the high-level description of the Key
Generation and the Signature, and thus uses Equations and |3] or the square
root trick is applied as in Equation [4] In the second case, we consider that a
masked division is available and that the Heron method is more efficient than
using the inverse square root trick. Also, an inversion is used in the Key Gener-
ation in both cases.

If the inverse square root is used, the recommendations are to have NI security
for AddCst and SNI security for Mul and MulCst. If the square root is used, the
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recommendations are to have NI security for Add, SNI security for Div, and either
NT security for MulCst and Mul, SNI for AddCst, or SNI security for MulCst and
Mul, NI for AddCst.

6 Conclusion

In this work, the problem of masking implementations of non-linear functions
on real numbers such as the inverse, inverse square root, or the square root, is
tackled with a generic approach using convergent sequences and minimax poly-
nomials to approximate the first term of the sequence in a masked manner. An
in-depth analysis is performed for each function, with a study on the impact of
the order of the minimax polynomial and on the number of iterations required
to reach different levels of precision, in the context of the use of the function in
the FALCON post-quantum signature. In another section, the formal security
requirements for the different subgadgets used in the functions are analysed. Pro-
posals are made regarding their security using the Non-Interfering (NI) criterion
and its stronger variants.

The results presented in this work corroborate the existing state-of-the-art re-
sults [3] with respect to inversion, while also hinting that better performance
could be achieved in their implementation by lowering the level of security of
several of their subgadgets. A natural continuity of this work will be its ap-
plication for different masked implementations of FALCON, whether they will
use floating-point, fixed-point, or triple-world representations of real numbers.
The methodology presented in this paper can also be used to address similar
challenges outside of the FALCON context, and given the generic nature of the
Newton-Raphson and Halley methods, can also be applied to address the com-
putation of other non-linear functions.
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Appendix

This Appendix contains two sections, one listing the minimax polynomials used
in the paper, and one detailing the use of the Halley method for the inversion,
and the use of the Newton-Raphson method for the inverse square root, both
less efficient than the methods presented in the main body of the paper.

A

Minimax polynomials

In this section, the various minimax polynomials used throughout the paper are
listed.

Al

A.2

Inversion

1st order: P(X) = —0.429867 864 8X + 1.321 580138

2nd order: P(X) = 0.2796446101X2 — 1.2929518891X + 1.9772232306

3rd order: P(X) = —0.181918 943 9X3+41.122 934 814 122 —2.585 929 858 4 X +
2.6328663232

4th order: P(X) = 0.118 3448596 X*—0.913 845 687 5X3+2.811 744 3075 X 2 —
4.308 775895 7X + 3.288 5094158

5th order: P(X) = —0.076 987 616 1.X540.713 756 369 4 X *—2.748 688 231 9.X 3+
5.6279133818X2 — 6.461489 799 3X + 3.944 152508 3

Inversed Square Root

Without integrating o

1st order: P(X) = —3.837e—7X + 0.0139528144

Integrating o

Ist order: P(X) = —1.746 633 7556X + 2.3124922554

2nd order: P(X) = 3.032190 161 1.X2 — 4.490 600 077 3X + 2.895 058 304 3

3rd order: P(X) = —5.724859 727 7X3+10.752 384 171 622 —7.849 7078738 X +
3.3667425938

4th order: P(X) = 11.32581587X4—26.153 619 223 3X3+24.291 226 570 9.X % —
11.754656 210 7X + 3.780 207 269 4

5th order: P(X) = —23.027 582215 1X°+63.362 510 882 8X*—72.493 175904 1 X 3+
44.6105762198X2 — 16.140 745059 6 X + 4.153 026 8408

A.3 Square Root

Without integrating o

1st order: P(X) = 0.0045302103X + 54.332233344 1
2nd order: P(X) = —9.4e—8X2 + 0.006 877000 9X + 40.562 780030 1
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Integrating o

Ist order: P(X) = 0.7508217232X + 0.3278227483

— 2nd order: P(X) = —0.428 093521 6X2 + 1.139 770869 3X + 0.244 7424155
3rd order: P(X) = 0.485 507 655 6X > —1.085 808 269 322 +1.427 404 832 3X +
0.2041618789

4th order: P(X) = —0.687 120 492X *+1.728 467 223 2X3—-1.912165 151 8 X2+
1.666 539 780 8X + 0.178 758 689 3

5th order: P(X) = 1.088014 866 9X°—3.150 574972 1.X*+3.926 826 405 8 X ®—
2.878 254908 1X2 + 1.875552 131 7X + 0.160 952224 3

B Precision

B.1 Inversion Halley

In this section, we detail the alternative to the Newton-Raphson method to
compute the inverse of a value a. The Halley method uses the following sequence:

VvneN, z,=1—axzx,
Tpt1 = Tp * (1 + zp * (1 + Zn))
It converges cubically if its first term xq is a good approximation of 1/a.

Although its convergence speed is faster than that of the Newton-Raphson
method, the Halley method suffers from larger complexity per iteration:

HalleyInv(o,i) = (3i 4+ 0)AddCst + (37 + 0 — 1)Mul + MulCst. (20)

Table[8]lists the precision of using the sequence for the inverse in the signature of
FALCON for different values of i and o. In the signature, the interval on which
the sequence is applied is [Omin, Tmaz)-

Table 8. Precision of the Halley sequence for the inverse depending on the number of
iterations (columns) and the order of the minimax polynomial (rows).

0 1 2 3 4

0.011| 3.7e—6[1.6e—16| 1.3e—47|6.9e—141
9.1e—4| 2.5e—9|5.1e—26| 4.4e—76|2.8e—226
8.1e—5|1.8e—12|1.7e—35|1.5e—104|1.2e—311
7.1e—6|1.2e—15|5.4e—45|5.2e—133 -

=W N =

Optimal choices According to Table[8] the optimal choice for both double and
triple-word precision is:

HalleyInv(o = 2,7 = 2) = 8AddCst + 7TMul + MulCst. (21)
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B.2 Inverse Square Root Newton-Raphson

In this section, we detail the alternative to the Halley method to compute the
inverse square root of a value a. The Newton-Raphson method uses the following
sequence:
T
VnEN,mnH:?n(B—a*xi). (22)

It converges quadratically if its first term xq is a good approximation of 1/+/a.

Although its convergence speed is lower than that of the Halley method, the
Newton-Raphson method benefits from lighter complexity per iteration:

NRInvSqrt(o,i) = i x (AddCst + 3Mul + MulCst)+
0% AddCst + (0 — 1) * Mul + MulCst.

Table [J] gives the precision of applying the sequence to compute the inverse
square root in FALCON for different values of ¢ and o. The interval in which the

2 2
sequences are computed is given by {( z ) , (L) } However, this interval

has high bounds, where the inverse square root function “flattens”. As a conse-
quence, the Remez algorithm cannot compute second order and above minimax
polynomials with the imposed double precision.

Table 9. Precision of the Newton-Raphson sequence depending on the number of
iterations (columns) and the order of the minimax polynomial (rows)

0 1 2 3 4
1 2.2e—4|8.7e—6|1.5e—8|4.2e—14|3.4e—25

Taking the full Equation [} we can directly integrate the multiplication by o to
reduce the limits of the interval on which the sequences are computed:

lea f.walue 7 L 1 ithy € o
. = = = — W .
Vieaf.value \/leaf.value NG 4 2 ol
0-2

max min

(23)
As a consequence, the Remez algorithm with double precision can compute mul-
tiple orders of minimax polynomials, and we can once again study the trade-off
possibilities between minimax order and number of iterations. Table [10| provides

the precision of computing the inverse square root multiplied by o.

Optimal choices According to Tables [0 and [I0] there are several possible
choices. For instance, we can achieve both double and triple precision with an
order 1 minimax polynomial and 4 iterations for the Newton-Raphson sequence.
However, complexity-wise, it can be more interesting to use higher order minimax
polynomials to approximate the first term:
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Table 10. Precision of the Newton-Raphson sequence depending on the number of
iterations (columns) and the order of the minimax polynomial (rows), with the multi-
plication by o integrated.

0 1 2 3 4

0.037|1.5e—3| 2.4e—6(6.7e—12|5.3e—23
0.0070(5.2e—5| 2.9e—9(9.1e—18|8.9e—35
0.0012|1.6e—6(2.7e—12(8.0e —24|7.2e—47
1.9e—4|4.1e—8|1.9e—15|4.1e—30|1.9e—59
3.1e—5(1.1e—9|1.3e—18|1.9e—36|4.0e—72

Tt W N~

For double precision (error of at most ~ 1.12e — 16),

NRInvSqrt(o = 2,4 = 3) = 5AddCst + 10Mul + 4MulCst.
NRInvSqrt(o = 5,i = 2) = 7AddCst + 10Mul + 3MulCst.

For triple precision (error of at most ~ 2.12e—22),

NRInvSqrt(o = 1,i = 4) = 5AddCst + 12Mul + 5MulCst.
NRInvSqrt(o = 3,i = 3) = 6AddCst + 11Mul + 4MulCst.

An interesting point is that, in the absence of a specialised gadget for mul-
tiplication by a constant MulCst, there are as many calls to multiplications for
NRInvSqrt(o = 2,4 = 3) than for HalleyInvSqrt(o = 2,i = 2), the latter
even costing an additional AddCst. We deemed this scenario unlikely enough to
choose the Halley method as the optimal choice due to its lower cost in terms of
non-scalar multiplications Mul.
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