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Abstract

Private Set Intersection (PSI) enables parties to compute the inter-
section of their input item sets while preserving privacy. In many
real-world applications, however, each item is accompanied by a
sensitive weight, and the ability to privately compute over such
weights is crucial. Existing research in this direction is fragmented
and driven by application-specific goals, with representative ex-
amples including PI-Sum (computing the sum of weights over the
intersection), inner-product Private Join and Compute (computing
the inner product of weight vectors over the intersection), and Item
with Maximum Weight Sum (identifying the intersection item with
the maximum combined weight).

In this work, we propose a unified framework for private compu-
tation on weighted set intersection. We formalize Private Filtering
and Aggregation for Weighted Set Intersection (PFA-WSI) as an ideal
functionality parameterized by a joint scoring function f and a pred-
icate P, supporting two output modes: (i) predicate-filtered output,
which reveals a predicate-selected subset of intersection items, and
(ii) aggregated output, which reveals only aggregate statistics over
matched items. By instantiating f and P appropriately, PFA-WSI
captures deployed and studied tasks such as PI-Sum, inner-product
PJC, and IMWS, and also accommodates richer metrics arising in
practice, such as Ly - and L,-type distance statistics on matched item
weights.

To realize PFA-WSI efficiently, we introduce a novel core build-
ing block, Oblivious Encrypted Weight Transfer (OEWT), which
enables a receiver to obtain encryptions of the sender’s weights
for intersection items and random-looking ciphertexts otherwise.
Building on OEWT and additively homomorphic encryption, we
present modular protocol constructions for different instantiations
of f and for both output modes. We prove simulation-based security
in the semi-honest model and provide detailed communication and
computation analyses. Our experiments show that our construc-
tions scale to million-sized sets with practical performance that
matches or surpasses the state-of-the-art.
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1 Introduction

In many domains such as finance and healthcare, data needed for
analysis is fragmented across multiple organizations. At the same
time, each holder is bound by strict privacy laws and security regu-
lations, which makes joint data analytics highly challenging. Secure
multiparty computation (MPC) is a promising cryptographic ap-
proach to this problem, as it enables collaborative computation
over distributed data while provably protecting the privacy of each
party’s input.

Compared with generic MPC protocols such as garbled circuits
[33], protocols tailored to specific functionalities are often signifi-
cantly more efficient and closer to practical deployment. Among the
functionalities studied in MPC, private set intersection (PSI) is one
of the most extensively researched and widely deployed primitives
[14, 18, 24, 25]. In standard PSI, two parties, each holding a private
set, learn the intersection of their sets and nothing else. Over the
last decade, many efficient PSI protocols [7, 20, 29, 30] have been
proposed, and their performance is now sufficient for large-scale,
real-world use.

However, in many real applications, the relevant data consists
not only of identifiers but also of sensitive weights attached to
those identifiers, and the ability to privately compute over such
weights is crucial. For example, in a financial setting, two large
banks each hold a customer list together with a risk score derived
from transaction histories. They may wish to perform joint risk
assessment, such as finding all common customers whose joint
risk score exceeds a threshold, while preserving the privacy of all
other customers. In a healthcare setting, two hospitals hold patient
populations and each has developed its own risk scoring model for
a particular disease. They would like to compare the two models
on their overlapping patients by computing a distance statistic
(e.g., L1, Ly) together with the intersection size, while revealing no
information beyond the intended output. This latter use case differs
from the banking scenario in that the final output should reveal no
identifiers at all, only aggregated statistics on the weights. In Fig. 1,
we illustrate the two settings using two toy examples.
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Figure 1: Schematic illustration of the two output modes. On the left, two banks aim to identify the highest-risk customers
among their shared clients. On the right, two hospitals aim to assess the agreement between the health scoring models they

developed by comparing their scores on overlapping patients.

These examples suggest categorizing private computation on

weighted set intersection according to the type of output they reveal.
Specifically, such tasks can be viewed as evaluating a function of
the two parties’ weights on matched identifiers, and then releasing
either a predicate-selected subset or an aggregate statistic, which
also reflects the current literature. Existing works largely fall into
one of these two output types:
Predicate-filtered output. Here, the goal is to output the identi-
fiers (and possibly their weights) of intersection items that satisfy a
predicate P applied to their joint scores, as in the banking example
above where the parties seek common customers whose joint risk
score exceeds a threshold. Another canonical example is the private
“best meeting time” problem, where two parties seek the common
time slot with the highest total score. Beauregard et al. [1] first
developed a protocol for privately identifying the “best” item in the
intersection according to the sum of both parties’ weights. More
recently, Cai et al. [6] formalized this functionality as item with
maximum weight sum (IMWS), and proposed two more efficient
protocols than [1], particularly when weights lie in a large domain.
Aggregated output. In this case, the protocol does not reveal any
identifiers, but only an aggregate function of the associated weights.
Existing deployed examples include Google’s “PI-Sum with Cardi-
nality” functionality [16] for aggregated conversion measurement,
which outputs the total sum of weights over the intersection to-
gether with the intersection size. Lepoint et al. [21] subsequently
introduced the “inner-product Private Join and Compute” (inner-
product PJC) functionality as a generalization of PI-Sum, allowing
the parties to obtain the inner-product of their intersection weight
vectors. Chida et al. [9] later proposed a more communication- and
round-efficient construction for inner-product PJC.

Despite this progress, the current landscape of computation on
weighted set intersection is highly fragmented. Prior work often tar-
gets a specific functionality (e.g., sum, inner-product, or maximum-
weight item selection), and is tailored to a particular cryptographic

framework. Consequently, these constructions are inherently lim-
ited in scope and do not readily generalize to settings other than
the ones for which they were originally developed. Moreover, ex-
isting constructions mainly focus on simple linear functions such
as sum and inner-product. They cannot directly handle more ex-
pressive metrics that arise in applications like model comparison
in healthcare, where one may wish to compute, for example, the
L, or L, distance between risk-score vectors over the intersection
without revealing any information beyond the intended output.
Finally, IMWS is the only predicate-filtered functionality that has
been explicitly formalized so far, yet existing IMWS protocols [1, 6]
incur quadratic computational complexity in the parties’ input sizes,
making them difficult to deploy for large datasets.

These observations naturally lead to the following question:

Can we design a general and extensible framework for private
computation on weighted set intersection that (i) subsumes existing
functionalities such as PI-Sum, inner-product PJC, and IMWS, and
(ii) supports richer functions on weights (e.g., L1 /L,-type distances),
while avoiding fully generic circuit based approaches and remaining
efficient enough for real-world deployment?

1.1 Our Contributions

We answer this question in the affirmative. We begin by introduc-
ing a unified ideal functionality for computation on weighted set
intersection.

As shown in Fig. 2, we formalize Private Filtering and Aggre-
gation for Weighted Set Intersection (PFA-WSI) as an ideal func-
tionality parameterized by a function f and a predicate P, which
supports two practically motivated output modes: (a) predicate-
filtered output, which reveals a subset of intersection items filtered
out by a predicate function P on the joint scores of the matched
items; and (b) aggregated output, which reveals only aggregate
statistics over the weights of intersected items.
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FUNCTIONALITY:
Inputs: A set of item-weight pairs S; = {(x1,u1), ..., (Xn,, Un,)}
from Alice, and S; = {(y1,91), - - ., (Uny, Un,) } from Bob, where x; #
xjand y; # y; fori # j.
Parameters: A two-argument function f : Z X Z — Z, and a
predicate P : [ny] X (ZU {L})" — {0,1}.
Outputs: For j € [ny], if 3(x;, u;) € Sy such that x; = y;, then let
wj = f(u;,v)); else let w; =1.
(a) Predicate-Filtered Output.
Alice outputs w = (wy,..., wp,), While Bob outputs Yp :=
{yj ly; € Y AP(j,w) =1}
(b) Aggregated Output.
LetI:={j € [n2] | wj # L}. Alice outputs [I| and 3} ;c; w;.

Figure 2: Ideal functionality Fppa-ws for private filtering and
aggregation for weighted set intersection.

This abstraction provides a common language that unifies a
broad spectrum of deployed and studied tasks. In particular, PI-
Sum fits the aggregated output mode by taking f(u,v) = v (i.e.,
summing Bob’s weights over the intersection).! Inner-product PJC
is also an aggregated output instance, where f(u,v) = u-v. Likewise,
distance statistics arise naturally in the same mode: the L;-type
distance corresponds to f(u,v) = |u — v|, and the Ly-type distance
corresponds to f(u,0) = (u — v)? (and optionally reporting its
square root as needed). On the other hand, IMWS is an instance
of the predicate-filtered mode: one sets a scoring function (e.g.,
f(u,0) = u + o for weight-sum scoring) and chooses P to select the
item attaining the maximum score among intersection items.

To realize the PFA-WSI functionality, our contributions are sum-
marized as follows.

® Oblivious Encrypted Weight Transfer (OEWT). We introduce
OEWT as a core building block that enables a receiver to obtain
encryptions of the sender’s weights for intersected items, while
obtaining random ciphertexts for non-intersected items, without
learning which case occurred. To realize OEWT efficiently, we
combine the encryption scheme with Oblivious Key-Value Stores
(OKVS) by introducing a pseudouniformly embedding technique
that maps ciphertexts into the OKVS value space while preserving
the uniformity required for OKVS obliviousness and random de-
coding. And in our implementation, we instantiate OEWT using
an efficient binary OKVS.

o Protocols for predicate-filtered output. We give an efficient
construction for predicate-filtered PFA-WSI by combining OEWT
with multi-query Reverse Private Membership Test (mq-RPMT)
and a lightweight oblivious transfer step. This construction directly
yields IMWS and supports other predicates (e.g., thresholding) via
local post-processing. In contrast to prior IMWS protocols [1, 6]
with quadratic overhead, our construction achieves linear overhead
in the set sizes.

e Protocols for aggregated output. We give a modular con-
struction for aggregated output PFA-WSL. To this end, we define a
Function-Specific Homomorphic Evaluation phase that allows Bob
to obtain, for each intersection item, an encryption of f evaluated

!In the rest of the paper, we use Sum to denote the more general case f(u,v) = u + v.

Conference’17, July 2017, Washington, DC, USA

on the parties’ associated weights, and a random ciphertext other-
wise. We provide concrete instantiations of this phase for specific
functions f such as L; and L, distance. We note that the evalua-
tion phase is applicable to the predicate-filtered setting to support
functions beyond the simple summation used in IMWS. Moreover,
we introduce a new building block called Secure Indicator-Selected
Aggregation (SISA), which aggregates these encryptions to produce
the final aggregate statistics for Alice. For completeness, we include
in the appendix instantiations for inner-product and summation,
whose realizations are comparatively simple and direct. As an ad-
ditional application, we use the resulting PFA-WSI protocols for
inner-product and summation to construct a protocol for comput-
ing the cosine similarity between the parties’ weight vectors over
the intersection. Unlike L; /L, distances, cosine similarity captures
the similarity of the two vectors’ patterns while being invariant to
their overall scale.

e Security and complexity analysis. We provide simulation-
based security proofs for all proposed protocols in the semi-honest
model, together with a detailed analysis of their communication
and computation complexity.

e Implementation and evaluation. We implemented our proto-
cols in C++ and compared them with prior work. Owing to linear
complexity, our IMWS protocol requires only 279.61 seconds of
computation when both parties hold sets of size 22°, whereas prior
protocols [1, 6], which incur quadratic overhead, require more than
20,000 seconds. We further provide a step-by-step breakdown for
our protocols that compute L;- and Lp-type distance statistics over
the intersection. The results show that the L; and L, instantiations
have comparable computation costs, but L; incurs higher commu-
nication. Concretely, when both parties hold sets of size 2!°, the
L, protocol requires 91.55 seconds of running time and 69.21 MiB
of communication, whereas the L; protocol requires 125.8 seconds
and 486.17 MiB. Finally, for inner-product function, our protocol
reduces running time by a factor of 1.3-3.7X compared to the state-
of-the-art [9], but at the cost of requiring 2X more communication.

1.2 Technique Overview

Oblivious Encrypted Weight Transfer. The core building block
underlying our PFA-WSI constructions is the Oblivious Encrypted
Weight Transfer (OEWT) functionality. In Fogpwt, Alice inputs a
set of item-weight pairs {(x;, 4;) }ie[n,] and a public key pk, while
Bob inputs an item set {y; };e[n,]. For each Bob’s item y;, if y; = x;
for some j € [n;], then the functionality FopwT returns to Bob
the ciphertext Encpx (u;) of the corresponding weight; otherwise, it
returns a ciphertext sampled at random from the ciphertext space.

Our starting point for realizing OEWT is the OKVS data struc-
ture. An OKVS encodes a collection of key-value pairs (k;, v;) into
a compact table T. The obliviousness property guarantees that the
keys k; remain hidden as long as all values v; are random. A useful
additional property is random decoding: informally, if the encoded
values are random, then decoding T at any key k not used dur-
ing encoding yields a value that is uniform over the value space.
This behavior matches exactly what we need in OEWT for non-
intersection items, where Bob should receive a random ciphertext.

A naive instantiation would therefore let Alice treat her items
as OKVS keys and the encryptions of the corresponding weights as
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OKVS values, encode the resulting key-value pairs into T, and send
T to Bob, who decodes at his items. However, the properties of the
OKVS listed above crucially rely on the values being uniform in
the OKVS value space, which is typically a finite field. In particular,
for efficiency reasons, OKVS instantiations over a characteristic-
two field (e.g., Fom) are often more efficient than those over other
fields, since their arithmetic can be implemented largely via fast
bitwise XOR operations. In contrast, ciphertexts of a public-key
encryption scheme typically do not form a finite field, nor are they
uniformly distributed over the finite-field value space required by
the OKVS. Thus, directly using ciphertexts as OKVS values breaks
the assumptions needed for obliviousness and random decoding.

To resolve this mismatch, we introduce the notion Zg-uniformly
embeddable encryption, which captures encryption schemes whose
ciphertexts can be injectively and efficiently encoded into an in-
teger ring Zg in a way that makes the encodings computationally
indistinguishable from uniform over Zg. We show that both Paillier
encryption and RLWE-based additively homomorphic encryption
schemes satisfy this property. On top of this ring-level embedding,
we then “spread” the randomness from Zg to a prime field Z,:
by adding a random multiple rf, with r sampled uniformly from
{0,...,p/B] — 1}, we obtain values that are statistically close to
uniform over Z,. We prove that when p > 2% . B, the resulting
distribution is 27*-close to uniform, and thus also computationally
indistinguishable from uniform.

Our approach extends naturally to the binary field Fym: by encod-
ing elements of Z,, as m-bit strings (elements of F,m) and choosing
m such that |Fym | > 2% - B, we preserve pseudouniformity of OKVS
values in the field representation. The detailed OEWT protocol,
along with the formal randomness and security analysis, is given
in Sec. 3.

PFA-WSI with predicate-filtered output. Multi-query Reverse
Private Membership Test (mq-RPMT) [34] is a functionality which
on inputs a set X = {X;}ic[n,] from the receiver and a set Y =
{yi}ie[n,) from the sender, allows the receiver to obtain a bit vector
7 =(ay,.. ., @n,), Where a; = 1iffy; € X. Combined with FrqrPMT
and FopwT, we can directly obtain a IMWS protocol. First, Alice
and Bob invoke FopwT, so that Bob receives, for each y;, either
an encryption of the corresponding weight of Alice’s common
item, or a random ciphertext. Bob then locally homomorphically
adds his own weight v; to the ciphertext for y;. Next, they invoke
FmqremT With inputs X from Alice and Y from Bob, and Alice
obtains the indicator vector @ with a; = 1y,ex. Finally, Alice and
Bob run oblivious transfer with selector bits a;, so that Alice learns
a ciphertext of w; = u; + v; when y; = x; and learns L otherwise.
Alice decrypts the non-L entries, finds the index j* of the maximum
aggregated weight, and sends j* to Bob, who finally outputs y+.
In the IMWS setting, the predicate P selects the item with maxi-
mum aggregated weight, and the underlying aggregation function
is f(u;,vj) = u; +v;. More generally, changing the predicate P (e.g.,
selecting all items whose aggregated weight exceeds a threshold,
or the top-k items) only affects Alice’s local post-processing of
the vector (wy, ..., wp,) and can be handled directly on top of the
above protocol. In contrast, changing the aggregation function f
(beyond f(u;,v;) = u; + v;) requires an additional Function-Specific
Homomorphic Evaluation phase, in which Alice and Bob interact so
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that Bob ends up with encryptions of f (u;, v;) for intersection pairs,
without leaking extra information to Alice. The detailed analysis is
given in Sec. 4.

PFA-WSI with aggregated output. After the Function-Specific
Homomorphic Evaluation phase, Bob holds, for each intersection
item, an encryption of f(u;,v;). To let Alice obtain an aggregated
output from these ciphertexts, we introduce a building block called
Secure Indicator-Selected Aggregation (SISA). In the functionality
Fsisa, Alice holds the secret key of an additively homomorphic
encryption scheme and an indicator vector @ € {0, 1}"2, where
entries equal to 1 mark the positions to be aggregated. Bob holds

a ciphertext Vector_l; = {AEnc,k (i) }ic[n,]- The functionality out-
puts to Alice the sum of Bob’s weights selected by her indicators.
We leverage oblivious transfer and random masks technique to
implement Fgisa; the full protocol and its analysis are given in
Sec. 5.1.

The remaining challenge is to realize the Function-Specific Ho-
momorphic Evaluation phase. For L, distance, our idea is that Bob
masks the ciphertext of u; — v; with a random offset t;, sends the
masked ciphertext to Alice for decryption and squaring, and then,
after receiving an encryption of (u; — v; + t;)? back, uses homo-
morphic operations to remove the mask and obtain an encryption
of (u; — vj)%. For L, distance, the main difficulty is handling the
absolute value without leaking the sign of u; — v;. Here we invoke
an integer comparison functionality: Bob first randomly flips the
sign of u; — v; and masks it with a random number, so that the
sign of the true difference is hidden, and then Alice and Bob run
secure comparison to obtain additive shares of the bit 1y <o;- Us-
ing these shares, Bob (as the OT sender) chooses appropriate OT
messages, and Alice (as the receiver) uses her share as the selection
bit to obtain a ciphertext of |u; — v;| masked by a random number.
Alice re-randomizes and sends this ciphertext back; Bob finally re-
moves the mask and obtains an encryption of |u; —v;|. The concrete
protocols and security proofs are presented in Sec. 5.2.

The technical roadmap of the building blocks in our PFA-WSI
protocols is outlined in Fig. 3.

PFA-WSI

Oblivious Encrypted Weight Transfer
and
Multi-query Reverse Private Membership Test

|

[ Function-Specific Homomorphic Evaluation }

Predicate-Filtered Output Aggregated Output

Secure Indicator
Selected Aggregation

Predicate-based
filtering

Figure 3: Technical roadmap of the building blocks in our
PFA-WSI protocols.

1.3 Related Work

In this section, we review prior work about computing on weights
associated with items in the intersection.
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Ion et al. [16] study several protocols for Private Intersection-
Sum with Cardinality (PI-Sum), motivated by privacy-preserving
advertising conversion measurement. In PI-Sum, one party holds
item-weight pairs {(x;, 4;) }, while the other holds an item set {y;}.
The goal is to compute the sum of values over the intersection,
ie., Zi:xie{yj} u;, together with the intersection size |{x;} N {y;}].
They propose semi-honest protocols based on a Diffie-Hellman
style double masking, random oblivious transfer and encrypted
Bloom filters, respectively. Then they implemented the protocols
and conducted detailed comparisons. We note that PI-Sum aggre-
gates values contributed by only one party; in our framework we
also consider a more general summation setting where both parties
contribute weights.

Lepoint et al. [21] introduce the inner-product Private Join and
Compute (inner-product PJC) functionality. Here both parties hold
item-weight pairs, {(x;, u;)} and {(y;,v;)}, and aim to compute the
inner-product of values over the intersection, i.e., Z( i) xi=y; Wiljs
together with the intersection size. Their protocol combines PIR
techniques with additively homomorphic encryption and is partic-
ularly efficient in the unbalanced setting, where the receiver’s set
is much smaller than the sender’s. Chida et al. [9] later design a
communication-efficient four-round inner-product PJC protocol,
which they implement and benchmark against prior work.

Beauregard et al. [1] first develop the protocol for privately find-
ing the “best” item in the intersection under the score function
given by the sum of both parties’ weights. Under the DDH assump-
tion, they construct a semi-honest secure protocol. However, their
solution requires solving discrete logarithms to recover the weight
sums, and thus only supports weights of polynomial size. Cai et al.
[6] remove this restriction by using additively homomorphic en-
cryption; their experiments suggest that while the communication
cost is slightly higher, computation becomes faster when weight
sums are large. However, both of them incur quadratic overhead in
the set sizes, which limits scalability to large datasets.

A different strategy is to use circuit-PSI [15, 27], which allows
parties to compute more general functions over intersection-related
data by securely evaluating a Boolean circuit after private match-
ing. This generic route can support rich functionalities, but typi-
cally comes with substantially higher communication and round
complexity compared with protocols tailored to specific weighted-
intersection tasks. Similarly, in [5, 23], the Meta/Facebook team
proposes Private Matching for Compute (PMC) and its delegated
variants, enabling parties to perform downstream secure computa-
tion on weights associated with matched items. In particular, PS*I
outputs additive secret shares of the intersection weights, while
Private-ID first assigns pseudorandom UIDs over the union to align
records and then hands the aligned data to generic MPC for further
computation. As a result, one can in principle realize arbitrary com-
plex functions via generic MPC, at the cost of additional generic
MPC overhead.

Most recently, Koirala et al. [19] propose the Encrypted Label Se-
lection and Analytics (ELSA) functionality, which enables a querier
to obtain an agreed-upon function of the weight associated with
a queried item y held by other parties. They give a semi-honest
secure construction based on fully homomorphic encryption and
support floating-point computation. However, ELSA is essentially a
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singleton-query primitive that performs downstream computation
for a single queried item, rather than a set-intersection functionality
as considered in our work.

2 Preliminaries

In this section, we introduce the notation and primitives used
throughout our protocols, including Secure Integer Comparison,
Multi-query Reverse Private Membership Test, and Oblivious Key-
Value Store. The definitions of semi-honest security, additively
homomorphic encryption, and Oblivious Transfer are deferred to
Appx. A.

2.1 Notation

We use k, A to denote the computational and statistical security
parameters, respectively. We use [n] to denote the set {1,2,...,n}.
For a vector @', we use v; to denote its i-th element. For a binary
vector @, we write [@| for its Hamming weight, i.e., the number
of 1’s in @. For some set S, the notation s « S means that s is
assigned a uniformly random element from S. We write U(S) for
the uniform distribution on the set S. We use 1,.; to denote the
indicator function, which equals 1 if a < b and 0 otherwise. For
distributions X and Y, we use X ~ Y to denote computational
indistinguishability. By negl (x) we denote a negligible function.

2.2 Secure Integer Comparison

Secure integer comparison, also known as “Yao’s Millionaires’ Prob-
lem,” was introduced by Yao [32] in 1982 and is perhaps the most
well-known example of two-party secure computation. In this prob-
lem, Alice and Bob hold integers a and b, respectively, and at the
end Alice learns the bit 1,<5. The ideal functionality Fsic is shown
in Fig. 4.

FUNCTIONALITY:

Inputs: There are two parties: Alice and Bob. Alice inputs an inte-
ger a, and Bob inputs an integer b.

Outputs: Alice outputs 1,<p.

Figure 4: Ideal functionality Fgic for secure integer compari-
son.

Secure integer comparison is typically implemented via relatively
lightweight comparison circuits. In our implementation, we use
OT extension to generate the correlated randomness needed for
evaluating AND gates, and then evaluate the comparison circuit
under the GMW protocol [22] using only symmetric-key operations.

2.3 Multi-query Reverse Private Membership
Test

Multi-query reverse private membership test (mq-RPMT) [34] is a
functionality where the receiver holds an input vector (xy,...,xy,,)
and the sender holds a set Y. As a result, the receiver learns only
the bit vector @ = (a1, ..., an,), where e; indicates whether y; € X.
The ideal functionality Finqremt is presented in Fig. 5.

The notion of mq-RPMT was first introduced by Zhang et al.
[34], who proposed two constructions: one based on symmetric-key
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FUNCTIONALITY:

Inputs: There are two parties: the Sender S and the Receiver
R. S inputs a set Y = {y;,...,yn,}, while R inputs a set X =
{x1, 00 Xy )

Outputs: R outputs a vector @ = {ai,...,an,} € {0,1}"2, where
a; = 1if y; € X, and a; = 0 otherwise.

Figure 5: Ideal functionality g rpmt for multi-query reverse
private membership test.

encryption combined with general 2PC techniques, and another
based on re-randomizable public-key encryption. Subsequently,
Chen et al. [8] presented more efficient mq-RPMT protocols under
the DDH assumption.

2.4 Oblivious Key-Value Store (OKVS)

Definition 2.1. A Key-Value Store (KVS) is parameterized by a
set K of keys, a set V of values, and consists of two algorithms:

e Encode: Takes as input a set of (k;, v;) key-value pairs and
outputs an object T (or, with statistically small probability,
an error indicator L).

e Decode: Takes as input an object T, a key k, and outputs a
value .

A KVS is correct if, for all A € K X V with distinct keys:
(k,v) € Aand L# T « Encode(A) = Decode(T, k) = v.

The concept of an oblivious key-value store (OKVS) was intro-
duced by Garimella et al. [13] to capture the properties of data
structures commonly used in PSI protocols. At a high level, an
OKVS enables the encoding of n pairs of key-value pairs in such a
way that an adversary cannot reverse-engineer the original input
keys from the encoding, assuming the input values are random.

Definition 2.2. A KVS is an oblivious KVS (OKVS) if, for all
distinct {k?, ..., k} and distinct {kl, el k,ll}, if Encode does not
output L for (k(l), el kg) or (k%, ., k},), then the output of
Exp? (K = (k,...,k%)) is computationally indistinguishable to
that of Exp” (K = (kl,....k})), where:

Exp”™ (K = (ky, .. .. kn)):
(1) for i € [n] : choose uniform v; « V

(2) return A (Encode ({(k1,01), ... (kn,vn)}))

In our construction, we need to use the additional property of
random decodings, where the decoded value for a non-input key
must be indistinguishable from a uniformly random element from
V.

Definition 2.3. An OKVS satisfies random decoding if, for all
sets of n distinct keys {ky,...,k,} € K, nvalues vy,...,v, each
drawn uniformly at random from V, the output of Decode(T, k) for
k ¢ {ki, ..., ky} is statistically indistinguishable from a uniformly
random element in V where T « Encode({(k1,01), ..., (kn,on)}).
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FUNCTIONALITY:

Inputs: Alice inputs a set of item-weight pairs
{(x1,w1),...,(Xn,,un,)} and a public key pk. Bob inputs a
set {y1,...,Un, }. (xi # xj and y; # y; fori # j)

Outputs: Bob outputs a vector—b) =(by,...,by,) € C™, where C
is the ciphertext space of the encryption scheme. For each i € [n;],
b « Encyi(u;) ify; = x; for some j € [n], and b; « C otherwise.

Figure 6: Ideal functionality Forwt for oblivious encrypted
weight transfer.

3 Oblivious Encrypted Weight Transfer
3.1 Ideal Functionality

In the functionality Fopwt (Fig. 6), Bob receives an encryption
of the corresponding weight for items in the intersection, and a
random ciphertext for non-intersection items. By the IND-CPA
security of the encryption scheme, Bob is oblivious to which case
occurs.

Specifically, Alice inputs the item-weight pairs {(x;, ;) }ie[n,]
and a public key pk. Bob inputs an item set {y; };e[n,]. Denote C as
the ciphertext space of the encryption scheme, Bob obtains a vector

N
b € C™, where

b Encpr(uy), if3je [m]sty =x
P —
' u(Q), otherwise.

3.2 Oblivious Encrypted Weight Transfer
Protocol

We construct our protocol using an OKVS. A natural first approach
is to take Alice’s items as OKVS keys and the encryptions of the cor-
responding weights as values: Alice encodes these key-value pairs
and sends the resulting OKVS to Bob. When Bob decodes on input
y;, if y; = x; for some j € [n1], he obtains the ciphertext Enc,x (u;)
associated with x;; if y; ¢ X, then by the random-decoding property,
he obtains a uniformly random element in the value space.

However, this straightforward approach is incompatible with
the OKVS randomness requirement. The obliviousness property
demands that the encoded values be uniformly random over the
value space, and OKVS constructions typically assume that this
value space is a finite field.? In contrast, ciphertexts of public-key en-
cryption scheme do not, in general, follow the uniform distribution
over such a field. Furthermore, a uniformly random field element
obtained via random decoding does not necessarily correspond to
a random ciphertext.

To resolve this mismatch, we introduce the notion Zg-uniformly
embeddable encryption, which specifies how ciphertexts can be
encoded into an integer ring Zz while preserving computational
pseudouniformity. We show that both Paillier and standard RLWE-
based public-key encryption satisfy this notion. We then lift the
resulting ring-level embedding to an appropriate finite-field value

%In fact, a few OKVS constructions, such as RB-OKVS [2], theoretically support value
spaces that form finite abelian groups at the abstract level. In practice, however,
implementations almost always instantiate the value space as a characteristic-two
finite field, since it offers substantially better efficiency.
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space, again preserving pseudouniformity, which yields our final
protocol construction.

Definition 3.1 (Zg-uniformly embeddable). Let II = (Gen, Enc,
Dec) be an public-key encryption scheme with plaintext space M,
and ciphertext space C. We say that IT is Zg-uniformly embeddable
if there exist a modulus # € N and PPT algorithms

T: C > Zg, vl Zg > CU{L},

such that:
(1) Injectivity. 7 is injective and, for all ¢ € C, 77!(z(c)) = c.
For any x ¢ Im(7) we have 771(x) =L.
(2) Pseudouniformity. Given the public key pk. For every
message m € M and every PPT distinguisher D,

R [D(pk.7(c)) = 1] - ke [D(pk.y) = 1]| < negl(x)

In this case, we call 7 a Zg-uniform ciphertext encoding for IT.

Remark 3.2. By the pseudouniformity definition, a random x €
Zg lies in Im(7) with all but negligible probability; in other words,
the probability that 71 outputs L is negligible.

The injectivity condition in Def. 3.1 guarantees that ciphertexts
can be efficiently recovered from their encodings, while pseudouni-
formity ensures that, for any adversary not holding the secret key
sk, the image of a ciphertext under 7 is computationally indistin-
guishable from a uniformly random element of Zg. As a concrete
example, we now show that Paillier encryption satisfies this defini-
tion.

THEOREM 3.3. Paillier encryption is Zyz -uniformly embeddable,
where N denotes the Paillier modulus.

It can be proved under the Decisional Composite Residuosity
(DCR) assumption. A detailed proof is provided in Appx. C.1.

We further show that, for RLWE-based public-key encryption,
there exists a modulus 8 such that the scheme is Zg-uniformly
embeddable. Let Ry, = Z,[x]/(g(x)) be a polynomial ring of degree
n, so that a ciphertext (co, c1) € RLZI can be viewed as a vector in Z,ZI"
via its coefficient representation. We define 7 by packing these 2n
coefficients in base g into a single integer in Zn (with the obvious
base-q decoding as 77!); under the standard RLWE assumption,
the resulting encoding 7(c) of any ciphertext ¢ is computation-
ally indistinguishable from uniform over Zan. Thus, RLWE-based
encryption is Zn-uniformly embeddable.

We now use a Zg-uniformly embeddable encryption scheme as a
starting point to lift from the integer ring Z4 to the prime field Z,,
while preserving uniformity. Our key observation is that a uniform
distribution over Zg can be “spread” to the interval Z[ 5 J 5 CZy

by adding a random multiple of f: the resulting distribution has
statistical distance from the uniform distribution over Z, equal to

the tail probability Pr[z € {{%J B, ..

27* whenever p > 2% - B.

.,p — 1}], which is at most

Concretely, Alice samples r; « {0,..., l%J —1}foreachi € [ny],
and forms the key—value pairs

Q = { (xi, 7(Encpr(u)) +1if) }c (g € Zp-
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PROTOCOL:

Inputs: Alice inputs a set of item-weight pairs
{(x1,u1),..., (%n,, un,)} and public key pk. Bob inputs a
set {y1, .-, Un, -

Parameters: The computational and statistical security param-
eters k, A. The OKVS scheme (Encode, Decode) with the value
space V = Z,, where p is a prime number. A public-key encryp-
tion scheme IT with ciphertext space C. It admits a Zg-uniform
ciphertext encoding 7 : C — Zg. It holds that p > 24 B.

Protocol Steps:

(1) For i € [ny], Alice randomly samples r; < {0,..., {%J -1},
computes ¢; < Encp(v;) and t; = 7(c;) € Zg.

(2) Alice computes key-value pairs

Q ={(xi,ti +1i - B }ietni)s

and encodes the OKVS as T « Encode(Q). She then sends T
to Bob.

(3) For each i € [ny], Bob decodes the OKVS as z; =
Decode(T,y;) € Z, and computes b; = z; mod f € Zg. He
then sets b; = r7'(b)).

(4) Bob outputs b = (b, ..., by,).

Figure 7: The oblivious encrypted weight transfer protocol.

She encodes Q into an OKVS and sends to Bob. Bob decodes on his
items y;, reduces the decoded value modulo f3, and applies 7! to
recover the corresponding ciphertexts. The full protocol is given in
Fig. 7.

We formalize the above statistical-distance argument in Lem. 3.4,
and then, in Thm. 3.5, we prove that the randomness of the values
stored in the OKVS; and finally, in Thm. 3.6, we establish the security
of our OEWT protocol.

LEMMA 3.4. Let r be uniformly sampled from {0, ..., I_%J -1},
and let y be uniformly sampled from {0, ..., B—1}. Ifp > 2*- B, then
the distribution of { =y + r - B is statistically indistinguishable from
the uniform distribution over {0,...,p — 1}.

The proof requires only simple probabilistic analysis. The de-
tailed proof is provided in Appx.C.1.

THEOREM 3.5 (THE RANDOMNESS OF THE OKVS VALUES). If the
encryption scheme Il is Zg-uniformly embeddable (via (r,77")), then
in Fig. 7 the values stored in the OKVS T are computationally indis-
tinguishable from the uniform distribution over Z,.

This follows from Lem. 3.4 and the definition of Zg-uniform
embeddability. The detailed proof is provided in Appx.C.1.

THEOREM 3.6. Assume that the OK'VS satisfies the random decod-
ing property, the protocol in Fig. 7 securely realizes the functionality
FoEwT in the semi-honest model.

The detailed proof is provided in Appx.C.1.

Transfer to binary OKVS. In practice, OKVS instantiations with
value space Fym are often more efficient, since operations are mainly
bit-wise (such as XOR), whereas arithmetic over Z, is typically
slower. We can therefore further improve the efficiency of our
protocol by moving the value space from Z,, to Fym. Concretely, in
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the protocol of Fig. 7, the OKVS values are represented as m-bit
strings (the binary encoding of elements of F,m) before encoding,
and after decoding, these bit strings are reinterpreted as integers
for the subsequent computations. As our previous argument shows,
as long as [Fym| = 2™ > 24 . B, the pseudorandomness of the OKVS
values still holds.

Discussion. In recent fuzzy PSI constructions [12, 31], PKE cipher-
texts are also encoded as OKVS values. When implementing their
PKE schemes with ECC-ElGamal over Curve25519, the group ele-
ments (ciphertexts) are represented as 256-bit Ristretto encodings
which are fed to the OKVS as values. However, if the OKVS is in-
stantiated over the full space of 256-bit strings, then by decoding
property, a non-encoded key yields a uniformly random 256-bit
string. With overwhelming probability, it does not correspond to a
valid Ristretto/ElGamal ciphertext encoding, which is incompatible
with the security requirement. In contrast, our OEWT-based con-
struction resolves this mismatch: by first embedding ciphertexts
into an integer ring Zg via a Zg-uniform ciphertext encoding and
then lifting to a field Z,,, we ensure that OKVS values are pseudouni-
form over Z,, and that non-key decodings remain computationally
indistinguishable from embedded ciphertexts.

4 PFA-WSI with Predicate-Filtered Output
4.1 IMWS Protocol

We construct our IMWS protocol starting from the functionality
Foewrt. In Fopwr, for each of Bob’s items y; (i € [n;]) he receives
b; « AEncyi(u;) if y; = x; for some j € [ny], and b; « C
otherwise. Using additively homomorphic operations, Bob can then
compute

m; = ARef(ASum({b;, AEnc,i (0;)})),

which is a refreshed ciphertext of u; + v; when y; = x;.

A naive approach would be for Bob to send m; directly to Al-
ice for decryption. However, in that case, Alice would decrypt m;
for all i, including indices with y; ¢ X, and thus learn additional
information about Bob’s non-intersection items. More concretely,
in Fopwt the ciphertexts that Bob receives on non-intersection
items are modeled as random from Bob’s point of view, but their
randomness may be correlated with Alice’s inputs. If Bob simply
forwards these ciphertexts back to Alice, this correlation may leak
extra information.

We leverage Fmq-rpmT and For to avoid this leakage. Concretely,
Alice and Bob first invoke Fqrpmr With inputs X = {x;}ie[n,]
from Aliceand Y = {y;} je[n,] from Bob. Alice receives the indicator
vector {1,,ex }ic[n,]> aligned with Bob’s ordering of the items. Next,
as above, they invoke FogwT and Bob locally computes m; for all
i € [ny]. They then invoke For with Alice as the receiver and Bob
as the sender: for each i, Bob’s input is the pair (L, m;) and Alice’s
choice bit is 1,,ex. If y; € X, Alice receives m;, decrypts it, and
obtains w; = u; + v;; if y; ¢ X, she instead receives L and sets
w; =L. Finally, Alice identifies the index maximizing w; and sends
it to Bob, and Bob outputs the corresponding item.

The detailed IMWS protocol is presented in Fig. 8.

THEOREM 4.1. Assume that the additively homomorphic encryp-
tion scheme is IND-CPA secure, the protocol in Fig. 8 securely realizes
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PROTOCOL:

Inputs: Alice has input set {(x;, 4;) }ie[n,] and Bob has input set
{(y)j,0)}jeln,)-

Parameters: The computational and statistical security param-
eters k, A. The additively homomorphic encryption scheme
(AGen, AEnc, ADec, ASum, ARef) which is Zg-uniformly embed-
dable. The functionalities Fnq-rpMT, FOEWT, FOT-

Protocol Steps:

(1) Alice generates an additively homomorphic encryption key-

pair (pk, sk) < AGen(k) and sends pk to Bob.

(2) Alice and Bob invoke Fmq.remt With inputs {x;}c[n,] from
Alice and {y;} je[n,] from Bob. The functionality returns to
Alice the indicator vector @ = (a1,...,any).

(3) Alice and Bob invoke FopwT with inputs ({(x;, ;) }ic[n, ], Pk)
from Alice and {y;} je[n,] from Bob. The functionality returns

to Bob the vector_b> =(by,...,by,).
(4) For i € [n;], Bob computes

m; = ARef(ASum({b;, AEnc,k (v;)})).

(5) Alice and Bob invoke the 1-out-of-2 OT functionality For n,
times, with Alice acting as the receiver with input bit a; during
the i-th invocation, and Bob as the sender with input (L, m;).
Denote Alice’s output as c;.

(6) Fori € [ny],if ¢; =L, let w; =L. Otherwise, Alice decrypts c;
using sk and sets w; = ADecg(c;).

(7) Alice outputs (w1, ..., wp,), and sends j* := argmaxX;c(p,|] W;
to Bob. Then Bob outputs y;+.

Figure 8: The IMWS protocol.

the functionality Fivws in the Fing-remT, FoEWT, FoT hybrid model
in the presence of semi-honest adversaries.

The detailed proof is provided in Appx. C.2.

4.2 Complexity Analysis

In our IMWS protocol, invoking Finq-remt from Chen et al. [8]
incurs linear communication and computation overhead to both
parties’ input size. When invoking our OEWT protocol in Fig. 7,
Alice is required to encrypt n; ciphertexts, encode an OKVS with
ny key-value pairs, and send it to Bob, who decodes it using n, keys

as the vector _b) For i € [ny], Bob adds b; and v; via the homomor-
phic encryption scheme and re-randomizes those ciphertexts. Both
parties will then invoke n; 1-out-of-2 OTs, and Alice will decrypt
the received ciphertexts. The total communication of our protocol
scales linearly with the input sizes of both parties, whereas existing
IMWS protocols from Beauregard et al.[1] and Cai et al. [6] require
quadratic communication complexity for Alice. The detailed com-
munication and computation of our IMWS protocol are shown in
Tab. 1.

4.3 Other Variants

In this section, we consider other predicate-filtered output protocols,
illustrating the generality of our construction.

Different predicates P. In Fiyws, we only considered the predi-
cate that selects the item with the largest weight sum. In practice,
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Table 1: Communication and computation of our IMWS pro-
tocol and the protocols in [1, 6]. Let ny, n; be the input sizes
of Alice and Bob.

C tati
Protocol ‘ Communication ‘ omputation

‘ ‘ Alice Bob
FOCI 1] O(n1 + nz) O(nlng) O(nl + nz)
OPRF-based [6] O(ny + ny) O(niny) O(ng+ny)
DDH-based [6] O(ny + ny) O(niny) O(ny + ny)
Ours (Fig. 8) ‘ O(ny + ny) ‘ O(ny+n3) O(ng+ny)

however, other predicates are common, such as selecting the min-
imum, or returning all elements whose weight exceeds a given
threshold. Our protocol directly supports any such predicate-based
variant: once Alice has obtained (wy, ..., wp,), she simply applies
the desired predicate P to compute the set of indices and sends these
indices to Bob, who outputs the corresponding predicate-filtered
items.
Different functions f. In Fivws, we only considered the function
f(ui,v;) = u; +v;. In many applications, other functions f are more
appropriate. For example, when computing joint probabilities, one
should use the product f(u;,v;) = u;-v;. Realizing this functionality
only requires replacing the homomorphic addition in Step 4 by
homomorphic plaintext-ciphertext multiplication, i.e., computing
m; «— ARef(AMuItP(vi, b,—)).

In interest-matching scenarios, Alice and Bob may each input
a set of (hobby, rating) pairs as item-weight pairs, and wish to
identify all hobbies whose ratings are sufficiently close. In this case,
the natural score is f(u;,v;) = |u; —v;|. To realize this functionality,
Bob can no longer compute a ciphertext of f(u;,v;) locally as in
the additive case; instead, we design an interactive protocol in
which Alice and Bob run a few rounds of communication and
Bob eventually obtains a ciphertext of f(u;,v;), while Alice learns
nothing. The concrete construction appears in the next section, in
the “Function-Specific Homomorphic Evaluation” phase of Fig. 11.

5 PFA-WSI with Aggregated Output

In this section, we construct PFA-WSI protocols with aggregated
output. We first introduce the building block named Secure Indica-
tor Selected Aggregation (SISA) in Sec. 5.1, which allows Alice to
securely obtain an aggregate of the selected Bob’s ciphertexts. Then,
in Sec. 5.2, we use FopwT together with Fsisa to construct PFA-WSI
protocols with aggregated output for f € {Dy,, Dy, }. Finally, in
Sec. 5.3 we analyze the theoretical complexity of our constructions.

5.1 Secure Indicator-Selected Aggregation

In the functionality Fsisa (Fig. 9), Alice holds the secret key of an
additively homomorphic encryption scheme and an indicator vector

@ € {0,1}", where entries equal to 1 mark the positions to be

aggregated. Bob holds a ciphertext vector b = {AEnc,k (01), ...,
AENc,k (v,,)}. The functionality outputs Alice the sum of Bob’s

weights selected by her indicators, namely S = 3;c[n,] 0i-
a;=1
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FUNCTIONALITY:

Inputs: Alice inputs the indicator vector @ € {0,1}"2 and

an additively homomorphic encryption key pair (pk,sk). Bob
-

inputs the public key pk and a ciphertext vector b =

{AEnCpk (01)s -+, AEncpi (0ny)}-
Outputs: Alice outputs S = Yie[n,] ;-
a;j=1

Figure 9: Ideal functionality Fggss for secure indicator-
selected aggregation.

PROTOCOL:

Inputs: Alice inputs the indicator vector @ € {0,1}" and
an additively homomorphic encryption key pair (pk, sk). Bob
—

inputs the public key pk and a ciphertext vector b =
{AEnc,k (01), ..., AENCpr (0n,) }.

Parameters: The computational and statistical security param-
eters k, A. The additively homomorphic encryption scheme
(AGen, AEnc, ADec, ASum, ARef) with plaintext space M = Z,.

Protocol Steps:

(1) Bob samples n, random values {r; € Zy};e[n,] and computes
m;o = r; and m;; = ARef(ASum({b;, AEncy (r;)})).

(2) Alice and Bob invoke the 1-out-of-2 OT functionality For n,
times, with Alice acting as the receiver with input bit a; during
the i-th invocation, and Bob as the sender with input (m; o, m; ).
Denote Alice’s output as c;.

(3) Bob computes R = Z:’jl r; and sends it to Alice.

(4) Alice computes S = 3 jc[n,] ADecsi(ci) + Xie[n,] ¢i — R and

a;j=1 a;j=0

outputs S.

Figure 10: The secure indicator-selected aggregation protocol.

We realize Fsisa using random masking combined with Oblivious
Transfer. Concretely, for each i € [n;], Bob samples a random mask
r; < Z, and defines

mio = ri, m;1 = ARef(ASum({b;, AEncPk(r,-)}))A

Alice and Bob then invoke For, where Alice acts as the receiver with
choice bit a;, and Bob acts as the sender with input pair (m; g, m;1).
Let denote Alice’s OT output as ¢;. Bob then sends R = 3, r; to

Alice. Alice then computes and outputs

S = Z ADecgi (¢;) + Z ci—R.

i€[nz] i€[nz]
aj=1 a;=0

The detailed SISA protocol is presented in Fig. 10.

Correctness follows directly from the OT functionality: for each
i € [ny],if a; = 0 then ¢; = r;, and if a; = 1 then ¢; = ARef(ASum(
bi, AEnc,i(r;))). Therefore,

ny
S = Z(U,—+rl-)+2r,-—2ri
i€[nz] i€[nz] i=1
aj=1 a;j=0
= Z 0
i€[ny]
a;j=1

which matches the functionality of Fsisa-



Conference’17, July 2017, Washington, DC, USA

THEOREM 5.1. Assume that the additively homomorphic encryp-
tion scheme is IND-CPA secure, the protocol in Fig. 10 securely realizes
the functionality Fsisa in the For hybrid model in the presence of
semi-honest adversaries.

The detailed proof is provided in Appx. C.3.

5.2 PFA-WSI Protocols with Aggregated Output

We construct our PFA-WSI protocols with aggregated output from
Forewt and Fsisa. The protocol consists of three phases.

o In the mq-RPMT and Encrypted Intersection Weight Transfer phase,
the same as the IMWS protocol: Alice and Bob invoke FmqrpMT
and ForwT, Alice obtains the indicator vector @ and Bob obtains
the ciphertext vector rs

o In the Function-Specific Homomorphic Evaluation phase, depend-
ing on the chosen function f, Alice and Bob run a few rounds of
interaction after which Bob holds ciphertexts encrypting f(u;,v;)
for the intersection pairs, while Alice learns nothing.

o In the Secure Intersection Aggregation phase, Alice uses @ as her
selection vector and invokes Fsisa to aggregate Bob’s ciphertexts
from the previous phase, obtaining the final result SO,

Thus, the main design challenge is to construct the Function-

Specific Homomorphic Evaluation phase for different functions f. We
remark that, in principle, a fully homomorphic encryption scheme
would allow us to implement any arithmetic f, but at the cost
of a significant loss in efficiency. Our goal instead is to realize
these functionalities using only an efficient additively homomorphic
encryption scheme. In what follows, we give concrete instantiations
for f € {Dr,,Dr, }. The L, distance penalizes large discrepancies
more heavily through squaring, whereas the L; distance aggregates
absolute differences and is typically more robust to outliers.
Case f = Dp,: In this case f(u;,v;) = (u; —v;)?. Since an additively
homomorphic encryption scheme cannot directly evaluate cipher-
text—ciphertext products, Alice and Bob should interact to obtain a
ciphertext of f(u;,v;).

Concretely, for each j € [ny], Bob samples a random mask ¢;
and computes

dj = ASum({ b, AEnc,i(—v; +1;) }) = AEncpe(u; —v; + 1)),

re-randomizes it as d}, and sends d} to Alice. Alice decrypts, squares
the plaintext, and re-encrypts, obtaining

ej = AEncPk((ADecsk(dj'-))z) = AEnc, ((u; —vj + t)%),

which she sends back to Bob. Bob then removes the effect of the
mask using the identity (u;—v;)? = (ui—vj+tj)2+tjg—2tj (ui—vj+t;),
and sets

(dr,)
o =ASum({ej, AEnc i (£2), AMuItP(d-,—th)})

= AEnc, ((ui - vj)z).

Case f =Dy, : In this case, f(u;,v;) = |u; —v;|. The main challenge
is how to handle the absolute value without leaking the sign of
Aj =u; —vj. A direct approach would be to use the secure integer
comparison functionality Fgic to learn the sign of A;, but this would
reveal additional information about the relative magnitudes of the
weights.
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To avoid this leakage, we first randomize the sign. Bob samples a
random mask t; and a random sign 7; € {1, +1}, and sends Alice
a ciphertext of the randomly flipped and masked difference:

e; = ARe(ASum({AmultP(rj, dj), AEncpk(tj)}))
= AEnCpk(TjAj + tj).

Alice decrypts this value and, together with Bob’s ¢;, they invoke
Fsic to learn only the bit n; = 1,4 ,<0, which does not reveal the
true sign of A; due to the random 7;.

Given 7}, we then let Alice obliviously obtain a masked encryp-
tion of |A;| via OT. Bob samples another random mask s; and
computes

D} = AEnci (A +55), Dj = AEncy(=A; + ;).

Alice and Bob invoke For, where Alice is the receiver with choice
bit 1;, and Bob is the sender with input

(D1, D7), ifr; = +1,

(mo, my) =
Voo, iy = -1

A simple case analysis shows that, in all cases, Alice receives
my, = AEncpk(|Aj| +55).

She re-randomizes m,,; and sends it back to Bob. Bob finally removes
the mask s; and sets
(D)
Cj b~ ASum({m,]]., AEncpk(—sj)}) = AEnCPk(|Aj|),
which is an encryption of f(u;,v;) as desired.
Our detailed aggregated output PFA-WSI protocol is presented
in Fig. 11.

THEOREM 5.2. Assume that the additively homomorphic encryp-
tion scheme is IND-CPA secure. Then the protocol in Fig. 11 securely
realizes Fpra-wst with aggregated output for f € {Dr,,Dy, }, in the
hybrid model with 7:mq—RPMT: FoewT, Fsic, For and Fsisa against
semi-honest adversaries.

The detailed proof is provided in Appx. C.4.

Other variants. Our protocol can be easily extended to handle
intersection inner-product [9, 21] and intersection sum [16]. The
detailed analysis and experimental results for these variants can be
found in Appx. B.1.

Beyond f € {Dr,,Dy,}, another widely used similarity mea-
sure is the cosine similarity, which is insensitive to differences
in users’ rating scales and instead captures similarity of rating
patterns. Computing cosine similarity does not fit directly into
the single-aggregate PFA-WSI functionality, but we can build a
privacy-preserving protocol for cosine similarity by combining our
protocols for intersection inner product and intersection sum. We
present the concrete construction and its analysis in Appx. B.2.

5.3 Complexity Analysis

In Tab. 2, we provide a step-by-step analysis of the computation and
communication complexity of the protocol in Fig. 11. Overall, each
step of our protocol has linear complexity in the input sizes. The
complexity of Step 2, which invokes Fmqrpmr, and Step 3, which in-
vokes FoewT, matches that of the corresponding steps in our IMWS
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PROTOCOL.:

Protocol Steps:
[mq-RPMT and Encrypted Intersection Weight Transfer]

—
vector a.

N
vector b.
[Function-Specific Homomorphic Evaluation]

Case f =Dy,:

(c) Bob computes c;DLZ)

Case f =Dy:

AEnCpk(TjAj + tj).

where 1 = 1,4 <o-

DY, D7), ifrj=+1,
(mo, my) = {( PPy it
(Dj,Dj ), ifrj=-1.
(e) Bob removes the mask and sets
(Dr,)
c; h = ASum({my;, AEncpk (=s;)}) = AEnc,i (|Aj]).

[Secure Intersection Aggregation]

Inputs: Alice has input set {(x;, 4;) };e[n,] and Bob has input set {(1;,0;)} je[n,]-

Parameters: The computational and statistical security parameters k, A. The additively homomorphic encryption scheme
(AGen, AEnc, ADec, ASum, AMultP, ARef) with the plaintext space Z,. The functionalities Fing-rpmT, FoEWT, Fsic, For and Fsisa.

(1) Alice generates an additively homomorphic encryption key-pair (pk, sk) < AGen(x) and sends pk to Bob.

(2) Alice and Bob invoke Fmg-rpmt With inputs {x;};c[n,] from Alice and {y;} jc[n,] from Bob. The functionality returns to Alice the indicator

(3) Alice and Bob invoke Fopwt with inputs ({(xi, u;) }ie[n,], pk) from Alice and {y;} je[n,] from Bob. The functionality returns to Bob the

(4) Conditioned on the function f, Bob (with Alice when necessary) computes the ciphertexts c

(a) For j € [ny], Bob samples random t; «— Z, and computes d; = ASum({bj, AEnc,(—v; + tj)}) and sends dj’. = ARef(d;) to Alice.
(b) Alice decrypts d; and sends Bob e; = AEnc, ((ADecsk (d}))z).
= ASum({ej, AEnc, (12), AMultP(d;, —ztj)})_

(a) For j € [ny], Bob computes dj = ASum({b;, AEnc,r(—v;)} = AEncpr(Aj).
(b) Bob samples t; « Z, and a random sign 7; € {-1,+1}, and sends Alice ¢; = ARe[‘(ASum({AmuItP(Tj,dj),AEncpk(tj)})) =

(c) Alice computes e} = ADecy (e;). Alice and Bob invoke Fsic with inputs e} from Alice and t; from Bob. Alice receives ; € {0,1}

(d) Bob samples s; « Z, and computes DJ’.r = AEncpr (A +s5), D; = AEncpr(=Aj +s;). Alice and Bob invoke For, with Alice acting
as the receiver with input bit r;, and Bob as the sender with input

Alice obtains m,; = AEncy(|Aj| + s;), re-randomizes it and sends to Bob.

(5) Alice and Bob invoke Fsisa with inputs (@, (pk, sk)) from Alice and (pk, @ F)) from Bob. The functionality returns S¢) to Alice. Alice
outputs the intersection cardinality [@| and the aggregated value SU) (or VS() when f = Dr,).

(f

: ) and re-randomizes them with ARef.

Figure 11: The PFA-WSI protocol with aggregated output.

protocol (Fig. 8). In contrast, the cost of the Function-Specific Ho-
momorphic Evaluation phase depends on the instantiated function
f. In this phase, implementing f = Dy, incurs additional linear
overhead compared with f = Dy,, since handling the absolute
value requires a linear number of invocations of For and Fgic. Fi-
nally, when realizing Fsisa via the protocol in Fig. 10, the overhead
consists of a linear number of additively homomorphic encryption
operations together with a linear number of invocations of For.

6 Implementation and Evaluation

6.1 Implementation Details

We implemented® our protocols in C++. All experiments were run
on a desktop computer with an AMD 3950X CPU and 32GiB RAM.

30ur implementation is available at: https:/github.com/lzjluzijie/pfa-wsi.

We use RB-OKVS [2] as our Oblivious Key-Value Store, libOTe*
for oblivious transfer, pailliercryptolib® for Paillier encryption (us-
ing the same parameters as in [6, 16]), and the Kunlun library® for
mq-RPMT.

We report LAN measurements. For the WAN setting, we can es-
timate the runtime by translating the total communication volume
into transmission time using the available bandwidth; the addi-
tional RTT overhead is negligible at our problem sizes and round
complexity, so it does not materially affect the estimate.

We generate triples via IKNP OT extension [17] and then im-
plement Secure Integer Comparison by evaluating a comparison
circuit under the GMW protocol [22]; this choice incurs a relatively
high linear communication cost in our L;-distance protocol. While

*https://github.com/osu-crypto/libOTe
Shttps://github.com/intel/pailliercryptolib
®https://github.com/yuchen1024/Kunlun
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Table 2: Communication and computation costs of our PFA-
WSI protocol for f € {Dy,,Dy, }. Alice and Bob hold inputs
of sizes n; and ny, respectively. We use a Zg-uniformly em-
beddable AHE scheme with plaintext space Z,, and denote
by € the OKVS expansion factor. Notation: Exp = group ex-
ponentiations; GE = group elements; AC = AHE ciphertexts;
Comm(OT/SIC) and Comp(OT/SIC) denote the per-instance
communication and computation of ¥or and Fgic.

L Computation
Step Communication -
Alice Bob
Fing-rem [8] (2n1 +ny) GE (n1 + ny) Exp (ny + ny) Exp
Foewr (Fig. 7) eny [log f] bits 1 Og{/g\i:ccode nz OKVS Decode
3n; ASum
f =Dy, 2ny AC ny ADec, AEnc 2n, AEnc
Function-Specific nz ARef, AMultP
Homomorphic 5n; AEnc
Evaluation 2n, AC ny ADec, ARef 3n; ASum
f=Dr, nz Comm(OT) nz Comp(OT) ny ARef, AMultP
ny Comm(SIC) ny Comp(SIC) ny; Comp(OT)
nz Comp(SIC)
. nz Comm(OT) ny ADec ny AEnc, ASum, ARef
TFeisa (Fig. 10) +[log ] bits ny; Comp(OT) n; Comp(OT)

more advanced techniques like Silent OT [3] could reduce this
overhead, we consider such optimizations orthogonal to our main
contribution.

6.2 Benchmark Comparison

In Tab. 4, we report results for running our IMWS protocol, the
DDH-based and OPRF-based protocols from [6], and the FOCI pro-
tocol from [1], all under the same experimental setup. We consider
set sizes n; = n, € {212,216, 220},

The results show that our protocol achieves the fastest runtime
across all tested set sizes. In particular, due to its linear complexity,
when n; = ny = 2% our protocol requires only 279.61 seconds of
computation, whereas the prior protocols, which incur quadratic
overhead, require more than 20,000 seconds. In terms of commu-
nication, our protocol is comparable to the lower-communication
DDH-based protocol of [6], and reduces communication by roughly
a factor of two compared with their OPRF-based protocol. On the
other hand, our protocol incurs about 3x higher communication
than the FOCI protocol of [1]. This is mainly because our construc-
tion transmits additively homomorphic ciphertexts, which are sub-
stantially larger than the elliptic-curve group elements exchanged
in FOCL

In Tab. 3, we report the runtime and communication of our
protocols for f € {Dy,,Dy,} at set sizes n; = n, € {2!2,216,220},
We break down the cost of each protocol component, including
mq-RPMT, OEWT, the Function-Specific Homomorphic Evaluation
phase (Func), and Secure Indicator-Selected Aggregation (SISA).

The empirical results align with our theoretical complexity anal-
ysis: each phase of our protocols scales linearly in the input sizes.
As shown in the table, the computational costs of the Dy, and Dy,
instantiations are comparable. However, Dy, incurs substantially
higher communication in the Func phase due to our IKNP OT ap-
proach for generating triples. Overall, for million-scale sets, both
protocols complete in roughly half an hour, with communication
of about 1GB for Dy, and about 7 GB for Dy, which is compati-
ble with practical deployment. In particular, since multiplication
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triples can be generated in an offline preprocessing phase, the online
communication can be substantially reduced.

We also implemented and evaluated our protocols for f € {IP,
Sum} and compared their performance with related work; details
are deferred to Appx. B.1.

7 Conclusion

In this work, we propose a unified framework for private computa-
tion on weighted set intersection. Our PFA-WSI functionality sup-
ports two output modes: predicate-filtered output and aggregated
output. This functionality subsumes prior tasks such as PI-Sum,
inner-product PJC, and IMWS, and extends naturally to richer appli-
cations, including computing distance statistics between the parties’
weight vectors on the intersection. We constructed efficient semi-
honest secure PFA-WSI protocols based on additively homomorphic
encryption, oblivious key-value store, and oblivious transfer. Ex-
perimental results show that the proposed constructions scale to
million-scale sets with practical runtimes, matching or surpassing
the state-of-the-art, while achieving competitive communication.
Several directions remain open for future work:
® Multi-party generalizations. Extend PFA-WSI beyond the two-
party setting to support richer multi-party applications.
e Supporting additional functions. Develop protocols for a
broader class of joint scoring functions f, guided by concrete appli-
cation requirements.
e Stronger adversarial models. Move beyond semi-honest se-
curity and design maliciously secure variants of PFA-WSI with
practical efficiency.

Ethical Considerations

Our protocols enable parties to compute functions on weighted set
intersection using private data without revealing the underlying in-
puts. To encourage responsible use, the assumptions and limitations
of the technique should be clearly communicated to non-technical
stakeholders. For instance, before obtaining user authorization, any
deployed system should disclose in a clear and standardized manner
the exact protocol outputs and the adopted security model. We be-
lieve that, when implemented within a transparent governance and
compliance framework, this approach offers a net-positive impact.

Moreover, all experimental data in this paper are randomly gener-
ated and involve no real users or sensitive information. Overall, we
do not believe this work raises significant ethical concerns beyond
those inherent to privacy-preserving analytics systems.

Open Science

To support open science and reproducibility, we have released the
code associated with this work in an anonymous repository, acces-
sible at https://github.com/lzjluzijie/pfa-wsi.
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Table 3: Runtime (in seconds) and communication (in MiB) of our protocols for f € {D;,,D, }.

220 | 1985.18 11.59 252.72  692.61

7778.65 142.40 228.80 6447.44 960.01

Protocol ‘ n ‘ Time (s) ‘ Comm. (MiB)
| | Total mq-RPMT OEWT Func | Total mq-RPMT OEWT  Func  SISA
22| 673 1.07 103 167 4.33 0.56 089 163 126
Dy, | 2| 9155 1.82 1572 277 69.21 8.90 1430 2600 2001
2% | 145511 13.56  253.83  439.10 110721 14240 22880 41600  320.01
21| 898 1.08 105 277 30.41 0.56 089 2519 376
D, |2 | 12580 1.85 1594 43.45 486.17 8.90 1430 40296  60.01

Table 4: Comparison of computation and communication for
our IMWS protocol (Fig. 8) and the protocols of [1, 6].

Time (s) ‘ Comm. (MiB)
Ours DDH OPRF FOCI ‘ Ours DDH OPRF FOCI
(Fig. 8) (6] (6] (1] (Fig. 8) [6] [6] (1]
2.16 3.68 4.48 2.43 2.33 2.56 4.61 0.70
18.28 133.77 151.17 85.10 37.20 41.51 74.51 11.25

279.61 >2x10* >2x10* >2x10%| 59520 672.10 120668  180.00
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A Preliminaries
A.1 Security Model

We consider the semi-honest security model in this paper, which
guarantees that a party can never learn any information about the
other party’s input other than its own output as long as it follows
the protocol.

Definition A.1. LetIIbe a two-party protocol computing the func-
tionality f = (f1, f2) and View? (x,y) be the view of P; (the entire
distribution that P; can see), Out" (x, y) = (Out? (x,y), OutgI (x,y))
be the output of the protocol where x and y are inputs of P; and P,
respectively. We say II has semi-honest security if there exist prob-
abilistic polynomial-time (PPT) simulators Sy, S;, and the following
holds for all inputs x, y:

(Viewlf(x, y), Out(x, y)) ~ (51 (1’1,x,f1(x, y)) S, y)),

(ViewIZI(x, 1), Out(x, y)) ~ (Sz (1/1, y, fa(x, y)) f(x, y)) .

A.2 Additively Homomorphic Encryption

Homomorphic encryption is a form of encryption that allows com-
putations to be performed on encrypted data without first having to
decrypt it. An additively homomorphic encryption scheme consists
of the following probabilistic polynomial-time algorithms:

e AGen: Given a security parameter x, AGen(x) outputs a
public-private key pair (pk, sk), and specifies a message
space M.

e AEnc: Given the public key pk and a plaintext message m €
M, one can compute a ciphertext AEnc,x(m), an encryption
of m under pk.

o ADec: Given the secret key sk and a ciphertext AEnc,x(m),
ADec is to recover a plaintext m.

e ASum: Given the public key pk and a set of ciphertexts
{AEncpk (mi)} which are the encryption of messages {m;},
one can homomorphically compute a ciphertext which is the
encryption of the sum of the underlying messages:

AEncpk (Z m,—) = ASum ({AEnCpk (m,—)}i) .

o AMultP: Given the public key pk, a scalar a, and a ciphertext
AEnc,i(m), output a ciphertext of a - m (equivalently, the
homomorphic sum of a encryptions of m):

AEncyi(a-m) = AMulthk(a, AEncpk(m)).

o ARef: Given the public key pk and a ciphertext AEnc,i(m),
one can randomize the ciphertext using a randomized proce-
dure denoted as ARef.

We depend on the standard concept of CPA security in encryp-
tion, which essentially implies that, without the private key sk, en-
crypted messages are computationally indistinguishable from one
another. The commonly used additively homomorphic encryption
schemes that satisfy the above properties include Paillier encryption
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[26], Exponential ElGamal encryption [10] and Ring-LWE-based
encryption schemes [4, 11].

A.3 Oblivious Transfer

Oblivious Transfer (OT) is a central cryptographic primitive in the
area of secure computation, which was introduced by Rabin [28].
1-out-of-2 OT refers to the setting where a sender has two input
strings (mg, m;) and a receiver has an input choice bit b € {0, 1}.
As the result of the OT protocol, the receiver learns m; without
learning anything about m;_; while the sender learns nothing about
b. The ideal functionality For is presented in Fig. 12.

FUNCTIONALITY:

Inputs: There are two parties: the Sender S and the Receiver R.
S inputs two messages (mo, m;). R inputs a chosen bit b € {0, 1}.
Outputs: The receiver R outputs my.

Figure 12: Ideal functionality ot for oblivious transfer.

B Other Output Functions

B.1 Inner Product and Summation

The PFA-WSI protocol with aggregated output in Fig. 11 can be
easily extended to support intersection inner-product [9, 21] and
intersection sum [16]. (We note that the protocol of [16] only allows
one party’s items to carry weights, whereas our protocol more
generally supports weights on both sides.) In these cases, we take
f(ui,0j) = u;-v; for the inner product and f (u;,v;) = u; +v; for the
summation. Concretely, it suffices to augment the Function-Specific
Homomorphic Evaluation phase in Fig. 11 with the following cases:

Case f =1P:
For j € [n;], Bob computes c;IP) = AMultP (v}, b;).
Case f = Sum:

For j € [n2z], Bob computes c}sum) = ASum({bj,AEnCpk(vj)}).

Recall that if y; = x;, then by the functionality of FopwT We

have b; = AEncyi (u;), and hence cJ(.IP> Sum) _

= AEncpi (v - w;), cj(
AEncyk (vj +u;). Thus the correctness of the protocol is guaranteed.
Moreover, this step only requires Bob to perform local homomor-
phic computations, so no extra information is leaked and security

is preserved.

Performance Comparison. In Tab. 5, we compare the computa-
tion and communication costs of our protocols for f € {IP, Sum}
with related work [9, 16, 21]. Both [9, 21] implement the f = IP
functionality. In contrast, [16] considers a setting where only one
party’s items carry weights, whereas our f = Sum protocol ad-
dresses the more general case where both parties hold weights.
Since the implementations of prior work [9, 21] are not publicly
available, we compare against the experimental results reported
in [9]. Specifically, the inner-product PJC results of [21] were ob-
tained on an Intel Xeon CPU E5-2696 v3 @ 2.30GHz; the CHI* 23
[9] and PI-Sum [16] were evaluated on an Intel Core i9-9900K CPU
@ 3.60GHz; and our experiments were run on an AMD 3950X CPU
@ 3.50GHz.
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The results show that our f = IP protocol uses about 2x more
communication than CHI*23 [9], while reducing computation time
by a factor of 1.3-3.7x. Although the inner-product PJC protocol of
[21] was evaluated on a less powerful CPU, it incurs substantially
higher computation time, and its communication grows signifi-
cantly for larger set sizes. Comparing our f = Sum protocol with
PI-Sum [16], the CPUs are of comparable performance; despite in-
curring roughly 4X higher communication to support weights from
both parties, our protocol is about 2x faster in computation.

B.2 Cosine Similarity

In Fig. 11 we constructed protocols for the L; and L, distances.
In practice, another important similarity measure is the cosine
similarity, which captures the similarity of the pattern between two
vectors while being invariant to their overall scale. For example,
in preference matching applications, different users may use very
different absolute rating scales, but the cosine similarity of their
rating vectors is still a meaningful indicator of how similar their
preferences are.

Concretely, given inputs {(x;, 4;) }ie[n,] and {(y;,0;)} je[n,]. let

I={j€ [n2] : 3i€ [n] WithijXi}

be the index set of intersection items on Bob’s side, and for each
J € Ileti(j) denote the unique index such that y; = x;(;). We
define the intersection weight vectors u; = {u;(j)}jer, Vi = {0j}jer,
and their cosine similarity as

Z Ui(j) 0j

jel

\ /Z“ﬁn \ /Z o]
jel jeI

We observe that computing the cosine similarity over the inter-
section requires (i) the inner-product of the intersection weights
and (ii) the sums of squared weights on each side. This task is not
directly captured by our PFA-WSI functionality with a single aggre-
gated output. However, starting from our protocols for inner prod-
uct and summation, and combining them with random-masking
techniques, we can construct a secure protocol for computing the
cosine similarity over the intersection.

Concretely, we assume that all weights lie in an integer ring
Zq. A naive approach that lets Alice learn the intersection inner
product and both denominator sums in the cosine similarity would
reveal more information than the cosine value itself. Instead, we use
random masking so that Alice only learns appropriately masked
shares of the numerator and denominator.

First, Alice and Bob independently sample random elements
11,1z < Zg. They first invoke the PFA-WSI functionality with f =
Sum and Bob as the receiver, running it on Alice’s squared weights
scaled by 7, so that Bob learns the masked sum p =r{ 3 ;¢; uf(j).
Next, they invoke PFA-WSI again with f = Sum and Alice as the
receiver, this time on Bob’s squared weights scaled by pr?, yielding
q=pr:y el u]z.. Finally, they invoke PFA-WSI with f = IP on
weights scaled by r; (on Alice’s side) and r, (on Bob’s side), so
that Alice obtains k = rir2 3’ jey ui(j) ;. Alice can then recover the

CosSim(uy, vy) =
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PROTOCOL:

Inputs: Alice has input set {(x;, 4;) }ie[n,] and Bob has input set
{50} jelna)-

Parameters: The computational and statistical security parame-
ters k, A. The value space Z,. The functionality Fppa-wsi with
aggregated output for f = {IP, Sum}.

Protocol Steps:

(1) Alice and Bob independently sample random integers r; and r;

from Z,.

(2) Alice (as the receiver) and Bob invoke Fppa-wsi with f = Sum
and inputs {(x;, rlzuf)}ie[,,1 1 from Alice and {(y;,0)} je[n,] from
Bob. The functionality returns to Bob the intersection cardinal-
ity |I| and the intersection sum p = r? Z uiz(j).

jer

(3) Alice (as the receiver) and Bob invoke Fppa-wsi with f = Sum

and inputs {(x;,0)}ie[n,] from Alice and {(yj,prgvjz»)}jelnzl

from Bob. The functionality returns to Alice the intersection
2

cardinality |I| and the intersection sum g = pr? Z v5.

jeI
(4) Alice (as the receiver) and Bob invoke Fppa-wsi with f =IP and
inputs {(x;, r11;) }ie[n,] from Alice and {(y;, 720;)} je[n,] from
Bob. The functionality returns to Alice the intersection cardinal-
ity |I| and the intersection inner product k = ryr; Z ui(j) 0j.

jeI
(5) Alice outputs the intersection cardinality |I| and the cosine
similarity CosSim(uy, vy) = \%, and Bob outputs |I|.

Figure 13: The private intersection cosine similarity protocol.

cosine similarity as

rerZu,-(j) Z)j

k jel
CosSim(ul, V]) = % = je—z
2 2
pry 05
jeI
Z Ui(j) vj

jeI

,/Z ) \ /Z o]
jeI jeI

The full protocol is given in Fig. 13.

By the randomness of ry, the value p learned by Bob is a randomly
masked version of Alice’s intersection sum and is itself distributed
as a random element of Z,. Likewise, due to the randomness of 5,
the values q and k observed by Alice are individually masked and
reveal no information beyond the ratio \/%, which equals the final

cosine similarity. Therefore, the protocol preserves the privacy.

C Proofs
C.1 Proofs for OEWT (Sec. 3.2)

THEOREM 3.3. Paillier encryption is Zy2 -uniformly embeddable,
where N denotes the Paillier modulus.

Proor. InPaillier encryption, let (pk, sk) « AGen(x) with pk =
(N,g), N = pq for distinct odd primes p,q, and g = N + 1. The
plaintext space is M = Zy and the ciphertext space is C = Zj ,.
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Table 5: Runtime (in seconds) and communication (in MiB) of our protocols for f € {IP, Sum} and related work.

Input Size ‘ IP (Ours) ‘ Sum (Ours) ‘ CHI*23 [9] ‘ inner-product PJC [21] ‘ PI-Sum [16]
" " Time Comm. | Time Comm. | Time Comm. | Time Comm. Time Comm.
! 2 ()  MiB) | () (MiB) | (s) (MiB) | (s) (MiB) (s)  (MiB)

28 4.03 20.06 3.36 20.06 11.80 8.77 172.3 25.75 6.05 5.15
210 212 4.98 20.90 4.37 20.90 12.63 9.25 139.3 114.44 6.23 5.34
216 20.11 34.31 19.54 34.31 25.92 16.40 131.1 763.89 12.4 8.77
28 50.03 320.06 | 38.28 320.06 191.6 139.24 3026 27.66 93.6 82.11
220 1 212 | 5121 32090 | 38.67 32090 | 192.4 139.24 | 2134 203.13 937  82.21
216 67.53 334.31 54.15 334.31 2054  146.87 2228 1736.64 99.8 85.64

Set f = N2 and define

x, ged(x, N) =1,
1, otherwise.

7(c) =c¢ (modN?), 771(x) = {

Then 7 is injective and 77! (z(c)) = c forall ¢ € C.
For pseudouniformity, fix any m € Zy and write H = {r" mod
N?:re Z\}. For r « Z3; uniform,

¢ = Encpr(m;r) = ¢™rN mod N?

is uniform over the coset g™ H. Under the Decisional Composite
Residuosity (DCR) assumption, we have

U(g™H) ~ U(ZL,).
Therefore, for every PPT distinguisher D,

Pr [D(pk, (c)) = 1] - Pr

D(pk.y) =1]|

c<—EncPk(m) y<—U(Z;\]2)[ (p Y) ]
< negl(x).

Finally, the statistical gap between U(Z*Nz) and U(Zy2) equals

o(N> 1 1 1

AU(Z Uz =1- = — - —,
( ( NZ)) ( NZ)) NZ p + q pq
which is negligible. By the triangle inequality,
Pr Dipk,r(c)) =1| - Pr DI(pk, :1|
c<—Encpk(m)[ (p ( )) ] yeU(Zj\]z)[ (p Y) ]
< negl(k).

establishing pseudouniformity. Hence Paillier is Zypz-uniformly
embeddable. O

LEMMA 3.4. Let r be uniformly sampled from {0, ..., L%J -1},

and let y be uniformly sampled from {0, ..., f—1}. Ifp = 2* - B, then
the distribution of { =y + r - f is statistically indistinguishable from
the uniform distribution over{0,...,p — 1}.

PROOF. Let g = L%J, andwritep =gf+6, 0<d<p.
Define the two distributions on {0, 1,...,p — 1}:

® Dg is uniformon {0,...,p — 1}, so Pr[Dy = x] = % for every
X.

e D, isthe distribution of = y+r-f, wherey « {0,..., -1}
andr « {0,...,q— 1}.

Since y and r are independentand r- § € {0, 5,28,...,(qg—1)- B},
{ is uniform over {0, 1,...,gf — 1}.
Thus
L 0<x<gqp
Pr[D; =x] ={ 9 x < ap
0, gf<x<p.
The statistical distance between Dy and D; is
p-1
A(Dy, Dy) = 1 Z|Pr[D0 =x] - Pr[D; =x]|
x=0

= 3(a- 15— gl + 015 -]

Since gff = p — J, we have

(59

|
Hence A(Dy, D;) = %(g + %) = g < % < g.

By the assumption p > 2*- B, it follows that A(Dy, D;) < g <274
which proves that the distribution of { = y + § - r is statistically
indistinguishable from the uniform distribution on {0, ...,p — 1}.
[m]

= q

=

1| =
afl = p°

=

\% - #| = p<p5—6>

THEOREM 3.5 (THE RANDOMNESS OF THE OKVS VALUES). If the
encryption scheme Il is Zg-uniformly embeddable (via (r,t7")), then
in Fig. 7 the values stored in the OKVS T are computationally indis-
tinguishable from the uniform distribution over Z,.

Proor. Fix any i € [ny]. Let
ti = dEncyr(w;)) € Zg,

and define z; = t; + ;8 € Z,.

Let y «— U(Zp) be independent of r;, and set { = y + ;3.

By Lem. 3.4, the distributions of { and U(Z,) are statistically
indistinguishable; hence they are also computationally indistin-
guishable, i.e., for any PPT distinguisher D we have

v {0,...,|_‘%J —1},

Pr[D({) =1] - UE%[D(U) =1]| < negl(x).

Next, the transformation ¢ : Zg — Zp, x > x + rip, is PPT. By
closure of computational indistinguishability under PPT transfor-

mations, it suffices to prove t; S y. By Def. 3.1 (pseudouniformity),
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for every message m we have t(Encpx(m)) ~ U(Zg); in particular,
ti = T(Encpr () ~ y. Therefore,
2 =¢(t) = $(y) = .
Finally, for any PPT distinguisher D we have
|Pr[D(z;) =1] - Pr[D(U(Z,)) = 1]|

<|Pe[D(z) = 1] - Pr[D() = 1]‘
+|PrD@) =11 - Pr (D) =1]]
ne—Zp
< negl(x).
Since i was arbitrary, the same holds for every OKVS value. m]

THEOREM 3.6. Assume that the OKVS satisfies the random decod-
ing property, the protocol in Fig. 7 securely realizes the functionality
ForwT in the semi-honest model.

ProoOF. Alice receives no messages in the protocol. Hence, it
suffices to prove security against the corrupt Bob.

Bob’s view consists only of the OKVS T. By Thm. 3.5, the values
stored in T are computationally indistinguishable from uniform
over Z,. Hence, T is computationally indistinguishable from an
OKVS encoded from uniformly random key-value pairs.

Meanwhile, for each i € [ny], let z; = Decode(T,y;) € Zy, set
b; = z; mod f € Zg, and b; = T’l(bl'.). If y; = x; for some j € [n],
OKYVS correctness gives z; = t; + r;f with t; = 7(Encyi(u;)),
so b, = t; and b; = Encpr(u;). If y; € {x1,...,%xn, }, the random
decoding property yields z; is uniform on Z,, hence b is uniform
on Zg. By the Zg-uniform ciphertext encoding, r~!(b}) is (except
with negligible probability) computationally indistinguishable from
a uniform ciphertext in C. O

C.2 Security Proof of Thm. 4.1

THEOREM 4.1. Assume that the additively homomorphic encryp-
tion scheme is IND-CPA secure, the protocol in Fig. 8 securely realizes
the functionality Fivws in the Fing-remT, FOEWT, FoT hybrid model
in the presence of semi-honest adversaries.

PRroOF. The proof consists of two parts: correctness and privacy.

Correctness. For each i € [ny], if Bob’s item y; = x; for some
Jj € [n1], then by the functionality of g remt Alice receives a; = 1
in Step 2. By the functionality of FopwrT, in Step 3 Bob obtains b; as
an additively homomorphic encryption of u;, so in Step 4 he forms
m; as an encryption of u; + v;. Via OT, Alice receives m;, decrypts
it, and outputs w; = u; +v;.

If y; ¢ X, then a; = 0 in Step 2, and in Step 5 Alice receives L
from the OT and outputs w; =L. Thus, correctness follows.

Privacy. We construct simulators Sim 4, Simp for simulating the
view of corrupt Alice and Bob, respectively, and argue the indistin-
guishability of the produced transcript from the real execution.

Security against corrupt Alice. We construct Simy as follows.
It is given Alice’s input set {(x;, ;) }ie[n,] and the output vector
(W1, ..., Wp,). Simy runs the honest Alice’s protocol to generate
its view with the following exceptions: In Step 2, for each i € [ny],
if w; #1 then Simy sets a; = 1, otherwise it sets a; = 0, and Simy
sends Alice the vector @. In the OT of Step 5, for each i € [n],
if w; #.L then Simy sets m; < AEnc,i(w;); otherwise, it sets m;
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to a random ciphertext. We argue the indistinguishability via the
following hybrid argument:

e Hyb,: The Alice’s view in the real protocol.

e Hyb,: Same as Hyb, except that in Step 2, Sim4 sends Alice
the vector @ as defined above.
By the functionality of Finq-remr, this hybrid is identical to
Hyb,.

e Hyb,: Same as Hyb, except that in Step 5, Simy4 sets m; as
defined above.
By the functionality of For, this hybrid is statistically iden-
tical to Hyb,.

Security against corrupt Bob. We construct Simgp as follows.
It is given Bob’s input set {(y;,9;)} je[n,] and the output item y}‘.,
Simp runs the honest Bob’s protocol to generate its view with the
following exceptions: In Step 1, Simp generates and sends the public
key pk to Bob. In Step 3 of FopwrT, Simp randomly samples Alice’s
input {(x;, u;) }ic[n,]- In Step 7, Simp sends j* to Bob. We argue the
indistinguishability via the following hybrid argument:

e Hyb,: The Bob’s view in the real protocol.

e Hyb,: Same as Hyb, except that in Step 1, Simp generates
and sends the public key pk to Bob.
This hybrid is statistically identical to Hyb;.

e Hyb,: Same as Hyb, except that in Step 3 of Fogpwr, Simp
randomly samples Alice’s input {(x;, u;) }ie[n,]-
Since the underlying additively homomorphic encryption
scheme is IND-CPA secure, each b; is computationally indis-
tinguishable from a random ciphertext. Hence, the hybrids
Hyb, and Hyb, are computationally indistinguishable.

e Hyb,: Same as Hyb, except that in Step 7, Simp sends j* to
Bob.
This hybrid is identical to Hyb,.

C.3 Security Proof of Thm. 5.1

THEOREM 5.1. Assume that the additively homomorphic encryp-
tion scheme is IND-CPA secure, the protocol in Fig. 10 securely realizes
the functionality Fsisa in the For hybrid model in the presence of
semi-honest adversaries.

Proor. Correctness has already been established above. Thus,
it remains to prove privacy.

Privacy. We construct simulators Sim,4, Simp for simulating the
view of corrupt Alice and Bob, respectively, and argue the indistin-
guishability of the produced transcript from the real execution.

Security against corrupt Alice. We construct Simy4 as follows.
It is given Alice’s input vector @ and the output value S. Sim, runs
the honest Alice’s protocol to generate its view with the following
exceptions: In Step 1, for each i € [ny], Simy samples r; < Z,. For
all indices i with a; = 1, it samples random values v; € Z, such that
Yic[ny] vi =S, and sets m;o = r; and m;; = AEncpi (v; +1;). In Step

a;j=1
2, Simy invoke the For simulator to simulate Alice’s view. In Step 3,
Simy sends R = Y72, r; to Alice. We argue the indistinguishability
via the following hybrid argument:

e Hyb,: The Alice’s view in the real protocol.
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e Hyb,: Same as Hyb, except that in Step 1, Sim, samples

(mio, m;) as defined above.
Since the additively homomorphic encryption scheme is
IND-CPA secure, for each i, the distribution of (m;, m;)
is indistinguishable to that in Hyb,. Thus, the hybrids Hyb,
and Hyb, are computationally indistinguishable.

e Hyb,: Same as Hyb, except that in Step 2, Simy4 invoke
the For simulator to simulate Alice’s view using the inputs
described above.

By the security of the For simulator, the hybrids Hyb, and
Hyb, are computationally indistinguishable.
e Hyb,: Same as Hyb, except that in Step 3, Sim, sends R =
212 ri to Alice.
This hybrid is statistically identical to Hyb,.
Security against corrupt Bob. Bob receives no messages in the
protocol. Hence, the security is guaranteed. O

C.4 Security Proof of Thm. 5.2

THEOREM 5.2. Assume that the additively homomorphic encryp-
tion scheme is IND-CPA secure. Then the protocol in Fig. 11 securely
realizes Fpra-wst with aggregated output, for f € {IP,Dy,,Dr, }, in
the hybrid model with Fmq-remt, FOEWT, Fsic, For and Fsisa against
semi-honest adversaries.

Proor. The proof consists of two parts: correctness and privacy.
Correctness. If Bob’s item y; equals some x; with i € [n;], it
suffices to show that, after the function-specific homomorphic eval-
uation phase, Bob obtains an additively homomorphic encryption
of f(u;,v;). Then, by the aggregation functionality Fsisa, Alice ob-
tains the final output SU). We now prove this separately for each
f € {DLZ’ DLI }
e Case f =Dy,:
In Step (a), we have
dj = A‘({b], AE]’]Cpk(—ZIj + tj)}) = AEncpk(ui -0+ tj),
and thus e; = AEncpk((ADecsk(a'}))Z) = AEncpk((ui -0j+
t)?).
By the identity
(ui - Uj)z = (ui -0+ tj)z + t? - 2tj(ui —-0uj+ tj),
we obtain c;DL
e Case f =Dy,:
Foreach j € [ny],let A; = u;—v;. Consider first the case A; <
0and 7; = +1. Then in Step (c) we have n7; = 1;;4;<0 = 1,and
in the OT of Step (d) Alice receives my; = AEnc,i(=A; +s5;).

D
After Bob removes the mask s; in Step (e), he obtains c](. L) _

AENnc,i (1A;]).

The remaining three cases A; < 0, 7; = =1;A; > 0, 7; =
+1;and Aj > 0, 7; = —1 are analogous: in each case, the
choice bit 7; and the ordering of (D;T, D7) ensure that m,; =
AEnc,k (|A;] + s5), so after removing s; we always obtain

(D)
c; = AEncy(IA)).
Privacy. The security of the mq-RPMT and encrypted inter-

section weight transfer phases follows similarly to Thm. 4.1. The
only minor difference is in simulating the vector @: since Bob may

2) AEncpk((u,- - vj)z).
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arbitrarily shuffle his input set before the protocol, the output @ of
Fmg-ReMT can be simulated as a random binary vector of length n,
with Hamming weight |X NY|. The secure intersection aggregation
phase can be simulated solely from the final output. Therefore, it
remains to prove the security of the function-specific homomorphic
evaluation phase. We do so separately for each f € {Dr,,Dy, }.
e Case f =Dy,:
Security against corrupt Bob follows from the IND-CPA se-
curity of the encryption scheme, which hides all plaintext
values in the homomorphic evaluations. Security against
corrupt Alice follows from the randomness of ; sampled by
Bob in Step (a): Alice only decrypts masked values that are
(from her perspective) uniformly random, so her view can
be simulated.
e Case f =Dy:
Security against corrupt Alice. Alice’s view consists of
the ciphertexts e; = AEnc,i(7;A; + t;) from Step (b), the
bits n; = 1;;a;<0 from Step (c), and the ciphertexts my, =
AEnc,(|A;| + s;) obtained via OT in Step (d). Here, ¢; is
masked by the random t;, 17; is hidden by the random sign 7;,
and my,; is masked by the random s;. Thus each component
of Alice’s view can be simulated and does not leak additional
information.
Security against corrupt Bob. Bob’s view contains only
additively homomorphic ciphertexts, and its security is guar-
anteed by the IND-CPA security of the encryption scheme.

[m]
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