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Abstract

Online attribute checking (e.g. proving age, residency) is increasingly common, yet standard
implementations reveal far more personal information than necessary (e.g. all ID contents).
Privacy-preserving alternatives exist but require digital inputs: anonymous-credentials or zero-
knowledge (ZK) proofs of signature possession over a bitstring. However, it is challenging to
gain integrity guarantees on the bitstring itself.

C2PA offers a partial solution: C2PA-enabled cameras cryptographically attest to image
origins with an embedded signing key, so a smartphone could provide a signed image of an
ID barcode. However, since C2PA signs the image rather than the bitstring of the decoded
barcode, the prover must additionally prove correct execution of the PDF417 barcode decoding
algorithm on the signed image. Two barriers block this approach: images are large, yielding
large proofs and long prover runtimes, and the PDF417 barcode decoding algorithm is highly
data-dependent, making compilation into a ZK-friendly constraint systems non-trivial.

We present an end-to-end ZK proof system for PDF417 barcode decoding, built on an adap-
tation of zkSNARK system Dorian [1] (itself based on Spartan [2]) with modifications: (1)
adjusting Dorian’s polynomial commitment to validate C2PA signatures more efficiently while
cheaply checking consistency with the main Dorian proof, and (2) incorporating additional
technical gadgets for set disjointness, data-dependent processing in R1CS, and state machines
for greater efficiency. Implementing the PDF417 decoding algorithm as R1CS constraints is
also nontrivial, as the algorithm is highly data-dependent and requires modifications to ensure
soundness.

Our system is the first to enable efficient barcode decoding in ZK. The best previous option
was a zkVM, requiring prohibitively high computation and memory. We demonstrate that our
system is significantly faster and uses far less memory. Furthermore, we suggest changes to
the C2PA framework that would make future private verifiable image processing tasks more
efficient. Though not yet ready for practical deployment, our system presents an alternative
approach to private online attribute verification and demonstrates techniques of independent
interest for data-dependent ZK computation.

1 Introduction

Users are sometimes asked to verify personal attributes online using a government-issued identity
document (ID), for example, age, residency, student status, or credential validity. Online age
verification is of particular interest, as regulators in the US, UK, EU, and elsewhere are requiring
websites that serve age-restricted content to conduct age verification on their clients [3-5]. Several
forms of age assurance exist; many US states indicate a preference or mandate for age verification
based on government-issued ID cards (see e.g., [6,7]). However, these methods pose privacy and
security concerns due to the massive transmission of users’ identity information [8,9].



To enable document-based age verification without transmission of sensitive data, a line of work
on cryptographic zero-knowledge age verification has developed [1,10-13]. These systems work by
having a user’s device act as a Prover, with the user’s ID information in bitstring form serving as
the witness. The Prover proves in zero knowledge some function of the input bitstring, typically
indicating that (1) the user meets the age requirement, and (2) the ID credentials contain a valid
signature from the ID issuer. The Verifier is able to check these properties but does not learn the
user’s other ID information.

These systems prove that the user possesses a bitstring corresponding to a valid ID, but they
do not address the integrity of the bitstring itself. In the absence of comprehensive digital 1D
infrastructure, however, these works have no verified way to obtain the bitstring from a physical
ID card; they take the bitstring as given. This work explores one method for closing that gap.

An opportunity arises from the proliferation of trusted cameras that digitally sign images for
later verification under the Coalition for Content Provenance and Authenticity (C2PA) standard
[14,15]. For example, Google’s Pixel 10 smartphone released in August 2025 uses C2PA image
signing [16]. Using a trusted camera, a user can obtain a cryptographically-verified photograph of
their physical ID card, which can then be decoded under zero knowledge. A trusted camera takes
a photo and signs it, attesting to the image’s authenticity. Then, the user’s device processes the
image under zero knowledge to retrieve the information stored in the ID’s barcode as a bitstring.
From there, existing techniques can be used to go from this bitstring to a full proof of the desired
attribute [1,10-13].

Using this zero-knowledge proof, the verifier can confirm both that the barcode decoding was
performed correctly and that the barcode in the picture has the claimed attribute. This method
protects all of the user’s information except the specific attribute they are trying to share. Addi-
tionally, doing verification like this allows us to prove that a user is able to take a recent photo
of an ID, providing evidence that they are a real person and not a bot—an advantage lacking in
proofs relying solely on digital credentials.

Like any photo-based approach to confirm digital credentials, our system cannot prevent a user
from photographing a copy of a barcode rather than the original—however, it does confirm that
the image came from a trusted camera. The trusted camera provides an improvement over the
assurance of uploading a traditional photo (the current status quo), and remains harder to subvert
than systems that rely solely on stored digital credentials. Our approach is also flexible with respect
to hardware: it requires no specialized chips in the physical ID itself, and unlike architectures that
push heavy computation into a trusted-execution environment (TEE), the only possible use of
trusted hardware is as the C2PA root of trust. This hardware flexibility is important because many
devices have small TEEs with limited computational power and memory.

Turning to technical challenges of extracting encoded barcode data from an image of the barcode
under zero knowledge, existing solutions are not sufficient. As discussed in prior work [17,18], off-
the-shelf zkSNARKSs are insufficient for image processing because images are very large compared
with the typical input to zero-knowledge proof systems. However, even tailored zero-knowledge
image-processing solutions are insufficient for this task because the PDF417 barcode decoding
algorithm is extremely data-dependent—the structure of the computation depends on the secret
data being computed on. This sort of computation is traditionally difficult to translate to zero-
knowledge; in the commonly-used arithmetic circuit model (or its generalization, R1CS), the struc-
ture of the computation must be public, but with such algorithms, the structure depends on the
data we wish to keep secret. In fact, even prior work on image processing under zero knowledge
does not address such algorithms, instead focusing on operations that are data-independent and
parallelizable, like translations and crops with public boundaries [17-19].



1.1 Ouwur contributions
In this paper, we present:

1. An end-to-end method for reading a PDF417 barcode from an image under zero
knowledge using the Spartan-based Dorian zkSNARK system with modifications (overview
in Section 3, details in Section 5). Rather than directly translating the PDF417 decoding
algorithm to R1CS, we designed an R1CS version of the algorithm to efficiently handle its
data-dependent elements To do this, we introduced prover “advice” (additional private witness
elements) with corresponding soundness checks to catch malicious inconsistencies. We also
offer an implementation and benchmarks (Section 6): our system is more than 18x faster and
uses 6.9x less RAM than the next-best alternative for zero-knowledge barcode decoding.

2. Technical gadgets of general interest (Section 4).

e Applications of lookup tables and prover advice to circumvent traditional issues with
data-dependent algorithms under zero knowledge, such as dynamic indexing, state ma-
chines, and conditional computation (Sections 4.1, 4.2).

e A modification to the Spartan proof system to allow the prover to avoid verifying a
signature inside of the SNARK, instead pushing this check to the verifier (Section 5.9).

3. Suggestions for modifying C2PA to better enable zero-knowledge-friendly computation
(Section 8). We utilize a modified version of C2PA in our system, and we suggest changes to
the spec that would allow for more private post-processing.

Though our system for decoding PDF417 barcodes from images is not yet ready for practical
deployment, this is the first work that we know of that attempts this kind of data-dependent
computation outside of a zkVM. With our specially-designed constraint system, we achieve 18.6x
speedup over a zkVM with 6.9x less memory.

The rest of the paper proceeds as follows. Section 2 contains necessary technical preliminaries.
Section 3 gives an overview of our system and details our goals and assumptions. Section 4 describes
techniques we developed that are of general interest for data-dependent processing under zero
knowledge. Section 5 details our system’s prover protocol. Section 6 reports our experimental
analysis. Section 7 discusses how we meet our security goals. Section 8 proposes changes to C2PA.
Section 9 compares our system to prior work. Finally, Section 10 discusses directions for future
work and concludes the paper.

2 Preliminaries

2.1 Cryptography Preliminaries

A digital signature is a set of three algorithms (KeyGen, Sign, Verify) that is EU-CMA secure
in the standard way [20, Section 12.2].

A commitment scheme is a set of two algorithms (Commit, Open) that has computational
hiding and binding properties in the standard way [20, Section 5.6.5]. A commitment scheme is
called extractable if there is an efficient algorithm (an “extractor”) that can retrieve the commitment
pre-image given the description of the committer [21].

A polynomial commitment scheme (PCS) is a set of three algorithms (Commit, Open, Eval)
that also has computational hiding and binding properties [22]. A polynomial commitment scheme
may also be extractable.



2.2 C2PA

C2PA, or the Coalition for Content Provenance and Authenticity, is a committee of companies that
have created a specification for establishing image origin and edit history [14]. It is meant to be
implemented in cameras and image editing software. It works by having the camera sign the image
it captures along with associated metadata, thus attesting to the image’s authentic creation by that
camera.

The camera first computes a hash over image and metadata, and then it signs this hash. To
make later make edits, the image editing software records the hash of the original image and the
edits that it made, and it signs this record along with the output pixels. To verify the authenticity
of an image, the record is checked for consistency, and the signature over the hash of the image
and the record is verified against the camera’s public key. The C2PA spec requires that SHA2 be
used as the hash function and either ECDSA, RSA, or Ed25519 be used for the digital signature.

For the purposes of this paper, we generalize C2PA. Instead of a hash-then-sign protocol, we
define a commit-then-sign protocol that also has an open algorithm for the commitment scheme.
We also ignore C2PA metadata as it is not used in barcode decoding, but it could be used in an
additional proof to verify the consistency of the barcode image with timestamps or other metadata
information. We define C2PA as four algorithms:

e C2PADigest([,r) — d - Compute a commitment over the image I using randomness r.
e C2PA.DigestVer(I,d,r) — {0,1} - Check digest d against randomness r and image I.
o C2PA.Sign(skeam,I,r) — (d,o) - Compute the digest for I using r and then sign it.

o C2PAVerify(pkcam,o,I,r) - Compute the digest for I using r and then check that o is a
valid signature over the digest according to pkeqy,. For our purposes, the verifier will actually
take in the digest d as an input and verify the signature directly (see Section 3.1).

We assume the existence of a C2PA device public key registry for verification. To avoid revealing
the individual device that did the signing, we assume a ring signature over many keys in the registry.
We believe this is consistent with many intended use cases of C2PA to verify validity of an image
as coming from, e.g. “a valid Google phone,” without revealing which phone. See Section 8 for
further discussion.

2.3 Zero Knowledge, Proof-of-Knowledge, and zkSNARKs

A zero-knowledge proof (ZKP) is a cryptographic primitive that allows a prover to convince a
verifier that there exists some (z,w) pair satisfying relation R for a known x, without revealing
any information about w. The proof must be complete (all (x,w) € R should verify), sound (no
(z,w) ¢ R should verify), and zero-knowledge (the verifier does not learn anything about w)—
except with perhaps negligible probability in all cases. Crucially, the prover does not need to
actually know w, only that it exists.

A zero-knowledge proof-of-knowledge (ZK-PoK) is a strengthening of a regular ZKP that re-
quires the prover to actually know the secret witness w. ZK-PoK’s have the additional property
of knowledge soundness: a prover should not be able to convince a verifier unless it “knows” w,
except with perhaps negligible probability. Formal definitions can be found in Appendix A.



2.3.1 zkSNARKSs

Zero-knowledge succinct non-interactive arguments of knowledge (zkSNARKS) are proof systems
that produce short, efficiently-verifiable statements about some secret witness. For some public
input x, secret witness w, and binary relation R, a zZkSNARK can show (z,w) € R. A zkSNARK
consists of three algorithms: (G, P, V).

e G(1") — pp - the generator computes the public parameters based on the security parameters
A

e P(pp,x,w) — m - the prover computes a proof 7w based on the public parameters, the public
input, and the secret input.

o V(pp,x,m) — {0,1} - the verifier checks the proof against the public input and the public
parameters, and it outputs either accept (1) or reject (0).

A zkSNARK must have all the properties of a zero-knowledge proof-of-knowledge as well as
succinctness - the proof must be short compared to the witness.

2.3.2 RI1CS

Rank one constraint system satisfiability (R1CS-SAT) is an NP-complete language used by many
zkSNARKs. For n,m € N, A, B,C € F"*"™ a tuple (4, B,C) € L iff 3z € F™ such that z # 0
and (A-z)o(B-z)=(C-z). A binary relation for a zkSNARK is constructed from R1CS-SAT as
follows: (z,w) € Ra,p,c iff, when z = 1||z|jw, (A-2) o (B-z) = (C- z). Interactive R1CS (I-R1CS)
is a version of R1CS that allows for randomized computations with verifier challenges [23].

2.3.3 Spartan

Spartan [2] is a zZkSNARK that works over R1CS. It is a combination of the Spartan IOP and a
generic extractable polynomial commitment scheme. It achieves linear proving time, and as long
as the PCS does not require trusted setup, the whole SNARK also does not require trusted setup.
Likewise, if the PCS is post-quantum, the whole SNARK is plausibly post-quantum secure.

The Spartan paper presents a useful optimization to reduce the amount of data the prover must
commit to. Spartan uses multilinear polynomial extensions (MLE) of matrices A,B,C and vector Z
to represent R1CS as a polynomial. First, matrices/vectors are represented as functions where the
input is the row/column selector and the output is the value in that position. Then, the functions
are converted to polynomials via MLE.

Committing to the entire polynomial representation Z of z = z||1]|w is wasteful since the verifier
knows all of that information already except for w. Instead, the prover just commits to w, and the
verifier can compute Z as follows:

Z(r) = (1 —r[0]) - w(r[1...]) + r[0] - (2, 1)(r[1...])

Assume |w| = |z|+1 - if this is not the case, either w or = can be padded such that it is. Then,
recall that Z is a polynomial extension of a function over the boolean hypercube. The first entry in
the vector r selects which half of z to look in. Assuming the vector entries are booleans, this formula
looks at the first entry of r as a “selector bit” to decide which function to draw from. In the MLE
version, the vector r is a vector of field elements, not booleans. However, by the uniqueness of the
MLE, there must be only one MLE that agrees with a given function over the boolean hypercube.
So, we can use the exact same selector terms, even with inputs that are not on the hypercube.
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Figure 1: PDF417 structure modified from ISO 15438 [25], Section 5.2.1

2.3.4 Lookup arguments

Lookup arguments are proof systems for a particular relation. Given a public set T € FIZ| and
a private multi-set A € FI4l, (T, A) € R iff supp(4) C T. In this work, we build on the lookup
arguments presented in [24]. It uses a randomized equality check to show

|A] 1 || ..

> ey

T — Ali] P T1j]

for prover-provided e;’s. Completeness and soundness are detailed in [24], and the technique
requires |A| + |T'| constraints. [24] also extends this argument to work for tuple-valued lookups.

2.3.5 Dorian

Dorian [1] is a zkSNARK for I-R1CS. It adapts Spartan to the I-R1CS setting, allowing for lookup
arguments and other tests requiring a verifier challenge.

2.4 PDF417 Barcodes

A PDF417 barcode [25] is a 2D barcode used on many identification documents around the world. It
is part of the American Association of Motor Vehicle Administrator’s standard for driver’s licenses
and ID cards [26]. Data is encoded in rows of black and white patterns. Barcodes have 3 to 90
rows and 1 to 30 data columns, and they use Reed-Solomon error correction. The error correction
level ec_level, between 0 and 8, determines the number of error correction codewords (computed
as 2ec,level+1).

Each row has the structure: START symbol, left row indicator, data columns, right row indi-
cator, STOP symbol (see Figure 1). Row indicators encode barcode metadata, such as the number
of rows, the number of columns, and the error correction level. The very first data codeword in
the barcode is the symbol length descriptor (SLD) which tells how many data codewords and pad
codewords are in the barcode, including the SLD itself.

For our purposes, the decoding algorithm will also output auxiliary information to serve as
advice to the prover.

There is no single canonical PDF417 decoding algorithm. The PDF417 spec provides a reference
algorithm [25, Annex J], but it leaves many details unspecified. Also, common implementations also
often stray from the algorithm presented in the specification for more tolerance to scanning errors or
image artifacts [27,28]. Thus, it is possible that two different valid decoding implementations might
yield different outputs for the same input. To account for this, we define two related algorithms:

e PDF417.VerifyDecode(I,z) — {0,1}: Returns 1 if (I,z) is a valid image-decoding pair, 0
otherwise.



PDF417.Decode(l) — (x,aux): Returns a valid decoding = and auxiliary prover informa-
tion aux. We require PDF417.VerifyDecode(/,PDF417.Decode(/)) = 1 for all I. Any valid
decoding algorithm may be used; we use a modification of rxing [29].

3 Setting and Security Goals

3.1

Overview

Our setting includes three actors:

A generator, that generates the camera’s key pair and the public parameters for proving.
In practice, the party that generates the camera’s key pair and the proof public parameters
can be different, but we model this as a single algorithm: G(1*) — (pp, skcam, Pkeam)-

The prover, who wishes to demonstrate possession of an authentic image of a PDF417
barcode encoding some known data. The prover is modeled as an algorithm P that accepts
an image, its decoding, and some auxiliary information and outputs a proof: P(I,z,auz) — .

The verifier, who wishes to verify that some known data came from an authentic image
of a PDF417 barcode. The verifier is modeled as an algorithm V' that accepts a digest, a
signature, a digital signature public key, a decoding, and a proof, and it outputs accept or
reject: V(d, o, pkeam,z,m) — {0,1}. We assume the verifier receives the legitimate pkegm
according to some C2PA public key registry (Section 2.2).

At a high level, the protocol proceeds as follows.

1.
2.

7.

The generator generates skcqm, Pkcam, and pp.

The prover receives an image I, digest d, and signature o from a C2PA-enabled camera (see
Section 2.2).

. The prover decodes the barcode in I to data x.

. The prover generates a zero-knowledge proof of knowledge (see Section 2.3) m of an image

containing a barcode encoding such data.

. The prover sends the digest d, signature o, the encoded data z, and the proof 7 to the verifier.

. The verifier checks that o is a valid signature over digest d according to the camera’s public

key.

The verifier checks that proof 7 is valid.

We define the following security goals. Formal definitions can be found in Appendix B.

Completeness - authentic images with valid decodings should always verify.

Soundness against inauthentic images - images not captured by the C2PA-enabled cam-
era should not be accepted by the verifier.

Knowledge soundness - A prover that convinces the verifier must know an image consistent
with the digest d containing a barcode that decodes to the data =x.

Zero knowledge - The verifier should not learn anything about the image except that it
contains a PDF417 barcode decoding to x.



3.2 Assumptions and Limitations

We make the following assumptions. Removing these assumptions is left for future work.

3.2.1 We make public and assume constant the image coordinates of the barcode

This requires new set up for each image, which is not practical, but a common choice among other
work (e.g. VerITAS and VIMz crop [17,18]). It also has consequences for the zero knowledge
property. For example, consider decoding barcodes from a driver’s license as in the online age
verification case. Different states place the barcode in different positions on the ID. Since users are
likely to take pictures with the ID approximately centered in the image, these coordinates could
give the verifier information about which state likely issued the ID.

3.2.2 The image has no rotation or skew

We assume that the rows of pixels are exactly parallel with the logical rows of the barcode, and
resolution is constant across the barcode. While this is not realistic in many real-world settings,
we leave dealing with skew to future work.

3.2.3 The decoding doesn’t have “too many” errors

PDF417 barcodes use Reed-Solomon error correction to correct errors that may happen during
scanning and decoding (see Section 2.4). Our proof system checks that this decoding has been
done correctly, but our check is slightly too strict. Let s be the number of substitutions and
t be the number of erasures. We require that num ec_cw — 2(s +t) — 3 > 0, but actually only
num_ec_cw — 2s —t — 3 > 0 is required, or in some cases, num_ec_cw — 2s —t — 2 > 0. As a result,
our system will report invalid error correction for some barcodes that near the maximum number
of errors correctable. We use this stricter check because it is more amenable to representation in
R1CS.

Note that barcodes that have too many errors to decode correctly using the full RS error
correction algorithm will still fail to decode (e.g. soundness holds). It is only that some barcodes
right on the edge of being decodable will not validate. This only affects completeness, and if a
particular photo has too many errors, a user could retake the photo.

3.2.4 The barcode is encoded entirely in text mode

PDF417 barcodes can encode data in three different modes, either “text,” “binary,” or “numeric.”
Encoding can switch between modes within one barcode using special codewords. We assume that
the entire barcode is encoded using text mode, and the encoding never switches to binary or numeric
mode. We focus on “text” mode because it is the likely setting for most PDF417 barcodes that
would be subject to further proof (including in the identification document setting). We do not
include the other modes because they add additional data-dependent processing complexity that
would slow down the proof and provide no benefit to text-mode barcodes like we expect for this
application.

Limitations

As implemented, our system focuses on the barcode decoding and outputs the barcode directly. To
integrate with a full credential check, our system must be combined with the credential checking
ZK proof, for example those described in Section 9. The actual ZK decoding process is also limited



by the assumptions given in Section 3.2. Further, we must be clear that no system such as this
can never fully solve the questions of liveness or holder-binding in ID checks. We claim only that
it is more sound than the alternative of relying solely on the digital credential check. This method
may be used alongside other checks on biometrics, location, or other more invasive methods if such
assurance is necessary.

4 Generalized Techniques and Gadgets

In this section, we present methods and techniques of general interest that are useful when ex-
pressing a data-dependent algorithm in an arithmetic circuit or R1CS. We will use these techniques
throughout Section 5.

4.1 Prover advice with randomized consistency check for data-dependent algo-
rithms

Data-dependent algorithms often determine which data they compute on in the future based on
other data. However, the structure of the arithmetic circuit (or constraint system) must be constant
and public. We circumvent this issue with prover advice and a randomized consistency check.

Consider an array A of inputs and array B outputs for some sub-computation that determines
which data from A will be used in some other sub-computation. In order to preserve zero knowledge,
we must have |A| = | B|, otherwise it would expose the number of elements from A selected. Naively,
one might initialize B with some pad value and loop as in Algorithm 1.

Algorithm 1 Naive data-dependent selection

ind < 0
for i < 0 to |A] —1do
if should use(A[i]) then
Blind] < Ali]
ind < ind + 1
end if
end for

However, there are two issues that make this difficult to translate into an arithmetic circuit.
First, there must be something written to B at each step in the loop to preserve zero knowledge;
otherwise, the structure of the circuit reveals which elements of A are written to B. Secondly, the
position at which the write occurs must be a constant. [23] presents a way to do dynamic array
writes like this, but the per-write cost is still expensive.

We can fix these issues by defining some dummy value (perhaps the same as the pad value
above, but not necessarily) and instead looping like in Algorithm 2.

With this loop, we write something to a constant location in B on each step, eliminating the
issues above. However, now the real data we care about is interspersed with dummies. We can
remove these dummies by having the prover provide the desired output with no dummies and show
consistency between our computed B and this prover-provided array using a randomized polynomial
identity test.

Call the prover-provided array C. Note that |C| = |B| = |A|, and C also makes use of pads as
needed. Compute polynomials b(z) and ¢(z) and assert they are equal as shown in Algorithm 3.

This method requires 3-|A|+5-|A|+2|A|+1 = 10-|A|+1 constraints. The first loop computing
B requires 3 constraints per iteration for the if-else. The second loop computing b requires 5



Algorithm 2 Circuit-compatible data-dependent selection

for i + 0 to |A| —1do
if should use(A[i]) then
to_write « Ali]
else
to_write <— DUMMY
end if
Bli] + to_write
end for

Algorithm 3 Polynomial encoding for consistency check

pow <+ 1, b+ 0
for i < 0 to |A| —1do
if B[i] = DUMMY then
elt <+ 0
pow_mult + 1
else
elt < Bli]
pow_mult < x
end if
b+ b+ elt - pow
pow — pow - pow_mult
end for
pow <+ 1, ¢4 0
for i < 0 to |A| — 1 do
¢ < c+ CJi] - pow
POW +— Pow - T
end for
assert b ==c¢

constraints per iteration - 3 for the if-else, and 2 to update b and pow. The third loop computing
¢ requires 2 constraints per iteration - just the updates to ¢ and pow. One additional constraint
is required to show equality. We measured the optimized constraint count with CirC [30], and we
empirically saw approximately 10 - |A| constraints needed for this method. Using the techniques
in [23, Table 2] to do dynamic array accesses, we measure this requires approximately 40 - |A]
constraints.

4.2 Lookup tables for state machines

Lookup tables can be used to show the correct processing of state machines. Construct a table of
all valid state machine transitions; i.e., elements of the table are tuples (s;, s;+1) for all such valid
pairs. The prover provides a list of all states it moves through during the computation. It then
shows that each transition is valid by showing a lookup into the table of (s;, s;41) for all i (see
Section 2.3.4).

As long as the start state is consistent with the computation’s inputs, the end state is consistent
with the computation’s outputs, and all transitions are contained in the lookup table of valid
transitions, the prover must have indeed moved through the state machine correctly.

10



Figure 2: Decoding vocabulary

5 Prover Protocol for Barcode Decoding

The prover takes as input the image and the corresponding polynomial commitment produced by
the camera. Then, the prover uses a slightly modified version of Spartan to prove knowledge of an
image containing a barcode that decodes to the encoded data.

Constraint system. The constraint system contains eight sub-circuits for PDF417 decoding
(Figure 3):

1.

2.

Binarize - convert the image from grayscale to black-and-white. (Section 5.1)

Block measurement - within each row, measure each continuous run of black or white in
pixels. (Section 5.2)

Normalization - convert block lengths to modules rather than pixels; combines modules into
words such that 8 consecutive blocks are contained within single field elements (Section 5.3)

Codeword interpretation - interpret PDF417 codewords from the words. (Section 5.4)

. Barcode metadata - retrieve barcode metadata encoded in row indicators. (Section 5.5)

. Error correction - run BCH Reed-Solomon error correction. (Section 5.6)

Barcode size - check that the barcode size and the amount of data found is consistent with
the metadata encoded in the barcode. (Section 5.7)

Character interpretation - interpret the corrected codewords as ASCII characters. (Sec-
tion 5.8)

Consistency between Proof and Digest. In addition to proving the correctness of the
decoding, the prover must also show the consistency of the input witness with the committed
C2PA digest (Section 5.9).

5.1

Binarize

Binarization converts the C2PA-signed grayscale image into black-and-white to make subsequent
steps more efficient. We do this with range checks (see Appendix C.1).

11
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5.2 Block measurement

The goal of block measurement is to count the number of pixels in each block (a run of pixels of
the same color; see Figure 2). These counts will later be converted into PDF417 codewords. See
Figure 4 for an overview.

Given a barcode represented as a binary 2D-array of total flattened length p = R % C, we count
the lengths of consecutive white and black pixels in each row. Crucially, the number of blocks
in each row is not public or constant; it depends on how many rows and columns the particular
barcode has. Although the exact number of blocks can reveal information about the barcode we
wish to keep secret, we do assume a publicly-known upper bound on block length (B) and on the
maximum number of blocks in one row (M). These values can be computed from the dimensions
of the barcode in the image (public in our setting—see Section 3.2.1) and the PDF417 spec.

Simply iterating over the pixels and accumulating them into blocks is unfriendly in R1CS; it
requires O(p)-many expensive dynamic array indexing operations and/or conditionals. A second
naive approach would look up the entire barcode row in a lookup table, but this requires 20®)
table entries, resulting in prohibitive lookup costs. Instead, we introduce a public parameter L,
decompose each row of the barcode into [C/L] chunks of L bits each, and we look up each chunk
individually. This reduces the table size to 2F entries. Let K represent the maximum number of
blocks per chunk (also computable from public parameters).

The key challenge is that a block may span multiple consecutive chunks, so we cannot count
blocks independently within each chunk. Our solution tracks what color each chunk boundary has,
allowing us to correctly identify and merge blocks that span chunk boundaries. Then, at the end,
we will check the consistency of these block chunks with a prover-provided array of single block
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lengths.

Block Measurement Lookup Tables
Table 1: Chunk Encoding (size 2V)
Each entry corresponds to a possible L-bit chunk and contains a tuple (¢, é, 7, nb, odd, black) such
that:

e c € [2Y]: The chunk encoded as a field element (interpreting the chunk bit string as a binary
number).

e ¢ € [B*!: An encoding of the block lengths within this chunk that cannot overlap with
the next chunk, represented as a base-B number.

e 7 € [B]: An encoding of the block that might overlap with the next chunk in base-B.
e nb € [L]: The number of blocks in the chunk (not including ).

e odd € {0,1}: nb mod 2 ==

e black € {0,1}: Set to 1 if the chunk represented by r that may overlap is black.

This table has length 2L, which is every possible value of the length-L chunk.

Table 2: Powers of B (size K)

Each entry provides (i, BY), that is, an exponent and the public parameter B raised to the ith
power.

This table has length K, which is the upper bound of the number of blocks in a chunk.

Table 3: Range check

An array of values [0,R — 1] for range checks.

Figure 5: Block measurement lookup tables

5.2.1 Processing chunks

We process chunks one-by-one and pack block lengths into base-B encoded values that break at
block boundaries instead of the arbitrary chunk boundaries. If chunk ¢ ends with a black block and
chunk 7 + 1 starts with a black block, these blocks are part of the same run and must be merged
(similarly for white and white blocks). We also keep track of the number of blocks in each chunk
as we go. See Algorithm 4. This process makes use of several lookup tables — see Figure 5.

5.2.2 Consistency check

From the previous part we have an array ¢ of encoded chunks divided on block boundaries, and we
have an array n’ such that n’[i] is the number of blocked encoded in ¢/[i]. Let the prover provide b,
an array of single block lengths. We need to show consistency between ¢/, n’ and b. We will do this
with a randomized polynomial identity check similar to the technique described in Section 4.1.

We need to unpack the elements of ¢’ and show they are consistent with b. First, the prover
demonstrates a base-B decomposition of each encoded chunk, unpacking it. Let ¢/[i][j] represent
the jth element of the unpacking of ¢[i].
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Algorithm 4 Process chunks

c«r/L > partition row in to m = [C/L] chunks
r < 0, black, < 0 > initialize accumulators
'+ [0;m],n' < [0;m] > initialize output arrays

for i+ 0tom—1do
(¢, i, nb;, 0dd;, black;) < lookup(c]i], Tablel)

e < black; @ black, @ odd; > compute offset for r

B¢ «+ lookup(e, Table2)

dlif <=r-B°+¢ > add 7 onto ¢

n'[i] < nb; + e

r < r;, black, < black; > set accumulators
end for

The prover constructs the following two polynomials:

B m K L
f(l') = Zb[z] . xi g(x) _ Z(Z C/[i] [,7] . wj)xzzzon (k]

i 7=0

We encode f(8) == ¢g(B) in I-R1CS for random verifier challenge 5. By the Schwartz-Zippel
Lemma, this shows that f(z) = g(x) (except with negligible soundness error), and the measurements
extracted from the image are consistent with the block measurements the prover provided.

5.2.3 Splitting the image into “well-behaved” and “garbage” rows

Without any assumptions on the image structure, the upper bounds for block length, number of
blocks, and blocks per chunk are, in the worst case, B =C+ 1, M = C, and K = L respectively.
However, for rows that follow PDF417 structure (which we call well-behaved), we can get tighter
bounds on these parameters. Using lower B and K lowers the constraint count.

Even for a valid scan of a PDF417 barcode, it is not necessarily the case that all rows of pixels
are well-behaved — the image may have rows of pixels that are on the boundaries between logical
rows in the barcode as a consequence of overlaying a grid of pixels onto the logical rows and columns
of the barcode. We call these rows that are not well-behaved garbage rows. (These are always full
rows in our setting because we assume the barcode and has no rotation or skew—Section 3.2.2.)

We allow the prover to specify which rows are well-behaved and which are garbage. Let NR
be the maximum number of logical rows in a PDF417 barcode; there are at most NR — 1 garbage
rows positioned in between these logical rows. We will later verify that the division is legitimate
to ensure a cheating prover has not tried to throw out good data (Section 5.4). For now, we just
ensure that every row of the image has been specified as either well-behaved or garbage, and no
rows have been added or skipped.

Let P[R][C] denote the whole image, G[G_R][C] denote the garbage rows, and WR][C] denote the
well-behaved rows. We need to show that P has been appropriately split into G and W. Note
that W is the same size as P as to not reveal how many rows were removed as garbage. G can
be smaller since the maximum number of logical barcode rows is specified in the PDF417 spec and
known to the verifier. Let the prover also provide ¢g[G_R] and w[R] providing the row indexes in P
for each of the garbage rows and well-behaved rows respectively. We can show consistency between
P, G, and W using this set relation:

{vi e 8], (4, P[i)} U{(=1,0)} = {Vj € [G-R], (9[j], G[i)} U {Vk € [R], (w[k], W[K])}
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This shows that all rows of P are represented in either G or W, and rows of G, W that are
not rows of P must be all zeros. We will use all zeros for extra rows in G, but all zeros are not
“well-behaved” according the PDF417 spec, so W will repeat well-behaved rows of P when extras
are needed. We also need to show that w is non-decreasing to demonstrate the row order has been
maintained in W (it is not important that row order is maintained in G).

To show w is non-decreasing, we use a lookup check in Table 3 (Figure 5); show w[i] —w[i —1] €
[0,R—1]. For the set relation, let the prover provide row_counts|R] indicating how many times row
1 in P is represented in either G or W and num_zero_rows indicating how many zero row are in G.
We show the set relation using a Habock argument [24] with two verifier challenges «, 3

NUM_Zero_rows row_counts[R|[i] 1 1
a1 +§i: a+i+ APl _Za+g[j]+6G[j]+§k:a+w[k]+BW[k]

Note this is a different use of a Habock argument than usual; instead of a standard lookup into a
public table, we use it to check the above more general set relation.

In order to do this, we need to represent each row of binarized pixels as a single field element.
We can do that naively with another verifier challenge v as A[r] = 3-°_, A[r][c] - 7° - this requires
C constraints. To do this more efficiently, we can group many pixels together as one field element
represented in binary (sound as long as we don’t overflow the field modulus). Then we use these
values in the randomized sum.

5.3 Normalization

Starting from the lengths of blocks measured in pixels from Block Measurement (Section 5.2), the
goal of normalization is to convert those measurements from pizels to modules, and then group the
modules into words, or collections of eight blocks. We then represent each word as one field element
by encoding it base-18. A word can be at most 17 modules long, thus a block must definitely be
no more than 17 modules long, so base-18 ensures no module measurement overflows. Details are
in Appendix C.2.

5.4 Codeword interpretation

The goal of codeword interpretation is to retrieve the encoded PDF417 codewords given normalized
block measurements (or “words” - see Section 5.3) for both the well-behaved and garbage portions of
the image (see Section 5.2.3). Additionally, show that the parts of the barcode the prover indicates
should be discarded are legitimately not useful to decoding. Note this is an additional requirement
over the base algorithm that is necessary for soundness. Without this check, the prover could throw
out subsets of the barcode data by marking a well-behaved row as garbage.

If logical rows lined up exactly with the image’s “physical” rows of pixels, codeword interpreta-
tion would be a simple lookup table converting words to PDF417 codewords. However, since this is
not the case, there are words that are either (1) duplicates of the word above them that should not
be recorded twice, or (2) “garbage” in between logical rows that may not decode to a codeword at
all. The circuit needs to discard these extra words before doing the lookup, but it needs to make
sure that the data it discards is legitimate and not data that should be decoded.

Difficulty arises because well-behaved rows can have image artifacts or scanning errors that
cause decoding failures and make them plausibly garbage rows. Likewise, garbage can by chance
successfully decode and look like a well-behaved row. The goal is not to cryptographically verify that
the barcode decodes to the intended data; the PDF417 spec does not support this kind of guarantee.
Instead, we only want to verify that the prover has executed the decoding algorithm correctly. Also
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recall that there are multiple “correct” implementations of PDF417 decoding (Section 2.4). The
goal here is to ensure that the prover has done something within the bounds of the spec instead of
verifying the prover has arrived at some canonical answer.

To ensure the prover has labeled some correct set of rows for decoding and appropriately dis-
carded the rest, we track the logical row number indicated by the left row indicator. As we iterate
through the rows, the left row indicator should decode to incrementing row numbers for all rows
the prover selects to decode. This ensures that the prover has not dropped or added garbage rows
in the middle of the barcode. Note that it is possible that a “garbage” row happens to have a left
row indicator decoding to the correct row number, and the prover could throw out a well-behaved
row and exchange it for that one. However, this is a valid decoding choice; the left row indicator
shows the garbage row is in that logical row, so that “garbage” row is not truly garbage after all.

This tracking still allows the prover to drop rows from the end of the barcode, or possibly add
more rows at the end of the barcode if the left row indicators of those rows happen to decode as
such. This is handled in Section 5.7.

Within a row that the prover decides to decode, there may still be words that do not decode
due to scanning errors. We verify this is a legitimate erasure by showing that word is disjoint with
the set of words that decode using a proof of set disjointness based on Bézout’s identity from [23].

Codeword Interpretation

1. Check dummies - The prover provides words_with dummies[R|[WB_W|: an identical array
to words[R|[WB_W], except that unneeded values are replaced with zeros. Compare words to
words_with dummies and check that all the elements of words_with dummies are either zero
or equal to the corresponding element of words.

2. Accumulate codewords - Iterate row-by-row through each word. Ensure the left
row indicator decodes to the appropriate row number. If the word is zero’d out in
words_with dummies, add it to garbage.

3. Verify the marked garbage. Use a set disjointness check to ensure that elements of
garbage and at least one element per row of garbage words[R][G_W]| should not decode in
the codewords table.

4. Verify the prover-provided codewords[W] in the augmented witness is consistent
with the output of Step 2. Use the technique described in Section 4.1 to compare
codewords[W| and cw_and_dummies[R|[WB_CW].

5. Verify the prover-provided left_row_inds[NR| is consistent with the output of Step
2 in the same manner as Step 4.

Figure 6: Codeword interpretation algorithm

5.5 Barcode metadata

The goal of this step is to compute the number of rows, number of columns, and error correction level
for the barcode (all considered part of the secret data) based on the barcode’s left row indicators.
This is done by checking a system of equations specified by the PDF417 spec. Then, based on
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error correction level, compute the number of error correction codewords the barcode should have.
Details can be found in Appendix C.3.

5.6 FError correction

The goal of this step is to check that BCH Reed-Solomon error correction has been performed
correctly over the codewords extracted from the barcode image. Let the prover provide the cor-
rected codewords in the augmented witness and check correctness instead of performing the whole
algorithm in-circuit.

To check BCH RS error correction, it suffices to check:

1. the error polynomial is sufficiently sparse, and

2. the corrected codeword polynomial evaluates to zero at all relevant evaluation points.

Details can be found in Appendix C.4.

5.7 Barcode size

The goal of this step is to check that the number of codewords extracted from the barcode is
consistent with metadata found in the left row indicators (Section 5.5) and the symbol length
descriptor codeword (Section 2.4).

As discussed in Section 5.4, a discrepancy might occur if (1) scanning errors slightly mangled
the decoded message, and (2) a cheating prover is maliciously attempting to add or remove rows
at the end of the barcode.

To ensure soundness, we check that the total number of codewords and the number of data
codewords the prover provided in codeword interpretation is consistent with the barcode metadata
extracted from left row indicators in Section 5.5 to ensure we have arrived at the correct amount
of data. Details can be found in Appendix C.5.

5.8 Character interpretation

In character interpretation, corrected codewords are converted into the ASCII character data they
encode. In PDF417 barcodes, this requires using three state machines. Through our assumption
of text mode (Section 3.2.4) we omit one and are left with the following two state machines:

e An outer state machine tracking which portion of the codeword array we are in - error
correction codewords, pad codewords, data codewords, or leading zeros (necessary to make
the codewords array constant length).

e An inner state machine tracking which text mode sub-mode we are in - alpha, lower, mixed,
and punctuation. Each sub-mode has its own lookup table mapping base-30 values to either
an ASCII character or an indication to change to a different sub-mode. Note the data-
dependence: the lookup table utilized at any given time depends on the previously-decoded
symbols.

The outer state machine determines where we are in the corrected_cw[W| array and specifies
whether or not interpretation should be done on this particular codeword. If the codeword should
be interpreted, we use a lookup table that encodes all valid transitions to check the inner state
machine as described in Section 4.2 (see Algorithm 5). Lastly, the prover demonstrates that it has
correctly stripped leading, following, and interleaved null characters using the technique described
in Section 4.1.

17



Algorithm 5 Character interpretation

corrected_cw[W| > corrected codewords
ts[2W] > prover-provided table states
chars[2W] « [0; 2W] > initialize output array

for i+ 0to2W—1do
lookup((ts[2i — 1], ts[2i]), TRANSITIONS)
lookup((ts[2i], ts[2i + 1]), TRANSITIONS)
if i € [num_ec_cw| then
> in error correction codewords
ts[2i], ts[2i 4+ 1] == EC_STATE
chars[2i], chars[2i + 1] + 0

else if corrected_cw[i] == 900 then
> pad codeword
ts[2i], ts[2i + 1] == PAD_STATE
chars[2i], chars[2i 4+ 1] +- 0

else if ts[2i],ts[2i + 1] == SLD_STATE then

> lookup table ensures prover can’t move into this state when it shouldn’t
chars(2i], chars[2i + 1] + 0

else
corrected_cw|i] == 30ts[2i].char

+ts[21 + 1].char

chars(2i] « ts[2i].char
chars([2i + 1] « ts[2i + 1].char

end if

end for

5.9 Proving consistency of zkSNARK with C2PA

The root of trust for our system is the C2PA-enabled camera, which asserts image validity with a
signature over the image and metadata. According to the C2PA specification [14], the image and
metadata should be hashed using SHA2, and then the hash is signed. As noted by other ZK image
processing works [17,18], proving a valid pre-image for a SHA2 hash in zero knowledge for an input
as large as an image is infeasible. Therefore, we use a technique similar to [17], but modified for
the Spartan proof system. The camera signs a polynomial commitment instead of a SHA2 hash
(see Recommendation 2 in Section 8), and then we modify the Spartan proof system entry slightly
to show consistency between that commitment and the polynomial commitment inherent in the
first step of the Spartan proof system. The camera generates its own polynomial commitment, and
then we change Spartan to utilize this commitment unmodified when committing to those witness
inputs generated directly by the camera (the image). Since the polynomial commitment generated
by the camera is hiding and randomized, this protocol is still zero-knowledge.

We can take in the camera-generated polynomial commitment to the image alongside a separate
polynomial commitment to the rest of the witness generated by the prover using the optimization
presented in the Spartan paper discussed in Section 2.3.3. Call the image I and the other private
inputs p, and call the public inputs x. Using the same strategy as Section 2.3.3, the prover can
present two polynomial commitments, one for each of I and p, and the verifier can reconstruct Z.

Assume vector z is constructed as I||p||1]||z. Assume for simplicity that |I| = |p| = 0.5(|z| 4+ 1).
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Then, Z can be computed by the verifier as:

Z(r) =(1 = r{0)) (1 = r[1)) - I(r[2..])
+ @ =r[0]) - r[1] - p(r[2...])
+7[0] - (2, 1)(r[1...])
The lengths can be adjusted as needed, as long as each segment is a power of two in length,

and the total vector is also a power of two. For example, say |I| = 20 |p| = 4-|I| = 22
|| +1 = |p| = 212, Then, we use four selector bits to compute Z as follows:

Z(r) (1 —r[0])(1 = [ — r2])(1 = r[3]) - I(r[4..])
+r{o]- (=) - p(r[2...)
+r[0] - r[1)(z, 1)(r[2...])

Note that this requires that the camera pad the image to a power of two elements before signing.

6 Experimental Results

6.1 Implementation details

We implemented our constraint system using ZoKrates [31] compiled with CirC [30]. We made some
changes to the CirC compiler to support tuple-valued lookups and compilation of large circuits,
which we plan to integrate into the main CirC compiler. We used the Dorian proof system for our
backend to get the fast prover times present in Spartan and allow R1CS with random challenge [1].
We modified Dorian to allow for the external commitment input described in Section 5.9. We use
rxing [29] to decode PDF417 barcodes, and we modified it to generate the auxiliary input needed
for our prover. All code for this project, including modifications to existing tools, is open source’.

All measurements were run on a Linux server with an AMD EPYC 9124 processor, 32 CPU
cores, and 604GB of RAM. All reported numbers are averages across five runs. We were limited in
computation resources for CirC compilation, thus limiting the circuit size that we could measure.
Further performance engineering work could make these benchmarks possible. For comparisons
with a zkVM, we used the SP1 zkVM [32] run on a minimally-modified version of rxing [29] (the
only modification was to remove a timing library not supported by SP1). We chose SP1 because
it supports the Rust standard library, and it required minimal engineering to get it working with
existing decoding tools.

6.2 Benchmarks

Figure 7 shows how our system compares to the existing alternative, a zk VM. Across all problem
sizes, our circuit is at least 18.6x faster and uses 6.9x less RAM. Also notably our prover times
are roughly comparable to other ZK image processing work at these image sizes [17], even though
we consider a much more complex computation. See Table 1 for prover time, verifier time, and
prover memory benchmarks.

Figure 8 shows how the individual sub-circuits compare to each other when total time is nor-
malized across parameter regimes. Note that words_pipeline is the combination of normalization
(Section 5.3) and codeword interpretation (Section 5.4) because the output of normalization is

!Code found at https://github.com/sschefflab/zk-barcodes
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Table 1: Full circuit benchmark results (mean over 5 runs)

Max Prover

Image Barcode barcode Max EC Chunk Prover RAM Verifier

(px) (px) (logical) level size time (s) (GB) time (s)
144x48  120x48 3x3 0 10 0.99 0.68 0.14
144x48 120x48 3x3 1 10 0.98 0.69 0.14
192x144 120x144 3x3 0 10 1.90 1.51 0.23
192x144 120x144 3x3 1 10 1.93 1.52 0.23
192x144 171x140 10x6 0 9 2.74 2.36 0.37
192x144 171x140 10x6 1 9 2.75 2.37 0.37
384x288  360x288 3x3 0 10 6.15 5.42 0.75
384x288  360x288 3x3 1 10 6.23 5.45 0.77
384x288  342x280 10x6 0 9 6.44 5.89 0.80
384x288  342x280 10x6 1 9 6.50 5.92 0.80
384x288  290x273 21x13 0 10 7.04 6.53 0.84
384x288 290x273  21x13 1 10 7.05 6.53 0.84
384x288  290x273 21x13 ) 10 6.96 6.53 0.85
384x288 290x273  90x30 8 10 13.55 15.11 2.07

needed as an input to codeword interpretation, and there is not a way to run “verify” in between

those circuits without additional witness elements. As expected, binarize, block measurement,
and words_pipeline dominate, as those circuits depend on the size of the barcode in pixels. Beyond
that point, the circuits only depend on logical barcode parameters like the number of codewords
or error correction level, and these parameters are all much smaller than the image size.

7 Security proof sketches

This section gives short explanations for how our system meets our security goals presented in
Section 3.1.

1. Completeness (Definition B.1) follows from Dorian’s completeness property, the correctness
of the signature scheme, and the correctness of the polynomial commitment scheme. (As noted
in Section 3.2, we exclude a small subset of PDF417 barcodes.)

2. Soundness against inauthentic images (Definition B.2) follows from the signature scheme’s
unforgeability property and the binding property of the polynomial commitment scheme. An
adversary cannot forge a signature on a digest of its choosing by unforgeability, and it cannot
substitute a different image for a signed digest by the binding property.

3. Knowledge soundness (Definition B.3) follows from the binding property of the polyno-
mial commitment scheme and Dorian’s knowledge soundness property. Dorian’s knowledge
soundness property means that the prover must know some image used in the Dorian proof,
and since we use the digest generated by the camera as a direct input to Dorian, we get
consistency with the digest “for free.” The binding property of the PCS then ensures that
an adversary cannot substitute another image of its choosing as a pre-image for the camera-
generated digest.

20



Our System vs zkVM: Prover Time
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Figure 7: Prover performance of our system vs zkVM

4. Zero knowledge (Definition B.4) follows from the hiding property of the polynomial com-
mitment scheme and Dorian’s zero-knowledge property. However, as noted in Section 3.2.1,
since the coordinates of the barcode in the image are revealed in our circuit, this could reveal
sensitive information in some applications.

8 Recommended changes to C2PA

We make the following recommendations to the C2PA standard to better support zero-knowledge
image processing compatible with proofs of authenticity:

Recommendation 1: ZK-friendly hashing algorithms. As noted in Section 5.9, C2PA’s
requirement that SHA2 be used as the hash makes authenticated zero-knowledge image processing
too slow. We recommend the C2PA standard be updated to include more zero-knowledge-friendly
hash functions like Poseidon [33] (also used by [18]).

Recommendation 2: Other commitment types. Along with ZK-friendly hashes, we
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Sub-Circuit Time Proportions (Mean over 5 Runs)
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Figure 8: Sub-circuit times, normalized

recommend the C2PA standard be updated to include other commitment types like polynomial
commitment schemes. That would allow for the use of the techniques presented in this work and
in [17]. Many such schemes require inputs to be of particular length; in this work, we require a
power of two. Thus, we also recommend C2PA allow for padding the image before committing to
it.

Recommendation 3: Ring signatures. To avoid revealing which specific device took the
photo, C2PA should allow ring signatures over a set of device keys—even the whole registry—so
images can be attested as authentic without exposing the signer’s identity. This could be scoped
to a brand or model, e.g., “a Google Pixel 15” or “The New York Times,” enabling social-media
photos to be checked for authenticity without mandating a full individual-level PKI.

This kind of privacy guarantee could also be helpful in journalistic settings; a journalist may
want to prove that an image of some sensitive event is real without the image being traceable to a
specific camera or individual.

Recommendation 4: Sign binarized images. One immediate way to remove about 10-
20% of our prover runtime would be to have the signed image already be binarized. This could be
handled easily on the camera side with expanded smart phone camera APIs rather than adding an
additional step to prove in ZK.

9 Related Work

We discuss prior work on image processing under zero knowledge and privacy-preserving ID-based
credential verification. See Table 2 for a summary.

Zero-knowledge image transformations. Starting from a signed image, this line of work
aims to prove the correctness of subsequent transformations.

PhotoProof [34] introduced the idea of proving image transformations on signed images in the
paradigm of proof-carrying data. Ko et al. [35] prove correctness of image redaction on signed
images and replace the hash with a Pedersen commitment. ZK-IMG [36] uses Halo2 to prove
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Table 2: Comparison with prior systems

Data- Proves

Authenticated dependent possession Proves

image as image of image —
Work input? processing? credential? credential?
PhotoProof (2016) [34] v generic X X
Ko et al. (2021) [35] v X X X
ZK-IMG (2022) [36] v X X X
VerITAS (2025) [17] v x X x
VIMz (2025) [18] v X X X
Trust Nobody (2025) [37] v X X X
zk-REAL (2026) [19] v x X x
zk-creds (2023) [10] X N/A v X
Longfellow (2024) [11] X N/A v X
Crescent (2024) [38] X N/A v X
Vega (2025) [39] X N/A v X
Anon Aadhaar (2023-5) [40] X N/A v X
ZKPassport (2023-6) [41] X N/A v X
Self (2023-6) [42] X N/A v x
This work v v v v

correctness of several image transformations and shows that hash verification dominates prover
time. VerITAS [17] overcomes this bottleneck by replacing the hash with a hash involving lattices
and Poseidon [33] for four data-independent transformations; it also presents an option using a
polynomial commitment scheme, an approach that we also adopt in this work. Zk-REAL [19]
similarly uses a lattice-based hash, achieving roughly 29% faster proving than ZK-IMG. VIMz [18]
substitutes Poseidon for SHA-256 and boosts efficiency through a folding-based proof, exploiting
the fact that their transformations act independently on image rows. Trust Nobody [37] applies an
analogous tiling approach but retains SHA-256, limiting its performance.

Dealing with the hash: ZK-IMG and Trust Nobody retain the SHA-256 hash from C2PA, their
ZK performance suffers accordingly. VerITAS and zk-REAL adopt lattice-based hashes to mitigate
this. Our system instead has the C2PA signer commit to the image data as in VerITAS, yielding
a substantial improvement in prover time.

Data-dependent computation: All prior image transformations investigated under zero knowledge—
crop, greyscale, resize, blur, contrast, censoring, rotation, and similar operations—apply a fixed
algorithm with no conditional branching on secret pixel values. Our work is the first to implement
highly data-dependent image processing algorithms under zero-knowledge.

Non-local secret input processing: Prior work also benefits from transformation locality: VIMz’s
folding scheme and Trust Nobody’s tiling approach work precisely because each operation touches
only nearby pixels. Our barcode-decoding algorithm must process the entire image with many
branches conditioned on secret data, so these efficiency gains are unavailable to us. We hope that
this work serves as a stepping stone toward more work on image processing techniques under zero
knowledge that require conditional data-dependency and non-local processing of pixels.

Zero-knowledge attribute proofs from previously-issued credentials. A maturing line
of work aims to allow individuals to prove that they have some attribute (e.g. age over 18) using
an externally-issued ID, but without relying on the ID issuer to support the proof itself (beyond
a digital signature and possible maintenance of a list of non-revoked credentials). In this vein the
closest relative to our work is Dorian [1] which is used to compute proofs of possession for legacy
signatures including RSA, ECDSA and EdDSA; our system uses the Dorian zkSNARK as a starting
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point.

In the academic literature, zk-creds [10] is the first of a line of modern works to prove attributes
and possession of a legacy identity credential signed by an issuing authority, without involving the
issuer itself aside from the maintenance of a list of valid credentials. This work was followed by the
Groth-based Crescent [38], the Spartan/Nova-based Vega [39], the Ligero-based Longfellow [11],
and Dorian [1] as discussed earlier. Many of these works descend from Cinderella [43], a 2016
system for validating X.509 certificates in zero knowledge. An SoK about anonymous credentials
for digital identity wallets was recently completed by Bormann and Lehmann in 2026 [44].

Several ZKP-based credential systems are actively deployed in June 2026 or are planned for
deployment in late 2026. Based on Frigo and Shelat’s Ligero-based anonymous credentials for
ECDSA [11], Google has deployed the Longfellow ZK protocol in Google Wallet [45]. The system
is currently live for age and ID verification for customers of one European bank, with anticipated
widespread expansion within months [46]. EU age-verification efforts [47,48] include ZKPs in the
EU Age Verification Blueprint and accompanying open-source implementations. ZKPassport [41]
proves passport attributes from the embedded chip in zero knowledge, AnonAadhaar [40] proves a
government signature on attributes, and Self [42] is a commercial wallet supporting private checks
on passports and national IDs.

All of these systems operate on digital credentials (bitstrings), so they must address liveness and
stolen-credential threats through other means—chip proximity, biometrics, or similar mechanisms,
often not integrated into the proof itself. In contrast, our method uses a newly-captured photograph
of the ID barcode: it requires no specialized chip, avoids biometric processing, and integrates the
image-integrity check directly into the proof.

10 Conclusion and Future Work

We present a method for reading PDF417 barcodes from images in zero knowledge for the purpose of
private online attribute verification. Using C2PA-enabled cameras as the root of trust, we build on
the proof system Dorian [1] to build our proof system for this highly data-dependent algorithm. Our
system is more than 18x faster and requires 6.9x less RAM than the next-best existing alternative.
We also contribute techniques of independent interest including new applications of lookup tables
and prover advice for data-dependent algorithms. Additionally, we propose changes to the C2PA
standard to better support zero-knowledge image processing. Directions for future work include
relaxing the assumptions listed in Section 3.2 and benchmarking at larger image sizes to better
understand scaling behavior. More broadly, barcodes bridge the physical and digital worlds across
many domains and can enable more applications beyond online credential verification. We see this
work on private, verifiable barcode decoding as the first step toward more kinds of data-dependent
zero-knowledge processing.
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A Preliminaries

This appendix provides formal definitions for the properties of zero-knowledge proofs and zero-
knowledge proofs of knowledge.

Definition A.1 - Completeness. A proof system is complete if V(z,w) € R:

pp + G(1*)
T < P(pp, z, w)

Pr [V(pp,x,ﬂ) =1

Definition A.2 - Soundness. A proof system is sound if for all efficient adversaries P* and all
(r,w) ¢ R:
pp < G(1%)

Pr [V(pp,aj,w) =1 T P*(pp,x,w)

} < negl(\)

Definition A.3 - Zero Knowledge. A proof system is zero-knowledge if for all efficient adversaries
V*, there exists an efficient algorithm SV, such that for all (z,w) € R and all efficient distinguisher
algorithms D:

pp + G(1Y)
7o < P(pp, z,w)
71 < SV (pp, x)

b & 0,1}

< — + negl(\)

N

Pr | D(pp,z,m) = b
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Definition A.4 - Knowledge Soundness. A proof system is knowledge sound if for all efficient
adversaries P* = (P}, Py), there exists an efficient algorithm e such that:

pp < G(1*)

Pr |V(pp,xz,m) = 1| (z,state) < Pj(pp) | —
7+ Py (state)

pp + G(1%)

Pr | (z,w) € R| (x,state) < Pi(pp) | < negl())
W gPl"(state) (pp,a:)

B Formal Security Definitions

This appendix provides formal definitions for our security goals presented in Section 3.1.

Definition B.1 - Completeness. Authentic images with valid decodings should always verify.
For all images I:
(PP skcam s Phcam) + G(17)
r&F
pr | Ve (d, o) « C2PASign(skeam,I,7) | =1
Pheams 2. m) =1 (2, auz) + PDF417 Decode(T)

7 < P(pp, I, z, aux)

Definition B.2 - Soundness against inauthentic images. Images not captured by the C2PA-
enabled camera, instead generated by some efficient malicious algorithm C*, should be accepted
by the verifier with at most negligible probability. For all images I and all (z,auz) such that
PDF417.VerifyDecode(/,z) = 1:

(ppa Skcanlypkcam) — G(lx)
V(pp,d*,o*, r&F

pkeam, T, ™) =1 (d*,0")« C*(I,r)

Pr S negl()\)

7w < P(pp, I, z, auz)

Definition B.3 - Knowledge soundness of consistent image. A prover that convinces the
verifier must know an image consistent with the digest d containing a barcode that decodes to the
data x. More formally, for all adversaries P* = (P, Py), if the adversary is able to convince a
verifier, there exists an efficient extractor ¢ that, given access to P*, can extract image I™ such that
digest d opens to I* and I* decodes to data x, except with at most negligible probability.

(PP, skcam s Pkcam) + G(1)

T ﬁ F
V(pp,d, o,
Pr (d, o) + C2PA.Sign(skcam,I,T) -
Pkeam, x* s 77*) =1
(z™, state) < Pj (pp)

7" < Pj (state)

PDF417.VerifyDecode( N
. (pp, skcam s Pkeam) < G(17)
I* x $
r<TF
)=1
Pr (d, o) < C2PA.Sign(skcam, I,7) | < negl(A)
C2PA.DigestVer(
(z*, state) < Py (pp)

d,r *
1% &P state) ( 2%)

=1
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Definition B.4 - Zero knowledge. The verifier should not learn anything about the image except
that it contains a PDF417 barcode decoding to . More formally, for all efficient adversaries V*,
there exists an efficient simulator SV~ such that for all efficient distinguisher algorithms D:

(pp, skcams Pkcam) < G(lk)

$
r<F

(do,00) + C2PA.Sign(skcam, I, )
D(pp, pkeam,

Pr (z, auz) + PDF417.Decode([])
dy,op,m) =b

IN
N =

+ negl(\)
w0 < P(pp, I, x, aux)
(di,01,m1) sv* (pp, skcam, )
b & {01}

C Sub-Circuit Details

This appendix provides details on the circuits that we elided for length in the main body.

C.1 Binarize

This sub-circuit converts from the full, greyscale image to a binarized image of just the barcode.
The prover provides the binarized image as an input in the augmented witness. The circuit then
shows consistency between the grayscale image and the binarized image. This requires two steps
for each pixel in the barcode:

1. Assert that the binarized image pixel really is binary: bin_image[r][c]-(1—bin_image[r][c]) ==
0

2. Assert that the binarized value is consistent with the grayscale image with a lookup table.
Essentially, we look up black pixels (binary 1’s) in a table from [0, 127], and white pixels in
[128,255], but we can do this with only one lookup table by subtracting 128 from the white
pixels.

(a) Compute the value to lookup: to_lookup = image[r|[c] — 128 - (1 — bin_image[r|[c])
If the binarized image is 1, look up the image value as-is. If it is a zero, look up the
pixel value minus 128.

(b) Look up to_lookup in a lookup table containing [0, 127].

Since the image coordinates of the barcode are public, the circuit only iterates over the barcode
section of the image and ignores the rest.

C.2 Normalization

Normalization accounts for image resolution in block measurements. It converts block measure-
ments in pizels to measurements in modules, or logical pixels. It also groups blocks into words, or
groups of eight blocks.

According to the PDF417 spec, there should be exactly 17 modules per word. Using this fact,
normalization works as follows (Figure 9):

1. Place 17 evenly-spaced sample points in the 8-block pixel array.

2. Count how many sample points land in each block; this number becomes the length of that
block in modules.
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Figure 9: Normalization algorithm

This method ensures that there are always exactly 17 modules in each word.

Instead of running this algorithm directly in circuit, let the prover provide the normalized block
measurements as part of the augmented witness, and check that the algorithm has been applied
correctly. At each block boundary, verify that the cumulative pixel sum falls between two sample
points consistent with the prover-provided block length in modules. This is equivalent to checking
that the boundary is in the right place for exactly normalized blocks[i] sample points to have
landed in bar . The circuit computes the position of the last sample point in the block and checks
that it is before the pixel boundary. Then, it computes the position of the next sample point and
checks this is after the pixel boundary. Inequalities are checked with subtraction and range checks.

The circuit must also handle zero-padding. Since the exact number of blocks is secret, the block
measurement circuit pads the array with zeros to get it to a constant length. Normalization checks
for zero-length blocks, and if it finds any, it expects all values in the normalized word to be zero.

Once the normalized lengths are checked, words are combined into one field element. Since the
word must be exactly 17 modules long and all module lengths must be positive, no single block
length can be greater than 17 modules. Thus, we can pack all eight block lengths into one field
element base-18.

C.3 Barcode metadata

Use the division algorithm to verify relationships between the row indicators and the barcode
metadata according to equations found in the PDF417 spec. Along with the usual equality and
range check constraints, each division algorithm must also check that the quotient value provided
does not overflow the field modulus when multiplied, as this would allow the prover to cheat.

Let 10,11,12 be the first three left row indicators from the circuit in Section 5.4. The prover
then provides the rest of the values for the system of equations in the augmented witness.

The circuit checks that all of the following equalities and range checks hold:

1. 10 = 30 - q0 4 r0 such that q0 € [0,928] and r0 € [0, 29]

2. 11 = 30-ql + rl such that q1 € [0,928] and r1 € [0, 29]
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3. 12=230-92 + (num_cols — 1) such that q0 € [0,928] and (num_cols — 1) € [0, 29|
4. num rows — 1 =3-r0+r1 — 3-ec_level such that (r1 —3-ec_level) € [0, 2]

5. ec_level € range_ec_level

6. num_rows € range num rows

Lastly, check that num_ec_cw is computed correctly from ec_level using a lookup table. Assert
that (ec_level + 1,num ec_cw) € powers_of two.

C.4 Error correction

Check that BCH Reed-Solomon error correction has been performed correctly over the codewords
extracted from the barcode image. As stated above, let the prover provide the corrected codewords
and check correctness by verifying:

1. the error polynomial is sufficiently sparse, and
2. the corrected codeword polynomial evaluates to zero at all relevant evaluation points.

The error polynomial is the codewords polynomial minus the corrected codewords polynomial.
Compute the number of non-zero terms by looping over the codewords, computing codewords|[i] —
corrected_cw[i], and adding to an accumulator if the result is non-zero. Call this sum e.

If the error correction level is 0, then no errors can be corrected; check that the error polynomial
is the zero polynomial. Otherwise, the error polynomial is sparse enough if num_ec_cw > 2e + 3.
(This bound is actually slightly too strict - see Section 3.2.3.) To check this, we verify that
num_ec_cw — 2e — 3 can be represented with 9 bits. If not, then the subtraction took us below zero
and the field modulus wrapped around, and thus the inequality does not hold.

Next, we need to check that the corrected codeword polynomial evaluates to zero at the specified
evaluation points, thus indicating it has been properly corrected. The evaluation points are 3°
Vi € [1,num_ec_cw|, and all arithmetic should be done mod 929 (ie, in the field GF'(929)). Since
num_ec_cw is private and variable, we must compute polynomial evaluations for i € [1,512] (512
being the maximum number allowed by the PDF417 spec), but then we only use the evaluations
that num_ec_cw specifies.

For each polynomial evaluation, we need to check that the arithmetic has been done correctly in
GF(929). We check the modular arithmetic using the division algorithm. Have the prover provide
result_quotient and result in the augmented witness, where result_quotient is the quotient
value used in the division algorithm and result is the remainder and final answer. For i € [1,512],
do the following steps:

1. Compute the sum of polynomial terms pre-mod 929. According to the PDF417 spec, the
evaluation points are the powers of 3. Since we are working over GF'(929), we need to
compute 3° mod 929. Use a lookup table of these values. Iterate through the coefficients,
and compute each term as corrected_cw[j] - powers_of three mod_929[i - j mod 928] (thus
computing 3*7 mod 929).Computing that index requires no constraints since it is arithmetic
over constant values that can be done at compile time. Then, a constant index into an array
of constants is also constant. Sum up these terms. We can be sure this term will not overflow
the field modulus because each codeword and each power of 3 is in GF(929), and 9292 - 2700
is less than the field modulus.
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2. Using result_quotient and result, apply the division algorithm to check this sum mod
929:
sum = 929 - result_quotient[i] + result|i]

In order for this to be sound, we must check that result € GF(929) and that result_quotient
is representable in 22 bits to ensure the prover does not overflow the field modulus. The max
of sum is 9292 - 2700, so the max of result_quotient is 929 - 2700, so a valid value is repre-
sentable in 22 bits. The lookup table required to do this range check is too large, so we resort
to bit decomposition instead.

3. Let the prover provide should be_zero for each evaluation in the augmented witness, and
check that it is set correctly. If it is false, check that ¢ > num_ec_cw using a lookup table. We
do not need to check the true case; it is ok if the prover provides true when it should be false,
as this does not affect soundness. It is only important that all false’s are correct.

4. Check that the polynomial evaluates to zero if this evaluation point is in the relevant range.
Check that either —should_be_zero[i] OR result == 0.

C.5 Barcode size

From the row indicators, we know the number of rows and the number of data columns. The
product of these two values should be equal to the number of corrected codewords (including
error correction codewords.) Furthermore, the first data codeword is the SLD, which tells how
many decode-able codewords there are, including itself: the SLD, data codewords, and pads. This
sub-circuit checks these relationships.

Since the circuit must be generic to any size of barcode, the corrected_cw[W| array may have
many zeros for higher-order terms that are not used. The first non-zero element (working from
high-to-low degree coefficients) is the SLD. To count the number of codewords (including error
correction codewords), the circuit counts the number of terms in the array after and including the
SLD. The circuit also notes the value of the SLD.

With the SLD and this count in hand, the circuit compares the total count with num rows -
num_cols passed as input (previously extracted from row indicators). It also computes the number
of error correction codewords as 26°-*¢velt1 and asserts that SLD == count — num_ec_cw.
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