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Abstract

Oblivious Key-Value Stores (OKVS) (Garimella et al., CRYPTO 2021), once encoded, provide indis-
tinguishability over keys and random values. This is an important property in many secure computation
applications, such as private set intersection and multi-key searchable encryption. We introduce an Up-
datable Oblivious Key-Value Store with access control (UOKVS), a dynamic extension of OKVS that
supports insertions over time. We provide meaningful security in the presence of updates by equipping
UOKVS with fine-grained access control. As a building block in UOKVS, we provide the first analysis
of oblivious insertions for Cuckoo hashing, which may be of independent interest.

We show the application of UOKVS to multi-key searchable encryption where a data owner wishes to
share parts of a multimap with multiple clients. We construct an oblivious multimap with insertions from
UOKVS and private information retrieval (PIR). Unlike prior multi-key searchable encryption schemes,
our construction supports sharing without replicating data across authorized users, substantially reducing
storage costs in addition to stronger privacy guarantees.

We implement our multi-key searchable encryption construction on a dataset containing up to 24
million entries using the Enron email dataset. For keywords matching 100 documents on a WAN, query
processing completes in 0.6 seconds using FrodoPIR as the underlying PIR protocol. By comparison,
the scheme of Wang and Papadopoulos (Cloud Computing 2023) achieves a query time of 0.6 seconds
and also incurs data replication and leaks access patterns. Our construction reduces leakage, maintains
performance, and only requires a 3.1x storage overhead.
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1 Introduction

Oblivious Key-Value Stores (OKVS) [GPR+21, RR22, BPSY23, ZCL+24] have emerged as a fundamental
primitive for secure multi-party computation. An OKVS allows a party to encode a key-value map so that
another party can recover the value associated with a queried key while learning nothing else about the map.
Consequently, OKVS constructions have become a common building block for private set intersection and
union (PSI), private joins, and related secure computation protocols.

Existing OKVS constructions are inherently static: the encoded map is fixed at creation time. In contrast,
many practical applications involve data that evolves over time and is stored on outsourced infrastructure.
A data owner continuously inserts new records and wishes to selectively authorize external parties to access
subsets of the data without revealing the remainder of the map. Existing OKVS definitions do not capture
these requirements.

In this work, we introduce Updatable Oblivious Key-Value Stores (UOKVS). A UOKVS allows a data owner
to incrementally insert key-value pairs while preserving the privacy guarantees of an OKVS. We further
augment the primitive with access control, enabling the owner to authorize specific users to access selected
portions of the stored data. The resulting abstraction models a private outsourced key-value store in which
the server learns neither the contents of the map nor which portions are accessible to different users. This
is true even when colluding with an arbitrary subset of clients.

Access control is essential for achieving meaningful privacy. It enables efficient updates while preventing
the server from learning which keys may have been modified. Information about a key is revealed only to
clients that have been authorized to access it.

Application to Multi-Key Searchable Encryption Our primary application is multi-key search-
able encryption (MKSE) [PZ13]. Searchable encryption [SWP00, BHJP14, FVY+17, KKM+22, AGY+22,
LMM+23] considers three types of parties: a data owner Ow, a server S, and clients, denoted as C. The owner
stores a multimap MM associating keywords with collections of documents [KM18,KMO18,AG22,APP+23,
GPPW24], while authorized clients retrieve documents matching selected keywords.

Existing MKSE systems leak substantial information through access-pattern and query-equality leakage
across all clients, or replicate encrypted data for every authorized client and leak the above per client [PZ13,
PSV+14,KOR+16,HSWW18,WP21,WP23]. Replication causes storage to grow linearly in the number of
users and presents an obstacle to deployment.

Using UOKVS together with private information retrieval (PIR), we construct the first MKSE scheme that
supports sharing without data replication. Rather than replicating encrypted data across users, the owner
stores a single encrypted representation and distributes authorization information separately. This decouples
storage from sharing while preserving strong privacy guarantees.

Our privacy guarantees are qualitatively stronger than prior work. Adversarial clients, in addition to
their authorized items, learn only the insertion times of items they are permitted to access and the times at
which those items are relocated. They learn nothing about the status of unauthorized keywords. In contrast,
prior MKSE constructions reveal access patterns and query-equality information even when only the server
is considered adversarial. Looking ahead to Section 6, we do this while retaining the search efficiency
of prior work on the benchmark Enron dataset.

1.1 Overview of UOKVS

We review OKVS based on Cuckoo hashing. A keyword, denoted as key, is associated with a small set of
s random candidate locations, and the value, denoted as val, is encoded so that only a party possessing
the appropriate cryptographic material can recover it. Items are packed using standard Cuckoo hashing
techniques such as random walk [PR01] or breadth first search (BFS) eviction [FPSS05]. Clients may
retrieve these locations using PIR [ALP+21], thereby hiding their queries from the server [CGN97,MK22,
PSY23,CD24,ALZ+25].

Supporting dynamic updates is considerably more challenging. PIR protects reads but not writes. During
an insertion, the server directly observes the locations being updated. Combined with knowledge of the hash
functions, this enables dictionary attacks [HSWW18] that substantially narrow the set of keys consistent
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with an observed update. Avoiding such leakage appears to require touching many locations during every
insertion. We address this challenge using two ideas.

First, keys are transformed using a pseudorandom function before hashing. Consequently, updated
locations reveal no information about the underlying keyword while still allowing the owner to delegate
access rights efficiently.

Second, we eliminate insertion access-pattern leakage by ensuring that memory locations accessed during
insertion are pseudorandom. Achieving this property requires a new variant of Cuckoo hashing that we call
Cuckoo hashing with invalidation. We analyze this for both random walk based eviction and BFS based
eviction. We start with random walk based eviction to build intuition. Consider an array of ciphertexts and
a small stash of ciphertexts for key, value pairs that could not be placed.

Random Walk To insert, we perform α random walk steps of the following form:

1. For key, val, choose a random position pos out of the other s− 1 positions for key,

2. If key has already been in pos, place key, val in the stash, switch walk to accessing random positions.

3. Else store (key, val) in pos, encrypt the pair. Let (key, val) be the previous contents of pos. If (key, val) =
(⊥,⊥) switch walk to accessing random positions.

When the walk accesses random positions, it always re-encrypts the current contents of accessed positions.
The stash is re-encrypted with every insertion. To prevent access pattern leakage, positions for each key are
invalidated once used (Step 2 prevents accessing twice).

To analyze this construction, we consider a graph where nodes are of the form key, pos for each key and
the s possible positions for key. To maintain obliviousness, insertions can only reach a node once. Whenever
the walk terminates early or would encounter a previously seen node, we continue by accessing uniformly
random positions. This modification ensures that the sequence of accessed locations is pseudorandom from
the server’s perspective. Even if an adversarial client has access to some keys, the rest of the sequence is
pseudorandom.

This change comes at a cost. For γ total map size, recent work shows random-walk Cuckoo hashing
achieves negligible stash size when α = Θ(log γ) [BF24]. Most analysis is in terms of the current load of the
system, ρ := γ/µ where µ is the size of the storage array. We show that the expected stash size is at most

µ

(
ρα+1 +

αρ2

4(s− 1)
+O(ρ3)

)
.

Our bound is larger than the ideal ρα+1 for random-walk Cuckoo hashing [BF24], our experiments indicate
that the bound is nearly tight when the invalidation constraints are turned on from the beginning. However,
our analysis requires considering invalidations for all insertions, so our results are loose when many items
are jointly prepared at setup rather than being inserted one at a time.

BFS This large stash can be overcome using BFS insertion. Rather than following a single random eviction
chain, BFS explores a local search tree in a queue, placing all other positions of an item in a queue. The
BFS eviction succeeds as long as an empty position is popped before popping α + 1 items. As in random
walk insertion, an item can reside in a position at most once to prevent access pattern leakage. The main
benefit of BFS eviction is that popping an item that has been invalidated does not terminate the legitimate
eviction search. Other positions for the item can still be considered.

For BFS search, the dominant source of stash entries is the probability that the BFS search queue empties
before finding an empty position. The queue-extinction probability (see Section 3.2.4) is well approximated
by (

ρ

2(s− 1)

)s
+O(ρs+1).

The BFS failure probability decreases as the s-th power of the load, in contrast to the Θ(αρ2/(s − 1))
invalidation term arising from random-walk insertion. For BFS, we focus on s = 4, the queue-extinction
contribution scales as Θ(ρ4).
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Figure 1: Stash size computed using Theorems 2 and BFS approximation in Section 3.2.1 with s = 4, ℓ =
24M (size of Enron dataset), µ = 2.0ℓ, swap α represents the size of the database that is jointly prepared.
BFS implementation evicts at most 2 items at 10 levels of the graph.

For example, consider µ = 2.0γ, s = 4, walk length α = 10, if we jointly prepare the first 0.8γ = items and
then insert individually the next .2γ items, we observe stash sizes of roughly 10−4γ for random walk based
eviction and no stash for BFS based eviction. This is shown in Figure 1. We note that our implementation
use a slightly different versions of RW and BFS (invalidating a pair only when it is moved).

In our analysis, we invalidate a (key, pos) once it is popped from the queue. A stronger version would
invalidate the pair only when it is in the set of moved items. We were not able to analyze this stronger
version, if edges can be popped multiple times, their distribution is not uniform. This creates a gap between
our analysis and implementation that we hope can be closed by future work. We discuss more in Section 6.

Recursive Use of UOKVS As in many oblivious constructions, the stash itself can be stored in another
UOKVS with a recursive construction. There are natural techniques to move things from level i of this recursion
to level i− 1 such as selecting k random locations from UOKVSi−1 and trying to move items currently UOKVSi
to those locations. Such a recursive organization may provide a path toward supporting overwrites and
deletions without unbounded stash growth; we leave its formal construction and analysis to future work.

1.2 Other applications of UOKVS

In the same way that PIR and a OKVS yield a keyword PIR [ALP+21,HLP+24], our UOKVS plus PIR yield
an updatable keyword PIR with access control. This is a crucial component in our MKSE construction.

UOKVS also has applications in the area of oblivious PRFs [HKLS24], updatable private set intersec-
tion [ADMT22,BMS+24,BMX22,WZC+24] with delegated storage. Many PSI protocols [GPR+21,LTT+25,
XLW25] utilize OKVS. UOKVS provides a natural approach to support one party adding items to its set that
is stored with a third party server.

1.3 Our Multi-Key Searchable Encryption

With our UOKVS in hand, we add PIR to hide C’s queries and show how to build a MKSE for multimaps that
does not replicate data. The recipe is standard, we build two maps called VolMap and ValMap that map from
key to volume i, and from (key, i) to document identifiers. We also implement a third map called DocMap

from document identifiers to documents. When comparing with prior MKSE schemes, for consistency, we
benchmark only the first two lookups.
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We use FrodoPIR [DPC23] as the underlying PIR that we couple with our UOKVS. We use the Enron
dataset [KY04] as our experimental database. The Enron dataset has 24M or 224.5 keyword, identifier pairs
and 33K or 215 distinct keywords.

Our solution requires two network rounds, yielding a .6s search for a keyword with 100 matching
documents on a 100Mbps network with 100ms latency. We compare with the MKSE state of the art,
MUSSE [WP21], which has the strongest security guarantees. MUSSE requires 6 roundtrips and at least .6s
delay assuming no computation time or bandwidth delay. MUSSE has query equality and access pattern
leakage [CGPR15] on ValMap (which we do not have). Specific access pattern leakage has been thoroughly
attacked in the literature [IKK12, CGPR15, KKNO16,WLD+17, GSB+17, GLMP18,MT19, KE19, KPT20,
GPP23]. Our OKVS has an expansion factor of 2.0 for ValMap leading to an overall storage overhead of 3.1
over the raw Enron dataset.

As part of our construction, we implement the following improvements for FrodoPIR: 1) a hint update
procedure, 2) an effective parallelization of search without sharding, and 3) a procedure for a client to issue
a single query that works for all owners.

Recent leakage mitigation techniques for document retrieval such as SWiSSSE [GPPW24] and DDR-
SSE [GMPP26] do not work in our setting as the owner can fingerprint the client’s queries, we use PIR to
protect the final lookup of DocMap as well. We do leak the padded volume of search. We bucket 256 items
together. We do not propose new techniques for hiding volume [DPPS20,GKL+20,MVA+23]

Organization The rest of this work is organized as follows, Section 2 covers preliminaries, Section 3
introduces our UOKVS construction and presents bounds on stash size. Section 4 presents our MKSE design,
Section 5 presents our access control mechanisms, Section 6 presents our implementation and experimental
results, and Section 7 further reviews prior work. Code is available at our GitHub repository .

2 Preliminaries

We consider protocols involving at most two of the following three parties: a data owner Ow, server S, and a
client C. Parties are always listed in the above order. As an example of notation, for an interactive protocol

Prot between two parties A and B, we use notation

(
oA

oB

)
← ProtA,B

(
iA

iB

)
with iA, oA, iB, oB denoting A and

B’s inputs and outputs respectively. Throughout, we consider m clients and n owners but only a single client
or owner participates in any protocol. The numbers n,m are not input to any protocol initialization. If a
party does not participate in a protocol, they are elided. For variables, parties are listed in superscript while
other indexing (such as sequence) is done in subscript.

A map M is an association between keywords key and a value val. Note that key does not represent
a cryptographic key; for that purpose we use K,KOwn and KClt. A multimap MM associates keywords key
and valskey, the set of documents associated with each keyword. Keywords are over a universe W and each
value is of the same length η. Values can be split and padded into chunks of size η. The total size of MM
is ℓ · η :=

∑
key∈W |valskey| where ℓ is the number of (key, valskey) pairs. Looking ahead we consider three

distinct maps as part of our overall solution – VolMap, ValMap and DocMap – the type of key, val depends on
the map.

For a multimap and some arbitrary binary operator ≤, ArrMM outputs the pairs (key, val) and is indexed
starting from position 1 where val ∈ valskey, and key ∈ MM. The pairs (key1, val1), (key2, val2) are ordered by
keyword using ≤. In the case of pairs (key, val1), (key, val2), they are ordered by comparing val1, val2 using
≤. We assume that the list MM[key] is returned in the same order as in ArrMM (using the comparator ≤). For
a vector a⃗ of length ℓ and permutation π : [1, ℓ]→ [1, ℓ] we use π(⃗a) to be a new array in the order specified
by π. We use similar notation for a M to refer to the permutation applied to the underlying Arr. Simulators
and parties are stateful. Notation is summarized in Table 1.

Definition 1 (Updatable Oblivious Key-Value Store). An updatable oblivious key-value store (UOKVS) is
parameterized by a key and value universes K,V, security parameter λ, and consists of the following functions:(

KOwn

EMap, st

)
← EncodeOw,S

(
M

⊥

)
: The encode algorithm inputs M = {(keyi, vali)}ℓi=1 where (keyi, vali) ∈

6
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Notation Meaning
M Map
MM Multimap
Arr Array representation of M or MM
λ Security parameter
η Size of each val
ℓ Number of keyword-document pairs
κ Number of keywords in MM

key Keyword
valskey All values associated with keyword key

Shr Keywords that are requested to be shared
Plcy Policy

q Number of queries/policy changes, superscripted by parties
m Number of clients
n Number of owners

KOwn Owner’s key
K Key, superscripted by parties, subscripted by map, vector, or the scheme being encrypted.
q PIR query

ans Server’s response to PIR query
µ Number of total positions
s Number of possible positions for each key in DIP

Pos Possible locations for an item
σ Size of the stash
α Items considered in stash analysis
γ Currently inserted items
ρ Load of array γ/µ
δ PIR state update
st PIR hint update
B Bucket capacity

Table 1: Summary of Notation

{K,V}, and outputs to the server the encoding EMap or ⊥.(
KOwn

EMap

)
← InsertOw,S

(
KOwn, (key, val)

EMap

)
: The insert algorithm takes a key-value pair (key, val), KOwn, and

the encoding EMap, and outputs the updated encoding or ⊥.(
⊥

KClt

)
← GrantOw,C

(
KOwn, Plcy

k⃗ey

)
: Delivers the secret keys capable of decrypting values associated with

k⃗ey if the Plcy is satisfied.(
⊥
val

)
← DecodeS,C

(
EMap

KClt, key

)
: The decode algorithm takes as input key ∈ K, secret key KClt, and EMap,

and outputs the associated value val ∈ V.

Correctness Consider the Correctness Experiment shown in Figure 2. A UOKVS is correct if for all PPT
adversaries A, Pr[ExpCorrect,A,UOKVS(1λ) = 1] ≥ 1− ngl(λ).

Obliviousness Let λ be a security parameter. Consider the security game shown in Figure 2. A UOKVS is
secure if for all PPT adversaries A there exists a PPT simulator Sim such that:∣∣∣∣∣ Pr[ExpSec,A,UOKVS(1

λ) = 1]

−Pr[ExpA,Sim,UOKVS(1
λ) = 1]

∣∣∣∣∣ ≤ ngl(λ).
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ExpCorrect,A,UOKVS(1
λ, q)

A sends to C:
1. Clients Clients = {Cj}nj=1 and owners Owners =

{Owi}mi=1.

2. For each Ow, a number of operation executions qOw.

3. For each Ow and i ≤ qOw, one of (Insert, keyi, vali),

(Decode, C, keyi), (Grant, C, k⃗eyi, Plcyi).

4. For each Ow, MOw.

C performs:

1. For each Ow, run(
KOwnOw

EMapOw0

)
← EncodeOw,S

(
MOw

⊥

)
.

2. For i = 1, . . . , qOw:

(a) If op = (Insert, keyi, vali):

i. If keyi already exists in MOw, output 1.
ii. Else,(

KOwnOw

EMapOwi

)
← InsertOw,S

(
KOwnOw, (keyi, vali)

EMapOwi−1

)
.

Update MOw to have the new pair.

(b) If op = (Decode, C, keyi):(
⊥

vali

)
← DecodeS,C

(
EMapOw

KClt, keyi,

)
.

(c) If op = (Grant, C, k⃗eyi, Plcyi):(
KOwnOw

KClt

)
← GrantOw,C

(
KOwnOw, Plcyi

k⃗eyi

)
.

Output 1 iff for all (Ow, C) and all keyi such that ∃j ≤ i

where keyi ∈ k⃗eyj , Plcyj(k⃗eyi) = 1, it holds that

DecodeS,C

(
EMapOw

keyi,KClt

)
= MOw[keyi].

ExpSec,A,UOKVS(1
λ, q)

A sends to C:
1. Clients = {Cj}nj=1, Owners = {Owi}mi=1, and qOw <

q.

2. Corrupted parties OwnersA ⊆ Owners and
ClientsA ⊆ Clients.

3. For each Ow, MOw ← A(1λ) and op1, . . . , opqOw .

C performs:

1. For each Ow,(
KOwnOw

EMapOw

)
← EncodeOw,S

(
MOw

⊥

)
.

2. For i = 1, . . . , q:

(a) If (Insert, keyi, vali):(
KOwnOw

EMapOw

)
← InsertOw,S

(
KOwnOw, (keyi, vali)

EMapOwi−1

)
.

(b) If (Grant, C, k⃗eyi, Plcyi):(
KOwnOw

KClt

)
← GrantOw,C

(
KOwnOw, Plcyi

KClt, k⃗eyi

)
.

(c) If (Decode, C, keyi):(
⊥

vali

)
← DecodeS,C

(
EMapOw

KClt, keyi

)
.

3. Send the views of parties in OwnersA ∪ ClientsA
and S to A.

A outputs a bit b.

ExpSim,A,UOKVS(1
λ, q,L)

1. A sends all inputs as in ExpSec,A,UOKVS.

View← Sim(L(Owners, OwA, CA, M⃗, o⃗p)).

2. A outputs a bit b.

Figure 2: Correctness and security experiments for UOKVS.

2.1 Technical Tools

Data-independent packing We use a data-independent packing or DIP [BBF+21] scheme DIP = (Size,
Build, Lookup) with interface

(µ, σ)← DIP.Size(ℓ),

(Buckets,Stash,KDIP)← DIP.Build(M),

p⃗os← DIP.Lookup(µ,KDIP, key).

Here, µ is the number of buckets, σ is the stash capacity, and DIP.Lookup returns the s candidate bucket
positions associated with key. We use µℓ, σℓ to denote these values, which are fixed for a given ℓ. Correctness
requires every M[key] to occur either in one of these candidate buckets or in the stash, except with negligible
probability.

TethysDIP [BBF+21] showed that the minimum size of the stash was equal to the max-flow of a graph
with edges being keywords and nodes being the set of possible buckets. TethysDIP does not naturally support
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Expsec,A,PIR(1
λ, q)

DB ← A(1λ); b $←− {0, 1}
st

$←− HintInit(DB, 1λ)
b′ ← AQ,U (1λ)
Return b = b′

Q(i0 ∈ [1, µ], i1 ∈ [1, µ])

(q, h)
$←− Query(ib, st)

ans← Resp(DB, q)
Res

$←− Rec(h, ans, st)
Return q

U(i, d)
δ ← UpdateDB(i, d;DB)
UpdateHint(δ; st)
Return δ.

Figure 3: Security experiments for Updatable PIR.

insertions.
Our instantiation generates candidate positions using independent uniform hash functions. The build

procedure places the initial items among their candidate buckets and the stash. We use random-walk or
BFS Cuckoo eviction [Yeo23] for subsequent insertions; their precise randomness assumptions and stash-size
bounds are given in Sections 3.1 and 3.2.

Notation We use notation Buckets[key] to denote all buckets that contain a map value that was associated
with key. When we define a multimap MM, all documents have size η. When creating ValMap, this would
yield a map of size ℓ

∑
key |MM[key]|η . Buckets are of size B and can fit ⌊B/η⌋ values, so one obtains a map

of size approximately ℓ
∑

key⌈
B|MM[key]|

ρ ⌉. Notationally, we ignore the task of packing ρ/B items together in
buckets, but this is handled by our implementation.

Definition 2. (Updatable PIR [HPPY25]) An Updatable PIR (Private Information Retrieval) is a tuple of
PPT algorithms (HintInit,UpdateDB,UpdateHint,Query,Resp,Rec) acting over a database DB ∈ {0, 1}B×µ
with the following syntax:

• st← HintInit(DB, 1λ). Inputs DB and outputs state st.

• δ ← UpdateDB(i, val;DB). Takes an update (i, val), outputs a summary of the update δ, and changes
DB[i]← val.

• st← UpdateHint(δ; st). Takes the summary of updates δ and modifies st.

• (q, h)← Query(i; st). Takes an i ∈ [1, µ], reads from st, returns a query q, and a reconstruction hint h.

• ans← Resp(DB, q). Returns the server’s response ans from DB and q.

• Res← Rec(h, ans, st). Takes the hint h, ans, st, and outputs a result Res. May modify st.

Correctness. Fix an initial database DB0 ∈ {0, 1}B×µ and let (i1, val1), . . . , (it, valt) be any polynomial-
length sequence of updates. Define recursively δj ← UpdateDB(ij , valj ;DBj−1), and stj ← UpdateHint(δj ; stj−1),
where st0 ← HintInit(DB0, 1λ), and let DBj denote the resulting database after the j-th update. We say that
the Updatable PIR is correct if for every t = poly(λ) and every index i ∈ [1, µ],

Pr


Res =

DBt[i]

∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣

∀j ∈ [t] :

st0 ← HintInit(DB0, 1λ)
δj ← UpdateDB(ij , valj ;DBj−1)
stj ← UpdateHint(δj ; stj−1)

(q, h)← Query(i; stt)

ans← Resp(DBt, q)
Res← Rec(h, ans, stt)


≥ 1− ngl(λ).

Security We say that an Updatable PIR is secure if for all PPT adversaries A issuing at most q = poly(λ)
queries to the oracles defined in Figure 3, Pr[Expsec,A,PIR(λ,A) = 1] ≤ 1/2 + ngl(λ).
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2.2 Access Control

An access control mechanism encrypts an array corresponding to a M and, for every keyword, derives two
cryptographic keys. The first is a pseudorandom lookup key used by the UOKVS to locate the keyword; the
second decrypts values associated with the keyword. Access control can be viewed as a multi-key version of
real-or-random security that additionally guarantees pseudorandomness of the lookup keys.

Definition 3. Let AcCtrl = (Setup,Update,Grant,Decrypt), where Setup and Update are randomized algo-
rithms, Grant is a protocol between Ow and C, and Decrypt is deterministic. Let η, ℓ be integers and let W be
a finite keyword domain. For a keyword key, write KL

key for its lookup key and KD
key for its decryption key.

1. (CArr,KOwn) ← SetupOw(Arr): takes an array Arr of length ℓ, whose entries are pairs (key, val), and
returns an array of ciphertexts and a cryptographic key which consists of two maps KL,KD. If Arr[i] =
(key, val), then CArr[i] encrypts val under KD

key. For key ̸=⊥, we write Lockey for the unique i such that

the first component of Arr[i] is key. We also write K⃗L[i] = KL
key to indicate the lookup key for the item

currently stored in location i.

2. (ct,KOwn) ← UpdateOw(KOwn, key, val): returns a fresh ciphertext encrypting val under KD
key, and

updated owner state. The caller chooses the array position at which the returned pair is installed.

3. The protocol (
⊥

KClt

)
← GrantOw,C

(
KOwn, Plcy

KClt, k⃗ey

)
augments KClt with KClt[key] = (KL

key,K
D
key) for each authorized key ∈ k⃗ey. On the first invocation for

a client, KClt =⊥.

4. v⃗al = DecryptC(c⃗, {KD
key}key∈A) decrypts a vector c⃗ ⊆ CArr using the decryption-key components held by

the client, where A is the set of keywords authorized for that client.

An AcCtrl is secure for leakage L = (LSetup,Lop) if the correctness and security requirements below hold for
the experiments in Figure 4.

The owner state contains persistent maps KL and KD. On the first occurrence of key, Setup or Update
initializes both entries; subsequent operations reuse them.

Correctness For every PPT A there is a negligible function ngl such that

Pr[ExpCorrect,A,AcCtrl(1
λ, q) = 1] ≥ 1− ngl(λ).

Security For every PPT A there exists a PPT Sim such that∣∣∣∣∣ Pr[ExpSec,A,AcCtrl(1
λ, q, ℓ) = 1]

−Pr[ExpSec,A,Sim,AcCtrl(1
λ, q, ℓ,L) = 1]

∣∣∣∣∣ ≤ ngl(λ).

Lookup-key pseudorandomness and collision freedom Let A be any PPT adversary that does not
receive the owner key, and let k⃗ey = (key1, . . . , keyt) be any polynomial-size sequence of pairwise distinct
keywords chosen by A, possibly adaptively. The joint distribution

(
KL

key1
, . . . ,KL

keyt

)
of the lookup keys exposed

through Setup, Update, and Grant is computationally indistinguishable from
(
R(key1), . . . , R(keyt)

)
, where

R : K → {0, 1}λ is a uniformly sampled random function. In particular,

Pr
[
∃ i ̸= j : KL

keyi
= KL

keyj

]
≤ ngl(λ).
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Process(opi)
First set

(K⃗L
i ,CArri,Arri) := (K⃗L

i−1,CArri−1,Arri−1).

1. If opi = (Update, key, val,Pi), run

(ct,KOwn)← UpdateOw(KOwn, key, val).

Let j ← Pi(K
L[key], stOw), where Pi is executed by

the owner. Set K⃗L
i [j] := KL[key], CArri[j] := ct, and

Arri[j] := (key, val).

2. If opi = (Grant, Plcy, k⃗ey), run(
⊥

KClt

)
← AcCtrl.GrantOw,C

(
KOwn, Plcy

KClt, k⃗ey

)
.

3. If opi = (Decrypt, key, p⃗os), set

v⃗ali := AcCtrl.DecryptC
(
CArri[p⃗os],KClt[key].D

)
.

ExpCorrect,A,AcCtrl(1λ, q)

1. A sends an array Arr0 of length ℓ.
2. Run (CArr0,KOwn0)← AcCtrl.SetupOw(Arr0), initial-

ize KClt :=⊥, let KL
0 ,K

D
0 = KOwn0, give (KL

0 ,CArr0)
to A.

3. For i = 1, . . . , q:

(a) A sends opi as a function of its current view.

(b) Run Process(opi).

(c) Give the resulting server state and protocol
view to A.

4. Output 1 iff:

(a) distinct active keywords have distinct lookup
keys; and

(b) whenever key was authorized before round i
and its current location belongs to p⃗os, decryp-
tion returns the value associated with key.

Otherwise output 0.

ExpSec,A,AcCtrl(1λ, q, ℓ)

1. A sends Arr0, Auth
⋆, and 1Ow,A, 1C,A, where 1Ow,A +

1C,A ≤ 1. Here Auth⋆ contains the keywords that
may eventually be authorized to a corrupted client.

2. Perform setup as in the correctness experiment. Give
A the initial transcript and adversarial view.

3. For i = 1, . . . , q:

(a) A sends opi as a function of its current view.

(b) If the client is corrupted and a Grant autho-
rizes a keyword outside Auth⋆, output 0.

(c) Run Process(opi).

(d) Give A the resulting server state and adversar-
ial protocol view.

4. Output the bit produced by A.

ExpSec,A,Sim(1λ, q, ℓ,L)

1. A sends the same initial inputs with the same con-
straints as in the real experiment.

2. Run

(View0, stSim)← Sim.Init
(
LSetup(Arr0,Auth⋆,
1Ow,A, 1C,A)

)
,

and send View0 to A.
3. For i = 1, . . . , q:

(a) A sends opi.

(b) Set τi := (Arr0, op1, . . . , opi) and run

(Viewi, stSim)← Sim.Next
(
stSim,LOp(τi)

)
.

(c) Send Viewi to A.
4. Output the bit produced by A.

Figure 4: Correctness and security experiments for AcCtrl. The authorization envelope Auth⋆ is fixed before
setup, while the owner-local placement procedures and resulting update positions may depend on the current
owner state and the preceding transcript.

3 Updatable Oblivious Key-Value Store

This section introduces our UOKVS. The construction combines DIP, access control, and PIR. DIP assigns
each key to a small set of candidate positions, access control protects both the lookup keys and stored values,
and PIR hides the positions queried by the client. The construction is presented in Figures 5–7 and consists
of four functions.

Encode: The owner pads the input map to the combined capacity of the bucket array and stash using entries
with distinct dummy labels. It then invokes AcCtrl.Setup on the padded array. For every key key, access
control produces a lookup key KL

key and a ciphertext encrypting the corresponding value under a decryption

key KD
key.

The owner constructs a map whose keys are the lookup keys KL
key and invokes DIP.Build to assign the

real entries to bucket or stash positions. The resulting placement induces a permutation of the aligned
ciphertext array. The owner applies this permutation, randomly assigns the dummy ciphertexts to the
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remaining positions, and divides the result into an encrypted bucket array CBuck and encrypted stash
CStash. The owner retains the plaintext bucket and stash contents, together with a history of the lookup
keys previously stored in each bucket. The server initializes the PIR state over CBuck and stores CStash
separately.

Insert: To insert (key, val), the owner invokes AcCtrl.Update to create the lookup key KL
key and a fresh

ciphertext for val. The lookup key determines the s candidate bucket positions through DIP.Lookup. The
owner chooses one candidate position uniformly and begins a random-walk insertion.

If the selected bucket is empty, the owner installs the item and its ciphertext. Otherwise, the current
item replaces the item occupying that bucket, and the displaced item is moved to one of its other candidate
positions. For every modified bucket, the owner records its position and new ciphertext in an update list ∆.

The history associated with a bucket records the lookup keys previously stored at that position. An
item is not placed in a bucket that it previously occupied. If the next position violates this restriction, or if
the walk reaches its maximum length α, the displaced item is placed in a uniformly random dummy stash
position. The insertion fails if no dummy stash position remains.

After completing the walk, the owner re-encrypts every stash position, including dummy positions, and
sends ∆ and the complete encrypted stash to the server. For each (pos, ct) ∈ ∆, the server updates the
corresponding PIR database entry and its hint state. It then replaces the stored encrypted stash by the
newly received CStash.

Grant: The grant protocol authorizes a client for a vector of keys according to the policy chosen by the
owner. For every authorized key key, the client receives and stores KClt[key] =

(
KL[key],KD[key]

)
. The

lookup key enables the client to determine the candidate DIP positions, while the decryption key enables it
to recover ciphertexts associated with key. The access-control mechanism determines what the owner and
client learn beyond the intended functionality.

Decode: To retrieve the value associated with key, the client parses KClt[key] = (KL[key],KD[key]) and
computes the candidate positions

p⃗os = DIP.Lookup(µ,KDIP,K
L[key]).

The client issues a PIR query for each candidate bucket position. The server returns the corresponding
PIR responses together with the stash. The client recovers the candidate ciphertexts, appends the stash
ciphertexts, and invokes AcCtrl.Decrypt usingKD[key]. Correctness of the lookup and decryption keys ensures
that the ciphertext associated with key is among the examined ciphertexts and decrypts properly.

Remarks The construction is presented using random-walk Cuckoo hashing; Section 3.2 considers BFS
eviction. Although the formal presentation assigns at most one item to each bucket, the implementation
supports buckets containing multiple encrypted values.

Pseudorandom lookup keys hide the relationship between plaintext keys and their candidate DIP po-
sitions. At the same time, their consistency allows the owner to determine the positions needed for an
insertion without rebuilding the data structure. The client learns a lookup key only when it is authorized
for the corresponding plaintext key.

Our analysis has the owner retain the current contents of Buckets and Stash, together with the position
history. A lower-storage variant can instead include the necessary state in the ciphertexts and have the
owner download these items using PIR and decrypt an affected entry before moving it. This variant adds a
round to the insertion protocol.

The construction inserts one key-value pair at a time, but multiple insertions can be processed as a batch.
Batching is recommended because the encrypted stash is refreshed after every insertion.

We present the construction and its formal analysis for insertions. This setting lets each operation begin
with a new item and follow a random walk or BFS traversal through the Cuckoo graph.

12



(
KOwn

EMap, st

)
← EncodeOw,S

(
M

⊥

)
Ow does:

1. Compute (µ, σ)← DIP.Size(|M|), set Size⊥ := µ+ σ − ℓ, and initialize history[1..µ] = [].
2. Append Size⊥ entries (⊥i,⊥) with distinct dummy labels, obtaining ArrM,⊥.

3. Run (CArr,KOwnAcCtrl)← AcCtrl.SetupOw(ArrM,⊥).

4. For each real entry ArrM[i] = (keyi, vali), define ML[K⃗
L[i]] = (keyi, vali).

5. (Buckets,Stash,KDIP)← DIP.Build(ML). Store each real entry as (key, val), append KL
key to the history of its bucket.

6. Fill all empty bucket and stash positions with the distinct dummy entries.
7. Let π align each ciphertext with the bucket or stash position of its lookup key and randomly assign the dummy

ciphertexts. Set CBuck ∥ CStash = π(CArr), where |CBuck| = µ and |CStash| = σ.
8. Set KOwn = KOwnAcCtrl, retain (Buckets, Stash, history), and send (CBuck,CStash, µ, σ,KDIP) to S.

S receives (CBuck,CStash, µ, σ,KDIP), runs stPIR ← PIR.HintInit(CBuck), and sets

EMap := (stPIR,CBuck,CStash, µ, σ,KDIP).(
KOwn

KClt

)
← GrantOw,C

(
KOwn, Plcy

KClt, k⃗ey

)
1. Run (

⊥
KClt

)
← AcCtrl.GrantOw,C

(
KOwn, Plcy

KClt, k⃗ey

)
.

2. For each authorized key, the client stores KClt[key] = (KL
key,K

D
key).

Figure 5: UOKVS encoding and authorization.

Updates and Deletes An existing value can be updated by inserting its new version through an unused
candidate position and performing a complete eviction chain. The previous ciphertext remains in its former
position, but this does not affect security because the server may retain all prior ciphertext versions. The
same approach can represent deletion by inserting a distinguished deletion value.

This procedure applies as long as the item has an unused candidate position. Unlike the insertion-only
setting, the number of remaining positions depends on the update pattern, so the insertion analysis does not
directly provide a comparable stash-size bound for arbitrary sequences of updates and deletions.

Rebuild After sufficiently many insertions or updates, the owner can rebuild the encrypted data structure
with fresh access-control state and a fresh DIP layout. Rebuilding restores the supply of unused candidate
positions and reduces stash occupancy. The stash-size analysis therefore also provides guidance for choosing
rebuild frequency.

Security We now turn to security which holds for both the random walk and BFS versions of the algorithm.

Theorem 1. The construction in Figures 5–7 is a PD-OKVS with L = LAcCtrl when the hash functions used
in the DIP are replaced by random functions.

Proof of Theorem 1. We separately consider correctness and security based on Definition 1.

Correctness By correctness of AcCtrl, all calls to Setup, Update, and Grant associate a fixed keyword key
with the same lookup key KL

key and decryption key KD
key, and lookup keys of distinct keywords collide only

with negligible probability. Conditioned on the absence of such a collision, DIP.Build and DIP.Lookup use
the same key and therefore identify the same candidate positions. Correctness then follows from correctness
of DIP, AcCtrl, and PIR, provided every item can be placed in either the buckets or the stash. The stash-size
theorems bound the probability that the chosen stash capacity is exceeded.
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(
KOwn

EMap, st

)
← InsertOw,S

(
KOwn, (key, val)

EMap

)
Ow does:
Let PutStash(key, val) replace a uniformly random dummy stash entry by (key, val), or output ⊥ if

no dummy entry remains. Let Reencrypt(pos) parse Buckets[pos] = ( ˆkey, v̂al), run (ĉt,KOwnAcCtrl) ←
AcCtrl.UpdateOw(KOwnAcCtrl, ˆkey, v̂al), set CBuck[pos] = ĉt, and append (pos, ĉt) to ∆. This operation
does not modify Buckets or history.

1. Add (key, val) to M and initialize (key0, val0) := (key, val), ∆ := [], and pseudorandom := 0.
2. For i = 0, . . . , α− 1:

(a) If pseudorandom = 1, sample posi
$← [1, µ], run Reencrypt(posi), and continue to the next

iteration.
(b) Otherwise, run (cti,KOwn

AcCtrl) ← AcCtrl.UpdateOw(KOwnAcCtrl, keyi, vali) and let KL
i :=

KL[keyi]. If i = 0, sample ji
$← [1, s] and set posi := DIP.Lookup(µ,KDIP,K

L
i )[ji].

(c) If KL
i ∈ history[posi], run PutStash(keyi, vali), outputting ⊥ if it fails. Then run

Reencrypt(posi) and set pseudorandom := 1.
(d) Else, if Buckets[posi] is dummy, set Buckets[posi] = (keyi, vali), and CBuck[posi] = cti. Append

(posi, cti) to ∆, append KL
i to history[posi], and set pseudorandom := 1.

(e) Otherwise, parse Buckets[posi] = (keyi+1, vali+1). Set Buckets[posi] = (keyi, vali), and
CBuck[posi] = cti. Append (posi, cti) to ∆ and append KL[keyi] to history[posi].

(f) If i = α − 1, run PutStash(keyi+1, vali+1), outputting ⊥ if it fails. Otherwise, let j∗ satisfy

DIP.Lookup(µ,KDIP,K
L[keyi+1])[j

∗] = posi, sample ji+1
$← [1, s] \ {j∗}, and set posi+1 :=

DIP.Lookup(µ,KDIP,K
L[keyi+1])[ji+1].

3. Re-encrypt every stash position. For 1 ≤ r ≤ σ, letting Stash[r] = (keyr, valr), run
(CStash[r],KOwnAcCtrl)← AcCtrl.UpdateOw(KOwnAcCtrl, keyr, valr).

4. Set KOwn = KOwnAcCtrl and send (∆,CStash) to S.

S receives (∆,CStash). For every (pos, ct) ∈ ∆, in order, it runs δ ← PIR.UpdateDB(pos, ct;CBuck), and
PIR.UpdateHint(δ; stPIR). After processing all entries, it replaces its encrypted stash by CStash and sets
EMap := (stPIR,CBuck,CStash, µ, σ,KDIP).

Figure 6: UOKVS insertion. The update list ∆ contains exactly α bucket updates; after the eviction chain
terminates, the remaining updates re-encrypt uniformly random bucket positions.

Security Let AUOKVS be a PPT adversary. We construct a simulator SimUOKVS using SimAcCtrl and the security
of PIR. Order the owner–client pairs and consider hybrids that replace one pair’s real view at a time. It
suffices to show that adjacent hybrids are indistinguishable.

For the selected owner–client pair, let Auth⋆ be the union of the keywords authorized by the Grant
operations in the precommitted UOKVS operation sequence. Initialize the online AcCtrl experiment with
the initial array and Auth⋆. Whenever the UOKVS owner invokes an access-control operation, forward that
operation to the experiment online.

For an Update operation, Pi is the current UOKVS insertion. After Update initializes the keyword’s
persistent key-map entries, Pi reads KL[key] and the owner’s placement state and returns the selected
position. Consequently, the access-control experiment produces exactly the sequence of ciphertext updates
and positions recorded by LAcCtrl. In particular, if key is new, Update initializes its persistent lookup- and
decryption-key entries before Pi selects its position. Hence a PD-OKVS insertion induces exactly the same
access-control updates, including their positions, as are recorded by LAcCtrl. Thus, the simulation of the
lookup keys and their associated ciphertexts is entirely provided by SimAcCtrl.

For every honest owner, lookup-key pseudorandomness further implies that the joint distribution of
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(
⊥
val

)
← DecodeS,C

(
EMap

key,KClt

)
C does:

1. Parse KClt[key] = (KL
key,K

D
key) and compute p⃗os = DIP.Lookup(µ,KDIP,K

L
key).

2. For each posr ∈ p⃗os, run (qr, hr)← PIR.Query(posr, st
PIR) and send qr to S.

S computes ansr = PIR.Resp(CBuck, qr) for each query and sends all ansr, together with CStash, to C.
C does:

1. Recover the encrypted candidate values: CRes = ∥r PIR.Rec(hr, ansr, stPIR).
2. Append the encrypted stash by setting CRes := CRes ∥ (∥ct∈CStash ct).

3. Output val = AcCtrl.Decrypt(CRes,KD
key).

Figure 7: UOKVS decoding. The lookup key determines the PIR positions, while the decryption key recovers
the associated value.

the lookup keys exposed throughout the execution is computationally indistinguishable from a consistent
random-function table. Consequently, constructing the DIP layout from these keys reveals no additional
structure about the underlying keywords beyond the information already permitted by LAcCtrl.

Replace the access-control view, including its lookup keys and ciphertexts, by the output of SimAcCtrl. Run
DIP.Build and the insertion algorithm on the simulated lookup keys exactly as in the real construction. The
resulting bucket and stash positions are distributed identically to those in the corresponding simulated access-
control experiment. Finally, replace each PIR query by a query to a uniformly random position and generate
the associated responses and hints using the current simulated encrypted array. Query indistinguishability
of PIR make this final replacement indistinguishable.

If the selected client is corrupted and the owner is honest, the reduction forwards the client’s Grant
inputs to the access-control challenger and uses the returned authorized pairs (KL[key],KD[key]) to answer
subsequent decodes. If the owner is corrupted and the client is honest, the reduction forwards the owner’s
inputs and uses the simulated client protocol view. If both are honest, it uses the simulated views of both
parties. These are precisely the three cases covered by access-control security; the PIR replacement is the
same in every case.

Thus a non-negligible difference between adjacent hybrids contradicts either security of AcCtrl or security
of PIR. A polynomial-size hybrid argument over all owner–client pairs proves the theorem.

3.1 Random Walk Stash Size

Theorem 2 (Random Walk Stash size after γ insertions). Consider an array of µ buckets and a sequence of
γ insertions performed by UOKVS.Insert using random-walk eviction with s candidate locations per item and
walk length α. Assume no lookup-key collisions and independent uniform hashes. Let Sγ =

∑γ
i=1 Yi, where

Yi indicates that insertion i enters the stash. Let Hi =
∑i
j=1 1/j. Define

Λ =

γ∑
i=1

(
i− 1

µ

)α
+
α(α+ 1) log γ

s− 1

+

γ∑
i=1

α

(s− 1)(i− 1)

(
µ(Hµ −Hµ−i+1)− (i− 1)

)
.

Then E[Sγ ] ≤ Λ. Furthermore, for every δ > 0,

Pr[Sγ ≥ (1 + δ)Λ] ≤
(

eδ

(1 + δ)1+δ

)Λ

.

The rough intuition for the theorem is that (i− 1)/µ is the current load denoted ρi of the array. If every
location accessed were random, the probability that all α steps of the random walk were accessed would be
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ραi . The main work of the theorem is to measure the probability that the random walk selects a position
for an item key that has already been used. This immediately results in the item going into the stash. We
do this by measuring the expected length of all previous walks, which is the third term in Λ. Conditioned
on this not occurring, each step in the random walk is a (i, key) pair that has not been used in any prior
insertions, and so posi,key is uniform. The concentration bound follows from Freedman’s inequality [Fre75]
for martingale differences applied to the stash indicators Y1, . . . , Yγ .

3.1.1 Proving Theorem 2

Before discussing the stash size, we first bound the probability that a random-walk insertion revisits a
historical position of a previously inserted item. For insertion i, let Ui−1 =

∑i−1
j=1 Lj denote the total

number of locations visited during the first i− 1 insertions, and define

Di−1 = Ui−1 − (i− 1) =

i−1∑
j=1

(Lj − 1).

Since insertion j ultimately occupies exactly one location, Lj − 1 counts the locations visited during
insertion j that are no longer occupied by that item. Thus Di−1 is the number of historical locations that
have previously been occupied and later vacated. Let Fi−1 denote the history of the first i− 1 insertions.

Lemma 1 (Revisit probability). Conditioned on Fi−1, let Ri denote the number of times insertion i attempts
to place an item into one of its own historical locations. Then

Pr[Ri ≥ 1 | Fi−1] ≤
αDi−1 +

(
α
2

)
(s− 1)(i− 1)

.

Proof. The random walk performs at most α relocation steps. Before the first relocation there are exactly
Di−1 historical (key, pos) pairs among the (s− 1)(i− 1) alternate locations of previously inserted items.

Each successful relocation vacates one additional position, creating at most one new historical location.
Consequently, immediately before the (t+1)-st relocation (0 ≤ t < α), there are at most Di−1 + t historical
locations. Therefore the conditional probability that the next relocation selects a historical location is at
most

Di−1 + t

(s− 1)(i− 1)
.

Applying a union bound over the at most α relocation steps,

Pr(Ri ≥ 1 | Fi−1) ≤
α−1∑
t=0

Di−1 + t

(s− 1)(i− 1)

=
αDi−1 +

∑α−1
t=0 t

(s− 1)(i− 1)

=
αDi−1 +

(
α
2

)
(s− 1)(i− 1)

,

which proves the claim.

Lemma 2 (Expected stash contribution). Let Yi indicate that insertion i enters the stash. Then

E[Yi] ≤
(
i− 1

µ

)α
+

α2

(s− 1)(i− 1)
+

α

(s− 1)(i− 1)

(
µ(Hµ −Hµ−i+1)− (i− 1)

)
,

where Hn =
∑n
k=1

1
k is the n-th harmonic number.
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Random Walk

Li Number of positions visited during insertion i

Ui =
∑i
j=1 Lj Total positions visited after i insertions

Di = Ui − i Historical (invalid) positions created by prior walks
Ri Number of revisits during insertion i

Breadth-First Search

Li Number of positions explored during BFS insertion i

vi =
∑i
j=1 Lj Total positions explored after i insertions

λi Queue branching parameter
qi Upper bound on queue-extinction probability

Shared Parameters

ρi = (i− 1)/µ Table load before insertion i
µ Number of table positions
γ Number of insertions
s Candidate positions per key
α Maximum walk/BFS queue pops
Yi Indicator that insertion i enters the stash
Sγ =

∑γ
i=1 Yi Total stash size after γ insertions

Table 2: Notation used throughout the random-walk and BFS analyses.

Proof. Consider insertion i, and let Yi be the indicator that the item enters the stash. By definition, the
stash event occurs if either the random-walk eviction exceeds α steps, or Ri ≥ 1.

We first note that having items in the stash cannot increase the probability that a random walk exceeds
α steps or encounters a historical location. Moving an item from the array to the stash may cause a future
walk to terminate earlier, but it cannot extend a walk or create a revisit that would not already occur if the
item remained in the array. Therefore, for the purpose of obtaining an upper bound, we may assume that
all previously inserted items reside in the array. By a union bound,

Pr[Yi = 1 | Fi−1] ≤ Pr[Li > α | Fi−1] + Pr[Ri ≥ 1 | Fi−1].

For the overflow term,

Pr[Li > α | Fi−1] ≤
(
i− 1

µ

)α
.

For the revisit term, Lemma 1 gives

Pr[Ri ≥ 1 | Fi−1] ≤
αDi−1 +

(
α
2

)
(s− 1)(i− 1)

.

Therefore

Pr[Yi = 1 | Fi−1] ≤
(
i− 1

µ

)α
+
αDi−1 +

(
α
2

)
(s− 1)(i− 1)

.

Taking expectations yields

E[Yi] ≤
(
i− 1

µ

)α
+
αE[Di−1] +

(
α
2

)
(s− 1)(i− 1)

.

Since Di−1 =
∑i−1
j=1(Lj − 1), we have

E[Di−1] =

i−1∑
j=1

(E[Lj ]− 1).

Using the tail-sum formula, E[Lj ] =
∑
t≥1 Pr(Lj ≥ t). At insertion j, each eviction succeeds with probability

at most ρj = (j − 1)/µ, so Pr(Lj ≥ t) ≤ ρ t−1j . Hence

E[Lj ] ≤
∑
t≥1

ρ t−1j =
1

1− ρj
=

µ

µ− j + 1
.
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Therefore

E[Di−1] ≤
i−1∑
j=1

(
µ

µ− j + 1
− 1

)
.

Reindexing gives
E[Di−1] ≤ µ(Hµ −Hµ−i+1)− (i− 1).

Substituting this bound yields

E[Yi] ≤
(
i− 1

µ

)α
+

( (
α
2

)
(s− 1)(i− 1)

)

+
α(α+ 1)

(s− 1)(i− 1)

(
µ(Hµ −Hµ−i+1)− (i− 1)

)
,

which completes the proof of Lemma 2.

Summing the additive α2/((s− 1)(i− 1)) term from Lemma 2 over i = 2, . . . , γ gives

γ∑
i=2

α2

(s− 1)(i− 1)
=

α2

s− 1
Hγ−1 ≤

α2 log γ

s− 1
,

which yields the logarithmic contribution in Λ.

Theorem 3 (Concentration of stash size). Let Sγ =
∑γ
i=1 Yi. Then for every δ > 0,

Pr(Sγ ≥ (1 + δ)E[Sγ ]) ≤ exp

(
− δ2E[Sγ ]
2(1 + δ/3)

)
.

Proof. Define Mi = Yi − E[Yi | Fi−1]. Then (Mi) is a martingale difference sequence and |Mi| ≤ 1. Further-
more,

Var(Mi | Fi−1) = Var(Yi | Fi−1) ≤ E[Yi | Fi−1].

Hence
γ∑
i=1

E[Var(Mi | Fi−1)] ≤
γ∑
i=1

E[Yi] = E[Sγ ].

Applying Freedman’s inequality for martingale differences [Fre75] gives, for every t > 0,

Pr(Sγ − E[Sγ ] ≥ t) ≤ exp

(
− t2

2(E[Sγ ] + t/3)

)
.

Substituting t = δE[Sγ ] completes the proof.

3.1.2 Interpreting Theorem 2

Let ρ = γ/µ denote the final load factor. The bound on Λ consists of two contributions: an overflow term
and a revisit term. We ignore the term α(α+ 1) log γ/(s− 1).

Overflow contribution At insertion i, the load factor is ρi = (i− 1)/µ. Each eviction step succeeds with

probability at most ρi, implying Pr(Li > α) ≤ ραi . Therefore
∑γ
i=1

(
i−1
µ

)α
≤ γρα = µρα+1. Thus the total

overflow contribution satisfies O(µρα+1).
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Revisit contribution The revisit term is

R =
α

s− 1

γ∑
i=2

µ(Hµ −Hµ−i+1)− (i− 1)

i− 1
.

Suppose that γ = ρµ for 0 < ρ < 1. Using the asymptotic expansion of the harmonic numbers, Hn =
log n+ γE +O(n−1), where γE ≈ .577 denotes the Euler–Mascheroni constant, we obtain

Hµ −Hµ−k = log

(
µ

µ− k

)
+O(µ−1)

where k ≤ ρµ. Hence
µ(Hµ −Hµ−k)− k

k
=
− log(1− k/µ)− k/µ

k/µ
+O(µ−1).

Substituting x = k/µ, and approximating the sum using an integral,

R =
αµ

s− 1

∫ ρ

0

− log(1− x)− x
x

dx+O(α).

The integral can be expressed in terms of the dilogarithm,

Li2(x) :=

∞∑
m=1

xm

m2
, |x| ≤ 1,

which satisfies
d

dx
Li2(x) = −

log(1− x)
x

.

Consequently, ∫ ρ

0

− log(1− x)− x
x

dx = Li2(ρ)− ρ,

and therefore

R =
αµ

s− 1
(Li2(ρ)− ρ) +O(α).

The power-series expansion at ρ = 0 yields

Li2(ρ) =

∞∑
m=1

ρm

m2
= ρ+

ρ2

4
+
ρ3

9
+
ρ4

16
+O(ρ5)

yields

R =
αµ

s− 1

(
ρ2

4
+
ρ3

9
+
ρ4

16
+O(ρ5)

)
.

Thus, when the power series expansion captures asymptotic behavior,

R =
αµρ2

4(s− 1)
+O

(
αµρ3

s− 1

)
.

3.2 BFS Eviction Stash Size

The natural idea of BFS eviction is to add all the other positions of a key to a queue and pop the queue
until an empty location is found or one has popped α total times. The first chain of items that ends in an
empty location is shifted to those new locations. In our implementation, we only mark positions as visited if
they are involved in a move. These are the positions that are visible to the server. Unfortunately, we don’t
know how to provide formal bounds in this model as edges of the Cuckoo graph can be followed multiple
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times. Instead, we consider a (i, key) as invalid as soon as it is popped from the queue once. This allows us
to recover the uniformity of the next item from the random walk analysis.

The main goal of the BFS analysis is bounding the probability that the queue is emptied before an empty
slot is found. The queue can be emptied by popping an item that already had its other positions popped
meaning no new items are added to the queue. We stress that the nature of the BFS process means that one
cannot argue that the number of other positions popped by the next accessed items is proportional to the
total number of items accessed in all previous insertions. Instead, we use a convexity argument in which we
assume items have either accessed all s positions or only their current position. This increases the variance
of the number of items added to the queue, thus increasing the probability that the queue can be emptied.
Similar to the case of random walk, we can use Freedman [Fre75] to provide strong tail bounds on the stash
size deviating from its expectation.

Theorem 4 (BFS stash-size bound after γ insertions). Consider an array of µ buckets and a sequence
of γ insertions performed using BFS eviction with s candidate locations per item and search depth α. Let
Sγ =

∑γ
i=1 Yi, where Yi indicates that insertion i enters the stash. Define ρi = (i− 1)/µ,mα(ρi) =

∑α
i=1 ρi,

and λi is the fraction of (s− 1)(i− 1) states that have been exposed before insertion i. Then

ΛBFS =

γ∑
i=1

(
i− 1

µ

)α
+

γ∑
i=1

qsi ,

where qi is the smallest solution of
q = (1− λi)qs−1 + λi

and

E[λi] ≤
mα(ρi)− 1

s− 1
+

α− s+ 1

(s− 1)(i− 1)
,

E[Sγ ] ≤ ΛBFS,

Pr[Sγ ≥ (1 + δ)ΛBFS] ≤
(

eδ

(1 + δ)1+δ

)ΛBFS

, ∀δ > 0.

Looking ahead, we show a natural interpretation of these parameters (assuming accuracy of the power
series approximation) it suffices for stash size on the order of

µ

((
ρ

2(s− 1)

)s
+ ρα

)
.

3.2.1 BFS Stash Size Analysis

Algorithm 1 describes the BFS eviction procedure. This algorithm only sketches how to compute the items
to be moved, denoted as MoveChain to compute. To retain obliviousness, the MoveChain of length must be
padded to be α as in the random walk version. In this section, we assume that pos are sampled at insertion
time rather than being specified by the relevant random functions. A state is a pair (key, pos) consisting of
an item and one of its candidate positions. We ignore val to be inserted for the purposes of analyzing the
algorithm.

To avoid repeatedly exploring the same portion of the cuckoo graph, a state is considered for moving at
most once over the lifetime of the data structure. The global set of previously considered states is denoted
by V for visited. By abuse of notation, Li denotes the number of positions explored during the i-th BFS
insertion; this generalizes the walk length used in the random-walk analysis.

For insertion i, define the following random variables and notation:

1. Li the number of states popped from the BFS queue during insertion i.

2. Vi = {(key, pos)|(key, pos) popped during first i insertions}. Let vi = |Vi|. Since every popped state is

added to V exactly once, vi =
∑i
j=1 Lj .

20



Input: table (Contents[1], . . . ,Contents[µ]), global explored-state set V , item (key, val)
Output: updated table state or stash insertion

Sample poskey,1, . . . , poskey,s
$← [1, µ].

MoveChain←⊥;
Queue← ∅;
for j = 1, . . . , s do

Put (key, poskey,j , [(key, poskey,j)]) in Queue;

end
steps← 0;
while Queue ̸= ∅ and steps < α do

(key, pos,Chain)← Queue.pop();
if (key, pos) ∈ V then

continue;
end
V ← V ∪ {(key, pos)};
if Contents[pos] =⊥ then

MoveChain← Chain;
break;

end
key′ ← Contents[pos];
for j = 1, . . . , s do

Chain′ ← Chain||[(key′, poskey′,j)];
enqueue (key′, poskey′,j ,Chain

′) into Queue;

end
steps← steps+ 1;

end
if MoveChain ̸=⊥ then

while MoveChain ̸= ∅ do
(key, pos)← MoveChain
Contents [pos]=key

end

end
else

place key in Stash;
end

Algorithm 1: Core of UOKVS.Insert(K, key, val) using BFS eviction. V is initialized to empty during
Encode.

3. Let ρi = (i − 1)/µ, denote the load before insertion i. As with Theorem 2 we proceed under the
assumption that all items are stored in the array at all times.

4. For insertion i,

(a) Let Qt denote the BFS queue size before the t-th queue pop.

(b) Let Wt denote the new states popped (to be added to Vi) before time t, define wt = |Wt|
(c) Let Zt denote the number of newly enqueued states produced by the t-th pop.

5. Define Di, an indicator random variable to be 1 if and only if the BFS queue becomes empty before
an empty position is found or α items are popped from the queue.

6. Fi = σ(all hash choices, queue explorations, and table states after insertion i) be the natural filtration
of the history of the algorithm.
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7. Define Yi as the indicator random variable that insertion i enters the stash. Define Sγ =
∑γ
i=1 Yi, the

total number of stash insertions among the first γ insertions.

Theorem 5 (BFS stash bound). Fix i and condition on Fi−1. Define

λi =
vi−1 + α− s− (i− 1)

(s− 1)(i− 1)
.

Assume 0 ≤ λi < 1. Let qi ∈ [0, 1] denote the smallest solution of qi = (1− λi)q s−1i + λi. Then

Pr(Di = 1 | Fi−1) ≤ q si ,

Pr(Yi = 1 | Fi−1) ≤ ραi + q si ,

E[Sγ ] ≤
γ∑
i=1

(ραi + E[q si ]) .

Proof. We consider the bound on insertion i. As a reminder, for the purposes of analyzing the stash for
insertion i, we assume that all items are in the array. Moving an item permanently to the stash can only
reduce walk lengths (it also only removes items from Vi). Let Gt = σ(Fi−1,Wt, Qt) denote the filtration
available immediately before the t-th queue pop. When considered the t-th queue pop, we additionally
condition on Gt. Conditioning on Vi−1 ∪Wt fixes the set of of previously revealed states. The s root states
of the newly inserted item are sampled freshly and therefore do not belong to Vi−1.

Since Vi−1 contains vi−1 states and Wt contains wt newly revealed states, of which s correspond to the
new item and are guaranteed to be fresh, the total number of revealed states belonging to previously inserted
keys is vi−1 + wt − s. Define

Rt(key) = #
{
(key, poskey,j) ∈ Vi−1 ∪Wt : j = 1, . . . , s

}
,

the number of states of key key that have been revealed by time t. Since every revealed state contributes to
exactly one key at time t of insertion i,∑

key

Rt(key) = vi−1 + wt − s.

Let key′ denote the key displaced by the state currently being explored. By exchangeability of the previously
inserted keys which we denote as key1, ..., keyi−1 (and since each key, pos is only followed once),

Pr[key′ = keyi | Gt] =
1

i− 1
,∀key1 = 1, . . . , keyi−1.

A state is enqueued only when it has not previously been revealed. Therefore, among the s states of
key′, exactly Rt(key

′) have already been revealed and exactly s − Rt(key
′) remain fresh. Consequently,

Zt = s−Rt(key′). Hence

E[xZt | Gt] =
1

i− 1

i−1∑
k=1

x s−Rt(keyk).

Define

mt =
1

i− 1

i−1∑
k=1

Rt(keyk) =
vi−1 + wt − s

i− 1
.

The natural interpretation of mt is the average number of revealed states for key at the time of the t-th pop
from the queue. For each fixed x ∈ [0, 1], let define the function gx(r) = x s−r. The function gx is convex on
r ∈ [1, s] because g′′x(r) = (log x)2x s−r ≥ 0. This means that among all collections Rt(key1), . . . , Rt(keyi−1) ∈
[1, s] having average mt, the average value of g is maximized when the mass is concentrated at the endpoints
1 and s. Thus, we proceed as though a fraction λt = (mt − 1)/(s − 1) of the keys have Rt(key) = s, while
the remaining fraction 1− λt have Rt(key) = 1. Therefore

E[xZt | Gt] ≤ (1− λt)xs−1 + λt.
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Substituting the expression for λt,

E[xZt | Gt] ≤
(
1− mt − 1

s− 1

)
xs−1 +

mt − 1

s− 1
.

Since at most α states can be added to Vi during a single insertion, wt ≤ α. Thus,

mt ≤
vi−1 + α− s

i− 1
.

Define

λi =
vi−1 + α− s− (i− 1)

(i− 1)(s− 1)
.

Then E[xZt | Gt] ≤ (1− λi)xs−1 + λi. Let qi ∈ [0, 1] denote the smallest solution of

qi = (1− λi)q s−1i + λi.

Substituting x = qi yields E[qZt
i | Gt] ≤ qi. Each queue pop removes one state from the queue and generates

Zt new candidate states. Consequently, Qt+1 = Qt − 1 + Zt. Define Mt = qQt

i . Then

Mt+1 = qQt−1+Zt

i = qQt−1
i qZt

i .

Taking conditional expectations and using the preceding inequality,

E[Mt+1 | Gt] = qQt−1
i E[qZt

i | Gt] ≤ q
Qt

i =Mt.

Thus (Mt) is a supermartingale. To bound the probability of queue exhaustion, define τ = min{t : Qt = 0}.
The BFS traversal terminates at the stopping time τ ∧ α. We now analyze the probability that τ ≤ α. By
Doob’s optional sampling theorem [Wil91]:

E[Mminτ,α
| Fi−1] ≤M0.

Since Q0 = s, M0 = qsi . On the extinction event Di, Qτ = 0, and therefore Mτ = qQτ

i = 1. Hence 1Di
≤Mτ .

Taking conditional expectations and applying optional stopping gives

Pr(Di = 1 | Fi−1) = E[1Di
| Fi−1]

≤ E[Mτ | Fi−1]
≤M0 = qsi .

A stash insertion can occur only if either

1. every examined position is occupied, or

2. the BFS queue becomes extinct.

The first event has probability at most ραi . This fact relies on the fact that each edge is followed at most
once so the next key considered at each step is independent of the conditioned history. Taking expectations
and summing over i = 1, . . . , γ,

E[Sγ ] =
γ∑
i=1

E[Yi] ≤
γ∑
i=1

(ραi + E[q si ]) .

This proves the theorem.
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3.2.2 Concentration Bounds for BFS Stash

Lemma 3 (Concentration of the explored-state process). Assume ρi ≤ 1 − ε for every insertion. Define
Cα,ε =

∑α
t=1(2t− 1)(1− ε)t−1, and

mi =

i∑
j=1

1− ραj
1− ρj

.

Then for every δ ∈ (0, 1),

vi ≤ mi + 2

√
Cα,ε i log

1

δ
+ 2α log

1

δ

with probability at least 1− δ. Furthermore, this bound applies simultaneously to all i ≤ γ,

Pr

(
∃i ≤ γ : vi > mi + 2

√
Cα,ε i log

γ

δ
+ 2α log

γ

δ

)
≤ δ.

Proof. For the purposes of this lemma we ignore queue exhaustion. Queue exhaustion can only shorten a
BFS exploration and therefore can only decrease Li. For every t ≥ 1, the event {Li ≥ t} implies that the
first t− 1 explored positions are occupied.

Conditioning on Fi−1, the load before insertion i is ρi. Hence Pr(Li ≥ t | Fi−1) ≤ ρ t−1i . Using the
tail-sum formula,

E[Li | Fi−1] =
α∑
t=1

Pr(Li ≥ t | Fi−1)

≤
α∑
t=1

ρ t−1i =
1− ραi
1− ρi

.

Define Mi = vi −
∑i
j=1 E[Lj | Fj−1]. Since vi − vi−1 = Li, the martingale increments are

∆i =Mi −Mi−1 = Li − E[Li | Fi−1].

Because 0 ≤ Li ≤ α, |∆i| ≤ α. Let Vi =
∑i
j=1 Var(Lj | Fj−1) denote the predictable quadratic variation.

Since ρj ≤ 1− ε, the previous tail bound gives Pr(Lj ≥ t | Fj−1) ≤ (1− ε)t−1. Since Lj is nonnegative and
integer valued, its square is represented by sums of odd integers:

L2
j =

Lj∑
t=1

(2t− 1) =

α∑
t=1

(2t− 1)1[Lj ≥ t].

Taking conditional expectations,

E[L2
j | Fj−1] =

α∑
t=1

(2t− 1)Pr(Lj ≥ t | Fj−1)

≤
α∑
t=1

(2t− 1)(1− ε)t−1

= Cα,ε.

Therefore Var(Lj | Fj−1) ≤ Cα,ε, and hence Vi ≤ Cα,εi. Applying Freedman’s inequality to the martingale
(Mi),

Pr(Mi ≥ t) ≤ exp

(
− t2

2(Vi + αt)

)
.
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Using Vi ≤ Cα,εi and choosing t = 2
√
Cα,ε i log

1
δ + 2α log 1

δ , gives Pr(Mi ≥ t) ≤ δ. Consequently, with

probability at least 1− δ,

vi ≤
i∑

j=1

E[Lj | Fj−1] + 2

√
Cα,ε i log

1

δ
+ 2α log

1

δ
.

Finally,
∑i
j=1 E[Lj | Fj−1] ≤ mi, which proves the theorem.

Remark: The above bound considers the worst bound on the variance of Lj ignoring the fact that load
remains lower until insertion ρi = 1− ϵ, this has the effect of that smaller vi have both smaller mi and less
variance. We keep the above bound as it allows us to simply state the simultaneous bound.

Lemma 4 (Cumulative extinction approximation). Assume the hypotheses of Lemma 3 and let s ≥ 3. For
x ∈ R, write [x][0,1] := min{1,max{0, x}}. For i ≥ 2, define the deterministic exposure parameter

λ̂i :=

[
mi−1 + α− s− (i− 1)

(s− 1)(i− 1)

]
[0,1]

,

and let q̂i denote the smallest solution in [0, 1] of

q = (1− λ̂i)qs−1 + λ̂i.

Use the same truncation in the definition of λi, and let qi denote the smallest solution associated with λi.
Set q1 = q̂1 = 0. Let Cα,ε be as in Lemma 3. Then, for every δ ∈ (0, 1),

γ∑
i=1

qsi ≤
γ∑
i=1

q̂si +Os

(√
Cα,ε γ log(γ/δ) + α log(γ/δ) log γ

)
with probability at least 1− δ. Here and below, Os(·) hides constants depending only on s.

Proof. Let L := log(γ/δ). By the simultaneous conclusion of Lemma 3, with probability at least 1 − δ, for
every i ≤ γ, vi ≤ mi + 2

√
Cα,εiL + 2αL. Condition on this event. For every i ≥ 2, monotonicity and

1-Lipschitz continuity of truncation to [0, 1] give

λi ≤ λ̂i +Os

(√
Cα,εL

i− 1
+

αL

i− 1

)
.

For λ ∈ [0, 1], let q(λ) be the smallest solution in [0, 1] of q = (1 − λ)qs−1 + λ, and define f(λ) := q(λ)s.
The function f is nondecreasing. Moreover, for s ≥ 3, it is Lipschitz continuous on [0, 1]. To see this, let
λc := 1−1/(s−1). For λ < λc, the smallest solution satisfies q(λ) < 1 and can equivalently be parameterized
by

λ = ϕ(q) :=
q − qs−1

1− qs−1
.

Direct differentiation shows that ϕ′(q) extends continuously and remains strictly positive on [0, 1]; in partic-
ular,

lim
q→1

ϕ′(q) =
s− 2

2(s− 1)
> 0.

Thus the inverse q(λ) is Lipschitz on [0, λc]. For λ ≥ λc, the smallest solution is q(λ) = 1. Hence q, and
therefore f , is Lipschitz on all of [0, 1]. Let Ls be a corresponding Lipschitz constant. Since qsi = f(λi) and

q̂si = f(λ̂i), monotonicity and Lipschitz continuity imply

qsi ≤ q̂si +Os

(√
Cα,εL

i− 1
+

αL

i− 1

)
.
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Summing over i = 2, . . . , γ and using

γ∑
i=2

(i− 1)−1/2 = O(
√
γ) and

γ∑
i=2

(i− 1)−1 = O(log γ)

gives
γ∑
i=1

qsi ≤
γ∑
i=1

q̂si +Os

(√
Cα,ε γ log(γ/δ) + α log(γ/δ) log γ

)
,

as claimed.

Theorem 6 (Concentration of stash size). Define σ̂γ :=
∑γ
i=1 (ρ

α
i + q̂si ) and Sγ :=

∑γ
i=1 Yi. Let cs > 0 be

a constant for which the conclusion of Lemma 4 holds, and define

Eγ(δ) := cs

(√
Cα,ε γ log

2γ

δ
+ α log

2γ

δ
log γ

)
and Bγ(δ) := σ̂γ + Eγ(δ). Then, for every δ ∈ (0, 1),

Sγ ≤ Bγ(δ) + 2

√
Bγ(δ) log

2

δ
+ 2 log

2

δ

with probability at least 1− δ.

Proof. Define pi := Pr(Yi = 1 | Fi−1) and Pγ :=
∑γ
i=1 pi. By Theorem 5, pi ≤ ραi + qsi , and hence

Pγ ≤
γ∑
i=1

(ραi + qsi ) .

Applying Lemma 4 with failure probability δ/2 gives

Pγ ≤ σ̂γ + Eγ(δ) = Bγ(δ)

with probability at least 1− δ/2. Now define the martingale

Mt :=

t∑
i=1

(Yi − pi).

Its increments are bounded by 1, and Var(Yi | Fi−1) ≤ pi. Applying Freedman’s inequality with failure
probability δ/2 gives

Sγ ≤ Pγ + 2

√
Pγ log

2

δ
+ 2 log

2

δ

with probability at least 1− δ/2.
On the intersection of these two events, the monotonicity of x 7−→ x+ 2

√
x log(2/δ) gives

Sγ ≤ Bγ(δ) + 2

√
Bγ(δ) log

2

δ
+ 2 log

2

δ
.

A union bound shows that this intersection has probability at least 1− δ.

The preceding results provide a deterministic upper envelope for the stash size. Lemma 3 bounds the
explored-state process from above, and Lemma 4 converts this into the deterministic extinction estimate∑
i q̂
s
i . Consequently, with probability at least 1− δ, the stash size exceeds σ̂γ by at most

Eγ(δ) + 2

√(
σ̂γ + Eγ(δ)

)
log

2

δ
+ 2 log

2

δ
.

When the load is bounded away from one, α is polylogarithmic in γ, and σ̂γ = Θ(γ), this excess is

Os

(√
γ log(γ/δ) + α log(γ/δ) log γ

)
.
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3.2.3 Interpretation for s = 4

Lemma 3 shows that the revealed-state density is tightly concentrated around its expectation. In particular,

vi
i
≤ m(ρi) +O

(√
log(1/δ)

i

)

with high probability. The concentration results of show that the cumulative extinction contribution can be
approximated using the quantity

λ̂i =
mi−1 + α− s− (i− 1)

(s− 1)(i− 1)
.

Since
mi−1

i− 1
= m(ρi) +O

(
1

i

)
,

we obtain

λ̂i =
m(ρi)− 1

s− 1
+O

(
1

i

)
.

Combining this approximation with Lemma 3 gives

λi ≤
m(ρi)− 1

s− 1
+O

(√
log(1/δ)

i

)
+O

(
1

i

)
.

Motivated by this approximation, define

λ̂(ρ) =
m(ρ)− 1

s− 1
.

For s = 4,

λ̂(ρ) =
m(ρ)− 1

3
.

We evaluate this approximation directly. For s = 4,

λ̂(ρ) =
mα(ρ)− 1

3
, mα(ρ) =

α−1∑
r=0

ρr

r + 1
,

and q̂(ρ) is the smallest solution of q = (1− λ̂(ρ))q3 + λ̂(ρ).

3.2.4 Power series approximation

The fixed-point expansion below is valid whenever

λ̂(ρ) =
m(ρ)− 1

s− 1
≪ 1.

Equivalently, m(ρ)− 1≪ s− 1. For s = 4, this condition holds throughout nearly the entire load range. For

example, m(0.8) ≈ 2.01, which gives λ̂(0.8) ≈ 0.34. The parameter λ̂(ρ) does not approach its critical value
of 3/4 until the load is extremely high, for α ≤ 20 this doesn’t occur until (ρ ≈ 0.95). Thus the expansion
remains accurate for all but near-full occupancy. Writing q = λ + aλ2 + bλ3 + · · · and substituting into
q = (1− λ)qs−1 + λ yields

λ+ aλ2 + bλ3 + · · · = λ+ (1− λ)
(
λ+ aλ2 + bλ3 + · · ·

)s−1
.

Expanding the right-hand side gives

qs−1 = λs−1 + (s− 1)a λs +O(λs+1),
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and therefore q = λ+ λs−1 +O(λs). Consequently, q − λ = λs−1 +O(λs), so that

q̂(ρ) = λ̂(ρ) + λ̂(ρ) s−1 +O
(
λ̂(ρ)s

)
,

q̂(ρ)s =
(
λ̂(ρ) + λ̂(ρ) s−1 +O(λ̂(ρ)s)

)s
= λ̂(ρ)s + s λ̂(ρ) 2s−2 +O

(
λ̂(ρ) 2s−1

)
= λ̂(ρ)s +O

(
λ̂(ρ) 2s−2

)
=

(
m(ρ)− 1

)s
(s− 1)s

+O
((
m(ρ)− 1

)2s−2)
.

where the last step substitutes λ̂(ρ) = (m(ρ)− 1)/(s− 1). Using the power series,

m(ρ) =

α−1∑
r=0

ρr

r + 1

= 1 +
ρ

2
+
ρ2

3
+O(ρ3).

Therefore λ̂(ρ) = ρ/(2(s− 1)) +O(ρ2), and hence

q̂(ρ)s =

(
ρ

2(s− 1)

)s
+O(ρs+1).

4 MKSE from UOKVS

In this section, we use UOKVS to construct a Multi-Key Searchable Encryption (MKSE) scheme without
replicating authorized documents across different clients. A secure MKSE is defined as follows.

Definition 4. (Multi-Key Searchable Encryption) A tuple (KeyGenOw, Setup,Search,Share) of PPT algo-
rithms is a Multi-Key Searchable Encryption Scheme (MKSE) if the following holds:
KOwnOw ← KeyGenOw(1λ): Takes as input the security parameter 1λ and returns a data key KOwnOw.(
KOwnOw

EMM

)
← SetupOw,S

(
KOwnOw, MM

⊥

)
: Create an encrypted structure stored on the server. KOwn is updated

to include the necessary state.(
⊥
KC

)
← ShareOw,C

(
KOwnOw, Plcy

KC, key

)
: C requests a list of keywords key. We assume that Plcy is a function

of key and has any information needed about the encrypted multimap to make policy decisions. The value of
KC is updated. On first call, KC =⊥.(
⊥

Res

)
← SearchS,C

(
EMM

KC, key

)
: C searches for keyword key and receives a response, Res.

Correctness Let λ be a parameter. Consider the correctness experiment shown in Figure 8. The MKSE :=
MKSE(λ) is correct if for all PPT adversaries A and all q := q(λ) = poly(λ), it is true that

Pr[ExpCorrect,A,MKSE(1
λ, q)] ≥ 1− ngl(λ).

Security Let λ be a security parameter. Consider the security experiment shown in Figure 9. The MKSE :=
MKSE(λ) is secure if for all PPT adversaries A there exists a PPT Sim such that for all q := q(λ) = poly(λ)
it is true that ∣∣∣∣∣ Pr[ExpSec,A,MKSE(1

λ, q) = 1]

−Pr[ExpA,Sim,MKSE(1
λ, q) = 1]

∣∣∣∣∣ ≤ ngl(λ).
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ExpCorrect,A,MKSE(1
λ, q)

A sends Clients = {Cj}mj=1, Owners = {Owi}ni=1, {MMOw}Ow∈Owners, together with, for every (Ow, C), a length qOw,C ≤ q and a

sequence
{
(keyOw,Ci , PlcyOw,Ci , ShrOw,Ci )

}qOw,C

i=1
.

C performs:

1. For every Ow ∈ Owners, run KOwnOw ← KeyGenOw(1λ),(
KOwnOw

EMMOw

)
← SetupOw,S

(
KOwnOw, MMOw

⊥

)
.

2. For every (Ow, C), initialize KC =⊥. For 1 ≤ i ≤ qOw,C, run(
⊥

KC

)
← ShareOw,C

(
KOwnOw, PlcyOw,Ci

KC, ShrOw,Ci

)
,

followed by (
⊥

ResOw,Ci

)
← SearchS,C

(
EMMOw

KC, keyOw,Ci

)
.

Output 1 iff, for every (Ow, C) and every 1 ≤ i ≤ qOw,C,

ResOw,Ci =

MMOw[keyOw,Ci ]
∃j ≤ i : keyOw,Ci ∈ Shr

Ow,C
j

∧ Plcy
Ow,C
j (ShrOw,Cj ) = 1,

⊥ otherwise.

Figure 8: Correctness experiment for MKSE, where q bounds the number of share and search operations for
each owner–client pair.

Discussion The definition differs from previous definitions. Unlike Hamlin et al. [HSWW18], we use
simulation security. We consider arbitrary corruption of parties including owners, clients, and the server.
We don’t model the adversary providing improperly distributed keys to the algorithms but our algorithms
work in this setting.

We provide an overview of how MKSE schemes are usually constructed. For input MM between key and
D⃗oc, one creates three maps that we call VolMap, ValMap and DocMap. VolMap maps each keyword key to
the number of documents containing that keyword. ValMap maps each (key, i) to each document id (Id) that
contain key. DocMap maps each Id to the Doc.

Construction 1 (MKSE from VolMap, ValMap, and DocMap). Let UOKVSVolMap, UOKVSValMap, and UOKVSDocMap
be UOKVS schemes for maps with leakage functions LVolMap, LValMap and LDocMap. Then define MKSEMM for MM

as in Figure 10.

Upon callingMKSE.Insert(key, (Id,Doc)), depending on key already existing in the system or not, UOKVS.Update
or UOKVS.Insert should be executed.

Theorem 7. The construction of MKSEMM from Construction 1 is a good MKSE with leakage functions
LMM = LVolMap ∪LValMap ∪LDocMap ∪key∈Query |MM[key]|. In the above, for each Share,Search invocation, there are
Vol = |MM[key]| calls to the relevant algorithm for ValMap and DocMap, this reveals Vol in addition to leakage
from ValMap and DocMap.

The proof of Theorem 7 is straightforward.
The description in Figure 10 explains our focus on insertion for UOKVS. As mentioned in the Introduction,

for the Enron dataset has 33K keywords so the size of VolMap, which requires updates, never exceeds 33K.
It can be fully stored in the stash without impacting overall stash size. On the other hand, the larger maps
of ValMap and DocMap require insertions. So our focus is on bounding the stash size of the larger maps.
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ExpSec,A,MKSE(1
λ, q)

A sends

Clients = {Cj}mj=1, Owners = {Owi}ni=1,

OwnersA ⊆ Owners, ClientsA ⊆ Clients,

{KOwnOw}Ow∈OwnersA , {MMOw}Ow∈Owners, {qOw,C}Ow,C,

where qOw,C ≤ q.
C performs:

1. For each honest owner, sample KOwnOw ←
KeyGenOw(1λ).

2. For every owner, run(
KOwnOw

EMMOw

)
← SetupOw,S

(
KOwnOw, MMOw

⊥

)
.

Initialize every KC =⊥ and send the initial adversar-
ial view View0 to A.

3. For i = 1, . . . , q and every (Ow, C) with i ≤ qOw,C, A
sends

(keyOw,Ci , PlcyOw,Ci , ShrOw,Ci ).

The challenger runs(
⊥

KC

)
← ShareOw,C

(
KOwnOw, PlcyOw,Ci

KC, ShrOw,Ci

)
and (

⊥

ResOw,Ci

)
← SearchS,C

(
EMMOw

KC, keyOw,Ci

)
.

It sends the resulting adversarial view Viewi to A.
A outputs a bit b.

ExpA,Sim,MKSE(1
λ, q)

A sends the same initial inputs as in the real experiment.
The challenger defines ⃗KOwnA = {(Ow,KOwnOw) : Ow ∈
OwnersA}, M⃗M = {(Ow, MMOw) : Ow ∈ Owners}. It computes

View0 ← Sim

(
LSetup

(
Owners, Clients, OwnersA,

ClientsA, ⃗KOwnA, M⃗M

))
and sends View0 to A.
For i = 1, . . . , q and every (Ow, C) with i ≤ qOw,C, A sends

(keyOw,Ci , PlcyOw,Ci , ShrOw,Ci ).

Let
x⃗i :=

{
(Ow, C, xOw,C1 , . . . , xOw,C

min{i,qOw,C})
}
Ow,C

for x ∈ {key, Plcy, Shr}. The challenger computes

Viewi ← Sim
(
LGrant( ⃗Plcyi, ⃗Shri),LSearch(k⃗eyi)

)
and sends Viewi to A.
Finally, output the bit produced by A.

Figure 9: Real and simulated security experiments for MKSE. Each Viewi contains the views of the corrupted
owners, corrupted clients, and the server through round i.

5 Instantiating Access Control Mechanism

Access control has been extensively studied in many different primitives, including identity-based encryption
(IBE) [BGK08] and attribute-based encryption (ABE) [SSW12] including with attribute versioning [SSW12,
YWRL10]. Later work studies direct and indirect revocation models to balance flexibility and scalabil-
ity [AI09].

In this section, we present two instantiations of AcCtrl to illustrate how standard primitives fit our
framework and how to analyze leakage. Logical key hierarchy [WGL00], attribute-based encryption [BSW07],
and broadcast encryption [FN93] yield natural instantiations by treating each keyword as a participant in
a key distribution system. We encourage the development of a variety of access control mechanisms. We
briefly discuss two further candidates:

1. BlindSeer [FVK+15] evaluates a policy, query pair using garbled circuits between the owner and client.

2. One can use Labeled Private Set Intersection (LPSI) [CHLR18,CLR17,KKRT16,PSWW18,UCK+21]
where Ow prepares a set of (key,Kkey)’s where Kkey is the key for documents associated with key, and
C holds keyq. Then for any key where key = keyq, C receives Kkey which allows them to locate and
decrypt the documents corresponding to key. LPSI is equivalent to batch keyword PIR [CHLR18], so
this would correspond to a PIR interaction between the client and owner, albeit on an array whose
size is proportional the number of keywords the owner is willing to grant to the client, which is of size
at most |VolMap|. This approach also works for sending the identifiers to client.
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(
KOwnOw, stOw

EMM

)
← SetupOw,S

(
KOwnOw, MM

⊥

)

Ow does:

1. Parse KOwnOw as KOwnOwVolMap,KOwnOwValMap,KOwnOwDocMap.

2. Define MVolMap,MValMap,MDocMap as empty maps.

3. For each key ∈ MM,

(a) Define Arr[key] and MVolMap[key] = |MM[key]|.

(b) For i = 1 to |Arr[key]|, define Idi = Arr[key][i].Id

set MValMap[(key, i)] = Idi

and MDocMap[Idi] = Arr[key][i].Doc

4.

(
KOwnOwVolMap

EMapVolMap, st

)
← UOKVS.EncodeOw,S

(
KOwnOw,MVolMap

⊥

)

5.

(
KOwnOwValMap

EMapValMap, st

)
← UOKVS.EncodeOw,S

(
KOwnOw,MValMap

⊥

)

6.

(
KOwnOwDocMap

EMapDocMap, st

)
← UOKVS.EncodeOw,S

(
KOwnOw,MDocMap

⊥

)

(
⊥

K
C

)
← ShareOw,C

(
KOwnOw, Plcy

K
C
, key

)

1. Parse KC as KC
VolMap, K

C
ValMap, K

C
DocMap.

2. Parse EMM as EMapVolMap, EMapValMap, EMapDocMap.

3. Parse KOwnOw as KOwnOwVolMap,KOwnOwValMap,KOwnOwDocMap.

4.

(
⊥

K
C
VolMap

)
← UOKVS.GrantOw,C

KOwnOwVolMap, Plcy

K
C
VolMap, key


5. Until Ow sends ⊥ starting at i = 1

(a)

(
⊥

K
C
ValMap

)
← UOKVS.GrantOw,C

KOwnOwValMap, Plcy

K
C
ValMap, (key, i)


(b)

(
⊥

K
C
DocMap

)
← UOKVS.GrantOw,C

KOwnOwDocMap, Plcy

K
C
DocMap, Idi


(c) Set i = i+ 1

(
KOwnOw, stOw

EMM

)
← InsertOw,S

(
KOwnOw, (key, (Id,Doc)), stOw

EMM

)

Ow does:

1. Parse KOwnOw as KOwnOwVolMap,KOwnOwValMap,KOwnOwDocMap.

2. Parse EMM as EMapVolMap, EMapValMap, and EMapDocMap.

3. If key ∈ MVolMap: Vol = MVolMap[key] + 1 and op = Update,

Else: Vol = 1 and op = Insert.

4.

(
KOwnOwVolMap

EMapVolMap

)
← UOKVS.opOw,S

(
KOwnOwVolMap, (key, Vol)

EMapVolMap

)

5.

(
KOwnOwValMap

EMapValMap

)
← UOKVS.opOw,S

(
KOwnOwValMap, ((key, Vol), Id)

EMapValMap

)

6. If Id ∈ MDocMap: op = Update, Else: op = Insert.

7.

(
KOwnOwDocMap

EMapDocMap

)
← UOKVS.opOw,S

(
KOwnOwDocMap, (Id,Doc)

EMapDocMap

)

(
⊥

Res

)
← SearchS,C

(
EMM

K
C
, key

)

1. Parse KC as KC
VolMap, K

C
ValMap, K

C
DocMap.

2. Parse EMM as EMapVolMap, EMapValMap, EMapDocMap.

3. Perform

(
⊥

Vol

)
← UOKVS.DecodeS,C

(
EMapVolMap

key, KC
VolMap

)

4. ∀1 ≤ i ≤ Vol

(a)

(
⊥
Idi

)
← UOKVS.DecodeS,C

(
EMapValMap

(key, i), KC
ValMap

)

(b)

(
⊥

Resi

)
← UOKVS.DecodeS,C

(
EMapDocMap

Idi, K
C
DocMap

)

5. Output Res = Res1, ...,ResVol.

Figure 10: MKSE for MM from UOKVS.

The first construction (Construction 2) uses symmetric key cryptography, while the second uses oblivious
PRF or OPRF [CHL22, NR04, FIPR05] evaluation between owner and client. The latter lets the owner
control how many keyword keys are issued per client without learning queries, and limits the number of
decrypted keywords.

5.1 Keyword AcCtrl from PRFs

Construction 2. Let FL, FD : {0, 1}λ ×W → {0, 1}λ, FEnc : {0, 1}λ × {0, 1}λ → {0, 1}η+λ be PRFs. Define
(Setup,Update,Grant,Decrypt) as in Figure 11.
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Setup(ArrM)

1. Sample independent PRF seeds kL, kD ← {0, 1}λ. Initialize empty maps KL,KD and set KOwn :=
(kL, kD,K

L,KD).

2. Initialize aligned arrays K⃗L and CArr of length ℓ.

3. For every 1 ≤ i ≤ ℓ, parse ArrM[i] = (keyi, vali), run (CArr[i],KOwn)← UpdateOw(KOwn, keyi, vali), and set
K⃗L[i] := KL[keyi]. Output (CArr,KOwn).

UpdateOw(KOwn, key, val)

1. Parse KOwn = (kL, kD,K
L,KD).

2. If key /∈ KL, set KL[key] := FL(kL, key) and KD[key] := FD(kD, key).

3. Sample nonce← {0, 1}λ and set c := FEnc(K
D[key], nonce)⊕ (val ∥ 0λ). Output ((c, nonce),KOwn).

GrantOw,C(KOwn, Plcy;KClt, ⃗Shr)

Direct PRF version For every key ∈ ⃗Shr satisfying Plcy, the owner reads (KL[key],KD[key]) from its maps
and sends the pair to the client. We require direct grants to concern keywords already initialized by Setup or
Update.

OPRF version For each authorized request, the parties run independent OPRF evaluations for FL and FD.
The client receives

(
FL(kL, key), FD(kD, key)

)
without revealing key to the owner. These values equal the entries

that Setup or Update stores in the owner’s keyword-indexed maps. The owner does not test whether key is
present in those maps.

DecryptC(c⃗, K⃗D)

1. Set Res =⊥.
2. For every (c, nonce) ∈ c⃗ and every KD ∈ K⃗D, compute m = FEnc(K

D, nonce)⊕ c. If m ends in λ zero bits,
append m1...η to Res.

3. Output Res.

Figure 11: Access control producing a lookup key and a decryption key for every keyword.

Theorem 8. Let all variables be as in Construction 2 with the direct PRF version of Grant. Define L =
(LSetup,LOp) as follows.

1. LSetup includes ℓ, η.

2. For every operation, LOp includes its type. For an Update it also includes the destination position and
the equality class of its keyword relative to preceding Setup and Update occurrences.

3. If the owner is corrupted, the leakage additionally includes the initial array and the complete inputs to
every Update and Grant.

4. If the client is corrupted, it selectively commits before Setup to Auth⋆. For every key ∈ Auth⋆, the
setup leakage includes Setupkey = {(j, val) : Arr0[j] = (key, val)}. An Update of such a keyword leaks
(j, val) when it occurs. Grant leaks the requested keywords, the policy outcome, and the keys that are
authorized.

5. If neither party is corrupted, no additional information is included.

Then AcCtrl is a secure access-control mechanism.

Proof. Correctness follows from the persistent keyword-indexed maps KL and KD. Setup,Update and Grant
therefore use the same lookup and decryption keys for every occurrence of a fixed keyword. Correct decryp-
tion recovers val ∥ 0λ.
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For distinct keywords, collision freedom of the lookup keys follows from PRF security of FL and a union
bound over polynomially many keyword occurrences. After replacing FEnc by a random function, decryption
under an incorrect key passes the trailing-zero test with probability 2−λ. A union bound over all decryption
attempts proves correctness except with negligible probability.

We next prove security through a sequence of hybrids. Let Auth⋆ be the authorization group declared
before Setup when the client is corrupted.

In the first hybrid, replace FL and FD by independent random functions. These replacements are indis-
tinguishable by PRF security, including when the adversary chooses subsequent operations as a function of
the preceding transcript. The functions are evaluated lazily, so every repeated keyword receives the same
independently sampled pair (KL[key],KD[key]).

Consider first an honest owner and a corrupted client. For every key ∈ Auth⋆, the simulator samples and
stores a pair (KL[key],KD[key]). Using the leaked initial values and the values leaked by later Update, it
constructs the corresponding ciphertexts honestly. If a later Grant authorizes key, the simulator releases the
previously stored key pair.

For every key /∈ Auth⋆, the decryption key is never released. Replace the outputs of FEnc(K
D[key], ·) at

all fresh nonces by uniform strings. A polynomial-size multi-user hybrid and PRF security of FEnc make this
replacement indistinguishable. Nonce collisions occur with only negligible probability.

The simulator uses the leaked keyword-equality pattern to assign one uniform lookup key to each equiva-
lence class of keyword occurrences. On every Update it installs that class’s lookup key at the leaked position.
It constructs ciphertexts honestly for classes in Auth⋆ and uses independent uniform ciphertexts for all other
classes. Thus it can process every operation online while preserving the consistency visible in the public
lookup-key arrays.

If the owner is corrupted, the leakage contains the owner’s inputs. The simulator samples the owner’s PRF
seeds and runs Setup,Update and Grant honestly. If neither party is corrupted, no decryption key appears
in the adversarial view, so the simulator samples consistent lookup keys and replaces every ciphertext by an
independent uniform string.

The final simulated distribution is identical to the last hybrid. Each transition is indistinguishable by
the security of FL, FD, or FEnc. The argument permits Update operations and their destination positions to
be selected from the preceding transcript; only the set of keywords whose decryption keys may eventually
be released is fixed before Setup.

5.1.1 Replacing PRFs with OPRFs

To hide requested keywords from the owner, replace the evaluations of FL and FD in Grant by independent
OPRF evaluations. The owner uses the corresponding noninteractive evaluations in Setup and Update.

Definition 5 (Oblivious Pseudo Random Function (OPRF) [NR04, FIPR05]). Let OPRF be a two-party
protocol, such that, (

⊥
FKOwn(x)

)
← OPRFOw,C

(
KOwn

x

)
.

Let FKOwn be a non-interactive evaluation with the same outcome. We call OPRF a secure OPRF if

1. F is a PRF family,

2. OPRF outputs FKOwn(x) with overwhelming probability,

3. For every PPT AOw
OPRF that specifies a vector of inputs x⃗,KOwn and observes Ow’s view of OPRF on

each input there exists a PPT SimOw
OPRF(|x⃗|) that produces indistinguishable views, and

4. For every PPT AC
OPRF that specifies a vector of inputs x⃗,KOwn and observes C’s view of OPRF on each

input with a uniform random KOwn there PPT SimC
OPRF(x⃗,

⃗FKOwn(x)) that produces indistinguishable
views.

Construction 3. Let FL, FD, FEnc be as in Construction 2. Let OPRFL and OPRFD securely realize the
interactive evaluations of FL and FD, respectively. Use the OPRF version of Grant in Figure 11.

33



Theorem 9. For Construction 3, use the leakage of Theorem 8, except that when the owner is corrupted a
Grant leaks only Plcyi and |k⃗eyi|. Then AcCtrlOPRF is a secure access-control mechanism.

Proof. Apply the proof of Theorem 8 and, for each grant, insert two additional hybrids replacing the real
transcripts of OPRFL and OPRFD by their simulated transcripts. OPRF security makes each replacement
indistinguishable. The simulated client outputs are the same consistent lookup/decryption-key pairs used in
the PRF proof, so the remainder of that proof is unchanged.

6 Implementation and Experimental Results

We present a proof-of-concept implementation of our UOKVS and MKSE in Rust available via our GitHub
repository. We use Construction 2 for access control and FrodoPIR [DPC23] for the underlying PIR.

When comparing against prior MKSE schemes we only benchmark the combination of VolMap and ValMap

as in common in searchable encryption, however we do implement the full retrieval using DocMap. We treat
a plaintext map as requiring 40 bytes for each keyword document identifier pair, 32 bytes to store a hash of
the keyword and 8 bytes for an identifier. Using the Enron dataset, the raw dataset is 2.6GB, associating
each keyword with document identifiers requires 321MB.

The most secure version of state of the art MKSE is called FNU [WP21]. It uses an oblivious map,
we consider a tree-based oblivious map from Wang et al. [WNL+14] of size 33132 to store VolMap with a
branching factor of 8, requiring log8(33132) + 1 = 6 round-trips to VolMap. 33132 is number of keywords in
the Enron dataset.

6.1 Implementation Choices

We utilize Blake3 and ChaCha20 as our cryptographic algorithms. We use FrodoPIR [DPC23] as our PIR due
to its maturity and flexibility. We compared performance to the batch PIR by Mughees and Ren [MR23].
For a database of size 220 a query where |Docskey| = 10000 Mughees and Ren’s implementation takes 85
seconds, which is slightly faster than the same query using FrodoPIR, which took 97 seconds. However,
when |Docskey| = 700 and one scales down the batch size for Mughees and Ren, their query took 57 seconds
while FrodoPIR was 6 seconds. We chose FrodoPIR due to superior performance on representative queries,
which we further optimized.

All evaluations and benchmarks are performed on a server with an AMD Ryzen Threadripper PRO
7995WX CPU with 96 physical cores and 768 GB of RAM, running Ubuntu 22.04. We utilize the Enron
Corpus [KY04] to evaluate our scheme. For Enron, we generate subsets with keyword-value maps ranging
in size from 216 to 24M, which is ≈ 224.5, where the upper bound corresponds to the size of the full Enron
Corpus.

To evaluate our scheme, we set a configuration in which each document pointer is encrypted to 32 bytes,
including a 12-byte nonce, with each bucket containing p = 256 encrypted pointers resulting in a total of
B = 8192 bytes of data per bucket. That is, for a multimap of size ℓ DIP creates µ = 2 · ℓ/p total positions
in Buckets. We set s = 4 hash functions in the majority of our evaluation. We use a slight variants of the
random walk and BFS hashing described earlier:

1. For random walk, we check if any of the s positions of the initial item are empty, if not we pick a
random position to start the eviction chain.

2. For BFS Cuckoo hashing, at most two hashes are added to the queue for each item. There is also a
maximum depth of five for chain length in addition to the α restriction.

We build an optimized fork of FrodoPIR which utilizes hardware intrinsics and supports updates on an
array where each position is B = 213 bytes (8192 bytes). The resulting buckets are then transformed into a
database that can be queried using FrodoPIR. We perform queries for each dataset, considering queries over
key where Docskey is 100, 500, or 1000. The median keyword for Enron is associated with 21 documents.
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Setup, Query, Bandwidth, Stash, and Storage Statistics for Enron
|MM[key]| = 100 |MM[key]| = 500 |MM[key]| = 1000 Stash

Size Setup(s) Q(ms) BW(MB) Q(ms) BW(MB) Q(ms) BW(MB) RW BFS |MM[key]| Storage(GB)
216 2 42 0.26 43 0.38 43 0.62 0 0 2 0.05
217 7 46 0.27 44 0.40 47 0.65 0 0 4 0.06
218 19 48 0.29 44 0.43 48 0.71 0 0 8 0.09
219 33 49 0.32 50 0.49 51 0.84 0 0 15 0.14
220 53 50 0.38 51 0.62 53 1.09 0 0 32 0.25
221 87 53 0.51 52 0.87 57 1.59 0 0 63 0.48
222 136 56 0.76 55 1.37 60 2.59 0 0 126 0.92
223 186 63 1.26 60 2.37 71 4.59 0 0 253 1.81
224 246 74 2.26 67 4.37 87 8.59 3 0 506 3.59
24M 297 110 3.17 116 6.19 125 12.24 4 0 737 5.21

Table 3: Setup, Query, Bandwidth, Stash, and Storage Statistics for Enron Corpus p = 256. The numbers
in column ‘Storage’ are reported in GB. |MM[key]| is the average number matching Docs across key. 24M is
the full size of the Enron Corpus. Setup is reported in seconds, and queries in milliseconds. Bandwidth
(BW) is reported in MB. Queries are over keywords linked to 100, 500, and 1000 documents. Query times
are amortized due to our optimizations, including hardware intrinsics, which can make smaller result sets
appear slower. However, query performance does degrade on large queries, a query with 50,000 matching
documents took 2.42 seconds.

6.2 Experimental Results

Table 3 shows our primary results with bandwidth, computation, storage, and stash size. In this table all
items are jointly inserted using the Encode procedure. We separately discuss Insert performance shortly. The
first row represents a dataset of size 216, which takes 2 seconds to setup for a subset of the Enron Corpus.
The setup is a one-time process. Following this, it takes 42 milliseconds for each query on keywords with
100 documents linked to them.

For the full Enron Corpus, setup completes in 297 seconds or about 5 minutes. We perform queries to
keywords with 100, 500, and 1000 linked documents in 125, 116, and 110 milliseconds, respectively, with a
stash of size 4 when Encode uses RW eviction with α = 10. No stash is present when using BFS eviction
with α = 20 and depth 5. Storage is 5.21GB for VolMap and ValMap, and 8.04GB for all three maps. The
bandwidth is 3.17, 6.19, and 12.24MB for |Dockey| = 100, 500, and 1000 respectively. We only report the
bandwidth of the PIR protocol; the stash is small enough to not impact performance.

Each query corresponds to two steps: first, retrieving volume from VolMap, which involves four PIR
queries, one to each hash position; second, retrieving the documents from ValMap, which involves 4 ·
|Docskey|/256 array positions in the PIR. As such, computational time (and bandwidth) scales linearly with
the number of matching documents. However, our optimizations to FrodoPIR utilize SIMD instructions and
multiple threads, allowing us to amortize our query times. For example, querying a keyword associated with
100, 500, and 1000 documents in the entire Enron corpus takes < 125 ms for both VolMap and ValMap. A
query with 50,000 matching documents took 2.42 seconds.

Insertions and stash size In all experiments where the full Enron corpus was encoded simultaneously,
the stash never exceeded 4 entries. Our cryptographic implementation uses BFS with s = 4 as it provided
the best balance of stash size and query efficiency. We were also able to prove stronger stash size bounds on
BFS eviction. Figure 12 shows a comparison of RW and BFS hashing, both the bounds and our experimental
results. In these graphs s hash functions are used with a RW of length α. As mentioned above in Figure 1,
using BFS based eviction reduces stash size by several orders of magnitude. Based on our experiments, as
long as the load ρ remains under .75, BFS eviction can safely handle insertions with a stash size fraction of
10−5.

35



0.00 0.25 0.50 0.75 1.00 1.25 1.50 1.75
/

10 10

10 8

10 6

10 4

10 2

100
st

as
h 

siz
e 

fra
ct

io
n

Stash size vs  for s = 4, = 5, swap_ =0.0
RW Theory
RW Actual
BFS Actual
BFS Theory

0.00 0.25 0.50 0.75 1.00 1.25 1.50 1.75
/

10 10

10 8

10 6

10 4

10 2

100

st
as

h 
siz

e 
fra

ct
io

n

Stash size vs  for s = 4, = 5, swap_ =0.8
RW Theory
RW Actual
BFS Actual
BFS Theory

0.00 0.25 0.50 0.75 1.00 1.25 1.50 1.75
/

10 10

10 8

10 6

10 4

10 2

100

st
as

h 
siz

e 
fra

ct
io

n

Stash size vs  for s = 2, = 5, swap_ =0.0
RW Theory
RW Actual

0.00 0.25 0.50 0.75 1.00 1.25 1.50 1.75
/

10 10

10 8

10 6

10 4

10 2

100

st
as

h 
siz

e 
fra

ct
io

n

Stash size vs  for s = 2, = 5, swap_ =0.8
RW Theory
RW Actual

0.00 0.25 0.50 0.75 1.00 1.25 1.50 1.75
/

10 10

10 8

10 6

10 4

10 2

100

st
as

h 
siz

e 
fra

ct
io

n

Stash size vs  for s = 4, = 10, swap_ =0.0
RW Theory
RW Actual
BFS Actual
BFS Theory

0.00 0.25 0.50 0.75 1.00 1.25 1.50 1.75
/

10 10

10 8

10 6

10 4

10 2

100

st
as

h 
siz

e 
fra

ct
io

n

Stash size vs  for s = 4, = 10, swap_ =0.8
RW Theory
RW Actual
BFS Actual
BFS Theory

0.00 0.25 0.50 0.75 1.00 1.25 1.50 1.75
/

10 10

10 8

10 6

10 4

10 2

100

st
as

h 
siz

e 
fra

ct
io

n

Stash size vs  for s = 2, = 10, swap_ =0.0
RW Theory
RW Actual

0.00 0.25 0.50 0.75 1.00 1.25 1.50 1.75
/

10 10

10 8

10 6

10 4

10 2

100

st
as

h 
siz

e 
fra

ct
io

n

Stash size vs  for s = 2, = 10, swap_ =0.8
RW Theory
RW Actual

0.00 0.25 0.50 0.75 1.00 1.25 1.50 1.75
/

10 10

10 8

10 6

10 4

10 2

100

st
as

h 
siz

e 
fra

ct
io

n

Stash size vs  for s = 4, = 20, swap_ =0.0
RW Theory
RW Actual
BFS Actual
BFS Theory

0.00 0.25 0.50 0.75 1.00 1.25 1.50 1.75
/

10 10

10 8

10 6

10 4

10 2

100

st
as

h 
siz

e 
fra

ct
io

n

Stash size vs  for s = 4, = 20, swap_ =0.8
RW Theory
RW Actual
BFS Actual
BFS Theory

0.00 0.25 0.50 0.75 1.00 1.25 1.50 1.75
/

10 10

10 8

10 6

10 4

10 2

100

st
as

h 
siz

e 
fra

ct
io

n

Stash size vs  for s = 2, = 20, swap_ =0.0
RW Theory
RW Actual

0.00 0.25 0.50 0.75 1.00 1.25 1.50 1.75
/

10 10

10 8

10 6

10 4

10 2

100

st
as

h 
siz

e 
fra

ct
io

n

Stash size vs  for s = 2, = 20, swap_ =0.8
RW Theory
RW Actual

Figure 12: Summary of stash size for Cuckoo hashing computed using Theorems 2 and 5 with s = 4, ℓ = 24M
(size of Enron dataset), µ = 2.0ℓ, swap α represents the switch from α = 100 to the one denoted in the
graph.

Insertion time + Bandwidth Inserting a single item using random walk in FrodoPIR takes 2ms on
Enron with 80% already built using Encode and α = 10. This requires a bandwidth of 82KB. BFS takes
4ms with a bandwidth of 164KB under the same parameters while allowing at most α = 20 and depth 5.
Additionally, one must download the updated PIR hint, which is 291KB for random walk and 582KB for
BFS. We note that size of the hint update is the same as the size of the hint so clients can download the
current hint before the query. Our improvements to hint updates improves the computational efficiency for
the S. See Appendix B.

DocMap retrieval We additionally support a third round in which the user queries DocMap to retrieve
documents directly, following the two retrieval rounds against VolMap and ValMap. To reduce bandwidth,
we compress documents using Brotli. Under this scheme, retrieving 100 documents takes approximately 8
seconds.

Sharding to Parallelize Search To improve throughput on larger datasets, one could shard the dataset
across multiple servers, each holding a smaller partition. Querying all shards in parallel yields a nearly linear
speedup, with the tradeoff that bandwidth scales proportionally with the number of shards. This approach
also dramatically reduces setup time, since each server operates on a smaller matrix independently. However,
this approach does increase bandwidth as one sends a response for each shard.

7 Further Prior Work

OKVS Oblivious Key-Value Store was first formalized by Garimella et al. [GPR+21] and has a major
application in the Private Set Intersection (PSI) [PRTY20, RR22, BPSY23, HLP+24]. PaXoS [PRTY20]
uses Cuckoo Hashing with two hash functions achieving the rate of 0.4. Later, Garimella et al. [GPR+21]
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extended PaXoS to use three hash functions, resulting in an increase in the rate of encoding up to 0.81.
Raghuraman and Rindal [RR22] optimized OKVS construction by triangulation of the matrix. They also
define the notion of doubly obliviousness for OKVS. Bienstock et al. [BPSY23] achieve a rate of .97 Hao et
al. [HLP+24] introduced the notion of Oblivious Key-Value Retrieval (OKVR) where they apply a PIR on
top of OKVS. As discussed in the previous section, we support variable load ρ which is also the rate of our
OKVS.

Multi-Key Searchable Encryption The first generation of multi-key schemes [PZ13,PSV+14,KOR+16]
have joint access pattern leakage: identifiers for a set of documents that match each client’s query are visible
to the server. These identifiers are persistent across queries and clients. By colluding with an adversarial C
or Ow that can issue their own queries, this leakage can be devastating [GMN+16,VRMÖ17,HSWW18]. This
is why current approaches for securing DocMap such as DDR-SSE [GMPP26] provide little security in MKSE
applications, they protect against a server trying to recover queries [IKK12,CGPR15,KKNO16,WLD+17,
GSB+17,GLMP18,MT19,KE19,KPT20,GPP23] but don’t help against an owner that can match this access
pattern to plaintext queries.

The second generation of solutions [HSWW18,WP21,WP23] addresses this issue by duplicating data
when it is shared to each C decoupling different clients’ access patterns. This approach causes storage to
grow; server storage for a single owner may reach O(|MM|m) for m clients.1

The current state of the art is due to Wang and Papadopoulos [WP21,WP23]. They present two main
replication approaches for VolMap and ValMap, they do not propose an approach to secure DocMap. They
recommend using an oblivious map using tree based ORAM to secure VolMap and symmetric key techniques
to ValMap. The symmetric key solution for ValMap we call MUSSE leaks:

1. When a keyword is searched, the server learns the timestamp of its last Shr and sees the accessed
location.

2. For each shared keyword, the server learns the set of timestamps this keyword was shared to the client.

3. An adversarial owner learns ⃗Shr.

4. An adversarial client learns the subset of the map that has been shared with them.

In our solution, an adversarial client does learn when items have been inserted and moved by the Ow. The only
techniques we are aware of to remove leakage of shared state updates while retaining efficiency is multi-client
ORAM [MMRS17].
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A Tabulation Hashing for static multimaps

In this appendix we present a mechanism for saving on bandwidth in the case of a static dataset. For a key
that matches ℓ documents, the solution presented in Section 4 requires ℓ · s calls to the underlying PIR in
ValMap (and s calls to VolMap and ℓ calls to DocMap).

Recall, for key and Vol, the MKSE.Search calls UOKVS.Decode(key, 1), ..., UOKVS.Decode(key, Vol) (abusing
notation and only showing the client input). The client uses the hashes, H1, ...Hs to find the positions for
each 1 ≤ i ≤ Vol, this set of positions is

PIR Locations =


H1(F (KOwnPRF,DIP, (key, 1))), ....,

H1(F (KOwnPRF,DIP, (key, Vol))), ...,

Hs(F (KOwnPRF,DIP, (key, 1)), ....,

Hs(F (KOwnPRF,DIP, (key, Vol)))

 .

The client inputs these positions into PIR.Query (and requests the entire stash).

Review of Tabulation Hashing For an input (xL, xR), the tabulation hashing [PT12, Tho17] hashes
each component separately and adds the result: H(xL, xR) = HL(xL) +HR(xL) where the above addition
is modulo the number of possible positions.

Tabulation Hashing with Shift Friendly PIR
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Shift Friendly We additionally say that a PIR is shift friendly if there is an additional pair of algorithms
Shift,RecS such that ∀i, j ∈ [1, µ], define k := i+ j mod µ,

Pr

DB
′ = DB[k]

∣∣∣∣∣∣∣∣∣∣∣∣

D̃B ← Setup(DB)
(q, st)← Query(i)

(q′, st)← Shift(j, q)

ans← Resp(D̃B, q′)
DB′ ← RecS(st, q, j, ans)

 > 1− ngl(λ).

Suppose PIR is shift friendly and we replace the set of PIR positions with the following:

PIR Locations =

{
H1,L(F (KOwnPRF,DIP, key)) +H1,R(i), ...,

Hs,L(F (KOwnPRF,DIP, key)) +Hs,R(i)

}Vol

i=1

.

Since the S learns the Vol as a result of MUSSE.Search, the client can send queries created as:

(q1,L, st)← PIR.Query(H1,L(F (KOwnPRF,DIP, key))), ...,

(qs,L, st)← PIR.Query(Hs,L(F (KOwnPRF,DIP, key))).

S then creates
PIR Locations =

{
Query1,i ← Shift(Queryj,L, Hj,R(i))

}Vol,s
i=1,j=1

.

This whole set of created positions along with the Vol is returned to C. In the above, public hash functions
are crucial.

Unfortunately, this technique does not work with moving data around the PIR array. The S can check if
accessed positions ever differ by Hj,R(j), if so it is likely that the moved items correspond to the same key.
However, we present the technique for use in static multimaps. Below we show that common PIRs are shift
friendly.

Summary of Performance In the worst case, tabulation hashing can increase the stash size in Cuckoo
hashing. We show this does not happen, we perform similar experiments to Figure 1 inserting items up to
full load, pretending that tabulation based insertion is secure. Figure 13 shows that tabulation hashing has
little effect on stash size for RW and a slight increase for BFS.

A.1 Index Permutation in DEPIR

Definition 6. Let v = (v0, v1, · · · , vn−1) ∈ Rψ be a vector over a ring R. The circular right shift (also called
a cyclic right rotation) of v by k positions, denoted by Rotk(v), is defined as the vector v’ = (v′0, v

′
1, · · · , c′ψ−1),

where:

v′j = v(j−k) mod ψ, for all j ∈ {0, 1, · · · , ψ − 1}

When vectors are represented as polynomials in the ring R[x]/(xψ − 1), this operation corresponds to multi-
plying the polynomial by x−k mod (xψ − 1). That is, if:

v(x) =
∑ψ−1
i=0 vix

i,

then the circular right shift of v by k positions yields:

v’(x) = x−k · v(x) mod (xψ − 1).

In the DEPIR protocol, circular right shift plays a central role in making the protocol shift friendly.
Specifically, during the query generation phase:

1. The client takes the desired query index i ∈ [N ] written in base-d representation:
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Figure 13: Experimental stash size growth comparison for Random Hashing and Tabulation hashing-based
scheme.

i = (i1, · · · , im) for m = logdN

2. Each digit i is now encrypted into individual ciphertexts: {ct1, · · · , ctm ∈ R}. For all i = (i1, · · · , im) ∈
[N ], there is a unique polynomial fDB(X1, · · · , Xm) such that: fDB(i1, · · · , im) = DB[i]. The resulting
ciphertexts encode the index i′ = Rotk(i), that is, the base-d digits of i′ are cyclic permutations of
those in i.

3. The transformation enables the PIR protocol to be evaluated over the shifted ciphertexts. The server
computes:

fDB(ct
′
1, · · · , ct′m) = Enc(DB[i′]),

where fDB is a polynomial that evaluates to DB[i′] at the shifted index i′.

A.2 Index Permutation in FrodoPIR

Similar to DEPIR, circular right shift enables query permutation of the client without revealing the target
index in FrodoPIR. Specifically, during the query generation phase:

1. The client selects an index i ∈ [µ] that it wishes to query. A query vector fi = (0, · · · , 0, qp , 0, · · · , 0)
is formed such that the only non-zero entry is at position i, which is scaled by q

p , as per the scheme
parameters.

2. To permute the ith position, the client applies a circular right-shift by k positions to the vector fi,
resulting in f ′ = Rotk(fi), such that, the non-zero entry originally at position i now appears at position
(i+ k) mod N .

3. The shifted vector f ′ is then used in the protocol in place of fi, ensuring that the target index is not
revealed.

To overcome this, we consider PIRs that are shift-friendly, meaning the server can obliviously change the
searched position. For such PIRs, we show how to combine tabulation hashing and shift-friendly
PIR, and sharding to reduce overall search time from 32s to 1.2s. We replace the hashes in our
Cuckoo hashing scheme with tabulation hashes [PT12] where instead of H(Idkey,i), the relevant positions are
H(Idkey) +H ′(i) for 1 ≤ i ≤ Vol for hash functions H,H ′.
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We show that FrodoPIR [DPC23] and DEPIR [LMW23] are shift friendly. This allows the server to
obliviously shift Query(H(Idkey)) into Query(H(Idkey)+H

′(i)). This allows the server to simultaneously craft
a response for all (Idkey, i) from just Query(H(Idkey)). There are negative results on the collision probability
of tabulation hashing in comparison to random hashing [Tho17]. However, in our testing, this change does
not harm the quality of packing or the number of documents that cannot be packed. (Many packing-based
techniques have a small stash; in our experiments, the stash size never exceeds 200.)

B Multi Owner and Hint Updates in FrodoPIR

Multi Owner Support in FrodoPIR Here we describe how to issue a single query to multiple owners
in FrodoPIR and to efficiently create hint updates. The server Setup and Preprocessing steps are as per the
original protocol. The only exception is that A ∈ Zψ×µq generated by a PRG, is jointly shared by owners.
In more detail:

1. For each owner Ow ∈ Owners, an encoded database DOw ∈ Zµ×ρp and a vector MOw ← A ·DOw ∈ Zψ×ρq

are created. We use M to refer to the concatenation of such MOw ∈ Zn×ψ×ρq .

2. In the preprocessing phase, the client downloads all M ∈ Zn×ψ×ρq . For each query, the client sample a

vector s← (χ)ψ and e← (χ)µ. It computes b ∈ Zµq and a matrix c ∈ Zn×ρq , where

b← sT ·A+ eT ,

cOw ← sT ·MOw ∈ Zρq .

3. In the query phase, for each intended query index j ∈ [µ], the client generates a query vector f ∈ Zµq ,
where f = (0, · · · , 0, q/p, 0 · · · , 0). Next, it computes the final query as b̃ ← b + f ∈ Zµq , and sends b̃
to server.

4. As a response, the server computes a matrix c̃, where each row c̃Ow is the dot product of b̃ ·DOw.

5. In post-processing, the client receives matrix c̃, and outputs x← ⌊c̃− cOw⌉ ∈ Zn×ρp .

The client can store s and receive M as part of the response from the query and use this to compute cOw.
We believe the tradeoff between storing M between queries and sending it is application dependent.

Efficient Hint Updates in FrodoPIR We now instantiate UpdateDB and UpdateHint from Definition 2
for FrodoPIR. Recall that during preprocessing, the client downloads the compressed database representation
M = A ·D ∈ Zψ×ρq . The matrix M serves as the client hint.

Suppose the database is updated from D to D′. Let ∆ = D′ −D denote the database update. Since
M = A ·D, the updated compressed database representation is

M′ = A ·D′ = A(D+∆) = M+A∆.

The server executes UpdateDB by computing the update token δ = A∆. The update token (δ) is transmitted
to clients holding the corresponding hint. Upon receiving δ, the client executes UpdateHint and updates its
stored hint as M′ ←M+ δ, since

M+A∆ = A(D+∆) = AD′ = M′.

The cost of computing this update for α updated positions is α ·ψ ·ρ total multiplications in Fq this is faster
than naive recomputation by a factor of µ/α. The size of the hint update is ψρ log q.
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