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Abstract a list of permitted edits by the Associated Press). Because digital

Video provenance is an important problem on the modern internet.
In response, the Coalition for Content Provenance and Authenticity
(C2PA) has developed a standard for verifying video and image
provenance where cameras sign captured videos with an on-device
secret key. Since videos are generally edited and resized before be-
ing posted, the C2PA signature from a camera cannot be used as is
to verify provenance of published videos. Prior work has developed
zero-knowledge techniques for verifying provenance of edited im-
ages and videos. In this work, we develop new efficient techniques
for producing such zero-knowledge proofs. First, we show how to
represent common video edits as matrix multiplications in a form
that is particularly friendly for zero-knowledge provers and enables
a number of optimizations. Second, we develop a SNARK-friendly
video representation, which we call sFvR, that reduces prover work
for video editing. Third, we design new efficient methods for incor-
porating signed data into a SNARK proof. To evaluate our designs,
we built an end-to-end system for proving edits to a signed video.
In our end-to-end system, we optimize the NeutronNova folding
scheme for high-arity folding. To scale the size of our Neutron-
Nova proofs, we implement a “Read-Write Streaming” version of
NeutronNova to take advantage of high-performance storage and
parallel computing resources. Our system achieves competitive
performance and scale relative to prior work.
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1 Introduction

The advent of generative Al has made verifying the origin of digital
videos much harder. This greatly increases the threat of misinfor-
mation and disinformation in news [22, 23, 28, 51, 57]. See [24] for
a longer discussion. In response, a content provenance standard
created by the Coalition for Content Provenance and Authenticity
(C2PA) [17] proposes that every camera have a certified digital
signing key ([1, 2, 58]) that it can use to sign all videos it takes
along with some metadata (e.g., timestamp, aperture, focal length).
Even images and videos generated by some generative Al compa-
nies, like OpenAl, are now being produced with C2PA-compliant
signatures [5].

Per the C2PA, verifying the metadata of a video or photo amounts
to verifying the camera’s digital signature on the video or photo.
However, photographic content is often edited before being pub-
lished online, especially in newsrooms where video may be resized,
trimmed, and parts of it may be blurred for privacy (see [3] for

signatures can only be verified using the exact data that was signed,
an end user who only has access to the edited video or photo cannot
verify the accompanying C2PA signature. To address this issue, the
C2PA proposes that all edits be made by a trusted program that
stores a secret signing key and signs lists of the edits it applies. This
is undesirable because editors and end users must now trust the
editing software and the security of its signing key.

Prior work [24-26, 35, 40, 43, 53, 76] has proposed replacing
trusted editing software with a succinct zero-knowledge proof (zk-
SNARK). A zk-SNARK proof for a public statement convinces the
verifier that the statement is true while revealing nothing about the
corresponding witness beyond what is implied by the statement.
In the systems cited above, a news editor can use a zk-SNARK to
prove that a published image is the result of applying specific edits
to an original C2PA-signed image. Crucially, zk-SNARKSs are com-
plete, meaning that verification will pass for true statements, and
knowledge-sound, meaning verification will fail if the prover does
not have a valid witness (i.e., an original signed image). These prop-
erties mean that the verifier does not need to trust the prover. Thus,
unlike the C2PA’s trusted software approach, using a zk-SNARK
introduces no additional trusted parties for verifying image/video
provenance, and preserves end-to-end security.

In this work, we address some limitations of prior work on build-
ing zk-SNARKSs for video editing.

First, verifying video editing proofs is prohibitively expensive in
prior work. To our knowledge, Eva [76] is the only prior work that
generates zk-SNARKSs for video edits. For longer videos, verifying
Eva’s proofs requires almost twice the amount of time as playing
the edited video. Applying prior works on image editing [25, 26, 35]
to video would also lead to a relatively expensive verification step
because they require the verifier to apply a SNARK-friendly hash to
the edited videos, or other expensive work. Our system substantially
reduces verification time by eliminating the need for the verifier to
evaluate a SNARK-friendly hash of the edited video.

Second, in all prior work, proving image and video edits requires
cryptographic work proportional to the uncompressed size of the
image or video, which limits prover efficiency. We introduce a
SNARK-friendly video representation (sFvR) that allows the prover
to do work proportional to the differences between consecutive
video frames, which is often smaller than the frames themselves.

Third, prior work for video edits only implements simple trans-
formations. Eva [76] only implements operations which indepen-
dently edit each pixel of an image, like grayscale conversion or
image brightening. In contrast, we generate video editing proofs
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for more complex transformations such as (Gaussian) blurring, re-
sizing, and sharpening. We express each transformation as a matrix
multiplication and describe new techniques to efficiently verify
these transformations in a zk-SNARK. We show that our imple-
mentations are close to the implementations in FFmpeg, a standard
video editing program.

Finally, using a zk-SNARK to prove that edits were correctly
applied to a signed video requires generating a proof for a very
large statement. We extend the algorithmic results of Scribe [13]
and NeutronNova [44] to build a proof system that can prove large
uniform statements quickly on a CPU, even when the size of the
statement being proved exceeds the machine’s RAM capacity.

Our system. Here we present zk-Cinema, a system for using
zk-SNARKSs to prove video provenance for losslessly compressed
videos. As in prior work, in zk-Cinema, a digital signature from a
C2PA-enabled camera on a video Vj serves as our root of trust. An
editor applies some transformation f to produce an edited video
V1. Then, a prover (which may be a different entity from the editor)
produces a proof 7 showing that it knows an original unedited
video which has a valid C2PA signature and that the edited video
V1 is the result of applying f to that video. Verifiers can then verify
this zk-SNARK. We add two optional features to this architecture.
First, our system supports an “assistant,” which can be used by a
computationally weak party, like a camera, to verifiably outsource
the computation of a SNARK-friendly signature on the captured
media. Second, while our system has lower proof verification costs
than prior work, verification can still be somewhat costly. To allevi-
ate this issue we propose the use of a transparency log: a log that
lists hashes of videos for which the proof has already been verified.
A weak client that needs to validate an edited video can consult the
log to check that multiple parties have already successfully verified
the proof for this video. Of course, any client can choose to ignore
the log and verify the proof for itself.

We next give a high-level overview of the main technical com-
ponents of zk-Cinema.

Efficiently realizing real-world video edits in SNARKSs. To
prove that a public edited video is the result of applying some
authorized edits to a signed video, we must design circuits that
apply edits to videos. We represent common video edits (e.g., blur-
ring, resizing, or sharpening) as matrix multiplications and develop
techniques to efficiently verify these multiplications inside a zk-
SNARK circuit. Notably, we can represent many of the edits in the
Associated Press’ guidelines for allowable photo edits [3] as matrix
multiplications or redactions, so our system can cover the set of
use cases for video journalism [35]. We introduce a new variant of
Freivald’s algorithm [29] for verifying a double-sided matrix mul-
tiplication. We discuss this approach in Section 5 and present our
experimental results in Section 9.1. We show that this double-sided
Freivald’s gives a significant speedup. Moreover, when an editor
applies the same transformation to many frames, we can further
decrease the verifier’s work by treating the video as an order-3
tensor (i.e., a three dimensional matrix) and use a generalization of
Freivald’s algorithm to such tensors.

SNARK-Friendly Video Representations. A crucial observa-
tion of zk-Cinema is that the prover and verifier need not operate

over the existing compressed video. We introduce sFvR, a SNARK-
friendly compressed representation for video, described in Section 6.
SFVR enables the prover to operate on a compressed format opti-
mized to save in-circuit costs. In zk-Cinema, a camera can sign both
the captured compressed video and the srvR of that video. The
prover then proves that applying the claimed transformation to the
SFVR of the unedited video results in an encoding of the final edited
video.

SFVR leverages the natural redundancy in videos, namely that
successive frames tend to be close in Hamming distance. The format
supports efficient SNARK proofs of edits which correspond to linear
transformations. We show that the prover only needs to do work
proportional to these differences instead of work proportional to the
size of the entire video. This is quite different from standard video
compression where the goal is to reduce overall file size. Instead,
the goal of sFVR is to reduce the time to generate video editing
proofs.

Implementation via high-arity folding. We implement a modi-
fied version of the NeutronNova folding scheme [44] for proving
video edits. NeutronNova is a high-arity folding scheme (see Ap-
pendix A.4 for a formal definition). High-arity folding schemes
enable efficiently folding together more than two circuit instances,
where normal folding schemes only fold together two instances.
As observed in previous works [26, 76], folding is well-suited to
image/video editing because of the inherent parallel structure in
these tasks. To scale the number of instances folded by Neutron-
Nova past the RAM limits of a single machine, we implement a
“Read-Write Streaming” version of the NeutronNova prover, which
uses solid-state storage rather than RAM to store prover state. Our
system builds on Scribe [13] which introduced this paradigm. We
scale their approach to use more threads and show how to ap-
ply their techniques to a folding-based prover. We also introduce
additional folding-specific optimizations to their approach. This
“streaming” prover implementation is at most 20% slower than a
direct RAM-based prover. However, for larger problem instances
that a RAM-based prover cannot handle, the streaming prover
achieves improved prover throughput because of better parallelism
and amortization of fixed costs. We are able to prove editing of
2 minute, 720p videos in a single folding instance, folding up to
10,800 instances of circuits with nearly 223 constraints.

SNARK-friendly schemes for authenticating data. VerITAS [24]
introduced a scheme where a computationally strong signer signs
a polynomial commitment to a photo. This eliminates the need for
signature verification and hashing inside the SNARK circuit (signa-
ture verification is done outside of the SNARK circuit). This scheme
is not suitable for cameras because they cannot efficiently compute
apolynomial commitment to large degree polynomial. The VerITAS
scheme is also tailored to the Plonk proving system [31]. We extend
the VerITAS method in three ways for the C2PA setting. First, we
generalize the method beyond Plonk. In Section 7, we show that a
signed polynomial commitment can be used to eliminate in-circuit
signature verification in any SNARK system whose circuits can
access random challenges. We give an especially efficient instanti-
ation for the Spartan proof system [63]. Second, we show how to
verifiably outsource the computation of a polynomial commitment
from a weak signer to an untrusted assistant, which enables any



signer, regardless of its computational power, to take advantage
of this scheme. Third, we show that signed polynomial commit-
ments support especially efficient proof systems for redactions,
such as trimming a video file. We evaluate these constructions in
Section 9.3.

Addressing high verification costs. In the prior state of the
art [76], verifying a proof of video edits takes almost twice as long
as viewing the underlying video.! Some prior works on image
editing [24, 35] also have relatively high proof verification costs.
In contrast, in our scheme, proofs are efficient to verify, taking 26
seconds to verify a proof of editing for a 2-minute 720p video. Our
system achieves such low verification costs because it treats a full
edited video as a public output of the SNARK, thereby eliminating
the need for the verifier to compute a SNARK-friendly hash of the
output, as in prior work. Despite these improvements, it might still
be impractical for every client to verify every video proof on its
own. Instead, we propose a privacy-preserving transparency log
that records that the proof for a video has already been verified by
others, as discussed earlier in the introduction.

Our contributions. To summarize, our contributions are:

e We show how to implement convolutions (the core operation
for many common video edits like blurring or sharpening) more
efficiently in SNARK circuits. Our approach is more efficient when
applying the same edit to multiple frames, as is common in video
editing. Our approach for generating a proof of a moderately
complicated convolution applied to a frame is 1.69-9.5x faster
than the naive approach in the proof systems tested.

e We introduce a SNARK-Friendly Video Representation (SFVR),
which leverages natural redundancy in videos to decouple the
prover’s workload from the raw video size, significantly reducing
proof generation time. Concretely, in our test video suite, this
results in a 25.7% average reduction in prover work.

e We implement an optimized version of the NeutronNova folding
scheme [44] which uses Read-Write Streaming [13] to decrease
the RAM requirements for proving very large statements. We im-
plement several algorithmic and systems-level optimizations and
scale the Read-Write Streaming approach to larger thread counts,
disk sizes, and circuit sizes than previous work. Our experiments
show that the overhead of Read-Write Streaming is less than 20%
compared to direct in-memory proving on our machine. However,
we stress that our approach actually improves prover throughput
in some cases.

e For common proof systems, we show how to lower the cost of
verifying a signature in a SNARK circuit using signed polyno-
mial commitments. We also show how to securely outsource
the computation of these polynomial commitments from a weak
camera to an untrusted server and how to directly prove trim-
ming/redaction operations with signed polynomial commitments.

o We discuss how to address verification costs. First, our use of the
NeutronNova proof system supports a lower verification time.
Second, we propose using a transparency log so that once enough
trusted parties verify the proof for an edited video, other parties
can simply look this up in the log.

!Eva [76] splits proof verification into “hashing” and “SNARK verification” steps, but
both are required to verify a proof.

e Finally, we provide an end-to-end implementation for proving
video edits efficiently. We show that our system outperforms all
relevant prior works that use CPU-based proving.

2 Preliminaries

We use [n] to denote the set {0,...,n — 1} and [a, b] to denote the
set {a,...,b — 1}. For a vector m = (my,...,mp—1), let mla : b] =
(mg,...,mp_1). Let Fy denote a finite field of size q; sometimes
we omit the g. Let r < S denote sampling a value uniformly at
random from the finite set S. We use F[ X, ... ,Xﬂ] <d o denote a
polynomial in y variables of individual degree at most d.

DEFINITION 2.1. The multilinear extension (MLE) [69] of a
function f : {0,1}f — F is the unique £-variate multilinear polyno-
mial g(x) such that f(x) = g(x) for all x € {0, 1}[. We denote this
as g(x) = MLE(f (x)).

The functions f, g agree on the Boolean hypercube if f(x) = g(x)
for all x € {0, 1}¢. We define the MLE of a vector ¥ = (xq, ..., Xn—_1)
as the MLE of the function that maps the binary representation of i
as a vector to x; for all i € [n]. If the length of ¥ is not a power of
2, MLE(X) gives the multilinear extension of ¥ padded with zeros
to make its length a power of 2.

DEFINITION 2.2. A signature scheme [14] is a tuple of PPT al-
gorithms (KGen, Sign, Vf) where:

e KGen(11) — (pk, sk), where pk is a public verification key
and sk is a secret signing key.

e Sign(sk,m) — o, where o is a signature on message m with
private key sk.

o Vf(pk,m, o) — 0/1, where 1 means o is a valid signature on
m and 0 means it is invalid.

A signature scheme is secure if it is existentially unforgeable under
a chosen message attack [14] (defined in Appendix A.1). To sign
data in practice, we first hash the data with a collision-resistant
hash and then sign the hash.

We repeat the definitions of polynomial commitment schemes
and zk-SNARKs from [24], and we repeat the definition of folding
schemes from [44].

DEFINITION 2.3. A polynomial commitment scheme [41] is a
tuple of PPT algorithms (Setup, Commit, Open, Vf) where:

. Setup(lA, t,d) — pp, where pp are public parameters to com-
mit to a polynomial with < £ variables of individual degree
< d with security parameter A.

e Commit(pp, f,r) — com, where com is a commitment to
polynomial f(x) € F[Xy,...,X¢]=% using randomness r €
Re.

e Open(pp, f,X,r) — (m,y), where &t is an opening proof that
proves that f(X) = y.

e Vf(pp,com,X,y, r) — {0, 1}, where 1 implies that r is a valid
opening and 0 implies 7 is invalid.

A secure polynomial commitment scheme must be correct, binding,

and hiding (see Appendix A.2 for formal definitions).

DEFINITION 2.4. A zk-SNARK (zero-knowledge succinct non-
interactive argument of knowledge) for a relation R = (x,w) is a
triple of PPT algorithms (Setup, Prove, Vf) where:



o Setup(1*) — pp, where pp are public parameters.

e Prove(pp, x, w) — 7, where r shows that (x, w) € R.

o Vf(pp,x, ) — {0, 1}, where 1 means that  is a valid proof,
and 0 means 7 is invalid.

A zk-SNARK must be complete, knowledge-sound and zero-knowledge

(see Appendix A.3 for formal definitions).

DEFINITION 2.5. Consider a relation R. A folding scheme [44] is
defined by a tuple of PPT algorithms (G, P,V) and a deterministic
algorithm K called the generator, the prover, the verifier, and the
encoder respectively.

o G(1*,n) — pp: takes security parameter A and size parameter
n and outputs public parameters pp

o K(pp,s) — (pk, vk): takes public parameters pp and structure
s as input and outputs prover key pk and verifier key vk

o P(pk, {(ui, wi)tie[m]) — (u,w): takes as input public pa-
rameters pp and m instance witness pairs (u;, w;) and interac-
tively reduces the task of checking (pp, s1, ui, w;) € R for all
i € [m] to the task of checking (pp, s, u, w) € R

o V(vk, {ui}tic|m]) — u: takes as input public parameters pp
and m instances {u;};c[m] and interactively reduces the task
of checking instances u; € R for alli € [m] to the task of
checking a new instance u in R

A folding scheme must be complete and knowledge-sound (see
Appendix A.4 for formal definitions). As discussed in [45], fold-
ing schemes are particularly well-suited for generating zk-SNARK
proofs of computations with repeated structure. Prior works [7,
26, 76] use folding schemes to build efficient SNARK provers for
real-world computations.

3 Threat model

In the C2PA setting, media produced by a camera is signed using
a certified key embedded in the camera. We follow the design of
C2PA and assume that the camera is part of the root of trust: the
attacker cannot extract the private key nor cause the camera to
sign media it did not authentically record.

In the setting of our paper, we add the following parties: a verifier,
an editor/prover, and two optional parties: an untrusted assistant
server, to handle some cryptographic computations for the cam-
era, and a transparency server that allows clients to verify videos
without the cost of verifying the proofs themselves.

A verifier wants to check that a public edited video is the re-
sult of applying some public transformation to an original signed
video (cropping, blurring, resizing, etc.). These transformations are
selected and performed by the editor who wishes to keep the origi-
nal unedited signed video confidential. The edits are authenticated
with a proof possibly produced by a distinct proving party. The
editor/prover is untrusted and may try to alter the video content
beyond the claimed edits.

The untrusted assistant server computes a polynomial commit-
ment (PCS) to any data it receives (e.g., a video). Our camera can
offload PCS computations to this untrusted server, but must verify
that the result was computed correctly. We develop protocols for
this in Section 7.2.

Finally, the transparency server acts as a transparency log and
records the following data for each video: (i) the hash of a (lossily

compressed) edited video, (ii) the corresponding losslessly com-
pressed edited videos, (iii) the editing proof proving that the lossless
edited video is the result of applying the claimed edits to a C2PA-
signed video, and (iv) a list of signatures and identities of verifiers
who verified the editing proof. Other verifiers can choose to trust an
edited video if the transparency log entry for this video (identified
by its hash) contains sufficiently many signatures by trusted parties
saying that they verified the editing proof. This greatly reduces the
number of verifiers who need to verify the proof for themselves.
We stress that a verifier who verifies the editing proof must also
certify that errors introduced into the edited video due to lossy
compression do not change the semantics of the edited video. They
do so by visually comparing the lossless edited video stored on the
transparency log with the lossy compressed edited video that is
distributed to clients.

3.1 Out of scope threats

We now briefly cover some out-of-scope threats, and refer the
reader to [24] for a broader discussion. First, C2PA keys may be
improperly issued or stolen. The C2PA specification has provisions
for revocation and some deployments use TEEs to secure keys,
though key extraction attacks cannot be ruled out. More work is
needed here, but this is an orthogonal problem to generating proofs
of video edits. A related, out of scope, problem is picture-of-picture
attacks, where a genuine camera films a scene rendered on a display.
We note that attacks and defenses to these attacks are the subject
of active work [56].

We also do not consider adversarial ML attacks [33, 48] where
C2PA video, processed with zk-Cinema, is edited specifically to
deceive an ML algorithm consuming the final media. For instance,
an attacker might try to leverage the small discrepancy our system
permits in some cases between captured and edited media to inject
adversarial noise. We leave a deeper exploration of ML-focused
adversarial attacks to future work (see Section 11).

Finally, while crucial for comprehensive media verification, this
paper does not consider end-to-end verification for audio embed-
ded in the video. Authenticating audio manipulations introduces
a distinct set of technical challenges and domain expertise, which
requires its own dedicated investigation beyond the scope of this

paper.

4 System design

This section describes our proposed high-level system design. Fig-
ure 1 gives an end-to-end flow for the system. Figure 2 details the
prover’s internal workflow. We now describe the work performed
by each party in the system.

Camera: After capture, the camera sends the raw video Vj to
an assistant server to verifiably obtain a polynomial commitment
C using the technique of Section 7.2. The camera then signs the
polynomial commitment and (C, o) serves as a signature for Vj.

Assistant: The assistant is a stateless (powerful) helper which
merely computes commitments and openings for any video it re-
ceives, as described in Section 7.2.

Editor: The editor decides which editing operations to apply to
the video, produces an edited video, and sends the edited video V;
and a specification of edits performed to the prover.
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Figure 1: End-to-end workflow for the zk-Cinema pipeline.
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Figure 2: The prover’s internal workflow

Prover: These steps are described in Figure 2.

(a) Decompose (Vy, V1) into two sequences of frames.

(b) For every pair of frames at the same point in the original/edited
videos, generate a witness for a NeutronNova instance proof
for that frame, and a commitment to this witness for folding.
Each circuit shows that: (1) the sequence of edits transforms
the original frame i into the final frame i’, and (2) the signature
verification work for this frame was performed correctly.

(c) Use the NeutronNova folding scheme to fold all the folding
instances into a single proof, producing a proof 7 attesting
that all frames of V; follow from Vj exactly as claimed.

Verifier/Auditor: On edited clip Vi and proof 7, the verifier:

(a) Decomposes V7,

(b) Derives the public inputs expected by the circuit

(c) Runs the SNARK verifier and accepts iff the check succeeds.

(d) (Optionally) Posts the result of verification to a public log.
Low-power verifiers can audit this log instead.

5 Proving video transformations

In this section, we explain our approach for generating proofs that
certain edits were made to the frames of a video. We first discuss
how to express common video operations as matrix multiplications.
As mentioned previously, many of the allowable edits, as defined
by the Associated Press [3], can be expressed as matrix multipli-
cations or redactions, meaning the approaches of this paper are
enough to express many relevant video edits. We then show how

to efficiently verify these matrix multiplications in a SNARK cir-
cuit using a variant of Freivald’s algorithm. Lastly, we generalize
Freivald’s algorithm to work with order-3 tensors rather than ma-
trices, and show how to “batch” multiple proofs together so the
cost for verifying a video edit to multiple frames is much less than
verifying a video edit for each frame individually. We discuss how
these algorithms relate to prior work in Section 10.

5.1 Expressing image transformations as matrix
multiplications

In this section, we recall a fact from image processing: common
image transformations are based on linear operations and thus can
be expressed in terms of matrix multiplications of pixel values. This
observation is also made in the concurrent work [35].

A common task in image processing is computing a convolution
of the pixels of an image with a fixed kernel (as occurs in blurring or
sharpening). The pixel at position x, y in the image f after a discrete
convolution with the 2-dimensional kernel w can be expressed
as: ¥4 Z?:_b wi,j fx—i,y-j- Pixels typically have 3 or 4 color
channels, and this convolution would be performed separately for
each color channel of the image.

Common kernels are separable, meaning that they can be writ-
ten as the product of two simpler kernels, typically the outer product
of 1-dimensional kernels. As a running example, we consider blur-
ring, where the value of each channel of a pixel of an image is set to
the weighted average of the pixels in a rectangular neighborhood
around that pixel. For example, the following is a simple kernel that
averages a pixel’s 9 neighbors?:

1/3
1/3| x [1/3

[
1/3 1/3]=-|1 1 1 (1)
1/3 ’ 11

Separability allows for more efficient implementations of these
convolutions: 1-dimensional convolutions can be applied to the
rows of an image and then the columns, which is more efficient than
convolution with a 2-dimensional kernel. Libraries like FFmpeg use
this approach to improve performance [32].

Applying a convolution to the rows or columns of an image can
be expressed in terms of matrix multiplication. For example, for the
kernel from (1), “vertically blurring” the columns of an image of
height n can be implemented by left-multiplying a matrix of image
pixels of one color channel (arranged in the natural way) by the
following n X n matrix>:

1/3 1/3 1/3 0
0 1/3 1/3 1/3
0 0 1/3 1/3 ... @

Mylur,n =
Tl 0 0 1/3

Blurring the rows of an image can be done via a right multiplication
by a similar matrix M)y, SO We can express blurring an m x n
image 7 as:

]i)lurred = Mblur,m x I x Mblur,n
This is the avgblur kernel in FFmpeg [49] with radius 1.

3In this example, we are handling blurring pixels around the edges in the simplest
way, though other approaches exist.



This same approach can be used to express image resizing, sharp-
ening and a more complicated “Gaussian blur” as matrix operations.
In a Gaussian blur that blurs a neighborhood of n X n pixels (n is 61
in our implementation?), the values of the vertical kernel and the
horizontal kernel are vectors containing the weights of a discrete
Gaussian with a properly chosen standard deviation [74].

Image resizing can be similarly expressed in terms of matrix
multiplication, though it is not exactly a convolution. In particular,
a commonly used resizing approach, called bilinear resizing, first
resizes a frame along rows and then columns [54]. Every pixel in
the resulting image is a linear combination of pixels in the original
image. Thus, resizing can also be expressed as a matrix multipli-
cation. Overall, we can reduce any image transformation that can
be expressed as a convolution with a separable kernel, as well as a
resizing transformation, into left- and right-matrix multiplications.

5.2 Two-sided Freivald’s Algorithm

Given a video transformation represented as a sequence of ma-
trix multiplications, we next discuss how to verify such matrix
multiplications in a SNARK circuit. We recall a variant® of the clas-
sic Freivald’s Algorithm [29] which is a randomized protocol for
verifying matrix multiplication.

In Freivald’s Algorithm, the verifier is given matrices A, B, and
a claimed product C. For exposition, let the matrices be in F"*",
To verify their product, the verifier samples a uniformly random
vector r € F", computes (rTA)B and rTC, and checks that these
are equal. The verifier’s checks take O(n?) time, which is faster
than the O(n?37) time it would take to compute AB directly. The
protocol is complete and sound with soundness error 1/|F|.

Now, consider using Freivald’s algorithm inside of a zk-SNARK
circuit. We can further optimize Freivald’s Algorithm in the context
of zero-knowledge proofs when the matrix A is public. The circuit
inside a zk-SNARK can compute (rTA)B, rTC, and check their
equality. However, rT A can be computed outside the circuit and
passed in as a public input. This is because r A is defined over
public data so that the verifier can compute this value on its own.
This removes a matrix-vector product from the circuit, decreasing
prover work at the cost of an out-of-circuit matrix-vector product
for the prover and verifier.

For n X n matrices, this variant of Freivald’s Algorithm requires
one out-of-circuit matrix-vector product for the prover and veri-
fier (for rT A), and 2 in-circuit matrix-vector products (to compute
(rTA)B and rT0C).

Two-sided Freivald’s. We observe that Freivald’s Algorithm
can be extended to simultaneously verify a left- and right-matrix
multiplication, as is needed for verifying a separable filter. Con-
sider verifying a product ABC = D using the following verification
algorithm:

4At the default standard deviation setting in FFmpeg, a radius of 30 is where the
contributions of pixels no longer become significant.
SThis variant left-multiplies by r rather than a right-multiplication.

. . . AEmem, BE]FmX",
2SidedFreivaldsVerify
CeRrxn, DeFmxn
1: re«sF™ s«sF"
2: Compute rTA, Cs
3: return (rT A)B(Cs) == rT Ds

THEOREM 5.1. The two-sided Freivald verifier is complete and
sound with soundness error 2/ |F|.

To prove the theorem, suppose that D = ABC + A for some non-
zero matrix A € F™*" Because the kernel of a non-zero matrix A
contains at most |F|"~! vectors we know that Prg[A-s = 0] < 1/|H|.
By the union bound it follows that Pr, s [rT -A-s = 0] < 2/|F|, which
gives an upper bound on the soundness error. If the matrices are
defined over a small field F, the checks in the two-sided Freivald’s
verifier should be iterated or performed in an extension field to
achieve an adequate security level.

This two-sided verification approach is considerably more ef-
ficient than verifying that ABC = D by running the standard
Freivald’s Algorithm twice, since computing (rTA)B(Cs) and rT Ds
requires two matrix-vector products and two inner products, rather
than four matrix-vector products.

Now once again, consider applying this algorithm in a zZk-SNARK
context. As before, when A and C are public matrices, the quantities
rTA and Cs can be computed outside of the SNARK circuit and
passed in as public inputs. This approach does not obviously yield a
succinct verifier, since the verifier must compute rT A and Cs, which
takes time linear in the size of the matrices A and C. However, in our
use case, where A, C represent the application of a small separable
kernel to an image, these matrices are sparse, so computing these
products takes linear time in the width/height of the image (and
thus proportional to the square root of the image size), yielding a
sublinear verifier.

Some common video edits involve floating point arithmetic. We
opted to represent these operations using fixed point arithmetic,
and we defer discussion of considerations around implementing
fixed point arithmetic in this context to Section G. This includes
rounding, which is also an important part of the transformations
we implement.

5.3 Freivald’s algorithm for tensors

Our goal is to apply the verification algorithms developed so far
to video transformations. Since a video consists of a sequence of
multiple frames (images), our prover will be applying the same
transformation, such as resizing, to many frames at once. In this
section, we show how to batch-verify many transformations at once:
when verifying a transformation that is applied to k consecutive
frames, our batching scheme decreases the verifier’s work by a
factor of k, and also decreases the prover’s work. This can be viewed
as a generalization of Freivald’s algorithm to a mode i product
between an order 3 tensor and a matrix.

Consider a sequence of frames Fy, Fy, . . ., Fi, to which we want
to apply the transformation matrices Ajeft.Arignt to get the edited
frames:

AleftF1Arights AleftF2Arights - - > AleftFkAright-



Now, consider applying the algorithm 2SidedFreivaldsVerify using
the same randomness r, s for all k matrix products. Repeating the
security analysis of Section 5.2, this achieves a soundness loss of
2k/|F|. When sharing the same randomness r, s across multiple
instances, we call this approach “batched Freivald’s Algorithm."

When implementing batched Freivald’s Algorithm to verify k
convolutions in a zk-SNARK, the prover can commit to less data: it
can commit to the vectors r, s, rTA, As once, rather than doing so k
separate times. More interestingly, the verifier only needs to derive
random challenges r, s and compute the matrix vector products rTA
and As outside of the circuit once, rather than k times. This means
that this “batched Freivald’s” approach decreases the verifier’s work
by a factor of k when verifying k convolutions.

This “batched Freivald’s algorithm” can be viewed as applying
Freivald’s algorithm to a mode i product between a third-order
tensor and a matrix. For the purposes of this discussion, we are
viewing tensors in the sense of machine learning, where they are
an arbitrary-dimensional generalization of matrices [61]. This type
of product is one way to generalize matrix multiplication to these
higher-order tensors. In particular, a third-order tensor is a three-
dimensional array of numbers. The mode i product interprets this
tensor as a “stack” of matrices along axis i, and multiplies each
matrix in the stack by the same matrix. We can further generalize
Freivald’s algorithm to verify mode i products between tensors of
arbitrary order (with the soundness analysis changing appropri-
ately). We describe this generalization in Appendix B.

6 Video-specific optimizations and a
SNARK-friendly video representation

Previous works that build SNARK circuits for editing photos/videos
either completely avoid in-circuit compression (as with all papers
on image editing that we are aware of) or run (parts of) a traditional
compression algorithm in-circuit. While compressing photo/video
is obviously useful for reducing storage/networking costs, it does
not lead to reductions in prover work/circuit size in a SNARK con-
text. This is because the running time of SNARK provers generally
scales in the size of the computation proved. Thus, the work re-
quired to produce a proof for circuits that run traditional compres-
sion algorithms will be proportional to the size of the uncompressed
video.

We propose the concept of sFvRr, or SNARK-Friendly Video Rep-
resentation. An SFVR is a way to represent a video that decreases
the work required to process the video in a SNARK circuit. With a
suitable SFVR, the work required to produce a proof of video edits
is no longer proportional to the uncompressed size of a video. We
now suggest a simple SFVR for our system.

Traditional video compression takes advantage of the fact that
consecutive frames of video often share a lot of redundancy. Many
pixels in a video don’t change between subsequent frames or don’t
change by very much. Furthermore, blocks of pixels may move
as groups. Many techniques in traditional video compression are
hard to translate to a zk-SNARK context because of their usage
of conditional operations and other operations that are hard to
translate into circuit form.

However, the basic ideas of video compression can be translated
to circuits to obtain an sFvR. Consider a pair of subsequent frames

in a video, Fy, F;. For simplicity, let the frames be 2-dimensional
matrices (i.e. grayscale values), though this naturally extends to
frames with multiple color channels. Let F; = Fy+A. When Fj, F; are
similar (as is common in many realistic videos), A is likely to have
low Hamming weight (most pixels don’t change between Fy, Fy, so
A has many 0 entries) and A is likely to have low /1 norm (the pixels
that do change don’t change by very much). These are common
properties of real-world videos, which we validate in Section 9.2.

The types of video editing operations explored in this paper
(redactions and convolutions) are compatible with our srFvr. Con-
sider applying a convolution to F;. We find that

AleftF1Aright = Aleft (Fo + A)Aright = Aleft FoAright + Aleft Mright

Looking at the equation, we can see that the edited F; can be
computed from editing Fo, and applying Ajeft, Aright to A. When A
has a low Iy norm, computing Ajef; AAyight is much cheaper than
computing a transformation of F; in-circuit, and the zk-SNARK
can just output the change in pixels between the edited versions of
frame Fy and F;. By handling A instead of F, the editing circuit no
longer has to deal with the full uncompressed form of some frames.
Redaction operations which replace redacted regions with 0 values
are also linear [35], and this technique applies to them too.

Our implementation can also take advantage of A having low [y
norm. We implemented our circuits using the NeutronNova fold-
ing scheme [44, 64], which uses elliptic curve-based polynomial
commitment schemes (specifically HyperKZG [15] in our imple-
mentation). Elliptic curve-based polynomial commitment schemes
are faster for values with short bit lengths [9, 12], so our system can
take advantage of small [; differences between subsequent frames.

To be more concrete about our proposed algorithm, we propose
that when signing and compressing a video, as cameras already do,
they can sign the “deltas” (or differences) between pairs of close
frames. These “deltas" serve as our SFvR. When generating a proof
of some video transformation, a prover can either generate a proof
that they edited a frame in its uncompressed form, or a proof that
they applied some edit to the SFVr (i.e., the difference between two
frames). For these sFVR proofs, the verifier verifies both the proof
and that the difference between the two corresponding frames in
the output video is as expected. To implement an SFVR proof, we
take A in a sparse matrix representation (e.g., a list of nonzero values
and their indices). To compute the edited form of A for convolution-
style editing operations, we apply Freivald’s algorithm with sparse
matrix multiplication. This approach is most efficient when the
transformed form of A is also sparse (or small), which happens for
many real-world videos. We describe the exact algorithm imple-
mented and some other practical implementation considerations
in Appendix C. For instance, implementing a sparse matrix-vector
product requires read/write and read-only memory accesses in a
zk-SNARK, and we describe an optimization to decrease the number
of more expensive read/write memory accesses.

It is also possible to decrease the [y, [; norms of a video at capture-
time to make a video more SNARK-friendly for our srFvk. When
experimenting with our test videos, we found that most of the pixels
that changed between subsequent frames only changed by one bit.
These values can generally be safely changed without affecting the
perceptual quality of a video. We propose compressing video to
“smooth” it by reducing one bit changes between subsequent frames.



By removing one-bit (or small) changes between subsequent frames
of a video, a video compression scheme can force subsequent frames
of a video to have lower norm, which means our SFvR consists of
even sparser A matrices and that the prover is even more efficient.

7 Verifying externally committed data

Recall that verifying video edits requires verifying two independent
statements: (i) that the public edited video is the result of applying
the specified transformation to an unedited original video (provided
as witness data), and (ii) that the unedited original video has a valid
signature, such as a C2PA signature. In the previous two sections
we looked at how to check (i) efficiently. In this section we return
to the problem of checking (ii). Naively, checking that the original
unedited video is properly signed requires the SNARK circuit to
hash the unedited video and then verify a signature on the hash.
Due to the large size of video files, hashing the video makes the
SNARK circuit prohibitively large, which motivates the problem of
more efficiently verifying that witness data is properly signed.

To formalize the problem, let the video transformation be rep-
resented as a relation R(x,w) C X X W, where w represents the
private, unedited video, and x represents the public edited video
along with other public outputs. The relation holds whenever x is
the result of applying the claimed transformation to w.

Let us augment the relation R by adding a requirement that w
is properly signed. That is, let us define an augmented instance-
witness relation R’ as:

R = {((x,pk, com,0), (w,r)) : R(x,w) =1A
®3)

V(pk,com,0) =1 A com = Commit(w,r) }

Here com = Commit(w, r) is a hiding and binding commitment
to w using randomness r, and V(- -, ) is a signature verification
algorithm. We assume that pk includes a certificate and that V
also checks this certificate to ensure that pk is a properly certified
public key. This R’ ensures that R(x, w) holds and that a public
commitment to w is properly signed.

VerITAS [24] showed how to prove R’ with a SNARK circuit
that is almost the same size as the SNARK circuit for R. Since ver-
ifying the signature can be done outside of the SNARK circuit —
the verifier can compute V(pk, com, o) itself — the expensive step
in verifying R’ is verifying that com = Commit(w, r) and VerITAS
shows how to do that essentially for free. To do so, they set the
signed commitment com to be a commitment to a univariate poly-
nomial that encodes w. Now verifying that com = Commit(w, r)
can be integrated cheaply into the Plonk verifier. While this works
well, this approach is limited to the Plonk proof system, and is only
feasible for computationally powerful signers (like a generative
Al company) because it requires the signer to commit to a high-
degree polynomial, which is too costly for a mobile device such as
a camera.

In this section we:

e generalize VerITAS’s approach for proving R’ to other proof
systems,
e eliminate the need for a computationally powerful signer,

o and extend the scheme to support redaction operations, such
as cropping or trimming a video. We still use signed polyno-
mial commitments, but no longer require a tight coupling
with the underlying proof system.

A core component of these proof techniques is an encoding of the
witness w as a polynomial. We will use encodings that are either uni-
variate or multilinear polynomials. We review standard approaches
for encoding data as a polynomial and evaluating the resulting poly-
nomial in Appendix D. For example, a common approach to encode
a message m € F" as a degree n — 1 polynomial is to interpolate
a polynomial that evaluates to m’s entries at a predefined set of n
points in the domain of the polynomial.

7.1 Verifying signed polynomial commitments

We begin by generalizing VerITAS’s approach for authenticating
data beyond the Plonk proof system. Specifically, we work with
SNARK proof systems that are the result of applying the Fiat-Shamir
transform to an interactive protocol. These types of proof systems
allow their circuits to have access to random challenges generated
after the prover commits to its witness. Many proof systems support
such features, as reviewed in Appendix E.

As before, let R(x,w) be an instance-witness relation imple-
mented by an arithmetic circuit C. Let g be a polynomial rep-
resenting the witness w, as in Appendix D, and let ¢ be a sig-
nature on a commitment to g. We aim to build a proof system
for the relation R’ from (3) where Commit(w, r) is replaced with
PCS.Commit(pp, g, r), for some public parameters pp. We assume
that PCS is a hiding and zero-knowledge PCS, as in Appendix A.2.

Let us show how to augment a proof system for R(x, w) to
obtain a proof system II’ for R’. Recall that the circuit C is an
implementation of R, that is C(x, w) = 1 if and only if (x,w) € R.
The proof system I1” is defined as follows.

e First, the circuit C(x, w) is augmented to a circuit C’(x, y, z, w)
with two additional inputs y, z € F. The circuit C”:

(1) runs b « C(x,w),

(2) evaluates y’ « g(z) where g is a polynomial that encodes w.
This can be done in linear time using polynomial interpolation
to evaluate the polynomial g defined by w at the point z.

The circuit C’ accepts if b = 1 and y = y’. Note that the resulting

circuit C’ is only marginally larger than C. We will use a proof

system for C’.

e An honest prover, given an instance-witness pair for R’, com-
putes the commitment com to w, and uses the Fiat-Shamir hash
function applied to the public instance to derive a random chal-
lenge z € F. It then generates a PCS proof 7, that g(z) = y. It
outputs the final proof as

7= (7¢r, Tg, y)

where ¢/ is a zk-SNARK proof that C’ (x, y, z, w) accepts. That
is, ((x, Y, 2), w) is a valid instance-witness pair for the relation
defined by C’. Note that the complete proof sent to the end user
who is verifying authenticity of the video is

7’ := (r, pk, com, o)

e The verifier verifies ((x, pk, com, o), 7r) as follows: it derives the
Fiat-Shamir challenge z, checks the proof ¢/ with respect to



the public instance (x, y, z), checks the proof g with respect to
the public PCS instance (pp, com, z,y), checks the signature o
on com, and accepts if all these checks succeed.

THEOREM 7.1. The proof system I’ for R” defined above is com-
plete, knowledge sound, and zero-knowledge, assuming |w|/|F| is
negligible, the proof system for C’ is a secure zk-SNARK, and the
polynomial commitment scheme is hiding and evaluation binding.

The knowledge soundness of I1” follows from the fact that an ex-
tractor for I1” is obtained from an extractor for the proof system for
C’. That extractor outputs some witness w so that C’(x, y, z, w) = 1.
This means that (i) R(x, w) holds, and (ii) y = g’ (z), where ¢’ is a
polynomial that encodes w. It remains to argue that com is a com-
mitment to this g’ (and is therefore a commitment to w). Since the
PCS proof 74 is a valid proof, we know that com is a commitment
to a polynomial g that satisfies y = g(z). Therefore, ¢’ (z) = g(z).
But since |w|/|F| is negligible, and z is randomly chosen based on
a commitment to g, it follows that g = g’ w.h.p., as required.

The zero-knowledge property follows immediately from the zero-
knowledge property of the zk-SNARK for C’ and the fact that the
PCS is hiding.

Our proof system has relatively low costs. The only in-circuit cost
for this scheme that scales linearly in the length of w is evaluating
g(z) in-circuit. However, this evaluation is concretely cheap, costing
1-3 multiplications per entry of w for common encodings of w as a
polynomial.

The technique presented in this section lets us verify the relation
R’ from (3) with a small increase to the circuit size due to the
polynomial interpolation. In comparison, VerITAS’s Plonk-specific
approach requires almost no increase in circuit size. In Appendix E.1,
we show that the VerITAS approach to authenticating data applies
equally well to the Spartan proof system [63] at nearly zero cost to
the SNARK circuit size.

We note that our definition of relation (3) is closely related to a
Commit-and-Prove SNARK, where we additionally require a signa-
ture verification. Proof systems that can show that some values used
in their circuits are consistent with a previously computed com-
mitment are called Commit-and-Prove systems. In other contexts,
similar methods have also been called “outer commitments” [7], or
“precommitted data” [64]. This section’s approach primarily differs
from previous works in that it does not require a tight coupling
with the underlying proof system. We discuss some more related
approaches in Appendix E.

7.2 Outsourcing polynomial commitments

The signed polynomial commitment approach of VerITAS [24] is
limited to computationally powerful signers, because computing
polynomial commitments is concretely expensive. However, we
show that polynomial commitments have a desirable property for
low power devices like cameras: computing a polynomial commit-
ment can be verifiably outsourced to an untrusted assistant who
sees the full unedited video.

Figure 3 shows our outsourcing protocol. The signer (the cam-
era) asks the assistant (a powerful server) to compute a polynomial
commitment. After the signer receives a claimed polynomial com-
mitment, the signer asks the assistant to produce an opening proof

Signer (pp) Assistant(pp)

f e F[X]="
x —F

y—feo_ S

r«sF

com com « PCS.Commit(pp, f,r)
P

X
-

y < fx)
(71-’ Y, r) (7[’ y) — PCS.Open(pp, f’ X, r)
- -

be—(y=y)
b’ « PCS.Verify(pp, com, x, y, 7r)
assert b A D’

Figure 3: A protocol enabling a weak signer, who has a poly-
nomial f(X), to verifiably outsource computing the PCS com-
mitment to f to an untrusted assistant.

for the polynomial commitment at a random point. The signer lo-
cally computes the evaluation and checks that the opening proof
is valid and agrees with this local evaluation. Because polynomial
evaluation only requires field operations, it is concretely cheap, and
thus the signer’s work in the outsourcing protocol is substantially
smaller than the work required to compute the commitment. This
idea is similar to the idea of the assistant in Quarks [65], where an
untrusted assistant verifies the preprocessing for an R1CS instance
by interpolating a polynomial and verifying some opening proofs.
When the signer is a camera, the polynomial f is as large as the
video being signed, which leads to potential bandwidth concerns.
We address this by having the camera sample the challenge point
x and compute f(x) before beginning communication with the
server. Assuming the camera securely stores the pair (x, f(x)), the
camera no longer needs access to the original raw f to complete
the protocol. Hence, transmitting f can be done by even physically
transferring the camera’s memory card to the assistant.

THEOREM 7.2. The protocol in Figure 3 is a secure outsourcing
protocol provided that the PCS has evaluation binding and deg(f)/|F|
is negligible.

We prove the theorem in Appendix ]. At a high level, this is
secure when the field F is sufficiently large because the Schwartz-
Zippel Lemma and the security of PCS guarantee that y’ = y only
holds with negligible probability if com was not honestly computed.

Our approach works the same way for outsourced commitment
to a multilinear polynomial. In this case, a multilinear polyno-
mial commitment scheme is used, and the scheme works with
[log n] = ¢-variate multilinear polynomials. In the multilinear con-
text, outsourcing a commitment to an ¢-variate polynomial incurs
additional soundness loss of ﬁ (rather than ﬁ) and the analysis
of the protocol is otherwise the same.



Finally, we briefly mention another variant for computing KZG
commitments [41] on the camera, without the help of an assistant.
As mentioned previously, we assume that the camera signing a
video has a secure element that can store a secret signing key.
We propose that the camera’s trusted hardware stores the secret
exponent 7 which is the “toxic waste” generated as part of a KZG
trusted setup. This 7 would be unique per camera for security. By
storing this 7, the camera can compute the polynomial commitment
to a polynomial f by computing f(7) in trusted hardware, entirely
using only field operations. To produce a KZG commitment, the
camera only needs to perform one group exponentiation to produce
a polynomial commitment to f.

7.3 Efficiently proving redaction

A video is a sequence of frames, say at a rate of thirty frames per sec-
ond. By video redaction we mean removing a subset of the frames
from a video. To prove that redaction was done correctly, one can
use Merkle tree-based redactable signatures [39, 67]. This approach
is also currently being explored by the C2PA standard [21]. These
schemes enable one to efficiently derive a valid signature on a
redacted video from a signature on the original video. However,
usually the video editor does not only redact a video, but does
multiple edits to the video, such as blurring, resizing, and redac-
tion. To prove that blurring and resizing were done correctly on
a properly signed video, the polynomial commitment (PCS) tech-
niques used in the previous sections, where one commits to the
original unedited video using a PCS decrease the work for a SNARK
prover [24, 35]. In Appendix I, we show that if one commits to
the original unedited video using a PCS, then redaction can also
be efficiently proved using the polynomial commitment. In other
words, PCS-based signatures already support redaction, and they
can already be used to prove redactions to a video without using
another form of traditional redactable signature.

8 Proof system choice and implementation

We used the NeutronNova [44] high-arity folding scheme as imple-
mented in Microsoft’s Spartan2/vega-prover library [64] as the
proof system for our overall implementation. We made this choice
because folding schemes are particularly well-suited to generat-
ing SNARK proofs of computations with repeated structure like
video editing, where the same editing operation is applied to many
frames. Furthermore, NeutronNova’s prover is relatively easy to
parallelize efficiently, as we found in our experiments. While other
high-arity folding schemes exist (e.g., Symphony [19]), we chose
NeutronNova for its relatively mature implementation.

To scale our implementation of high-arity folding, we made a
variety of modifications to the initial NeutronNova implementa-
tion. Most notably, we used the approach of Scribe [13] to scale the
number of instances folded. Scribe describes an approach that the
authors call “Read-Write Streaming”, where the state of a SNARK
prover is stored on solid-state storage, rather than RAM, allowing
the prover to scale to larger problem instances. We adapt their ap-
proach to the NeutronNova proof system (though most of our adap-
tations also apply to uniform instances of the Spartan protocol [9,
§7]), which requires some nontrivial modifications to their algo-
rithms. Furthermore, we show that some additional optimizations

to Scribe’s algorithms are possible when applied to NeutronNova,
which allows for fewer streaming passes to be made over the wit-
ness data stored in persistent storage, leading to further efficiency
gains.

On a hardware level, we show that using high-performance
storage, such as a striped storage array, combined with our opti-
mizations to Scribe’s algorithms allows for the approach of Scribe to
scale to more parallel threads than are used in Scribe’s experiments.
We also made some lower-level optimizations, such as tuning the
library’s initial prover implementation to be more parallelized, and
switching the underlying polynomial commitment scheme from
Hyrax [71] to HyperKZG [15]. These optimizations, while lower-
level, lead to meaningful improvements in prover throughput. The
details of these optimizations are described in Appendix H. We defer
the details since they require more context about the details of Neu-
tronNova and Scribe. As shown by our benchmarks in Section 9.4,
these led to a proof system with strong performance characteristics.

Our use of NeutronNova represents a different use of folding
schemes from prior work [76] that enables more efficient verifica-
tion of proofs. Eva uses folding in a traditional manner and performs
many recursive folding operations. Each folded instance of a proof
in Eva generates part of the final edited video, but only the final
proof in a chain of folding instances can output a public value. To
deal with this, Eva requires the folded step circuit to evaluate a
SNARK-friendly hash of a chunk of the output video in each in-
stance. Eva’s SNARK outputs a final hash chain of the output video
to cryptographically bind the output of the SNARK to the video a
user sees. This also requires the verifier of an Eva proof to apply
a SNARK-friendly hash in plain computation. This takes nearly
twice as long as watching an input video, even on a 16-core CPU,
as can be seen in Eva’s evaluations (see Table 5 in [76]). In our
implementation of NeutronNova, the folding scheme only applies
one folding operation. As implemented in Microsoft’s library, each
folded circuit instance can have a public output. This means that
the output video from the circuits does not need to be hashed with
a SNARK-friendly hash by prover or verifier. Instead, the work for
the verifier in our scheme is much more hardware-friendly, requir-
ing the verifier to evaluate a hardware-friendly hash of the output
video, as well as the multilinear extension(s) of the output video, i.e.
the standard work applied to a circuit’s public outputs in sumcheck
based SNARKS [69]. This is close to the verification procedure of
HyperVerITAS. We make one additional change, which is similar
to an optimization in VIMz [26]. The approach of HyperVerITAS
outputs one field element per byte of the output video. Instead,
our circuit “packs” the output bytes of the final video into field
elements.® This concretely decreases the verifier work by a large
factor, decreasing the hashing and multilinear interpolation work.”

9 Experiments

We next turn to our performance experiments. We evaluate the
performance of our per-frame optimizations, the benefit of our
SNARK-friendly video representation, the impact of our signature
verification optimizations, and the performance of our optimized

®0f course, this requires range checking bytes before doing so.
7In our system, this is about 30, since about 30 bytes fit into a BN254 scalar field
element.



NeutronNova prover. We conclude with overall system performance
and comparison to prior work.

Our large-scale video editing experiments were run on a 64-core
server with 512 GB of RAM® running an AMD EPYC 7763 CPU from
2021 with access to 5.4 TB of striped solid-state storage. For smaller-
scale experiments, we used an M3 MacBook Air with 16 GB of mem-
ory. We used the NeutronNova proof system as implemented in the
vega-prover repository [64] with the bellpepper frontend as the
base for implementing the circuits for our final experiments, and
Scribe’s [13] implementation of file-backed vectors/serialization for
streaming-based modifications to NeutronNova. For other smaller-
scale experiments with authenticating data/implementing editing
operations, we used Plonky3 [59], Noir/Barretenberg [10, 11] and
arkworks [8]. Our implementation of our core system involved
~2000 lines of modifications to NeutronNova/Scribe’s code, ~4000
lines of code specifying new circuits and ~4000 lines of support-
ing code. We also wrote ~6000 lines of supporting code for the
other experiments in this section. The code and data sources for all
experiments are available in our repository [30].

9.1 Per-frame benchmarks

First, we benchmark the approach of Section 5.2 for applying a con-
volution to a 2-dimensional matrix (equivalently, applying some
edit to a channel of a video frame). We compare it against a baseline
“naive approach,’ in which a circuit directly implements a convo-
lution by taking linear combinations of values in the matrix. This
baseline approach is equivalent to the approaches of works like
VerITAS [24] or VIMz [26].

We compare the performance of the two approaches for proving
a convolution of a single matrix and show the results in Table 1. We
implemented the convolution algorithms in Noir/Barretenberg [10,
11] as an example of a SNARK system that uses Plonkish arithmeti-
zation and in Spartan [63] as an example of a SNARK system that
uses R1CS arithmetization.

We chose a matrix size of 400x400 for the Noir benchmarks be-
cause the Noir compiler could not compile the circuits for the “naive
approach” for larger frames and kernel sizes. We chose a larger
size of 720x1280 for the Spartan benchmarks because the proof
system is faster than Noir, and this made the performance numbers
in this table the same order of magnitude. We benchmarked the
prover time for both proof systems. To compare these convolu-
tion operations to real image transformations, a 3x3 convolution
is comparable in complexity to a direct “average blur,” which is
the type of lower-quality blurring operation implemented in Ver-
ITAS/TilesProof and is comparable in complexity to the resizing
operation we implement. Our “Gaussian Blur” kernel combines a
region of 61x61 pixels (the high definition blur combines many
pixels to achieve its quality). For our Freivald’s Algorithm variant,
the proof generation time is constant with kernel size, though the
time to generate a witness and verifier computation (if using the
optimization from Section 5.2 when the matrix is public) increases
with kernel complexity.

Looking at Table 1, two-sided Freivald’s algorithm gives a 1.4-
9.5% speedup in prover time over the baseline methods for proving
convolutions at example sizes in Noir. The Noir compiler could

8We note that some of our experiments required fewer than 256 GB of RAM.

Naive alg. Freivald’s alg. Naive alg.  Freivald’s alg.

(Plonkish) (Plonkish) (R1CS) (R1CS)
Kernel Size ~ Prover time Prover Time ‘ Prover time Prover time
3X3 3.94s 2.81s 2.45s 4.76s
5X5 11.1s 2.81s 5.01s 4.76s
7X7 19.1s 2.81s 8.08s 4.76s
9X9 26.9s 2.81s 14.99s 4.76s

Table 1: Prover performance for proving a convolution of a
matrix as kernel size increases.

not compile the circuit for the “naive approach” applied to a 61x61
kernel, but we expect that the speedup factor for such a large
kernel would be proportionally larger. This speedup is expected,
since addition/linear combination operations are represented as
gates in Plonkish arithmetization, and wider linear combinations
increase the gate costs of these circuits.

For our Spartan implementation, the Freivald’s algorithm-based
approach only becomes faster for kernel sizes larger than 5x5,
though it can implement the convolutions for the two larger ker-
nel sizes 1.69-3.14x faster than the naive approach. Interestingly,
though the naive approach uses fewer constraints than the Freivald’s
algorithm approach (since linear combinations do not have gate
costs in R1CS), the costs of wide linear combinations eventually
outweigh the costs of having fewer constraints in a circuit.

We also compared how closely our implementations of video
editing operations matched those in FFmpeg, a standard video
editing program, on an example video. To our knowledge, no other
works make such a comparison. Our implementation of grayscaling
exactly matched FFmpeg’s output. Our implementation of image
resizing matched FFmpeg’s output for 80% of pixels, and the per-
pixel deviations between FFmpeg’s output and ours had magnitude
of at most 1. Our implementation of blurring matched FFmpeg’s
output for 96.4% of pixels, and the per-pixel deviations between
FFmpeg’s output and our circuit’s were at most 16.

9.2 Video representation benchmarks

In this section, we experiment with our video-specific techniques.
We implemented the sparse variant of Freivald’s algorithm intro-
duced by Section 6. It costs 12 constraints per nonzero entry of the
“delta” matrix. The core component of “sparse Freivald’s algorithm”
was implementing a sparse matrix-vector product. We describe
the optimizations needed to lower the cost of this operation in
Section C.

To give some example estimates of performance improvements
available from SFVR, we chose our implementation of the Gaussian
blurring editing operation. When including the other work per-
formed by our circuits (authentication and rounding), the sparse
variant of Freivald’s algorithm cost about 2.5X more per changed
pixel of the edited image than directly applying Freivald’s algo-
rithm, both in terms of gate cost and prover time. Thus, this sparse
approach is more efficient than directly implementing Freivald’s
algorithm for frames where less than 40% of pixels change between
subsequent frames.

We experimented with a small set of 13 freely available test
videos to estimate the redundancy in real-world videos. We describe



the test videos used in Appendix F. We analyzed the percentage
of pixels which changed between subsequent frames of the video.
For frames which changed by less than 40% of their pixels from the
previous frame, we recorded the percentage of changed pixels in
the frame, and estimated how much cheaper editing the frame with
our sparse Freivald’s algorithm approach would be. We also exper-
imented with a more realistic estimate, where the system could
use circuits to edit frames that change by 5%, 10% and 20% of their
pixels or less between subsequent frames. This estimate was more
realistic, since our implementation of NeutronNova can only fold
identical editing circuits. When integrating sFvr into our prover
architecture, we envision having a small number of NeutronNova
folding instances for combining editing circuits corresponding to
different thresholds of changes between frames for sFvR.

When performing these estimates for our sFvr approach, we
found that it can reduce the estimated prover time by 0.2-55.5%
for our batch of test videos, with an average reduction in esti-
mated prover time of 25.7%. For the more realistic deployment
scenario, where there were a small number of fixed circuits for
frames where less than 5%, 10% and 20% of pixels change from the
previous frame, we found an estimated reduction in prover time
of 0.1 — 45.7%, with an average reduction of 20.4%. Assuming
that changes of +1 in pixel values are imperceptible to humans,
and allowing for a camera to “smooth” these out when compress-
ing this video, the performance of this approach improves to an
estimated savings of 32.6% optimistically, and 24.6% realistically.
These experiments showed that this approach can reduce the prover
work for common videos. Our test videos which did not achieve a
very high estimated reduction in prover work were somewhat old
YouTube videos shot with a very shaky camera. The videos did not
have much redundancy, and better stabilization on modern cameras
would potentially improve these scores. These are promising results
that show that further developments in sFvR have the potential to
help scale zk-SNARKSs for video editing operations.

9.3 PCS-based signature benchmarks

Next, we look at the performance of the authentication schemes
proposed in Section 7. Figure 4 shows microbenchmarks for the
performance of a signer verifiably outsourcing the generation of
a polynomial commitment to a more powerful server from Sec-
tion 7.2. We benchmark evaluating the polynomial representing
a message, since this is the dominant component of the signer’s
running time. As a baseline, we compare against Plonky3’s Posei-
don [34] implementation, since Poseidon/Poseidon2 are the most
common SNARK-friendly hashes and Plonky3’s implementation
is well optimized. The different types of polynomial interpola-
tion are substantially faster than Poseidon (8.8-30x faster for the
largest benchmarked problem sizes), meaning our outsourced sig-
nature scheme is not only faster than computing a polynomial
commitment, but also faster than traditional SNARK-friendly hash-
ing schemes. Thus, outsourcing the computation of polynomial
commitments meaningfully decreases the computation a camera
must perform in our system. This is a notable improvement. For
example, Eva [76], which uses traditional SNARK-friendly hashing®
for authentication, quotes a running time of 166 seconds to hash a

9They use the Griffin hash, which is comparable to Poseidon2 in plain computation.
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Figure 4: Time to verify outsourced PCS computation. Posei-
don is the baseline signing method (i.e., no PCS). Horner’s
and Barycentric refer to methods to encode a video as a uni-
variate polynomial (in coefficients or evaluations form). MLE
refers to encoding the video as a multilinear polynomial.

Approach Constraints per F element.  Proving time (s)
Poseidon 132 348.5
Horner’s 1 0.696
Barycentric 2 33.67
MLE 3 32.86

Table 2: Comparison of in-circuit methods for evaluating a
polynomial derived from a message of 2!° F-elements.

2 minute video on a powerful desktop CPU as part of signing 1°,
longer than the running time of the video. This would likely take
much longer on a weak camera processor.

Next, we implemented the same type of polynomial evaluation
in a SNARK circuit, which is the main computation performed
in-circuit by our scheme from Section 7.1 and by the redactable sig-
natures of Section 7.3. We implemented verification for the scheme
of Section 7.1 in arkworks [8], specifically a version of Groth16
supporting random in-circuit challenges drawn from the Hekaton
project [60]. We show the relative performance of these approaches
in Table 2. These interpolation approaches are substantially cheaper
inside a circuit than applying Poseidon (at least 10 times faster in
prover time). The “Horner’s Rule” approach (encoding a message
in the coeflicients of a polynomial) was the most efficient way
of encoding a message as a polynomial for in-circuit evaluation.
We note that the per-constraint proving time heavily depended
on the structure of the R1CS instance, as well as the constraint
counts. Note that the exact constraint costs per F-element depend
on the Poseidon parameters used. We also give benchmarks for our
redaction schemes based on signed polynomial commitments in
Appendix 1.3.

OThey use slightly different approaches for hashing a video as part of signing, and
hashing a video for SNARK verification, which is why this number is faster than Eva’s
verification performance.



Proof System Version # Instances ~ Proof Time  Time per Instance

NeutronNova, RAM-based 128 circuits 155.1s 1211ms
NeutronNova, Streaming 128 circuits 181.3s 1416ms
NeutronNova, Streaming 256 circuits 302.8s 1182ms
NeutronNova, Streaming 512 circuits 528.3s 1031ms
NeutronNova, Streaming 1024 circuits 1047s 1022ms

Table 3: Comparing NeutronNova’s proving time for different
versions of the prover (streaming and non-streaming) and
different numbers of folded circuits with ~ 22° constraints.

9.4 NeutronNova benchmarks

In Table 3, we benchmark our Read-Write Streaming implemen-
tation of the NeutronNova folding scheme. Appendix H contains
more numbers and discussion of some lower-level optimizations
we made. In this section, we evaluate the overhead of our Read-
Write Streaming implementation over using a direct, in-memory
prover implementation. As mentioned previously, we used a striped
storage array as the backing storage for our implementation. As dis-
cussed in Appendix H, using a single NVMe SSD as in the original
Scribe paper could not scale to handling 64 concurrent threads for
a Read-Write Streaming prover, so we upgraded the Scribe library
to support a striped storage system. Table 3 gives the performance
of our NeutronNova prover for proving batches of circuits of differ-
ent sizes, and in different configurations (using RAM or external
storage to store its state). The RAM-based prover could not handle
batch sizes larger than 128 on our test machine. We also give a
time per instance proved to compare the throughput for differently-
sized batches. The circuit proven is an example video editing circuit
with about 223 constraints. As can be seen, when proving batches
of the same size, the streaming NeutronNova implementation is
about 17% slower than a RAM-based version, which is compara-
ble to Scribe’s overhead for large instance sizes. However, as the
batch size is increased, better parallelism and amortization of fixed
costs means that larger batch sizes actually achieve a higher prover
throughput (17-18% higher at the largest batch size of 1024) over a
non-streaming implementation. Somewhat surprisingly, this result
shows that this Read-Write streaming approach actually supports
higher prover throughput at larger batch sizes than a RAM-based
implementation, and (in some sense) has no overhead.

9.5 Overall performance

Lastly, we ran benchmarks for our overall system. We used our
streaming NeutronNova implementation to show that a video was
edited in a valid manner for each of our editing operations in 1 or
2 large folding instances. These circuits included authentication,
applying an editing operation,'! and outputting an edited video.
We showed that a 1280x720 pixel, 2-minute video at 30 frames per
second was edited correctly with various editing operations. We
implemented grayscaling (converting a color video to black and
white), masking (blacking out a part of a video), resizing (changing
the size of a video) and Gaussian blurring (a higher-quality blurring
operation). The last two operations make use of our optimized
Freivald’s algorithm based approach to video editing. We used the

This includes rounding pixels, if the relevant edit used fixed point arithmetic

Grayscale Mask Resize  Gaussian Blur.

Prover Time (s) 4494 4499 8530 11417
Verifier Time (s) 7.99 21.89 13.36 25.97
Peak Storage (TB) 1.711 1.734  2.568 5.136
Proof Size (kB) 6515 6515 16358 1795.4

Table 4: Performance for proving/verifying various editing
operations on a 2 minute, 720p video at 30 fps.

first test video from the benchmarks in Appendix F, cut down to 2
minutes for this purpose.

We give the various resource requirements for these operations
in Table 4. The running time of these operations varies from 1 hour
and 15 minutes to 3 hours and 10 minutes. In addition to prover
and verifier time, we give the peak storage usage for the streaming
prover, to show how much persistent storage was used to store
prover state.

We compare against the most relevant previous works in Table 5.
To compare performance across differently-sized images/videos, we
calculate the prover time per pixel, as in Eva [76]. For all prior works
which use CPU-based provers, we reran their code on our machine,
and chose one of their faster editing operations. For Eva, which uses
a GPU, we directly used their performance numbers. We compare
the performance of our Gaussian blurring implementation against
the performance of some relevant other systems. Gaussian blurring
is our slowest operation, but we chose it for its even comparison
against Eva. Our Gaussian blurring circuit uses the same number of
constraints per pixel as the Eva circuit we compare against (about
21). While our circuits do not handle video compression, the more
complicated Gaussian blurring operation uses almost exactly the
same number of constraints as Eva’s additional video compression
and authentication work.

Our system is substantially faster than prior CPU-based edit-
ing works. HyperVerITAS [35] has the closest performance to our
system. We note that HyperVerI TAS does not support arbitrary cir-
cuits, and rather builds custom instances of the sumcheck protocol
for lattice-based hashes and linear editing operations, rather than
supporting arbitrary circuits.

When compared to Eva, our system is about 40% slower, when
proving the same number of constraints. Eva uses GPU-based prov-
ing. Additionally, Eva has the drawback of using a tiling-based
prover, as do multiple of the other prior works. A tiling-based
prover is one which splits an input image/video frame into “tiles”
or separate blocks, and generates proofs for these separately. Eva
only implements operations which edit pixels completely indepen-
dently. They propose using a vector commitment, like a Merkle Tree
to implement editing operations which require accessing the values
of pixels in adjacent blocks, for operations like blurring or resiz-
ing. However, adding these additional Merkle tree inclusion proofs
would make their scheme much slower, since it would substantially
increase the in-circuit hashing work required.

Additionally, our system’s slowest verification time is about
26 seconds for a 2 minute, 720p video. Eva splits its verification
phase into a “hashing” phase and a “SNARK verification” phase,
though both are required to verify a video’s authenticity. Eva’s
total verification time for a 2 minute video is 232 seconds. We



Format Prover Time Max. Dimensions

VIMz[26]+ Image ~ 113ps/px 3840%2160
TilesProof([25]F Image ~ 64us/px 60004000
Verl TAS[24] Image ~ 36ps/px 6632X4976
HyperVerITAS[35]%  Image ~ 9.9us/px 7680X4320
Eva[76]*t Video ~ 2.6us/px 1280%x720%3600
zk-Cinema Video ~ 3.4ps/px 1280%x720%3600

Table 5: Comparisons against prior work. Max Dimensions
refers to the maximum dimensions of media benchmarked
in that work. * indicates that the work uses GPU-based prov-
ing. tindicates that the work uses tiling-based optimizations.
}indicates that the work doesn’t support arbitrary circuits.

ran our verification using the same number of CPU cores as Eva
to make this comparison fair. HyperVerITAS also has relatively
long verification times. For instance, their system has verification
times of about 100 seconds for the largest benchmarked image
sizes of 225 pixels, which are much smaller than the videos we
test. TilesProof has verification times of around 3 seconds for a
720x1280 image because it treats the edited video as a public output
of multiple Groth16 proofs, which requires MSMs of total size equal
to the output image’s size. This would also scale unfavorably to a
video of 3600 frames. Lastly, when compared to other systems, our
Gaussian Blur operation is more complicated than any operation
implemented by other systems.

To conclude these comparisons, our work is faster than all rele-
vant prior works which do CPU-based proving, and achieves com-
parable performance to a GPU-based prior work, especially when
factoring in some features our system has which Eva does not.

10 Related work

In Photoproof [53], Naveh and Tromer first introduced the idea of
using zk-SNARKs to prove photo edits and created such proofs for
128x128 pixel images. Later work [24-26, 35, 40, 43, 76] improved
on this result by creating editing proofs for much larger images
through a variety of techniques. Some work used folding techniques
to reduce prover time [26, 76], while other work divided large
photos into “tiles” and produced separate proofs (in parallel) for
each tile. [24, 35] used non-standard hashing functions to reduce
the time it takes to prove signature verification. With the exception
of [76], all past work exclusively created proofs for photos and not
videos. There has also been work on creating editing proofs for
audio captured by trusted microphones [4].

Zhang et al. [76] were the first (and so far only) to produce zk-
SNARKs for video edits. They optimized encoding and decoding
circuits by recognizing that some data is shared between the two
algorithms and using this fact to greatly simplify the circuits. They
also used optimized folding techniques to reduce prover work for
repetitive video editing tasks. Many of the optimizations explored
in this work are orthogonal to the optimizations of [76], and could
be combined with theirs.

For our specific techniques for video operations (see Section 5.2),
we expand on the use of Freivald’s algorithm [29], most directly
building from [24]. [47] builds optimized sumchecks for proving
convolutions that have some resemblance to our approach, concur-
rent work [35] builds optimized sumchecks for linear operations

in photo editing using Freivald’s algorithm, and other papers that
build optimized sumchecks/GKR variants use approaches that re-
semble Freivald’s algorithm. Our approach primarily differs from
these works in that our approach is expressed at the constraint
system level, rather than the IOP level, which makes it more ex-
tensible. Though this is less efficient, we think it is also valuable
to explore approaches for implementing convolutions efficiently
within circuits, since these can more easily be combined with arbi-
trary computations. Compared to [47], our approach to verifying
convolutions is more direct and can verify a wider set of opera-
tions but requires more verifier work, and [35] does not use the
decomposability of kernels, which affects the verification time for
their approach. The relation we discuss in Section 7 is closely re-
lated to the idea of “Commit-and-prove” SNARKSs from works such
as [18]. We modify the NeutronNova folding scheme [44], building
on streaming techniques from Scribe [13]. Another recent proof
system, called Vega [42], also extends NeutronNova using commit-
and-prove and other optimizations. However, Vega is primarily
designed for proving knowledge of a credential, such as a passport,
and not for the large statements that come up in video editing
proofs.

11 Conclusions and future work

We present zk-Cinema, a system for generating zk-SNARKs show-
ing that an edited video is authentic and original. We provide im-
provements like support for more complicated video editing oper-
ations, ways of authenticating data more efficiently, schemes for
taking advantage of redundancy in videos and an optimized stream-
ing implementation of a high-arity folding scheme. Many of these
results may be of independent interest.

Our final system outperforms all prior works which use CPU-
based proving. We finally note that our work is aimed at algorithmic
and conceptual improvements to video processing and proof sys-
tems for zk-SNARKs. Some optimizations and additional features,
like GPU acceleration and support for lossy compression, remain.
The RAM usage of our system can be reduced via standard tech-
niques like tiling [25, 26, 76] or others [52]. None of the techniques
in this paper are incompatible with these future optimizations. The
code for this paper is available at [30].
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A Deferred Security Definitions
A.1 Digital Signatures

From [14], for a signature scheme to be existentially unforgeable
under chosen message attack, the probability that adversary A
wins the following game must be negligible:

e The challenger generates a key pair (pk, sk) «s KGen and
sends pk to the adversary

e A can issue Q signature queries to the challenger. Query i
fori=1,...Q is a message m;. In response, the challenger
sends o < Sign(sk, m;) to A

e A outputs a forgery pair (m*, o)

The adversary wins if Vf(pk, m*, 0*) = 1andif m* ¢ {my,... mgp}.

A.2 Polynomial Commitments

A polynomial commitment scheme must be correct and evaluation
binding and can additionally be hiding. We repeat the following
definitions from [24]:

e Correctness: for all 4, u,d € N, all X € F/, and all f €
F[X1,...,Xy] <d the following probability is 1:

pp «s Setup(14, 4, d)

r s Rc

com « Commit(pp, f,r)
(m,y) < Open(pp, f,%,r)

¢ Evaluation Binding: it is not possible to open a committed
polynomial to two different values at one point. That is, for
every PPT adversary A and for all A, y1,d € N, the following
function is negligible

Vf(pp, com,

P N
r Xy, m) =1

Vf(pp,com, X, y, ) = 1 pp < Setup(1%, 11, d)

A
Pr - (com,X,y, 7
Vf(pp,com, X,y 7’) =1 2P
PP Ay # g, Y, ') s Alpp, 1, d)

A polynomial commitment scheme can be

e Hiding if for every PPT adversary A, there exists a negligi-
ble function v(+) such that:

pp s Setup(14, 1, d)
(fo. f) < A(pp)

b «s{0,1}

r <% Rc

¢ « Commit(pp, fp. 1)
b — Alc)

Pr|b) #b: S%+V(A)

o Zero-knowledge if it is hiding and for every PPT adversary
A, there exists a negligible function v(-) such that for all
f e F[Xy,....Xy]%% all r € Rc, all ¥ € F¥, and com «
Commit(pp, f.r), (m,y) < Open(pp, f,X,r) is a zk-SNARK
(see Section A.3) for the following relation:

{ (pp, 7, %,y,com);  com = Commit(pp, f,r) }
(fir) ' Af(X) =y

A.3 zk-SNARKs

A zk-SNARK must be complete, knowledge sound, zero-knowledge,
non-interactive, and succinct. We repeat the following definitions
from [24]:
e Completeness: if (x, w) € R, then verification should pass.
That is, for all A € N and all (x, w) € R:
A
Pr| Vf(pp,x,m)=1 : pp «$ Setup(17) =1
7« Prove(pp, x, w)
¢ Knowledge Soundness: if an adversary can produce a valid
proof for some x, then there should be a polynomial time
extractor that can compute a witness w such that (x, w) € R.
That is, IT has knowledge error € € [0, 1] if for every PPT
adversary A = (Ap, A1) there exists a PPT extractor & such
that:

pp < Setup(IA)
(x,state) < Ag(pp) | >
W s aﬂl(state)(pp’ x)

Pr| (x,w)eR

pp s Setup(14)
(x, state) «s Ap(pp) | —€
7«8 Ajp(state)

Pr| Vf(pp,x,7) =1
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e Zero-Knowledge: We state the definition in the random
oracle model where all the algorithms are oracle machines
that can query an oracle H : X — Y for some finite sets
X and Y. The zk-SNARK is zero knowledge if there is a
PPT simulator I1.S such that for all (x, w) € R and all PPT
adversaries A, the following function is negligible

Pr[ A (pp, x.Prove™ (pp, x,w)) = 1] -

Adv& =

d ﬂ’H(A) Pr[ﬂH[hJ (pp.x, 7)) = 1]
where pp < Setup(l’l) and (r, h) < IL.S(pp, x). Here h
is a partial function h : X — Y output by IL.S, and H[h]
refers to the oracle H : X — Y modified by entries in h.
That is, we allow II.S to program the oracle H.

e Non-interactive: the proof is non-interactive, and a proof
created by the prover can be checked by any verifier.

e Succinct: the proof size and verifier runtime are o(|w|). The
verifier can run in linear time in |x|.

A.4 Folding Schemes

Folding schemes [44] allow a prover to reduce the work of proving
multiple instances of the same relation to the work of proving a
single instance of the relation. Let

(, w) — (P(pk {Awitic[m)), V(vk)) {ui}ie[m])

denote the verifier’s output instance u and the prover’s output
witness w from the interaction of > and V on witnesses {wi};c[m]s
prover key pk, verifier key vk, and instances {u;};c[m]-

A folding scheme must be perfectly complete and knowledge-
sound and may be high arity. We repeat the following definitions
from [44].

e Perfect Completeness: a folding scheme is perfectly com-
plete if for all PPT adversaries A and all natural numbers
n,

pp — G(1%,n)

(s, {(ui, wi) Yie[m]) < Alpp)
Pr|(pp,s,u,w) € R: Vie [m], (pp,s,ui,wi) €R

(pk, vk) < K(pp.s)

(u, w) — (P (pk, {wi}ic[m]), V(vk)) ({ui}ic[m])

e Knowledge Soundness: a folding scheme is knowledge-sound

if for any expected polynomial-time adversary £* and any
natural number n, there is an expected polynomial-time ex-
tractor & s.t.

pp — G(4n)

Pr|Vie [m], (pp,s,ui, wi) € R: (s, {uiticim]) < P (pp.p) | 2
{witie(m) < E(pp, p)

pp — G(4n)

(s, {titie[m)) < P*(pp. p)

(pk,vk) < K(pp.s)

(w, w) — (P(pk p), V(vKk) {ui}ie[m])

Pr [(pp,s,u,w) € R:

where p denotes arbitrary randomness for £*.
o High-arity: a folding scheme is high-arity when m > 2.

B Applying Freivald’s algorithm to nth order
tensors

This section continues the discussion of Freivald’s Algorithm from
Section 5.3. At a high level, the main observation of this section
is that the analysis of Freivald’s algorithm largely works the same
if the relevant matrices are replaced with nth order tensors (i.e.
n dimensional arrays of numbers), and matrix multiplication is
replaced with the ith mode product (i.e. interpreting the tensor as
a collection of vectors along some dimension i, and multiplying
each vector by the same matrix). This intuitively makes sense, since
the ith mode product is a generalization of matrix multiplication.
As before, we are viewing tensors in the “machine learning” sense,
where they are just multidimensional arrays of numbers.
Consider a product of an nth order tensor, A € F™*™M-
with a matrix B € F™*™:_We are looking to verify the product
A x; B, with claimed evaluation C. C is also an nth order tensor of
the same dimensions as A, except with its ith dimension replaced
with m;’. For our variant of Freivald’s algorithm, we sample a vector
r with m} entries. To verify the product A X; B = C, we compute
AX; (Br) and C X; r, and verify that the resulting tensors are equal.
Generalizing the analysis of the previous section, C has mj X
X m: X my, entries, and this protocol has a soundness error of

Xmy,

W Considering its efficiency, computing the two tensor

products requires computing 2 mode i products between an order
n tensor and a vector, as well as a matrix-vector product. This is
strictly more efficient than computing a mode i product between
an order n tensor and a matrix.

This basic approach generalizes to verifying a convolution as
explained in Section 5.2. This involves verifying both a left and
right mode i product, sampling 2 sets of random vectors of the
correct dimensions, and precomputing the products of the left and
right matrices with the randomly sampled vectors.

C Extended SFVR discussion

The main algorithmic component of our implementation of SNARK-
fniendly video representation from Section 6 was a sparse matrix-
vector product to compute the quantity Ajef AAyight for a sparse

atrix A. We chose to implement the following simple algorithm
fqr sparse matrix-vector products:

1: /[ A simple sparse matrix-vector product between the

2: // m x n A with d nonzero entries and vector v. A is

3: // represented as a list of triples of value and coordinates.
4: SparseMatrixVectorProduct(A : F3 g F?):

5:  output « [0,...,0] € F™

6: for(val,i,j) € A:

7: output[i] = output[i] + val * v[j]

8:  return output

We implemented relatively standard algorithms for both read/write

- neglll(e(}l)lory, and read-only memory. We used LogUp [37] for read-only

memory, and the approach of Yang and Heath [73] for read/write
RAM. Read-only RAM operations are cheaper than Read/Write
RAM operations under these protocols. In implementing the sparse
matrix-vector product algorithm directly, processing each entry of



A requires one Read-only memory operation, and two Read/Write
RAM operations (to read the value of v[j] and read/write output([i]
respectively).

We implement a simple optimization to reduce these costs. Specif-
ically, we change A’s representation to contain “strips” of values.
A’s representation contains groups of B entries, each with the same
i coordinate, but potentially different j coordinates. Now, when
computing an output, SparseMatrixVectorProduct only needs to
perform two read/write operations for every B entries of A (to read
and write the current/former value in coordinate i of output). At
the cost of a small overhead for unused entries of these “strips”
(when B does not divide the number of nonzero entries in a given
row), this decreases the cost of RAM operations for these sparse
products.

We note that sFvR does leak which frames in a given video do
not change by much from prior frames. This is a potential drawback
of the approach. We believe that this small leakage is acceptable for
most applications. Another potential issue to mention is rounding.
Many of the operations we implement are not quite linear, because
video editing algorithms must round the outputs of a linear opera-
tion to values between 0 and 255. There are a few potential ways of
dealing with this. Some prior systems more or less ignore in-circuit
rounding, like VerITAS [24]. Otherwise, adding 2 rounded values
together can only impact the resulting value by at most 1. In most
cases, this is acceptable, and a SNARK could show that these errors
are small. These deviations would be edit/video dependent, rather
than arbitrarily controlled by an adversary.

D Representing videos as polynomials

In our approaches for verifying a signed polynomial commitment
and outsourcing the computation of a polynomial commitment,
the signer and verifier must both evaluate a large polynomial at
a random point, where the polynomial encodes a message (some
witness data). We briefly review three natural ways of representing
a message as a polynomial that can be evaluated efficiently, both in
regular computation and in arithmetic circuits. In this context, we
call a polynomial representing a message an extension polynomial.
We chose this term since the extension polynomial of a message in
the multilinear case is the message’s multilinear extension.

In our multivariate schemes, we represent a message as a polyno-
mial by using its multilinear extension (padding the message with
zeros to make its length a power of two, if needed). To compute
the multilinear extension of a vector m € IFZ(, we represent it as a
function m’ : {0, 1}¥ — F, where m’ (i) returns the int(i)-th entry
of m for i € {0,1}¢. The multilinear extension of m can then be
evaluated using the standard interpolation formula:

fo= 3 m® - [|x []a-x (4)

be{0,1}¢ ilbi=1 i|bi=0

As explained in Chapter 5 of [69], this formula can be evaluated in
three multiplications per b € {0, 1}%.

In our univariate schemes, we can use two standard approaches
to represent a message as a polynomial. Consider a message m €
F". Using the “coefficient basis” [55], we can encode the m in the
coefficients of the polynomial f(x) = mo + mix + max% + ...+

mp—1x"~1. Using Horner’s rule, f can be rewritten as
f(x) =mo+x(my +x(mz2 +x(m3 +x(mg +...))))

This implies a streaming algorithm to evaluate f(x) which requires
one field multiplication and addition per coefficient.

A more standard approach to represent a message m € F" as
a univariate polynomial is in the “evaluation basis”. Specifically,
we encode m in the evaluations of a polynomial f, which satisfies
f(w') = m; for all i € [n], where w is a root of unity of order 2
such that 2 > n. This polynomial f can be evaluated in linear time
using the barycentric formula [16] for polynomial evaluation:

1>< yi*wi
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— x — !
1

This can be computed in O(2¢) field operations per interpolated
value. Outside of a SNARK circuit, this evaluation can be computed
quickly using Montgomery’s trick [38] for inverting a batch of
values efficiently.

To conclude, these three extension formulas give efficient ways
— in a SNARK circuit and on a regular processor — to evaluate a
polynomial that encodes a message m € F2* or m € F". We can
use all of these methods to encode m as a polynomial and verify a
signature on it, or verify that a polynomial commitment to m was
correctly computed. We benchmark these different approaches in
Section 9.3.

E Outer commitments

In this section we first review the concept of “outer commitments”.
The term was first defined in [7], though the technique appears
under various names in earlier works. An outer commitment [7] is
a commitment that is in some sense native to a zk-SNARK’s under-
lying proof system. This is closely related to the idea of “Commit-
and-Prove SNARKSs” [18]. Crucially, the commitment is public, and
showing that wire values in the circuit are consistent with the
commitment does not need to be expressed in constraints. These
approaches can also be used to access pseudorandom values in-
circuit without additional in-circuit work. In the context of this
paper, we can use outer commitments to authenticate data without
additional in-circuit work by having the verifier check a signature
(in our case from the camera) on the outer commitment (in our case
to the video data). For all proof systems supporting outer commit-
ments that we are aware of, an outer commitment is a Pedersen
commitment or polynomial commitment.

We list some examples of outer commitments from previous
work:

e The “Commit-and-Prove” technique of LegoSNARK [18] can
be thought of as an outer commitment, since it can be used
to input data into a Groth16 proof by using a Pedersen com-
mitment to the relevant data.

e Nova [45] allows for outer commitments, as explained in
Reef [7]. The authors use Pedersen commitments to input
data into a Nova proof and authenticate it.

o Using copy constraints and a modified Plonk permutation
argument, a variant of Plonk can support an outer commit-
ment, as described in VerITAS [24].



e Spartan can be modified to support outer commitments,
which we explain in Section E.1.

These approaches are particularly useful for computations repre-
sented by “wide but shallow” circuits that need to verify signatures.
We call circuits wide but shallow if they have a large witness and/or
public input, but perform a small amount of computation per ele-
ment of the witness/public input. In this case, the costs of verifying
a signature on the data outweigh the cost of the relevant compu-
tation. Video/photo edits are often wide but shallow, as are some
machine learning and database applications.

The Spartan and Plonk approaches to outer commitments are the
most flexible outer commitment schemes, while the Reef/Groth16
approaches do not support the signature schemes we describe later
because they do not involve polynomial commitments.

E.1 Outer commitments for Spartan

This section assumes familiarity with the internals of the Spar-
tan proof system [63]. As mentioned previously, the VerITAS sys-
tem [24] provides a way to verify Relation (3) from Section 7, at
zero cost to the circuit (i.e. no in-circuit polynomial evaluation),
while the approach suggested in Section 7.1 shows how to verify
Relation (3) with a small increase to the circuit size. The VerITAS
technique is specific to Plonk [31], while the method in Section 7.1
is generic. Here, we show how to adapt the VerITAS technique to
the Spartan proof system [63].

Spartan is a sumcheck-based SNARK for R1CS, where different
parts of the R1CS relation (A - z) o (B - z) = C - z are expressed as
multilinear polynomials. A, B, C are matrices expressing constraints,
o is the Hadamard (i.e. entrywise) product, and z = (io, 1, w) is the
“witness vector” made by concatenating the public inputs/outputs
io, the scalar 1 and the private witness w. Let n = |z| and ¢ = log n.
Without loss of generality, n/2 = |io| + 1 = |w|. When we write a
tilde above a vector, like (FIO‘B it denotes the multilinear extension
of that vector. The equation for the multilinear extension of the
RICS trace vector z = (io, 1, w) in Spartan is defined as:

Z(J?) = (1 = xo)(io, 1)(x1,...,xp-1) + xoW(x1,...,x7-1) (6)

This creates the multilinear extension of (io, 1, w) by combining the
multilinear extensions of (io, 1) and w using a new variable xo 2.

We observe that Spartan can be easily extended to use the data
encoded by a precomputed polynomial commitment as part of
the witness in a Spartan proof. Let v be a vector, and let v be its
multilinear extension. Without loss of generality, let [v| = |w| = n/4
and n/2 = |o| + |w| = |io] + 1.

Suppose that the verifier has a polynomial commitment to 0. We
observe that a small modification to Spartan lets the verifier be
assured that the R1CS “trace vector” z is z = (io, 1,0, w). That is,
the verifier is assured that both io (which the verifier has explicitly)
and v (for which the verifier only has a commitment) are correctly
embedded in z. To do so, we write the multilinear extension of z as:

Z(%) = (1 = x0)(i0, 1) (x1, ..., x¢—1)

+XO(1—X1)5(Xz,...,X[71) (7)

+ x0x1W(x2, ..., Xp—1)

12This is the “Merge PIOP” in Hyperplonk’s [20] terminology.

When evaluating Z(%) at a random point at the end of the protocol,
the verifier uses openings of both v and w. The rest of the analysis
of Spartan works the same way with this modification (except for
modifying the circuit, and how the prover/verifier evaluate Z(X)
accordingly). This observation is similar to a technique used in a
concurrent work [72], which uses a similar idea to create a variant
of Spartan that supports “multi-stage” circuits.

F Test videos for SFVR

In Table 6, we show a sample of test videos from a small dataset
of test videos [68] that we used for this paper, and report numbers
from our experiments estimating the impact of SNARK friendly
video representation on the prover time. The dataset consists of
freely available online videos, which include 3D animations made
to demonstrate the Blender software, ads for Google’s Chromecast
product and vlogs about cars. In general, videos with a shaky camera
had much less redundancy that could be used by SFVR. These videos
were filmed in 2010, and better camera stabilization algorithms
would likely improve the performance of sFvRr for these videos.

G Fixed-point arithmetic considerations

Some of our image transformations require arithmetic with frac-
tional components, which is difficult to implement in arithmetic
circuits over finite fields. We use fixed-point arithmetic for these
operations.

To recall fixed-point arithmetic [6] (we use a binary variant),
set some precision n. To represent a value x € R with n bits of
fractional precision as an integer value, we represent it as | x = 2" |.
To multiply 2 fixed-point numbers x, y, we compute |x y % 27" .
To implement this in a finite field of prime order, we interpret
multiplication and addition as finite field operations and interpret
multiplication by 27" and taking the floor as operations over the
natural representation of a field element as an integer.

It takes some care to mix fixed-point arithmetic with Freivald’s
Algorithm correctly, while also achieving the highest possible pre-
cision. In particular, when multiplying matrices ABC, we cannot
perform the “reduction” step of multiplying by 27" and taking the
floor in between multiplying AB and (AB)C, since this breaks the
linearity needed for Freivald’s Algorithm. Additionally, if working
in a small field, we must ensure that the finite-field arithmetic does
not “wrap around,” (by setting the precision based on the number of
bits in the finite field) so that we accurately emulate floating-point
operations.

H NeutronNova implementation and
optimizations

As previously mentioned, we adapted and optimized the Neutron-
Nova proof system from Microsoft’s vega-prover (formerly known
as Spartan2) repository [64] for our experiments.!® In this appen-
dix, we describe our optimizations in greater depth. This section
assumes familiarity with the NeutronNova folding scheme [44],
Scribe and Read-Write Streaming SNARKSs [13], and general usage
of the sumcheck protocol [69].

3The NeutronNova implementation has subsequently been removed from the repos-
itory after it was renamed. The base version of NeutronNova we built off of can be
found here.


https://github.com/microsoft/vega-prover/blob/0d4f1409e8f30536b8b25ed3f81bc446ed717e61/src/neutronnova_zk.rs

Table 6: Description of test videos.

Name Description

Theoretical/Realistic SFVR
Improvement with Smoothing

Theoretical/Realistic SFVR
Improvement

BigBuckBunny.mp4

ElephantsDream.mp4

3D Animation

3D Animation

15.8%/9.3% 25.7%/17.0%

14.4%/6.8% 25.2%/12.7%

ForBiggerBlazes.mp4 Advertisement 50.2%/42.5% 54.7%/47.0%
ForBiggerEscapes.mp4 Advertisement 55.6%/45.8% 63.6%/51.9%
ForBiggerFun.mp4 Advertisement 12.0%/9.2% 18.0%/11.4%
ForBiggerJoyrides.mp4 Advertisement 50.6%/42.4% 56.5%/46.4%
ForBiggerMeltdowns.mp4 Advertisement 53.4%/45.8% 57.5%/49.2%

Sintel.mp4

SubaruOQutbackOnStreetAndDirt.mp4

TearsOfSteel.mp4

VolkswagenGTIReview.mp4

WeAreGoingOnBullrun.mp4

WhatCarCanYouGetForAGrand.mp4

3D Animation

Vlog

Live-action movie

Vlog

Vlog

Vlog

6.6%/3.7% 19.4%/7.3%

23.0%/19.2% 26.6%/23.8%

24.4%/17.3% 36.5%/23.5%

17.0%/12.4% 23.0%/17.9%
0.2%/0.1%

3.2%/0.2%

11.6%/10.5% 13.5%/11.0%

H.1 General Optimizations

We made a number of optimizations to the initial NeutronNova
proof system implementation, which were more general and not
specific to the Scribe approach. First, when we started working
on this project, many important operations in vega-prover’s im-
plementation of NeutronNova were not parallelized, leading to
suboptimal performance. We worked with the maintainers to de-
bug and reintroduce this parallelism back into their code. In this
pass of optimizations, a part of the loop for the main NeutronNova
sumcheck, witness generation and folding witnesses were paral-
lelized. On our 64 core machine, this led to a 1.8X improvement in
prover throughput over the prior version.!4

Next, vega-prover’s implementation of NeutronNova imple-
ments the “small-value sumcheck” approach of [12]. This version
of the sumcheck algorithm is specialized for the case when most or
all of the evaluations of the polynomial that the sumcheck protocol
is applied to have small bitlengths. For instance, the polynomials

14WWe got these numbers by running NeutronNova’s prove for proving a batch of 64
circuits corresponding to a simulated video editing operation, and dividing by 64 to
get a time per frame edited.

generated from applying Spartan or NeutronNova to a circuit com-
puting SHA-256 hashes would mostly evaluate to 0 or 1, since these
circuits mostly use Boolean witness values. Almost all of the circuits
we implemented did not benefit from these optimizations, since in
our setting most witness values are nearly random field elements
(arising from computations like intermediate values for LogUp, or
from applying Freivald’s algorithm). By removing these checks,
many inner loops of the NeutronNova code were made simpler.
Surprisingly, these optimizations alone led to an approximately 13%
improvement in prover throughput.

The initial implementation of the NeutronNova prover used
many short parallel sections separated by sequential sections. This
is a common undesirable programming pattern in parallel com-
puting. There is some cost in waiting for all threads in a parallel
section to finish, so it is more desirable to have fewer, longer parallel
sections. We merged witness generation, polynomial commitment
generation for the separate instances and some other minor steps
into one parallel section. This led to a further approximately 5%
performance improvement.



To summarize, by implementing these optimizations, we im-
proved the performance of the NeutronNova prover for a test circuit
by 2.13x.1°

We later implemented a Read-Write streaming version of the
NeutronNova prover, which allowed us to prove much higher ar-
ity folding operations than before. There are some fixed costs to
NeutronNova proving, which are amortized when folding more
instances together. By enabling higher arity folding, our streaming
implementation was more efficient per instance proved because of
the ability to amortize fixed costs over more folded instances.

Most of the optimizations we discuss in this section are fairly
standard parallel computing optimizations. However, we think it is
notable that they led to a more than 2X performance improvement,
even in a relatively mature library like vega-prover. Many of these
issues are less noticeable on machines with 8 or 16 threads, but
became more pressing performance bottlenecks on machines with
64/128 cores, like the ones we used in this work. This may provide
evidence that other SNARK libraries may also be amenable to these
types of optimizations.

On top of this previous set of optimizations, we also switched
the polynomial commitment scheme used by NeutronNova from
Hyrax [71] to HyperKZG [15]. The initial implementation of Neu-
tronNova used the Hyrax polynomial commitment scheme, largely
because of the availability of the PCS. Switching out Hyrax for Hy-
perKZG gave another 40-50% improvement in prover throughput
for large circuits. This was because the main step in computing a
polynomial commitment with HyperKZG is one large multiscalar
multiplication (MSM), while Hyrax’s PCS involves approximately
y/n MSMs of size ~ v/n. Consequently, Hyrax benefits much less
from the speedups associated with Pippenger’s algorithm.

H.2 Streaming NeutronNova optimizations

As summarized previously, the core idea of Read-Write Streaming
SNARKsS is to store intermediate proof states on external storage
instead of RAM. This allows provers to handle larger SNARK in-
stances. To maximize the efficiency of this approach, the prover
must read or write to the states stored on disk purely sequentially
(i.e. in a streaming way). Scribe, the prior work which introduces
the idea of Read-Write Streaming SNARKSs, implements their ex-
periments using the HyperPlonk [20] proof system. While this is
a reasonable choice of proof system, there are some interesting
considerations in applying their approach to NeutronNova. At a
high level, the repeated structure of the operations proved by Neu-
tronNova enables some optimizations which are not available to
an implementation of a monolithic proof system using Scribe’s
approach. Some of these optimizations trade memory usage (Scribe
uses only 750 MB of prover RAM) for faster performance.

First of all, the initial phase of NeutronNova (before folding
instances together) involves generating witnesses for each Neu-
tronNova instance, and then computing polynomial commitments
to each witness, as with any folding scheme. For witness gener-
ation/commitment generation, Scribe implements streaming ver-
sions of polynomial commitment schemes and a witness generation

5These benchmarks from during development were obtained using a version of
the prover which used the Hyrax polynomial commitment scheme, rather than the
HyperKZG one which we ultimately used.

algorithm. Making these steps use streaming is often unnecessary in
the case of NeutronNova. In a single instance of a high-arity folding
scheme, the polynomial commitments to each folded instance’s wit-
ness can be computed mostly independently. Furthermore, as long
as the size of the circuit for each folded instance is small enough
to fit in RAM, then this polynomial commitment computation and
witness generation can be done in a non-streaming manner, and
the only disk operation required in this initial computation is for
writing the generated witness vector to disk. This optimization re-
moves one reading pass over the entire initial witness to the proof,
at the cost of some increase in RAM usage.

Next, we turn to our optimizations to the folding part of Neutron-
Nova, which involves proving an instance of the sumcheck protocol
whose size scales in the combined size of each folded instance. We
describe our optimizations in terms of Spartan for uniform circuits.
This has been studied before in systems like Jolt [9, 12]. The core
sumcheck instance proved in vega-prover’s implementation of
NeutronNova is slightly more complicated, but uniform Spartan
captures the main ideas of our system.

In Spartan, the goal is to prove the following instance of the
sumcheck protocol:

0=g(8= >

yE{O,l}lOgm
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x€{0,1}logn
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x€{0,1}logn

By.x) Wx) |- >, Clyx) )
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This equation is taken from Section 4 of [52]. In this equation, S is
a random challenge, eq is the standard multilinear equality polyno-
mial, Z E C are the multilinear extensions of matrices representing
an R1CS instance, and u is the multilinear extension of the R1CS
witness vector. In Spartan, a random challenge S is derived, and the
sumcheck protocol is invoked to check that this sum evaluates to 0
with challenge S.

Consider the structure of A, B, C when they represent a uniform
circuit (i.e. a circuit which contains parallel, unrelated instances
of the same exact circuit). In this case, (as discussed in [12] and
in the Jolt repositorym), A, B, C can be rearranged to have a block
diagonal structure. Call the number of repeated circuit instances
k. Without loss of generality, let k be a power of 2, and assume
that the dimensions of the blocks in the block diagonal structure of
A, B, C are also powers of 2.

When applying the approach of NeutronNova to the main sum-
check for Spartan (as the implementation in the vega-prover repos-
itory does), the resulting sumcheck instance only differs slightly
from the Spartan sumcheck applied to a uniform constraint system.
The main differences are that it is only run for the first log k rounds,
a homomorphic polynomial commitment scheme which commits to
the per-instance witnesses separately is used (rather than a mono-
lithic one for the entire witness), and the equality polynomial is
replaced with a related polynomial called .17

18https://github.com/a16z/jolt/issues/347

177(%) evaluates to 7P™*) for points ¥ on the Boolean hypercube. The details of this
are described in the NeutronNova paper. Please see the original NeutronNova imple-
mentation for details of this sumcheck instance: https://github.com/microsoft/vega-
prover/blob/0d4f1409e830536b8b25ed3f81bc446ed717e61/src/neutronnova_zk.rs
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https://github.com/microsoft/vega-prover/blob/0d4f1409e8f30536b8b25ed3f81bc446ed717e61/src/neutronnova_zk.rs
https://github.com/microsoft/vega-prover/blob/0d4f1409e8f30536b8b25ed3f81bc446ed717e61/src/neutronnova_zk.rs

First of all, this block diagonal structure allows for an intermedi-
ate step of Spartan proving to be parallelized. The vectors Au, Bu, Cu
(which are often computed in implementations of Spartan), can be
computed in parallel and in small space because their segments for
each parallel instance contribute to independent segments of the
matrix vector products. This provides a different way of achieving
parallel witness generation which we mentioned previously.

This block diagonal structure and precomputation of Au, Bu, Cu
also motivates our last two optimizations. The existing implementa-
tions of Spartan and NeutronNova in the vega-prover repository
precompute the matrix vector products Au, Bu, Cu. Then, when
implementing the main Spartan sumcheck, they perform this sum-
check on the vectors Au, Bu, Cu rather than reevaluating the inner
sums which range over x € {0, 1}Hogn,

We made one last optimization to the way these matrix-vector
products are stored which would not typically make sense in a
context where there is abundant RAM. Specifically, we combine
the fact that Spartan for uniform constraint systems (when k is
a power of 2) allows for segments of Au, Bu, Cu to be computed
without storing the whole witness vector in memory, and that the
operation of “binding” sumcheck variables is linear (i.e. that (1 —
ri)Auj+riAuji = A((1-r;)uj+riuj+q)). We only store the vectors
u during the invocation of the sumcheck protocol, and recompute
the products Au, Bu, Cu for each segment when generating proofs.

Considering the costs of this optimization, it leads to a decrease in
persistent storage used (approximately a 3x decrease when A, B,C
are close to square), which means our implementation uses persis-
tent storage much more efficiently. This also leads to a performance
improvement, since in most cases, the performance improvement
from lower usage of disk bandwidth outweighs a small number of
additional field operations to recompute these products.

Lastly, combining these last 2 optimizations, we make one more
optimization which allows us to avoid approximately one read pass
over the combined Spartan/NeutronNova witnesses. In Scribe’s
implementation of the sumcheck protocol, and in general, there
are two main steps. There is a “folding” step, in which the vector
of evaluations of the relevant multilinear polynomials is folded in
half using a random challenge, and a step in which the coefficients
of a “round polynomial” are computed. In Scribe, these two steps
are performed with separate streaming passes. However, again,
the block diagonal/segmented structure of the constraint system
allows us to “fold” a segment of u, and then persist this segment in
RAM to use it to compute this segment’s contribution to the round
polynomial. This again removes a reading pass from the execution.

In summary, by assuming that the individual instances in Neu-
tronNova are small enough, our implementation of NeutronNova
can avoid performing reads to disk for certain operations and per-
form certain per-instance work in the same way an in-memory
prover would, removing multiple read passes from our streaming
implementation and decreasing the amount of required disk opera-
tions.

H.3 Scaling Read-Write Streaming

The original Scribe paper [13] evaluates their implementation using
an NVMe SSD and at most 12 threads used by the prover. This is rela-
tively low compared to the 64 threads we used in our benchmarks. In

their benchmarks, Scribe’s streaming Hyperplonk implementation
achieves a 10-20% overhead over a regular RAM-based Hyperplonk
implementation. When optimizing our implementation of Neutron-
Nova, we realized that Scribe’s approach cannot be scaled using
only NVMe SSDs. When scaling past 32 threads, the overhead of
the approach increased substantially, from around 10%, to 100%
or more, because the code was exceeding the read/write capacity
of the SSD interface. On our test machine, we had access to a fast
networked storage array, which used striped storage. It specifically
used the BeeGFS file system [70], with storage striped across 4 stor-
age nodes. This striped storage array had better throughput than
any one NVMe SSD. Using the high-performance file system this
provided, we were able to achieve overhead numbers comparable
to Scribe’s while using 64 or even 128 concurrent prover threads.
These types of high-performance file systems are common in high-
performance computing, Al, and data center applications. We think
this result is notable because high-performance file systems/high-
performance storage are a “fancy” type of hardware which has not
yet been applied to scaling zk-SNARKs. However, this result shows
that they have some utility in building faster/larger zk-SNARKs.

H.4 Conclusion

In conclusion, by (i) applying some software engineering/parallel
computing practices, (ii) implementing NeutronNova-specific opti-
mizations to the techniques of Scribe, and (iii) using hardware that
is better-suited to the problem, we were able to build an optimized
folding-based prover with fast performance and the ability to scale
to very large instance sizes.

I Proofs of Redaction

I.1 Efficiently proving redaction with univariate
polynomials

In this section we show how to enhance the VerITAS PCS signature
verification method to directly support proving a redaction opera-
tion, like trimming a video. Given a signed polynomial commitment
to a message m = (my,...,my—1) € F", a prover can prove that
a subinterval of m is equal to some public m’. Instead of proving
this with generic SNARK techniques, our proofs consist of at most
three PCS evaluation proofs, which are cheaper to compute than a
SNARK. We describe a proof system using a univariate PCS here
and defer the description of a proof system using a multilinear PCS
to Appendix 1.2.1.

At a high level, we describe how to prove that some public
message m’ is a subinterval of a signed univariate polynomial com-
mitment to a message m = (my,...,my—1). More formally, let C
be a univariate PCS with public parameters pp, let Sig be a digital
signature scheme with public key pk, and denote the univariate ex-
tension of m as uext(m) = mo+mX +...+my_1 X"~ 1. We describe
a SNARK for the following relation Rﬁrpcszlg

(pp, pk, ', a, meF" A mla:b] =m’
b,com, 0); A com = C.Commit(pp, uext(m), r)
(m,r) A Sig.Vf(pk, o,com) =1

8 Multiple proofs can be combined when the structure of the redacted interval is more
complicated.



Say we have some m = (my, ..., mp—1).Forany a,b € [n] where
b > a, and claimed public subinterval m’ = (m(’), ,m ), we
can define:

’
b-a-1

L(X) =mo+...+ ma_lX“_l
CX) =my+m/ X +...+m,___ X079
H(X) = mp + mpp X + ... mp_1 X071
Clearly m’ = m[a : b] if and only if:
uext(m) = L(X) + X?C(X) + XPH(X) (8)

By the Schwartz-Zippel Lemma, if the prover shows that (8) holds
at a random point «, then with very high probability m[a : b] =
m’. Because m’ is public, the verifier can compute C(a) itself. If
the prover is given a commitment to uext(m), then to allow the
verifier to check that (8) holds at a random «, the prover only needs
to commit to L(X) and H(X) and provide evaluation proofs for
[uext(m)](e), L(e), and H(e). To complete the proof, the prover
must also prove that L(X) and H(X) have degrees < aand < n—»b
respectively.

We now describe how to modify the FRI polynomial commitment
scheme so that evaluation proofs prove both polynomial openings
and degree bounds. A standard FRI evaluation proof guarantees
that a committed polynomial f has degree less than 2¢ for some ¢.
To allow a prover to use this property to show that a committed
polynomial has degree < n for an arbitrary n < 2¢, we use a
“saturating” approach. When the prover is given some polynomial
f, instead of committing to f, it commitstog = f-X 2'~n When the
verifier receives a valid opening proof that g(x) = y, it computes
flx) = y/le_” and is convinced that f has degree < n. This
incurs a small soundness loss compared to the soundness of the
standard FRI evaluation proof. Other PCS evaluation proofs provide
similar degree bounds, so this technique can be adapted to other
polynomial commitment schemes, though this scheme is written
in the context of FRI.!?

For the rest of this section assume that C is the FRI PCS and that
C.Commit and C.Open take an additional parameter D = 2 that
enforces that the committed polynomial has degree < D. We also as-
sume C has an additional deterministic algorithm Recover(x, y, D, n)
that returns y/xP~". The verifier uses Recover to obtain the evalu-
ation for a polynomial whose commitment was computed with our
saturating approach (i.e., Recover is only necessary when n < D).

Figure 5 describes our prover and verifier algorithms for R{j,c,.
We state the protocol as an interactive protocol made non-interactive
via the Fiat-Shamir heuristic. com is a commitment to uext(m) com-
puted with randomness r and degree bound n (we assume n is a
power of 2). The prover computes commitments to L(X) and H(X)
using the saturating approach from above, so the verifier must run
C.Recover to obtain evaluations of L(X) and H(X).

The verifier verifies the signature and evaluation proofs and
then rederives the Fiat-Shamir random challenge a. To obtain ay =
L(x) and ag = H(«), the verifier runs C.Recover. As discussed
earlier, this convinces the verifier that com[ is a commitment to
a polynomial of degree < a and that compy is a commitment to a
polynomial of degree < n — b. The verifier computes a¢c = C(a)

9For instance, in KZG commitments, the polynomial’s degree is bound to be less than
the length of the trusted setup.

Prover for R{lpcs (pk,pp,m € F",a € [n],b € [n],r € F,com, o)

1: f < uext(m)

2: (Dp,Dp) « (2Mogal pflog(n-b)1y

3: L(X) « uext(my,....mg_1) - XPL™9,

4: H(X) < uext(mp,...mp_1) . xPr~(n-b)
5: rp,rg «sF

6: comp « C.Commit(pp, L(X),rr,Dr)

7: comp « C.Commit(pp, H(X), g, D)

8: o« H(a,b,m|a:b],com,comp,comy, o)
9: (7m, ym) < C.Open(pp, f,a,r,n)

10: (7, yr) < C.Open(pp, L(X),a,r,Dr)
11: (7H.yH) < C.Open(pp, H(X), &, i, Dpr)
12 : return (o, (com, Tm, Ym), (comp, 7y, yr ), (comp, 7g, yg))

Verifier for (Runrpcs

(pp,pk,a,b,m’ € Fb-a, )

1: (o, (com, tm, ym), (comp, 7, y), (compy, g, Yy )) 7
2: Check Sig.Vf(pk,com,0) =1

3: a« H(a,b,m’,com, comy, comy, o)

4: Check C.Vf(pp, com, &, ym, tm) =1

5: Check C.Vf(pp,comp,a, yp,np) =1

6: Check C.Vf(pp,comp, a, ygy, mpy) =1

7: (Dr,Dp) — (2llogal ,Mlog(n=b)Ty

8: ay = C.Recover(a, yr,Dr,a)

9: ap = C.Recover(a, ygr, Dpp,n — b)
10: ac=my+..+ m;_a_lab’“’l
11: Check ym = ar + a%ac + abaH4

12 : return 1 if all checks passed and 0 otherwise.

Figure 5: Prover and Verifier for R{,

itself. Because com is computed with degree bound n, the verifier
simply sets [uext(m)] (@) = y,; and then checks that Equation 8
holds with respect to [uext(m)](a) = ym, ar = L(a), ac = C(a),
and ay = H(«). The verifier accepts if all checks pass and rejects
otherwise.

Intuitively, this is secure because the FRI evaluation proof en-
sures that the polynomial committed to by com is a degree-n poly-
nomial. Furthermore, each coefficient in this degree-n polynomial
must come from one of L(X), C(X), or H(X) because of the degree
bound checks on comy, and comp. We use the Schwartz-Zippel
lemma to show that the degree bound checks are secure and that a
dishonest prover can only pass this verifier check with small prob-
ability. We rigorously analyze our scheme in Appendix J. Note that
o and com can be reused multiple times to prove the membership
of multiple subintervals for the same message.

The redaction transformation described in this section can also
be implemented using traditional redactable signatures [36], which
let one construct a signature on a subset of a vector from a signature
on the entire vector. However, the proof-based approach in this
section is better suited to video editing in SNARKSs because the
resulting proof can be combined with proofs for other transforma-
tions applied to the video, resulting in a single succinct proof.

We discuss variants of this scheme for multilinear polynomials
in Appendix 1.2.1, and show how our proposed schemes connect to
lookup arguments like Caulk/cq [27] or Lasso [66].



1.2 Redactable signatures from multilinear
polynomials

We now describe analogs of the redactable signature algorithms in
Section 7.3 that work with multilinear polynomials. They serve the
same function, but use a different set of techniques for multilinear
polynomials.

1.2.1  Proving Redaction with Multilinear Polynomials. In this sec-
tion, we describe two analogs of the approach of Section 7.3 which
make use of multilinear polynomial commitments. First, we show
a scheme for proving membership of a single interval of elements
in a piece of signed data. Specifically, given a signed multilinear
polynomial commitment to a message m = (my, ..., mp—1) that
can be divided into n/L blocks, we can prove that some public mes-
sage m’ is the i-th block of m. This block-based approach could be
useful for showing that one frame is included in a video as part of
distributing the generation of SNARK proofs of editing each frame
across many different workers.

Let C be a multilinear PCS with public parameters pp, and let
Sig be a digital signature scheme with public key pk. For ease of
exposition, we assume that n is a power of 2 and that L perfectly
divides n; if this is not the case, we can easily pad m so that the
scheme still works. We implement this padding in our experiments.
We describe a SNARK for the following relation RZ;ILrpcs where

i €[n/L]:

(pp, pk, m’, meF" A m' =m[iL: (i+1)L]
i,com, o); A com = C.Commit(pp, MLE(m), r)
(m,r) A Sig.Vf(pk, o,com) =1

Let bin(i) denote the binary decomposition of integer i. Our
proof relies on the following fact about multilinear extensions. Let
n be a power of 2, let m € F", and let L perfectly divide n (i.e., L is
also a power of 2). For any i € [n/L],let m" = m[i(L) : (i + 1)L]
be the claimed public subinterval. Then for any i € [n/L] and any
o € FlogL the following holds:

MLE (m)(bin(i)||a) = MLE(m’)(a) )

By the Schwartz-Zippel Lemma, if the prover can show that
Equation 9 holds at a random «, then with very high probability,
m’ = m[iL : (i+1)L]. Because m’ is public, the verifier can compute
MLE(m’)(«) itself. Given a commitment to MLE(m), the prover can
provide an evaluation proof for MLE(m) (bin(i)||er), which enables
the verifier to check Equation 9.

Figure 6 shows our prover and verifier algorithms for R:;{“rpcs.
We describe this as a protocol made non-interactive using the Fiat-
Shamir heuristic. We formally analyze the protocol in Appendix J.

The signature ¢ and commitment com can be reused, and the
approach can be extended to show the membership of an interval of
I blocks in a message with O(log I) opening proofs by an argument
similar to [50]. However, proving membership of a set of indices
in a message represented by a signed multilinear polynomial com-
mitment of an irregular length can be done more efficiently via
a sum-check approach using standard techniques for sumcheck
protocols. We outline one possible approach later in this section.

Prover for Rr':]’llr‘pcs(pk, pp.m € F*,L,i € [n/L],r € F,com, o)

1: m «m[ilL: (i+1)L]

2: o« H(m' com,i,o) € FlogL

3: S bin(i)||a

4: (m,y) < C.Open(pp, MLE(m), S, 1)
5: return (o, (com, 7, y))

Verifier for R™L (pp,pk,m’ € Flie [n/L],com, 0,7, y)

mlrpcs

1: Check Sig.Vf(pk,com,o) =1

2: qo:Flogll H(m',com, i, o)
3: ¢« [MLE(m")](@)

4: B bin(i)||a

5: Check C.Vf(pp,com,f,y, ) =1
6: Checky =y

7 : return 1 if all checks passed and 0 otherwise.

Figure 6: Multilinear redaction proving

1.2.2 Multilinear redactable signatures via the Zero Check PIOP.
Showing the membership of an interval of values in a message
represented by a signed polynomial commitment to a multilinear
polynomial, especially when the redacted interval does not fit into
a block nicely, can be done more directly via a sumcheck approach.
More formally, if we let C be a multilinear PCS with public parame-
ters pp and we let Sig be a digital signature scheme with public key

pk, we describe a proof system for the following relation ‘R:q Irsc

(pp, pk, ', a, meF" A mla:b] =m’
b,com, 0); A com = C.Commit(pp, MLE(m), r)
(m,r) A Sig.Vf(pk, o,com) = 1

Let f(X) = MLE(m). Define the mask polynomial v(X) to be
a multilinear polynomial such that over the Boolean hypercube,
v(bin(i)) = 1fori € [a,b], and v(bin(i)) = 0 foralli € [n] \ [a, b].
Let the revealed message m” be the public subinterval, and let g(X) =
MLE(0% || m’ || 0™~b).

Clearly m’ = m[a : b] if and only if f and g agree on the points
on the Boolean hypercube that correspond to [a, b]. In other words,
m’ = mla : b] if and only if g(bin(i)) — f(bin(i)) = 0 for all
i€ [ab].

Let A(X) = f(X)v(X) — g(X). Because v(bin(i)) = 0 for all
i € [n]\ [ab], then h(bin(i)) = 0 for all i € [n] if and only if
m’ = m[a : b]. We can prove h(X) is zero everywhere on the
hypercube using a zerocheck from [20], which requires a single
sumcheck invocation. In more detail, to show that m[a : b] agrees
with m’ at the relevant indices, the prover runs a sumcheck on
(f(X)v(X) —g(X)) - eq(X, r) for a random r provided as challenge
by the verifier. At the end of this sumcheck protocol, the verifier
needs to check the evaluation of h(X) at a random point «. To
enable this, the prover sends an evaluation proof for f(«), and the
verifier computes v(«) and g(«) itself to obtain h(«).

Unlike the univariate scheme, this scheme can prove more com-
plicated patterns of redaction than just intervals [a, b] (any pattern
of 0/1 that can be encoded in v(x)). We give a more formal security
analysis in Appendix ]J.



1.2.3 A connection to lookup arguments. The Caulk/cq line of lookup
arguments [27] and the nlookup/Lasso [46, 66] line of lookup argu-
ments are formalized as techniques for showing that a set of values
in a circuit are consistent with the evaluations of a committed-to
polynomial over some basis. Caulk, cq and related techniques are
used to show that a set of values in a circuit consists of the evalu-
ations of a polynomial committed to by a KZG commitment over
some basis. nlookup/Lasso are techniques for showing that a set
of values in a circuit are all the evaluations of a committed-to or
cheap-to-evaluate multilinear polynomial at points on the Boolean
hypercube.

In this lens, the techniques in this section can be viewed as
variants of polynomial commitment-based lookup arguments where
batching is particularly efficient when the looked-up values are all
in one block, or as an optimization for the case of “sequential reads”
from a lookup table.

1.3 Performance of PCS-based redaction
schemes

We also benchmarked our redaction schemes from Section 7.3. To
implement the univariate redaction scheme, we used Plonky3’s
TwoAdicFriPcs polynomial commitment scheme. To implement
the multilinear redaction scheme, we used Ceno’s [62] implementa-
tion of Basefold [75] with Reed-Solomon codes in Plonky3’s ecosys-
tem. These were chosen because they represent comparable coding-
theoretic polynomial commitment schemes for univariate and mul-
tilinear polynomials, and both implementations were reasonably
well optimized. We used an example (uncompressed) video which
was 720x1280 pixels and 10 seconds long. We tested two scenarios:
showing that a single frame is contained in a video (useful for dis-
tributing proving across multiple proofs) and showing that a range
of frames is contained in the signed video (useful for representing
a trimmed video). The benchmark results for the first scenario are
in Table 7, and the results for the second in Table 8. For the second
table, we benchmarked revealing a relatively large interval of the
test video. The row labeled “Underlying PCS time” shows the time
for the underlying polynomial commitment scheme used to commit
to a polynomial of relevant size, since this is the dominant cost
for generating an authenticated commitment for both signature
schemes.

To summarize the performance differences between the two
schemes, the univariate scheme involves committing to data when
proving redaction, while the multilinear scheme does not. However,
the amount of work required for the univariate scheme decreases
as the revealed interval’s size increases, while the work increases
for our multilinear scheme. However, the performance of these two
schemes is largely dictated by the performance of the underlying
polynomial commitment scheme used.

When comparing against a baseline of using Merkle Trees with
Poseidon, it takes about 10.5 seconds to build a Poseidon2 Merkle
Tree (using Plonky3’s implementation) over the same reference
video, and 3 ms per inclusion proof. While generating and verifying
Merkle Proofs is much faster than the times for our redactable
signature scheme, they are much less circuit-friendly, as shown by
Table 2. Since generating a SNARK proof of a Poseidon2 hash of
a reasonably large revealed segment of a video would most likely

Step Univariate ~ Multilinear
Generating Signed Commitment (s) 303.0 16.7
Proving Redaction (s) 630.2 21.29
Verifying Redaction (s) 0.064 0.025
Underlying PCS time (s) 297.5 16.69

Table 7: Univariate vs. Multivariate redaction schemes for
proving membership of one frame in 10s, 720p uncompressed
reference video.

Step Univariate ~ Multilinear
Generating Signed Commitment (s) 301.7 16.17
Proving Redaction (s) 390.66 24.7
Verifying Redaction (s) 0.646 1.25
Underlying PCS time (s) 296.1 16.16

Table 8: Univariate vs. Multivariate redaction schemes for
proving membership of range of frames in 10s, 720p uncom-
pressed reference video.

involve committing to a trace polynomial of much larger degree
than the length of the original video, our two redactable signature
schemes are better when revealing any reasonably large fragment
of data authenticated by a polynomial commitment in a SNARK
context.

J Deferred proofs of security

THEOREM J.1. The protocol of Figure 3 is a public-coin succinct
interactive argument of knowledge for the instance-witness relation
Rpcs = {((pp, f,com) ; r) : com = PCS.commit(pp, f,r)} when
|F| is sufficiently large.

Proof: Translating a similar proof from [65] into a univariate
context, this protocol is complete, succinct and public-coin because
the polynomial commitment scheme is assumed to have these prop-
erties. Since the polynomial commitment scheme is assumed to be
extractable, there is a polynomial f” such that com is a commitment
to f’(x). By the binding property of a polynomial commitment
scheme f’(x) =y =y’ = f(x). Since x is randomly chosen, the
Schwartz-Zippel Lemma applies, and f’(x) = f(x) except for a
soundness error of ﬁ.

Next, we prove the security of the univariate redactable signature
scheme by interpreting it as an interactive protocol (i.e. replacing
steps where we hash values with interactions where the signer
sends the relevant commitments, and the verifier sends a public
random challenge).

THEOREM J.2. We claim that the prover and verifier algorithms in
Figure 5, when interpreted as an interactive protocol, are a succinct
public-coin argument of knowledge for the instance-witness relation
Rilrpess L-e. that the signature authenticates that the revealed message
is a subinterval of the actual message.

The succinctness and public-coin properties follow from the
properties of the underlying polynomial commitment scheme and
by inspection on the messages sent.

This protocol is also complete. An honest signer sends poly-
nomial commitments to uext(my, ..., myp—1), uext(mo,...,mg—1) *



xDr-a uext(mp,...,Mp-1) . XPr=(n=b) " and then opens these
values at the random challenge point «. Call these openings ym, yr
and yp respectively. Clearly uext(my, ..., mg—1)(a) = a’)yLL*“ and
ﬁ The verifier computes for it-

uext(mp,...,mu—1)(a) =
self yc = uext(my, .. .,m;)_a_l)(a). By inspection, if m” = m[a : b],
then uext(my, ..., mp—1) = uext(my, ... ma_1)+X“uext(m(’), ..
Xbuext(mb, ...,mp_1), so completeness holds.

Lastly, assuming the polynomial commitment scheme used is
binding, the additional soundness error incurred by this protocol
can be bounded by the Schwartz-Zippel lemma. The last check in-
volves checking that the opening of com (which is a degree-n poly-
nomial) and the computed value y are equal. The Schwartz-Zippel

lemma cannot be directly applied to the equality y,, =

ye - a® + nyLL’“ because there are terms in the denominator. How-

YH"
xDH—(n—b) +

ever, this equality holds (except for probability 1/|F| when x = 0) if
and only if the same equation multiplied by x™2x(Pr=aDx —(n=b))
holds, which is an equality of polynomials. The degrees of relevant
polynomials satisfy max(Dy — a, Dy — (n — b)) < n, deg(f) < n.
The degree of uext(my,...,mg—1) . xPr-a uext(myp,...,mp—1) -
XxDPr=(n=b) i at most 2n, and the degree of X%, XV is at most n.
When these polynomials are not the same in the case of a dishonest
prover, the probability that two polynomials of degree at most 3n
agree at a random evaluation point occurs with probability at most

3?’7‘, and the additional soundness error of this protocol is at most

3n

F

Next, we discuss the security of our multilinear polynomial-
based redactable signatures. We define PaddedMLE to refer to the
construction where blocks of L field elements in the message m are
padded with zeros so they fit into blocks whose lengths are powers
of 2.

THEOREM ].3. We claim that the prover and verifier algorithms in
Figure 6 form a succinct interactive argument of knowledge for the

. . . n,L
instance-witness relation R .
mlrpcs

Again, for purposes of security analysis, we interpret this as
an interactive protocol where the hashing steps are replaced with
commitments sent from the signer to verifier, and a random public
challenge from the verifier to the prover. We also assume that the
initial polynomial commitment is computed honestly.

The succinctness and public-coin properties follow from the
properties of the underlying polynomial commitment scheme and
by inspection on the messages sent.

This protocol is complete by Equation 9 and the correctness of
the PCS.

Lastly, assuming the polynomial commitment scheme used is
binding, the additional soundness error incurred by this protocol is
the probability that two distinct multilinear polynomials in logn
variables agree at a random evaluation point, so the soundness
error incurred by this protocol for a message of length n is less than
or equal to ki%(l.

Lastly, we discuss the security of the sumcheck-based redactable
signature scheme discussed in Appendix 1.2.2.

THEOREM J.4. The sumcheck-based redactable signature scheme
in Appendix 1.2.2 is a succinct interactive argument of knowledge for

the instance witness relation qulrsc'

As mentioned in Appendix 1.2.2, with m, m’, v(X), f(X), g(X) as
defined in that section, f(X)v(X) —g(X) is zero everywhere on the

- m;,,afl)Boolean hypercube if and only if m[a : b] = m’ because of how we

define f, v, and g.

Next, using the results of Section 3.2 in Hyperplonk [20], ap-
plying the Zerocheck PIOP to f(X)v(X) — g(X) is a sound and
complete interactive protocol for this relation. The polynomial
F(X)v(X) — g(X) is log n-variate, with degree at most 2 in each
variable.

Since this is just an application of the zero-check PIOP, by the re-
sults of Section 3.2 of Hyperplonk, this is a complete and knowledge-
sound protocol. The prover requires O(n) F-operations and the
verifier requires O(log n) F-operations.
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