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Abstract. Private histogram computation is a fundamental building block for many
data analytics tasks, enabling frequency analysis without revealing individual inputs.
Existing protocols achieving robustness against malicious clients and servers typically
require three servers with limited adversarial tolerance, restricting practicality.

In this work, we present Paras, the first two-server protocol for private histogram
computation that achieves robustness against collusion between a malicious server and
arbitrarily many malicious clients. Paras builds upon distributed point function-based
approaches and introduces novel consistency checks leveraging vector oblivious linear
evaluation (VOLE) to enforce both input correctness and output integrity. To realize
these checks, we design two new cryptographic primitives: (1) aBV, an authenticated
bit verification protocol that ensures VOLE committed shares correspond to valid
bits, and (2) adIPA, an authenticated double inner product argument that enables
secure consistency checks across two different VOLE sessions. These primitives may
be of independent interest for other secure computation tasks.

We show that Paras is highly efficient and scalable: clients incur minimal cost inde-
pendent of domain size, while servers achieve low per-client runtime, communication,
and storage even at scale. For example, with 8192 clients over a domain of 128 inputs,
each server requires only 14 ms runtime and 24 KB communication per client.

Keywords: Function secret sharing - private histograms - multiparty computation

1 Introduction

Privacy-preserving data analytics has become an essential requirement in today’s data-
driven world. Among the most fundamental statistical operations is the computation
of histograms [XZX*13, BS15], which serve as the basis for numerous data analysis
tasks across domains, such as healthcare [Ots79, Mun05], social sciences [FD81, CM85],
and recommendation systems [ZKLT10, FPE16]. A histogram counts how many clients
hold each input value, generating a frequency distribution without exposing individual
data. In practice, these tasks involve inputs from well-structured sets: cybersecurity
analysts track recurring incident types such as failed logins [Akb23] or denial of service
[KB12]; interface designers compute heatmaps over predefined regions [LPGC17]; digital
advertising platforms count clicks per ad ID [BKM™*20, LPR*21, SNKG23, MMT*24]; and
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2 Paras: Actively Secure Two-Server Private Histograms

genomics researchers measure the frequency of nucleotides [PYBT06]. Yet, protecting input
privacy during the histogram computation remains challenging, particularly in multi-party
environments where clients may not fully trust the servers.

In response to this challenge, numerous works have emerged that focus on privacy-
preserving statistics in the two/three-server, many-client model [CGB17, BBCT21, AHI"22,
JKK 24, MST24, MPD*25, SMX25]. Boneh et al. [BBC21] introduced a protocol
for private histogram computation in the two-server setting that uses distributed point
functions (DPFs) [GI14]. DPFs enable clients to privately encode their inputs such that
the servers can jointly compute the histogram without learning individual data points.
Concretely, each client secret-shares a point function f,, built on its input z, encoded as a
pair of keys (key; o, key; ;) sent to servers Sp and Si, respectively. The servers evaluate
these keys at different points = to obtain additive shares indicating whether each client’s
input matches x. By summing these shares, they compute the count for each z; repeating
this process over the input domain yields the complete histogram. This approach provides
security against malicious clients and hides the clients’ input from a malicious server.
While the DPF-based protocol is efficient and elegant, it fails to achieve correctness in the
presence of malicious servers. In particular, a malicious server can arbitrarily manipulate
the final histogram without being detected (and adding a MAC to detect such output
manipulation is non-trivial, and we discuss this in the overview section).

Building on [BBC*21], subsequent works on private histogram and heavy hitter
computation in the two-server model offer varying guarantees regarding correctness and
privacy against malicious adversaries. Many approaches, such as Precio [ACDT24] and
DPF-based protocols [BGI15, BGI16, GI14], provide privacy of the client inputs against
malicious servers but do not ensure correctness in the presence of active attacks. Similar
to the limitations of [BBCT21], a malicious server can alter the output without getting
detected. Recent constructions like Mastic [MPD"25] and Doplar [DPRS23] improve
security guarantees but still fall short of full robustness (i.e., privacy and correctness) in
the two-server model. Notably, this lack of full robustness does not constitute any type
of attack, as their functionality descriptions capture the fact that a malicious server can
corrupt the final histogram output.

Other solutions, including PLASMA [MST24] and sorting-based protocols [AHIT22,
JKK™24], provide full robustness against malicious clients and servers but typically rely
on a three-server architecture, assuming at most one malicious server. This is a relatively
weak trust model, as compromising one out of three servers is easier than compromising
one out of two. There is a separate line of work [ACD 24, BBCC25, BGG'22, BGR™24]
on histograms where the client’s inputs are perturbed using differentially private noise.
The initial works [ACD"24, BBCC*25, BGG'22] in this line assumed semi-honest servers,
and it was later improved by [BGRT24] to achieve security against a malicious server.
However, the client’s inputs are only hidden with differentially private noise and do not
fully hide the client’s input.

We provide a survey of literature in Table 1 and section 1.2. Based on these observations,
we ask the following motivating question in this work:

Can we design a two-server private histogram protocol that achieves robustness against
collusion between malicious clients and a malicious server?

1.1 Owur Contributions

We affirmatively address the above question through the following contributions.

Paras. We introduce Paras, the first two-server protocol for privacy-preserving histograms
that provides robustness (both in terms of privacy and correctness) against the collusion
of an arbitrary number of malicious clients and a malicious server. This improves on



D. Mouris, L. Piske, P. Sarkar, N. Trieu, and M. Ugurbil 3

Table 1: Threat model comparisons with related works. Paras is the only MPC solution
that guarantees correctness and privacy against malicious corruption of clients and a server
in the two-server model. The protocols in the three-server setting tolerate one malicious
server, assuming the servers do not collude.

Robustness Malicious Security Num.

Protocol Server & Dishonest Tvpe  Servers

Clients* Server! Cli Majority* yp v
ients

Precio [ACD™24] [ O O O DP 2-3
Hash-Prune-Invert [BBCCT25] @ [ D) [ D) O DP 2
Sparse Hist. [BGG™22] o O O O DP 2
Mal. Sparse Hist. [BGRT24] [ [ [ [ DP 2
DPF [BGI15, BGI16, GI14] [ © O O MPC 2+
MPC-based [BK21] [ D) [ D) O O MPC 3
Sorting [AHI 22, JKKT24] [ [ [ O MPC 3
Prio [CGB17] o LD O O MPC 2+
Poplar [BBC*21] o LD O O MPC 2
Doplar [DPRS23] o O O O MPC 2
PLASMA [MST24] o o L O MPC 3
Mastic [MPD™25] [ D) O O MPC 2
Paras o o o o MPC 2

* Vulnerable to data poisoning attacks by malicious clients or servers. The privacy of honest
clients is preserved.

t O Neither privacy nor correctness against a malicious server. © Privacy is preserved against
a malicious server, but not correctness. @ Both privacy and correctness against a malicious
server.

+ O Indicates no malicious dishonest majority (i-e., honest majority or dishonest majority under
a semi-honest setting), while @ indicates malicious dishonest majority, where security holds
even if all but one server is maliciously corrupted.

prior works that either need three servers [AHIT22, JKK*24, MST24], or assume semi-
honest servers [BBCT21, MPD 25, DPRS23], or provide only DP-based security [BGGT22,
BGR™24] to the clients. We provide a qualitative comparison in Table 1.

Consistency Checks. We build novel consistency checks that guarantee robustness against
the collusion of malicious clients and a malicious server. Building upon the DPF-based
techniques of [BBC*21, MST24, MPD*25], we add mechanisms that enforce input correct-
ness and output integrity, restricting each client to a valid one-hot vector, hence enforcing
the client to vote 1 for a single option. However, these techniques only work when both
servers are honest. To protect against a malicious server, we introduce novel consistency
checks based on Vector Oblivious Linear Evaluation (VOLE) [YWL"20]. The servers
evaluate the DPF on the input domain and commit to their DPF evaluation shares using a
VOLE. The servers prove that they have committed to the client-provided DPF evaluations,
and the committed VOLE values are shares of a shared bit. Then, the servers compute
the histogram over the DPF evaluations and the VOLE committed values, and finally
generate the output if they are consistent. A malicious server cannot deviate from the
protocol since the client inputs are committed by VOLE. To defend against the collusion
of a malicious server and malicious clients, we incorporate the VOLE in the one-hot check
to ensure that the malicious client is forced to vote correctly. We refer to the technical
overview (section 3) for the details.

aBV. We introduce a novel authenticated bit verification protocol gy (modeled as Fapy),
which ensures that the inputs from both servers form valid VOLE correlations over binary
secrets. This functionality may be of independent interest for other applications that
require efficient verification of bits over secret-shared data. We use F,gy for designing the
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consistency check in Paras.

adlPA. Finally, we introduce an authenticated double inner product argument protocol
Iagipa (modeled as Faqipa) that allows two parties to compute an inner product between
two vectors committed via two different VOLEs. This enables inner product computation
in the two-party setting where one of them can be malicious, which we leverage for a
consistency check in the aBV protocol. We believe this protocol is of independent interest.

Performance Evaluations. We provide concrete runtime, communication, and storage
evaluations of the Paras client and server protocols. Each Paras client runs for 81 ms and
communicates 0.42 KB over a domain of size 16 inputs. Similarly, each Paras server runs
for 84 ms and communicates only 0.63 KB for a domain of 1028 inputs. When running
Paras with 8192 clients, each of which has a domain of size 16, each server takes 2 ms,
communicates 3 KB, and stores 8 KB for each client. Scaling this up to a domain of size
128, each server’s running time increases to 14 ms, communication increases to 24 KB,
and finally, storage to 50 KB per client. However, as the number of inputs increases, the
client costs remain almost unaffected. Additionally, an increased number of clients results
in further improving the amortized server performance. This demonstrates that Paras is
highly scalable and can be deployed for a realistic application in the two-server setting.
We delve into more experiments in section 7.

1.2 Related Works

In this section, we cover previously published works on private histogram computation
that provide functionalities similar to ours. Not all works offer the same functionality; for
example, [BBCT21] and [BGG™22] provide support to histograms with super-polynomially
sized domains, while other works do not, including ours. We categorize related works into
the following three paradigms.

FSS-based Protocols. Function secret sharing (FSS) schemes for point functions [GI14]
provide a natural solution for computing histograms with a polynomial-sized support set S
in the 2-server setting. Each client C; secret shares a unit vector v of length |X|, where each
component corresponds to an element of the set X, and the component associated with the
client’s input «; is set to 1. To compute the histogram, the two servers homomorphically
aggregate all the vectors received from the clients and reveal the resulting vector. FSS
allows the unit vectors to be secret shared in a compressed form, enhancing efficiency.
Poplar [BBC*21] leverages FSS along with a malicious-secure sketching technique to
protect against malicious clients while ensuring that a malicious server cannot learn the
clients’ inputs. However, its approach is vulnerable to a malicious server corrupting the
final histogram output. Building on this foundation, PLASMA [MST24] extended the
idea to a 3-server setting, achieving stronger security against a malicious server. This is
accomplished by having each pair of servers replicate FSS and verifying if their outputs
match. Given the assumption that at least two servers behave honestly, at least one
pair will produce the correct output. Recently, Mastic [MPD"25] addressed the weighted
heavy-hitters problem in the 2-server setting. Mastic achieves the same security guarantees
as Poplar’s heavy-hitters protocol while incorporating the constructions from PLASMA
and employs zero-knowledge proofs (ZKP) to allow for more elaborate (weighted) statistics.

DP-based Protocols. A substantial body of research has focused on histogram protocols
that rely exclusively on differential privacy (DP) techniques. These approaches offer
the potential for greater efficiency compared to cryptography-based methods; however,
the introduction of DP noise to protect the privacy of clients’ inputs often reduces the
utility of the resulting computations. DP-based histogram protocols can be broadly
categorized based on their underlying privacy model. In the local DP model, as seen in
[BS15, CG24, WHTT15], clients independently add noise to their data before sending it to
an untrusted server, which aggregates the noisy inputs to compute the histogram. The




D. Mouris, L. Piske, P. Sarkar, N. Trieu, and M. Ugurbil )

shuffle model explored in [CSU'19, CZ22], builds on the local model by routing client
messages through a secure channel that shuffles them, breaking the link between clients
and their inputs. In contrast, the central DP model [KTM*21, CB22, GKKM22] assumes
a trusted server that collects raw client data, computes the histogram, and adds DP noise
to the result before sharing it. While the central model offers higher utility, its reliance on
a trusted server departs from the objectives of this work. Replacing it with MPC would
remove trust but introduce significant overhead.

MPC with DP-leakage. [BGGT22] introduces a protocol for weighted histograms in the
non-colluding 2-server setting, combining DP and public-key cryptography techniques.
The protocol leverages the ElGamal cryptosystem for its homomorphic properties, with
an ElGamal-based OPRF as a core construction. It assumes semi-honest clients and
servers and incorporates DP leakage, allowing limited information about users’ inputs to
be revealed, as long as it adheres to DP guarantees. However, this approach leaks more
information than traditional MPC, compromising the privacy of users’ inputs. [BGR™*24]
improves the security guarantees of the [BGG'22] to protect against an adversary who
may corrupt one server and any number of clients. It analyzes the vulnerabilities of the
semi-honest protocol under malicious adversaries and proposes modifications to mitigate
these risks, including replacing the semi-honest OPRF with an actively secure one.

The work of [GKK™22] is in a similar setting, where multiple parties hold information
about their clients and aim to compute a histogram. Their proposed solution integrates
Bloom filter-based sketching with homomorphic encryption, MPC, and DP to achieve this
goal. Also in the MPC & DP setting, [BBCCT25] is a generic framework for heavy-hitters
and DP in the large domain setting that ensures computational differential privacy against
any number of malicious clients. Unfortunately, neither of these works offers correctness
against a malicious server. Nebula [SSGT25] is a system that uses an aggregator server and
a randomness generation server, alongside clients responsible for generating histogram data.
The servers are assumed to be non-colluding but potentially malicious, while the clients
are considered semi-honest. Nebula leverages a combination of sample-and-threshold DP
techniques and an OPRF-based verifiable client-side thresholding approach to ensure DP
guarantees without relying on trusted third parties.

In all the aforementioned DP-based works, client inputs are protected by adding DP
noise rather than being cryptographically hidden, ensuring that the output does not reveal
individual inputs beyond DP guarantees. This results in a different security model from
ours, where the output does not necessarily protect the input information. However,
assuming at least one honest server, the inputs are otherwise perfectly hidden except
for what is implied by the final output. In contrast, in DP-based approaches, even with
fully honest servers, client inputs are never fully hidden and are protected only up to the
chosen DP parameters. As a result, the two models are inherently incomparable and reflect
different trust and leakage trade-offs. Finally, we compare with histograms protocols that
can be derived from secure aggregation-based protocols.

Secure aggregation-based Protocols. The protocols in [BGLT23, CGJvdM22, LBV 23,
BIK"17, BBG"20] do not naturally support histograms. In histograms, each client selects
one out of many options, and this choice must remain hidden, while aggregation protocols
assume clients submit encrypted numeric values that are summed. Simulating a histogram
with aggregation would require running a separate aggregation instance for every domain el-
ement and forcing each client to input a non-zero value in exactly one instance. This would
make the client-server communication proportional to the input domain size. Moreover,
the single server aggregation protocols, like ACORN [BGL"23|, EIFFEL [CGJvdM22],
RoFL [LBV™23], and others [BIK™17], do not provide robustness, i.e., output correctness,
against a malicious server. In the multi-server setting, ELSA [RSWP23] fails to provide
robustness against a malicious server, while MARIO [NLT25| requires an honest majority
among the servers to provide robustness, similar to [MST24, AHIT22, JKK'24]. Con-
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sequently, these protocols neither achieve the functionality nor the security guarantees
provided by Paras.

In comparison, Paras is the first protocol that works in the two-server setting and
provides both robustness and privacy in the dishonest majority setting while maintaining
a polylogarithmic (in input domain size) client-server communication.

2 Preliminaries

Notation. We use « and p for the computational and statistical security parameters,
respectively. Our protocols consider a field F of size O(2#). We denote the set of integers
{0,...,n—1} as [n]. Let Sy represent the b*"" server, where b € {0, 1}, and let C; represent
the i*" client, where i € [N]. Let [z], to represent a secret share of = for S,. We use :=
for assignment, < D for sampling from a distribution D, and = for checking equality.
We denote a vector of ¢ elements as @ = (a1,...,ar). For two vectors &, be F¢, we
define their dot product a - beF computed as @ - b= Do el %i - b;, their component-wise

addition @ + beF! computed as @ + b= (a1 + b1,...,a¢ + by), and their component-wise
multiplication @ ® beFt computed as @ ® b= (a1 - b1,...,a0-bg). For a scalar c € F, we
denote component-wise scalar addition @+ ¢ € F¢ computed as @+ ¢ :== (a1 +c¢,...,ap+0¢),
and component-wise scalar multiplication c-@ = @-c € F* computed as @-c := (a1 -c, ..., as-c).
When working with secret-shared vectors, these same operations apply analogously.

2.1 Verifiable Distributed Point Function

A 2-out-of-2 Distributed Point Function (DPF) scheme allows a dealer to split a point
function f, 3: D — R into two function shares ko and ki, where f, g is 0 everywhere
except at point «, where its value is 5. These shares allow the parties to locally evaluate
the function at any point z € D in a non-interactive way, producing 2-out-of-2 secret
shares of f(x). Although there exist DPF schemes that generalize to more parties [GI14],
our protocol only requires the 2-party variant. Standard DPFs are vulnerable to malicious
dealers, who can completely compromise the result by sending corrupted DPF keys. Even
worse, malicious clients can craft keys to manipulate the output without the servers’
knowledge. In this work, we require the scheme to be secure against malicious dealers,
which is known as a Verifiable Distributed Point Function (VDPF). VDPFs address this
by ensuring that the DPF keys are well-formed using efficient hashing-based techniques.
We describe the VDPF scheme [dCP22], which consists of the following three algorithms:

o VDPF.Gen(1%,a, ) — (ko,k1): Given a security parameter x and a point function
fa,p that maps n-bit strings to an additive group G, the key generation algorithm
outputs two VDPF shares (ko, k1).

o VDPF.BatchEval(b, ky, X) — ([¢]s, 7): This algorithm takes as input the key k;
(with b € {0,1}) and a set of ¢ inputs X = {xo,...,2_1}, where each z; is an n-bit
string and produces a pair ([¢]s, 7). Here, [¢]s is a vector of additive shares over G
such that the shares from both parties sum to f, g(z;) for each z;. The proof m,
attests to the well-formedness of this output.

o VDPF.Verify(mg, 71): Given the pair of proofs (mg,71) from the batch evaluations,
the verification algorithm outputs Accept if the combined shares [¢]o + [¢]1 define a
valid point function (i.e., a function that is nonzero in at most one location), and
Reject otherwise.

Existing VDPF constructions instantiate the underlying pseudorandom generator (PRG)
using a length-doubling PRG. Throughout this work, we follow the standard approach and
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instantiate this PRG using AES in PRG-expansion mode, where each invocation expands
one seed into the two child seeds required during VDPF evaluation.

N\

Initialize: Upon receiving (init,sid) from S and R, sample A <— F,, if R is honest, otherwise, receive A from

the adversary. Store and send A to R. Ignore all subsequent (init, sid) commands.

Extend: This procedure can be run multiple times. Upon receiving (sid, £) from S and R:

1. If R is honest, the functionality samples k<« ]Fﬁ,. Otherwise, the functionality receives ke ]Ff7 from the
adversary.

2. If S is honest, the functionality samples & <+ ]Ff; and computes m ==k — A - T € ]Ff;. Otherwise, the
functionality receives ¥ € Ff, and m € ]Ff) from the adversary, and then recomputes k=m+A -T€ ]Ff).

3. Send (&,7) to S and k to R.

Figure 1: Functionality Fyq g for vector oblivious linear evaluation (VOLE).

2.2 Vector Oblivious Linear Evaluation

Intuitively speaking, in this work, we define the vector oblivious linear evaluation (VOLE)
functionally as a two-party functionality that uniformly samples two vectors T, E, — Ff;
and an element A < F,,, and outputs the tuples (Z,7) and (E, A) to the two parties S
and R, respectively, where m = k—A-Fe IFf;. Note that uncorrupted parties taking part
in the protocol do not arbitrarily choose inputs to this function, as in some definitions of
the VOLE functionality [YWL120, YSWW21]. However, when a party is corrupt, they
get to choose its inputs. We provide a formal definition for the VOLE functionality in
Fig. 1 and use it in our protocols to generate correlated randomness for the parties to
“commit to” values using an information-theoretic message authentication code (MAC) in
the commit-and-prove paradigm [CD97].

We note that the two cases in Fig. 1 follow the standard ideal-functionality treatment
for malicious corruption. When the sender is honest, the functionality samples uniformly
random values and derives the receiver’s output so that the prescribed VOLE correlation
holds. Conversely, when the sender is corrupted, the adversary specifies the sender’s view,
and the functionality reconstructs the corresponding receiver output to preserve the same
VOLE relation. This guarantees that an honest party always receives outputs that are
consistent with the functionality, while allowing a corrupted party to choose its own inputs,
as is standard in ideal-world functionality definitions.

2.3 Exponential ElGamal

We describe the exponential variant [CGS97] ElGamal encryption scheme [E1G84] that
supports additive homomorphism over encrypted plaintexts, a feature essential to our use
case. We define the following algorithms:

o EG.Gen(1%): Let G be a cyclic group of order ¢ with generator g, where ¢ is a
prime and has bit-length . Sample x < Z, and compute h := g*. Output the
public-private key pair (pk,sk), where pk := (G, ¢, g, h) and sk := (G, g, g, x).

o EG.Enc(pk,m): Using pk from EG.Gen(), and a plaintext m € Z,, output the cipher-
text ct := (¢", 9™ - h"), where r < Z,. We use EG.Enc(pk, m,r) in case we want to
pass a fixed randomness r.

o EG.Dec(sk,ct): Let sk be a secret key from EG.Gen() (where h = g*) and ct be a
ciphertext encrypted under the corresponding public key. Output m as the discrete
logarithm of A" - g™ /(g")* as the decrypted message.

For clarity, we occasionally abuse notation by presenting certain operations, such as
ciphertext-ciphertext addition and plaintext-ciphertext multiplication, in a simplified,
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white-box form. For instance, in the TPA protocol shown in Fig. 5, we write e; =
emaskg - [];¢(y (eprod ;)™ to indicate that each ciphertext eprod ; is multiplied with the
corresponding scalar 7o ;. This notation reflects the underlying operation in the ElGamal
scheme, where exponentiation is used to perform scalar multiplication on the encrypted
plaintext. The product of these exponentiated ciphertexts corresponds to the homomorphic
addition of the plaintexts.

2.4 Chaum-Pedersen Protocol

The Chaum-Pedersen protocol [CP93] allows a prover P to convince a verifier V that they
know two discrete logarithms 1 and x5 such that x; = x5, without revealing any other
information to V. Specifically, P wants to prove knowledge of the discrete logarithms of
y1 = ¢g** and yo = h*2, with the relation x; = x5, while ensuring that V does not learn
anything beyond this equivalence. Both parties share the generators g and h, and these
generate cyclic groups of prime order q.

The protocol starts with P uniformly sampling a nonce k < Z,, and sending 71 = g*
and 75 = h* to V. After receiving 7, and ro from P, the verifier sends a uniformly sampled
challenge ¢ <- Z4 to P. With the challenge in hand, P sends s :== k —c-x; to V. Finally, V
decides whether to accept the proof from P if and only if r1 = ¢° - y{ Ara = h® - y§ is true.
The zero-knowledge property comes from the uniform distribution of the nonce k and the
CDH assumption, while the completeness of this protocol can be checked by expanding
the equation used by the verifier in the last step of the protocol in the following way:

k—c-z1

rn=g"-yi=g ge = g"
ro = hS - yg _ hk—c-xl CheT2 — hk

Special soundness comes from the distribution of the challenge ¢ and the fact that the
prover commits to the nonces before learning ¢ by sending 71 and ro to V. Note that we
are only interested in the case where the V is honest, so we only consider special soundness
in this section.

We present the Chaum-Pedersen protocol [CP93] for proving DDH tuple as follows:

e Imput: (g1,92,X,Y).

e Witness: z € Z,s.t. X =gf.

o Statement: Output 1 if (g1,92,X,Y) is a DDH tuple of the form (g1, 92, g7, 95 )-
e Prove: To compute the proof, perform the following:

— Sample u - Z, and compute p; = g and ps = g3.
— Compute challenge chall = H(g1, g2, X, Y, p1,p2).
— Output opening z = u + chall - z.

Output proof as (p1,pa2, 2).
e Verify: To verify the proof, perform the following:
— Compute challenge chall = H(g1, g2, X, Y, p1,p2).
— Output 1 if g7 z p1 - Xl and g3 Z po - Yl else output 0.

The above scheme is sound and satisfies zero-knowledge assuming Discrete Log is hard.
We refer to [CP93] for the formal proof.



D. Mouris, L. Piske, P. Sarkar, N. Trieu, and M. Ugurbil 9

Public Parameters

1. N clients C; for 4 € [N] and two servers Sp and Sj.

2. Sp and 87 agree on the set of histogram inputs X.

Input Phase

1. Servers Sg and S1 do not have any input.

2. Each client C; for ¢ € [N] has input «; € X.

Corruption Phase

1. Initialize the corruption list ¥ := @) and a discard list L := 0.

2. If A instructs Fuist to corrupt a list & of clients then mark them as corrupt. Additionally, if A corrupts
one of the servers, then mark the server as corrupt. A also provides the histogram HIST computed on the
inputs of the corrupt clients in L. This step is executed only once; Fyist ignores future requests.

3. If A submits a list L C [N] of clients whose inputs will be discarded, then store L. This step is executed
only once; Fyist ignores future requests.

4. If A instructs Fyst to abort, then send L to all the uncorrupted parties.

Output Phase
I. Initialize the output as HIST := ([ent1], [ent2], .. ., [ent;x]) = (0,0,...,0).

2. Update [entq, ] = [entq,] + 1 for each uncorrupt and undiscarded client C; (i.e., for i € [N] \ (L U L)).
3. Once A completes steps 2 and 3 in “Corruption Phase”, aggregate the corrupt clients to the histogram by
adding component-wise as HIST := HIST + H/IS\T
4. Send HIST to A and wait until A responds.
a. If A sends continue, then send HIST to all the uncorrupt parties.
b. Otherwise, send L to all the uncorrupt parties.

Figure 2: The ideal Fyst functionality for histogram.

3 Technical Overview

3.1 Private Histogram Computation

Let X C {0,1}* be a polynomial-sized set known a priori by all the parties involved in the
protocol. There are N clients, C;, each holding an input «; € X. Our goal is to compute a
histogram that counts, for every element x € X, how many clients have x as their input.
Crucially, this must be done in a way that reveals no more information than the final
histogram itself.

Threat Model. In our setting, two servers receive inputs from the clients and produce
the final histogram once all inputs have been collected. As long as at least one server
honestly follows the protocol and the servers do not collude, Paras guarantees both the
correctness of the histogram and the privacy of the clients’ inputs. Neither server learns the
clients’ individual inputs; only the final histogram is revealed. Moreover, Paras maintains
these guarantees even if one server behaves maliciously and colludes with malicious clients.
Fig. 2 presents a formal description of the ideal functionality for histogram computation.

In this work, we consider a strong security definition for histogram computation that
consists of two key properties: Completeness and Robustness.

Completeness. This property ensures that if all clients and servers execute the Paras
protocol honestly, the servers will produce the correct histogram as output.

Robustness. Robustness means that the final histogram remains both correct and private
despite malicious behavior by clients or servers. Clients may alter or omit their inputs,
and a malicious server may drop some honest inputs or block output altogether. However,
the adversary cannot cause an honest server to output an arbitrary histogram, nor can
they learn more than what is revealed by the final histogram itself. Paras guarantees that:
1) a set of malicious clients cannot do more than change their own inputs or refuse to
send them, and 2) a malicious server cannot forge arbitrary results or break the privacy of
honest clients.

Interaction Model. Motivated by scenarios with a large number of clients, minimizing
communication between clients and servers is crucial [BBC*21]. We require that clients
not interact with each other and that communication between clients and servers is kept
to a minimum. We define three phases:
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e Setup Phase: The servers publish data accessible to all clients.

e Upload Phase: Each C; receives at most one message from each server and sends at
most one message to each server. C;’s message may depend on the server’s message
from the Setup phase.

o Aggregation Phase: The servers engage in an interactive protocol to compute a
histogram based on the clients’ inputs. The servers do not communicate with clients
during this phase.

Our Paras protocol, as well as related works from Table 1, adhere to the interaction
restrictions outlined above.

Motivation for the Two-Server Model. Our goal is to guarantee both input privacy
and output correctness even when one of the servers colludes with an arbitrary number
of malicious clients. This security objective cannot be achieved in the corresponding
single-server model. A single server necessarily receives all client messages and is solely
responsible for computing the output. Consequently, a malicious server can arbitrarily
modify the histogram or deviate from the protocol without an independent party capable of
detecting or proving such deviations. While cryptographic commitments or zero-knowledge
proofs may restrict client behavior, they do not prevent a single malicious evaluator
from producing an incorrect output unless additional trust assumptions, such as trusted
hardware, public verifiability, or an external verifier, are introduced.

Similarly, our communication model requires each client to participate only once during
the upload phase and remain offline thereafter. Because clients do not engage in further
interaction, they cannot participate in later consistency checks or dispute resolution.
Therefore, all verification of the computation must be performed by independent servers
using only the information uploaded during the client phase. This motivates the use of
two non-colluding servers that can jointly verify each other’s computation while preserving
client privacy.

Compared with three-server robust protocols, Paras achieves the same guarantees while
requiring less trust. Existing three-server constructions rely on an honest majority among
the servers, whereas Paras operates in the dishonest majority setting, requiring only that
one of the two servers remains honest and non-colluding, while tolerating collusion between
the other server and an arbitrary number of malicious clients.

3.2 Paras Overview

We summarize the histogram protocol of [BBCT21] that Paras uses as a foundation, and
describe how we improve upon it to provide security against malicious adversaries.

A semi-honest solution. In [BBCT21], Boneh et al. proposed a protocol for semi-honest
secure private histogram computation in the 2-server setting that uses as its main building
block a distributed point function DPF. In a DPF, a client C; with input string «; € {0,1}*
secret shares the function f,, =1 { if 2 = o; } else { 0 } by encoding «; as a pair of keys
(key; o, key; 1). The client sends key; o to server Sy and key, ; to Si. After receiving the
function keys from all clients, the two servers run the histogram computation phase. To
count the number of client inputs equal to z, each server Sic(o 1} starts by evaluating all
their function secret shares key; ; at position x for every i € [N], where N is the number
of clients. As a result of evaluating key, ; and key, ; at x, the servers receive 2-out-of-2
additive shares of y;, where y; = 1 if C; holds a; = , and y; = 0 otherwise. Then, the
servers non-interactively compute shares of cnt, = Zie[N] y; and open them, where cnt,, is
the desired count. To compute the full histogram on the set X, the servers repeat this
process for all different x € X. Even though this solution is secure against a semi-honest
adversary, it leaves multiple attack vectors open for malicious ones. Our work modifies
this protocol to close these attack vectors.
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Protecting against malicious clients. To protect against malicious adversaries cor-
rupting clients, we replace the DPF with a verifiable DPF scheme [dCP22] and incorpo-
rate additional steps to ensure that each client’s input is a well-formed one-hot vector
suitable for the histogram computation. These steps also guarantee that a malicious
server cannot alter the client’s input during the computation. Our client input phase
begins with each C; generating a pair of VDPF keys encoding the function f,,, where
a; € {0,1}* is C;’s input. At the end of this phase, the key pair is distributed to the two
servers. The servers then perform a batched DPF evaluation over the input domain as
([, mv.:) == VDPF.BatchEval(b, key, ;, X). To ensure that the non-zero component of
each vector ¢j; is exactly 1, each Sy locally computes the sum . x[yi j[o. The servers
then combine their shares to compute the sum >, x yi; = > ex [¥ilo + 2 ex[vi s
and verify that the result equals 1, guaranteeing that the one-hot vector has a single entry
set to 1.

However, the above description overlooks an important issue: a malicious server may
provide an incorrect sum, or a colluding client and server may work together to bypass the
verification. To address this, we incorporate a VOLE-based (section 2.2) MAC mechanism.
Specifically, each S selects a random MAC key A, and sends it to the client in encrypted
form. We use a variant of ElGamal encryption that supports additive homomorphism
to enable this. Each C; samples a random mask inppad, ; and computes the ciphertext
inpenc,, ; of a; - Ay +inppad, ;. This ciphertext represents a MAC tag on «;, authenticated
under key A, and masked with inppad, ;. After computing the ciphertexts, each client C;
sends the tuple (key, ;,inpenc, ;,inppad;_ ;) to server Syeqo,1}- Each server S can then
decrypt inpenc, ; to obtain the MAC tag on «;, and no longer has a need for the inpenc; ;
ciphertext. We introduce an additional step in the server initialization phase to prevent
malicious servers from sending incorrect or inconsistent encryptions of their MAC keys Ay
(see section 5.1).

In the next paragraphs, we describe how to leverage client-generated MACs to enable
a robust histogram protocol. For now, if C; fails any of the validation checks, its input is
discarded, and its identifier ¢ is added to the exclusion list .. This ensures that C;’s input
will be ignored in all subsequent steps of the protocol and will not contribute to the final
histogram.

Protecting against a malicious server. To prevent a malicious server from manipulating
the output, we generate a MAC over the histogram result. However, integrating MACs into
a DPF-based histogram computation is non-trivial, particularly because the DPF evaluation
protocol is non-linear and inherently incompatible with standard MAC techniques. To
address this challenge, we construct Paras step by step as follows.

A naive approach to this problem is to have each server evaluate every client-provided
VDPF key-value pair over the entire domain X and then commit to the results. However,
this simply shifts the problem elsewhere: we still cannot ensure that the servers are
committing to the correct VDPF evaluation outputs rather than to arbitrary values chosen
by a malicious adversary. In this work, we use this idea as a foundation but introduce
additional steps, leveraging client-generated MACs, to ensure that both servers commit to
the correct VDPF evaluations.

More specifically, we use a VOLE-based MAC as the commitment scheme, where the
random VOLE correlations required to instantiate these commitments are pre-processed
during the server initialization phase. This step can be performed entirely in the prepro-
cessing stage. Once each Sycqo,1) evaluates the full domain of every VDPF key provided
by each C; and obtains the corresponding shares [¢;]s, it consumes a portion of the pre-
processed VOLE correlations to commit to its own shares. As a result, each S, holds a
tuple, where the values highlighted in yellow are known only to server S;_; and the value
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highlighted in grey is unknown to both servers:
ko= mpi + - [Gilico s foi= Mei + Do Gis M-

Notice that the first two vectors, I;bﬂ- and tﬂbyi, serve as MAC tags for the other server’s
DPF value [y;]1-» and the unknown client input g;, respectively, both authenticated using
the same MAC key A,. Meanwhile, the last vector, 1m1_p ;, is randomly chosen during the
VOLE preprocessing! in the (1 — b)*" instance and is known only by S,. It acts as a mask
for the MAC tags El,w and ﬂ,b7i, and must be revealed to the MAC verifier as part of
the opening process.

Once both servers hold the MAC tags for each client’s VDPF shares, they work together
to perform a sequence of batched zero-knowledge proofs that guarantee the committed
values satisfy the following properties without revealing them: Binary Vector, One-Hot
Sum, and One-Hot Position Consistency. The first two ensure that the additive shares
form a valid one-hot vector, i.e., a binary vector with exactly one entry equal to 1. The
third ensures that this 1 appears at position «;, the input specified by the non-discarded
client C;. Together, these checks confirm that the servers are correctly committed to the
function encoded by C;’s VDPF.

Binary Vector Property. For each client ¢ € [N], the sum of the additive shares [¢;]o + [9i]1

must belong to {0,1}XI. To enforce this property, we introduce the functionality Fagy
(see section 4). This functionality first verifies the correctness of the VOLE generated by
both parties, which is used for the MAC as discussed earlier. It then checks the bitness of
the MACed vector: (xo; + x14) € {0,1}, Vi € [¢]. That is, the sum of the shares at each
index results in a bit (i.e., 0 or 1), ensuring that &, and #; are additive shares of a valid
binary vector.

To realize F,gy, we first introduce the authenticated double inner product argument
(Fadipa), which allows servers to check the consistency of VOLE-based MACs and validate
quadratic relations without exposing the underlying inputs. Fagpa is implemented by
employing randomized linear combinations of inputs together with VOLE correlations.
Building on this, the aBV protocol incorporates additional verification steps to ensure
that the inputs are restricted to binary values. At a high level, the protocol consists
of four phases, which are presented in section 4. The servers begin by generating fresh
VOLE correlations and jointly sampling random weighting vectors to mask later checks.
Each server then computes commitments and challenge values that encode the quadratic
relations required to verify the bit property. Following this, the servers exchange masked
responses, which enable one party to validate consistency without learning the other’s
inputs. In the final phase, both servers invoke Faqipa to confirm VOLE-MAC correctness
and verify that the randomized quadratic checks hold. The protocol succeeds if and
only if the secret-shared inputs represent valid bits, catching malicious behavior with
overwhelming probability.

One-Hot Sum Property. This property ensures that each client’s vector ¢; sums to exactly
1; that is, Y cx yi,; = 1, for every ¢ € [N] \ L. A natural way to verify this would be for
the two servers to leverage the linearity of the commitment scheme: for each honest C;
and Sy, the servers could use the MAC-tagged vector ¢ ; to homomorphically compute
and then open a commitment to »_ jex Yiyj- However, this approach requires opening
O(N — |£]) commitments and exchanging that many elements.

To reduce communication, our protocol instead verifies the condition using a compressed
check via random linear combinations. Concretely, each server locally sums the components
of tb ; and myy,; for all clients i ¢ £. These per-client sums are then packed into vectors T b

1Note that the index here is reversed. It corresponds to the session ID based on which server plays
the receiver role Wlth input Ap. For the instance where server Sy, acts as the receiver with input Ay, it
obtains (kb 0y - kb N—1) while the sender S;_; obtains (&, 7,) == (Zp,0, 70,0, - - - » To,N—1, To,N—1)-
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and Ml_b, respectively. Mathematically, Sy computes Ty, ; := ZjeX tys; and My_p; =
ZjEX mi_p,;; where ty; 5 = mi_p; ;=0 for i € L. We set t,; ; = my; ; = 0, effectively
excluding the contributions of malicious clients.

Next, the two servers cross-check the correctness of these sums using random linear
combinations. Specifically, they exchange a hash of a random inner product over their
masked values as hy = H(7; - ]\Zfl,b), where 7, is a randomly sampled vector shared
between the servers. Each server verifies that the same inner product can be derived from
the MAC-tagged vectors adjusted by the expected server key Ay, by checking whether
hy Z H(n - (fb — gb)), where §,; = 01if ¢ € L, and 6 ; = Ay, otherwise. This check is
sound because each MAC-tagged vector satisfies the relation ﬁ,i =mp; + Ap - Y . If the
sum of the entries in yZ is 1, then the total contribution from A, - 4; across all mdlceb is
exactly Ay, and so Tb 51) M;_p. In other words, if all honest clients submitted valid
one-hot vectors (summing to 1), the computed inner products will agree, and the hashes
will match. If any client’s vector has an incorrect sum, the discrepancy will be detected
with overwhelming probability through this randomized linear check.

One-Hot Position Consistency. The idea is to check that the position of the 1 in ¢; matches
the client’s input «; without learning ;. To do this, the servers rely on homomorphic
encryption and MAC-authenticated shares from previous steps. This requires that every
vector ¢; has its non-zero component, which is equal to 1, at index «;. Recall that a; is C;’s
input value. We ensure this property is true by verifying that Zjer “tp,i,j; = inppad, ; +
> jex J - mup,; holds for each y;. The servers verify that this equation holds for each g; by
having each S;—; send an ElGamal ciphertext of inppad, ; + Zjexj -mgp;,; and each &
homomorphically compute a ciphertext for (inppady; + > ;cx 7 Mb,ij) — > jex J  toij
and making sure it decrypts to 0. As in previous steps, if C;’s input fails this check, the
servers discard it and add C;’s identifier 7 to L.

By proving the first two properties for each ¢;, we also indirectly proved that there is
exactly one non-zero component in each ¢; and that component is equal to 1. Additionally,
by ensuring the third property is true for each y;, we proved that the component equal
to 1 in each g; is indexed by client C;’s input a;. So, by ensuring these three properties
hold in conjunction, we verified that the two servers committed to the secret shares for
the function encoded by every honest client C; as their VDPF key-pair.

Now that the two servers hold additive secret shares for every g; and linear-homomorphic
commitments to these same shares, they can straightforwardly aggregate the final histogram
output by computing and opening commitments for [cnt;], = Zie[N]\L[[yiJﬂb’ for b €
{0,1} and j € X. This way, both servers can reconstruct cnt; for every j € X, and output
our final histogram value as HIST = (cnty, cnta, ..., cntx).

~ )
Input: Server Sy invokes with input (1,1, ko, Ag). Server 81 invokes with input (Zo, 7o, k1, A1) where
To, &1, 10, 1M1, ko, k1 € FS and Ao, Ay € Fy.
Output: Output True if all three following conditions hold:
1. VOLE 0 Verification: ko = mo + Zo - Ao,
2. VOLE 1 Verification: 1;1 =m1 + %1 - A1, and
3. Bit Verification: Vi € [{], (zo,; +x1,5) € {0,1}.
If any of the above checks fail, then output False.

Figure 3: Authenticated Bit Verification functionality F,gy for verifying committed outputs
of bits.

4 Authenticated Bit Verification (aBV)

Before presenting the Paras protocol, we introduce a new functionality called authenticated
bit verification, denoted by F,gy. This functionality involves two servers, Sy and S7, and
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takes as input two VOLE correlations.? Specifically, Sy provides EO, 1, Ag, and mq, while
S1 provides ki, @y, A1, and mg. The goal of Fugy is to verify that the following three
conditions hold. If all are satisfied, the functionality outputs True, otherwise, it returns
False:

« VOLE correctness for Sy: ko = 1o + &o - Ag This verifies that (Eo,n'io) form
component-wise additive shares of a vector &y authenticated under MAC key Ag.

¢« VOLE correctness for Si: El =My + &1 -Ay. Similarly, this confirms that (El, 1)

form component-wise additive shares of a vector Z; authenticated under MAC key
Aj.

o Bitness of the MACed vector: (zg; + z1,;) € {0,1}, Vi € [¢]. That is, the sum
of the shares at each index results in a bit (i.e., either 0 or 1), ensuring that Zy and
71 are additive shares of a valid binary vector.

The third check guarantees that the underlying vector being authenticated is indeed a
bit vector, while the first two checks ensure that both servers’ inputs are valid VOLE
correlations. The formal specification of F,gy is presented in Fig. 3. Below, we describe our
construction for the Il gy protocol, present its specification in Fig. 6 as an implementation
of F.gv, and provide the security proof in Section 6.2.

Input: Sy invokes with input ((Z1, 71, Eo, Ag), (gg, 51, prody)) and
S1 invokes with input ((Zo, Mo, I;l, Ayq), (50, 51, prod,)),

where To, Z1, Mo, M1, ]:?‘0, El, go, 51 S ]Ff?, prodg, prod, Apg, Ay € Fp.
Output: Output True if all following conditions hold:

1. Input Verification for Session 0: El =m1 +T1 - A1,

2. Input Verification for Session 1: Eo = 1o + @0 - Ao,

3. Product Verification for Session 0: (go ® &1) - Mo = prody, and
4. Product Verification for Session 1: (51 ® &o) - M1 = prod;.

If either checks fail, then output False.

Figure 4: Authenticated double inner product argument functionality F,qpa over VOLE
outputs.

4.1 Authenticated Double Inner Product Argument (adIPA)

To construct Il,gy, we begin by introducing a non-interactive zero-knowledge (NIZK)
functionality that checks whether authenticated VOLE-based inputs satisfy inner product
relations. Since our setting involves two such relations, we define the Authenticated Double
Inner Product Argument functionality (Faqipa). A formal description is provided in Fig. 4,
followed by an efficient realizing protocol.

Fadiea Functionality. The functionality involves two servers, Sp and Si:
e Sy provides ((fl,rﬁl,Eon), (50,517 prod,)) as inputs, and
o S; provides ((Zo, 1o, k1, A1), (6, 61, prod; ).

All vectors lie in IFf), and all scalars are in F,. Upon receiving these inputs, Faqipa checks
four conditions and outputs True if all are satisfied, or False otherwise:

o The first two checks verify the MACs and keys form valid VOLE correlations:
ki =mq + 21 - A1 and kg = mo + To - No.

2Note that the indices used in the VOLE inputs (e.g., Eo, Z1) do not correspond to the server identifiers.
Instead, they refer to the VOLE instance or section ID—specifically, index 1 refers to the VOLE correlation
in which 8§ sampled A;. For example, although #; is input by Sp, the subscript 1 indicates that this
message was generated as part of the VOLE correlation initiated by S; using Aj.
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Inputs: Sy invokes with ((Z1, M1, ko, Ap), (go, 51, prody)).
S1 invokes with ((fo7 mo, El, Al), (5‘0, 51, prodl)),
where To, Z1, 1m0, M1, EO, El, gg, 51 € Ff), Ao, Ay, prody, prod; € F,,.

Protocol Details:

1. Key Sampling for Session 0: > Resp. Session 1
So samples ElGamal key pair (ipkg, isko) and publishes ipkg.
2. Committing Inputs for Session 0: > Resp. Session 1

So computes component wise products (for i € [£]), encrypts them as eprod, ; := EG.Enc(ipkg, d0,:*®1,i,70,i),

stores the randomness as 76 := {r0,: };¢c[¢], and sends eprqodO = {eprody ; }ic[e to Si.
3. Pad Sampling for Session 0: > Resp. Session 1
Sp and S; call f\I/’OLE with input (extend, sidq, 1) as sender and receiver to obtain (z},m}) and kj, respec-

tively, where k'l = 7n'1 + :v’l - Aq. Sp encrypts emaskg = EG.Enc(ipko,w/17 r()) using the randomness 7‘6 and
sends it to S7.
4. Input Verification for Session 0: > Resp. Session 1
So proves that it encrypted 6o ® @1 in eprod, by:
a. Servers jointly sample 7y < ]Ff) for input verification.
b. So sends ug = 1 - (50 ® 1) + m} and rndg = 7o - 7o + 4.
c. 81 computes e; := emaskg - Hie[e] (eprod ;)"0:* and wy = 7o - (50 ® k1) + k7 and returns False if
e1 # EG.Enc(ipkg, (w1 — uo) - A;l, rndp ), otherwise continues.
5. Product Verification for Session 0: > Resp. Session 1
a. Sp sends eresp; = (Hie[[](eprodoyi)mo’i) - EG.Enc(ipkg, 0).
b. If EG.Dec(isko, eresp;1 - EG.Enc(ipkg, prodg, 0)) # 0, So outputs False, otherwise True.

J

Figure 5: Protocol Il 4pa implementing Fagqpa for authenticated double inner product
argument over VOLE outputs.

e The remaining checks confirm that the claimed inner products match the MACs
applied to masked VOLE inputs: (69 ® &) - mg = prod, and (6; ® Zp) - my = prod;.

Protocol. We now present the protocol Il qpa as shown in Fig. 5, which realizes the
functionality Faqipa- The protocol aims to verify two authenticated inner product relations
and therefore runs two parallel sessions. For simplicity, Fig. 5 shows only the steps for
session 0; session 1 follows the same structure with roles and subscripts swapped.

Steps 1 € 2. The protocol begins with each server S, generating an ElGamal key pair
(ipky, isky) and publishing the public key ipk,. For session 0, Sy computes the component-
wise product 50 ©® ¥, encrypts each element using ipk,, and publishes the ciphertexts
eprody ; = EG.Enc(ipkg, do,i - 1,4, 70,;) for i € [¢], while storing the associated randomness
in 7. These ciphertexts act as commitments to Sp’s computation, allowing &7 to later
verify correctness without learning .

An identical procedure is executed in session 1 by Sp, with roles reversed. By the end
of this step, each S, holds their locally computed ciphertexts epFod p, the randomness 7%,
and the ciphertexts ep?odl_b from the other server.

Step 8. The servers invoke the Fy, ¢ functionality with input (extend, sidy, 1), where sid;
indicates that Sy uses its private key Aj. The functionality returns to Sy the pair (27, m})
and to Sy the VOLE key kf. These values define a fresh random VOLE correlation used
for zero-knowledge. Sp then encrypts the value z} using fresh randomness and sends
the ciphertext emaskg := EG.Enc(ipkg, z},7;) to S;. This masked encryption acts as a
reference for S; to later compare against the encrypted inner product commitment to
verify consistency. The same procedure is repeated in the other session with server roles
reversed.

Step 4. The goal is for Sy to convince S; that each ciphertext in eprqodO is indeed an

encryption of the product 50 ® 71, without revealing the underlying values. To enable this
verification, the servers begin by jointly sampling a random vector 7jp € ]Ff,. This acts as a
challenge, compressing the encrypted values and their corresponding MACs into a single
value. Using this challenge vector, Sy computes:
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« A compressed VOLE MAC response ug = iy - (8 © 1y ) + m).
o A compressed randomness term rndg = 7o - 7o + 7.
Sp then sends the pair (ug, rndg) to S1, who performs the verification as:

« A combined ciphertext e; := emasko - [ ;¢4 (eprodg ;)™

e A recomputed linear combination of the VOLE keys w; := 7j - (50 ® El) + K.

If the parties follow the protocol, the encrypted product [], eprodg?i’i should correspond to

a ciphertext of 7 - (50 ® 1), and emaskq adds in a one-time pad (the masked message )
to hide this value. Thus, e; is a ciphertext of 2} + 7o - (o © #1). Additionally, when &;
computes wy — ug, it recovers the same value scaled by A; as:

wip — Uy = (770'(5061;1)+k/1> - (ﬁo‘(go®m1)+m/1>
:ﬁO(AlgOQfl)+x/1A1
= Ay (10 - (50(951)‘5‘33/1)-

Therefore, S; checks whether e; # EG.Enc(ipky, (w1 —ug) - A7 Y, rdp). If this equality does
not hold, S; halts and outputs False. One can see that this check is sound because 7j; is
only sampled after Sy has published its ciphertexts; any deviation from honest behavior
will be detected with overwhelming probability. This ensures that a malicious server cannot
equivocate or cheat in the commitment step without being caught.

Step 5. In this step, the servers verify the correctness of the final inner products, as specified
in conditions 3 and 4 of the functionality Faqipa-

First, S; takes the encrypted vector epFodO, where each ciphertext eprod, ; should be
an encryption of dg; - ¥1,;. It exponentiates each eprod,; by the corresponding VOLE
MAC value my;, and multiplies all results together:

eresp; = ( H (eprod, ;)""*) - EG.Enc(ipkg, 0)
i€ [(]

This step effectively computes an encryption of the scalar product (50 O 1) myo. Intuitively,
this ensures that S; combines Sy’s encrypted values with its own MACs to produce a joint
encrypted computation result, while preserving privacy.

Then, S; sends the resulting ciphertext eresp; to Sp. Upon receiving this ciphertext,
Sy verifies correctness by checking whether:

EG.Dec(isko, eresp; ' - EG.Enc(ipky, prody; 0)) = 0

This step ensures that the product claimed by Sy matches the joint computation result,
without revealing the underlying inputs. If this final equality fails, Sy outputs False and
halts, ensuring soundness of the protocol.

4.2 The aBV Protocol

We now present our protocol II,gy that realizes the functionality F,gy as defined in Fig. 6.
To demonstrate correctness and security, we walk through each step of the protocol and
explain how they collectively enforce the four verification conditions specified in F,gy, all
while ensuring security against malicious adversaries. As before, we focus on session 0 for
clarity, noting that session 1 proceeds analogously.

Steps 1 & 2. The protocol begins with the two servers invoking Fyo g. S1 acts as the
sender and Sy as the receiver, receiving the correlated outputs (z(, mg) and kj, respectively.
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r "
Input: Server Sy invokes with input (Z1, mq, Eo, Ap). Server Sy invokes with input (Zo, Mo, El, A1) where
&%, 41, 70, M1, ko, k1 € FL and Ag, Ay € Fp.

Protocol Details:
1. Pad Sampling for Session 0: > Resp. Session 1
81 and Sy call }'\%LE with (extend, sidg, 1) as sender and receiver to obtain (z(, m() and ki, respectively.

2. Servers jointly sample linear combiners 5?), 5 € ]Fg for batch VOLE verification in sessions 0 and 1.

3. Batch Verification for Session 0: > Resp. Session 1
a. 8o locally computes to == Eo + Z1 - Ap and the challenge chally := go . (Fo ® (F[) — Ap)) + kEr
b. Si computes the 0" degree and 1% degree terms in Ag, respectively, as degzero, = go-(’r?l[) O1ho)+my,
and degone; = go - (2mo © o — Mo) + ZL’B and sends them to Sp.
c. Sp computes prod, := (chally — (degzero, + degone, - Ao)) /27,
L. Pairwise Product Check for both Sessions:
Both servers verify that (gg ® &) - mo = prod, and (51 ® Zo) - m1 = prod; using Fagqipa. So returns

Faatea (1,171, Ko, Ao), (80,81, prody)) and Sy returns Fagipa((Zo, 70, k1, A1), (80, 81, prody ).

Figure 6: Our Il,gy protocol implementing F,gy for verifying that committed VOLE
outputs are to bits.

This correlation will later be used to mask the value (Step 3) that Sy challenges and S;
responds to, ensuring that the response is bound to a specific input without revealing
it. Next, the servers jointly sample two vectors 50, 01 € Ff; uniformly at random. These
vectors will later serve as weights for randomized linear checks, which hide the structure
of the inputs while enabling correctness verification.

Step 8. So begins by computing a “final” MAC key for verification as o = l;o + 7 - Ag.
This key represents the sum of the committed key and the MAC of the opposing server’s
message, which must be consistent under the MAC check. Sy then uses this to compute
a challenge chally := 5o - (to ® (to — Ag)) + E{. This challenge encodes the squared terms
necessary for checking whether the underlying input is a valid bit (i.e., in {0,1}), while
hiding the actual values via randomization. In response, &; computes and sends two
masked quantities:

degzero, := &y - (g ® o) +mly and  degone; = &g - (2 © To — 7o) + Th.

These responses are used to indirectly verify that the squared value of the inputs matches
the input itself (i.e., the bit-check). The terms are structured such that if z¢ is not in
{0, 1}, this structure breaks, causing the check to fail.

Upon receiving these, Sg computes the expected result of the inner product check as
prod, = (chally — (degzero, + degone; - Ag))/(2A0).
Step 4. Finally, the two servers call the F,qpa functionality. Each server S, submits

((x1Zp, m1p, k_l;, Ap), (50, 51, prod,)) and receives the output from Faqipa. Fadipa verifies two
main conditions for each server b € {0,1}: My+Tp-Ap = l;b and (gl_b(afb)ﬁil_b = prod; _,.
The first condition checks that the MACs are correctly formed, satisfying the integrity
requirements (corresponding to checks (1) and (2) in Fagy). The second condition confirms
that the input values are bits, either 0 or 1, by evaluating the masked quadratic expression
(corresponding to check (3) in Fagy).

To understand the core idea, let’s unpack the second condition more carefully. Begin
by expanding the definition of prod,:

1 - - . L L
prod, = m-ég- (to@(to—Ao) —my ®@mpy — Ag - (2mp © X —mo))
1 (1)
A, Z 80,6 - (to,i - (o — Do) = mg; — Ao - (2moi - 20, — Mo ;)
i€[f]

Additionally, we have: &, = Eb + Z1p - Ay =My + (T + Z1-p) - Ap. Now, we analyze two
cases:
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o If Z0,i —I—ILZ‘ = 07 then tO,i = mMo,;- Substituting this into the term (t(),i . (tO,i - AO,i) -
m%’i —Ag-(2mg; -z, — mg,i)) in Eq. (1), simplifies the expression to 2A¢ - mg; - T1,.

o If 2o+ 21, =1, then tg; = mo,; + Ao, which leads to the same simplification.

So in both valid cases, we find that (8, ® F1_p) - 17y = prod, for b € {0,1}. Hence, the last
condition in F,gpa will pass if and only if each pair of messages sums to a bit, enforcing
the binary nature of inputs. From a security standpoint, if there exists any index i such
that zo; + 21 ¢ {0,1} for any 4, then the randomized inner product over 5, will differ
from the expected result, and the verification will fail with overwhelming probability. This
ensures that even a malicious party cannot trick the protocol into accepting invalid input.

5 Paras Histogram Protocol

Paras comprises three main phases: Server Initialization, Client Input Phase, and Histogram
Computation, which align with the interaction pattern described in Section 3. We formally
present the Paras protocol in Figs. 7 and 8.

5.1 Server Initialization

In this phase, Sgp and S; generate correlated randomness and initialize internal variables
that will be used throughout the protocol. They also publish material that enables the
detection of malicious behavior during the online phase.

Step 1. In this step, the two servers execute two instances of the F ¢ functionality, one
where Sy plays the sender and S; the receiver, and another where the rolS)s are reversed.
From the instance where S;, plays the receiver with input Ay, it obtains (ky,. .., kpn=1)

while the sender S;_j obtains (&, ) = (&0, Mbo,-- -, LToN—1, s N—1) Where kp; =
T?Lbﬂ; + Ay - 5577; for every i € [N]

These two sets of VOLE correlations are used during the online phase by the servers
towards the instantiation of MAC-based commitments. Since our protocol requires both
servers to commit and verify commitments, we need two VOLE instances. The element Ag
provided to Sy serves as its MAC key when acting as a verifier, and similarly, A; serves as
the MAC key for S; in its role as verifier.

Step 2. To protect the value of Ay, each server Syeqo,1) generates its own ElGamal key
pair (pky, sky) and publishes a ciphertext EG.Enc(pk,, Ap), encrypting Ay under pk,, which
is made available to all parties participating in the protocol. These encrypted MAC
keys enable clients to authenticate their inputs during the online phase without requiring
interaction with the servers. This mechanism is discussed in detail later in this section
as part of the online phase description. To ensure the two servers publish ciphertexts
that encrypt the correct MAC keys, they run an interactive sub-protocol verifying their
correctness in the next step.

Step 3. At a high level, we leverage VOLE, the additive homomorphism of ElGamal
encryption, and a lightweight NIZK to verify the consistency of Ay in the first two steps
described above. More concretely, for b € {0, 1}, this sub-protocol has servers S;_;, and
Sy call the Fl, ¢ functionality as sender and receiver, respectively, requesting vectors of
length 1. As a result, S receives kj € Z,, and S1_;, receives xj, mj € Z,. If both parties
are honest, we have kj = mj + z} - A,. Additionally, S, commits to kj by sending the
ciphertext EG.Enc(pk,, k;) to Si_p; this commitment is used in Step (3d). Next, Si_y
samples m; < F and homomorphically computes e := EG.Enc(pk;, m}) ~encZ;’ then sends
the result to Sp. If computed correctly, this yields e) := EG.Enc(pk,, m} +x} - Ap), meaning
ey is a ciphertext of the MAC value mjy + x} - Ay. Here, the random value mj also serves
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as a mask for m;. When S1_;, sends mj — mj to S, it effectively proves that the same xj,
was used both in the VOLE session and in the e} .

After receiving (e}, mj,—mj}'), S, computes E; := EG.Enc(pk,, k})-(e}) ~*-EG.Enc(pk,, m}—
my )~L. If all parties are honest, the resulting ciphertext encrypts 0, enabling a consistency
check on the actions of S;_p. If this check passes, both parties proceed to the final step: Sy
generates a NIZK proof of correct decryption, 7, := NIZKgg pec.Prove(Ej}, sky) and sends it
to S1_p. S1_p then verifies the proof and aborts if the verification fails.

To enable this verification, S;_; must independently compute the same ciphertext Ej.
We denote its local computation as E} := &, - (e}/)~! - EG.Enc(pky,, m}, — mj/,0)~! where
ép refers to the commitment EG.Enc(pk,, k}) received earlier in Step (3a). To ensure that
both parties have an identical ciphertext, we require that the encryption randomness used
in EG.Enc(pk,, m; —my) must be known to both. For simplicity, we fix this randomness
to zero and explicitly denote it in our protocol as EG.Enc(pk,, mj —mj/,0).

Finally, the servers initialize a set L := (), which is jointly maintained to track the
identities of all clients detected as cheating during the protocol execution.

5.2 Client Input Phase

First, each C; begins with generating a VDPF key pair (key, ;, key; ;) corresponding to the
point function fu, 1(z) (recall 1 if x = a, otherwise 0). The VDPF allows the servers to
verify that the DPF was generated correctly — i.e., it encodes a function that is nonzero
at most at one location — and to jointly compute the histogram. However, to prevent a
malicious server from modifying the evaluated DPF output, each client must attach a MAC
to their input using the server’s MAC. Specifically, C; samples inppad,, ;, inppad; ; < F,
and homomorphically computes two ElGamal ciphertexts (inpenc ;,inpenc, ;) as follows:

inpenc, ; := ency* - EG.Enc(pk, inppad, ;)

inpenc, ; := enc{" - EG.Enc(pk,,inppad, ;)

Here, ency and enc; are ciphertexts published by the servers, encrypting their respective
MAC keys Ag and A;. As a result, the ciphertexts inpenc, ; and inpenc; ; computed
by C; respectively encrypt the values «; - Ag + inppad ; and «; - Ay + inppad; ;. These
values can be interpreted as MAC tags on the same message «;, each under a different
key held by a different server. Lastly, each C; completes the input phase by sending

(key, ;, inpency, ;, inppad; _y, ;) to Speqo,1}-

5.3 Histogram Computation

To ensure the correctness and robustness of the histogram computation, the servers
perform a series of checks on the secret-shared vectors committed by clients and exchanged
between themselves. These checks prevent malicious DPF encodings, verify the servers’
commitments to their shares during histogram computation, and guard against malicious
server behavior.

Step 1: Preventing Malicious DPF Encodings. In this phase, the two servers
verify that all VDPF keys from the Client Input phase are as specified by the protocol.
Specifically, they check that: (i) each VDPF key-pair encodes a vector with at most one
non-zero element, and (ii) if such an element exists, its value is exactly one. This phase
assumes semi-honest servers and malicious clients; any malicious behavior by the servers is
addressed in later phases.

Property (i) follows directly from the design of the VDPF scheme. Each S, computes
([9i]ps 7b,i) == VDPF.BatchEval(b, key, ,, X), exchanges their proofs 7 ;, and then executes
VDPF Verify(my, i, m1_p.), for every C;. By the definition of the VDPF scheme, this verifica-
tion succeeds if and only if the vector ¥; contains at most one non-zero element. Because
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the entire domain X is evaluated, the verification guarantees that the VDPF key-pair
encodes a vector with at most one non-zero component. However, VDPF alone does not
ensure the second property; i.e., that the non-zero element’s value must be exactly one.

To verify that each C; encoded the value 1 as the non-zero element in their VDPF
keys, the servers exchange the sums ) jex [y:.;]s and confirm whether this sum equals 1.
Given that the first check (ensuring at most one non-zero component) has passed, this
sum equals 1 if and only if the non-zero value in ¥; is indeed 1. This verification does not
leak additional information because the sum hides the position of the non-zero element.

By the end of this protocol phase, any C; who failed to correctly encode their VDPF
key pair is identified. For each such client, their input is discarded, and their identifier i is
added to the rejection set L. As a result, all inputs from clients in £ are excluded from
the final histogram output.

Step 2: Server Commitment. In this phase, each S, commits to the additive,
component-wise secret shares [y;]p resulting from its full-domain evaluation of the VDPF
keys key, ; received from clients. Specifically, the goal is for each S, to hold the following
for every client ¢ € [N] and b € {0,1}: Eb,i =My, + Ay - [gi]1-s; and t_;,i =M + Ay - ;.
It is easy to see that ]_f’b’i and t_;,i serve as MAC tags for each other’s VDPF evaluation
[9:]1—» and the value @, respectively, both authenticated under the same key A;. The
term 171y ; acts as a random mask, hiding the underlying message from the commitment
verifier.

Before detailing the steps, we note that this phase consumes the pre-processed VOLE
correlations (lgb’m el /_f‘bnyl) and (2,0, Mp0,-- -, ToN—1,"pN—1) generated during the
Server Initialization phase to instantiate a MAC-based commitment scheme, for b € {0,1}.
Recall that each ]_f’b’i satisfies l;b,i =Mp,; + Ay - Tp .

To achieve the commitment described earlier, the two servers begin this phase by
exchanging vectors Wy ; and w7y, for every ¢ € [N]. For b € {0,1}, S1_ sends W,; =
[9ili—6 — &b, to Sp. Upon receiving wh;, each S, updates its corresponding Eb,i as
lgb,i = Igb,i + Ay - Wy ;. Here, we have:

Eb,i = Eb,i + Ay Wy = (M + Tpi - Ap) + Ap - Wh
= (M, + T - Dp) + Ay - ([Wil1—6 — Ti) = M + A - [Gi]1-s-

This final expression confirms that Eb,i now represents a MAC tag on the message [7:]1-s
under key Ay, masked by the random vector mp ;. Each Sp, then completes this phase by
computing ;= ky; + Ay - [7i]p. We have ;= kp; + Ay - [5:]p = (17,5 + Dy - [03]1-5) +
Ay - [Gi]s = i + Ay - G

In this step, the only way a malicious S1_; can deviate from the protocol is by sending
an incorrect value wp ; to Sp. This effectively means that S;_; is committing to an invalid
value; i.e., one that violates the expected relation I;b,i = Mp,; + Ap - [9i]1—5- To address
this, the next phase leverages the linear homomorphic property of the commitment scheme,
enabling both servers to verify that the committed values are consistent with the protocol
specifications.

Step 3: Preventing a Malicious Server. To ensure that the shares [7;]o and [7;]1
committed by the servers in the previous phase are correct (i.e., that they follow the
protocol’s specifications), the servers perform a joint verification. Specifically, for each C;
not in the set £ of flagged (malicious) clients, the servers check that the following three
properties hold: the binary vector property, the one-hot sum property, and the one-hot
position consistency property.

The binary vector property guarantees that each additive share pair [¢;]o, [7i]1 corre-
sponds to shares of a binary vector, while the one-hot sum property ensures these shares
sum to exactly one. Together, these two properties confirm that [g;]o, [¢:]1 represent
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shares of a vector with exactly one component equal to 1 and all others 0. The final
property further ensures that this unique 1 is located at position «;, the input chosen
by the non-discarded C;. Collectively, these three properties ensure that both servers are
correctly committed to shares of the function encoded by C; as its VDPF.

Step 3a: Binary Vector Property. This phase begins by verifying the binary vector property
for all VDPF keys from clients not in the discard set £. The property requires that, for
each client i € [N], the sum of the additive shares [g;]o + [;]: must lie in {0, 1}X]. In
other words, the two servers must have committed to additive shares of a binary vector.

The verification of this property is carried out by having both servers invoke the function-
ality Fapv (see Fig. 3). Each S, inputs the tuple ({kb,i}iE[N]v {[[Zf%ﬂl—b}ie[N]a Ay, {ml—b,i}ie[N])
for b € {0,1}. The functionality Fagy uses the MAC-based commitments from the previous
phase to verify that the sum of the shares [;]o + [#;]1 is in {0, 1}/XI for each i. It returns
True if the condition is satisfied and False, otherwise, in which case the servers abort.

Step 3b: One-Hot Sum Property. This property ensures that for each C;, whose shares
[7:]o and [y;]1 were committed to by the servers in the previous phase, the following holds:
> jex ([¥i]0+[¥i,;]1) = 1. In other words, the sum of all components of the secret-shared
vector 7; must equal 1 for every i € [N]. While Step (1c) verifies this condition, it assumes
the servers are semi-honest and provide the correct . x [yi ;]p. This step removes that
assumption and verifies the condition without trusting the servers. To achieve this, we use
the MAC tag fl” of ¢; masked using the random vector 1 ;, computed in Step (2a). Note
that the correctness of t_;,i is implicitly verified in Step (3a) through F,gy.

Each S begins begins by computing the component-wise sum of the vectors EM and
My, ; over the indices of honest clients, as follows:

T;, = ( Z tb,07j7 ey Z tb’Nfl)j) and leb = ( Z Mi1-b,0,55---> Z mlfb)N,Lj)

jeX jeX jeX jeX

where for every ¢ € L, we set ty,; ; = mp;; = 0, effectively excluding the contributions of
malicious clients.

Next, both servers sample random vectors 7y, 71 < FN, and then exchange the values
ho = H(no - MO) and h; = H(n] - ]\Zl) Each S, then verifies the received hash and
aborts if hy # H(n - (fb — 5},)), where 0p; = Ay for each honest C; and 6, = 0 if
i € L, i.e., clients identified as malicious. To understand how this interaction verifies the
second property, consider a C; whose input has not been discarded. Suppose that indeed
> jex([wijlo+[vi;]1) = 1. Based on the equation governing how S, computes ty.4, we have
Ty — My = (X jex toig) — (X jex Mu,ig) = Qjex Mbsig + Do ¥ig) — (X jex Mb,i) =
JAVD ZjeX Yi; = Ap. It follows that my; - (Ty; — Ap) = Mps - M. Since the servers set
tp,i,; and mp; ; to zero for every discarded C;, we have 7, - (Ty — &) = 7y - My, Vb € {0,1}.
Therefore, this check succeeds if both parties follow the protocol honestly.

If the property does not hold, since 19 and 7, are sampled uniformly at random, the check
will fail with overwhelming probability. To see why, suppose one of the servers committed
in the previous phase to shares such that for a subset I C [N] we have ) jex Yij =€ #1
for every i € I. In this case, 7 - (Ty — 0p) — 7y - My = Ay - > ic1Mb,i - (ei — 1). Because the
servers committed to the VDPF output shares before jointly sampling 7y and 77, which are
sampled uniformly at random, this value will be nonzero with overwhelming probability.

Additionally, a malicious S;_j might try to send an incorrect h; value to Sy, for by
using an incorrect 77,. However, to cheat, S;_; would need to guess Ay correctly, since it
must produce hy = H(1 - (f;, - gb)) to pass this validation step. Since the probability of
guessing Ay is negligible, this attack is infeasible.

Step 3c: One-Hot Position Consistency Property. This property ensures ¥; o, = 1, i.e., the
unique 1 in the one-hot vector y; is located at position «;, the input of an honest C;. Our
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goal is to verify that the following evaluates to zero:

— > G Giy) - Ay for b e {0,1}. (2)

jeX

Given that the two prior checks have already confirmed that ¥; is a valid one-hot vector
with its non-zero entry equal to one, we know the above expression evaluates to zero if
and only if the index of the 1 in ¥; is exactly «;.

To achieve this, the servers first exchange the ciphertexts padenc, ; = EG.Enc(pk,,
inppad, ; + Zjer - my, ;) and homomorphically compute:

inpenc,, ; - padenc;i1 - EG.Enc(pk,, Zj - tp,4,5) for b € {0,1}. (3)

JjEX

Recall that inpenc,, ; is the encryption of a; - Ay, + inppad, ;, provided by the client during
the client input phase. Given this, the homomorphic computation yields an encryption of
;- Ny + Zjexj SMp i — Zjexj -tp,i,;. Using the relation from Step 2 of the histogram
computation phase, namely tﬂbyi = iy ; + Ay - ¥i, the above expression simplifies to Eq. (2).
Therefore, the servers can verify the one-hot position consistency property by checking
whether the decrypted value of the resulting ciphertext in Eq. (3) equals zero.

Note that if one of inpenc ;, inpenc, ; was incorrect, the ciphertexts resulting from the
homomorphic computation will be non-zero except with negligible probability, as a result
of the security property of the MAC-based commitment.

5.4 Output Phase

Lastly, the servers compute and output the final histogram. For each b € 0,1, S, begins
by computing and sending [cnt;], == sum;enpnlyi,j]o for every j € X. After exchanging
these values, both servers compute the aggregated count for each position as cnt; =
[ent;]y + [ent;], for every j € X. We can see ent; = 3, cyp, ¥i,j Where each g is a
one-hot vector with y; o, = 1. This means that cnt, is equal to the number of undiscarded
clients who submitted x as their input. Thus, the servers output the final histogram as
HIST := (cnty, ento, ..., cntx).

However, if a malicious server sends incorrect shares to the other party, it could
corrupt the final histogram. To protect against this attack vector, we require both servers
Sy to commit to the values ([cnt;],,aux; ;) using cryptographic hashes and open these
commitments before proceeding, where auxy ; = ZiE[N]\L Mi—p,,;. Sp will abort if the
following consistency check fails (auxq_p ; + Ap - cnt;) # ZiE[N]\L tp,i ;- This check is sound
because, assuming both servers follow the protocol correctly, we have:

(auxlfb,j—I—Aycntj): Z mbz]"l_Ab cnt; = Z msz‘f'Ab Z Yi,j

1€[N]\L +€[N]\L +€[N]\L
= Z (msz+Ab yl,] Z tbz]
i€[N]\L i€[N\L

This mechanism ensures integrity because if a malicious S, attempts to send an incorrect
value [ent;],, it must also know a corresponding aux; ; that satisfies the above equality.
Achieving this would require guessing the honest server’s secret key Aj_j, which is
computationally infeasible. As a result, any such forgery attempt will cause the protocol
to abort with overwhelming probability.

We establish the security of our Paras scheme by proving Theorem 1, with the full
proof provided in Section 6.
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Theorem 1. Assuming H is a programmable and observable random oracle, VDPF is a
verifiable DPF, and EG.Enc is an additively homomorphic IND-CPA encryption scheme
with NIZKgG.pec as the underlying NIZK argument for proof of correct decryption to 0.
Assuming a PPT adversary A maliciously corrupts a list 1. C [N] of clients and server
St (or Sp), then Wpyras securely implements Fust against A in the random oracle and
(FUoLgs Fav) model.

Parameters:

e Inputs: N Clients C;, each inputs «; € X, and histogram input domain X = [|X]|]]. Two
servers Sp, S1 with no input.

o Primitives: Fyoe (Fig. 1), AHE (EG.Enc,EG.Dec), VDPF (Sec. 2.1),
(NIZKEG pec-Prove, NIZKgg pec- Verify) for proof of correct decryption of AHE cipher- aras
text to 0, and random oracle H : {0,1}* — {0,1}".

[Offline] Server Initialization:
VOLE Preprocessing: For each b € {0,1}, S and Sy_; call J-'\%LE with input (init,sid,) as receiver and
sender respectively. Sy, obtains Ay as output. S, and S1_ call f\Z;OLE with input (extend , sidp, |X| X N) as re-
ceiver and sender respectively to obtain (Eb)g, R l‘c'wa_l) and (Zp, Mp) = (Zp,0, Mb,0, - - - Tb,N—1, Tob,N—1)
respectively where my ;, Eb,i € FIXl and Ty, € FIXl for i e [N].

2. Posting Public Keys and Server Encryptions: For b € {0, 1}, server S;, samples (pky,sky), and posts pk,

and enc, = EG.Enc(pk,, Ap).

Checking Ay is encrypted in EG.Enc(pky,, Ap) and used in VOLE Session sid,: For each b € {0,1}, Sp

and S1_p perform the following:

a. Sp and S1_y call ‘F\II)OLE with input (extend,sidy, 1) as receiver and sender respectively to obtain kl/;

and (z}, m}) and respectively.

w

b. S, commits to k; by sending g; := EG.Enc(pk,, k) to Si_p.
!’
c. Si_p samples my, computes e} := EG.Enc(pk,, m}) ~enc:”. The Si_, also computes m, — my as

the proof that the same w; is committed in the VOLE session and encrypted in eg. S1_p sends
() ,m}, —m}) to Sp.
d. Sy computes Ej = ey, - (e} )™ - EG.Enc(pky, mj — mjy,0)7 .
o If EG.Dec(skp, E}) # 0, S, aborts as S1_p did not encrypt z; in e;)'.
¢ Otherwise, S, computes a NIZK proof of correct decryption as 771', = NIZKEG_DeC.Prove(E{), skp) and
sends it to S1_p.
— 81— computes E; = e, - (e))”' - EG.Enc(pk,,mj — mj,0)"". It aborts if
NIZKEeG pec.- Verify(E;) # 1, else continue.
. Variables Initialization: For b € {0, 1}, Sy initializes a list L := @ for storing the identities of malicious
clients caught cheating.

[Online] Client Input Phase: For i € [N], > Repeated for N clients.
L. Client C; with input a; € X prepares VDPF keys (key, ;, key; ;) := VDPF.Gen(1", cv;, 1).
2. For each b € {0, 1}, the C; samples inppad, ; < F, and compute inpenc;, ; = enc:i - EG.Enc(pky, inppad,, ;).
3. The client sends (key, ,,inpenc ;,inppad, ;) to So and (key, ,,inpenc, ;,inppad, ;) to Si.

Figure 7: Part 1 of our histogram protocol Ilp,.s, continues in Fig. 8.

6 Security Proofs

6.1 Security Proof of [lp,as

Theorem 2. Assuming H is a programmable and observable random oracle, VDPF is a
verifiable DPF, and EG.Enc is an additively homomorphic IND-CPA encryption scheme
with NIZKgG pec as the underlying NIZK argument for proof of correct decryption to 0.
Assuming a PPT adversary A maliciously corrupts a list . C [N] of clients and Sy (or Sp),
then Hpaps securely implements Frst against A in the random oracle and (Fp, g, FaBv)
model.

We assume that there is a PPT adversary A that maliciously corrupts a list L of clients
and §;. We provide a PPT simulator algorithm Sim in Figs. 9, 10 for this corruption
scenario, where Sim simulates the honest clients and Sy in the ideal world execution with
access to Fyist. At the end of the execution, the ideal world adversary view is produced.
We prove that Ilp,..s securely implements Fuyist (Fig. 2) by showing that the real and
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r "
[Online] Histogram Computation:
1. Preventing Malicious DPFs: For ¢ € [N], b € {0, 1}, server S, computes:
a. VDPF Ewvaluation: S locally evaluates the VDPF on the client-provided keys as ([gi]v, 7b,i) ==
VDPF.BatchEval(b, key,, ;, X).
b. Proof Verification: Servers exchange mo,;,m1,; and run VDPF.Verify(mg ;, m1,;). If the verification
fails, they discard C;’s input and update L. := L U 3.
c. 1-hot Verification: S, sends Zjexﬂyi‘j]]b to Si—p. They compute B; = Zjex[[yi*j]]o +

Zjexﬂyi,jﬂl. If B; # 1, they discard C;’s input and update L.

Server’s Commitment to the Share of Histogram Computation: For C; where ¢ € [N] \ L, the

servers commit to their [y;], shares using preprocessed VOLE outputs as follows. Here, we denote

¥ = [ilo + [wil1 = (Wi,1,¥i2 - - - ny|). For b € {0,1}, S1_p sends Wp,; = [¥ill1—» — Tb,i- Sp updates

Eb’i = Eb,i + Ay Wy, s, and computes fb,i = Eb,i + Ay [¥i]s. The following equations are satisfied at the end

of the commitment phase: ko, ; := mo,; + Ao - [¥i]1, ﬂ),i = 1mo,i + Do - Yi, k1,i == m1,; + A1 [¥0]1, tA’Li =

m1,i + A1 - Ui

3. Preventing a Malicious Server:

a. Binary Vector Property: Verifying each committed y; ; € {0,1} for every undiscarded
client C; and j € X: For each b € {0,1}, S, invokes F,gv (Fig. 3) with inputs

({Eb,i}ie[N]y {lils}iemy Ao, {ﬁll—b,i}ie[N]) If F,gv outputs 0, the servers abort.
b. One-Hot Sum Property: Verifying committed Z]‘EX yi.j = 1 for every undiscarded C;:

i. For b € {0,1}, S, computes T, = (Zjextb*OJ"""Z,‘extb’”_l'j) and Mi_, =

( E jex 15,0, > E jex ml_b)N_17j) where ty, 3,5 = m1_p,4,5 =0 for i € L.

ii. Both servers sample random 179, 71 <+ FN. For b € {0,1}, S1-p computes hash hy = H(n; - ]\/Tb)
and sends it to Sp. . .
iii. For b € {0,1}, Sy aborts if hy # H(np - (Tp — 0p)), where 8, = 0 if ¢ € L, and 6, = Ay
otherwise.
c. One-Hot Position Consistency Property: Verifying that the servers have committed to the client’s
input by ensuring that the one-hot vector y; has a 1 at index a; for each undiscarded client C; .
For each C;enj\r.: S1-b sends padenc, ; := EG.Enc(pky, inppad,, ; + Zjexj “Myp,i,5) to Sp. Sy checks

that inpenc,, ; - padencb*q} - EG.Enc(pk,, Zjexj - tp,q,5) decrypts to 0 using sky. If not, then discard

this client’s input and update L := L U 3.
I. Output: For b € {0,1}, j € X the servers aggregate the honest clients’ outputs.

a. Sp computes [ent;], = Zie[N]\Lﬂyi’j]]b and auxp j = Zie[N]\L mi—bi,j-
b. S, commits to ([ent;],,auxp ;) and then opens it. They compute cnt; = [ent;], + [ent;]; .
c. Server Sy aborts if (auxi_p,; + Ay - cntj) # Zie[N]\L ty,i,;-

If none of the servers has aborted, then both output HIST := (enty, cnta, ..., cntx).

Figure 8: Part 2 of our histogram protocol Ilp,.s. Continuing from Fig. 7.

ideal world adversary views are indistinguishable. The corruption of Sy can be argued
similarly, where Sim would simulate S; (instead of Sy) running the same protocol steps.

To simulate an honest client, the simulator Simp,,s runs the honest client algorithm
on input X7. In the simulation of the server algorithm, the simulator simulates Fiq g
to obtain the inputs of the corrupt clients and the corrupt server’s view. Then Simpaas
invokes Fuist with the extracted inputs of the corrupt clients to obtain the output, and
then simulates the output in the simulated protocol. The adversarial server cannot double
vote or change the votes of the honest parties because it does not know Ay due to the
hiding property of Fy g. We argue indistinguishability between the real and ideal world
execution as follows:

e HYBg: This is the real-world execution of the protocol.

o HYB;: This is the same as HYBy, except the Fi),, ¢ invocations are simulated and
Simparas Obtains the inputs of S in both VOLE sessions. Indistinguishability follows
in the Fi5 ¢ model.

o HYB; : This is same as HYBj, except Simparas computes the NIZK 7, by invoking
the NIZK simulator. Indistinguishability follows from the ZK property of the NIZK
protocol.
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e A
[Offline] Server Initialization:
1. VOLE Preprocessing for Session 0: Simpaas emulates ‘F\Z;)OLE for session sidg with a random Ag, where
Simparas and Sy is the receiver and sender respectively. When S7 invokes F€OLE with input (Zo, 7o) =

(£0,0,M0,0, - - -, Lo,N—1,T0,N—1) as a corrupt sender, Simp,ns receives it from ‘F\Z/)OLE and stores it.
2. VOLE Preprocessing for Session 1: When 87 calls .7:\1/7OLE as a corrupt receiver with input A; for

initialization of VOLE session sidy, Simpass obtains Ay and stores it. When ST invokes F\‘;OLE with input

(El,(h caog ELN,l) as a corrupt receiver, Simp,rs receives it from ]:\IIJOLE and stores it.
3. Posting Public Keys and Server Encryptions: Server Simpa,s samples (pkg,skg) and posts encg =
EG.Enc(pkg,0). Server S} posts pk; and enc;.
4. Checking Ay is encrypted in EG.Enc(pk,,Ay) and used in VOLE Session sid, for b € {0,1}: Simparas and
ST perform the following:
a. Simp,r,s simulates the two ]:\I;OLE calls to obtain (z(, m(), k) and (x], m], k) in sidy and sid; respec-
tively.
b. Simpyas commits to 0 by sending e/B := EG.Enc(pkgy, 0) to S1 and (;1 from Sy.
c. 87 sends (ej, m( — my) to Simpaas and Simpaeas sends (e}, m} — mf') by running the honest server
algorithm.
d. Simpaas computes mg from m( — mg and mg Simparas checks that E(', = (eg = EG.Enc(pkg, mf]' +
) - Ao, 0)71‘ decrypts to 0. If not, then abort; else invoke the NIZK simulator to simulate the proof
7w, and send it to Sy .
e. Upon obtaining 7] from Sy, if the NIZK proof verification fails then Simp,n.s aborts, else continue.
5. Variables Initialization: For b € {0,1}, S initializes a list L := @ for storing the identities of malicious
clients caught cheating.

[Online] Client Input Phase: For i € [N], > Repeated for N clients.
1. Simparas simulates the honest clients with input X; € X.
2. The corrupt clients send (key, ;,inpency ;,inppad; ;) to Simpaas and (key; ;,inpenc, ;,inppad, ;) to S7.

J

Figure 9: Simulator algorithm Simp,.s (that simulates Sp) for Ilp,ras against an adversary
A (that corrupts S; and list . C [N] of clients ).

[Online] Histogram Computation:

I. Preventing Malicious DPF Encodings: Simp,n,s runs this step following the honest server algorithm to
obtain ([y;i]o,70,:) and construct the discard list .

2. Server’s Commitment to the share of Histogram Computation: For C; where ¢ € [N] \ L, when

ST sends Wy, ;, Simparas computes [y;]1 = Wo,; + ®g,i. Simparas computes w1,; honestly and sends it to Sy
Simparas computes ¥ = [¢illo + [9il1 = (yi,1,Yi,2 - - - ¥i,|x|) and extracts the input of corrupt client C; as
aj s.t. yi,; == 1 and y; v,/x; == 0. If there are two indices j and 7’ s.t. yi,; # 0 and y; ;s # 0, then

skip the extraction step.
3. Preventing a Malicious Server:

a. Binary Vector Property — Verifying each committed y; ; € {0,1} for every undiscarded client
Ci and j € X: For each b € {0, 1}, the servers invoke Fogy (Fig. 3) to perform the check. Simp,ras
invokes the simulator of F,gy to perform the simulation. If F,gy outputs 0, then the servers abort;
else they continue.

b. One-Hot Sum Property — Verifying each committed (Zjex yi.;) = 1 for every undiscarded client
Ci:

i. If there are two indices j and j' s.t. y; ; # 0 and Y;,5 # 0, then Simpanas aborts.

ii. If there is a y; ; s.t. y;,; # {0, 1} then Simpy,s aborts.

iii. Otherwise, Simp,r,s executes the honest server algorithm.

c. One-Hot Position Consistency Property — Verifying that the servers committed to the client
provided inputs for every undiscarded client C;:

i. For each client C; where 4 € [N] \ L: Simp,nas checks that k&l = mgi,; + [¥i]1 and discards the
client if the check fails. Then, Simp,.s runs the honest protocol of Sy to find out additional
corrupt clients.

4. Output Phase: For b € {0,1}, j € X the servers aggregate the clients’ outputs.

a. Simpaas invokes Fyist with inputs of corrupt clients (represented by list ) and the discard list L. If
Simp,ras has aborted in the above steps, then it instructs Fiyst to abort as well.
b. Simpaas obtains the output histogram HIST. Simpaas computes |Icntj]]1 and aux; ; for j € X, and sets

iEIN\E t1,i,5 — Ay - Cnt]‘).
c. Simpa,s commits to a random value using the hash, and then programs the hash to open to

([ent;]y, auxa,j)-
d. Simpaas runs the honest server algorithm.

[ent;], = HIST — [ent;]; and computes auxo,; =

If none of the servers aborts, then both servers output the final aggregated histogram vector HIST :=
(enty, enta, ..., cntx).

J

Figure 10: Simulator algorithm Simpas (that simulates Sp) for Ilp,ras against an adversary
A (that corrupts S; and list . C [N] of clients ).

e HYBj3 : This is same as HYBs, except Simparas commits to 0 in €. Indistinguishability
follows from the IND-CPA property of the encryption scheme.
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e HYB, : This is the same as HYBj3, except Simpaas simulates Fagy by invoking the

simulator and aborts the protocol if any of the commit y; ; value is not a bit.
Indistinguishability follows in the F,gy-model.

e HYB; : This is the same as HYBy, except Simpaas aborts in One-Hot Sum Property

check if there are two indices j and j’ s.t. y;; # 0 and y; j» # 0, or there is a
single y; ; # {0,1}. The adversarial S} passes the one-hot sum property check while
committing to two non-zero values y; ; and y; ;- or if the sum is not equal to 1 - if it
either breaks the collision resistance of the hash function, or if it guesses Ag or if the
random 77 is s.t. the check passes. The first event occurs with negligible probability
in the random oracle model (assuming H is a random oracle), the second event
occurs with negligible probability in F{, ¢ model and the third event occurs with
statistically negligible probability since 7 is randomly chosen from a statistically
large field.

e HYBg : This is the same as HYBj5, except Simpa..s discards the client if k:(;i =+

mgi,; + [gi]1 in One-hot consistency property check. Indistinguishability follows
from the F{, ¢ model since Sf has to guess ko, ; to pass the check if y; # 1 at
client’s input index «;.

e HYBy7 : This is the same as HYBg, except Simp,.as discards the client’s input if the

VDPF proof fails to verify. Indistinguishability follows from the verifiability of the
VDPF.

e HYBy : This is the same as HYBg, except Simp,ras simulates the honest client algorithm

with input X7, extracts the corrupt clients’ inputs, invokes Fyist with the inputs to
obtain the output, and then simulates the output as per the simulation algorithm.
This is the ideal world execution of the protocol. Indistinguishability follows from
the preimage resistance of the hash function (modeled as a random oracle).

\.

Input: Sim,gy obtains (fO,mO,El,Al) as the candidate inputs of 8. Sim,gy calls SimyoLe with inputs
(Get-Key, sidg) and (Get-Keysidy) to receive Ag and Aj.

Protocol Details:

1.

w N

. Servers jointly sample linear combiners 6_(), 6_1 S ]Ff, for batch VOLE verification in sessions 0 and 1.
. Batch Verification for Session 0:

. Batch Verification for Session 1:

. Pairwise Product Check for both Sessions:

~

Pad Sampling for Session 0:
S7 and Simgpy call Fj, ¢ with (extend, sido, 1) as sender and receiver to obtain (2, mg) and k{, respectively.
Pad Sampling for Session 1:

Sim,gy and 87 call ‘F\Z/)OLE with (extend, sidq, 1) as sender and receiver to obtain (z,m}) and k], respectively.

a. ST sends degzero; and degone; to Sim,py.

a. Sim,gy locally computes t; = k1 + Zo - A1 and the challenge chall; = 51 - (fl ® (Fl — Ay)) + Kk} as
the input of S§ to Simagipa-
b. Sim,py samples degzero,, degone, < F and sends them to Sy .

A hall{ — (d d -A
c. Sim,gy computes prod; = (chally —( egze;’gr egoneg A1)

Sim,gy invokes Sim,gqipa with inputs of Sy as ((:E‘o,ﬁio,lgl,Al), (go,gl, prod,)) to obtain output outaqipa.

Simagy invokes Fagv(Zo, Mo, El, A1) to obtain output out,gy. Simagy sets out := False if (out,qipa = False) V
(outagy = False). Sim,gy outputs out.

J

Figure 11: Simulator Sim,gy (that simulates Sp) for Il,gy against an adversary A (that
corrupts S1).

6.2 Security Proof of II,gy

Theorem 3. Assuming a PPT adversary A maliciously corrupting either Sy or S1, then
.gy (Fig. 6) securely implements Fapy (Fig. 3) against A in (Fyo; g, Fadipa) model.
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Proof. We assume that there is a PPT adversary A which maliciously corrupts &1 and
we denote the corrupt server as S;. We provide a PPT simulator algorithm Sim,gy in
Fig. 11 for this corruption scenario where Sim,gy simulates the honest Sy in the ideal world
execution with access to F,gy. At the end of the execution, the ideal world adversary view
is produced. We prove that IT,gy (Fig. 6) securely implements F,gy (Fig. 3) by showing
that the real and ideal world adversary views are indistinguishable. The corruption of Sy
can be argued similarly, where Sim,gy would simulate S; (instead of Sp) running the same
protocol steps.
We argue indistinguishability between the real and ideal world execution:

e HYBg: This is the real-world execution of the protocol Il,gy.

e HYB;: This is the same as HYBy, except Sim,gy computes prod,, samples random
degzero,, degone; < F and sends them to S} in Batch Verification for Session 1
and invokes Sim,qipa in Pairwise Product Check for both Sessions with the inputs of
S; as ((Zo, Mo, ka1, Ay), (50,51, prod;)) to obtain output outaqipa and outputs False if
out,gipa = False.

Adversary A distinguishes between the two hybrids if 1) S7 detects that Sim,gy
simulated degzero, and degone, in HYB;, or 2) S uses a different input in its
call to Faqipa other than ((fo,nﬁo,ﬁl,Al), (50751,prod1)). The first case is only
distinguishable in the call to F,qipa where in HYB the honest Sy invokes Faqipa with
its inputs, and in HYB; this call is simulated by calling Sim,qpa which returns True.
However, if A distinguishes between the two hybrids then it breaks the simulation
security of the F,qipa model. We argue that the second case for distinguishing the
hybrids also occurs with negligible probability. Recall, that the F,qpa functionality
checks that EO = Moy +To-Ag and El = My +&1-Aq where Sy provides (Z1, mq, /207 Ag)
to Fadipa in HYBg and Sim,gy simulates this call in HYB; by calling Sim,qgipa. If the
adversary is able to disﬁinguish between the two then adversary is able to find a

different set of (5’8, n:l\o, El, A\l) s.t. the checks pass in the real world, but in the ideal
world it fails. This requires either breaking the security of F,qipa or guessing the
value of Ay and hence breaking the security of Fig g.

e HYBs: This is the same as HYB;, except Sim,gy invokes fagv(fo,mo,ﬁl,Al) in
Pairwise Product Check for both Sessions to obtain output out,gy and outputs False
if out,gy = False. This is the ideal world execution of the protocol.

Adversary A is able to distinguish between the two hybrids if F,gy returns False in
HYBs, whereas the check passed in HYB;. A has to compute degzero; and degone,
s.t. the following holds:

chally — (degzero, + degone; - Ag)

(50 ® f1) “My = prodo =

270
chally — (degzero, + degone; - Ag)
a 2A¢
8o - (to © (to — Ag)) + ki) — (degzero, + degone, - Ag)

2A¢

=60 (to ® (to — Ag)) + k{y — (degzero, + degone, - Ag)
= 8o - (170 + (Zo + #1)A0) ® (1o + (Fo + T1 — 1)Ao))

+ k{, — (degzero, + degone; - Ag)
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— 2A0’((§0@fl) - 1Mo
— b0+ (1o + (Fo + #1) D) © (o + (T + 1 — 1)A¢)) — kg
= —(degzero, + degone; - Ag)

If (zo+ 1) # {0,1} then there will be a A2 term. This term vanishes for one specific
value of § (which occurs with \Tll probability) or if A correctly guesses Ay which
occurs with negligible probability in the F{, ¢ model.

O

N\
Inputs: Sim,gpa obtains ((Zo, Mo, El, Aq), (go, gl, prod;)) as the candidate inputs of S7. Sim,qipa calls SimyoLe
with inputs (Get-Key, sidg) and (Get-Keysidy) to receive Ag and Aj.
Protocol Details:
1. Key Sampling for Session 0:
Sim,aipa samples ElGamal key pair (ipkg, isko) and publishes ipkg.
2. Key Sampling for Session 1:
S sends ipk, to Simygipa-
3. Committing Inputs for Session 0:
Sim,qipa samples {§g,i},;€[£] — ]qu and encrypts it as eprod, ; = EG.Enc(ipkg, £0,i, T0,i), stores the random-
ness as 70 = {r0,i bic[e]» o = {&o,i }ie[r) and sends eprod, = {eprod, ;}ic[e) to ST.
1. Committing Inputs for Session 1:
Simaqipa Teceives eprod; = {eprod, ;}ic(q from Sy
5. Pad Sampling for Session 0:
Sim,aipa and Sy call f\?OLE with input (extend,sid;, 1) as sender and receiver to obtain (z},m}) and ki,
respectively, where ki = m} + z{ - Ay. Sim.qpa encrypts and sends emaskg := EG.Enc(ipkg, z7,7() to Si.
6. Pad Sampling for Session 1:
ST and Simygipa call ]:\I/JOLE with input (extend,sidg, 1) as sender and receiver to obtain (mé, m(’)) and k(),
respectively, where k[) = m{) + x6 - Ag. S7 sends emask; := EG.Enc(ipkq, 16, r1) to Sim,diea.
Input Verification for Session 0:
Simaqipa simulates the proof that it encrypted §o ® @1 in eprodg:
a. Servers jointly sample 7y <— ]Ff) for input verification.

-~

b. Simaqpa sends ug = 1o - (80 © k1) + m} and rndg = 7o - 7o + 7.
c. Sy performs its own adversarial algorithm.
8. Input Verification for Session 1:
Simagipa runs the honest Sp algorithm.
9. Product Verification for Session 0:

a. Sy sends eresp; to Sim,gipa-
b. If EG.Dec(isko, eresp,) # 5_[) - mp then Simygpa outputs False.

c. Simuaipa invokes Fogpa with inputs ((Zo, Mo, El,Al), (go,gl, prod;)) to obtain output out €
{True/False}. If out = False, then Simaqpa outputs False.

10. Product Verification for Session 1:

a. Simagipa sends eresp; := EG.Enc(ipky, prod,).
b. 87 performs it own adversarial algorithm.

11. If Sim,qpa has not output False then it outputs True.

J

Figure 12: Simulator Sim,qpa (that simulates Sp) for I qpa against an adversary A (that
corrupts Sp).

6.3 Security Proof of [I,qpa

Theorem 4. Assume EG.Enc is an additively homomorphic IND-CPA encryption scheme.
Assuming a PPT adversary A maliciously corrupting either So or S1, then Waqipa (Fig. 5)
UC-securely implements Faqipa (Fig. 4) against A in the f@OLE model.

Proof. We assume that there is a PPT adversary A which maliciously corrupts S; and we
denote the corrupt server as S;. We provide a PPT simulator algorithm Sim,qipa in Fig. 12
for this corruption scenario where Sim,qpa simulates the honest Sy in the ideal world
execution with access to Faqipa. At the end of the execution, the ideal world adversary
view is produced. We prove that IL,qpa (Fig. 5) securely implements Faqpa (Fig. 4) by
showing that the real and ideal world adversary views are indistinguishable.
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The simulator algorithm Sim,gipa is called with the candidate inputs of a corrupt S;.
The corrupt S can decide to use other inputs since it is maliciously secure. But those
inputs are committed via VOLE, and our simulator Sim,qipa checks (except with negligible
statistical probability) that the same inputs are used in the ideal world protocol, and the
simulator invokes the Fagipa with the same inputs. This way, the simulator Sim,qpa forces
the malicious adversarial server S; to follow the protocol steps using the committed inputs
that are initially provided to it from the calling party (which is the environment in the
UC setting and Sim,gy in our setting), as the honest server has the corresponding VOLE
decommitments to check that the same inputs are used by S;. So, we enforce semi-honest
behavior from the adversarial S in following the protocol steps and also running the
protocol with the inputs provided to it.

The corruption of Sy can be argued similarly, where Sim,q;pa would simulate S; (instead
of Sp) running the same protocol steps. We argue indistinguishability between the real
and ideal world execution as follows:

e HYBy: This is the real-world execution of the protocol Il qgpa.

o HYB;: This is the same as HYBy, except Simaqipa sets eresp; := EG.Enc(ipky, prod;)
in Product Verification for Session 1.
Adversary A distinguishes between the two hybrids if S7 did not encrypt 51O % in
epFodl and yet passed the checks in Input verification for Session 1. In that case, the
distribution of eresp; is an encryption of prod; in HYB;, whereas in HYBy it is not. &7
possessing the corresponding secret key isk; can distinguish between the two hybrids.
However, we show that this occurs with negligible statistical probablhty (specifically

1/[F|) in the F{o, ¢ model. Assume that St encrypted 8, ®Fo+efr in eprod, Where err is
adversarially chosen error. To pass the check eq = EG.Enc(ipky, (wo —u1)-Ayt, rndy),

where e := emask; - [[;c (4 (eprod; ;)™ and wp = 11 - (81 © ko) + ki), the following
should hold:

emask; - H (eprod; ;)" = EG.Enc(ipky, (wo — uy) - Ayt dy).
1€[{)

Since ElGamal Encryption is perfectly correct, the adversary needs to pass the check
over the message and randomness space separately. We focus on the message space.
Here, the adversary ensures that the following holds:

+(S1@fo) -nii+eFr~nii = (wo—uf)-Ao_l.
To ensure that the above equation holds A needs to provide u} that satisfies:
UT :wo—(z6+(c§1®i"0) ~ni¢)~A0+e?r-nii~A0.

To produce such a uj the adversary either needs to figure out Ag or err-77’; = 0. The
former does not occur in the F{q ¢ model and the latter occurs with ﬁ probability

since n7’; is uniformly and independently sampled by both servers once err is fixed in
eprod; .

e HYBs: This is the same as HYB;, except in Product Verification for Session 0,
Simagipa invokes Fogipa with inputs ((Zo, o, El, Ay), (50, 51, prod;)) to obtain output
out € {True/False} and if out = False, Sim,qipa outputs False.

The two hybrids are distinguishable only when F,qpa returns out = False in HYB3
causing Sim,qpa to output False. And in both hybrids, EG.Dec(isko,erespf1

EG.Enc(ipk, prody,0)) = 0 leading to Sim,qipa outputting True in HYBs. Fadipa
outputs False whereas HYB; does not when the A encrypted a different input 5'1 O Ty
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in the protocol and yet passed the check in Input Verification 1. However, as shown
in the previous indistinguishability argument (between HYBy and HYB;), this occurs
with negligible probability and hence HYB; and HYB, are identically distributed.

o HYBj3: This is the same as HYB1, except Simadipa sets eprod, ; == EG.Enc(ipkg, £0.4,70,4)
in Committing Inputs for Session 0 and ug = 1 - (8 @ k1) +m/, in Input Verification
for Session 0. Sim,qipa outputs False if EG.Dec(isko, eresp;) # &o - o then Simaqipa
outputs False. This is the ideal world execution of the protocol.

The two hybrids are indistinguishable from the IND-CPA security of ElGamal
Encryption in the Fiq g model. If A distinguishes the two hybrids with advantage
€12 then the CPA adversary breaks IND-CPA security with ecpa s.t. €10 < £ ecpa
since there are ¢ encryptions. Another way for the adversary to distinguish is if it
computes eresp; # (Hie[e] (eprod, ;)™%) - EG.Enc(ipkg, 0) and yet passes the check

EG.Dec(iskg, eresp;) == 5_(; - My, resulting in the ideal world adversary Sim,qpa to
output True, whereas the real world execution results in Sy outputting False as &7 did
not use the candidate inputs mg ;. However, this happens with negligible probability
as the adversary has to guess the secret values 5_(; (which are encrypted in eprado)

s.b. & - my == & - g, where adversary uses myg instead of mj in computing eresp; .

O

7 Performance Evaluation

We evaluate the runtime, communication, and storage costs of Paras. We first describe our
estimation methodology for each of these three performance metrics and then elaborate on
the results. All our experiments are fully automated and reproducible (we will open-source
our code after the blind review).

Methodology. First, we identified all primitive operations involved across the protocols
presented in this paper; notably, EC scalar-point multiplication, EC point-point addition,
AES evaluation, and Vector OLE. The two EC operations are utilized within the EC ElGa-
mal cryptosystem for encryption, decryption, and linear homomorphic computations. The
AES cipher serves as the length-doubling PRG required by the VDPF scheme implemented
in our protocol, and the VOLE functionality is employed to instantiate our MAC-based
commitments.

Estimating the communication cost of Paras requires identifying every message exchange
between parties and summing the sizes of all messages. For communication costs, we
distinguish between client-to-server and server-to-server communication, rather than
combining them into a single estimate. This distinction is meaningful because these two
types of communication are likely to occur over networks with very different characteristics.

Computation Microbenchmarks. After identifying these primitive operations, we run mi-
crobenchmarks to measure their individual runtimes. Each microbenchmark executes

0
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(b) Single client communication cost.

Figure 13: Client runtime and communication for an increasing number of buckets.
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Figure 14: Server runtime for different numbers of buckets (16, 32, 64, 128) and different
numbers of clients.

the operation 103 times and reports the mean. The EC operation benchmarks were
implemented using the curve25519-dalek Rust library [Cry25], the AES benchmark was
implemented with OpenSSL [Inc25], and the VOLE benchmark was implemented using
the 1libOTe [PR]. All benchmarks were executed on a server equipped with an AMD EPYC
74F3 processor (3.2 GHz base clock, up to 4.0 GHz boost) and 256 GB of RAM. In this
environment, we observed mean running times of 8.68ms for scalar-point multiplication,
0.83us for point-point addition, 0.41us for AES cipher evaluation, and 183.87ms for VOLE
when sampling vectors of size 22°. With these measurements, we revisited our protocol,
counted the total occurrences of the primitive identified operations, and summed them up
to get an overall runtime of Paras. To ensure that this estimation is sound and reproducible,
we automated the entire process using a Python script. Given the mean running times
of the primitive operations, along with the number of clients and histogram buckets, the
script automatically computes the total runtime. Please note that our runtime benchmarks
assume every operation happens sequentially, that is, all in a single CPU core. We leave
benchmarks that take into account the parts of the protocol that can be parallelized, such
as the VDPF evaluations and verifications, as future work.

Communication Microbenchmarks. Similar to our runtime benchmarks, we automated
the calculation of communication costs, yielding the same benefits of auditability and
reproducibility. The script takes as input the number of clients and histogram buckets,
and outputs estimates of client-to-server and server-to-server communication for a single
protocol execution with the specified parameters. It assumes that EC points exchanged
between parties are represented using 256 bits, and that both the hash function outputs
and PRG seeds used in the protocol are 128 bits long.

Storage Microbenchmarks. To compute storage costs, we accounted for all data from
the server initialization phase that must be retained until the end, namely, the VOLE
correlations, as well as all messages sent by clients at the end of their input phase. We
calculated the size of these VOLE correlations and added them to the total amount of data
sent by clients to the servers. The client data contribution is computed using the same
process as in the client-to-server communication cost estimation. Following the approach
used for the other metrics, we automated the storage cost calculations, using parameters
essentially identical to those required by the script for communication cost estimation.
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Figure 15: Total server-to-server (S-to-S) communication costs for an increasing number
of clients and histogram buckets (16, 32, 64, 128).

Concrete Costs. We demonstrate runtime, communication, and storage costs for a
single client, as well as the Paras servers. We separate the graphs as, in many cases,
clients and servers run on machines with substantially different processing capabilities,
and client-to-server and server-to-server communication often occur over networks with
different characteristics.

Fig. 13 (a) shows the time it takes for a single client to execute its input phase with
respect to the number of histogram buckets, and Fig. 13 (b) shows the aggregate size of
the two messages produced as the result of a single client’s input phase. Both graphs scale
logarithmically, a behavior directly induced by the VDPF scheme underlying our protocol.

In more detail, observing the protocol’s input phase, all computation is done with a
constant amount of operations, aside from the VDPF key generation algorithm, which by
itself has runtime O(logn), where n is the number of histogram buckets. As a result, we
have a client runtime that scales logarithmically with the number of histogram buckets,
which we also verified in Fig. 13. Similarly, we see that the messages sent by the clients at
the end of the input phase are also of constant size, except for the VDPF keys, which have
O(logn) size, where n again is the number of histogram buckets. This translates into a
client input message size that scales logarithmically with the number of buckets.

Regarding the servers’ performance, Fig. 14 demonstrates the running time estimates
for the server computation, while Fig. 15 shows the amount of data exchanged between the
two servers. As expected, both graphs scale according to the protocol’s asymptotic cost of
O(N - |X]). First, observe that if we fix the histogram bucket count, server computation
time grows linearly with the number of clients, which can be seen in the three graphs (b),
(c), and (d) of Fig. 14. This becomes especially clear when observing graph (d), which
plots the total server computation time per client, and shows all curves as horizontal lines.
Secondly, we also call attention to the graphs (a), (b), and (c) of Fig. 14, which together
show that the binary property check dominates the server computation time, and that the
total protocol runtime is relatively small save for this check. We would also like to

With respect to the communication between the two servers during the protocol, the
two graphs in Fig. 15 show, similarly to the runtime, that the amortized communication
cost over multiple executions between the same two servers scales linearly to the number
of clients when the bucket count is fixed. Additionally, we observe from Fig. 15 (b) that
the communication cost per client is relatively low, with the cost per client being between
10 and 15 KB when the number of histogram buckets is fixed to 64.

Finally, we focus on the storage cost of Paras in Fig. 16. Similar to the two previous
metrics, the storage scales linearly with respect to the number of clients for a fixed bucket
count. Additionally, Fig. 16 (b) shows the communication for different histogram bucket
counts. For example, for a histogram with 64 buckets, the storage per client is minimal
(i.e., between 20 and 30 KB).

Comparison with Prior Work. Table 2 compares Paras with PLASMA and the
sorting-based protocol [AHIT22], the closest prior works in terms of functionality and
security guarantees. Unlike earlier two-server protocols such as Poplar, Doplar, and
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Figure 16: Total server storage cost for an increasing number of clients and histogram
buckets (16, 32, 64, 128).

Mastic, which do not guarantee correctness against a malicious server, PLASMA and
[AHIT22] are the only previous protocols that provide robustness against both malicious
clients and a malicious server for private histogram-style analytics, albeit in the three-
server honest-majority setting. Therefore, they represent the most meaningful baseline for
comparison.

We emphasize two structural differences that make the numbers in Table 2 illustrative
rather than a direct benchmark comparison. First, PLASMA [MST24] and [AHI"22]
operate in the three-server honest-majority setting and report measurements from a
complete implementation, whereas Paras targets the two-server dishonest-majority setting
and reports analytical estimates derived from the measured costs of its underlying primitives

Table 2: Comparison between Paras, PLASMA, and the sorting-based protocol [AHIT22].
PLASMA reports measurements from a complete implementation using 10° clients over
256-bit heavy hitters in a WAN setting, whereas [AHI"22] has LAN numbers for up to
400k clients. Paras reports performance estimates for histogram computation with 8192
clients over a domain of size |X| = 128. Consequently, the reported numbers correspond
to different workloads and should not be interpreted as direct benchmark comparisons.

Metric PLASMA Sorting Paras
[MST24] [AHI"22] (This Work)
Number of Servers 3 3 2
Security Model* Honest Majority Honest Majority Dishonest Majority
Correctness & Privacy
against Malicious v v v
Server & Clients
Client Upload 8 VIDPF keys 3 secret shares + 3 2 VDPF keys + 2
MACs ElGamal CTs
Consistency VIDPF + Merkle Authenticated secret VOLE + aBV +
Mechanism trees sharing + shuffling adIPA
Client Runtime 20 — 24pus ~ lus 81 ms'
Client Communication ~55 KB ~0.14 KB 0.42 KB'
Server Runtime < 0.3 ms (<5 min. < 0.03 ms (< 15 sec. 14 ms'
(amortized) for 10° clients) 400k clients)
Server Com. <1KB(<1GBfor >45KB (> 45 GB 24 KBY
(amortized) 10° clients) for 10° clients)

* PLASMA and the sorting-based protocol [AHI*22] tolerate one malicious server among
three non-colluding servers; Paras tolerates a malicious server in a two-party setting with no
honest-majority fallback.

T Paras reports analytical performance estimates for histogram computation based on the mea-
sured costs of the underlying cryptographic primitives, excluding network latency. PLASMA
reports measurements from a complete implementation for heavy-hitters, including WAN
network latency. [AHI*22] reports numbers from LAN but is not open-source.
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rather than an end-to-end implementation. We reproduce PLASMA’s and [AHIT22]’s
numbers directly from [MST24], in which the authors do an extensive comparison between
the two. Second, PLASMA’s and [AHI"22]’s numbers correspond to heavy-hitters over
an exponentially large domain encoded as n = 256-bit strings, evaluated over a 256-level
prefix tree with threshold-based pruning, whereas Paras targets histogram computation
over a domain of size |X| = 128, evaluated over a log, |X| = T-level tree with no pruning
search. Both factors account for most of the gap between the two columns.

The rest of the overhead, after accounting for the different settings above, comes from
each protocol’s underlying cryptographic assumptions. PLASMA relies entirely on PRG
evaluations and hashing, whose cost is negligible (0.41us per AES call); this suffices because
their honest-majority assumption lets a malicious server be caught by cross-checking three
sessions. Similarly, [AHI"22] relies on authenticated secret sharing with shuffling and
unshuffling primitives, which outperforms PLASMA but incurs significantly more server-
to-server communication overhead. Lastly, Paras relies on EC ElGamal encryption for
verifiable homomorphic aggregation in the two-server dishonest-majority setting, where
a single EC scalar-point multiplication costs 8.68ms in our benchmarks, roughly 360 x
PLASMA’s entire reported client runtime. In short, Table 2’s overhead is the price
of replacing an honest-majority, three-party, and symmetric-key-only protocol with a
two-party, public-key-based protocol that tolerates a malicious dishonest majority.
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