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Abstract. Anonymous communication systems aim to hide which user
sent which message. Existing designs span efficient mixnets that rely on
at least one honest mix server and decentralized protocols such as Dining
Cryptographers networks (DC-nets) or secure multi-party computation
(MPC)-based shuffles, which typically require greater communication or
interaction. We introduce verifiable self-miz (VSM), an anonymity ar-
chitecture for privately placing messages in a public bulletin-board ta-
ble. VSM separates oblivious slot allocation from anonymous message
placement: Unique Number Selection (UNS) assigns each user a distinct
hidden location, and Secure Mapping of Private Permutation (SMPP)
places each encrypted message at its assigned location without revealing
the user-to-location mapping. Because each user learns their own final
location, VSM provides unconditional individual verifiability after the ta-
ble is decrypted. We define VSM and prove anonymity, integrity, and self-
verifiability in a static malicious model. We instantiate UNS using either
trusted hardware or multi-server plaintext-equivalence tests, and SMPP
using ElGamal, Boneh—-Goh—Nissim (BGN), and a theoretical fully ho-
momorphic encryption (FHE) construction. For n users and m slots, the
vector based SMPP constructions require O(m) ciphertext upload per
user and O(nm) public aggregation. We also present an FHE based vari-
ant that reduces the client upload to O(logm) for fixed size messages.
These constructions offer different tradeoffs between trust, communica-
tion, and computation, while preserving the modular structure of VSM
and its unconditional individual verifiability.

1 Introduction

Anonymous communication networks (ACNs) aim to protect message senders’
identities against a powerful network observer. Mixnets are the most widely
used ACN primitive: a set of mix servers repeatedly permute and re-encrypt
batches of ciphertexts so that an outside adversary cannot link individual inputs
to outputs [12, 23,35, 39, 1,41]. While mixnets are efficient and well-understood,
they are typically centralized (C-ACNs): anonymity relies on the assumption
that at least one mix server in the chain does not collude with the adversary.
This assumption is challenging to justify in practice, especially when mixes are
operated by a single organization or deployed in low-assurance environments, as
illustrated by the Norwegian trial Internet voting system [24].

Trusted hardware (TH), such as Intel Software Guard Extensions (SGX), is
often proposed as a way to harden a single mixing server: cryptographic state is
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kept inside an isolated enclave that can be remotely attested. However, current
trusted execution environments (TEEs) offer only limited private memory (e.g.,
SGX enclaves expose about 128 MB of protected memory and incur substantial
overhead when paging) [40]. Mixnets conceptually hold and shuffle entire batches
of ciphertexts, so they tend to require substantial memory for global permuta-
tions. This tension makes it difficult to deploy large-scale mix-based ACNs or
e-voting systems directly inside TEEs.

A different line of work removes the trusted mixer entirely and instead builds
fully decentralized ACNs (D-ACNSs), often via secure multi-party computation
(MPC). The classic example is the dining cryptographers network (DC-net) [10],
along with many jamming-resistant variants and MPC-based anonymous broad-
cast systems. While these protocols do not assume a trusted third party, they
have well-known drawbacks: the number of rounds often grows with the num-
ber of participants or adversaries, honest users may send §2(n)-£2(n?) messages
per round, and even a single malicious participant can disrupt the protocol un-
less heavy accountability mechanisms and zero-knowledge proofs are added [32].
Multi-party sorting-based D-ACNs can improve round complexity [32], but typ-
ically require a strong honest-majority assumption among the participants.

Our goal is to explore a different point in this design space: an ACN architec-
ture that (i) keeps the trusted component small enough to execute in a trusted
execution environment or a small set of threshold servers, (ii) gives users a simple,
non-cryptographic way to verify that their messages were included correctly, and
(iii) allows users to submit their encrypted messages without interacting with one
another after the preprocessing phase. We analyze the communication, compu-
tation, and trust costs of VSM, thereby making explicit the tradeoffs introduced
by its modular design and individual verifiability.

Verifiable Self-Mix (VSM). We introduce verifiable self-miz (VSM), a semi-
centralized ACN architecture for privately shuffling messages over a public bul-
letin board. Instead of having a mix server permute an entire batch, VSM lets
each user “self-mix” their encrypted message by writing it to a secret location
in a public table. Intuitively, the system assigns each user an anonymous “slot”
in the table, and users then place their ciphertexts into their own slots without
revealing which slot they control.
VSM consists of two generic modules:

— Unique Number Selection (UNS). A preprocessing protocol that runs
once per epoch to assign every user a distinct mix location \; in an enlarged
index space. The value ); is hidden from all other parties but learned by
user i. Our UNS constructions use either a TEE with a misuse-detection
mechanism, or a set of servers that jointly run plaintext-equivalence tests
(PETs); in both cases, the trusted component operates only on encrypted
indices and needs O(1) private memory, making it suitable for constrained
trusted hardware.

— Secure Mapping of Private Permutation (SMPP). Given encrypted
pairs (\;, E(m;)) from n users, SMPP produces a public table T such that,
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for each user ¢, the entry at position \; is an encryption of m;, and all
other entries contain encryptions of the neutral value. We present SMPP
constructions based on ElGamal and Boneh—Goh-Nissim (BGN), using ei-
ther non-interactive zero-knowledge proofs (NIZKs) or homomorphic checks
to ensure that no one learns the mapping from users to locations.

A key property of VSM is that each user knows their own final location. If we
additionally decrypt the entries of T' (SMPP-Dec), every user can unconditionally
verify that their message appears in the correct slot \; simply by checking the
published table—no cryptographic tools or hardness assumptions are required
on the user side. This form of individual verifiability is particularly attractive
for applications such as e-voting, petitions, and anonymous feedback systems,
where participants want both anonymity and a straightforward way to confirm
that their inputs were not altered or dropped.

Contributions. In summary, this paper makes the following contributions:

— A formal VSM architecture. We define verifiable self-mix (VSM) as the
composition of UNS and SMPP, and give security definitions and proofs for
anonymity, integrity, and self-verifiability in the malicious model.

— TEE-friendly unique number selection. We design UNS protocols that
assign unique encrypted locations to users while using only constant private
memory on the trusted component. We show how UNS can be instantiated
either in a TEE with misuse detection, or by multiple servers running PET
with a threshold honest-server assumption.

— Secure mapping of private permutations. We introduce SMPP as a
reusable primitive and give an ElGamal construction using NIZKs and a
BGN construction using homomorphic checks. We also sketch a fully homo-
morphic encryption (FHE) variant that reduces fixed-payload client upload
to O(logm), while retaining O(m) routing work and requiring FHE evalua-
tion and consistency proofs.

— Analysis and comparison with existing ACNs. We prove that VSM
achieves anonymity and integrity under standard cryptographic assumptions,
and that SMPP-Dec provides unconditional individual verifiability. We an-
alyze the communication and computation costs of the proposed instantia-
tions. For n users and m slots, the vector based SMPP constructions require
O(m) ciphertext upload per user and O(nm) public aggregation. The FHE
based construction reduces the client upload to é(log m) for fixed size mes-
sages, while its routing computation remains linear in m.

2 Related Work

Mixnets can be traced back to the pioneering work of Chaum [12] which was
based on a decryption mix. Park et al. were the first to propose a construction
based on homomorphic properties of re-encryption [36]. It was further developed
by [23, 35,39, 1]. Universally verifiable mixnets based on zero-knowledge shuffle
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proofs were later developed by Neff [34] and Groth [26]. Wikstrom proposed
a new method for mixnets based on partial decryption and proved its security
via universal-composability framework [41]. Adida et al. and Wikstrom proposed
methods for public shuffling where the permutation is computed before the actual
shuffle [3, 4]. Chaum et al. proposed ¢cMix, a mixnet variant that minimizes real-
time public-key operations by moving most expensive work to preprocessing [11].

A major line of works on ACN starts with the DC-net [10], and subsequent
works mostly focus on detecting and preventing cheating parties from jamming
the broadcasts [25,16,38]. Dunning and Kresman propose a novel technique
hiding the message using Newton identities [20], though the scheme is secure
only in the honest but curious setting. DiceMix [38] adapts the Newton-identity
technique of Dunning and Kresman [20] to a peer-to-peer mixing setting and
achieves security in the malicious model. Many DC-net style protocols, including
Dissent and DiceMix, require a number of communication rounds that grows
linearly with the number of disrupted messages or misbehaving users in order to
identify jammers [16, 38]. More recent systems such as PriFi and OrgAn achieve
constant-round anonymity by adding additional trust assumptions (e.g., access
points or coordinators) and precomputation phases [7,19].

Another approach is based on multi-party sorting where the sequence of
comparisons (for sorting) is set in advance, regardless of the outcome of pre-
vious comparisons [5,32,30,9,27]. These schemes are based on data-oblivious
algorithms and verifiable secret-sharing schemes (VSS). These protocols are ef-
ficient but assume that the number of adversaries has to be less than one-third
of the parties [32, 30, 9].

SMPP vs. DC-nets. At first glance, SMPP resembles a one-round DC-net be-
cause both aggregate per-user contributions into a combined output. In many
DC-net constructions, users maintain pairwise pads or related shared state whose
contributions cancel in the aggregate, and active disruption may require a shared
blame phase [16,38]. SMPP instead uses public-key ciphertexts. Each submis-
sion is independently verifiable, so malformed inputs can be rejected without a
shared disruption-resolution round; users also maintain no pairwise secrets. This
does not imply uniformly lower total work: vector-based SMPP requires O(m)
client upload and O(nm) public aggregation. Its contribution is therefore a dif-
ferent trust, interaction, and verifiability tradeoff rather than general asymptotic
dominance over DC-net systems.

On evaluation scope. End-to-end performance comparisons across anonymous
communication systems are difficult because latency and throughput depend
strongly on deployment assumptions beyond the cryptographic core [18]. Ac-
cordingly, we report an analytic cost breakdown of VSM’s modules in terms of
client upload, bulletin-board storage, and dominant cryptographic operations;
the bulletin-board realization cost is outside our scope.

Detailed VSM operation counts appear in Table 2.
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Table 1. Coarse comparison of representative ACN families and VSM variants.
Deployment-specific costs, churn, cover traffic, and bulletin-board realization are ex-
cluded.

System family | Online client | Online interac- | Additional trust assumption
upload tion rounds
Classic mixnets |compact cipher- | mix cascade /|at least one honest mix server
text(s) batching
DC-net style | protocol- protocol- depends on disruption model
systems dependent, often | dependent and assisting-server architecture
2(n)
VSM (TEE- | O(m) for SMPP |one bulletin- [ one trusted TEE (or its vendor
UNS) board round | root of trust)
after UNS
VSM (PET-| O(m) for SMPP |one bulletin- | at least one honest server among
UNS) board round | the PET servers
after UNS
VSM (FHE- | O(logm) in the-|one bulletin- | same as the chosen UNS instan-
SMPP) ory board round | tiation
after UNS

Multi-server anonymous broadcast and metadata hiding. Riposte and Express
use distributed point functions (DPFs) and non-colluding servers for anonymous
writes [15, 22]. Atom and Trellis provide scalable mix-based anonymous commu-
nication [28,29], while Blinder and Clarion use MPC or multiparty shuffling [2,
21]. VSM similarly assumes a small server set and an authenticated append-
only board, but differs in giving each user a private final slot and therefore an
unconditional individual inclusion check.

Low-latency miznets and DC-net-style group communication. Loopix [37] uses
cover traffic and Poisson delays to resist traffic analysis. Dissent and Verdict pro-
vide accountable anonymous group messaging on DC-nets [16, 17|, while PriFi
and OrgAn adapt DC-nets to organizational networks via a coordinator prepro-
cessing phase reused across rounds [7,19]. In comparison, VSM uses an epochal
preprocessing step that must be rerun when cross-epoch unlinkability is required
(Section 8); otherwise slot reuse yields pseudonymous rather than freshly anony-
mous positions.

3 System Overview

Suppose that n users have private input and wish to write on the public database
while preserving their anonymity. In contrast to a mixnet, where the server
shuffles the messages, here each user self-mizes: it autonomously selects a distinct
slot in an m-entry table and writes its message there. There are two challenges
regarding this approach. First, there may be collisions, i.e., when more than one
user selects the same location. Second, the users may lose their anonymity when
performing the actual writing on the bulletin board. The bulletin board is trusted
only for availability and append-only delivery: it need not be trusted for privacy,
and any standard authenticated broadcast or publish primitive suffices. Practical
instantiations include public ledgers, server-maintained append-only logs with
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digital signatures, or transparency-log infrastructure; the cost of maintaining
this abstraction is outside our scope. VSM addresses these two challenges.

The general architecture of VSM is built on two decentralized modules (i.e.,
sub-protocols): unique number selection (UNS) and Secure Mapping of Private
Permutation (SMPP).

1. UNS is a preprocessing phase executed once per epoch before the users send
a batch of messages. The goal of UNS is to assign a unique number to each
user. These numbers are called mix-locations and should be kept private.
One mode of UNS is suitable for a trusted execution environment and the
other is designed to be executed by multiple parties.

2. SMPP is an anonymization module that allows users to place an encrypted
message into the table entry indexed by their UNS-assigned mix location,
without revealing which user controls that location. We provide two instan-
tiations based on two encryption schemes. The first is ElGamal-based, which
does not depend on any trusted setup beyond the bulletin board and thresh-
old decryption, though it requires relatively more expensive zero-knowledge
proofs; the second is BGN-based, whose privacy depends on an honest-
majority setup MPC, though it avoids per-user NIZKs.

Participation failures. UNS is executed at the beginning of each epoch for the
users registered for that epoch. Users that do not submit their UNS inputs by the
submission deadline are excluded before UNS is executed. After UNS, only users
that submit valid SMPP inputs by the message deadline participate in SMPP.
A user that completes UNS but does not submit a valid SMPP input is excluded
from the SMPP execution, and its assigned location remains unused. This does
not require UNS to be repeated, since removing a user preserves the distinctness
of the locations assigned to the remaining users. Users that join after the epoch
begins participate in the next epoch.

If the same mix-locations are reused across multiple message batches, the re-
sulting outputs remain anonymous with respect to user identity but become link-
able to the same pseudonymous slot. Formal unlinkability across epochs therefore
requires rerunning UNS for each epoch.

4 Preliminaries

We use the notation [n] = {1,...,n} and write & := E(x) for an encryption of
x under the relevant public key. For a vector v = (v1,...,v,) we write 0 :=
(E(v1),..., E(vy)). All communication to the bulletin board is authenticated,
and the bulletin board is assumed public and append-only.

We write O(f) to suppress polylogarithmic factors in f and in the security
parameter. Our constructions use standard public-key tools. The ElGamal-based
instantiation uses threshold ElGamal for additively homomorphic combination
and rerandomization together with NIZKs for proving that encrypted vectors
are well formed. The BGN-based instantiation uses the Boneh-Goh-Nissim cryp-
tosystem, which supports arbitrarily many additions and one multiplication via
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pairings, so that some of the ElGamal proofs can be replaced by homomorphic
checks. When servers must compare encrypted candidates during UNS, they ei-
ther execute a plaintext-equivalence test (PET) over threshold ElGamal cipher-
texts or rely on a trusted enclave that performs equality testing on decrypted
values.

The VSM architecture is designed for an authenticated bulletin-board setting.
We therefore separate three kinds of cost throughout the paper: (i) client upload
to the bulletin board, (ii) public aggregation work performed by the servers or
any third party reading the board, and (iii) the final threshold decryption cost
when the aggregated table is opened. This level of abstraction is better suited to
VSM than end-to-end latency claims, which depend heavily on the surrounding
system architecture.

5 Unique Number Selection

Unique Number Selection (UNS) is the preprocessing phase of VSM. Its goal is
to assign each surviving user a distinct hidden slot (also called a mix integer)
from an expanded location space [m], where m = a-n for a fixed constant a > 1.
User 4 samples K = O(logn) candidate slots ¢; 1,...,¢; x € [m] and encrypts
them under the servers’ public key, obtaining

-PL' = (Epk(£i71), N ,Epk:(gi,K))'

UNS receives P = (]51, cee }5”) and outputs encrypted slots (5\1, ..oy Ap) for the
surviving users, such that no two surviving users receive the same slot. Each
user recovers its slot in plaintext by identifying which of its posted ciphertexts
appears in the public output.

During execution, the servers maintain for each user a pointer to the current
candidate. Whenever two current candidates collide, both users advance to their
next candidates. If a user’s list is exhausted, the user is removed. This prevents
malicious users from forcing non-termination by repeatedly colliding with others.

5.1 Performance of UNS
We measure the runtime of UNS by the number of collision tests T'C.

Lemma 1. The expected number of collision events (while-loop iterations that

result in a collision) in Protocol 1 is at most n_%.

Proof. We model the process as a balls-into-bins walk. Each currently active
candidate is a ball and the m = an possible slots are bins. A collision corresponds
to drawing an occupied bin, in which case both colliding users advance and the
number of unresolved candidates does not decrease; a non-collision corresponds
to placing a ball in an empty bin, thereby resolving one candidate. Since at most
n bins can be occupied at any time, the probability of collision is at most 1/a,
while the probability of non-collision is at least (@ — 1)/a. Thus the expected
drift toward termination is at least (@ —2)/a per test, and the expected number

of collision events needed before all n users are resolved is at most n—%5.
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Protocol 1 Unique Mix Integers (P,...,P,)

Servers:
1. For each user i, initialize a pointer SI[i] - 1 and current candidate S[i] «+
Pi[1].
2. Initialize the active queue Sa + {1,...,n}.

3. While Sa # 0:
(a) Pop some user index ¢ from Sa.
(b) For each active user j # 4, compute T'C'(S[i], S[j])-
(c) If a collision is found between i and j, increment both pointers, update
the corresponding current candidates, and push the updated users back to
Sa.
(d) If a pointer exceeds K, remove that user from the protocol.

4. If all users are removed, return FAIL.

5. Otherwise return the surviving encrypted candidates (S[é]); together with the
surviving pointers SI. Each surviving user ¢ recovers A; in plaintext as the
candidate ¢; g7;) it originally submitted, identified by observing which of its
ciphertexts appears in the public output.

For the concrete choice a = 4, the expected number of collision events is at
most 2n.

Remark 1. The lemma bounds collision events, not total T'C invocations. Each
while-loop iteration tests all active users j # ¢, so the total number of TC
invocations is O(n?) in the worst case. The cap K = O(logn) limits how many
times any single user can be involved in a collision, bounding the maximum
disruption by corrupted users.

Corrupted users can force at most K - |corrupted| additional candidate advances
before their lists are exhausted and they are removed. Each advance may require
comparisons against up to n—1 active users, consistent with the O(n?) worst-case
collision-test bound.

5.2 Handling Denial of Service

If preference lists were unbounded, colluding users could repeatedly submit col-
liding values and prevent termination. We therefore cap each list at K = [logn]
candidates and remove a user whose entire list is consumed. The following lemma
shows that an honest user is removed only with negligible probability.

Lemma 2. Assume m > 4n and each user submits K = [logn] independently
sampled candidates. Then the probability that Protocol 1 consumes the entire list
of at least one honest user is at most n - (1/4)X.

Proof. Fix an honest user ¢ with candidates ¢; 1,...,¢; k. For t € [K], let C; be
the event that the ¢-th candidate collides when it becomes active. Condition on
any protocol history up to the moment that ¢;; is checked. At that time, there
are at most n — 1 active candidates belonging to other users. Since the honest
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preference lists are encrypted before UNS begins, a computationally bounded
adversary cannot choose those active values as a function of ¢; ;. As ¢; ; is inde-
pendently uniform over [m],

-1
Pr[C; | history] < z

<

o~ =

For user i to be removed, all K candidates must collide. By the chain rule,

Pr[user i removed] = | [ Pr[C; | Cy,...,Ci 1] < (1/4)5.

=

t

Il
_

Applying the union bound over all honest users gives the claim.

Throughout the paper we set the expansion factor to a = 4, which satisfies
both the condition of Lemma 1 and the condition of Lemma 2. For intuition,
when n = 1000 the resulting upper bound on accidental removal of an honest
user is below 1/439,000.

5.3 Testing Collision

The collision-testing primitive T'C' can be instantiated either by trusted hardware
or by a small set of servers.

TC via Trusted Hardware. A TEE can decrypt two ciphertexts and test equality
of the underlying plaintexts. To prevent a malicious host from probing arbi-
trary ciphertext pairs, the enclave maintains a signed hash chain over all invo-
cations: on input (cg,c1) it decrypts, outputs the equality bit ¢, and updates
S+ H(S,co,c1,t); upon termination it signs the final state and halts. Because
the next legal UNS query is determined by the public transcript, any unautho-
rized query changes the signed state and is detected. Only the secret key and
the running state reside inside the enclave, so the private TEE memory is O(1).

Lemma 3. No malicious TEFE host can gain information by misusing T'C' with-
out being detected.

Proof. Any deviation from the publicly determined sequence of legal T'C' invo-
cations changes the enclave’s signed hash state. By collision resistance of H and
the enclave’s refusal to process further queries after termination, such misuse is
detected except with negligible probability.

TC executed by servers. Alternatively, k servers run a plaintext-equivalence test
(PET) on threshold ElGamal ciphertexts [13|. The test reveals whether two
candidates are equal. Since colluding servers could combine secret-key shares
and decrypt user inputs, at least one PET server must be honest. The outcome
is posted to the bulletin board, so deviations are publicly detectable.
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6 Secure Mapping of Private Permutation

Definition 1. A protocol is a Secure Mapping of Private Permutation (SMPP)
if, giwen input pairs (A, E(My)), ..., (An, E(My,))) from n users with pairwise
distinct slots A1, . .., A\n € [m], it outputs a table T such that T[\;] = E(M;) for
every i € [n]. In the composed VSM protocol, pairwise distinctness is guaranteed
by UNS integrity.

For slots j ¢ {A1,...,A,} not assigned to any user, the table entry T'[j]
contains F(0) (the encryption of the neutral element). SMPP should preserve
anonymity: when user i writes E(M;) to slot A;, no polynomial-time observer
should learn which user produced the ciphertext stored at T'[);]. To achieve this,
each user publishes two encrypted vectors:

1. a location vector Lf‘ with a single 1 at coordinate A; and 0 elsewhere, and
2. a message vector Vl’\m with entry M; at coordinate A; and the neutral
value elsewhere, namely 0 in the additive ElGamal encoding.

We denote their encryptions by L; and V;. The user also proves that L encrypts
a unit vector and that V; is consistent with the same hidden slot. The servers
then aggregate columns homomorphically to obtain the shuffled encrypted table
T.

Linking UNS to SMPP. After user i receives its encrypted mix location \; from
UNS, it must prove that the published vector L; is consistent with the same
hidden slot. Let By be the unit vector with a single 1 at coordinate \. Since

A=>jb;
j=1

for the bits of By, consistency can be expressed as a linear relation between the
encrypted slot \; and the encrypted unit vector L;. User i therefore provides a
NIZK proof m}" for the relation

R)\ = {((97 ha [A/v 5‘)7 (Ra Bkv T/)) : ((97 h7 ff)) R7 B)\) S Runih
m
A=(g",h" [T}
j=1
This relation is efficiently handled by Sigma protocols for linear relations [31].
By soundness, a malicious user cannot prove consistency between A\; and a unit
vector corresponding to a different slot. The formal integrity argument using 7.
appears in Appendix A under Integrity composition.
We define SMPP-Dec as SMPP followed by joint decryption of the aggregated
table T'. Each participating user publishes

Li(mi, Ni) == (L, Vi, I, EO\), w8,

where II; denotes the well-formedness proof appropriate to the chosen SMPP
instantiation.
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Protocol 2 Additively-Homomorphic VSM

Setup.
1. The servers cooperatively generate a threshold ElGamal public key pk and
secret-key shares.
Each user i:
1. Select a mix location A; € [m]. (In the composed VSM protocol, A; is assigned
by UNS rather than chosen randomly here.)
2. Construct the unit vector L; and the message vector V; for slot A;.
3. Encrypt them to obtain L; and V
4. Publish (LZ,V“HZEG), where Hl proves that l:l is a unit vector and Vl is
consistent with the same hidden slot.
Servers.
1. Verify the proofs and discard malformed tuples.
2. For each column j, compute T'(j) :=[], V;
3. Publish (T'(1),...,T(m)).

6.1 ElGamal-based VSM

In the ElGamal instantiation, users encrypt the entries of L; and V; under a
threshold ElGamal public key. User-submitted ciphertexts are authenticated
(e.g., via signed ElGamal) so that a malicious user cannot malleate another
user’s submission; homomorphic aggregation is performed on the underlying El-
Gamal components only. Non-malleability is required only for user-submitted
ciphertexts: the aggregated column products are public server-computed out-
puts and do not require Schnorr-style authentication tags.

Each user proves in zero knowledge that L encrypts a unit vector and that v
is consistent with the same hidden slot: every non-special entry is an encryption
of the neutral element, while the special entry contains the encrypted message.
The proof reveals only that there exists a unique special position and that the
message vector is consistent with it; by zero knowledge it does not reveal the
position itself.

Given verified inputs, the servers aggregate column-wise:

1% = (X0

Because all non-special entries encrypt the neutral element, the unique user
whose hidden slot equals j contributes its message, so T(j) = E(M;) for the
user with \; = j.

6.2 BGN-based VSM

Trust assumption. The BGN setup requires an honest-majority MPC among
the servers to generate the public parameters: specifically, strictly more than half
of the k BGN servers must be honest, i.e., at least | k/2] +1 servers. This honest-
majority threshold is the additional trust assumption relative to the threshold-
ElGamal variant, which requires only one honest server.
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Protocol 3 Somewhat Homomorphic VSM
Setup.
1. The servers run distributed key generation for the BGN public parameters and
secret-key shares.

2. The servers select random challenge values r1,...,7r, and fix a deterministic
encryption [1] of 1.
Users.
1. Select \; € [m], construct L; and V;, and publish f/i, V..
Servers.

1. For each user i, verify bitness and unit-sum of IA/Z

2. If the checks pass, compute for each column j the value E'(M;) =
IT; e(Lij, Vij)-

3. Publish the resulting encrypted table.

In the BGN instantiation, users publish only encryptions of their location
and message vectors; the servers check well formedness homomorphically rather
than via per-user NIZKs. The key observation is that BGN supports arbitrarily
many additions and one multiplication via pairings [8]. To protect user-submitted
ciphertexts against malleability, we use chosen-ciphertext-attack (CCA)-secure
wrappers such as Naor-Yung [33].

For each user i, the servers verify that L; encrypts a unit vector by testing:
(i) bitness of each entry via the paired product [, e(Lij, Lij - 1]~ = E'(0),
where [1] denotes the fixed encryption of 1 and 71, ..., 7, are the fresh random
server challenges (so the check is randomized and non-malleable), and (ii) that

the encrypted sum of all entries equals 1, checked as [[; Lij L E(1). If these
checks pass, the message at slot j is obtained from the encrypted scalar product
between the j-th columns of L and V:

i€[n]

Since only the user whose hidden slot equals j contributes a non-neutral message
entry, this yields the desired encrypted table.

6.3 SMPP via Fully Homomorphic Encryption

Another possible instantiation of SMPP uses fully homomorphic encryption
(FHE), such as the Brakerski-Gentry—Vaikuntanathan (BGV) scheme. The pur-
pose of this variant is to avoid sending explicit m-dimensional encrypted vectors.
Instead of publishing the full vectors L; and V;, user i publishes encryptions of
a binary description of its mix location \;, together with encrypted payload bits
that are routed homomorphically to the selected leaf. This reduces the client
upload from O(m) to O(log m), while requiring FHE evaluation and consistency
proofs for the compressed input. Correctness of the compressed encoding can be
proved using polylogarithmic-size lattice-based X-protocols [6].
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The construction is based on homomorphic traversal [14]. Consider a com-
plete binary tree with m leaves. A value initially placed at the root is routed to
one leaf using encrypted controller bits. At each internal node, the homomorphic
selection subroutines

HS-L(b,¢):=(1—¢)-b and HS-R(b,c):=c-b

copy the current value b either to the left child or to the right child, according
to the controller bit c¢. All controller bits and intermediate node values remain
encrypted with indistinguishability under chosen-plaintext attack (IND-CPA)
throughout the traversal. Since a complete binary tree with m leaves has m — 1
internal nodes, the traversal uses m — 1 homomorphic selection steps and has
depth logm.

To compress the location vector, user ¢ decomposes its mix location A; € [m]
into bits

d—1
bi,Oa ceey b’i,d—lv d= ﬂog mW7 )\Z = Z 2Jb17]
7=0

The encrypted bits ZA)” = E(b; ;) serve as the demultiplexer controllers for the
traversal circuit. To compress the message vector, the user also decomposes a
fixed-size ¢-bit payload representation into bits v; o, ..., v; —1 and publishes en-
cryptions 0;; = E(v; ;). The same encrypted controller bits route these en-
crypted payload bits to the leaf indexed by A;, thereby producing under encryp-
tion the same sparse placement that the explicit vectors L; and V; would have
represented.
The user publishes the compressed location encoding

(Nisbigys - big1, )
and the compressed payload encoding
(‘A/th @'L,Ov ey ﬁi,f*l? 7(-2/)

The accompanying lattice-based zero-knowledge proofs certify that the submit-
ted ciphertexts encrypt bits and that the encrypted location is consistent with
its binary decomposition. Equivalently, the proof enforces the relation

~ d—1 o3
N\ = W' g2=i=o 2l

in the corresponding encrypted-domain notation, together with the bitness of the
b; ;’s and the well-formedness of the encrypted payload bits. Such relations can
be proved using compressed lattice-based proof systems [6]. The FHE traversal
requires encrypting the relevant bits under a ring learning with errors (RLWE)-
based encryption scheme and using the RLWE-to-RGSW (Ring Gentry-Sahai-
Waters) conversion procedure of [14] for the encrypted controller values used by
the selection circuit.

Routing one encrypted value through a complete binary tree with m leaves
uses m — 1 selection nodes. If both children are materialized using HS-L and
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Table 2. Online SMPP costs for n users and m slots (one batch).

Instantiation Client upload Public aggregation Output decryption
ElGamal+NIZK O(m) O(nm) group ops m threshold dec.
BGN checks O(m) O(nm) pairing/group ops | m threshold dec.
FHE traversal O(logm + £) | O(¢m) mults; depth logm | decrypt m slots

HS-R, this requires 2(m — 1) ciphertext multiplications and has multiplicative
depth log m. Routing one location marker and ¢ payload bits therefore requires
2(¢ + 1)(m — 1) ciphertext multiplications.

To ensure malicious security, the user additionally proves that the encrypted
controller values are bits and that they form a valid binary decomposition of the
encrypted location. These are circuit level estimates and do not include the con-
crete costs of RLWE to RGSW conversion or of generating and verifying these
consistency proofs. Thus, the FHE construction reduces client upload asymp-
totically, while its concrete computation cost depends on the selected FHE and
proof systems. An online cost summary for SMPP with n users and m slots in
one batch is shown in Table 2.

The FHE row treats ¢ as the payload bit length; for fixed-size payloads, the
client-upload term is O(log m).

7 VSM

We are finally ready to define VSM. VSM is the composition of UNS and SMPP.
UNS is executed once per epoch: each user selects at random K = [logn] can-
didate mix locations (as justified by Lemma 2), and the servers run UNS so
that each surviving user obtains an encrypted mixed location together with its
plaintext interpretation from its own submitted list. The users then run SMPP
for the current batch using their plaintext slots A;. The SMPP outputs a table
T' that realizes the permutation determined by the mixed locations Aj;cpy, i-e.,
T(N) = E(m,).

8 Security Analysis

Adwversarial model. The analysis applies to one epoch and considers a static
probabilistic polynomial-time (PPT) adversary that fixes its corruptions before
the epoch begins. Corrupted parties share their state and may deviate arbi-
trarily, including choosing malformed inputs, omitting submissions, or causing
aborts. The adversary may corrupt all but two users. In the threshold-ElGamal
and PET-based variants, anonymity tolerates all but one corrupt server, while
successful completion and decryption require the configured threshold of servers
to participate. The BGN setup additionally assumes an honest majority (Sec-
tion 6.2). In the TEE-based UNS variant, the host may be malicious, but the
attested enclave code, its secret key, and the hardware root of trust are assumed
secure.
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Protocol 4 VSM
Phase I: Preprocessing by UNS

1. At the epoch cutoff, fix the participant set U and set n := |Ue|; users that do
not submit a candidate list are excluded.

2. Set a list-length parameter K = [logn].

3. Each user i € [n]Ue randomly selects K candidate locations and computes P =
(BEpk(lir), Epk(li2), - . ., Epk(lix)), which it sends to the servers.

4. The servers compute UN S (]51, cee 15”) and publish the resulting encrypted mix
locations. Each surviving user i then recovers \; in plaintext by identifying which
of its posted ciphertexts appears in the public UNS output.

Phase II: Message submission by SMPP in the current epoch

1. Each participating user computes the SMPP input I;(m;, A;) and publishes it
on the bulletin board.

2. The servers execute the verification and aggregation steps of SMPP over the
received inputs.

3. Let Sc C U. be the users whose valid SMPP inputs were received by the message
deadline. The servers verify and aggregate (I;(ms, \;))ies. into a public table
T. Users outside S. are excluded from the SMPP execution, and their assigned
locations remain unused.

4. The servers jointly decrypt the messages in T'.

We assume authenticated channels and a public, authenticated, append-only
bulletin board that remains available during the epoch. Board-level censorship,
adaptive corruptions, and dynamic membership within an epoch are outside
the model. Reusing UNS slots across epochs yields linkable pseudonymous slots;
fresh unlinkability requires rerunning UNS.

Security properties. Anonymity means that the adversary cannot link honest
users to their hidden locations or messages beyond the final output multiset.
Integrity means that every honest user’s validly submitted message appears at
its assigned location, or the protocol aborts. Self-verifiability means that after
SMPP-Dec, each honest user verifies correctness by checking the plaintext at
their own secret location.

Theorem 1. Protocol 1 satisfies UNS anonymity and integrity.

Proof (Proof sketch). UNS anonymity follows from the semantic security of the
encryption used for the candidate lists together with the fact that the collision
transcript exposes only equality bits between currently active encrypted candi-
dates. All users submit their encrypted candidate lists P, simultaneously before
UNS begins, so a computationally bounded adversary cannot adapt its candi-
dates to target a specific honest user’s ciphertexts. Since honest candidate lists
are sampled independently from the same distribution, swapping the labels of
two honest users leaves the joint distribution of the entire equality-bit transcript
invariant; this is formalized in Appendix A. Integrity follows from the collision-
testing mechanism and the fact that the protocol outputs only surviving current
candidates; by construction no two such candidates are equal.
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Theorem 2. Protocols 2 and 3 satisfy SMPP anonymity and integrity.

Proof (Proof sketch). For the ElGamal instantiation, anonymity follows by a
standard hybrid: first replace the real NIZK transcript by a simulated one us-
ing zero knowledge, then use ciphertext indistinguishability to swap the hidden
slots/messages of two honest users. Integrity follows from the soundness of the
well-formedness proofs and of the linking proof w}', which prevents a malicious
user from proving consistency with a slot different from the one returned by
UNS. For the BGN instantiation, the public checks reveal only whether the
posted vectors satisfy permutation-invariant predicates (bitness, unit sum, and
consistency), while the final encrypted table is obtained from semantically secure
Naor-Yung protected ciphertexts; thus the hidden location remains computation-
ally concealed.

Theorem 3. Assume UNS satisfies anonymity and SMPP satisfies anonymity.
Then the composed VSM protocol satisfies anonymity for a single epoch. Further-
more, VSM satisfies integrity, and SMPP-Dec provides unconditional individual
verifiability for every honest user.

Proof (Proof sketch). Anonymity. The output of UNS is an encrypted list of
pairwise distinct slots, used as part of the SMPP input. By UNS anonymity,
swapping the two challenge honest users changes only the hidden assignment
of their encrypted slots. By SMPP anonymity, the adversary cannot then dis-
tinguish which honest user wrote to which hidden slot. Hence the sequential
composition UNS—SMPP preserves single-epoch anonymity. Integrity. By the
soundness of 7], no PPT adversary can produce a valid translation proof for a
location inconsistent with the UNS output, except with negligible probability.
SMPP integrity then gives T'(\;) = E(m;) for all honest j. Self-verifiability.
After SMPP-Dec, each honest user checks the plaintext entry at its own secret
slot; this check is purely local and unconditional.

Rerunning UNS with fresh randomness is intended to provide fresh slots
across epochs; a full multi-epoch, multi-message treatment with adaptive cor-
ruptions and corrupted-sender scheduling is left for future work.

9 Conclusions and Future Work

We introduced Verifiable SelfMix, a modular anonymous communication archi-
tecture that separates private location assignment from anonymous message
placement. VSM allows users to verify that their messages appear at their as-
signed locations without performing cryptographic verification, and supports
different instantiations of UNS and SMPP with different trust and efficiency
tradeoffs.

Our analysis is theoretical and considers a fixed participant set and static
corruptions within each epoch. The primary SMPP constructions require O(m)
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ciphertext upload per user and O(nm) public aggregation, while the FHE con-
struction reduces client upload at the cost of additional homomorphic com-
putation. Implementing the proposed constructions, evaluating their concrete
performance, and extending the model to dynamic participation and adaptive
corruptions are natural directions for future work.
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A  Formal Games and Proof Notes

We record the anonymity games used in the proof sketches and the missing proof
details referenced in Section 8.

Anon-UNS. The challenger samples all honest users’ candidate lists, receives
the corrupted users’ encrypted lists from A, chooses two honest challenge users
po,p1 and two target slots Ao, A1, tosses b < {0, 1}, assigns p, to Ag and p1_p
to A1, runs UNS, and gives A the public transcript and outputs. The adversary
wins if it guesses b.

Proof note for Theorem 1. The only public leakage during UNS beyond the
final encrypted slots is the equality-bit transcript produced by collision tests.
Conditioned on the corrupted users’ inputs, the honest candidate lists are sam-
pled independently from the same distribution. Therefore, for any deterministic
scheduler whose next comparison depends only on the prior transcript, swapping
the labels of two honest users leaves the joint distribution of the entire equality-
bit transcript invariant. Hence the challenge worlds differ only in the encryptions
of the two honest users’ lists and final slots, which are computationally hidden
by IND-CCA security of the underlying encryption.

Anon-SMPP. The challenger receives the corrupted users’ valid SMPP inputs.
The adversary A chooses two honest challenge users pg,p; and two messages
mg, m1. The challenger then independently selects two distinct challenge slots
Ao # A1, tosses b & {0, 1}, sets Iy := To(myp, Ao) and I = I (m1—p, A1), com-
pletes the bulletin-board instance with these challenge inputs, and returns the

public SMPP transcript and output table to A. The adversary wins if it guesses
b.

Proof note for Theorem 2. For the ElGamal instantiation, the proof proceeds via
the standard hybrid in which the real NIZK transcript is first replaced by a sim-
ulated one using zero knowledge; ciphertext indistinguishability then hides the
swap of the two honest users’ hidden slots/messages. For the BGN instantiation,
the public checks reveal only whether the posted vectors satisfy permutation-
invariant predicates (bitness, unit sum, and consistency). Moreover, the pairing
checks are randomized by fresh server exponents chosen after the ciphertexts are
posted, so the public outcome certifies validity without exposing the position of
the unique nontrivial entry. Together with semantic security of the Naor—Yung
protected BGN ciphertexts, this yields SMPP anonymity.

Integrity composition. Let R) be the relation proved by the translation proof
77 linking UNS output A; to the SMPP vectors (L;, V;). By soundness of the
Sigma protocol for Ry, no PPT adversary can produce a valid 7} for a location
vector inconsistent with 5\2-, except with negligible probability. Combined with
UNS integrity and SMPP integrity, this implies VSM integrity. Self-verifiability
follows because after SMPP-Dec each honest user checks the plaintext table
entry at its own secret slot.



