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Abstract. We present the first ciphertext-only distinguishing attack on 5-round
AES and a key-recovery attack on 6-round AES for all key sizes under ASCII-
encoded English-language plaintext distributions, as well as additional ciphertext-
only results under uniform ASCII distributions.

Our attacks are enabled by a new analytical framework for estimating truncated
differential probabilities in 5-round AES, a problem that remains largely unresolved
beyond restricted configurations. Existing approaches, relying on statistical sam-
pling, integral cryptanalysis, or differential distribution tables of super S-boxes, are
primarily limited to settings with a single active diagonal in the plaintext and a
single passive inverse diagonal in the ciphertext. Our method extends this line of
work by providing analytical estimates over a substantially broader range of con-
figurations.

We construct this framework by combining precise computations of MDS-level tran-
sition probabilities with a systematic enumeration of truncated differential char-
acteristic classes. By organizing characteristics into equivalence classes defined by
diagonal propagation patterns, we enable structured aggregation of probability con-
tributions. This approach captures configurations with a single active diagonal in
the plaintext and arbitrary passive inverse diagonals in the ciphertext, as well as
the complementary setting involving multiple active diagonals in the plaintext and
a single passive inverse diagonal in the ciphertext.

Our results are validated through independent derivations, consistency checks against
prior work, and computer-aided enumeration. More broadly, the framework offers a
systematic approach to truncated differential analysis of AES and potentially other
AFES-like SPN ciphers.

Keywords: Ciphertext-only attack, Differential attack, Cryptanalysis, Truncated
differential attack, Block cipher, AES, SPN cipher, DDT

1 Introduction

Block ciphers are fundamental to modern cryptography and serve as essential com-
ponents in a wide range of cryptographic constructions, including message authenti-
cation codes and hash functions. Among them, the Advanced Encryption Standard
(AES), standardized by NIST [15], is one of the most widely deployed symmetric
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encryption algorithms. It is used in protocols such as TLS, GSM-5G, and WPA,
as well as in applications such as file encryption and secure messaging (e.g., What-
SApD).

AES has undergone extensive cryptanalysis over more than 25 years. Various distin-
guishing techniques have been proposed, many of which form the foundation of key
recovery attacks. Among the earliest and most studied approaches are Square [16],
Meet-in-the-Middle (MITM) [12, 13], biclique [8], and zero-difference attacks [3].

Differential cryptanalysis, introduced by Biham and Shamir [7], remains one of the
most powerful tools in the arsenal of cryptanalysts. Several extensions have since
been developed, including impossible differentials [6], truncated and higher-order
differentials [22], boomerang attacks [31], and differential-linear attacks [23].

AES is believed to resist differential-type attacks in its full-round form, but a vari-
ety of significant results exist for reduced-round variants. One major line of work is
truncated differential cryptanalysis. Grassi et al. [20] introduced the “multiple-of-
8” distinguisher for 5-round AES, the first construction that exploits a structural
invariant across inverse diagonals. However, its extension to key recovery and more
rounds is limited by the need to recover the final-round subkey. Bao et al. [2]
proposed an integral-based truncated distinguisher for 5-round AES using a struc-
tured plaintext with a single active byte, revealing a passive inverse diagonal and
exploiting non-uniform behavior in the fourth round. This leads to both a 5-round
distinguisher and a 6-round key recovery attack, but relies on a specific input struc-
ture.

Here, a diagonal refers to the image of a column under the inverse ShiftRows oper-
ation of AES, while an inverse diagonal refers to the image of a column under the
ShiftRows operation (see Figure 1). The ShiftRows operation denotes the standard
cyclic row permutation used in AES.

Mixture differential cryptanalysis [17] builds on subspace mixing ideas to construct
a 4-round distinguisher and extend it to 5 and 6 rounds via a truncated differential
step. Although it enables a 6-round key recovery attack, its reliance on a single
appended round limits further scalability.

The exchange attack [4] exploits column and diagonal symmetries to construct
exchange-invariant plaintext sets, yielding a key-independent distinguisher up to
6-round AES. While it achieves a statistically detectable bias over exchange struc-
tures, its design does not naturally extend beyond six rounds due to its reliance on
a single exchange step.

1.1 Problem statement and limitations of existing approaches

A central feature of truncated differential cryptanalysis of AES is that it abstracts
away the exact byte values of active differences, focusing instead on whether each
byte is active or passive across rounds. In this model, both the input and out-
put difference values of an active byte are ignored, and the analysis tracks only
the propagation pattern of being active or passive within a truncated differential
characteristic.

While the computation of probabilities for such characteristics over multiple rounds
is well understood, these values provide a coarse approximation of the true differ-



ential behavior. In particular, they yield lower bounds on the corresponding differ-
ential probabilities and have not, in the settings considered in the literature, led to
distinguishers beyond four rounds of AES.

In contrast, the computation of full truncated differential probabilities is substan-
tially more complex. It requires accounting for the combinatorial structure of all
involved characteristics, rather than focusing on a single one. This introduces signif-
icant analytical and computational challenges and necessitates techniques beyond
standard truncated differential modeling.

Three main approaches have been proposed for computing 5-round truncated dif-
ferential probabilities of AES. The first is a statistical sampling approach intro-
duced by Grassi and Rechberger [18], which estimates expectations and variances
of certain truncated differentials by combining random variables. The second is the
method of Bao et al. [2], which extends an integral distinguisher to compute prob-
abilities of a different class of truncated differentials by exploiting high collision
probabilities of functions with a balanced property. The third is the approach of
Chang et al. [10], which defines 32 x 8 and 32 x 16 super S-boxes derived from
2-round AES structures and introduces algorithms for computing their differential
distribution tables (DDTSs).

A key structural property of 2-round AES is that a passive diagonal in the plain-
text difference leads to a passive column after one round, which in turn gives rise
to a passive inverse diagonal (see the second part of Lemma 2 and Figure 4). This
behavior underpins several cryptanalytic techniques, including impossible differen-
tial [25], truncated differential [2], mixture [17], exchange [4], and subspace-invariant
attacks [20].

Motivated by this property, a central question in truncated differential cryptanalysis
is the following: given a plaintext pair with m active bytes confined to a single
diagonal, what is the probability that i specified inverse diagonals are passive at
the output of 5-round AES, while the remaining inverse diagonals are unrestricted?
We denote this probability by x(m — iT). Here, the superscript 4 is introduced
to indicate that at least ¢ inverse diagonals are passive. We illustrate this notation
through four examples in Figure 2 for x(3 — 2%), where the first two inverse
diagonals are specified to be passive.

Despite its central role in AES cryptanalysis, the problem of computing x (m — i)
for general parameters m and i remains only partially understood even for 5-round
AES. To date, only a small number of works have addressed restricted instances for
5-round AES, and its extension to higher rounds remains only partially explored.

Grassi and Rechberger [18] provide a partial result for ¢ = 1, presenting a weighted
average over m that approximates the scenario with m = 4 active bytes in a di-
agonal. More precisely, they compute the probability that a diagonal is active in
a plaintext pair without specifying the exact number of active bytes within that
diagonal, which yields a rough estimate for x(4 — 17).

Bao et al. [2] consider only the case m =i = 1 (i.e., x(1 — 17)) by extending the
integral distinguisher for a single active byte in the plaintext, where activeness is
defined as the byte taking all possible values (see Proposition 1).



Chang et al. [10] study the same problem considered by Bao et al. and introduce
algorithms for computing the DDTs of specific super S-boxes. Using these tech-
niques, they first compute 4-round differentials whose plaintexts contain a single
active byte and whose ciphertexts contain one or two passive bytes at specified po-
sitions, while all remaining bytes are unrestricted. By extending these differentials
by one round, they obtain x(1 — 1) and x(1 — 27).

x(1—=2") .

x(1—1+) n
their 5-round truncated differential distinguisher and extend the underlying differ-

ential structure by one additional round to obtain a 6-round characteristic. Notably,
the bias is positive for x(1 — 1) and negative for x(1 — 2%) (see Figure 6).

Chang et al. exploit the amplified bias in the conditional probability

Two related and more challenging problems arise when we retain the same plain-
text difference condition, namely a plaintext pair with exactly one active diagonal,
and modify the condition on the ciphertext differences for 5-round AES. The first
problem concerns the probability that at least ¢ inverse diagonals remain pas-
sive, denoted Pr[m — i']. The second concerns the probability that exactly i
inverse diagonals remain passive, denoted Pr[m — ¢]. We illustrate example cases
for Pr[3 — 2] and Pr[3 — 2] in Figure 2.

The literature on these questions remains limited. Bao et al. [2] provide a rough
estimate of Pr[1 — 17], which yields an upper bound for Pr[l — 1] in 5-round
AES. Grassi and Rechberger [18] propose a similar ad hoc approach for Pr[4 — 17],
based on a weighted average over m to approximate the case m = 4; their method
ignores joint probabilities and instead multiplies the probability that a given inverse
diagonal is passive while the others are active by four (see Remark 1). Rgnjom [27]
recomputes both Pr[1 — 17] and Pr[4 — 17] using a weight-transition probability
matrix.

We revisit these probabilities and derive refined analytical estimates using our
framework, thereby extending the existing results (see the third part of Theorem 1).

Another direction for extending the results of Grassi and Rechberger [18], Bao
et al. [2], Chang et al. [10], and Rgnjom [27] is to consider the number of active
diagonals in plaintext pairs for 5-round AES. We address the problem of computing
truncated differential probabilities when more than one diagonal in the plaintext
pair is active.

To formalize this setting, we introduce the notation Pr[i = m] and study the
corresponding probability distributions. Specifically, for a plaintext pair that is
active in 4 specified diagonals and passive in the remaining diagonals, Pr[i = m)]
denotes the probability that the corresponding ciphertext pair has exactly one active
inverse diagonal, containing exactly m passive bytes. We derive these probabilities
within our framework.

Moreover, when a plaintext pair contains mi and ms active bytes in two active
diagonals, we study the associated truncated differential probabilities under the
same framework. In particular, we compute the probability that the corresponding
ciphertext pair has three passive inverse diagonals and one active inverse diagonal,
with the passive bytes in the active inverse diagonal distributed across a specified
set of j columns.



The statistical sampling approach of Grassi and Rechberger [18], the byte-permutation
summation method based on integral techniques proposed by Bao et al. [2], and the
computation of differential distribution tables (DDTs) of super S-boxes by Chang
et al. [10] primarily focus on specific classes of truncated differential distinguishers
associated with particular input structures, due to the inherent limitations of these
methods.

In contrast, our analytical framework enables more flexible probability computa-
tions and allows the systematic derivation of a broader range of truncated differen-
tial distinguishers. An important consequence of this framework is that it naturally
supports ciphertext-only cryptanalysis in the truncated differential setting.

We consider two plaintext models in Electronic Codebook (ECB) mode: natural
English encoded in ASCII, and sequences of independent uniformly distributed
ASCII-encoded bytes. In both settings, we construct the first ciphertext-only dis-
tinguisher for 5-round AES and the first ciphertext-only key-recovery attack on
6-round AES under such plaintext assumptions. Further details are provided in
Section 1.2.

ECB is commonly used as a canonical abstraction in cryptanalytic analysis to iso-
late the behavior of the underlying block cipher independently of mode-specific
transformations. Our results concern the permutation structure of AES and are
not intended to model practical deployment scenarios.

1.2 Expanded overview of our contributions

Building on our analytical framework, we refine and extend 5-round truncated
differential distinguishers to previously unexplored configurations, leading to new
attacks on reduced-round AES. Our approach enables flexible probability compu-
tations and the systematic derivation of a broader class of truncated differentials
within a unified analytical setting.

Primary contributions and insights:

— A general analytical framework: Existing distinguishers rely on frequency
deviations within specific subspaces, permutation-sum techniques, or algorithms
for computing the DDTs of super S-boxes, which may limit scalability.

We introduce a flexible and general analytical framework for estimating trun-
cated differential probabilities across AES rounds.

By combining transition probabilities at the level of the AES diffusion layer
with an exhaustive enumeration of truncated differential characteristics shar-
ing identical probabilities, our framework yields accurate analytical estimates
across a broader class of configurations.

— Revisiting and extending 5-round truncated differentials: Our results,
summarized in Theorem 1, both confirm and substantially extend prior work of
Grassi and Rechberger [18], Bao et al. [2], and Chang et al. [10]. We extend the
analysis to 13 additional (m,i) configurations for x(m — i*) beyond the
previously studied cases x(4 — 17), x(1 — 1), and x(1 — 2%). Furthermore,
all 16 cases (m, 1) for Pr[m — i] are derived for the first time. For Pr[m — ],



Property Rounds | Data | Type Cost Ref.
Yoyo 5 2268 | ACC | 2248 XOR + 2268 MA [28]
Yoyo** 5 230-65 1 ACC | 2%8:9% XOR 4+ 23965 MA [26]
Truncated Differential 5 2068 CP 273-3 MA 2]
Truncated Differential 5 24259 CP 24291 | [10]
Prob. Mixture Diff. 5 258 Ccp 2715 M x 2649 B [21]
Trun. Dif. via Mean 5 248:96 1 cp 2526 M 246 B [18]
Multiple-8 5 232 Ccp 2356 M ~ 229 B [20]
Exchange Attack 5 230 CP 230 g [4]
Truncated Differential 5 2864 | C.0 2928 MA Section 6.1
Truncated Differential 5 296-5 C-O* 21031 NA Section 6.1
Yoyo 6 21238 | ACC | 2'22-® XOR + 2'2%8 MA [28]
Yoyo** 6 2129-15 1 ACC |2128:15 XOR + 21291 MA [26]
Truncated Differential 6 28943 | Cp 29652 MA 2]
Zero Difference 6 2122:8 | ACC 21218 XOR [28]
Exchange Attack 6 2882 CP 2882 g (4]
Truncated Boomerang 6 287 ACC 287 E [5]
Boomerang Chain 6 276:57 | ACPC 27657 | [32]
Truncated Differential 6 262:88 | ACPC 20342 [10]

Table 1: Secret-Key Truncated Differential Distinguishers for 5- and 6-
Round AES. The data are given in terms of chosen plaintext/ciphertext
(CP/CC), adaptive chosen plaintext/ciphertext (ACP/ACC), adaptively
chosen plaintexts and ciphertexts (ACPC), ciphertext-only (C-O) (English-
ASCII plaintext in ECB mode), or ciphertext-only (C-O)* (uniform-ASCII
plaintext in ECB mode). The time complexity is in encryptions (E), mem-
ory accesses (MA), or XOR operations (XOR). Values marked with “**”
are the corrected versions of the values reported in [28].

we refine previously known estimates and provide solutions for 14 additional
configurations, yielding accurate analytical results for 5-round AES.

— Extension to multiple active diagonals: Prior work is restricted to plain-
text pairs with a single active diagonal. We extend the analysis to configurations
with multiple active diagonals, thus capturing the joint propagation behavior
induced by the AES diffusion layer.

Our framework can be formulated in the decryption direction of AES and
combined with the symmetry of AES induced by the omission of the MixColumns
operation in the last round. As an application, in Theorem 3, we compute
Pr[i = m] for i € {1,2,3,4} and m € {0, 1,2, 3}, denoting the probability that
exactly m bytes are passive within a fixed inverse diagonal, given a plaintext
pair with ¢ active diagonals.

We further analyze structured multi-diagonal settings (Theorems 2 and 4),
including configurations with (mi,m2) active bytes distributed across two di-



agonals. This leads to the identification of 72 new truncated differentials
for 5-round AES, all arising from previously unexplored multi-diagonal config-
urations.

Verification and consistency: Our results are supported by multiple layers
of validation. First, key statements are independently derived through alterna-
tive analytical arguments. Second, our results are consistent with all previously
known special cases in the literature. Third, we perform a computer-assisted
enumeration to validate local transition behavior and selected global probabil-
ity computations. Consistency across independent analytical derivations and
computational methods provides supporting evidence for the correctness of our
results.

We also verify parts of Theorem 1 by providing an alternative proof for each
part in Section 4.3, and we verify the common input and output pair scenarios
of Theorems 1, Theorem 2, Theorem 3, and Theorem 4 against each other in
Section 5.1. Moreover, the fact that two different methods of computing our
probabilities yield the same results can be considered a partial verification of
our calculations.

Ciphertext-only cryptanalysis: We construct a distinguisher for 5-round
AES and a key-recovery attack on 6-round AES using truncated differentials
with multiple active diagonals. Our analysis considers ASCII-encoded English
plaintexts for all key sizes, as well as uniformly distributed ASCII plaintexts
for AES-192 and AES-256, both in ECB mode.

The uniform-ASCII model assumes that plaintext bytes are drawn uniformly
at random over the ASCII alphabet prior to encryption, yielding a conservative
baseline with minimal statistical structure. Under this model, the resulting ci-
phertext distributions are less biased than those arising from natural language,
making our attacks applicable beyond language-dependent settings.

Our attacks rely on the observation that the overall bias in the ciphertext-only
setting is jointly determined by the distribution of active diagonals in plaintext
pairs and the structural redundancies inherent in natural-language plaintexts
encoded in ASCII, which amplify deviations from the random-permutation
model. When these effects are considered together, the dominant contribution
to the bias arises from plaintext pairs containing exactly one passive diagonal.
In this case, the structural redundancy and the differential behavior reinforce
each other, leading to the largest deviation from the random-permutation base-
line. Consequently, this case provides the main contribution to the distinguisher
in Equation 10 for i = 3. Our ciphertext-only attacks exploit this combined
mechanism.

The complexities of the distinguishing attacks, including prior work and our
construction, are summarized in Table 1. For English-ASCII plaintexts, the
time complexity of our 6-round attack is 2**-* additions for AES-128 and AES-
192, and 2'3! encryptions for AES-256. The corresponding data complexity is
2992 ciphertexts, and the memory complexity is 2'°4 bytes.

Under the uniform-ASCII assumption, the time complexity of the same attack
is 2133:¢ additions for AES-192 and 2'3' encryptions for AES-256. The data



complexity is 2'°%3 ciphertexts, and the memory complexity is 2'26-¢ bytes.

The complexity does not improve over brute-force search for AES-128.

All probability computations and resulting attacks are derived within the heuristic
framework commonly used in truncated differential cryptanalysis. In particular, we
adopt the standard independence assumption across rounds for truncated differ-
ential probabilities. Under this approximation, the propagation of active—passive
patterns through successive rounds is treated as approximately independent for the
purpose of probability estimation, as is customary in the analysis of AES and re-
lated SPN ciphers. Further details on these modeling assumptions are discussed in
Section 2.2.

Within this framework, our approach combines precise transition probabilities at
the level of the MixColumns operation with exhaustive enumeration of all contribut-
ing truncated differential characteristics, yielding analytical estimates that refine
prior results under the same assumption.

We illustrate the truncated differential probabilities relative to the corresponding
random-permutation probabilities, as well as their deviations from 1 in Figures 6, 8
and Tables 2, 3. Normalization by the corresponding random-permutation probabil-
ities makes the distinguishing effect directly visible, while deviations from 1 provide
a convenient representation of the bias magnitude. These visualizations illustrate
how the truncated differential probabilities vary from the random-permutation case
across different parameter configurations.

The data complexities of our attacks are computed independently of these visual-
izations by applying standard distinguishing formulas to the corresponding trun-
cated differential and random-permutation probabilities, following the methodology
of [29]. In particular, Equation 13 is used throughout the attack analysis to estimate
the required data complexity.

Paper organization. Section 2 introduces AES, notation, and assumptions. Sec-
tion 3 reviews prior results in our notation and shows that they can be recovered
within our framework for the case of a single active diagonal in the input and a
single passive inverse diagonal in the output. Section 4 extends these results to
the case of a single active diagonal and multiple passive inverse diagonals, while
Section 5 further generalizes the framework to an arbitrary number of active diag-
onals with a single passive inverse diagonal. Section 6 describes the ciphertext-only
attacks. Section 7 concludes the paper with future work and open problems.

2 A short definition of AES, notation and assumptions

In this section, we provide a short description of AES and introduce our notation,
which we utilize throughout the paper.

2.1 Definition of AES

AES (Advanced Encryption Standard) is defined by the NIST FIPS 197 standard
[15]. We briefly introduce the fundamental building blocks of the cipher; its design
philosophy is described in detail in [11]. The AES encryption algorithm has a block
length of 128 bits and three different variants corresponding to key lengths of 128,



192, and 256 bits. These variants use 10, 12, and 14 rounds, respectively. The
internal states are represented as 4 X 4 matrices of bytes. The round functions are
described below:

SubBytes (SB): A byte-level transformation in which a nonlinear S-box maps each
8-bit input to an 8-bit output.

ShiftRows (SR): A linear transformation that rotates row-i to the left by ¢ bytes
(for : =0,1,2,3).

MixColumns (M C): A linear operation defined by a 4 x 4 matrix multiplication over
GF(28): each column of the state is multiplied by the MixColumns matrix.

AddRoundKey (AK): XOR the state with the round key.

The inverses of the operations SB, SR, and MC are denoted as SB~!, SR™!, and
MC™1, respectively. First, the plaintext is XORed with the whitening key. In the
final round, the MixColumns (MC') operation is omitted. Let us denote the i-th
column of the j-th subkey RK; by KW{4j + i — 1}. RKj is the whitening key.
Then, the columns KW {k} can be computed as follows:

KW{k—N}® f(KW{k—1}) ® r{k div N}, if kmod N =0,
KW{k—N}®g(KW{k —1}), if kmod N =4 and N =8,
KW{k—-N}® KW{k — 1}, otherwise.

where N = 4,6, 8 for 128-, 192-, and 256-bit key lengths, respectively. The functions
f and g are specific nonlinear permutations in a column, and r{k} is constant for
ke {0,1,...,43/51/59}.

Diagonals Inverse Diagonals

Fig. 1: Hlustration of the diagonal and inverse diagonal byte positions in
an AES state. The green, yellow, purple, and orange colors represent the
bytes in the first, second, third, and fourth diagonals and inverse diagonals,
respectively.

2.2 Our notation and assumptions

k-bit r-round AES is referred to as r-round AES-k. There is no MC operation
in the r-th round. Plaintext, ciphertext, and key are denoted by P, C, and K,
respectively. The outputs of the AK, SB, SR, and MC operations in the i-th
round are represented by AK;, SB;, SR;, and M}, respectively. Additionally, the
difference of a pair is represented by A. That is, AP and AC represent the plaintext



difference and ciphertext difference, respectively, while AAK,;, ASB;, ASR; and
AMC; denote the difference of the pair at the outputs of AK;, SB;, SR; and MC},
respectively. The bytes of a state are represented by [-]. For example, the outputs of
the M C operation in the second round for bytes that are located in the second and
third positions are denoted as M C2[1,2]. Byte numbers are arranged as follows: 0,
1, 2, and 3 in the first column; 4, 5, 6, and 7 in the second column; 8, 9, 10, and 11
in the third column; and 12, 13, 14, and 15 in the last column. The byte positions
corresponding to the diagonals and inverse diagonals are illustrated in Figure 1.

A byte in a pair is considered active if there is a non-zero difference between two
components of the pair and passive if both components have the same value at
that byte position. A vector V = (vo,v1,v2,v3) can be a column, a row, a diagonal
(SR~ of a column), or an inverse diagonal (SR of a column). A vector (of a pair)
is active if it contains at least one active byte and fully active if all its bytes are
active. A vector is passive if all its bytes are passive.

As usual, (’;) denotes the binomial coefficient, defined as (?) = ]'(nni'])' where !

is the factorial notation. We define the function

5 — 1, ifm >0,
™o, ifm<0

for the integer value m € Z in our probability computations. We denote the mini-
mum of ¢ and j by min{%, j}.

We note that, in all our probability computations, we always consider the num-
ber of passive bytes or passive inverse diagonals in the outputs, as counting
passiveness in the output is more straightforward.

P; ;: The probability that ¢ active bytes in a column produce j passive bytes at
specific positions and 4 — j active bytes at the other positions through the MC
operation. Since this probability does not depend on the actual positions, we do
not specify them in our notation. In general, we omit positions in the probabilities
whenever they have no effect.

P, ;+: The probability that i active bytes in a column produce passive bytes at
specific j positions through the M C' operation, and the remaining bytes can be
either passive or active. Note that P, o+ = 1 by definition.

Pr[m — i]: Let m bytes in one given diagonal be active, and the remaining bytes be
passive, for a given pair of plaintexts, where m € {1,2,3,4}. Then, the probability
that exactly 7 inverse diagonals are passive and the remaining 4 — ¢ are active in
the corresponding ciphertext pair after 5 rounds of AES encryption is denoted by
Prim — ¢] for 0 <4 < 3.

Pr[m — i*]: Let m bytes in one given diagonal be active, and the remaining bytes be
passive, for a given pair of plaintexts, where m € {1,2,3,4}. Then, the probability
that at least i inverse diagonals are passive in the corresponding ciphertext pair
after 5 rounds of AES encryption is denoted by Pr[m — i*] for 0 <14 < 3.



x(m — iT): Let m bytes in one given diagonal be active, and the remaining bytes be
passive, for a given pair of plaintexts, where m € {1,2,3,4}. Then, the probability
that given i inverse diagonals are passive after 5 rounds of AES encryption is
denoted by x(m — i) for 0 <4 < 3.

Note that the probability for ¢ = 0 is 1 by definition. This corresponds to the case
where no condition is imposed on the ciphertext pair. That is, x(m — 01) := 1 for
any m.

Figure 2 shows some example scenarios for a given (m,?) pair under the notations
Pr[m — 4], Pr[m — iT], and x(m — i™).

Pr[i = m]: Assume that i given diagonals of a plaintext pair are active and the other
diagonals are passive. Then, the probability that the corresponding ciphertext pair
for 5-round AES has given three passive inverse diagonals and one active inverse
diagonal, with exactly m passive bytes in that active inverse diagonal is denoted
by Pr[i = m)].

SB",(ali1,...,i;],8): The set of all pairs in byte positions i1,is,...,4; of the
SubBytes operation that produce the given input afii,...,i;] and output difference
Bli1, ..., i;] in the positions [i1,. .., i;].

SB", (ali1,...,i],8) = i,‘:l SB",(alic], B), for an input-output difference of the
SubBytes operation at positions i1, 42, ...,%;, where Q) denotes the tensor product
of the vectors. For any fixed position 4, the set SB%, (afi¢], B) is either empty or con-
tains 2 or 4 elements, as determined by the S-box DDT. Then, SB?, (afi1, . . . ,4;], 8)

in

is empty if and only if at least one of the SBgy;(afic], B) is empty.

Our assumptions We follow the standard modeling framework used in the
analysis of AES and related SPN ciphers, in which round-to-round differences and
internal column-wise differences are assumed not to introduce significant systematic
dependencies that would bias probability computations.

At the S-box level, we adopt the commonly used single S-box modeling hypothesis.
For a fixed non-zero input difference AX, if X is sampled uniformly at random
among values consistent with AX, then the solutions of

SB(X)® SB(X & AX) = AY (1)

are modeled using the standard per-S-box transition probabilities induced by the
AES differential distribution table. This approximation, which captures the known
non-uniformities of the S-box, is widely used and supported empirically in prior
work, including [18, 2].

Across distinct S-boxes, we treat difference outcomes as approximately independent
for the purpose of probability estimation, as is standard in truncated differential
analyses. This abstraction neglects dependencies induced by the linear layer that
are difficult to track analytically, but enables tractable aggregation of probabilities
across rounds.

Under these assumptions, probabilities of round transitions are combined within
the usual heuristic framework of truncated differential analysis. In particular, we
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Fig. 2: Representative ciphertext examples for the events Pr[3 — 2], Pr[3 —
27F], and x(3 — 27), all obtained from the same plaintext pair with three
active bytes in the first diagonal. The event Pr[3 — 2] corresponds to exactly
two passive inverse diagonals; four representative (non-exhaustive) examples
are shown. The event Pr[3 — 27| corresponds to at least two passive inverse
diagonals. Finally, x(3 — 2%) denotes the case where two specified inverse
diagonals are passive; here, the first and second inverse diagonals are fixed
to be passive, while the remaining diagonals are unrestricted.

assign per-MixColumns probabilities to the linear constraints induced by input dif-
ferences and combine contributions corresponding to effectively independent tran-
sitions across rounds.

Unlike several prior approaches, we compute the probabilities of MixColumns tran-
sitions exactly (see Lemma 2) and explicitly enumerate all truncated differential
characteristics contributing to a given event. In particular, we systematically ap-



ply the inclusion-exclusion principle when evaluating probabilities for conditions
involving exactly or at least ¢ passive inverse diagonals.

Finally, we note that these modeling assumptions are heuristic in nature and do not
hold exactly for AES. Such assumptions are standard in the literature, and within
this framework our approach provides a systematic characterization of truncated
differential behavior relative to prior methods. These idealizations are not expected
to materially affect the resulting attack complexities for the configurations consid-
ered, and all results are derived within this modeling framework.

Chang et al. [10] compute the average value x(1 — 1) without relying on an inde-
pendence assumption. In our framework, we obtain x(1 — 1) = 2732 4 9753.983
whereas Chang et al. derive a closely matching value via a direct DDT-based com-
putation without the independence assumption 2732 4 2753-815 The comparison in
Figure 6 illustrates the corresponding bias behavior under these two estimations.

3 A simple rederivation of previous results via our
framework

We note that, under the setting and notation introduced in Section 2.2, the results
of Bao et al. [2], Grassi and Rechberger [18], and Chang et al. [10] can be derived
within our framework.

In this section, we re-derive these results in a unified manner via a single proposition,
which reduces the previously separate analyses to a common analytical form.

This implies that the three results can be viewed as special cases of a single analyt-
ical framework, which further extends to additional truncated differential configu-
rations considered in Sections 4 and 5.

Proposition 1. For 5-round AES, we have x(1 — 17) = P} .,
x(1—=2%) = Pfﬁ, and

2
x4 —1") :Z( ) “Pae- Py

£=0

Proof. 1t is trivial that a single active byte leads to all bytes being active at the
end of the second round. Therefore, the probability that a given diagonal is passive
at the end of the third round, and hence that the corresponding inverse diagonal is
passive at the end of the fifth round, is

x(1—1%) =P,

Similarly, the probability that a single active byte leads to two given inverse diag-
onals being passive at the end of the fifth round is

x(1—2%) = Pf2+

Four active bytes in a single diagonal result in £ passive bytes in a given column at
the end of the first round with probability (j) - Py . These £ passive bytes imply



the presence of 4 — ¢ fully active columns at the end of the second round and,
consequently, 4 — ¢ active bytes in each column after the ShiftRows operation in
the third round. The subsequent MixColumns operation in the third round produces
a given passive diagonal with probability Pi ¢.1+> Which in turn leads to a given
passive inverse diagonal.

We impose the restriction 4 — ¢ > 1, that is, £ < 2, since the MixColumns matrix
is MDS and the number of active input bytes must be strictly greater than the
number of passive output bytes. Therefore, the overall probability is given by

2
4
x4 =1t =>" <£> “Pae- Py

£=0

The probability P, ;+ is given by

1 1
Pir = m ¥ 5@ —

which will be derived in Lemma 1. Therefore,

1—=1" =P ;= LN '
X 1+ 28 T 98 (28 —1)3 :

Bao et al. [2] derive this result by extending the integral distinguisher of AES and
computing the collision probability of two distinct inputs to a function obtained by
summing four independent permutations.

Chang et al. [10] compute the average probability that a given byte position is
passive as 278 42731816 {51 4 round AES, using a method based on the differential
distribution table (DDT) of the corresponding super S-box. This value is slightly
smaller than P, ;+ = 278 4 2731983 The difference can be attributed to index
dependencies between byte positions in the internal AES states across consecutive
rounds, as analyzed in [10]. Their approach does not rely on an independence as-
sumption across rounds, since it directly computes the DDTs of super S-boxes.
Overall, these results indicate that the independence assumptions in our analysis
introduce only minor inaccuracies, and our estimates remain close to those of Chang
et al. [10].

Let us consider the case analyzed by Grassi and Rechberger [18], namely when four
active bytes appear in a single diagonal of a plaintext pair. If there is only one
active byte at the end of the first round, then all bytes become active by the end of
the third round. Consequently, only configurations with two, three, or four active
bytes at the end of the first round can lead to a given passive inverse diagonal at
the third round. Figure 3 illustrates the characteristics grouped according to these
three partitions.

We generalize these observations to the case of an arbitrary number of passive
inverse diagonals for 5-round AES in Theorem 1. This result highlights the effec-
tiveness and flexibility of our approach, allowing previous results to be recovered
in a clear and natural manner and extended within the framework established by
our partitioning method (see Section 4.2).
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Fig. 3: llustration of three partitions of the setting considered by Grassi and
Rechberger [18], as referenced in Proposition 1. Blue boxes denote active
bytes, white boxes denote passive bytes, and red boxes denote free positions
(which may be active or passive). The partitions are defined according to the
number of active bytes after M Cy and contain 1, 4, and 6 characteristics,
respectively. For each output column of M3 and MCy corresponding to
an active input column, at least one red box in that column must be active.



4 Generalizations of Grassi and Rechberger [18], Bao
et al. [2], and Chang et al. [10] in a single diagonal

In this section, we generalize the results of Grassi and Rechberger [18], Bao et
al. [2], and Chang et al. [10], restricting our attention to plaintext pairs containing
a single active diagonal, as in the previous works. In Grassi and Rechberger [18],
this diagonal contains four active bytes, whereas both Bao et al. [2] and Chang et
al. [10] consider a single active byte.

We extend these analyses by allowing an arbitrary number of active bytes within
the active plaintext diagonal and, more importantly, by removing the restriction
on the number of passive inverse diagonals in the ciphertext pair. In particular, for
any ¢ = 0, 1, 2, 3, we compute the probabilities that a given set of ¢ inverse diagonals
is passive, as well as the probabilities that the ciphertext pair contains exactly ¢
passive inverse diagonals, a scenario not previously studied.

Moreover, both Grassi and Rechberger [18] and Bao et al. [2] provide only rough
estimates for the probability that at least one inverse diagonal is passive in the
cases m = 4 and m = 1 active bytes, respectively. By contrast, our framework
not only provides more accurate probability estimates for these events but also
generalizes them by computing the probability that the ciphertext pair contains at
least i passive inverse diagonals.

These generalizations are formalized in Theorem 1. The statements in this section
and the associated probability expressions are derived under the standard inde-
pendence assumption used in truncated differential cryptanalysis of AES and re-
lated SPN ciphers, as described in Section 2.2. Under this assumption, round-wise
transition probabilities are combined multiplicatively, and the resulting values are
analytical estimates within the adopted model.

4.1 Preliminaries

In this section, we introduce the core concepts used throughout the paper and apply
them to a detailed truncated differential analysis of 5-round AES.

We first derive exact probabilities for the number of passive bytes at specified
positions within a column, as well as for the event that a column remains fully
active after the MixColumns operation. While such statements are often used in
a heuristic or approximate form in prior analyses, we provide precise probability
expressions together with concise proofs in Lemma 1.

This lemma serves as a fundamental building block in our subsequent computa-
tions of truncated differential characteristics. In particular, the exact treatment of
MixColumns transition probabilities enables more accurate evaluation of truncated
differential probabilities for 5-round AES.

Lemma 1. Let an MC matriz be a 4 x 4 MDS matriz (mazimum distance separa-
ble) over the extension field GF(2"). Assume an input pair of two distinct randomly
selected columns has i active words before the MC' operation. Then,



1. the probability of having exactly j > 0 passive words at specific positions (and
the other words are free) after the MC' operation is given by

_ b dij—1  Oi—j—2 .
P =y i (@ e ) ©

2. and the probability of having only j > 0 passive words at specific positions, and
the other words are active in the corresponding output column after the MC
operation is given by

L 51‘7]‘ 4-(5»;7j71 10'61'—3'—2 20-51'7]'73
Pi=m-m monmteone @one O

Proof. 1. The MixColumns transition probability does not depend on the specific
ordering of active input words, and likewise the (j) placements of j passive output
words all have the same probability. Therefore, without loss of generality and for
notational simplicity, we may assume that the active input words occupy the first
¢ positions and the passive output words occupy the last j positions (that is, the
first 4 — j words are free). We then consider a column of the MixColumns operation
with the first ¢ input words active and the first j output words passive. The number
of elements satisfying this condition is obtained by solving the system of equations
given below, and dividing this quantity by (2" — 1)* yields P, i+

2x1 + 8i—1 - 372 + Gi—2 - T3 + Gi—3 - T4 = du—j - Y1,
21+ 0i—1-2%2 + 6i—2 - 3w3 + 0i—3 - T4 = J3—j - Y2,
14 0i—1 - X2+ di—2 - 203 + Ji—3 - 3T4 = 02— * Y3,
3x1 +0i—1 -T2+ 0i—2 - T3+ 63 224 = 015 - Ya,
1 7&0, ey CL‘Z'#(), Ti+1 :...21'4:0,
Y1,...,Ya—; are free.

We first solve this system for the case ¢ = 4; the other cases follow by a similar
argument. For ¢ = 4, there are initially four active words at the input of the MC
operation; we now enumerate all possible cases.

For j = 3, this yields a homogeneous system of three linear equations in four
variables. The solution to this homogeneous system is given by z4 = a - x1,23 =
b-x1,x2 = c- x1, where all variables depend on the single variable z;. Because x1

can be any non-zero value, there are (2" — 1) solutions. Since the total number of
—1) _ 1

inputs is (2” — 1)4, we obtain P473+ = m = m

For j = 2, we get a homogeneous system of two equations in four variables. Its
solution can be written as axi + bxr2 = crs,dxr1 + exs = fxa, expressing xs and
x4 in terms of 21 and z2. We obtain (2" —1)- (2" —3) = (2" —1)* —2- (2" — 1)
different cases that guarantee non-zero values for x3 and x4. Since the total number

of inputs is (2" — 1)*, we obtain P, 54+ = ﬁ W

For j = 1, we obtain the linear equation x4 = axi1 + bx2 + cxrs involving four
variables. Here, 1 can be any of the (2" — 1) non-zero elements. The expression
ax1 + bxz can be either zero or non-zero. If axy + bxe # 0, then x; has (2" — 1)
choices, x> must avoid one specific value (so (2" — 2) options), and x3 must also be



non-zero and independent (again (2™ — 2) options). This gives (2" — 1) - (2" — 2)?
solutions. If ax1 + bxe = 0, then for each of the 2" — 1 choices of 1 there is exactly
one x2 satisfying the equation, and z3 can again be any non-zero value. This results
n (2" —1)-1-(2" — 1) solutions. Summing both cases, the total number of valid
solutions is (2™ —1)- (2" —2)%+ (2" —1)?. Since the total number of possible non-zero

input combinations is (2" — 1)*, we obtain P, ;+ = (2n1—1) — (2ni1)2 + (2ni1)3.

The §,, function is defined to satisfy the condition ¢ > j for P, ;+, and for j > 2,
factoring out j from the second and third terms yields the expression given in part
(1) of Lemma 1. Similar steps can be performed for ¢ = 3,2, 1. Moreover, the case
P, o+ = 1 is trivial. This completes the proof of part (1).

2. We provide our proof for this part only in the case i = 4, as in part (1). The
other cases are similar and can easily be deduced from the case i = 4. We also
consider the situation where, besides j passive words, the remaining 4 — j words are
active. We then perform analogous calculations for j = 1,2,3. First, when j = 3,
the one remaining word is necessarily active, so no further calculation is required.
We thus obtain Py 3 = P4,3+ = ﬁ

For j = 2, the expression for P, 5+ from part (1) also counts cases in which one
additional passive word is present By subtracting these, we get 2" - 1)2 —-2-(2" -
4

1)—2-(2"=1)= (2" —=1)> —4- (2" — 1). Thus, P“_W @13

For j = 1, the expression for P, ,+ from part (1) also counts cases with two or
three passive words. Therefore, subtracting the contributions for j = 2 and j = 3
yields (2" —1)% — (2" — ) +(2" - 1) 3-(2"=1)2—-4-(2"-1)-3-(2"—-1) =
2" —1)% —4- (2" —1)* + 10 (2™ — 1). Since there are (2" — 1)* total cases,
Py = -

1
@~ @ e

One may introduce a delta function d,, to enforce the condition ¢ > j for P; ;, and
analogous formulas follow immediately for ¢ = 3,2,1. The case P; o is computed
from P;o = 1 — 4P;1 — 6P;» — 4P; 3. Thus, the proof of part (2) is complete.

Note 1. We can deduce the corresponding probabilities in Lemma 1 for the case of
the MixColumns operation in AES by setting n = 8. Note that we assume n = 8
whenever we use the probabilities P; ; and P; gt in our statements related to AES.
We have verified these probabilities in practice by computing them for n = 8
through our implementation. Moreover, part (2) of Lemma 1 is provided in recursive
form in [14] for n = 8, and it coincides with our result.

The following properties of the AES diffusion layer are fundamental and well known;
however, we include their proofs for completeness.

Lemma 2. Let a plaintext/ciphertext pair be given for at least 4-round AES en-
cryption.

1. Assume the plaintext pair has only one active diagonal. Consequently, there is
only one active column at the output of MC1. Let i € {1,2,3,4} be the number
of active bytes in that column. Then the output of MC2 contains i fully active
columns, and each of these columns contains i active bytes at the input of MC's.



2. Let j € {1,2,3,4}. The plaintext pair has j passive diagonals if and only if
there are j passive columns at the output of MC1 if and only if the input of
MCs contains j passive inverse diagonals.

Proof. 1. Assume a given plaintext pair has only one active diagonal. After the
SR operation, the active bytes in the active diagonal are gathered into a single
column, and thus the output of the M contains only one active column. If that
column contains i active bytes, after the SRz operations each of those i active
bytes is in a different column; therefore, every active column at the input of MC>
contains exactly one active byte. By the branch number property, the output of
MC5 consists of ¢ fully active columns. After the SRs operation, at the input of
M, each column contains ¢ active bytes.

2. Assume a given plaintext pair has j passive diagonals. After the SR; operation,
the input of the MC; contains j passive columns, and thus the output of the
MC contains j passive columns. After the SR2 operation, the input of the M Cs
contains j passive inverse diagonals. The reverse implication is obtained by a similar
argument. Moreover, Figure 4 shows an example for j = 2.

Plaintext Output of MCy Input of MC,

= =

Fig.4: An example of the second case of Lemma 2 for j = 2. White boxes
represent passive bytes, while red boxes may be active or passive; however,
in the first, second, and third patterns, at least one byte in the corresponding
diagonal, column, and inverse diagonal, respectively, must be active.

Lemma 3 gives the relation between x(m — i*) and Pr[m — j] for arbitrary values
of ¢ and j, which we utilize in our computations.

Lemma 3. Let a given plaintext pair for the 5-round AES encryption contain only
m active bytes, all in one diagonal, for 1 < m < 4. Then the following holds for
0<e<3:

Prim —i] = (j) . [X(m — ') — 05, - <§ : z> x(m = (@ + 1))+

(5)

6o - (3_2) X(m = i+ 2)%) — 61 - (‘f_i) x(m = (i +3)%)

Proof. Assume a given plaintext pair has m (1 < m < 4) active bytes, all in one
diagonal for 5-round AES encryption. In Pr[m — 4], there are ¢ passive inverse



diagonals and 4 — i active inverse diagonals at the end of 5-round AES encryption.
Although x(m — i7) has i passive inverse diagonals in specific positions, it is not
guaranteed that the remaining 4 — i inverse diagonals are active after the 5-round
AES encryption. Therefore, one must exclude from x(m — it) the combinations
of the x(m — (i + D), x(m — (i +2)1), and x(m — (i + 3)") states to obtain
Prim — 1.

In Pr[m — i, the positions of the i passive diagonals are not specific, whereas in all
the other terms the positions of the passive diagonals are specific. Therefore, each
term on the right hand side of the equation is multiplied by (3) In x(m — i"), the
i passive inverse diagonals are specific and the x(m — (i + 1)) state is excluded
from this term. In this case i 4+ 1 passive inverse diagonals can be obtained in (47i)

3—1
4—1q

different ways. Normally (3~°) occurrences of x(m — (i + 2)*) must be excluded

2—1
from the initial state; however, (g:i) . (3:2) occurrences of x(m — (i +2)T) are
excluded together with x(m — (i + 1)*). Since (ﬁ:z) . (g:z) — (g:z) = (g::), (3:2)

occurrences of x(m — (i +2)*) need to be added back. Similarly, for x(m —
(i +3)%), normally (;~7) occurrences of x(m — (i + 3)*) must be excluded from

the initial state; however, (47i) . (37?) occurrences of x(m — (i +3)1) are excluded

3—i) " \1—4
together with x(m — (i +1)*) and (3:2) - (f:z) occurrences are included together
with x(m — (i +2)"); since (;:Z) . ‘I’:i) = (3:2) . (f::) they cancel each other

out, and therefore (47i

174) occurrences of x(m — (i43)") must be excluded from the
initial state.

Finally, by adding § functions for the constraints i+1 < 3,i4+2 <3, andi+3 <3
corresponding to x(m — (i + D)1), x(m — (i +2)*), and x(m — (i +3)T),
respectively, the desired result is obtained.

4.2 Generalization of Proposition 1

The following theorem presents three distinguishers for 5-round AES. The first part
is well-known and is shown in [18] for the case m = 4 and in [2, 10] for the case
m = 1; here m denotes the number of active bytes in the active diagonal of the
plaintext pair. Note that we extend their results through simple arithmetic using
our framework in Proposition 1. The second part has not, as far as we know, been
studied in the literature and is introduced here for the first time. The third part
appears in [2] only for the case m = ¢ = 1, and in [18] only for the case m = 4,7 = 1;
the probability computations in both works are rough computations (see Remark
1). In [27], the cases in [2] and [18] are recomputed using a different technique. In
contrast, we compute these probabilities for all pairs (m,¢) with m € {1,2,3,4}
and 7 € {0,1,2,3}.

Theorem 1. Assume that a given plaintext pair for the 5-round AES encryption
contains m active bytes, all in one diagonal, where 1 < m < 4. Then,

1. the probability that the corresponding ciphertext pair contains i passive inverse
diagonals at specific positions for 0 < i < 3 is

=0

min{m,4—i}—1
. 4
it 3 () P P



2. the probability that the corresponding ciphertext pair contains exactly i passive
inverse diagonals for 0 < i < 3 is

min{m,4—:i}—1 4 4 3—L—i 4 —q .
Prim — 1] = Z <£> <Z.>Pm,z ( Z < j >(—1)]P44L<i+j)+> d
=0 J=0

3. and the probability that the corresponding ciphertext pair contains at least @
passive inverse diagonals s

Prfm — '] = ZPr[m — Jl.

Proof. 1. Assume a given plaintext pair has m active bytes, all in one diagonal.
Let there be ¢ passive bytes in a column at the end of the first round, ensuring
that the condition m > ¢ holds, with probability (‘é) - Py ¢. From Lemma 2, it
follows that at the input of M3, each column contains 4 — £ active bytes. By
Lemma 2, there must be i specific passive diagonals after M Cs to obtain i specific
passive inverse diagonals after 5-round encryption. For one column, the probability
of transitioning from 4 — £ active bytes to a state where specific 7 bytes are passive
and the remaining bytes are free is P,_,;+. Therefore, for all four columns, the
probability is Pf—f,ﬁ' Additionally, due to the conditions 4 — £ > ¢ and m > ¢,
the term min{m — 1,7 — 1} — 1 becomes the upper bound of the sum. Finally,
by multiplying the obtained probabilities for each condition of m and summing
them, the result is obtained. Moreover, the partitions for Theorem 1 (part (1))
with m = 2, ¢ = 2 are presented in Figure 5; analogous arguments apply to the
remaining cases.

2. The difference between part (2) and part (1) is that in (2) any ¢ inverse diagonals

are passive, rather than given ¢ specific inverse diagonals as in (1) and, in addition,
the remaining 4 — ¢ inverse diagonals must be active. Hence, the proof follows the
same procedure as in (1) up to the M Cs5 operation. After five rounds of encryption,
the probability of obtaining i passive inverse diagonals is (3) . Pf_ ¢+ for MCs;
however, in this case, it is not necessary that all but one of the 4—1 inverse diagonals
be active. Therefore, from the 4 — ¢ inverse diagonals, all Pi 0,(i4j)+ Scenarios that
do not satisfy this condition under the constraint j = 0 to 4 — ¢ > ¢ 4+ j must
be excluded together with their combinations. Additionally, due to the condition
4—/{¢—1i>j, the term 3 — ¢ — i becomes the upper bound of the sum. Finally, by
multiplying the obtained probabilities for each condition of m and summing them,
the result is obtained.

8. Assume a given plaintext pair has m active bytes, all in one diagonal. The
event that at least ¢ passive inverse diagonals occur in the ciphertext after 5-round
encryption consists of all cases starting from exactly ¢ passive inverse diagonals up to
the case of three passive inverse diagonals. (For example, for ¢ = 1 the event “at least
one passive inverse diagonal” is the sum of the cases “exactly one”, “exactly two”,
and “exactly three” passive inverse diagonals.) Thus, since in (2) the probability
of exactly ¢ passive inverse diagonals is Pr[m — ], the desired expression for each
m and ¢ is obtained as the sum of the probabilities from Pr[m — ] to Pr[m — 3].
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Fig. 5: Illustration of two partitions of the characteristics considered in The-
orem 1, part (1), for i = m = 2. The color coding follows Figure 3. The
partition on the left corresponds to a fully active column after MCy and
contains a single characteristic. The other partition corresponds to a column
with three active bytes after M C; and contains four characteristics. For each
output column of MC3 and M Cy corresponding to an active input column,
at least one red box must be active.

Figure 6 shows, for each m and i, the deviations from 1 of the probability ratios
obtained in Theorem 1 relative to the corresponding random permutation proba-
bilities. To ensure correctness, all probabilities are independently recomputed using
a computer implementation®. As observed in the figure, when m and ¢ are fixed,
the deviations of these ratios may appear almost equal across different probability
measures. However, a closer inspection reveals that these deviations are in fact dis-
tinct. For example, when m = 4 and i = 2, the values of x(4 — 2%), Pr[4 — 2], and
Pr[4 — 27] are 0.0002179705383556, 0.000217970523646, and 0.0002179705285492,
respectively.

Notice that in the expression Pr[m — i] and the corresponding random permu-
tation, there are exactly i passive inverse diagonal conditions. In contrast, in the
expressions x(m — i1) and Pr[m — 1], and in the corresponding random permu-
tations, there are, in addition to exactly the i passive inverse diagonal conditions,
also exactly i+ 1, i+ 2, and i+ 3 passive inverse diagonal conditions in the appropri-
ate cases. However, in these cases, the dominant contribution in both x(m — i)
and Pr[m — i*], as well as in the corresponding random permutation probabilities,
comes from the probability of having exactly ¢ passive inverse diagonal conditions.

3 GitHub Code Repository
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Therefore, for the same values of m and 4, the values in Figure 6 are close to each
other.

Remark 1. The probability Prm — %] can be computed directly once Pr[m — i] is
known, as shown in Theorem 1. However, the existing literature does not approach
the computation of Pr[m — 1] in this systematic manner. As a consequence, prior
works restrict their analysis to the special cases Pr[4 — 11] and Pr[l — 1], and
the resulting probability computations are not fully tight and rely on relatively
intricate reasoning.

Bao et al. compute the probability of at least one passive inverse diagonal as 1 —
(1- P:71+)4 A 2730 4 9751985 iy [9]. This computation would be correct if the
inverse diagonals (which simply refer to the bytes in a column at the end of the
fourth round) were independent. However, the passiveness of a byte after the M C
operation in a column is affected by the passiveness of other bytes. In fact, the
probability that all the inverse diagonals are passive would be Pjﬁ+ according
to [2], but this case is not possible for two different plaintexts incorporated into
a permutation. Moreover, the probability of exactly three given inverse diagonals
being passive would be P41,21+- However, it is actually Pf 3 due to the property of the
MC' operation, which ensures that if three bytes in an active column are passive,
then the remaining byte must be active. Similarly, the probability that exactly two
given inverse diagonals are passive is Pﬁ o+, Tather than Pi 1+- As a result, the
correct probability of having at least one inverse diagonal at the end of the fifth
round is
Pr[l = 17] = 4P} |y — 6P} 4+ + 4P} 4.

The actual probability is higher, with the ratio being 1 + 274381,

The computation of at least one passive inverse diagonal for m = 4 (Pr[4 — 17])
is also studied in [18]. Their approach considers the term 2730 4 275998 " which
corresponds to four times 2732 4-27°2:98 j e y(4 — 17). This computation does
not account for joint events where two or more inverse diagonals are simultaneously
passive. As a result, the deviation from the more accurate probability is 27577
corresponding to a relative difference of 1 — 272775,

The orange triangles in Figure 6 show the results of [18, 2, 10]. The discrepancy be-
tween [18, 2] and our results is due to their simplified counting arguments, whereas
the difference with [10] arises from the absence of an independence assumption
across rounds. In particular, the small gap between [10] and our analysis indicates
that the idealized model under our assumptions closely approximates the behavior
in AES.

4.3 Checks related to Theorem 1

The statements in Theorem 1 can be partially verified using both independent
results from the literature and our own computations.

We compute the probability that all inverse diagonals are active after five rounds
of encryption (¢ = 0), in part (2) of Theorem 1, given a plaintext with m active
bytes in a diagonal. By subtracting this probability from the total, we obtain the
probability that at least one inverse diagonal is passive, and we verify this value
against the probability provided (i = 1) in part (3) of Theorem 1.
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The third part of Theorem 1: Pr[m — it].

Fig. 6: Bias values for each (m,i) pair, defined as the deviation from 1 of
the probability ratios obtained in Theorem 1 relative to the corresponding
random permutation probabilities. The x-axis represents the values of m and
1, while the y-axis shows the bias on a logarithmic scale. The cases for which
x(m — 07) = Pr[m — 0%] = 1 are omitted from the first and third graphs.
The ratios for Pr[4 — 17] from Grassi and Rechberger [18], Pr[1 — 17| from
Bao et al. [2], and x(1 — 17) from Chang et al. [10] are shown in orange.



Secondly, in Lemma 3, we present a relation for arbitrary ¢ and j between x(m —
i*) and Pr[m — j] after 5 rounds, which depends only on the number of passive
inverse diagonals. In parts (1) and (2) of Theorem 1, we state equalities for x(m —
it) and Prlm — j], using the MC transition probabilities defined in Lemma 1.
From these, we show that the relation in Lemma 3 also holds for x(m — it) and
Pr[m — j] given in parts (1) and (2) of Theorem 1, thereby verifying it.

Bao et al. [2] computed the probability that a specific inverse diagonal remains
passive after five rounds by extending the integral distinguisher for a plaintext con-
taining a single active byte. Using our approach, we compute the same probability
in part (1) of Theorem 1, and the results are identical (see Proposition 1). Grassi
and Rechberger [18] computed the expected value 2,147,484,685.6 for the number
of plaintext pairs in which a specific inverse diagonal remains passive after five
rounds (i.e., the case i = 1), starting from a set of 232 plaintexts active on a single
diagonal. In our notation, this overall probability can equivalently be computed as
the weighted average of the probabilities corresponding to m = 1,2, 3, or 4 active
bytes.

Accordingly, using the probabilities x(1 — 11), x(2 = 11),x(3 — 11), and x(4 —
17) obtained from part (1) of Theorem 1, together with the numbers of plaintext
pairs 4-231. (28 —1), 6-231. (28 —1)2, 4.23.(28 —1)3 and 2% - (2% — 1)* producible
from 232 plaintexts for m = 1,2, 3, and 4, respectively, we obtain the expected value
2,147,484,685.59 by multiplying each probability by its corresponding number of
pairs and summing the results.

The last part of Theorem 1 provides the probability that a ciphertext pair for 5-
round AES contains at least one passive inverse diagonal (i = 1). Accordingly, the
probability that all inverse diagonals are active (that is, Pr[m — 0]) is

Pr[m — 0] =1 — Pr[m — 17].

In fact, if we write down Pr[m — 0] using Part (2) of Theorem 1 and add it to the
result in Part (8) of the same theorem, we obtain

Pr[m — 0] + Pr[m — 17] = ZPr[m — 1.

On the other hand, note that

The computation of Pr[m — 0] in two different ways can be regarded as a partial
verification of the last two parts of Theorem 1.

We can further verify the first two parts of Theorem 1 using Lemma 3, which gives
a relation between x(m — i*) and Pr[m — j] for arbitrary i and j. In parts (1)
and (2) of Theorem 1, equalities for x(m — i) and Pr[m — j] are stated using
the M C transition probabilities defined in Lemma 1.

When the equalities from parts (1) and (2) of Theorem 1 are substituted into the
equation of Lemma 3, the relation is verified. We consider the case m = 2 and i = 2



to make this equality explicit. From Lemma 3, we obtain

Pr[2 =2/ =6-(x(2—2") —2-x(2 = 3T)).

From part (1) of Theorem 1, we have
X(2—=2")=Poo-Ploy +4-Pan Py, x(2—3") =P Prgy,
and from part (2) we obtain

Pr[2 52| =6- Py - (pﬁ2+ ,2.P373+)+24-P2,1 .P§72+.

Substituting these expressions into the equation of Lemma 3 yields

6(Pa.0P) o+ +4Pa 1Py oy — 2Pa 0Pyt ) = 6Pa0(Pyor — 2P) 44 ) + 24P 1 Py oy

Similarly, the verification is easily seen to hold for all values of m and 4. Lastly, we
can easily verify part (1) of Theorem 1 for ¢ = 0. This case corresponds to imposing
no condition on the inverse diagonals of ciphertext pairs; hence, its probability is 1
by definition. In other words, x(m — 0%) = 1. Indeed,

m—1
4
om0 =5 (g) P Pl

£=0

by the first part of Theorem 1. This expression equals 1 since P,_, o+ = 1 for all £,
and summing the probabilities P,, ¢ over all possibilities yields

m—1
> <§> Ppo=1.

£=0

5 Multiple active diagonals

We now consider the scenario in which a plaintext pair contains more than one
active diagonal, a setting that has not been systematically explored in the literature.
We further exploit one such truncated differential in our attacks, demonstrating the
relevance of analyzing configurations with multiple active diagonals in the input.

All probability computations in this section are carried out under the standard inde-
pendence assumptions described in Section 2.2, under which round-wise transition
probabilities are combined multiplicatively.

To begin our generalization, in Theorem 2 we compute the probabilities that the
corresponding ciphertext pair has three passive inverse diagonals and one active
inverse diagonal, and that the passive bytes in the active inverse diagonal are dis-
tributed across the given j columns, when a plaintext pair consists of exactly the
given i active diagonals, each containing exactly one active byte, for 5-round AES.

We show that these probabilities deviate from those expected under random per-
mutations for 0 < j < 3, and report in Figure 8 the deviation of their ratios from
the corresponding random-permutation probabilities.



Additionally, we introduce our partitioning approach, which groups characteristics
sharing the same input—output truncated differences according to the number of
passive diagonals at the end of the second round. This partitioning is illustrated in
Figure 7 for the case i =4 and j = 0.

Theorem 3 generalizes Theorem 2. In Theorem 2, each active diagonal is restricted
to contain exactly one active byte, whereas this restriction is removed in Theorem 3.
The latter considers the more general setting in which a plaintext pair contains
an arbitrary number of active diagonals in the input and a single passive inverse
diagonal in the output. This result is derived from Theorem 1 by exploiting the
symmetry between the AES encryption and decryption functions.

Theorem 4 addresses a related scenario in which one diagonal contains m; active
bytes and another contains mso active bytes. Its proof is based on enumerating
partitions of characteristics that share equal probabilities. Owing to this distinct
proof technique, Theorem 4 also provides an independent consistency check for
certain results of Theorem 3.

Theorem 2. Consider a plaintext pair with ¢ active diagonals, each containing
exactly one active byte. The probability that the corresponding ciphertext pair for
5-round AES has three passive inverse diagonals and one active inverse diagonal,
and that the passive bytes in the active inverse diagonal are distributed across the
given j columns, is given by

min{i,4—j}—1 4
>, 4 (6) Pl Pt Pasy. (6)

=0

Proof. Assume a given plaintext pair has ¢ active diagonals and each diagonal
contains only one active byte. Then, there will be ¢ active columns and each active
column will contain only one active byte after the SR;. We have four characteristics
defined by the number of passive columns before M Cs. There can be 0, 1, 2, or 3
passive columns before M Cs. At the end of the first round, we have i fully active
columns, each containing exactly ¢ active bytes before MCs.

In the first category (¢ = 0), the probability that all bytes remain active after MCs
is P{fo, obtained by applying Lemma 1 independently to each of the four columns.

At the end of the third round, only one diagonal remains active, thereby yielding
one single active column before M C4. The probability of this event is 4 - Pf’g by
Lemma 1.

Next, one fully active column results in j passive bytes in given positions with
probability Py ; when 0 < j < 3. The product of the above factors yields the £ =0
contribution in Equation 6.

Now, consider the categories with ¢ = 1,2,3 passive columns before MCs. The
probability of having ¢ passive diagonals after M C5 is (2) . P{fe. The probability
that the 4 — ¢ fully active columns yield only one active diagonal is 4 - Pf’gé by
Lemma 1. This results in 4 — £ active bytes in only one active column before M Cy,
and this column yields j passive bytes in given positions with probability Ps_, ;, by
Lemma 1 again. Additionally, due to the conditions ¢ < 7 and j < 4 — ¢, £ must be
smaller than min{i, 4 — j}. Multiplying these three probabilities and summing over
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Fig. 7: Illustration of the four partitions of characteristics in Theorem 2
for i = 4 active diagonals in the plaintext and j = 0 passive byte in
the active inverse diagonal of the ciphertext. Blue boxes indicate active
states, and white boxes indicate passive states. The partitions correspond
to the number ¢ of passive diagonals after M Cs, yielding 4, 16, 24, and 16
characteristics for £ = 0, 1, 2, 3, respectively.



¢, we obtain the remaining cases of ¢ for Equation 6. Note that £ < ¢ and ¢ < 4 — j,
since M C is an MDS matrix.
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Fig.8: Bias values for each (i,j) pair, defined as the deviation from 1 of
the probability ratios obtained in Theorem 2, relative to the corresponding
probabilities of a random permutation. The z- and y-axes are defined as in
Figure 6. Smaller (more negative) values correspond to lower bias magni-
tudes.

Remark 2. There are min{i,4 — j} — 1 partitions of differential characteristics de-
scribed in Theorem 2 for given ¢ and j, which are depicted in Figure 7. The number
of passive diagonals characterizes each partition in the second round (which we
denote as ¢), and any characteristic in a partition has an equal probability.

The probability given in Equation 6 differs from the corresponding probability for
a random permutation. Figure 8 illustrates the deviation of the probability ratios
derived from Theorem 2 relative to those for random permutations.

For a uniformly random permutation over 16 bytes, the probability that exactly
three inverse diagonals are passive and one is active, with the passive bytes in the
active inverse diagonal distributed over j specified columns, is given by

9—8j—94 (1 _ 2—8)4—3’
1 —92-128

This expression follows from the fact that each specified byte is active with proba-
bility 1 — 278, which yields a factor of (1 —27%)*77 for the 4 — j active bytes. The
remaining j + 12 bytes are passive with probability (278)77!2 = 2789 More-
over, there are four possible choices for the passive inverse diagonals. Finally, we



condition on the ciphertext pair containing at least one active byte by dividing by
1 _ 9128

The expression in Equation 6 is evaluated for different values of i, and the resulting
probabilities are illustrated in Figure 8. For i = 1, the biases are relatively large
for all j. This follows from the fact that, for only one inverse diagonal to remain
active after 5 rounds, the output of M C3 must contain exactly one active diagonal.
Hence, the active columns at the input of M Cs must be fully active. When 7 = 1,
the input of MCj3 is fully active with probability 1, yielding a larger bias than in
the other cases. Since the overall biases are smaller than the expected probabilities,
dividing the expected probabilities by the corresponding probabilities in the random
permutation case and then subtracting the result from one further amplifies the
effect, resulting in larger relative biases in cases such as (i,7) = (1,3) and (¢,5) =
(4,3).

This symmetry arises from the design of AES, where the decryption function can
be expressed using the inverse transformations InvSubBytes, InvShiftRows, and
InvMixColumns in a round structure analogous to that of encryption. In particular,
the round operations can be rearranged to match the ordering in the encryption
direction, with the final round omitting MixColumns in both cases. This design
strategy yields closely related structural properties for encryption and decryption,
allowing analogous probabilistic arguments to be applied in both directions [11].

We reinterpret Theorem 1 to obtain the corresponding probability in the reverse,
i.e., decryption, direction of 5-round AES. By exploiting the structural symmetry
between the encryption and decryption transformations of AES, we derive Theo-
rem 3.

To the best of our knowledge, this structural symmetry has not previously been
used to derive truncated differential probabilities with arbitrary input differences,
as in Theorem 3. The resulting characteristics are directly exploited to construct
the ciphertext-only attacks presented in Section 6.

Theorem 3. Assume that given i diagonals of a plaintext pair for the 5-round AES
are active and the other diagonals are passive. Then, the probability that the corre-
sponding ciphertext pair for 5-round AES has given three passive inverse diagonals
and one active inverse diagonal, with exactly m passive bytes in that active inverse
diagonal, is given by

() S (P (05 (D Py

Prli = m] = 232i+8m—32 (] — 2—-8)m—4 (] — 2-32)i

for1<i<4 and0<m <3.

Proof. Let i € {1,2,3,4} be fixed, and let ¢ diagonals of the plaintext be specified.
Assume that a plaintext pair is active exactly on these ¢ diagonals and passive on
the remaining ones.

From the second part of Theorem 1, we have shown that the probability Pr[(4 —
m) — (4 —1)], i.e., the probability that the corresponding ciphertext pair contains



exactly ¢ active and 4 — i passive inverse diagonals, is given by

min{4—m,i}—1 4 4 i—0—1 i
i
> <£> <4 B Z) Py ( > <j>(_1)JP4Z,(4i+j>+> :
£=0 j=0

Since this probability accounts for all (44_2.) possible choices of the 4 — i passive

inverse diagonals, the probability that a fized set of 4 —i inverse diagonals is passive
is obtained by dividing by (4:.).

We now compute Pr[m < i] using Bayes’ theorem. Here, Pr[m < i| denotes the
probability that the corresponding plaintext pair has exactly m passive bytes in a
given active diagonal, conditioned on the event that the ciphertext pair has exactly
i active inverse diagonals in the decryption direction (at specified positions).

By Bayes’ theorem,

Prim < i] = Pr[(4 — m) — (4 — i)] - Pr[m passive bytes in a fixed dlagonal].

7
( 44 ) - Pr[i active inverse diagonals at fixed positions] @

—1

Here,
4 —8\4—m  o— m
Pr[m passive bytes in a fixed diagonal] = <m> S(1 =278yt . gm802Em)

is the probability that a randomly chosen plaintext pair has exactly m passive bytes
within a given diagonal, and

Pr[i active inverse diagonals at fixed positions] = (1 — 2732)i Lg73201=0)
is the probability that a randomly chosen ciphertext pair has exactly ¢ active inverse
diagonals at specified positions. Note that the fixed diagonal is active since the
number of its passive bytes is less than 4: 0 < m < 3.

Substituting these expressions into Equation (7) yields the desired formula for
Prim <« 1].

Finally, by the symmetry between AES encryption and decryption, we have
Pr[i = m] = Pr[m < i].

This follows from the absence of the MixColumns operation in the final round of AES,
together with the MDS property of the InvMixColumns transformation. Moreover,
the inverse SB and inverse ShiftRows operations preserve the relevant structural
properties, implying that Lemma 1 applies equally in the decryption direction.

Table 2 presents the ratios of the probabilities derived from Theorem 3 and those
for random permutations. Theorem 3 is derived from Theorem 1. Similarly, we es-
tablish a related result for the case where a plaintext pair has two active diagonals,
each containing a specified number of active bytes, as stated in Theorem 4. A note-
worthy property of these results is that Theorem 4 can be used to verify Theorem 3
partially: the weighted average of the probabilities in Theorem 4 over all possible
distributions of active bytes in the two diagonals yields the probability stated in
Theorem 3.



7 m=20 m=1 m =2 m=3

1 1.031806538 1.031807802 1.031646620 1.048087204
2 1.000217970 1.000216687 1.000316814 0.999814986
3 1 4 22099 1 4 22035 1 — 9—20.39 14 22198
4 1 _9—51.43 1 _ 9—50.67 1 4 95034 1 _ 9—52.01

Table 2: The ratios of the probabilities for different (i, m) values relative to
a random permutation in Theorem 3.

Theorem 4. Assume that a given plaintext pair for the 5-round AES encryption
contains m1 and ma active bytes in two diagonals, respectively, where 1 < mq,ma <
4. The probability that the corresponding ciphertext pair for 5-round AES has three
passive inverse diagonals and one active inverse diagonal, and that the passive bytes
in the active inverse diagonal are distributed across the given j columns, is given

by

SR YA Y e (in i
> 224@ <11)< 0 )6(t,z'l,z'z)Pml,l-lsz,iQPQ;“I+12>P;gtP4_t,j, (8)

i1=0i3=0 t=0
where o = min{3,m; — 1}, § = min{4 — i1, m2 — 1,3}, vy = min{2,4 — j} — 1 and
5(ta Z'177:2) = (61—t 57;1—0—1‘2 + 51,(1'14”'2)

Proof. Assume a given plaintext pair has mi and ms active bytes on any two
diagonals, respectively. After SRi, the M1 input has two columns containing
m1 and me active bytes, respectively. Let the corresponding M C; output columns
contain i1 and i passive bytes, and denote by ¢ the number of passive diagonals on
the output of M 5. Since there are only two active columns at the output of MC,
each column at the input of M C> can contain at most two active bytes; hence, by
the branch number property, ¢ can take only the values 0 or 1. Furthermore, if the
corresponding ciphertext pair has one active inverse diagonal, where the passive
bytes are distributed across the specific j columns, the 4 — j active bytes must be
located in a single column at the output of M C4. Consequently, only one column is
active on the input of M C4 and on the output of M CS3; each active column contains
exactly one active byte. By the branch number property, the active columns at the
input of M C3 therefore become fully active. As a result, the diagonals at M C> are
either passive or fully active. Thus, every column in the input of MC> must be
active, and every diagonal in the output of M C7 must be active. Hence i1 + i2 is
bounded by 4, and the probability of My is (.4) (47i1)Pm1,¢1Pm2,¢2.

i1 i
After SRz, the input of M C; contains one active byte in the i1 + i3 columns and
two active bytes in the remaining 4 — (41 + i2) columns. Therefore, the probability
of MC is found to be P;;<i1+i2). The case t = 1 in the output of MC is stated to
occur only when the input has two fully active inverse diagonals (i.e., i1 + iz = 0);
in all other cases, the branch number property also forces ¢ = 0, and this is achieved
by §(t,41,12).



Finally, since the M2 output contains ¢ passive and 4 — ¢ fully active diagonals,
the MCs input has 4 — ¢ columns that are fully active. Hence, the probability of
MCj5 is obtained as 4Pf’§t, and the probability that M4 has j passive bytes at
the specific positions in the output is obtained as Py ;.

Table 3 presents the ratios of the probabilities derived from Theorem 4 and those
for random permutations.

(m1,m2) j=0 j=1 j=2 j=3
(1,1) 1.000296695 1.000295332 1.000403601 0.999380157
(1,2) 1.000284748 1.000283426 1.000387547 0.999629982
(1,3) 1.000286335 1.000285012 1.000389174 0.999629026
(1,4) 1.000286319 1.000284996 1.000389158 0.999629030
(2,2) 1.000214442 1.000213159 1.000313208 0.999816419
(2,3) 1.000216222 1.000214939 1.000315027 0.999815699
(2,4) 1.000216205 1.000214923 1.000315010 0.999815702
(3,3) 1.000218003 1.000216720 1.000316848 0.999814980
(3,4) 1.000217987 1.000216703 1.000316831 0.999814983
(4,4) 1.000217970 1.000216687 1.000316814 0.999814985

Table 3: Ratios of probabilities for different (m;,mo,j) values relative to a
random permutation, as in Theorem 4. We assume m; < mgy without loss of
generality, since MC transition probabilities are invariant under swapping
my and mo.

5.1 Partial verifications of probabilities for multiple active
diagonals

In this section, we verify the common input-output cases shared by the theorem
pairs Theorem 1-Theorem 3, Theorem 2—-Theorem 4, and Theorem 3—-Theorem 4,
respectively. We also re-verify, using a computer implementation®, that these pairs
of theorems yield the same results in the common cases.

Theorem 1 and Theorem 3 In Theorem 1, for i = 3, we compute the prob-
ability that, for a given plaintext pair with m active bytes in one active diagonal,
the corresponding ciphertext pair has three passive inverse diagonals and one active
inverse diagonal. In Theorem 3, for ¢ = 1, given a plaintext pair with one active di-
agonal, we compute the probability that the corresponding ciphertext pair has the
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given three passive inverse diagonals and one active inverse diagonal, with exactly
m passive bytes in the active inverse diagonal.

It should be noted that, in the first part of Theorem 1, the positions of the pas-
sive inverse diagonals in the ciphertext pair and the number of passive bytes in
the active inverse diagonal are not specified, whereas in Theorem 3, the passive
inverse diagonal positions are fixed, and the number of passive bytes is specified ex-
actly. Therefore, for each value of m in Theorem 1, we normalize the corresponding
probability by 4, apply the transition probability for the number of passive bytes
in MC4, and compute the weighted average over m. This yields the probability
that the corresponding ciphertext byte is passive. Moreover, in Theorem 1, it can
be easily seen that when there are exactly three passive inverse diagonals in the
ciphertext pair, the active column in the input of M C4 must be fully active.

Indeed, let D(m) = (:i) -231.(28 —1)™ denote the number of pairs that, for a given
active diagonal, contain m active bytes and 4 — m passive bytes. The weighted
average is computed as follows:

>

m=1

D(m) - Prjm — 3] - (j) - Py j
FRCERNCICIE S ©)

If we incorporate the equalities of expressions D(m), Pr[m — 3] and P ; =
Pi_jo

into Equation 9, we get

(25— 1)7-(1—2-5)-4.(1—2-82)"

This expression is the same Pr[1 = j] obtained in Theorem 3 for each j.

Theorem 2 and Theorem 4 In both Theorem 2 and Theorem 4, we compute
the probability that, after 5-round AES encryption of the corresponding plaintext
pairs, the resulting ciphertext pairs have three passive inverse diagonals and one
active inverse diagonal, and that the passive bytes in the active inverse diagonal
are located in the given j columns. Therefore, the probabilities obtained for the
common plaintext pair cases in these theorems are expected to coincide.

The common plaintext pair case for these theorems is the case in which the plain-
text pair comnsists of two active diagonals, with one active byte in each diagonal.
Therefore, for each value of 7 = 0,1,2,3, the values obtained in Theorem 2 with
i = 2 and in Theorem 4 with m; = mg = 1 are equal. If the relevant values are
substituted into Theorem 4, the following expression is obtained,

min{2,4—j}—1 4
> (1) rtertt o

t
t=0

This expression is the same as the one obtained in Theorem 2 for ¢ = 2 and for
each j.



Theorem 3 and Theorem 4 We compute the probability that a ciphertext
pair exhibits three passive and one active inverse diagonal under different input
configurations (see Theorems 3 and 4). In Theorem 3, the active bytes within the
inverse diagonal may occupy arbitrary positions, whereas in Theorem 4 they are
constrained to specific column positions. This distinction leads to different combi-
natorial factors in the corresponding MixColumns transitions: a factor of (:i) in the
former case and 4 in the latter.

Consequently, for ¢ = 2 in Theorem 3 and for each m, the probability given in
Theorem 3, divided by (:L), is expected to be equal to the weighted average, divided
by 4, over the j values corresponding to that m, and over all (mi,m2), of the
probabilities stated in Theorem 4. Indeed, let Pr(m1,m2,j) denote the probability
given by Equation 8, which is derived from Theorem 4, evaluated for the parameters

(m1,m2) and j. The weighted average is computed as follows:

w1 Zomgemy (27 ma—my + my—mat1) - D(ma) - D(ma) - P(my, ma, j)
(231 . (232 _ 1))2 )

Pr[2 = m)|

Thus, for each value of m, ——<—— equals the weighted average, divided by

4, calculated on the values of j corresponding to m and over all (m1,m2) of the
probabilities P(m1,ma2, 7).

6 Ciphertext-only attacks

We demonstrate the effectiveness of our new truncated differentials, particularly
those starting with multiple active diagonals, by mounting a ciphertext-only attack
on 6-round AES, and a distinguishing attack on 5-round AES.

Our ciphertext-only attacks are based on Theorem 3, which is derived by exploiting
the structural symmetry of AES. In particular, the decryption function can be
expressed in a form analogous to the encryption function [11]. This design feature
ensures structural consistency between encryption and decryption.

In this work, we utilize this symmetry to define truncated differentials with arbitrary
input differences, which in turn enables the construction of ciphertext-only attacks
on 6-round AES.

The 6-round attack is illustrated in Figure 9. Moreover, Algorithm 1 details the
procedure to mount the ciphertext-only key recovery attack on 6-round AES-128.

Under a uniform random model, i.e., in the idealized case where bytes are truly
random, the collision probability of two independent bytes is 1/256 (approximately
0.39%). However, in the ciphertext-only setting, if we assume that plaintexts consist
of natural English sentences encoded in ASCII, character frequencies are far from
uniform, and the index of coincidence (IoC) yields a typical collision probability of
about 6%-8% [9, 30]. In our analysis, we adopt the worst-case assumption for an
attacker by taking the lower bound 6% = 27%9¢.

Similarly, if we assume that plaintexts are generated uniformly over the 95 printable
ASCII characters, each occurring with equal probability, then the probability that



a byte is passive is approximately 27%57. Consequently, under both the English-
ASCII and the uniform-ASCII plaintext assumptions, the probability that exactly
1 (1 <4 < 4) diagonals are active in a plaintext pair changes (see Table 4).

i Probability i Probability

1 4(1 _ 2716424)(274.06)12 - 2—46.7 1 4(1 _ 2726.28)(276457)12 - 2—7648
1_9-64.9 1 _ 2-105.1

0 6(1 _ 2716424)2(274.06)8 - 2729'9 0 6(1 _ 2726.28)2(276457)8 ~ 2750.0
1_2-64.9 1_ 2-105.1

3 4(1 _ 2716.24)3(274.06)4 < 2714'2 3 4(1 _ 2726.28)3(276.57)4 < 2724‘3
1_2-64.9 1 2-105.1

4 (1—27102h) 10142 4 (1—27%2)1 19243

1 — 2649 1 —2-105.1
English-ASCII plaintext assumption Uniform-ASCII plaintext assumption

Table 4: Probabilities that a plaintext pair contains ¢ active diagonals and
4 — i passive diagonals under two plaintext models: natural English ASCII
text and uniformly random ASCII text.

Our ciphertext-only attacks are instantiated on English-language plaintexts en-
coded in ASCII and on uniformly distributed ASCII plaintexts in order to provide
concrete redundancy estimates and explicit complexity evaluations. More gener-
ally, the attacks rely on plaintext redundancy and a sufficiently high index of co-
incidence in the underlying byte distribution, and are therefore not inherently re-
stricted to ASCII-based encodings. In particular, for English plaintexts consisting
only of ASCII characters, UTF-8 encoding coincides with ASCII at the byte level,
so the same redundancy assumptions and attack complexities apply directly. More
broadly, similar distinguishing behavior is expected for plaintext sources exhibiting
comparable statistical redundancy properties.

6.1 Ciphertext-only distinguishing attack on 5-round AES

Theorem 3 enables the construction of a ciphertext-only distinguisher for 5-round
AES. By aggregating the probabilities Pr[i = 0] given in Theorem 3 under the
English-ASCII plaintext model, we obtain the probability that a ciphertext pair of
5-round AES contains exactly four active bytes within a fixed inverse diagonal:

e (11) Pr(i = 0] - (1 — 27102 (27406)404=) ~ 9—96.0226
1 — 2-64.9 ~ ’

Pa = (10)

where 1 —27%%9 denotes the probability that a plaintext pair contains at least one
active diagonal. The expression is obtained by conditioning on this event, since



the two ciphertexts in each pair are distinct and thus the corresponding plaintext
difference is non-zero. For a random permutation, the corresponding probability is

B 9796 . (1 —278)4

Pr = 1_ o 18 (11)

Hence, the resulting distinguishing gap is given by the ratio

L1272 (12)

We mount a ciphertext-only distinguishing attack by using the above ratio (Pa/Pr =
1+ 273%22) We adopt the approximation given in [29] to find the amount of data
required to reach a 95% success rate. As defined in [29], o denotes the Type-I error
probability (i.e., the probability of rejecting the AES output), while 8 denotes the
Type-11 error probability (i.e., the probability of accepting random data as AES
output). We use the following equation:

_3-(v/Pa-(1/a) + \/Pr - m(2/B))
N~ Pr = Ba)? . (13)

Substituting a = 8 = 0.05 yields N = 2718, Accordingly, we use 25%4 ciphertexts
to generate 2'71® ciphertext pairs. The threshold thd that satisfies the o and f
constraints can be computed as

thd = N-(Pa—Pr) — /3-N-Pa-In(1/a), (14)

and, equivalently, from the random sampling bound as

thd = /3-N - Pgr-1n(2/B). (15)

For the chosen parameters, this yields thd ~ 23%. The success probability of the
distinguisher is computed as follows.

Let Hip: the output is produced by AES,

Hy: the output is produced by a random permutation, with equal priors P(H1) =
P(Ho) = %. Denote the distinguisher’s decision by D € {0,1} (D = 1 indicates
AES). By the law of total probability, the overall success probability is

Psucc:P(Dzl|H1)P(H1)+P(D:O|H())P(HO)
Since P(D=1|Hy)=1—c«aand P(D=0]| Hy) =1— 8, we get

a+p
Psucc:%(lfoé)‘i’%(lfﬁ): - 9
For o = 8 = 0.05 this evaluates to

As a result, we distinguish 5-round AES from a random permutation with a 95%
success probability. The time complexity of the attack is 86.4- 284 ~ 2928 memory
accesses.



If we assume that plaintexts are generated uniformly over printable ASCII charac-
ters, then there are only 95 possible characters, each occurring with equal proba-
bility. In this case, the probability that a byte is passive is

95
Z 1) _ 1 67
95 95 '

i=1

Under this assumption, we obtain that

4 - —28. 1 —6. —1
Dict (?) Prli = 0] - (1 —272%9%)". (27° 57)4(4 ) £ 9—96.02258625256
1 — 2—105.1 ~

Py =

and Pa/Pr~ 1+ 9453 Substituting Pa, Pr, and a = 8 = 0.05 into Equations 13
and 14 yields N ~ 2% and thd ~ 2%°7, as in the English-ASCII plaintext as-
sumption. Thus, we need 2°¢° ciphertexts to generate 2'9%% ciphertext pairs. Con-
sequently, we distinguish 5-round AES from a random permutation with a 95%
success probability, and the time complexity of the attack is 96.5 - 2965 ~ 21031
memory accesses, under the assumption that plaintexts are generated uniformly
over printable ASCII characters.

6.2 Ciphertext-only attack on 6-round AES

We introduce ciphertext-only attacks on 6-round AES under the English-ASCII
plaintext assumption for all key sizes, and under the uniform-ASCII plaintext as-
sumption for AES-192 and AES-256. The distinguisher starts from an arbitrary
input pair and, after five rounds, results in a single active byte in a given inverse
diagonal. By appending one additional round, we extend this construction to a
6-round encryption.

We compute a weighted sum over the indices i for m = 3, as described in Sec-
tion 6.1, to evaluate the probability that a ciphertext pair of 5-round AES contains
exactly one active byte in a fixed inverse diagonal under the English-ASCII plain-
text assumption. The resulting expression is given by

Z?:1 (3) Pri = 3] - (1 — 27102 (27406)404=9) ~ 9—118.006
1 — 2-64.9 ~ :

On the other hand, for a random permutation, this probability is

4. 2—120 . (1 _ 278)
(1 —2-128)

It is known to the attacker that a ciphertext pair contains exactly one fully active
inverse diagonal at positions [0, 7,10, 13]. Therefore, when this pair is partially de-
crypted with the correct subkey RKs[0, 7,10, 13], the probability that the resulting
difference in ASR5 consists of exactly one active byte is

9—118.006 (1— 2—128)
2-96 . (1 _ 278)4 ’

Pa =



since the event of having a single fully active inverse diagonal occurs with probability
one whenever ASRs5 contains only one active byte.

For a wrong key, the corresponding conditional probability that ASRs has exactly
one active byte is given by 4 - P, 3 according to Lemma 1. Note that
4 - 2—120 . (1 _ 278)

2—96 . (1 _ 2—8)4

Pr=4-Py3=

Comparing this probability under the correct key with the probability under a
wrong key, we obtain a ratio of approximately 1 + 273624,

We first compute the data complexity required to reach the target success proba-
bility and to discard the desired proportion of wrong keys. We then describe the
attack procedure in detail.

RK, SB; SR, Mc, RK,;
—

A4
A\
\4

5-Round Ciphertext Only Distinguisher

SBs SRs mcs?t RK;
» > < <+—

_H

SBg1 SRt RK,

A

Fig.9: Ilustration of the 6-round ciphertext-only attack. Blue boxes denote
active states of the distinguisher, maroon boxes denote active states in the
last round appended to the distinguisher, white boxes denote passive states,
and gray boxes denote unknown free bytes.

We set the attack’s target success rate to 95% (o = 0.05) and the Type-II error
probability to 8 = 2732, Substituting Pa, Pr, «, and § into Equation 13 and
Equation 14 directly yields N ~ 2'°4 and thd ~ 2%, as in Section 6.1. The prob-
ability that a ciphertext pair has exactly twelve passive bytes in specified positions

is approximately 27°¢. Hence, the total number of pairs required is approximately
9101.4496 _ 9197.4_



Each key candidate is tested using 2!1°1# pairs to count how many pairs satisfy the

output difference of the distinguisher. Keys whose counts exceed the predetermined
threshold are retained as candidates, while keys that do not exceed the threshold
are discarded as wrong. Since the targeted subkey is 32 bits and the probability
that a wrong key exceeds the threshold is 2732, all wrong candidates are eliminated
with about 95% success over the 232 possibilities. This leaves only the correct 32-bit
subkey (see Step 3 for details).

The attack is described in the following step-by-step procedure.

1. There are 2'°7* ciphertext pairs, which are derived from 2% ciphertexts. Dis-
card pairs whose ciphertexts have a non-zero difference in bytes [1,2,3,4,5,6,8,9,
11,12, 14, 15]. Thus, approximately Q197-4.9=96 _ 91014 hairs remain after the filter-
ing step (lines 2-7 of Algorithm 1), and these remaining pairs are added to the list
A. The memory complexity of storing this list is approximately 2.21914.27 = 21094
bits, i.e., 21964 bytes.

2. We guess the 8-bit subkey RK[0]. Then, for each guess, we initialize an empty
counter list B;, where 1 < i < 22 for each possible value of RK¢[7, 10,13] (line 9 of
Algorithm 1). Then, with the guess fixed, for a ciphertext pair, we decrypt it through
one round using this subkey. Next, we determine the 24-bit subkey RKg[7, 10, 13] by
solving the three linear equations AMCj5 '[1,2,3] = 0 (lines 10-16 of Algorithm 1).
As a result, the pair produces 2242722 = 22 key candidates that satisfy the output
difference of the distinguisher. We increment the counter B; associated with each
22 subkey (line 14 of Algorithm 1) and repeat the process for each pair.

3. Finally, for each i, we check the counter B;; if it exceeds the threshold, we record
the key as a candidate together with the fixed 8-bit key; otherwise, it is discarded
(lines 17-21 of Algorithm 1). We repeat this procedure for each guess of RKg[0].

The value thd defined above is the threshold for the difference between the expected
values of P4 and Pgr. Therefore, for the key RKs[7,10,13] the threshold is thd +
N - Pr ~ 2428 1 9795 We generate 224 counters and each counter has roughly 80
bits. Thus, the memory complexity of this operation is 22* - 80 ~ 23°2 bits (i.e.,
2273 bytes).

We have a total of 232 candidate subkeys. The attack eliminates approximately all
wrong keys with a success rate of approximately 95%; in that case, only the correct
subkey remains (lines 18-22 of Algorithm 1).

In summary, for each of the 2!1°14 pairs, 2'° subkeys satisfy the output difference of
the distinguisher, resulting in 219%*. 2% = 21114 memory accesses, which is around
2108:4 eneryptions. Moreover, we perform 2'° increment (addition) operations for
each of the 2!°14 pairs, therefore, the complexity of this step is 2'0 . 21014 = g111.4
additions. The overall time complexity of the attack is 2'14 additions. The overall
memory complexity is 21%64 bytes, and the data complexity is 2°%2 ciphertexts. If
we repeat the attack four times using the same ciphertext pairs and, in each run,
choose the position of the active byte in the output of the 5-round distinguisher so
that the positions lie in different columns, we recover the entire 128-bit key. Thus,
the attack’s overall time complexity is 2134 additions for AES-128.



Algorithm 1: Ciphertext-only Attack on 6-Round AES
(English-ASCII)

Require: 2°92 ciphertexts
Ensure: Correct 32-bit subkey RKg[0,7,10,13]
1: Initialize empty lists A and K
2: for each ciphertext pair (Cy,,Cy,), where 1 < m < n, generated from
the 2992 ciphertexts do
if A(Ci[t],Crlt]) =0 for all t ¢ S and A(C,[t], Crlt]) # 0 for all
t € S, where S ={0,7,10,13} then
Add (C,,, Cy) to the list A
end if
end for
: for each 8-bit guess for RK;[0] do
Initialize an empty counter list B; for each possible value of
RKg[7,10,13], where 1 < i < 224
9: for each ciphertext pair (Cy,,C),) in A do

w

10: Compute ASBg'[1,2,3] through AMC5'[1,2,3] =0

11: if SB",(ASB; '[1,2,3], ASBs) # 0 then

12: Determine subkeys for RKg[7,10,13]

13: Increment the counter B; associated with each subkey

14: end if

15: end for

16: for each i € {1,...,2%*}, where i indexes one candidate value of
RKq[7,10,13] do

17: if counter of B; > 279-% 4 2428 then

18: Add 32-bit subkey (RKg[0,7,10,13]) to K

19: end if

20: end for

21: end for

22: return list K

If we assume that plaintexts are generated uniformly over printable ASCII charac-
ters, the probability that a ciphertext pair of 5-round AES contains one active byte
in one given inverse diagonal,

Z?:l (j) Prli = 3] - (1 —272%9%)". (276‘57)4(471.) ~ 9—118.00564656314
1 — 2-105 ~ :

If we calculate P4 and Pgr as in the English-ASCII plaintext assumption, we obtain
Pa/Pr~1+21%3

Substituting Pa, Pr, a = 0.05, and 8 = 2732 into Equations 13 and 14 yields N ~

2121-6 and thd ~ 2°28. Hence, the total number of pairs required is approximately
9121.6496 _ 9217.6_



This allows us to recover the 128-bit subkey RKg. Under the uniform-ASCII plain-
text assumption, the time complexity of the attack is 2!33-6 additions, the memory
complexity is 21256 bytes, and the data complexity is 2'°%-3 ciphertexts.

For AES-128, the time complexity exceeds that of exhaustive search, and thus the
attack is not competitive in this setting. Consequently, under the uniform-ASCII
assumption, the attack is applicable only to AES-192 and AES-256.

For AES-192, we guess the 64-bit RK5[8,9,10,11,12,13,14,15] and combine each
candidate with the recovered 128-bit RKg. Then, we can decrypt a given ciphertext
and check whether the resulting plaintext is generated uniformly over printable
ASCII characters for each candidate key to recover the main key. However, when this
ciphertext is decrypted with a wrong key, there is a risk of obtaining a plaintext that
satisfies the assumption. We know that the probability that a byte of the resulting
plaintext satisfies the assumption is 95/256 = 27143 Thus, the probability that
the plaintext satisfies the assumption is

(271.43)16 ~ 2722.9

As a result, the unicity distance is approximately 64/22.9 2 2.79 blocks. Therefore,
three independent ciphertexts are sufficient to determine whether a given 192-bit
candidate key is correct with high confidence. In practice, using 3—4 ciphertexts
provides a comfortable safety margin.

We then perform an exhaustive search to recover the master key using four ci-
phertexts. The time complexity of this step is 4 - 254 ~ 25¢ encryptions and is not
dominant in the overall attack.

Consequently, for the attack on 6-round AES-192, the overall time complexity is
2133-6 4dditions, the memory complexity is 2!2%-¢ bytes, and the data complexity is
2109-3 ciphertexts.

For AES-256, we first guess the 128-bit subkey RK5 and combine each candidate
with the recovered 128-bit subkey RKg. The resulting unicity distance is approx-
imately 128/22.9 &~ 5.59 blocks, which implies that 7-8 ciphertexts are sufficient
to recover the correct key with high confidence. Based on this, we perform an ex-
haustive search over the master key using the available 8 ciphertexts. The time
complexity of this procedure is approximately 8 - 2'2® ~ 23! encryptions. Conse-
quently, for the attack on 6-round AES-256, the overall time complexity is 23!
encryptions, the memory complexity is 2'26 bytes, and the data complexity is
21093 ciphertexts.

The probability that the plaintext obtained by decrypting a given ciphertext under
a randomly chosen key corresponds to natural English text encoded in ASCII is
lower than the probability that it consists of characters uniformly distributed over
the printable ASCII alphabet. Consequently, the unicity distance computed under
the English-ASCII plaintext assumption is smaller than that computed under the
uniform-ASCII plaintext assumption. Therefore, the number of ciphertexts required
for an exhaustive search under the uniform-ASCII assumption is sufficient to recover
the correct key with high confidence under the English-ASCII assumption as well.

As a result, under the English-ASCII plaintext assumption, we guess the 64-bit
RK5[8,9,10,11,12,13,14,15] for AES-192 and the 128-bit RK5 for AES-256 and



combine each candidate with the recovered 128-bit RKg, to perform two brute-force
attacks to recover the master key using 4 and 8 ciphertexts for AES-192 and AES-
256, respectively. Thus, for AES-192, the time complexity of exhaustive search is
4 .25 x~ 2% encryptions; however, the overall time complexity is 2'*3* additions.
For AES-256, the time complexity of exhaustive search is 8-2!28 a 213! encryptions,
and this term dominates the overall time complexity. For both attacks, the memory
complexity is 21°%4 bytes and the data complexity is 2°°-2 ciphertexts.

Remark 3. We also show that the proposed attack can be converted to a chosen-
plaintext setting. For example, for i = 2, the corresponding distinguisher considers
two active diagonals in the input and results, after five rounds, in a single active byte
in a specified inverse diagonal. By appending one additional round, this construction
naturally extends to a 6-round encryption.

If we compute P4 and Pr in the same manner as in the ciphertext-only attack, we
obtain
_ Pr2=3]-(1-27'%)

P
A 279 . (1—2-8)%

and
4 . 27120 . (1 _ 278)
Pr =
2-96 . (1 _ 2—8)4

Setting a = 0.05 and 8 = 2722 in Equation 13 together with the values of P4 and Pr

yields N ~ 2537, and therefore the total required number of pairs is approximately
953.7+96 _ 9149.7

To generate this number of pairs efficiently, we use structures, where a structure
denotes a set of plaintexts in which the active diagonal takes all possible values
while the remaining bytes are fixed. We require approximately 22%7 such structures,
corresponding to a total of 2567 chosen plaintexts, since each structure provides
about 2'27 usable pairs after excluding pairs containing three passive diagonals.

The remaining steps of the attack are the same as in the ciphertext-only attack given
in Algorithm 1; only the number of pairs used is different. As a result, for AES-128,
the time complexity of this attack is 267 additions, the memory complexity is 2°%7
bytes, and the data complexity is 2567 chosen plaintexts.

For AES-192 and AES-256, the fifth-round key can be recovered with significantly
lower complexity by peeling off one round from the 6-round construction. For in-
stance, the integral attack of [11] recovers the fifth-round equivalent subkey with
a total complexity of approximately 23® encryptions. The master key can then be
recovered efficiently from two consecutive round subkeys through inversion of the
AES key schedule.

7 Conclusion and future work

In this work, we introduce a systematic analytical framework for computing trun-
cated differential probabilities in 5-round AES. Our approach unifies and extends
prior analyses by providing a more general treatment of truncated differentials and
enabling the derivation of distinguishers that are not readily captured by statistical
or subspace-based techniques.



Using this framework, we compute truncated differential probabilities for an ar-
bitrary number of active bytes within a plaintext diagonal under three ciphertext
conditions: exactly ¢ passive inverse diagonals (Pr[m — i]), ¢ specified passive in-
verse diagonals (x(m — iT)), and at least i passive inverse diagonals (Pr[m — i*]).
This yields 48 distinct configurations, substantially extending the small number
of previously known cases in the literature, which were limited to comparatively
restricted parameter settings. We further extend the analysis to multiple active di-
agonals and, to the best of our knowledge, provide the first systematic treatment
of truncated differentials involving multiple active diagonals in AES.

To ensure correctness, we validate our results through independent implementa-
tions, exhaustive recomputation, and consistency checks against known special
cases. As an application, we derive the first ciphertext-only distinguishing attack
on 5-round AES and the first ciphertext-only key-recovery attack on 6-round AES
across all key sizes under standard plaintext assumptions.

Overall, our framework establishes a general foundation for truncated differential
analysis in AES and, more broadly, in SPN ciphers. We focus on 5-round AES as the
setting in which the resulting truncated differential structure remains sufficiently
constrained to allow exact enumeration, while still exhibiting non-negligible biases
that can be effectively exploited in attacks.

The independence assumption across rounds is commonly used in the literature, al-
though it does not hold exactly for AES. Chang et al. [10] compute the probability
that a given inverse diagonal is passive under the condition that the input contains
only one active byte (i.e., x(1 — 1)), without relying on an independence assump-
tion. They further validate their results experimentally on mini-AES. As shown in
Figure 6, their estimate of x(1 — 17) is very close to ours. The resulting differ-
ence is negligible and does not significantly affect the attack complexity estimates.
Similar observations are reported by Grassi et al. [19] and Bao et al. [2], who also
conduct experiments on mini-AES and conclude that the impact of independence
assumptions is negligible.

What distinguishes our work is not a claim to have removed the independence
assumption, but rather the observation that even under this standard heuristic,
probability computations for 5-round AES involving multiple active diagonals or
multiple passive inverse diagonals become substantially more complex than previ-
ously studied configurations. The required combinatorial enumeration exceeds the
scope of earlier methods. The investigation of independence properties and their
quantitative effect on AES-based probabilistic models constitutes a separate line of
research, with several foundational studies providing partial theoretical support for
such heuristic assumptions. In particular, Liu et al. [24] analyze independence prop-
erties of AES under independent round keys and show that approximate pairwise
independence emerges for sufficiently many rounds.

Our contribution is to introduce a systematic analytical framework that makes these
computations tractable under the same heuristic assumptions commonly used in the
literature. Even if future work removes the independence assumption entirely, our
results would still provide a useful baseline within the current modeling framework.
The techniques we introduce, including partitioning into equivalence classes, exact
MDS transition probabilities, and systematic inclusion—exclusion, would also remain
applicable.



The methodology is not restricted to 5 rounds and can potentially be extended
under additional structural or probabilistic relaxations. Our analysis covers con-
figurations involving either a single active diagonal in the plaintext with arbitrary
passive inverse diagonals in the ciphertext, or multiple active diagonals in the plain-
text with a single passive inverse diagonal in the ciphertext. The remaining setting
involving multiple active diagonals in the plaintext together with multiple passive
inverse diagonals in the ciphertext for 5-round AES remains open. Another natural
direction is the investigation of 6-round AES under relaxed plaintext assumptions.
More broadly, the framework may also be applicable to other SPN-based designs,
particularly AES-like ciphers whose diffusion layers rely on MDS or almost-MDS
matrices. One example of such an extension is provided in [1] through truncated
differential analysis of the Midori cipher.
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