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Abstract. Candidates for post-quantum migration carry additional costs compared to their pre-
quantum counterparts, especially for signatures, and they lose attractive properties of schemes such as
BLS: homomorphism, and hence direct signature aggregation.

We propose a methodology through which a pre-quantum primitive may still be securely used past
Q-day (the advent of quantum computers) in settings where forgery of signatures or cryptographic
proofs need only be prevented for a bounded lifespan (transient quantum security). The idea is to bind
a fresh, ephemeral, ordinary pre-quantum key to a long-term post-quantum identity once per lifespan
window, so a forgery under the fresh key is useful only for that window, and to derive the fresh key so
that its exposure never leaks the long-term secret.

Our main case study is the post-quantum migration of Ethereum consensus, where we give a solution
that keeps relying on BLS and (i) retains signature aggregation, central at Ethereum’s scale, without
a SNARK prover, so the consensus-critical aggregate stays a single ~96-byte BLS signature, about
three orders of magnitude smaller than the hundreds of kilobytes a SNARK-aggregated hash-based
alternative needs per aggregate, as in the current proposal for post-quantum Ethereum consensus; and
(ii) needs only an additional ~590-690 bytes per epoch of per-validator reveal traffic.

Security holds as long as a standard pairing-based variant of the computational Diffie-Hellman problem
(co-CDH’) cannot be broken by a quantum computer within the 6.4-minute duration of an Ethereum
epoch; we discuss the hardware and time budgets such a break would require today, and how they may
shrink as quantum hardware improves.

We also provide a formal model and security analysis for the construction, and, of independent interest,
a new analysis of BLS where the secret key is sampled similarly to the Dodis—Yampolskiy VRF (IACR
PKC 2005) and the adversary is given a related group element as leakage.
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1 Introduction

A large-scale fault-tolerant quantum computer will eventually be built, maybe even in the near future [2].
Since Shor’s quantum algorithm [4§] is able to break the discrete-logarithm problem on elliptic curves in
polynomial time, quantum attacks will force the retirement of currently deployed digital signatures and
generally disruptvour technological infrastructures, unless we upgrade it by migrating to quantum-secure
schemes in advance. We explore new tradeoffs in the design space of post-quantum migrationH.

Migration brings costs with it. Quantum-secure signature schemes are longer than discrete-log based ones
(as an example, a single hash-based signature runs to kilobytes rather than tens of bytes [9]). The algebraic
structure of cyclic groups allow for simple ways to aggregate signatures such as BLS [[13,11] (where many
signatures on the same message by various signers can be consolidated into a single signature attesting all
of them), while for post-quantum schemes all known solutions require succinct proof system [ll]. Similarly,

-

5 Our focus is on primitives where security means unforgeability: signatures, functional commitments 7], and

cryptographic proofs [10]—as opposed to for example encryption and key encapsulation.



threshold schemes (where a secret signing key is shared among many parties to protect it from break-ins)
are short and non-interactive over discrete-log but often involve at least three-rounds [24] for post-quantum
signatures. Finally, the knowledge-soundness analysis of Sigma-protocols [4] (one of the canonical form of
zero-knowledge proofs—see discussion below) is almost straightforward in pre-quantum schemes, but suffer
from additional complications in lattice-based post quantum scheme (rejection sampling, soundness slack
and approximation factors) [5,47].

These costs do have an impact on existing systems. A naive replacement of TLS certificates with post-
quantum signatures caused a steep rise in failed connections due to signature/certificate size and middlebox
incompatibilities [62]. In Ethereum—a system holding tens or hundreds of billions of dollars [(]—consensus
is viable in part because a million validators’ votes (expressed as BLS signatures) aggregate into a single BLS
signature that any node can assemble; the leading proposal for post-quantum replacement of this mechanism
replaces the simple BLS aggregation through a "generic” zk-proof, at hundreds of kilobytes per aggregate and
proving hardware requirements that would narrow aggregation to a few well-resourced nodes (see Section ).

Motivated by the above, in this work we study this seemingly paradoxical question:

Can a pre-quantum primitive still give meaningful guarantees once a cryptographically relevant quantum
computer exists, preserving some of the properties that make it attractive?

Transient security. In this work we study settings where the question above has an affirmative answer. We
consider scenarios where to be effective, an adversarial attack should land within a “short term” window
(examples with such property include standard authentication settings, where a credential is useful only until
its window closes, or settings with periodic nonces, as in our main case study—the Ethereum consensus).
In these cases, if a prequantum primitive can guarantee unforgeability only within that window of time (a
transient form of quantum security), this may effectively yield a full-blown form of security even against
quantum attacker. To be useful, such schemes should still establish long-term binding between keys and
identities, which would be impossible using only pre-quantum schemes. To achieve that we assume that
users hold long-term keys associated to a post-quantum resistant scheme (jumping ahead, these keys are
used to ”certify” the ephemeral pre-quantum keys and bind them to the user identity).

The template above does not automatically guarantee a meaningful form of security, if executed naively,
or if applied in the wrong setting. In this paper we show effective and plausibly applicable instances of this
type of blueprint.

1.1 Ouwur Contributions

Our work gives an initial formal treatment of transient quantum-security, the practical implications of it for
the case of elliptic-curve cryptography, and the high-impact application case study of Ethereum consensus.
In the process we develop a variant of the BLS scheme, with a modified proof of security, which may be of
independent interest. More specifically:

— A specific high-impact case study for transient quantum security: we propose a post-quantum solution for
Ethereum consensus that can rely on a BLS aggregation (without SNARKS) and has overall bandwidth
comparable to current pre-quantum solutions. In contrast, proposed solutions rely on zkVM proofs,
adding hundreds of kilobytes and centralizing aggregation to few provers. Our construction is novel and
based on a periodic refreshing of BLS keys. Our techniques for key sampling are inspired by Dodis
and Yampolskiy’s Verifiable Random Function [25]. We model our construction through a new natural
primitive—signature with preregistered keys—which might be of independent interest.

— A discussion of transient quantum security for assumptions based on elliptic curves (Section H),

— A formal model for transient quantum security that draws from the notion of fine-grained cryptography
(Appendix B),

5 Not from the pre-quantum primitive alone: the idea is to compose it with a post-quantum one, using as little of
the latter, and its cost, as possible.



— As an additional contribution, we provide a new analysis of BLS in presence of specific forms of leakage
and we prove its security based on a standard variant of the Computational Diffie-Hellman assumption
(Appendix @, extended to adaptive adversaries in Appendix E)

2 Overview of This Work

2.1 Motivating Our Case Study

Context on Ethereum consensus and current proposals for a quantum-resistant migration. In Ethereum’s
proof-of-stake protocol a validator is a network participant that has staked ETH in exchange for the right,
and the obligation, to vote on the chain’s head. Once per epoch, every active validator is assigned to a
committee and owes an attestation: a vote for the epoch’s checkpoint block, signed under the validator’s
BLS key so that the vote can be attributed to it and, crucially, aggregated with everyone else’s. Because
an epoch consists of 32 slots, roughly 6.4 minutes, and at current participation on the order of a million
validators each owe one attestation per epoch, publishing them individually is not viable. What makes it
viable is that BLS is homomorphic in both keys and signatures [13,[11]: attestations are aggregated first
within a subnet and then into a single signature, by any node that happens to see them, using nothing but
group operations.

A leading proposal [50] from Ethereum’s research community for a post-quantum consensus layer works
like this at the high level: validators attest with a stateful hash-based scheme, and a block’s attestations
compress into one single certificate from a hash-based proof system, e.g., one running over a zkVM [16,27,26].

Drawbacks of the current proposals. While this approach is sound from a security standpoint, it comes at
several costs. The first is centralization: aggregating now requires producing proofs at high-throughput and
related hardware (current prototypes need high-end consumer hardware to sustain on the order of a thousand
signature proofs per second [b0]). So the set of aggregators, open to any node today, narrows to whoever can
afford that hardware. Second, complexity: consensus now depends on two new stacks, a stateful hash-based
signature scheme and a zkVM, in place of the single BLS pairing check it replaces; zkVMs are complex
software objects [14, Appx I]. Third, instability: unlike BLS aggregation, whose handful of group operations
have been unchanged since it was specified, a SNARK-based aggregator commits the protocol to a proving
stack—hash function, arithmetization, designs of proving backends—that is still being actively re-optimized.
While it may be reasonable to incorporate these improvements to reduce validation costs and hardware
requirements, this would also make consensus-critical code arguably less stable and more bug-prone. Finally,
bandwidth: the aggregate proof itself runs on the order of hundreds of kilobytes [50], against BLS’s 96 bytes
today.
In the following paragraphs we present a different construction that addresses these limitations.

2.2 Owur Construction for Ethereum Consensus in a Nutshell

Here we describe our construction and some instantiation choices for it. An alternative formal description
is in Section f. We assume_the reader to be familiar with the standard notion of hiding commitment and
with vector commitments [21]] and with the BLS signature scheme [13]; these are all described formally in
Section J.

The key idea and challenges. A validator holds a long-term post-quantum identity and, once per epoch,
publishes a fresh ordinary BLS public key bound to that identity, which it will use for attestation. Making
this vague template work requires us to solve a few challenges: i) binding: the BLS keys cannot simply
be freshly sampled every epoch. This is to ensure specific properties in the Ethereum consensus as related
to weak-subjectivity checkpoints. Simply put, the system should be able to tie a BLS key to a validator’s
identity and to an epoch seed within a certain window. ii) efficient provability: given the previous constraint,

" A public, per-epoch value derived on-chain (e.g., from RANDAO [41])); see S below.



validators should be able to prove how new BLS keys are tied to their identity and to an epoch’s seed. Using
a post-quantum signature each time would be a non-starter for our efficiency goals. i) quantum-resistance:
naturally, we want a quantum adversary not to be able to forge attestations for an epoch or to generally
compromise the system. The main challenge here is how to obtain a form of transient quantum-security
(as informally described in the introduction) that can be effective by relying substantially on pre-quantum
primitives for attestation and for tying BLS keys to long-term identity.

Our solution solves these problems by combining a cheap post-quantum primitive (Merkle trees, a vector
commitment) with a way of sampling keys that is “deterministic” (given a secret the validator committed
to at the beginning of the time window) and that has (under the hood) unique proofs. For the latter, our
techniques are inspired by the verifiable pseudo-random function by Dodis and Yampolskiy [25].

The final attestation in our construction works exactly as today (a BLS signing operation) and is, as a
consequence, aggregatable in the same way and without proving. We discuss the security properties of our
construction later in this section.

The construction proceeds in windows of N consecutive epochs: registration is done once per window in
an offline stage, and each epoch reveals a single pre-committed element shortly before it is used. Figure
summarizes the flow.

window w: one signed commitment over N epochs

1 1 1 1 1 1 1 time
epoch 1 2 /z N

(Registration (offline) ) Epoch i

sample generators g1, gs from reveal K; at offset §

beacon,, publish pk;, m;; attest with sk;

sample per-epoch k;, K; = gé”
commit the K;; PQ-sign the
commitment (with long-term
| key)

J

Fig.1. Timeline of one window. Registration samples the generators from a public beacon, derives the per-epoch
keys, commits the per-epoch elements, and signs the commitment once with the long-term post-quantum key. Each
committed element K is revealed only at offset § before its epoch, and the epoch’s attestation is an ordinary BLS
signature under the resulting fresh key.

The per-epoch key. Before we discuss what happens in the offline stage, we discuss the nature of the per-epoch
keys. The generators gi, g2 are drawn once per window from a public unbiasable beacon (RANDAO [41]);
this step_is optional but may provide concrete hardening against certain types of preprocessing (see also
Remark ). From its identity the validator derives a per-epoch secret k; € Z,., and, for the public per-epoch
seed S € Z, taken from the chain, sets

1 1/ (ki +5) k
ki = . pk =g/ K = gk
S kz +S p 7 gl 92

Here pk; is an ordinary BLS public key, and the element K; ties it to the identity through the pairing: a
verifier checks the binding by the single equation

e(pk;, K; 925) =e(g1,92)-

Attestations in epoch i are then ordinary BLS signatures under sk;, and they aggregate as usual.



EXp?_CDH/ ()\)

g1 <$G1; g2¢3$Go; a<sZy; h<+sGe
h* <~ 5(9179279%793711)
return 1 iff A* = p*

Fig. 2. The co-CDH’ experiment for Definition E

Performing and verifying key registration. The per-epoch elements K7,..., Ky (notice that these are not
BLS keys but are used to sample such keys as described above) of a window are committed once, using a
hiding commitment placed inside a position-binding vector commitmentH, and the resulting commitment is
signed with the long-term post-quantum key. We stress that this is the only moment in which a validator
relies on a post-quantum signature. Each K; then stays hidden until it is revealed, together with its opening,
at an offset ¢ before its epoch. Checking that this is the right key involves checking an opening proof for the
vector commitment (e.g., a Merkle path) and the opening of the hiding commitment against the previously
registered root.

Possible instantiations and efficiency. A simple instantiation for the vector commitment can rely on Merkle
trees with Blake or SHA3. Such a hash function may also be used for the hiding commitment. BLS12-381
can be used to instantiate the elliptic curve with bilinear pairing. The validator’s long-term identity key can
use a hash-based signature key, for example an XMSS or SPHINCS+ key [9]. At every epoch the required
bandwidth is approximately 600 bytes (see Table m in Section }.3).

Security. Binding and unforgeability hold against any efficient classical adversary under the co-CDH’ as-
sumption and the security of the hiding and vector commitments. If the commitments are post-quantum
secure (as it should be the case for our instantiations), binding holds against any efficient quantum adversary.
The construction is unforgeable under the assumption that co-CDH’ cannot be broken within a single epoch.

We discuss other items specific to Ethereum consensus in Section fj and provide concluding remarks in
Section |[f.

3 Preliminaries

Pairing groups. Let Gy, Go, and Gr be cyclic groups of prime order r with a non-degenerate, efficiently
computable bilinear map e : Gy x Go — Gp. We instantiate the construction over BLS12-381, where a
compressed element of G; occupies 48 bytes and a compressed element of Go occupies 96 bytes. BLS public
keys are taken in G; and signatures in Go [13]. A hash-to-curve function HashToCurve maps a message to a
group element.

BLS and the co-CDH’ assumption. We recall the standard BLS signature scheme [13].

Definition 1 (BLS). With groups Gi,Ga,Gr and pairing e as above and H : {0,1}* — Gy a random
oracle, BLS := (KG, Sign, Vfy) is given by Setup(1*) sampling generators gi,go; KG(1*) sampling x s Z*
and returning sk := x, pk := g%; Sign"(sk, m) := H(m)*; and Vfiy™ (pk,m, ) = 1 iff e(g1,0) = e(pk, H(m)).

Definition 2 (co-CDH’ assumption [[7]). The co-CDH’ assumption holds if for every PPT adversary S,
Pr [Exps P (A) = 1] < negl()),

where Exp® P is in Fig. B

8 E.g., registration posts the Merkle Root built on top of Com(kK1),...,Com(Kxy) as leaves where Com is a hiding
commitment.



Signatures with auziliary input. The security of BLS in our setting is captured by unforgeability in the
presence of an auxiliary input derived from the randomness used to generate the key; we develop this model
together with its analysis of BLS in Appendix @

3.1 Commitments and Vector Commitments

Definition 3 (Commitment scheme). A commitment scheme over a message space M is a pair
of polynomial-time algorithms (Setup, Com): Setup(1*) is randomized and outputs public parameters cpp;
Com(cpp,m;r), for m € M and randomness r, is deterministic given r and outputs a commitment c. An
opening of ¢ is a pair (m,r) with Com(cpp,m;r) = c.

Definition 4 (Binding and hiding). Com is binding if for every PPT adversary A, the following is
negligible

cpp < Setup(17),
(m,r,m’,r") s A(cpp) |-

Pr [m # m/ A Com(cpp, m;r) = Com(cpp,m’;r’)

Com is hiding if for every PPT adversary A,the following is negligible

1

Pr [b’ =b

cpp < Setup(1*); (mg,my,st) < A(cpp); b+ {0,1}; 1
r «${0,1}*; ¢« Com(cpp,mp;7); b + A(st,c)

Definition 5 (Vector commitment). A vector commitmentVC := (VC.Setup, VC.Commit, VC.Open, VC.Verify)
is a tuple of polynomial-time algorithms:

— VC.Setup(1*, N) is randomized and outputs public parameters vpp for vectors of length N.

— VC.Commit(vpp, (v1,...,vn)) is randomized and outputs a commitment C' together with auxiliary open-
ing state st.

— VC.Open(vpp, st, i), for a position i € {1,..., N}, outputs an opening 7.

— VC.Verify(vpp, C,i,v, ) is deterministic and outputs a bit.

It is correct if for every (vi,...,vN), every (C,st) in the image of VC.Commit(vpp, (v1,...,vN)), and every
i

VC.Verify (vpp, C, ,v;, VC.Open(vpp, st, 1)) = 1.

Definition 6 (Position binding). VC is position binding if for every N = poly(\) and every PPT
adversary A,

v#v A VCVerify(vpp, C,i,v,m) = 1| vpp + VC.Setup(1*, N),

Pr
= VC.Verify(vpp, C,i,v", ') (C,i,v,0",m,7") «s A(vpp)

< negl(A).

Unlike Definition , A chooses C' itself; the game does not require C to come from an honest VC.Commit
call.

Remark 1 (Merkle trees as post-quantum position-binding vector commitments). Merkle Trees can be seen as
position-binding vector commitments [?]. If instantiated with post-quantum collision-resistant hash functions,
as it is common (with rare exceptions [18,19]), their security can be assumed to hold against quantum
adversaries.

4 Signatures with Fresh-Key Preregistration: Model and Construction

We model our construction as a special primitive where one can commit in advance to N future signing
keys, then open each one—against a public tag, fresh for that opening, and with a proof that it matches its
commitment—only when it is about to be used. We record this pattern as its own primitive, built on top of
an ordinary signature scheme.



Definition 7 (Signature with fresh-key preregistration). A signature scheme with fresh-key prereg-
istration, implicitly parameterized by a window length N € N, is a tuple of six polynomial-time algorithms
(Setup, Prereg, OpenFreshKey, VfyFreshKey, Sign, Vfy):

— Setup(1*) is randomized and outputs public parameters pp.

— Prereg(pp) is randomized and outputs commitments cmy, ..., cmy together with auxiliary state aux.

— OpenFreshKey(7, tag, aux), for an index ¢ € {1,...,N} and a tag tag drawn from a tag space T, is
randomized and outputs a fresh key pair (pk,sk) together with an opening 7.

— VfyFreshKey(cm, i, tag, pk, 7), for an index 7 € {1,..., N}, is deterministic and outputs a bit.

— Sign(sk,m), for a secret key sk and a message m, is randomized and outputs a signature o.

— Vfy(pk,m, o) is deterministic and outputs a bit.

All properties below are stated with respect to an efficiently computable tag distribution Dyag: a PPT algorithm
that, given pp and the commitments oulput by Prereg (or, in Fig. |, the single commitment cm chosen by
the adversary), outputs a distribution over T from which each tag is independently sampled.

Remark 2 (Strengthening the tag distribution). Letting Di,e depend only on pp and the commitments
already models a tag source that is public but not fixed in advance, such as a beacon. The definition can be
easily strengthened further by also handing Dy, any other public material accumulated so far—for instance
previously drawn tags and their signatures—to model a tag source that may adapt to the protocol’s own
history. Our security claims would not be affected by this.

Correctness. Honestly opened keys verify against their commitment and behave like an ordinary signature
key pair.

Definition 8 (Correctness). (Setup, Prereg, OpenFreshKey, VfyFreshKey) is correct with respect to Dyag if
for every i € {1,..., N} and every message m, the following quantity is overwhelming

pp < Setup(1?)
VfyFreshKey(cm;, i,tag, pk,m) =1  (cmy,...,cmy, aux) < Prereg(pp);
A Vfy(pk,m,Sign(sk,m)) =1  tag <s Drag(pp,cmy, ..., cmy)
(pk, sk, ) < OpenFreshKey(i, tag, aux)

Binding. No commitment, however adversarially chosen, opens the same position to two different public keys
under the same tag.

Unforgeability. Even after N full fresh keys are exposed and the challenge key’s opening is made public,
forging under the challenge key beyond what its signing oracle already reveals remains hard.

Definition 9 (Binding). (Setup,Prereg, OpenFreshKey, VfyFreshKey) is binding with respect to Dyag if for
every adversary A (classical or quantum),

Pr [Expi’f\”d(/\) = 1] < negl(A).

Definition 10 (Unforgeability). (Setup, Prereg, OpenFreshKey, VfyFreshKey) is (strongly) unforgeable
with respect to Dyag if for every PPT adversary A,

Pr [Expiﬁrge()\) = 1] < negl(\) .

Remark 3 (On modelling choices). This model was designed to be readable and simple while still conveying
the most important (and less obvious) security properties of our setting and construction. We discuss some
of these choices. First, we decided not to include any aspect related to “long-term” keys or authentication
of registration material through those. These are immediate to model and to obtain by adding signatures



Expind ()\) Expforge ()\)

A
pp + Setup(1™); pp  Setup(1*); (cmy,...,cmy, aux) < Prereg(pp)
(cm, i, st) < A(pp) tag,,...,tagy <% Dug(pp,cmy,...,cmy)
tag <=5 Diag(pp, cm) fori=1to N—1 do
(pk, pk’, 7, 7") <= A(st, tag) (pk;, sk;, m;) < OpenFreshKey(i, tag,, aux)
return 1 iff pk 7 pk'A (pk™,sk™, ") < OpenFreshKey(N, tag, aux); Qsign <

VfyFreshKey(cm, i, tag, pk, ) = 1A n(sk™ - No1 v a
szFreshKeﬁcm,i,ta; Pk',Tzl) =1 (m, o) AT >(pp, {(pk;, sk, cmi, i, tag;) },_, , cmn, pk*, ,tagN)
return 1 iff (m,0) € Qsign A Vfy(pk™,m,0) =1

Fig. 3. The binding experiment for Definition H The

adversary fixes the target position i itself, alongside Fig. 4. The unforgeability experiment. Qsign is the set of

cm, before seeing tag. message-signature pairs returned by the Sign(sk™, -) oracle.

appropriately and were not closely related to the most interesting technical aspects of the construction.
Similarly, we do not model aggregation of per-epoch signatures—this is immediate for our construction and
may have added unnecessary complexity. While in our construction we employ a vector commitment (which
is essentially a single commitment for each of the epochs) this is an optimization that may be useful in some
settings but not in others. A more general, and still natural, model would have an individual commitment
per epoch; our final design follows this pattern. The reader will notice some minor gaps between what is
described in Section and what is in Section @ related to some of the above. These gaps are intentional
and innocuous and are due to the different goals of the sections (providing a formal anchor for analysis
and providing an intuitive consensus-related construction). Finally, for simplicity, we did not model more
complex aspects that are specific to consensus (such as security as related to quorum, etc.) but discuss some
of these informally in Section §.

4.1 Our construction as a signature with preregistered keys

Section g instantiates (Setup, Prereg, OpenFreshKey, VfyFreshKey, Sign, Vfy), for the window length N of
Section R.2, as follows, over the pairing groups G1, Gs, G of Section% and with tag space T = Z,, the tag
tag instantiated as the public per-epoch seed S. The theorems below—correctness, binding, and unforgeability
of this instantiation—are proven for Dy, the constant function, independent of pp and the commitments,
that always returns the uniform distribution over Z,, matching S as sourced from a public random beacon;
Definitions [ to [L0 above hold for an arbitrary efficiently computable Dy,.

We describe the construction in terms of an arbitrary position-binding vector commitment VC (Defini-
tion ) and an arbitrary binding-and- hiding commitment scheme Com (Definition H)), generalizing the single
Merkle tree of Section E Both are set up once, in Setup, for the scheme’s fixed window length N, so that
Prereg(pp) never has to run either scheme’s own setup itself.

— Setup(1*) samples generators g; € Gy, gz € G, commitment parameters ppc,, < Com.Setup(1*), and
vector-commitment parameters ppyc < VC.Setup(1*, N), and outputs pp = (G, G2, Gr,e,7, g1, 92, PPcoms PPvc)-

— Prereg(pp) samples k1, ..., ky +$ Z, directly and independently; sets K; = glg", samples fresh randomness
r;, and sets ¢; := Com(ppcoms Ki;7:) for i = 1,..., N; runs (C, st) <= VC.Commit(ppyc, (c1,--.,cn)); and
outputs the single shared commitment cmy = --- = cmy := C and aux := (k1,...,kn,71,...,7N,St).

(ki+S)

— OpenFreshKey(7, S, aux) outputs pk := pk, = gi/ , sk :=sk; = 1/(k; + 5), and the opening 7 :=

(K, ri,mY¢), where mY¢ < VC.Open(ppyc, st, ).
— VfyFreshKey(C, i, S, pk, (K, r, 7V¢)) accepts iff
VC.Verify (ppyc, C; i, Com(ppcom, K;7), 77C) = 1

and the pairing equation e(pk, K - g5) = e(g1, g2) holds.



— Sign, Vfy are exactly BLS (Definition E) Sign(sk,m) = H(m)™ and Vfy(pk,m,c) = 1 iff e(g,0) =
e(pk, H(m)).

Remark 4 _(Per-window generators). In constrast to the description above, the final protocol described in
Section @ instead resamples g1, g2 = HashToCurve(beacon,,) fresh every window from an unbiasable public
beacon, rather than fixing them once in Setup. Refreshing the generators every window is an optional hard-
ening on top—it denies an adversary the ability to precompute against a single, standing pair of generators
across windows, narrowing precomputation to whatever it can do inside one window. Fresh group param-
eters may double the time required to break DLOG with current approaches and parameters (see [6, II.B]
and [20]).

4.2 Analysis

Correctness. Fix i € {1,..., N} and a message m. Run pp < Setup(1?), (cmy,...,cmy,aux) < Prereg(pp),
S <% Drag, (pk,sk,m) + OpenFreshKey(i, S, aux), so pk = gi/(ki+s), sk =1/(k; + S), and m = (K;,r;, 7€)
with K; = 9}2“ Since Com’s commit is deterministic given r;, recomputing gives Com(ppcom, Ki;7i) = ¢
with probability 1; since 7T,>/C is an honest opening of the vector (ci,...,cn) at position ¢, VC’s correctness
(Definition E) gives VC.Verify(ppyc, C, i, c;, m/¢) = 1 with probability 1, so VfyFreshKey’s first check passes.
Provided k; + S # 0—which fails with probability exactly 1/r over the uniform k;, independently of S—sk
is well defined and
e(pk, Ki-g5) = (/" *, gf %) = e(g1, 00),

so the pairing check accepts too, and VfyFreshKey(cm;, i, S, pk,7) = 1. Finally Vfy(pk,m, Sign(sk,m)) = 1
with probability 1 by the correctness of BLS (Definition m) e(g1,Sign(sk,m)) = e(gy, H(m)%*) =
e(g3*, H(m)) = e(pk, H(m)). Both conditions of Definition H hold except with probability 1/r = negl(\).

Theorem 1 (Binding). If Com is binding (Definition ) and VC is position binding (Definition B), then
the instantiation of Section is binding with respect to Dyg (Definition |9).

Proof. Suppose A wins Fig. E: it outputs cm = C and a position 4, then, on a tag S <$ Dy,

two accepting bindings pk # pk’ with openings 7 = (K,r,7V¢) and 7« = (K',7’,7'V¢)—both
checked at the same i, since the adversary fixed ¢ once, up front, alongside cm. Verification requires
VC.Verify(ppyc, C, i, Com(ppcom, K;7), 7V¢) = VC.Verify(ppyc, C, i, Com(ppcom, K';7/), 7VC) = 1 and

e(pkv K- gZS) = e(pk/7 K'- gZS) = 6(917 92)

Case 1: K = K'. Then Q := K - g5 is the same nonzero element for both bindings, and by non-degeneracy
of the pairing the map h + e(h, Q) is injective on G, forcing pk = pk'—contradicting pk # pk’. This case
cannot occur.

Case 2: K # K'. Write ¢ := Com(ppcom, K;7) and ¢’ := Com(ppcom, K';7). If ¢ = ¢/, the adversary has
found (K,r) # (K',r") with Com(ppcom, K;7) = Com(ppcom, K';77), breaking the binding of Com (Defini-
tion H), which happens with probability < negl()\) by hypothesis. If ¢ # ¢/, the adversary has produced two
accepting openings of the same commitment C' at the same position ¢ for different values ¢ # ¢/, breaking
the position binding of VC (Definition B), which happens with probability < negl(\) by hypothesis.

Theorem 2 (Unforgeability under co-CDH’). If the co-CDH’ assumption holds (Definition @), then the
instantiation of Section is unforgeable (Definition ) against classical adversaries, for Di,g the uniform
distribution over Z,.

Proof. We reduce directly to Theorem E Given a forger A against Exptzrge(/\) (Fig. H) for this instantiation,

/x

build B against BLS with auxiliary input Z(z) = gé : on challenge (pp, pk*:g"f,aux:gé/x), with oracle

access to H and Sign(sk*,-) = H(-)?,



Component Size Notes

pk; 48 B BLS key, Gi element

K; 96 B committed public item, G2 element

nonce 7; 32 B commitment randomness

Merkle path 7Y¢ 32[log, N1 B —

Total ~ 592-688 B monthly (N=2"%, ~36 d) to ~10 months (N=2'°)

Table 1. Per-epoch published binding over BLS12-381, compressed. The range in the total refers to the window
estimated above (monthly or almost yearly).

B(pp, pk*, aux)

PPcom Com.Setup(lA); PPvc VC.Setup(lA,N)
tagy,...,tagy <% Disg

ki,....kn—14$%Zy; Ki<ghifori=1,...,N—1
Kn + aux- g;tagN

sk, < 1/(k; +tag,); pk; « g fori=1,...,N—1
r1,...,7n <${0,1}"

¢i + Com(ppcom, Kisri) fori=1,...,N

(C,st) + VC.Commit(ppyc, (c1,--.,cn))

¢ VC.Open(ppyc,st,¢) fori=1,...,N

(m, o) « A"SENET) ((pp, PPCom> PPVC)»

{(pki,Ski7C7 (Kiyri,ﬂ-yc)?tagi)}i-v:7117 07 pk*7 (KN7TN77rXTC)7 tagN)

return (m, o)

By construction Ky = g;/w : g;tagN = g;/xftagN, exactly the value gé”‘N that an honest Prereg(pp) call
would have produced with ky := 1/x — tagy, and correspondingly gi/ (knttagy) _ g7 = pk™ matches the

given challenge key—so B never needs z itself to build Ky or cy, only group operations on aux followed
by an honest evaluation of Com. Since x < Z} is uniform and independent of tagy, 1/z is uniform on
Z¥ and kny = 1/x — tagy is uniform on Z, \ {—tagy}, within statistical distance 1/r of the real game’s
kn <8 Z,—the same negligible edge case, kx +tagy = 0, as in the correctness argument above. Every other
value—Fky, ..., kn—1, all the tags, all the commitment randomness ry,...,7y, the parameters ppcom, PPvc;
the VC commitment and its openings, and the per-position commitment cm; = C handed to A alongside
each opened key (recall cm; = -+- = cmy = C in this instantiation)—B builds itself, honestly, using only
fresh randomness and its H, Sign(sk™, ) oracles, none of which requires z. So the tuple B hands A is within
statistical distance 1/r of what Exptflrge()\) itself would hand it, the oracle is the same Sign(sk®,-), and both
declare a win on the identical condition (m, o) ¢ Qsign AVfy(pk™, m, o) = 1. B returns A’s output verbatim, so
(m, o) is a valid, fresh forgery under pk* for B exactly when it is one for A. Hence B’s advantage against BLS
with auxiliary input g;/ ¥ is at least A’s advantage in Expizrge()\) minus 1/r. By Theorem E, B’s advantage is
negligible under co-CDH’; hence so is A’s, which is exactly Definition [L0.

4.3 Efficiency

Table m summarized the size of the per-epoch reveal over BLLS12-381 with compressed encodings; the dominant
term is the Merkle path, which grows logarithmically in the window length. The object that dominates the
bandwidth is the per-window registration message. It includes a 32-byte Merkle root and a post-quantum
signature on it. A hash-based signature is a few kilobytes [26] (for example, stateless SLH-DSA is ~ 7.7 to
17 kilobytes [9]). This is paid per validator and per window. This is the main argument for longer windows
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Operating point Logical qubits Toffoli Physical qubits At rest On-spend

low-gate 1450 70M <500k 18 min 9 min

low-qubit 1200 90M <500k 23 min 12 min
Table 2. Resource estimates for one secp256kl ECDLP break, from Babbush et al. [6]. The two points trade logical
qubits against gate count. Physical qubits and wall-clock are for a superconducting (fast-clock) CRQC at a 1073
physical error rate and planar connectivity; the on-spend column is a primed run, which halves the at-rest time.
Neutral-atom and ion-trap (slow-clock) devices are two to three orders of magnitude slower.

between registrations. The verification time, and whether these are stored on or off the chain, are deployment
questions we leave open.

Registration is O(NN) and offline. Per epoch, the prover performs one modular inversion, one fixed-base
exponentiation in G, and a path retrieval. the verifier performs one Merkle check of [log, N|+2 hashes (the
path, plus recomputing the leaf H(i || ¢;) and the commitment ¢; = H(K; || 7)), one scalar multiplication g5,
one multiplication in G5, and one two-pairing product, which is amortizable across validators. The window
length is the one tunable knob: shorter windows push the preprocessing horizon toward epoch scale. It
strengthens the timing assumption but at the cost of re-signing the root more often. Sampling generators
per epoch would tighten the horizon fully but is incompatible with pre-committing K; = glg", which needs
g2 known at registration.

5 Post-Quantum Resistance of Our Construction (and Similar Primitives)

Our security claim with respect to quantum adversaries (informally stated).

Under the assumption that no quantum computer can break co-CDH’ within the time associated to an epoch,
then our construction is secure against unforgeability attacks. If the (vector) commitment used in
Section are post-quantum secure then our construction is secure against binding attacks.

The binding half of the informal claim does not depend on any fine-grained /timing assumption on quan-
tum attacks: Theorem [I| shows the construction is binding (Definition E) whenever the underlying commit-
ment and_vector commitment are, with no timing assumption needed. The unforgeability half stems from
Theorem H What ties this running-time budget to the epoch structure of the security games (Fig. @) is that
the construction reveals its committed elements sequentially, one per epoch, so an attack targeting a given
epoch’s key can only ever draw on the compute available during that epoch, not on work done earlier against
a different one. By construction each tree leaf is hidden until it is revealed at offset ¢ (under the assumption
that the hiding property of the commitment is quantum-resistant). Hence an adversary won’t be able to
target the related group elements before these are revealed.

Estimating quantum resources required to break our assumption. We now discuss what lets us instantiate
T concretely. To do this we rely on recent estimates of wall-clock breaks of elliptic curve assumptions. The
most recent resource estimates for breaking the 256-bit ECDLP over secp256k1 are due to Babbush et al. [f]
and are summarized in Table P. A single break needs on the order of 1200 to 1450 logical qubits and 70 to
90 million Toffoli gates. On a superconducting (fast-clock) machine at a 10~3 physical error rate and planar
connectivity, this translates to fewer than half a million physical qubits and a wall-clock of 18 to 23 minutes
at rest, or about 9 to 12 minutes for a primed, “on-spend” break. The wall-clock time for the break depends
on the architecture: superconducting, silicon, and photonic hardware are fast-clock, whereas neutral-atom
and ion-trap (slow-clock). These devices run elementary operations two to three orders of magnitude slower
and are not expected to complete an on-spend break at all. This is favorable against ephemeral BLS keys
where even the fast-clock on-spend estimate of about 9 minutes exceeds the 6.4-minute Ethereum epoch.
So, a fresh instance revealed at offset § cannot be broken within its epoch, and on slow-clock hardware the
margin is far larger.
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These are point-in-time estimates, and the trend is downward: more aggressive qLDPC codes could cut
the physical-qubit count toward one hundred thousand [], and a public benchmark, ecdsa.fail [2§], is actively
driving down the qubit—Toffoli product of the point-addition circuit, a sub-circuit of the full ECDLP break.
So, its figures are not directly comparable to those in Table P . We therefore treat the budget B as a moving
target; a general, quantitative treatment relating B to the freshness window is deferred to the companion

paper.

ECDLP versus co-CDH’ The estimates above are for ECDLP. Our assumption, however, is about co-CDH'.
The two are equivalent only up to caveats,? so translating the numbers carries uncertainty. Because our groups
are pairing-friendly, co-CDH’ admits an attack with no analogue on the non-pairing curves the estimates
target. The MOV /Frey—Riick embedding [39,34] sends the instance into Gy = F;k. There one runs Shor
over a finite field rather than an elliptic curve. Finite-field exponentiation admits cheaper reversible circuits
than elliptic-curve point arithmetic. The reason is that point arithmetic needs a modular inversion, which is
expensive to make reversible. However, G is about k times larger, with k£ = 12 for BLS12-381. Whether this
pairing route beats running Shor directly on the curve is therefore open. In particular, [6] targets secp256k1
and does not address it. Relative to those secp256k1 figures, the cost of co-CDH’ on BLS12-381 is bracketed
on both sides. Running Shor directly on the curve costs more, since BLS12-381 is larger than secp256k1.
The pairing route into G could cost less. We read the quoted numbers as an indicative proxy. Additional
concrete estimates for the cost of breaking co-CDH’, whether through DLOG or directly, are left to future
work.

6 Impact of Claimed Security for Ethereum Consensus

Ethereum’s PoS consensus protocol is attacked at the level of a stake-weighted quorum rather than a sin-
gle validator. A break of unforgeability against a validator gives the adversary the ability to attest as that
validator for one epoch. Moreover, Theorem [| provides a guarantee against equivocation (presenting a sec-
ond binding) independently of specific timing assumptions. A single forged key therefore impersonates one
validator for one epoch.

Ethereum is finalized by stake-weighted quorums. In the hybrid Gasper protocol [15], a checkpoint is
justified when at least two-thirds of the active staked ETH votes for it, and finalized once the next epoch’s
checkpoint is justified. Accountable safety makes reverting a finalized block cost at least one-third of the
stake. Finalizing a conflicting fork therefore needs the attestations of a stake-weighted supermajority. Because
Ethereum verifies the aggregate attestation against the product of the quorum’s public keys, forging a fork is
a single co-CDH’ break rather than one per validator. That break must land inside each targeted 6.4-minute
epoch. Attacks that instead break keys after the epoch has passed are discussed in SectionE

6.1 Security scope and limitations

The unforgeability guarantee of the construction concerns acting within an epoch. An adversary that recovers
an old ephemeral BLS key cannot change the chain seen by the nodes that were online at the time of the
finalization, as those nodes have already observed an honest quorum. A long-range attack enables two
things: First, using old-keys an adversary builds an alternative finalized history. This is the standard long-
range attack in PoS protocols, and is bounded by weak subjectivity [32]. Second, an adversary can forge a
conflicting attestation for a past epoch and submit it as slashing evidence against an honest validator.
Once the adversary recovers the epoch secret k;, it can derive a valid key gi/ (ki +S) for any seed S’ that
still verifies against the committed root. To limit the retroactive attestations to double votes, the seed S
must be pinned to the canonical checkpoint. The window length does not affect the live-safety/per-epoch

9 An ECDLP solver trivially solves co-CDH': recover a from ¢¢ and output %, so co-CDH’ is no harder than ECDLP.
The converse is known only under a Maurer-style reduction that requires an auxiliary elliptic curve of smooth order
[Bg].
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guarantee of the protocol. It is an optimization knob, and the long-range attacks mentioned here are bounded
by weak subjectivity regardless of the window length. A full treatment of the construction, including long-
range attacks and windows longer than one epoch, is left to the companion paper.

Attacking the aggregate key. BLS aggregation is homomorphic, so a quantum adversary can bypass the

; sk .
individual validator’s keys and target a quorum’s aggregate key apk, = HieQ pk; = glZ €Q® directly. A

valid aggregate BLS attestation on a conflicting block is H(m)>ic@ % so a single co-CDH’ break on apkg
forges the whole quorum’s vote rather than one break per validator. This does not lower the guarantee, since
the aggregate instance has no useful auxiliary input. The per-key elements g;/ ki — K; g5 do not combine
into a witness for ZiEQ sk;, so the instance is at least as hard as co-CDH’ and no easier than the per-epoch
exclusivity break. The key apk, is also computable only once the pk; are revealed at offset 4, so it is a fresh,
one-epoch instance under the same timing assumption (Section ff). The aggregate attack thus changes only
the count, and forging finality is still one fresh break per epoch.

The shortcut, however, can be closed at the consensus level. One way is to require validators to open
individual signatures for a random, post-commitment challenge subset before an aggregate signature is
accepted. Impersonating a validator then requires breaking its own key. An adversary then corrupts only
the validators it actually breaks, and safety holds as long as the broken stake stays below the threshold of
one third. An adversary targets high-stake validators, since stake per validator varies, for example under
EIP-7251 [42]. We leave a full treatment of this fix to the companion paper.

7 Related Work and Conclusions

Aggregatable post-quantum signatures. Post-quantum signature schemes generally suffer from lack of (direct)
aggregation and higher signature sizes. Aggregating hash-based signatures with a succinct proof [27] yields a
compact, roughly constant-size aggregate regardless of the number of signers n, but producing it in time needs
expensive proving infrastructure, so only a powerful party can aggregate. Standalone hash-based signatures [9]
avoid that cost but do not aggregate at all: publishing them costs n times a single signature’s size, around
7-17 kilobytes for stateless SLH-DSA. Lattice multi-signatures [33] aggregate without a prover into a single
object, but one still noticeably larger than a discrete-log aggregate, and without key aggregation. Our
construction instead keeps a discrete-log signature’s aggregate constant—a single compressed Go element,
96 bytes regardless of n (Section B).

Works loosely related to transient security. Other works have informally investigated forms of transient
security in specific settings. Forward-secure signatures [§] run the same idea in reverse: they protect past
messages from a future key compromise, whereas we bet on a future break arriving too late. Rotating an
ephemeral key per transaction has been proposed directly for Ethereum [40] and Bitcoin [49,35], betting
that a quantum computer needs longer to break a key than the chain needs to confirm it; [44] estimates that
required downtime for Bitcoin and shows the bet fails once a computer is fast enough to break a key still
in flight, before the transaction settles. The discrete-logarithm-with-preprocessing model [22] has studied
(classical) settings where precomputed advice on fixed parameters does not help on an unseen instance.

Conclusions and future work. Transient quantum-resistance might be a viable avenue under the belief that
the type of scale to break the timing assumptions we make will not be achieved soon. We do not make the
claim that this is a replacement to more standard post-quantum migration strategies in every setting, but
that there exist settings that may strongly benefit from these tradeoffs. Interesting problems are studying
other scenarios that may benefit from such analysis and a treatment that takes into account quantum access
to a random oracle (treated only classically in this work).
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A Signatures with Auxiliary Input: Model and Analysis of BLS

The security of BLS in our setting is captured by unforgeability in the presence of an auxiliary input derived
from the randomness used to generate the key.

Definition 11 (Signatures and auxiliary-input unforgeability). A signature scheme II =
(Setup, KG, Sign, Vfy) in the random oracle model has the usual syntaxz and correctness, with H modeled
as a random oracle and KG writing its coins explicitly, KG(pp;r) for r +s {0,1}*. Let Z be an efficiently
computable function. We say II is strongly existentially unforgeable under chosen-message attack in the
presence of the auxiliary-input generator Z if for every PPT adversary A, the following quantity is negligible:

(m,a) ¢ QSign/\
VAy" (pk,m, o) = 1

pp « Setup(1*); r <= {0,1}*; (sk, pk) « KG(pp; )

T . H
(m, o) <5 AHC)SE k) (pp pk, Z(pp, 7))

where Qsign 5 the set returned by the signing oracle.

The following theorem states that BLS is unforgeable even when the adversary is provided an auxiliary

/

input Z(z) = ga/*. This is exactly the extra element our construction exposes.

Theorem 3 (BLS with auxiliary input g;/ac). If the co-CDH’ assumption holds, then BLS is strongly
existentially unforgeable in the presence of the auziliary-input generator Z(x) := g;/w (Definition )

Proof. For clarity, here we prove the selective case, in which the forger B commits to its target message
m before seeing oracle answers; the adaptive case is in Appendix [B. Assume B forges with non-negligible
probability . We build A against co-CDH’ that, on input a co-CDH’ tuple (Uy, Us, V1, Vo, W), proceeds as
follows.
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H(m) Sign(m)

if m € T: return T[m].val if mé¢T: H(m) (callit, to populate T[m])
Y <8 L (Ym, type, -) < T'[m)|

type < CHAL w.p. 4, else SIGN if type = CHAL : abort
val < (type = SIGN) ? aux”™ : h-aux’™ return (g3)™™

T[m] < (Vm,type,val); return val

Fig. 5. Simulated oracles.

AU, Uz, V1, Vo, W)

g1 < Ur; g2 < Va; pk < Vi; aux < Us

(m, state) + B((gl,gg), pk, aux)

set H(m) := W and H(m/) := aux"™', ~,,/ <8 Z, for m' #m
set Sign(m) := 1 and Sign(m') := g;™ for m' #m

return B">€" (state)

Write (Uy,Us, V1, Vo, W) = (g1, 92, 9%, 9%, h) as guaranteed by Definition E The tuple handed to B is
(g1, V2, V1,Uz) = (¢1,95,9%, g2), which by Lemma [| with 2 := a is statistically identical to an honestly
sampled (g1, g2, pk, Z(sk)) with sk = a. Note that in A’s namespace the generator of Gq is g2 := Vo = g9,
whereas aux := Us is the original generator; hence for m’ # m the value Sign(m’) = g, = V) =
(U™ = H(m')* = H(m/)* is the honest signature, and each H(m') = aux?’ is uniform in G,. Finally
H(m) = W = h is uniform and Sign(m) = L, matching the restriction that the target is never signed. Thus
B’s view is distributed as in the selective experiment, so it forges with probability e.

Whenever the forgery is valid, e(g1,0) = e(pk,H(m)) = e(g¢,h) = e(g1,h®), and injectivity of e(g1, -)
forces o = h®. Hence A returns ¢ = h® and breaks co-CDH’ with probability e.

Lemma 1. The distributions {(gl,gg,gf,g;/w) cg1 <8 Gy, g2 8 Go,x < Z5} and {(91,95,97,92) : g1 <3
G1,92 <8 Go,x <8 Z:} are statistically indistinguishable.

Proof (sketch). In the first distribution write g;/x = go; then go = g3, and (¢1,45, g7, g2) has the shape of
the second distribution with go uniform. The only discrepancy is the negligible event x = 0, excluded since
T $ 7.

B Adaptive Unforgeability of BLS with Auxiliary Input

We extend Theorem E to an adaptive forger B that chooses its target message after interacting with the
oracles. The reduction_combines the standard guessing technique for unique signatures with the generator
relabeling of Lemma [I|, so that the auxiliary input is simulated from a plain co-CDH’ instance and no
additional assumption is needed.

Let B make at most g5 signing queries. Given a co-CDH’ tuple (g1, g2, 9, g5, h), the reduction A sets, in
its own namespace, g1 as given, gs := g5 (the generator shown to B), pk := ¢¢, and aux := g (the original
generator). By Lemma [| with x := a, the tuple (g1, g5. 9%, g2) shown to B is distributed as (g1, g2, pk, Z(sk))
with sk = a. It answers oracle queries as follows (Fig. EL;, writing 6 := 1/(gs+1).

Here aux is the original generator, so a SIGN hash is H(m) = aux™ and its honest signature is H(m)* =
(95)7™, which A computes without knowing a. Both hash types are uniform in G, so B cannot distinguish
them. On a forgery (m*, o*) with m* of type CHAL, we have H(m*) = h-aux?" and o* = H(m*)® = h®-(g$)"",
so A returns h* = o* - (g¢)~7"; if m* is of type SIGN it aborts. The reduction succeeds when every signed
message is SIGN and the target is CHAL, which happens with probability 6(1 — §)% > 1/(e(gs+1)). Hence
a forger with advantage ¢ yields a co-CDH’ solver with advantage at least £/(e(gs+1)), and the loss is the
O(gs) factor inherent to unique signatures [[].
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C Fine-Grained Quantum Security

In this section we discuss formally what it means for a quantum adversary to break an assumption within
a specific amount of time and we show that breaking our construction leads to an attack against co-CDH’
with essentially the same amount_of resources. Notions of fine-grained adversaries have also been considered
before in the classical setting[23,17,36,51]. Our treatment is asymptotic for simplicity; we leave a concrete
treatment as future work.

Definition 12 (Fine-grained quantum adversary). Consider a quantum circuit family Q = {Qx},cy
(potentially with oracle gates) [53]. We say Q is S-bounded if for every parameter A, SIZE(Q) < S()).

In the context of security experiments, we will often talk about an S-bounded adversary to refer to an
S-bounded circuit family.
For a running-time bound 7', define the advantage functions

Advforge()\vT) = mEX Pr [Expizrge()\) = 1} )

Advco—CDH/()\’T) = max Pr [Expfq"'CDH,()\) =1],

the maxima taken over T-bounded quantum .4, S in Fig. H (for the instantiation of Section @7 at its fixed
window length N) and Fig. E (Definition E), respectively.

Theorem 4 (Fine-grained quantum unforgeability). There is a constant ¢ such that, for every T,
AdVE(N, T) < Advo P (T + &) + negl())

i.e. the construction’s advantage against a T-bounded quantum adversary is negligibly close to co-CDH’’s
insecurity against a (T + ¢)-bounded quantum adversary.

Proof. Fix a T-bounded quantum adversary A attaining Adv™®®(\, T) in Expizrge()\) (Fig. H) The proof of
Theorem E builds, from A, a forger B against BLS with auxiliary input g;/ * (Appendix JA|) winning with
probability at least Adv®® (X, T') — negl(\), running in time 7"+ ¢ for ¢ = O(N) group operations: B never
re-answers A’s oracle queries itself, it forwards them to its own identical oracles, so this step adds no per-
query cost, only the cost of assembling the other N — 1 keys and the commitment structure. So B is itself a
(T + ¢)-bounded quantum adversary.

Theorem E (Appendix @) applies to B directly, as an already-established, unconditional statement about
every quantum adversary of a given running time: since B is (T 4 ¢)-bounded, its winning probability is at
most AdveCPH’ (A, T +¢)+negl(\). Combining the lower and upper bounds on B’s winning probability gives
AdvE (X, T) — negl(A) < Adve P (X, T + &) + negl()\), which is the claim.

The two lemmas below show how much additional work a quantum adversary against co-CDH’ would
need to break our construction. We show this overhead to be constant. The resources for these attacks are
therefore closely related.

give an alternative, more granular derivation of Theorem H, isolating the co-CDH’-to-BLS-with-auxiliary-
input step from the BLS-with-auxiliary-input-to-construction step.

Lemma 2 (co-CDH’ to BLS with auxiliary input). There is a constant ¢ (one H query and a constant
number of group operations) such that: if there is a T-bounded quantum adversary that is p-successful at
solving co-CDH’ (Definition @), then there is a (T + c¢)-bounded quantum adversary that is p-successful at

winning the auxiliary-input unforgeability game for BLS under Z(x) = gé/x (Definition |11 and Appendiz @)

Proof. Let S be the given T-bounded solver. On challenge (g1,g2,pk = gf,aux = g;/x), build A’ as
follows: query H at a fresh message m* to learn h := H(m*), run S(g¢1,aux,pk,ga,h), and output
(m*, S(g1,aux, pk, g2, b)), making no signing-oracle queries at all.
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Since © +$ Z%, 1/x is uniform on Z*, so aux = gé/z is uniform on G, \ {1}; and since H is a random
oracle, h is uniform on Gy and independent of aux. So (g1, aux, pk, g2, k) is distributed ezactly as a co-CDH’
instance (Uy, Uy, UL, US, W) with a := x: indeed pk = ¢f = U, and go = (g;/w)z = aux® = U¢. Hence S
returns h* = H(m*)* with probability exactly p, which is exactly Sign(x, m*) by Definition [ll, and m* was
never signed, so A’ outputs a valid forgery whenever S succeeds. A”’s running time is T’ plus one oracle query
and the cost of relabeling the tuple handed to S.

Lemma 3 (BLS with auxiliary input to the construction). There is a constant ¢ (one exponentiation
and one group multiplication) such that: if there is a T'-bounded quantum adversary that is p’-successful at
winning the auziliary-input unforgeability game for BLS under Z(x) = g;/x (Appendiz @), then there is a
(T" + )-bounded quantum adversary that is (p' — negl(\))-successful at winning Expﬁrge(k) (Fig. ) for the
instantiation of Section Y. 1.

Proof. Let B’ be the given T’-bounded forger. Build A’: given pp, {(pki,ski,cmi,m,tagi)}f\;—ll,

7 = (K*,r*, m*VC), and tagy = S* from Exp™®®, discard the N — 1 other openings, compute aux := K*-g5",
run B'(pp, pk*, aux)—forwarding every H and Sign(sk™,-) query it makes to .A"’s own identical oracles—and
output B’’s answer verbatim.

Writing z* := sk* = 1/(k* + S*) as in Section @’s correctness argument, whenever k* + S* £ 0—

which fails only with probability negl(\), the same negligible edge case tracked there— aux = g§*+s C =

g;/ @ exactly, so B"’s simulated view is identical to its native game, and it wins with probability exactly p’
conditioned on this event, i.e. with overall probability at least p’ — negl(A). Whenever B’ wins, its output
already satisfies Exp™®®’s winning condition, since both games check the same Vfy(pk*,m, o) = 1 against the
same never-queried (m, o). A”’s running time is 7" plus the O(1) group operations to compute aux; every
oracle query is forwarded, not re-answered, so no per-query cost is incurred.

*
cmy, pk ’

D More on Consensus in Ethereum

A consensus protocol has participants agree on an append-only ordered log despite faults. Proof-of-stake
bounds faulty stake rather than faulty parties; cryptographically the protocol is then a voting scheme, and
the object to protect is not one signature but the signatures a quorum can jointly produce.

Slots, epochs, attestations. Time is divided into 12-second slots; 32 slots form an epoch (6.4 minutes), the
window our timing assumption is stated against. Each active validator is assigned per epoch to one committee
and owes one attestation: a vote naming a head block and a source/target pair of epoch-boundary checkpoints,
signed under its BLS key [31,29].

The importance of aggregation. At n ~ 10° validators, one attestation per epoch each, Ethereum already
gossips individual attestations across committee subnets, at a rate of the same order as the ~ 240 MB of
raw attestation data produced per epoch (each unaggregated attestation is a 240-byte SingleAttestation
object [30]); that traffic is not itself the bottleneck. What is unworkable at this scale is on-chain inclusion:
including all n individual signatures in the chain, or handing them to a light client, and verifying n inde-
pendent pairing checks, one per validator, every epoch—only worse as n grows. Homomorphism collapses
this to ©(1) [13,11]: keys and signatures multiply, so any node that sees the attestations, none of them
trusted, settles an entire quorum with one pairing check. Our own per-epoch reveal, ~590-690 bytes per
validator, sits in the same layer as this existing gossip traffic—roughly 2.5-3x the 240 bytes of a single
SingleAttestation—rather than adding a new, consensus-critical bottleneck.

Finality and its price. Under Gasper [[L5] a checkpoint is justified once attestations naming it as target carry
at least 2/3 of the active stake, and finalized once the following epoch’s checkpoint is justified in turn. Two
conflicting votes by one validator (a double vote, or a surround vote) are publicly checkable evidence and are
slashed, so reverting a finalized checkpoint costs at least 1/3 of the total stake—accountable safety. Hence
Section [§: the adversary needs a stake-weighted supermajority inside each targeted epoch; a stale key suffices
to fabricate slashing evidence against honest validators.
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Weak subjectivity and randomness. A node offline for long enough cannot cryptographically distinguish
the canonical chain from one rebuilt later under old keys; Ethereum syncs instead from a recent trusted
checkpoint, bounding long-range attacks by assumption rather than by cryptography [32] (Section EI) Per-
epoch randomness—committee and proposer assignment, and in Section the window generators and seed
S—comes from RANDAO, a running mix of proposer-contributed values: unpredictable in advance, but only
partially unbiasable, since a proposer may withhold its block to resample its own contribution.

Connections to our model. A position i admitting two different, both-verifying fresh-key openings for the same
epoch and the same public seed S is equivocation, and it is exactly what binding (Definition J and Theorem m)
rules out: once the root is registered, position ¢ has a unique accepting opening. Since sk, = 1/(k; + S) is
a deterministic function of k;—fixed at registration, before S is even known—binding to the committed K;
pins down the entire key pair for that epoch in advance, leaving no room to switch to a different version
once S becomes public. As a result, a validator cannot equivocate within the N epochs without providing a
different Merkle root (equivalent to a tuple of commitments) altogether. The connection between the notion
of unforgeability and the consensus setting is immediate.
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