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Abstract

Key transparency enables a centralized encrypted messaging provider to publicly commit
to the public keys it distributes, allowing clients to detect potentially malicious keys. Recent
deployments by WhatsApp and iMessage demonstrate the promise of this approach, but they
rely on third-party global auditors to detect misbehavior by the key server. No existing system
supports auditing efficiently enough to be done by lightweight end users while also providing
scalability to billions of users and short epoch latency.

We present Aegon, a key transparency scheme designed for global-scale encrypted messag-
ing. Building on ideas from lronDict, Aegon avoids per-epoch work that scales with the full
dictionary size: its server computation depends only on the number of updates in the current
epoch, eliminating global invariance proofs and enabling epoch latency of under a minute (500x
reduction compared to lronDict). Aegon further introduces a sharded dictionary design that
reduces global parameters to shard-dependent sizes and enables horizontal scaling. To control
long-term storage, Aegon uses proof caching to safely discard historical dictionary snapshots, so
storage grows only with retained history.

We provide a production-grade Rust implementation of Aegon and demonstrate practical
scalability to a dictionary with 4 billion entries, comparing it against the public codebase of
WhatsApp Key Transparency (AKD). At the throughput of 1,250 updates per second, Aegon
produces constant-size auditor proofs of under 30 KB, verifiable in under 65 ms and independent
of the number of updates per epoch or of the directory fill. At a fully-populated 232-entry
directory this is roughly an 80,000x reduction in audit proof size and a 370x reduction in
verify time relative to AKD. All other server and client operations remain highly efficient and
comparable to AKD, while Aegon achieves stronger privacy guarantees.

*Equal contribution.
Hossein Hafezi, University of Cambridge. Alireza Shirzad, University of Pennsylvania. Benedikt Biinz, NYU.
Joseph Bonneau, NYU.
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1 Introduction

End-to-end encrypted (E2EE) messaging platforms protect users’ confidential communication from
network adversaries and even from the service provider itself. However, this guarantee rests on a
fragile foundation: clients must obtain the correct public keys for parties they wish to communicate
with, typically relying on a central key server run by the very provider whom E2EE is meant to
protect against. Traditionally, E2EE applications mitigate the risk of a provider-mounted man-
in-the-middle (MitM) attack by require users to compare public keys out-of-band, for example by
scanning QR codes or manually compare long key fingerprints. While they represent a gold standard
for user security in key distribution, experience has shown these manual methods are cumbersome,
error-prone, and rarely utilized.

In addition to manual key verification, some providers have adopted key transparency [Mel+15]
to make their key distribution publicly observable. Transparent systems ensure that all actions of
a central server are publicly observable and verifiable, allowing clients to monitor server behavior.
In the secure messaging context [Ung+15|, a key transparency log guarantees that clients can view
all public keys a server has disseminated for their username, even though it cannot prevent the
server from publishing maliciously chosen keys. Users are only alerted if the server published an
expected key for their account and are freed from any reasoning about their contacts’ keys, leading
to a much simpler user experience. In general, transparency systems aim to detect, but not prevent,
misbehavior, though it is often assumed this is sufficient to prevent misbehavior of a potentially
malicious-but-cautious service provider.

Hence, while the goals are weaker than manual verification, KT provides a baseline level of
assurance for (the vast majority of) users who in practice never perform manual verification. As a
result, KT has gained significant traction in both industry and academia [Mel-+15; Cha+19; Hu-+21;
Tya+22; Tzi+22; Len+24; Mal+23; Ros+24; Haf}26], with an ongoing IETF standardization
effort [Int25]. Major messaging providers—including WhatsApp [LL23| and iMessage [App23|—have
recently deployed KT. WhatsApp’s system builds on the academic proposals SEEMless [Cha-+19]
and Parakeet [Mal+23|, while iMessage’s approach is based on CONIKS [Mel+15]. Among all
transparency applications, KT is especially challenging due to the massive scale of the required
data structures, going up to billions of users.

A transparent dictionary'—the core underlying primitive of KT—involves three logical entities,
all of which have access to a shared public bulletin board on which the server publishes commitments:

e Server: A centralized service provider that maintains a mutable dictionary mapping labels (e.g.
usernames or addresses) to values (e.g. public keys) and periodically publishes commitments to
a public bulletin board. Publication occurs at regular intervals, called epochs (e.g., once every
minute). The server is also responsible for answering queries from both clients and auditors.

e Auditors: Independent parties that monitor the bulletin board to verify that the dictionary is
well-formed and that global invariants are preserved across epochs.

e Clients (users): End users who issue lookup queries to the server to retrieve values associated
with specific labels of interest (e.g., public keys of contacts they wish to message). Clients also
monitor their own labels and may optionally perform auditing of invariants.

! Also referred to in prior work as a verifiable key directory (VKD) or an auditable key directory (AKD).



1.1 Practical Deployment of Key Transparency

We focus on four key goals for KT implementations that, to the best of our knowledge, have not
been simultaneously satisfied in a single work: lightweight auditability, scalability, privacy, and short
epoch latency.

Lightweight Auditability. As previously noted, auditors are parties that observe the bulletin
board and ensure that certain global invariants hold between consecutive epochs. Typically, the
server publishes a proof of invariance together with a commitment to the new state of the dictionary,
and each auditor runs a verification algorithm to check the proof. The soundness of the transparent
dictionary critically depends on the existence of at least one honest auditor per epoch to detect any
possibly misbehavior. While any party can perform auditing and today’s implementations assume
relatively powerful third-party auditors do so for altruistic reasons, there is no clear incentive for
them to do so nor proof that they have done so correctly. Ideally, the auditing process should
be lightweight enough that everyday users, even those using resource-constrained devices such as
mobile phones, can perform auditing themselves.

Scalability. As mentioned earlier, key transparency poses unique challenges because of the poten-
tially enormous userbases and resulting enormous dictionary sizes. For any key transparency system
to be practical, the underlying architecture must be scalable, meaning it can be easily parallelized
and capacity can increase as needed to handle global-scale deployments, i.e., supporting billions of
entries, by adding computing resources linearly as the userbase grows. Importantly, at such large
scales, the server should be distributed across multiple machines, while the computational overhead
for clients and auditors must remain low to ensure usability and accessibility.

Short Epoch Latency. The delay between consecutive epochs is crucial as it determines how
quickly a client’s value registration or update becomes publicly visible. Long epochs can create a
consistency gap as clients request changes between epochs. The server is left with two unappealing
options. The server might continue responding with a stale value until the next epoch, which
represents an obvious loss of security as the old value might be a compromised or revoked key.
Alternately, the server might respond with the new value not yet consistent with the published
commitment. In this case however, the server must provide some additional assurances (such as a
digital signature) that the provided value will be reflected in the next epoch.

Short epochs (e.g., on the order of a seconds) mitigate these security problems, but typically pose
performance challenges. Auditors and clients may be unable to fetch, verify, and pin a commitment
before it is superseded by the next one, effectively making each epoch stale before it can be processed.
In practice, an epoch duration of roughly 30-60 seconds offers a good balance and matches the regime
in which deployed systems such as WhatsApp Key Transparency operate.

Privacy. Finally, privacy is an important requirement for key transparency, as messaging plat-
forms typically do not reveal their entire user database (unlike some other transparency systems
such as certificate transparency). At a high level, privacy means that the published commitments
and proofs must not reveal more than what is strictly necessary. This restriction is important be-
cause any unnecessary data can carry sensitive signals. For example, if the server were to reveal
patterns of public key updates, an adversary could deduce which users frequently rotate their keys
and which do not, potentially identifying less cautious users or devices. Furthermore, if an attacker
compromises a device’s key and observes that the key remains unchanged, they could infer that the
device owner is unaware of the breach, enabling prolonged exploitation.



1.2 A Deployed Baseline: WhatsApp Key Transparency

To ground our deployment goals, we consider WhatsApp’s Key Transparency (AKD) |LL23]|, which
is the largest production KT system to date and offers an open-source implementation.? As de-
scribed in their whitepaper [Wha23], AKD builds on the academic proposals SEEMless [Cha-+19]
and Parakeet [Mal+23]. We emphasise that none of the data we report on AKD is private: every
figure is derived from public sources, such as the WhatsApp Key Transparency whitepaper [Wha23],
Meta’s announcements [LL23; LL25|, and Cloudflare’s public auditor dashboard [Clo25|.

As of this writing, WhatsApp AKD uses epochs that last roughly 30-60 seconds, each typically
containing approximately 50,000-100,000 updates, yielding an average throughput of about 1,250
updates per second. This figure can be inferred from the audit proof size, which consists of the
number of updates in an epoch. The underlying Merkle tree currently contains over 100 billion
nodes, each representing an individual update. Its size can be estimated easily from the tree’s
average depth, which is itself revealed to every user during lookups—through the membership and
non-membership proofs returned on each query—and to auditors during audit proofs. The publicly
observable average depth of approximately 36.5 therefore indicates a tree of roughly 100 billion
nodes, accumulated across approximately 1.74 million epochs since deployment.

o Auditability. Because AKD inherits the append-only Merkle tree of SEEMless, auditor work scales
linearly with the number of updates per epoch. Concretely, auditing an epoch with |A| up-
dates requires fetching and hashing |A| - tree depth - 32 bytes, amounting to nearly 80 MB every
minute. The main bottleneck is not hashing but bandwidth and the need to stay continuously
online: auditing every epoch requires downloading over 100 GB per day which is prohibitive for
typical clients. Consequently, WhatsApp currently relies on third-party auditors such as Cloud-
flare [CG24; Clo25]; the audit interface, however, is publicly accessible and any party may perform
audits [Fac25].

e Scalability. The append-only nature of the underlying tree means historical nodes are retained
indefinitely, even when no longer relevant. With 100 billion nodes already accumulated and
the tree growing by roughly 75,000 entries per minute, storage cost and 1/O overhead increase
monotonically over the lifetime of the deployment.

e Privacy. AKD adopts the leakage-function privacy notion of SEEMless rather than a strong privacy
guarantee. Each value lookup reveals auxiliary information such as the version number and the
epoch of the last update.

e FEpoch latency. AKD’s epoch duration of 30-60 seconds matches the regime we identified as
desirable in Section 1.1, and Aegon targets the same range.

In summary, AKD demonstrates that KT can be deployed at planetary scale, but also exposes
concrete shortfalls along three of the four goals introduced in Section 1.1. These shortfalls motivate
the design of Aegon whose contributions we describe next.

1.3 Contributions

We introduce Aegon, the first transparent dictionary, to our knowledge, that simultaneously achieves
all four goals in Section 1.1: lightweight auditability, scalability, privacy, and short epoch latency.
Aegon is built generically from a polynomial commitment scheme (PCS), and we provide an efficient

*https://github.com/facebook/akd
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instantiation with the KZH [Kad+25] polynomial commitment scheme. Aegon is lightweight on
the server side, enabling short epoch latency (under a minute) and natural support for horizontal
scalability, allowing the server to be deployed across multiple machines. Aegon provides efficient
lookup and consistency proof mechanisms for both servers and clients, and guarantees strong privacy
when the underlying PCS is zero-knowledge.

Finally, Aegon enables lightweight auditing with only constant work required from the auditor
per epoch. This efficiency further enables Aegon to support fast-forwarding via incremental verifiable
computation (IVC). We elaborate on these properties and the techniques that enable them below.

Constant-Cost Auditing via Client-Delegated Index Uniqueness. The server efficiency of
Aegon stems from eliminating lronDict’s per-epoch global index-uniqueness proof. The key insight
is that index immutability, like value immutability, is a per-client property: each client only cares
that its own index has not changed. Since clients already monitor their own values, delegating index
monitoring to them adds no new trust assumption, yet it replaces the global index-uniqueness proof
with a local check of constant cost per client. Concretely, this reduces the auditor’s per-epoch task
to constant size.

Formalization of Security and Privacy. We formally define security (completeness and sound-
ness) and privacy notions for transparent dictionaries. In particular, we provide the first UC-based
definition of privacy for transparent dictionaries, and we prove that Aegon satisfies it when instan-
tiated with a zero-knowledge PCS. Beyond the conceptual value of a precise definition, the exercise
also pays off concretely: by pinpointing which polynomials genuinely require zero-knowledge open-
ings and avoiding zero-knowledge masking on the rest, we improve the efficiency of every lookup on
the server-side by a factor of roughly 2x compared to IronDict.

Sharding. Aegon scales to dictionaries of billions of entries via a dictionary sharding technique
that splits the dictionary into 7 independent shards. Sharding yields three complementary bene-
fits: each shard requires only a PCS setup sized for its own slice rather than the full dictionary;
every server-side operation parallelizes naturally across shards, enabling horizontal scaling across
machines; and dictionary construction is accelerated by running open addressing independently
within each shard.

Optimal Server Storage. Aegon is storage-optimal: the server’s storage grows only with the
amount of historical data it retains. Instead of storing full snapshots of the dictionary at every epoch,
the server maintains a collection of lookup and consistency proofs whose total size is proportional to
the number of updates performed during that epoch. After these proofs are recorded, the previous
dictionary state can be safely discarded. As a result, the server’s storage overhead scales with the
number of updates per epoch rather than with the total dictionary size. Because the cached proofs
are independent across clients, Aegon further supports per-client retention policies—for instance,
one user may keep the last six months of versions while another keeps only the last two.

Extensions for Practical Deployment. We extend Aegon with several additional features that
are important for practical deployment. These enhancements include:

e Dictionary expansiton: enabling the dictionary size to grow over time without compromising
correctness or soundness.



e Parameter updates: supporting secure rotation or upgrade of underlying cryptographic parame-
ters, such as the PCS setup and the verifiable pseudorandom function (VRF) keys.

These extensions make Aegon robust, flexible, and suitable for long-term deployment.

End-to-End Implementation. We implement Aegon and demonstrate that it scales to dictio-
naries with billions of entries, matching the demands of modern secure messaging applications, while
supporting update rates of tens of thousands per second and horizontal scalability. We conduct our
experiments on a cluster of 131 machines (128 shards, one coordinator, one label-value backend, and
one masking server), with each shard provisioned with 16 vCPUs and 64 GB of memory. For a dic-
tionary supporting 4 billion entries, our system publishes a 65,536-update batch in about 4 seconds
and sustains a cluster-wide fill throughput of up to 18k entries per second. Auditor proofs remain
under 30 KB and can be verified in under 65 ms on a commodity core, independent of dictionary fill.
Client queries—including lookups and consistency checks—produce proofs of approximately 5 KB,
which can be verified in under 7 ms.



2 Previous Work

2.1 Overview of Prior Work

We categorize existing work on transparent dictionaries into two main classes: Merkle tree—based
approaches and algebraic accumulator—based approaches. Most constructions, including all currently
deployed schemes, fall into the first category [Kim+13; Bas+14; Mel+15; Cha+19; Hu+21; Mal+23;
Len+24]. Merkle tree-based designs offer concrete efficiency for both servers and clients, relying
only on a collision-resistant hash function. Algebraic accumulator—based approaches include solu-
tions built on bilinear accumulators [Tom+19] and RSA accumulators, such as VeRSA [Tya+22].
Their main limitation is a lack of scalability. For example, Tomescu et al. [Tom+ 19| report that sup-
porting a dictionary of size 22° would require hundreds of gigabytes of storage. Similarly, generating
lookup proofs with VeRSA is computationally expensive and scales linearly with the dictionary size,
restricting its use to dictionaries of only a few million entries. Due to their limited scalability, we do
not focus on these works in this paper. A more recent work, IronDict [Haf-+26]|, constructs a trans-
parent dictionary generically from a polynomial commitment scheme. When instantiated with KZH
polynomial commitment [Kad-+25]|, IronDict achieves high efficiency and can scale to dictionaries of
up to 1 billion entries.

Next, we review the existing work according to the criteria outlined earlier—namely, audit cost,
scalability, privacy, and epoch latency—and finally present an asymptotic comparison table between
prior schemes and our proposed scheme, Aegon.

Audit Cost. A limitation of Merkle tree-based approaches such as SEEMless [Cha+19|, Parakeet
[Mal+23| and OPTIKS [Len+24] is that auditors’ cost grows linearly with the number of updates
in the epoch. In practice, this requires auditors to perform nearly as much computation as the
server itself, making client-side auditing infeasible in large-scale deployments. For instance, un-
der the current throughput of WhatsApp KT, auditing is equivalent to hashing approximately
80MB /60s ~ 1.33MB/s, as reported in the Key Transparency dashboard [Clo25]. Consequently,
current systems rely on third-party auditors, often non-profit watchdog organizations [CG24]. An-
other work, Merkle? [Hu+21], directly builds a transparent dictionary in which the values are tai-
lored to public keys, and modifies the trust model to improve auditors’ performance. They reduce
the auditor’s per-epoch workload to logarithmic in the dictionary’s size by requiring only a single
Merkle extension proof per epoch. However, Merkle? relies on the signature chain assumption, that
clients maintain a secure key to sign their own key updates, which we consider unrealistic for secure
messaging applications as we will discuss in Section 3.

Some proposals, such as Hekaton [Ros+24| and Verdict [Tzi+22], attempt to offload the audi-
tor’s work to the server by employing general-purpose proof systems. However, in practice, such
approaches remain impractical due to the prohibitive cost of general-purpose proof systems. For ex-
ample, because of the high cost of SHA-256 in an arithmetic circuit, Hekaton achieves a throughput
of only 10 updates per second, even when running on a powerful cluster of 4,096 cores.

Motivated by the high auditor cost of Merkle tree-based approaches, recent work, IronDict,
introduced an alternative formulation of transparent dictionaries based on polynomial commitment
schemes. For a dictionary of size 1 billion, lronDict has an auditor-proof size of 8 KB per epoch,
independent of the number of updates in the epoch.

Scalability. The main scalability issue of tree-based approaches such as SEEMless, Parakeet, and
OPTIKS is their unbounded storage growth. These approaches rely on an append-only tree, an ever-
growing data structure. The enormous size of these trees, coupled with their append-only nature,



creates significant challenges. Specifically, due to the append-only property, the tree must retain
the entire history of all users’ public keys—even outdated or irrelevant data. As a naive mitigation,
OPTIKS proposes a resetting mechanism, i.e., periodically resetting the tree and preserving only
the most recent value of each user and discarding prior history. However, this solution introduces a
security caveat: for soundness, every user must be online at least once per reset period. Otherwise,
a malicious server could modify a user’s value during the period and restore it at the next reset,
leaving the user unaware of the tampering due to the absence of a history. Despite these drawbacks,
Merkle trees remain appealing due to their efficiency and hierarchical structure, which allows for
horizontal scalability.

As demonstrated by its implementation, IronDict can scale to dictionary sizes of up to 10° entries;
however, it still faces fundamental barriers to further scalability:

e Not horizontally scalable. Distributing the server’s workload across multiple machines is challeng-
ing in IronDict, as some of its core operations (e.g., the sumcheck protocol |[Lun+92|) are inherently
non-distributable.

e Large SRS size. When instantiated with KZH, lronDict requires a structured reference string
(SRS) whose size grows linearly with the dictionary size. For example, for a dictionary of size
1 billion, the SRS already occupies around 256 GB, and extending to 4 billion clients pushes
the requirement to nearly 1 TB. Such an SRS is extensively large because the server must store
it entirely in RAM. Furthermore, the SRS must be generated in a trusted manner—typically
through a sequential multiparty ceremony [WCB25|—whose cost increases with the SRS size,
making the setup prohibitively expensive.

e Large storage overhead. Persistent storage across epochs is another bottleneck in lronDict. Stor-
ing a full dictionary snapshot per epoch is prohibitively expensive, roughly 250 GB per epoch
for a dictionary of size 4 billion. Such storage is unnecessarily wasteful, since consecutive epochs
differ only in the applied updates. IronDict proposes a naive solution that exploits the homo-
morphic structure of KZH to store only inter-epoch differences together with an auxiliary input
of size O(N %) when instantiated with KZH-k. This optimization, however, has the following
drawbacks: (i) the auxiliary input itself is extensively large, e.g., one quarter of the dictionary
at N = 10° with & = 16; (ii) lookups in the latest epoch require field operations linear in the
total updates across all retained epochs, trading storage for computation; and (iii) the approach
depends on KZH’s homomorphic structure and sublinear auxiliary input, and does not generalize
to arbitrary PCS.

Privacy. CONIKS introduced an informal notion of privacy, which SEEMless later formalized as
a leakage function. This function specifies exactly what information may be revealed, ensuring that
the data published by the server—namely, commitments posted on the bulletin board together with
the corresponding proofs—does not disclose anything beyond what the leakage function permits.
For example, in SEEMless, the leakage function for value queries unnecessarily reveals both the
value’s version number and the epoch of its last update. Other tree-based systems, such as Parakeet
and OPTIKS, adopt similar privacy definitions based on leakage functions.

IronDict is the first system to achieve what can be called strong privacy®. Instead of relying on
a leakage function, it defines privacy using a zero-knowledge-based definition, without any proper
formalization.

3The original paper uses the term perfect privacy, but we avoid such a loaded term.
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Epoch Latency. In early systems such as CONIKS, a trade-off was created between epoch la-
tency and the monitoring cost of clients. Since these systems lacked explicit support for proofs of
invariance, a client had to naively verify all states of the dictionary to audit their value. Conse-
quently, shorter epochs increased the client’s cost within a fixed time window, raising the client’s
computational burden; conversely, longer epochs reduced this cost. This limitation was addressed in
subsequent systems such as SEEMless, Parakeet, and OPTIKS, which introduced invariance proofs.
In these designs, clients no longer need to check all dictionary states, allowing the use of much
shorter epoch durations—on the order of a minute, as demonstrated in SEEMless.

In lronDict, updates are classified into two categories: index assignment for new labels and value
updates for existing labels. The second case is efficient, requiring only n group operations, where n is
the number of values updated within an epoch. In contrast, index assignments are more expensive,
requiring a linear number of field operations in the dictionary size. Concretely, the append-only
proof for index assignment involves a sumcheck over the entire dictionary, and sumcheck protocols
do not parallelize efficiently. As reported by IronDict, for a dictionary of size 10%, the sumcheck
takes roughly 15 minutes. lronDict mitigates this cost by observing that the two update types rely
on distinct underlying polynomials, which allows them to be processed asynchronously. As a result,
value updates can adopt short epoch delays—similar to SEEMless—ensuring that clients do not
receive stale responses. Meanwhile, index assignments can proceed on longer intervals, reflecting
their higher computational cost. However, this design introduces a complication for new users:
because their registration is delayed by about 15 minutes, they require a promise message from the
server. This additional mechanism complicates the system and is something we aim to avoid in this
work. This delay grows linearly with the size of the dictionary. For instance, with a dictionary of
size 4 billion, the expected delay would be approximately 60 minutes, indicating that lronDict does
not scale efficiently to extensive dictionaries.

Concurrent Work. Forget-me-not Trees [Kap26]| is a concurrent work that builds a transparent
dictionary supporting lightweight, mass-scale auditing. By embedding Bloom filters into the nodes
of a Merkle tree, they obtain concretely small audit proofs (roughly 30-60 KB) from hash functions.
We view their approach as complementary to Aegon, but it differs along three axes. First, their
audit proof grows linearly with the number of updates in an epoch, whereas Aegon offers constant-
sized audit proofs. Second, and more importantly, their privacy guarantees are substantially weaker
(even compared to the other tree-based scheme): because the per-epoch Bloom-filter leakage is
deterministic, an auditor can link multiple updates related to one index/label across epochs. By
contrast, Aegon’s audit proofs reveal nothing to the auditor beyond an upper bound on the size
of the dictionary. Finally, their construction incurs a substantial server-side memory footprint:
with a Bloom-filter size of m = 227 (used throughout their evaluation), a tree with 233 leaves
naively requires ~ 144 petabytes, which they propose to amortize via an (unimplemented) time—
space tradeoff backed by a database layer. They further note that their prototype is intended for
academic evaluation rather than deployment, whereas Aegon provides production-grade code.

2.2 Asymptotic Comparison Cost

Figure 1 presents an asymptotic efficiency comparison of state-of-the-art approaches, including our
proposed scheme, Aegon. Among all existing constructions, only VeRSA, Merkle?, lronDict and
Aegon (both instantiated with zk-KZH) achieve auditor computation and communication costs that
are sublinear in the number of updates within an epoch. However, each of these prior schemes
has limitations. VeRSA is not scalable: its server lookup time is linear in the dictionary size.
Similarly, Merkle? relies on the signature-chain assumption, which we consider impractical for KT

11



Lookup History Update Cost

Protocol
Client Server Client Server Server Auditor
SEEMless [Cha+19] logn™ logn* (u+1logT)logn (u+logT)logn b-log(n + b)* b-log(n +b)*
Parakeet [Mal+23]  logn™ logn™ (u+logT)logn (u+ logT)logn b-log(n+b)* b-log(n+0b)*
OPTIKS [Len+24] wulogn”™ ulogn™ ulogn ulogn b-log(n +b)* b-log(n +b)*
Merkle? [Hu+21] log?n log?n log?n log?n log? n* logn™
VeRSA-IVC [Tya-+22] 1 (n/m + logm)™ u (n/m + logm)™ b log T
CONIKS [Mel+15]  logn™ logn™ naive naive b-log(N + b)* b-log(N +b)*
. 2 2 index assignment: N
IronDict [Haf+26] log N log“* N u - log N u - log® N log N
value update: log N - b
Aegon log N 10g2 N u - log N log2 N logN -b 1
b: the number of elements added per epoch n: the number of items in the dictionary
N: maximum dictionary capacity T': the number of epochs since the operation was last invoked
u: value’s version m: batch size (in case of VeRSA supporting batch lookups)

naive indicates that verifying history requires performing a lookup for each epoch.
Complexities with star (x) indicate the average case.

Figure 1: Asymptotic efficiency comparison of the state-of-the-art transparent dictionaries. Both
IronDict and Aegon are privacy-preserving variants, i.e., instantiated with the zero-knowledge variant
of KZH—% log N. In Aegon, the server’s computation for historical values is independent of the version
number, since lookups for old versions are precomputed and stored in the database. The auditor’s
communication and computation costs are constant, depending only on the (constant) number of
dictionary shards.

deployments, and as previously mentioned, IronDict has scalability issues and high epoch latency.
In contrast to previous work, Aegon is the only work to achieve constant auditor cost. Moreover,
considering the server-side workload, Aegon is significantly lightweight: its per-epoch computation
depends only on the number of updates occurring in that epoch. This allows Aegon to support short
epoch durations in practice, without sacrificing scalability.

Remark 1. The auditor’s cost in Aegon technically scales with the number of shards 7 rather than
being strictly constant. In practice, however, n is a small deployment-time parameter independent
of the dictionary size, the number of updates per epoch, and the number of elapsed epochs. For
example, our planetary-scale deployment supports a dictionary of 4 billion entries using only nn = 128
shards. We therefore treat the auditor cost as effectively constant throughout this paper.
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3 System Model

We briefly describe the three roles in our system—mnamely the server, client, and auditor. We also
assume existence of a public bulletin board. These roles follow the standard model used in prior
work on transparent dictionaries and key transparency [Mel+15].

Bulletin Board. Like prior work, we assume the existence of a public bulletin board, e.g., a
publicly accessible and append-only ledger that allows the server to publish arbitrary strings along
with authentication tags for verification. The use of a bulletin board prevents split-view attacks,
where a malicious server provides different clients with inconsistent states of the dictionary at the
same epoch n. The bulletin board abstraction can be realised in various ways, e.g., a trusted party,
a public blockchain or a gossip protocol [Syt-+16; Mei+20; FHP26].

At the time of writing, WhatsApp implements this bulletin board by relying on Cloudflare as
a trusted party. Concretely, the WhatsApp server in each epoch sends the tree root to Cloudflare,
which then signs it. This signature serves as a publicly verifiable proof of publication on the bulletin
board. In practice, this trust model can be strengthened by distributing trust across multiple parties,
for example, via a multisignature scheme. In our implementation, to ensure compatibility with the
existing system, we also model the bulletin board as a signature issued by a trusted entity.

Server. The main entity in our system is a server that provides access to a queryable dictionary
(a label-value map) and periodically updates it (once per epoch) while maintaining some invariants.
With each update, the server publishes a new commitment to the dictionary. We expect the server
to provide verifiable answers to two types of queries:

e Lookup: What value is assigned to label £ in epoch n?

e Consistency: Has the value associated with label ¢ changed between epochs sy and s17 More
broadly, a consistency proof enables retrieval of historical values, allowing a client to query all
previous versions of its value.

Performing lookups on the values assigned to a label ¢ at epochs sy and s; does not suffice as a
consistency proof between sp and s;. The server might attempt an oscillation attack [Mei+20] by
changing the mapping for a targeted label at one epoch and then switching it back in the next epoch.
Hence, a consistency proof must rule out changes in any epoch between sg and s;. In some systems,
the server commits to maintaining additional invariants. For example, a version invariant [Mel+15]
attaches a version number v to each value and requires that it be incremented in any epoch in
which the value changes. Given this invariant, checking that a value has the same version number
in epochs sg and s; is equivalent to a consistency proof. A stronger invariant ensures that each value
is append-only—that is, the dictionary retains all historical versions of a value, so that a lookup at
epoch n reveals the entire version history up to that point. Other invariants are application-specific;
for example, CONIKS [Mel+15] proposed marking some labels as strict, meaning any changes must
be authorized by a signature. In our work, similar to IronDict, we don’t adopt any such special
invariants and instead build efficient consistency proofs directly.

Client. A set of clients (or users) are able to query the dictionary via the server. Typically, each
client is represented by a label ¢, which is a human-readable identifier such as a username, email
address, or phone number.* The client will typically monitor this label by manually verifying any

4Later, we distinguish between human-readable labels and indices which are assigned to each user but not exposed
at the UX level.
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changes to the value mapped to their label, i.e., by querying historical values or proof of consistency.
Clients will also request lookup proofs of other labels of interest, such as peers in a secure messaging
system that they wish to communicate with. However, the clients do mot monitor other labels
over time. The assumption is that the label’s owner will monitor and detect any unauthorized
changes. There may be restrictions on which labels a user can look up; for example, rate limits or
a requirement to be marked as contacts within the system, we leave these out of scope. Clients can
also request updates to the value mapped to their label (for example, to change their public key
after losing a device). Notably, we do not require cryptographic authentication (such as a signature)
to update any mapping, unlike some prior work [Hu+21]. The downside of such assumptions is that
they require users to maintain uninterrupted access to cryptographic keys over time. In practice,
users often lose their devices or reinstall applications, thereby losing access to previous secret keys.
Recovering from such scenarios inherently requires the server to update any label’s value based on
non-cryptographic authentication (e.g., passwords or 2FA).

Remark 2. In our standard threat model, we assume that clients monitor only their own labels and
do not track other users’ labels. However, in some settings this may not hold. For example, in the
context of KT, more cautious clients can track their contacts’ public keys by verifying that a contact’s
key has not changed since their last interaction, confirming that they are still communicating with
the same identity. Such designs are orthogonal to the construction of the transparent dictionary
and instead rely on the server’s API and policy choices.

Auditor. Auditors monitor the server’s updates and verify the correctness of a proof of invariance
at each epoch. At a high level, this proof ensures that the transition from one epoch to the next
preserves the desired invariants. The efficiency of auditing depends directly on the size and verifica-
tion cost of invariance proofs. For example, consider the simple case where the server publishes all
value updates directly on the bulletin board. In this setting, auditors must be almost as powerful
as the server to recompute the updates and verify their correctness. However, requiring auditors to
be computationally expensive means that most clients cannot audit themselves and must depend
on a quorum of external auditors. Even though one honest auditor can reveal any misbehavior, it
is still unclear what incentives exist to perform these costly audits. Instead, similar to IronDict, we
aim for a self-auditing model in which even lightweight clients can perform auditing.

Fast-forwarding via recursive proofs refers to a special scenario in which auditing proofs are
verified recursively using a recursive proof system—such as in incremental verifiable computation
(IVC) [Val08]. In this setting, verifying the recursive proof for a given epoch automatically guaran-
tees the correctness of all prior updates. This mechanism allows a new auditor, or one who has been
offline for an extended period, to validate a single proof instead of checking proofs from multiple
missed epochs. For an in-depth discussion of fast-forwarding, we refer the reader to Section 6 of
IronDict [Haf-+26].

3.1 Threat Model

Transparency systems are generally reactive rather than proactive. A malicious server may carry
out various short-term attacks, but these will eventually be detected. The model assumes that
the server has a public reputation to protect and thus behaves as a malicious-but-cautious attacker,
avoiding attacks that are guaranteed to be uncovered. Among detectable attacks, some are provably
detectable because they produce irrefutable cryptographic evidence. For example, any incorrect
update that violates the required invariants produces a verifiable proof of misbehavior that auditors
can detect. To ensure such provably detectable attacks are broadcast, we assume the presence of a
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whistle-blowing mechanism. Throughout our analysis, we further assume that each epoch contains
at least one honest auditor.

A second class of attacks is unprovable, such as modifying a user’s public key without a legitimate
request. These attacks are typically detectable by the affected users—assuming they monitor their
own records—but cannot be proven cryptographically. This limitation arises whenever updates
are authenticated through non-cryptographic means. For instance, if account recovery is done via
passwords or SMS, the server can always claim that the user requested the update. Conversely, a
user may falsely accuse the server of performing an unauthorized update. Such disputes must be
resolved socially or legally; if enough reputable users publicly report misbehavior, this may count
as convincing—though not cryptographically irrefutable—evidence.

Finally, the system still relies on the server for availability and privacy; for instance, the server
must not reveal a user’s public key to clients outside that user’s contact list. We emphasize that
privacy in a key transparency system is designed to limit what clients and auditors learn, not to
protect against the server itself, which necessarily learns every label and value.
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4 Preliminaries

Notation. We denote vectors using the arrow notation , and use w; to refer to the i-th entry of
the vector, indexing from 0. Let [F be a finite field and G a group with scalars in F, with additive
notation. For a € F and G € G, the scalar multiplication of G by a is denoted as a x G. A function
f(x) is negligible if, for any polynomial p(z), there exists a positive integer N such that for allz > N,
we have f(z) < ﬁ. When we say an event happens with overwhelming probability (abbreviated by
0.w.p), we mean it occurs with a probability of 1 —e(\), where €()) is a negligible function. We use N
to denote the set of positive integers (natural numbers). For a non-negative integer n € N U {0}, we
use [n] to denote the set {0, 1, ..., n}. Finally, for any integers ni,no € N U {0} with n; < ng, we
denote by [n1,n2] and [n1,ng) the sets {n1,n1+1,...,n2} and {n1,n1+1,...,n2 — 1}, respectively.

Multilinear Polynomials. A multivariate polynomial is said to be multilinear if the individual
degree of any variable X; is at most 1. We use FEI [)Z | to denote the space of all p-variate multilinear
polynomials. A multilinear polynomial p € Fgl [)_f | of size N = 2" is uniquely defined by (or uniquely
extends) its N evaluations on the Boolean hypercube.

General Dictionary. We denote by D : {0,1}* — {0, 1}* a general dictionary that maps arbitrary
bit strings to arbitrary bit strings. The dictionary is defined as a set of label-value pairs {(¢;,v;)}
with unique labels. When we write a dictionary as D : A — B, we mean that the dictionary’s labels
belong to the set A, and its values belong to the set B.

Modeling Dictionaries from Multilinear Polynomials. There is a specific class of dictio-
naries that admits a one-to-one correspondence with multilinear polynomials. Let m, N € N, and
assume that N is a power of two. Consider a dictionary D : {0,1}°82N — I\ {0}, represented as
the set of label-value pairs {(%;, v;)}ic[m]- One can model this dictionary as a multilinear polyno-
mial p € Fiéz n such that p(#;) = v; for each stored label-value pair, and p(Z) = 0 for all labels

7 € {0,1}1°82 N that do not appear in the dictionary; that is,

= (%) if )Z = fi,
p(X) = eV logo N \ {7
0 ifXe {07 1} 82 \ {ml}ze[m]

This representation is well-defined and unique, since a multilinear polynomial is uniquely determined
by its evaluations over the Boolean hypercube. Finally, given a hash function # : {0,1}* — F that
is both collision-resistant and preimage-resistant, a dictionary of the form D : {0, 1}!°€2 — {0, 1}*
can be equivalently represented by a dictionary D : {0,1}°¢2N — F\ {0}. Importantly, for the
security of this transformation, we require the field F to be sufficiently large (e.g., |F| > 22* achieves
A bit security) to rule out birthday attacks.

Schwartz—Zippel Lemma. The Schwartz—Zippel lemma |Zip79; Sch80| states that if a polyno-
mial evaluates to zero at a random point chosen from the domain, then with overwhelming proba-
bility the polynomial must be identically zero. More formally, let f € IFEd be a non-zero polynomial
with p variables of degree at most d, then we have:

In particular, when |F| is sufficiently large compared to d, a single random evaluation suffices to
test whether f is the zero polynomial except with negligible error probability.
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Polynomial Commitment Scheme (PCS). PCS is a cryptographic primitive that enables a
prover to commit to a (multilinear) polynomial succinctly and later prove the correctness of its
evaluation at some chosen points from the domain, without revealing the full polynomial. When a
verifier requests an opening at a point &, the prover returns both the claimed evaluation y = p(&)
and a proof 7 attesting to its correctness. The verifier can efficiently check that y is the correct value
of the committed polynomial at Z using the proof 7. Finally, a PCS is said to be zero-knowledge
if a commitment to a polynomial reveals no information about the underlying polynomial (e.g., it
is statistically independent of it), and an opening proof at a point Z reveals nothing beyond the
evaluation p(Z). A formal definition of PCS and its required properties is provided in Appendix A.

4.1 KZH: PCS with Optimal Opening

Similar to IronDict, we instantiate the PCS in Aegon using KZH [Kad+25]. KZH is a family of
multilinear PCSs built over a pairing-friendly elliptic curve. A distinguishing feature of KZH (and
its zero-knowledge variant) is that it achieves sublinear opening time for the prover® and sublinear
proof size and verification time for the verifier. KZH is parameterized by an integer k. In the KZH-k
instantiation, both the proof size and the verification time are O(k - Nl/k), where N is the size of
the Boolean hypercube that the polynomial is defined on, and consequently, log, N is the number
of variables of the multilinear polynomial. Throughout this work, we instantiate the scheme with
k= % -logy N, which results in proof size and verification time of O(log V).

A detailed description of the KZH-k construction is provided in Appendix E. Throughout the
paper, when we refer to KZH, we mean the KZH—(% -logy N) variant, which we may denote simply
by KZH for brevity. The security of KZH holds in the algebraic group model (AGM) [FKL18| under
the (q1,q2)-discrete logarithm and the setup-find-representation assumptions.

Advantages of KZH for our scheme. Apart from sublinear proof size and verifier time, the
KZH family has the following key advantages that make it particularly well-suited as the underlying
PCS for Aegon:

e [ree opening at Boolean points. Opening Boolean points (non-zero-knowledge variant) using KZH-
k family is essentially free, meaning the server is only required to read k arrays® of size N'/* from
memory. The term free here means that the server does not need to perform any computation to
generate the proof; it only needs to read and return the relevant auxiliary data. This is analogous
to Merkle trees, where the server does not need to perform any computation to generate the
membership proof. In Aegon, the server is only required to open the polynomials representing
the underlying dictionary at Boolean points. Therefore, the cost of openings at Boolean points
is particularly important.

e Homomorphic commitments and auxiliary input. The KZH family is homomorphic, and its aux-
iliary input used for opening is homomorphic as well. Here, homomorphism means the following:
let (C1,aux;) and (Cg,auxz) be the commitment—auxiliary pairs for polynomials f; and fa, respec-
tively. For any scalar a € F, the pair (a x C; + Ca, « X aux; + auxy) is a valid commitment
and auxiliary input for the polynomial « - f; + f2, where - denotes scalar field multiplication.
Consequently, updating n evaluation points of a polynomial requires only k - n group operations
to update both the commitment and the auxiliary data of KZH-k. Although Aegon does not

SExcluding the cost of evaluating the polynomial itself.

SThese arrays can be implemented as contiguous memory blocks (e.g., flat slices or static arrays), rather than
dynamically allocated structures like linked lists or hash maps. This makes memory access highly efficient in practice
due to spatial locality and reduced overhead.
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necessarily require homomorphism, homomorphism significantly improves the efficiency of our
protocol (see Table 1).

o Cheap zero-knowledge compiler. lronDict demonstrates how to construct a zero-knowledge variant
of KZH-k using existing zero-knowledge compilers [Biin+21| for homomorphic polynomial com-
mitment schemes, while requiring only a sublinear amount of randomness. Concretely, achieving
zero-knowledge for a single opening increases the prover’s (server’s) cost by O(k?- N'/¥) additional
group operations, which becomes O(log2 N) when instantiated with k& = %logQ N. This modifi-
cation incurs almost no additional overhead for the verifier (client). We include more details on
this compiler in Appendix E.1.

KZH Trusted Setup. One limitation of KZH is its requirement for a trusted SRS, similar to
the powers-of-tau used in KZG [KZG10]. The SRS must be generated via a trusted setup, which
introduces important security considerations. In practice, such setups are typically carried out us-
ing multi-party computation (MPC) ceremonies [BGM17], where multiple participants sequentially
contribute randomness to the SRS. As long as at least one participant acts honestly, the resulting
SRS remains secure. On the positive side, like KZG, the KZH setup is updatable. This means that
an existing SRS can be refreshed by adding new randomness, without compromising security, i.e.,
the resulting SRS remains secure as long as either the previous SRS was generated honestly or at
least one participant in the update contributed honestly. MPC ceremonies of powers-of-tau have
been successfully employed by real-world systems such as Ethereum [Fou25]. A summary of current
best practices of such ceremonies is provided in [WCB25].

4.2 Transparent Dictionary

We adopt the definition of a transparent dictionary from lronDict, with two important modifications.
To provide context, Aegon models the dictionary as consisting of two mappings. The first mapping,
index, assigns each user label (e.g., an email address) to a unique index—represented as a binary
string in {0,1}°82V where N denotes the capacity of the dictionary. This assignment is fixed
and does not change over time. The second mapping value associates each user index with a
corresponding value (e.g., a hash of the user’s public key). To look up their value, a user first
retrieves their index from their label via index, and then queries the dictionary to obtain the value
associated with that index. This type of mapping is also employed in tree-based constructions
that rely on a sparse Merkle tree, where the index is essentially derived from the hash of the
label. However, due to the simplicity of the index derivation process, these constructions do not
distinguish between two separate algorithms: one for retrieving the index and another for retrieving
the corresponding value. Our definition of a transparent dictionary diverges from that of lronDict
in the following ways.

e We explicitly separate index lookup from value-related operations, namely value lookup and value
consistency. Concretely, to retrieve the value associated with a label ¢, the client first performs
an index lookup to obtain the index corresponding to ¢, and then uses this index to retrieve the
value stored at that position. The same decomposition applies to value consistency: the client
first retrieves the index of £ and then invokes a value-consistency functionality parameterised by
that index. While this two-step lookup is also present in lronDict construction, we make this
separation explicit in the definition because it is required for our subsequent privacy definitions.

e We relax the server’s index assignment model. In lronDict, the server assigns an index to each
label and, at every epoch, provides a succinct proof that all previously assigned indices remain
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unchanged; the auditors verify this proof. In contrast, we relax this requirement and allow the
server to change indices maliciously. To compensate, we introduce additional functionalities,
Server.IndexConsis and Client.VerifylndexConsis, which—analogous to value consistency—enable
clients to verify whether their assigned index has remained unchanged. For example, the client
checks whether their index has remained consistent from the time they registered to the latest
epoch.

Definition 1 (Transparent dictionary). A transparent dictionary protocol is defined with respect
to three parties: Server, Auditor, and Client, all of whom have access to a public bulletin board BB.
Because of the existence of BB, we assume all parties know the current epoch number n. We assume
that the server is stateful and stores the state of past epochs. Each party supports the following
algorithms:

o Setup(A, 1) — (KeYserver: K€Y auditors K€Y client): Given a security parameter A and log of maxi-
mum supported size p, this algorithm respectively outputs participants’ keys, namely: keyseners
key auditor @0d keycjien:- We assume algorithms corresponding to each party take their correspond-
ing key as an implicit input; we omit it for brevity. If the setup requires secret randomness, we
assume it is executed by a trusted party (e.g., implemented via a ceremony).

e Server.lnit() — (statep,Cp): Initializes the dictionary state as statep and computes a succinct
commitment Cy to this state. The commitment Cy is then published on the bulletin board BB.

e Server.Update(state,, A) — (state,4+1,Cnt1,Tnt1): Updates the current state state, using a set
of changes A to obtain a new state state, ;1. It then computes and publishes a new commitment
Cn+1 to BB, along with an invariance proof mp41.

e Server.Lookuplndex(/, state,,) — (index, Tndex): Given a label ¢ and epoch state state,, returns
the index index associated with ¢ in the dictionary, along with an index lookup proof mndex. If
state,, does not exist or £ is invalid, the algorithm returns L.

e Client.Verifylndex(?, C,,, index, Tndex) — 0/1: Given a label ¢, epoch commitment C,,, index index,
and the index lookup proof 7dex, this algorithm verifies the proof and returns 1 (accept) or 0
(reject).

e Server.LookupValue(index, state,,) — (v, mva1): Given an index index and epoch state state,, re-
turns the value v at index in dictionary state state,, along with a proof my,;. If state, does not
exist or the index is invalid, the algorithm returns L.

e Client.VerifyValue(index, Cp,, v, mva1) — 0/1: Given an index index, epoch commitment C,, value
v, and a lookup proof 7y,, this algorithm verifies the proof and returns 1 (accept) or 0 (reject).

e Server.IndexConsis(/, states,, states,) — TndexConsis: Given a label ¢ and two states states, and
state, corresponding to epochs sg and s; with sg < s1, the server returns a proof mndexConsis
attesting that the index associated with ¢ remained unchanged throughout epochs sy to sy. If
the index changed during this interval or £ is invalid, it returns L.

e Client.VerifylndexConsis(¢, Cs,, Cs, , TIndexConsis) — 0/1: Client verifies validity of a consistency
proof TndexConsis for the index corresponding to label ¢ between epochs sg and s1, returning 1 if
the proof is accepted, and 0 otherwise.
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e Server.ValueConsis(index, states,, states,) — TvalueConsis: Given an index index and two states
states, and state;, corresponding to epochs sp and s; with sop < s1, the server returns a proof
TValueConsis attesting that the value of index remained unchanged throughout epochs sg to s1. If
the value changed during this interval or index is invalid, it returns L.

e Client.VerifyValueConsis(index, Cs,, Cs, ; TValueConsis) — 0/1: Client verifies validity of a consistency
proof TyalueConsis for index between epochs sg and s1, returning 1 if the proof is accepted, and 0
otherwise.

e Auditor.Verifylnvariance(Cy,, Cpy1, Tnt1) — 0/1: Given commitments C, and C,4; for epochs n
and n + 1 along with proof of invariance 7,41, verifies its validity and returns 1 (accept) or 0
(reject).

Security definition. A transparent dictionary is secure if it is complete and sound.

e Completeness ensures that when the setup is performed honestly and the server behaves correctly,
the system behaves as expected. In particular, consistency correctness guarantees that if a client
requests an index (value) consistency between epochs sgp and s; for an index (value) that has
not changed, then running Client.VerifylndexConsis (Client.VerifyValueConsis) on the proof will
lead to acceptance, and any query for the index (value) within the interval [so, s1] returns the
same result. Similarly, audit correctness ensures that at each epoch, an honest auditor running
Auditor.Verifylnvariance, outputs 1.

e Soundness, on the other hand, ensures security except with negligible probability. Index (value)
lookup soundness, also known as binding, guarantees that given a state commitment C, and
a label (index), it is computationally infeasible for the server to produce two distinct indices
(values) with valid proofs that both pass verification under Client.Verifylndex (Client.VerifyValue).
Consistency soundness ensures that if at least one honest auditor accepts the proof for each epoch,
then for any two epochs sg and s1, the server cannot generate a proof of consistency for an index
(or value) that changes during the interval [sg, s1] that will be accepted by the client.

Formal definitions of completeness and soundness are provided in Appendix B.

Comparison with the Definition of SEEMless. To compare our definition with SEEMless and its
variants such as Parakeet and OPTIKS, we replace the historical value query with a value consistency
query. As we show below, any historical value query can be expressed as a combination of lookup
queries and consistency proofs.

Remark 3 (Equivalence of Historical Values with Value Consistency). One can see that value
consistency is equivalent to retrieving historical values, a concept primarily used in tree-based
approaches. Consider a label with its historical values {(n;,v;)}ic[, Wwhere n; denotes the epoch at
which the value changes to v;. Given the historical values, it is straightforward to verify whether the
value has remained unchanged between any two desired epochs. Conversely, if a value has changed
at epochs ng, n1, ..., n¢, the server can prove the full value history by showing that the value did
not change within each interval [n;,n;;+1) and by revealing the value at each epoch n;. This requires
a linear number of lookups and consistency checks proportional to the number of value changes.
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5 Building Blocks

In this section, we introduce the building blocks underlying Aegon: a two-polynomial representation
of the dictionary, an open-addressing scheme for assigning indices to labels, and a randomized-
polynomial technique to prove a number of polynomials agree on an evaluation point.

5.1 Modeling a Dictionary from Two Polynomials

In Aegon, we model a general dictionary of the form D : {0,1}* — {0, 1}* using a pair of multilinear
polynomials. As a first step, and as described in Section 4, one can model a dictionary of the
form D : {0,1}!°%2N¥ — F\ {0} via a multilinear polynomial. Provided that the underlying field I is
sufficiently large, this dictionary is equivalent to a dictionary of the form D : {0, 1}1°82 ¥ — {0, 1}* by
incorporating a collision-resistant and preimage-resistant hash function H" : {0,1}* — F. However,
this representation alone is insufficient to capture a general dictionary of the form D : {0,1}* —
{0, 1}*. The approach of using a hash function to map arbitrary strings into the Boolean hypercube
{0, 1}1°g2N fails in this context. Here, N denotes the dictionary capacity, and even setting N to
100 billion is far too small to achieve collision resistance. Consequently, no collision-resistant hash
function with range {0, 1}1°g2 N exists. To support arbitrary label-value mappings of bit strings, we
introduce two auxiliary dictionaries index and value as defined below, such that their composition
(denoted by o) models a general bit string to bit string dictionary.

index : {0, 1}°82N — {0, 1}*, value : {0, 1}°&2 — {0,1}*

— value o index™V : {0,1}* — {0,1}*.

Importantly, both the index and value dictionaries can each be modeled independently by a multi-
linear polynomial, so the whole dictionary is represented using two such polynomials. The subtlety
is that we use the inverse mapping index(™Y : {0,1}* — {0,1}°82 Y which maps each label back to
its index. For this inverse to be well-defined, every label must be assigned a unique index; that is,
no two distinct labels may share the same index. We refer to this requirement as the invertibility
of index.

To summarize how a lookup works in the dictionary: each label ¢ (e.g., a phone number) is
assigned a unique Boolean index & € {0,1}1°82V | so that index(#) = ¢ (or, equivalently, a hash of ¢).
The value associated with ¢ is stored at the same index in the value dictionary, giving value(Z) = v,
where v may be a public key, its hash, or other related data.

Because a dictionary of the form D : {0,1}!°2 " — {0,1}* corresponds uniquely to its multilin-
ear representation, we use index and value to refer interchangeably to the dictionaries themselves or
their polynomial representations. Modeling a general dictionary using two multilinear polynomials
(index, value) has a significant advantage: it allows us to leverage a multilinear polynomial commit-
ment scheme to commit to the dictionary and use its algebraic properties, e.g., homomorphism or
selectively opening the underlying polynomials at points of interest. Concretely, at every epoch,
the server commits to the polynomials (index, value) as (com(index), com(value)) and publishes these
commitments to the bulletin board. Now, when a user queries the value associated with a label
£, assuming the client already knows the corresponding index Z, the server only needs to open the
commitment C, at point & to reveal value(Z). Retrieving the index corresponding to a label is more
involved, and we will elaborate on this later in this section.

This design of a general dictionary using two auxiliary dictionaries raises two key design ques-
tions, as outlined below, which determine the structure of the invariance proofs and the efficiency
of the parties.
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1. Index assignment: How is a unique index assigned to each label, and how does the server prove
that no label is mapped to multiple indices?

2. Value consistency: How does the server prove to the client that their values have remained
consistent across epochs?

5.2 Index Assignment

Our index assignment algorithm in Aegon follows lronDict, using an open addressing technique. The
key difference lies in how we prove to clients that their index is unique and has not been maliciously
modified: Aegon replaces IronDict’s globally expensive proof with locally cheap, per-client checks, in
which each client independently verifies that its own index has remained consistent. We first review
the open addressing technique and how labels are assigned an index.

As mentioned earlier, the index domain {0, 1}!°62 ¥ is relatively small given that N is the dic-
tionary capacity. Consequently, there does not exist a collision-resistant hash function that maps
arbitrary-length binary strings to {0, 1}1°62V, This raises an important question: how can the server
verifiably assign unique indices to labels? In other words, the server must prove that there is exactly
one valid index per label. We address this problem using an open addressing technique [con25]. As-
sume we have two hash functions HP* : {0,1}* — {0,1}°62 N and HF : {0,1}* — F\ {0}, such
that HP* is not collision-resistant while H is both collision-resistant and preimage-resistant. In
practice, we use VRFs to instantiate both HF and HP*. To assign a label £ an index, the server pro-
ceeds as follows: (i) Compute Zo := HP*(0, ). (ii) If this index is unoccupied, i.e., index(Zo) = 0,
then assign it to label £ by setting index(Zo) = H"(¢). (iii) Otherwise, compute 7 = HP(1,¢)
and repeat the same procedure. The formal algorithm for index assignment is provided in Figure 2.
There are two critical considerations for the efficiency and security of this approach.

e Quverprovisioning. Open addressing generally requires overprovisioning the dictionary capacity.
Without such slack, as the load factor approaches 1, locating an empty slot requires an increasing
number of hash probes. In Aegon, we set the dictionary capacity to be four times the expected
number of stored elements. With this load factor of a~! = 1/4, the expected number of probes

1_ 4

needed to find an empty slot is (1 — é)* =3.

o Use of VRF to instantiate H"" and HF. The other consideration is that, in practice, HP* and HF
are instantiated using a VRF. This prevents an adversary from predicting the distribution of data
in the dictionary by locally evaluating s and HF. Moreover, due to using open addressing,
this also mitigates attacks where an adversary chooses a label ¢ such that the assigned index
’Hbits(ctro,é) has a high counter ctry. For further details, we refer the reader to Section 4 of
[ronDict.

Another crucial requirement for the index dictionary is that the server must prove that each label
is assigned a unique index. If a server could make clients accept different indices Z1 and &5 for the
same label £, it could assign different values to value(#1) and value(Z2), effectively opening multiple,
inconsistent values for the same label. The open addressing technique for index assignment provides
a natural way to enforce uniqueness. Suppose a user is assigned an index Tetr, = HPS(ctrg, £), and
let Zeyr := HP®S(ctr, £) for ctr < ctrg. As long as the evaluations index(Z,) remain unchanged for
all ctr € [ctrg], the index Zctr, is guaranteed to be the unique index that the client accepts for label
¢. TImportantly, according to the index assignment algorithm, index(Zc,) # 0 is required for all
ctr < ctrg. In Aegon, the server proves to each client individually that their index has not been
modified, and avoids an expensive global proof.
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(1) Set ctr := 0, now given label ¢, the server computes & := H"®(ctr, £) and checks if the
index 7 is not already assigned, in other words, index(Z¥) = 0. If so, it sets index(Z) =
H(¢) and returns ¥ as the assigned index.

(2) If index(Z) # 0, the server updates ctr := ctr + 1 and then recompute & := HP(ctr, /)
and repeats the procedure. This continues until an unassigned index is found.

Figure 2: Index assignment algorithm by the server

5.3 Randomized Polynomials for Cross-Epoch Equality

As a central building block, we use a random-linear-combination technique for proving that a se-
quence of multilinear polynomials all agree at a single point [Haf+426]. IronDict introduces this
technique to ensure value consistency. In Aegon, we extend this idea further by additionally proving
the correctness of the label’s index via this property.

Suppose a prover has committed to a sequence of multilinear polynomials p1,po,...,p, and
wishes to convince a verifier that they all agree at a point Z, i.e., p1(Z) = pa(Z) = -+ = pu(D).
The naive approach—opening every p; at ¥—requires n PCS openings. Instead, the prover defines
a sequence of randomized polynomials randy, ..., rand, recursively as

rand, := 0, rand; :=rand;_1 +r; - (p; — pi—1) fori > 2,

where each r; € F is sampled uniformly at random (in practice via Fiat—Shamir [FS87|, by hashing
ri—1 together with the commitment to p;). Equivalently,

n
rand, = » 7% - (Dk — Pe—1)-
k=2

To check agreement at Z, it now suffices to verify a single equality: rand;(Z) = rand, (), requiring
only two PCS openings regardless of n. Soundness follows from the Schwartz—Zippel lemma: if
any p;(¥) # pi—1(¥), the equality holds only with negligible probability over the choice of {r;}.
Importantly, for this reduction to be sound, the verifier must be assured that each rand; is correctly
derived from rand;_; and p;. In the key transparency setting, this task is delegated to the auditor,
who at every epoch recomputes the Fiat—Shamir challenge r,, and checks the homomorphic relation

com(rand,,) = com(rand,,_1) + 7, - (com(p,,) — com(pp—_1)). (1)

As long as the underlying PCS is homomorphic, this check costs only a constant number of hashes
and homomorphic operations per epoch. Finally, we emphasize that the technique does not fun-
damentally rely on homomorphism: the same identity can be verified non-homomorphically via
fingerprinting (see Remark 4).
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6 Aegon: A Scalable Transparent Dictionary

In this section, we present Aegon, a transparent dictionary built generically over a multilinear
polynomial commitment scheme. We begin in Section 6.1 with the technique that underpins Aegon’s
constant auditor cost: we delegate index-uniqueness verification to clients. The key observation is
that index immutability, like value immutability, is a per-client property: each client only cares that
its own index has not changed. Since clients must already monitor their own values, delegating
index monitoring to them adds no new assumption to the threat model, yet it collapses what would
otherwise be a per-epoch global proof into a local check of constant cost per client.

We then present our construction in Section 6.2 as a generic protocol over any multilinear PCS.
While Aegon does not inherently require the PCS to be homomorphic, such a property significantly
improves the efficiency of the scheme.

In Section 6.3, we turn to a formal treatment of privacy. We give the first formal definition of
privacy for transparent dictionaries in the UC framework, and we prove that Aegon satisfies this
definition when instantiated with a zero-knowledge PCS.

Finally, in Section 6.4 we discuss the concrete instantiation of Aegon with a PCS. Following
prior work lronDict, we instantiate Aegon with the KZH polynomial commitment. We emphasize,
however, that Aegon is generic over the choice of PCS, and identifying alternatives to KZH—
for instance, schemes that avoid a trusted setup or that are post-quantum secure—remains an
interesting direction for independent study.

6.1 Index Uniqueness

Suppose a label ¢ is assigned an index Zt, such that:
Tetry 1= ’Hbits(ctro, ¢) and for all ctr < ctrg define: Ty := Hbits(ctr, 0)

According to the index assignment algorithm, index(Zctr,) = H" (£), while all earlier evaluations
index(Z¢tr) for ctr < ctrg are non-zero. In IronDict, the server proves that all non-zero evaluation
points remain unchanged, ensuring that index(Zctr, ) remains the unique index corresponding to label
£. In our approach, we shift this check to the client: the owner of the label ¢ locally verifies that
the evaluation points

index(Zy), index(Z1), ..., index(Zctr,)

have not changed from the epoch in which the label was registered up to the current epoch. To prove
index consistency to clients, we use the same randomization technique as for the value polynomials.

()

Define the incremental change of the index polynomial at epoch n as Ay’ := index,, — index,,_1. At

each epoch n, the server derives a random value rﬁf) non-interactively via the Fiat—Shamir heuristic
and constructs the randomized index polynomial recursively:

randl) := randg)_1 +r0.AD — rand( = Zr,g) -AI(CI).
k=1

As in the value consistency argument, if two randomized index polynomials agree at a point Z, then
with overwhelming probability all intermediate index polynomials also agree at that point:

rand() (%) = randV (7) =2

indexs, () = indexs,+1(%) = - - - = indexg, (¥).
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Now consider a client with label £ who registered at epoch sg and the system is currently at epoch s;.
Let its current index be Zer, := H 1 (ctro, £), and for all ctr € [ctrg — 1] define Zey, := H 1 (ctr, £).
For the client to verify that its index has remained unchanged from epoch sy to s1, it must check
the following:

Vctr € [ctro] : randg)) (Zetr) = randgll) (Zetr)-

This consistency check requires verifying 2 - (ctrg + 1) PCS openings. With an overprovisioning
factor of 4, the expected number of PCS openings is %, which remains concretely efficient.

6.2 Construction

In this section, we present our construction of a transparent dictionary, summarized in Figure 3
and Figure 4. The construction for a dictionary of size N := 2, uses multilinear polynomials with
p variables defined over a field F such that 22* < |F|, where X is the bit security parameter. Aegon
is generic with respect to the underlying PCS. We assume that all parties have access to a random
oracle O. As described earlier, our construction relies on two hash functions: HF : {0,1}* — F and
HPS : {0,1}* — {0,1}1°82 VN such that H" is preimage-resistant and collision-resistant. In practice,
we instantiate them using a VRF. In this case, the client cannot evaluate HP* and HF locally;
instead, the server provides the evaluation of HP* (highlighted red in Figure 4) together with a
proof of correctness generated by the VRF, which we omit for simplicity.

Theorem 1. Let PCS be a secure polynomial commitment scheme for multilinear polynomials
with p variables over a field F, where |F| > 22}, Let HF : {0,1}* — F be a collision-resistant and
preimage-resistant hash function, and let H* : {0,1}* — {0,1}°62¥ be an efficiently computable
mapping that is not required to be collision-resistant. Finally, let O : (CUFF)* — F be a random
oracle that takes as input sequences of polynomial commitments (from the commitment space C)
and elements of F*, and outputs a field element. Then, the transparent dictionary construction
described in Figure 3 and Figure 4 is complete and sound. Additionally, if PCS is zero-knowledge,
the resulting transparent dictionary satisfies privacy.

Proof. We defer the security proof to Appendix C, and the privacy proof to Appendix D. O

Note that the construction of Aegon could be initialized using a homomorphic vector com-
mitment scheme with zero-knowledge openings, rather than a multilinear polynomial commitment
scheme. In particular, KZH-k, equipped with zero-knowledge openings, yields a vector commitment
scheme with efficient opening time while preserving zero-knowledge. Nevertheless, we describe our
construction using multilinear polynomials and a PCS to keep the scheme generic. Polynomial rep-
resentations provide greater expressive power; for example, homomorphic relations can be verified
without relying on commitment homomorphism by opening the committed polynomial at randomly
chosen points. For this reason, and to maintain generality, we formulate the construction over
multilinear polynomials and polynomial commitment schemes.

Remark 4 (Checking Homomorphic Relations on Non-Homomorphic Commitments.). While ho-
momorphic (i.e., degree one) relations can be verified directly using a homomorphic PCS, they can
also be checked non-homomorphically via a fingerprinting approach, namely by evaluating both sides
at a random point. The security of this method follows from the Schwartz—Zippel lemma |Zip79;
Sch80]. Consider verifying a degree-one homomorphic relation of the form G(fi,..., f,) = f, where
{fi}iep n) is a set of polynomials, f is another polynomial, and G specifies a degree-one relation over
the entire set { fi}ie[l,n]~ Rather than checking this relation homomorphically, it suffices to verify it
at a single random point 7. Concretely, the verifier is given commitments to all polynomials in the
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Setup(A, 1) = (K&Yserver; K€Y auditors K€Y client): Given a security parameter A and a parameter p defining
a capacity N := 2, run Setuppcs (A, pt) which outputs (vk, pk), i.e., the verifier key and the prover
key. Set keYsener 1= PK, k€Y auditor := VK, and keycjient := VK.

Server.Init(u) — (stateg, Cp):

— Initialise zero multilinear polynomials indexg, valueg, rand((JI), and rand((JV) of size N.
— Compute commitments to these polynomials, forming Cy.

— Set stateg = (indexg, valueg, rand(()l), rand(()v)) and output (stateg,Cp).

Server.Update(state,,, A) — (state,t1,Cpni1,Tnt1): Parse A as (Aindex, Avalue) and perform updates
as follows:

— Index dictionary: Parse Aindex = {¢;}; and ensure that all labels ¢; are unassigned.

1. Assign indices &; according to Figure 2, and compute com(index,,+1), such that:

Fp) if 7= 7,
AV (@) = H(l) i J_U“ — index,41 = index,, + A
0 otherwise.

D

o1, com(index,y1)) and compute conl(randffil), such that:

2. Derive randomness ) O(
randerl =rand® + M. AD

— Value dictionary: Parse Ayaue = {(4i,vi)}: and retrieve the associated indices ;.

1. Compute com(value,,1+1) such that:

7 f T = ﬂl’a
AV) (%) = vi L x = value, 1 = value, + AY)
0 otherwise.

V)

2. Derive randomness 75’ < O(r,,,, com(value,4+1)) and compute com(randgx_)l) such that:

randfx)1 = rand(¥) + (V) . AY)

The algorithm outputs the updated state state, i1 and its corresponding commitment C,,41. If the
PCS is homomorphic, computing new commitments (denoted by blue) will be done homomorphically,
hence the proof 7,11 is empty (i.e., 741 =L1). Otherwise, 7,41 consists of a non-homomorphic proof
attesting to the correctness of the commitments to randg}rl and randfxr)l. We omit the details, as the
procedure follows directly from the standard fingerprinting argument (see Remark 4).

Figure 3: Aegon setup, init, and update functionality
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Server.Lookuplndex(¢, state,,) = (&, Tindex):

— Determine the label counter ctry € NU {0} associated with .

— For each ctr € [ctrg], define Zey, = ’Hbits(ctr,f) and compute a PCS opening m, attesting to
the evaluation index, (Zc).

- Output Tindex *— (CtrOa {ﬂctr}ctre[ctro])'

Client.Verifylndex(¢, C,,, &, Tindex) — 0/1: The client wishes to verify that the index Z corresponds to
the label 2.

— Parse Tindex = (Ctro, {Tetr fetre(erro])- For each ctr € [ctrg], recompute Zey := H"'*(ctr, /) and
verify the corresponding PCS opening ;.

— Check Vctr € [ctrg — 1] : index,, (Fer) ¢ {0, HF(€)}, index,, (Tetr,) = HE (£), and T = Teyy, -

Server.LookupValue(Z, state,,) — (v, mva1): Compute a PCS opening 7y, attesting to the evaluation
value,, (Z) = v, and output my,).

Client.VerifyValue(Z,C,,, v, mya1) — 0/1: Verify the PCS proof v, attesting value, (Z) = v.

Server.IndexConsis(/, states,, states, ) — TndexConsis: RUN Tndex — Server.Lookuplndex(¢, states, ) to
retrieve the set of indices {Zctr}ctrefetro]- Then, for each ctr € [ctro], compute the PCS open-
ings (Tetr s, Metr,s;) attesting to the evaluations randg))(fct,) and randgll)(fct,). Finally, output

TIndexConsis +— (Trlndexy {(ﬂ.ctr,sozWctr,sl)}ctre[ctro])-
Client.VerifylndexConsis(¢, Cs, , Cs, , TindexConsis) — 0/1: Parse

(Ctl’o, {ﬂ-ctr}ctre[ctrg]) < TIndex; (WIndexa {(ﬂ-ctr,Sov 7Tctr,sl)}ctre[ctro]) $— TIndexConsis

Recompute &, = H"(ctr, /) for all ctr € [ctrg], and then verify 7uqex by running
Client.Verifylndex(¢, Cs, , Zctrg, Tindex). Next, verify the PCS openings (7ctr 5o, Tetr,s, ) attesting to the
evaluations of ra ndg)) (Zerr) and randgl) (Zetr), and check that:

ra ndg? (Zerr) =ra ndgl) (Zerr)

Server.ValueConsis(Z, states, , states, ) —  TvalueConsis: Computes PCS openings mvalueConsis =
(V)

S1

(754, s, ) attesting to the evaluations randg?)/) (Z) and randy)’ (%), and output TyalueConsis-
Client.VerifyValueConsis(Z, Cs,, Cs, , TvalueConsis) — 0/1: Parse (ms,,Ts,) ¢ TvalueConsis, verify the
PCS openings attesting to randg?)/) (Z) and randg)(aﬁ’)7 and finally check that randg) (%) = randg\ll) (2).
Auditor.Verifylnvariance(C,,,Crt1, 1) — 0/1: Recompute the challenges r and r{Y using the
Fiat—Shamir heuristic:

V) 2 O(r(v) com(value, ;1))

’/‘g) ; O(T(I) 17C0m(indexn+1))7 Tn n—1>

e
Verify that the following relations hold among the corresponding commitments:

V)

com(rand, ;) L com(rand("

V) 4V (com(value, 1) — com(value,)),

com(randgil) L com(rand") + (D . (com(index;,11) — com(indexy,)).

If the PCS is homomorphic, these identities are verified directly on the commitments. Otherwise,
verification proceeds non-homomorphically (see Remark 4).

Figure 4: Aegon lookup, consistency, and audit functionalities
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set {fi}ie[1,n) and to f, along with a description of G. The verifier samples a random point 7, and
the prover returns the evaluations { f;(7) }ie[1,n) and f(7), together with valid opening proofs. After
verifying these PCS proofs, the verifier checks whether

G(f1(P), f2(P), ..., fu(7)) G

In practice, the randomness 7 is typically derived via the Fiat—Shamir heuristic, e.g., by hashing
the commitments to all polynomials in the set {fi}ic[1,n along with f.

6.3 Privacy

As discussed previously, privacy is an important consideration when a transparent dictionary is
used in KT. Prior works before IronDict either did not address privacy or formalised it through a
leakage function that captures the information inherently leaked by the construction. For example,
SEEMless reveals the last time a value was updated during a value lookup. Such forms of leakage
are non-standard and inherent to the construction.

IronDict informally defines a notion of strong privacy and avoids using the leakage function
unlike prior work. More specifically, IronDict informally argues that: For both client queries and
the information posted on the bulletin board, the server reveals only polynomial commitments, PCS
openings, and sumcheck proofs. If each underlying component is zero-knowledge, then the protocol
as a whole preserves privacy. While this intuition is appealing, it overlooks several subtleties. For
example, when the server opens the index corresponding to a label, it may reveal some unintended
information about the indices of other labels with non-negligible probability (see Appendix D for
more details). Although this leakage does not expose sensitive information about users’ values, it
nonetheless illustrates the importance of a precise and formal treatment of privacy.

We introduce formal definitions of privacy for different server functionalities. At a high level,
the server must respond to two types of queries: (I) index lookup and consistency and (II) value
lookup and consistency, which also capture historical value queries, since historical value queries can
be expressed as combinations of value lookups and value consistency. In addition, at every epoch,
the server publishes a commitment to the dictionary along with auxiliary data (i.e., commitment
to the rand polynomials) on the bulletin board.

Our notion of privacy captures data published on the bulletin board, as well as query type
(IT), akin to standard definitions of zero-knowledge proofs. In contrast, index lookup and consis-
tency queries do not directly reveal sensitive information: they merely map user labels to internal
static indices. For this reason, we do not require strict zero-knowledge for index lookup and index
consistency. Nevertheless, similar to previous work |[Mel+15; Cha-+19; Haf+26|, we use standard
techniques such as employing verifiable pseudorandom functions (VRFs) [MRV99] to map labels to
indices, which ensures that an adversary cannot predict or exploit the distribution of labels within
the database. We defer our formal definitions of privacy to Appendix D.

Size leakage. There are additional notions of privacy one might consider for KT, such as prevent-
ing an adversary from learning the total number of users, the number of currently active users or the
number of updates within an epoch. In Aegon, the setup phase publicly includes an upper bound
on the number of users, since most polynomial commitment schemes (including KZH) require such
a size parameter. Comparable size information is also leaked by Merkle tree-based constructions.
However, on the positive side, unlike Merkle tree-based approaches such as SEEMless, Parakeet
and OPTIKS, where the invariance proof reveals the number of updates in an epoch, in Aegon, the
information published on the bulletin board does not reveal the number of updates in that epoch.
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In Aegon, an adversary attempting to infer the number of users could perform probing attacks by
registering multiple labels and using their assigned identifiers (e.g., the number of hashes required to
locate an empty slot) to gather statistical information about the system’s current load. A detailed
analysis of these attacks is left for future work; importantly, they do not contradict our privacy
definition.

6.4 Concrete Instantiation

Similar to lronDict, we initialize Aegon with KZH to benefit from the efficiency advantages dis-
cussed in Section 4.1, including free openings at Boolean points and inexpensive zero-knowledge
transformations. These benefits come at the cost of a trusted setup. In practice, however, we do
not view this requirement as a bottleneck. As discussed earlier, the setup can be executed via an
MPC ceremony, guaranteeing security as long as at least one participant behaves honestly. Con-
cretely, the ceremony can be carried out by a small number of independent servers operated by
different organizations. For example, an SRS supporting polynomials of size 232 can be generated
by 10 servers from different companies, with the cost per server remaining below 10 dollars on a
commodity cloud instance and the computation completing in under 30 minutes per server. As a
result, the entire setup can be completed in less than one hour in practice. We leave more details
to Section 9.

Checking Homomorphic Relations Over zk-KZH. Our protocols are generic with respect
to the choice of multilinear PCS, regardless of whether the scheme is zero-knowledge. However, this
generality introduces a subtle issue that must be handled carefully. When using a zero-knowledge
variant such as zk-KZH, homomorphic relations between blinded commitments cannot be verified
directly by the auditor without additional input from the server. To illustrate the issue, recall that a
standard KZH commitment to a multilinear polynomial with evaluation points (x1,...,x,) has the
form Zie[l’n] x; - g;- To make the commitment hiding—analogous to Pedersen commitments—we
introduce an additional generator h and sample a random blinding factor » € F. The resulting
hiding commitment becomes r - h + Eie[l’n] x; - g;- The difficulty arises when verifying a homomor-
phic relation between two such commitments: the hiding factors on the two sides of the relation
are generally different. Concretely, suppose we are given two PCS commitments com; and coms,
each using independent blinding randomness. The problem reduces to verifying that these com-
mitments correspond to the same underlying polynomial despite their different hiding terms. A
straightforward solution is to open both commitments at a randomly chosen evaluation point and
check that the evaluations coincide. By the Schwartz—Zippel lemma, equality at a random point
implies equality of the polynomials with high probability. However, this approach requires two PCS
openings, which can be computationally expensive. A more efficient alternative is to consider the
commitment difference com; — coms and verify that it opens to the zero polynomial. Equivalently,
we check that com; — comy = ¢ - h for some ¢ € F, where h is the hiding generator. This statement
can be proven using a simple Y-protocol that requires only a constant number of group operations.
In conclusion, verifying homomorphic identities between blinded commitments necessitates an ad-
ditional Y-protocol. Importantly, this incurs only constant overhead for both the server and the
auditor. More details of zk-KZH can be found in Appendix E.1.

Instantiation With Other Polynomial Commitments. Aegon is generic over the choice of
PCS and can be instantiated with a variety of alternatives, including those that offer a transparent
setup [Zha-+21]. Such alternatives typically involve trade-offs, such as larger proof sizes, slower
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Party Operation Homomorphic PCS Non-Homomorphic PCS
Client Lookup Time / Communication O(1)PCS.V /O(1) PCS.P O(1) PCS.V
Consistency Time / Communication O(1)PCS.V/O(1) PCS.P O(1) PCS.V
Lookup O(1) PCS.OB O(1) PCS.OB
Server Consistency O(1)PCS.OB O(1) PCS.OB
Invariance O(n) (PCS.AuxH + PCS.ComH) 8 x PCS.O
. Computation O(1) PCS.ComH 8 x PCS.V
Auditor o
Communication o(1) 8 x PCS proofs
PCS.P : PCS proof size PCS.V : PCS verification time

PCS.AuxH : Homomorphic operation on PCS auxiliary data  PCS.O : PCS opening at a random point
PCS.ComH : Homomorphic operation on PCS commitments PCS.OB : PCS opening at a boolean point

Table 1: Comparison of the efficiency of Aegon using homomorphic and non-homomorphic PCS
instantiations: The main bottleneck for non-homomorphic PCS lies in the server’s computation
to generate the proof of invariance, which requires opening the underlying polynomials at random
points and thus takes linear time in the size of the dictionary. Using a homomorphic PCS, this cost
is O(n) and independent (sublinear) of the dictionary size, where n is the number of updates in
the epoch. For simplicity, we ignore the zero-knowledge cost, which is incurred only on lookup or
consistency proofs for values, and only when the dictionary is required to achieve privacy.

opening procedures, or increased costs for achieving zero-knowledge. Consequently, selecting an ap-
propriate PCS requires carefully balancing efficiency against trust assumptions. Identifying efficient
transparent alternatives to KZH remains an interesting direction for future work.

A key property of KZH that Aegon heavily leverages is its support for free openings over the
evaluation domain (e.g., the Boolean hypercube in the multilinear setting), together with an inex-
pensive zero-knowledge compiler. These features enable a server to answer client queries efficiently.
HydraProofs [PPP25] is a concurrent work to KZH that introduces a multilinear PCS support-
ing free openings over the Boolean hypercube and explores several additional applications of this
property. However, unlike KZH, HydraProofs does not provide zero-knowledge, and its proof size
scales with the square root of the size of the Boolean hypercube. Designing polynomial commit-
ment schemes that simultaneously achieve these properties remains an interesting direction for
future work. Another key property of KZH that boosts the efficiency of Aegon is homomorphism.
Table 1 summarizes the concrete costs of Aegon when instantiated with either homomorphic or
non-homomorphic PCS variants.
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7 Planetary-Scale Deployment of Aegon

In this section, we introduce two main techniques that allow us to implement Aegon at a planetary
scale. In Section 7.1, we enable horizontal scalability by sharding the dictionary. We shard the full
dictionary into 77 independent sub-dictionaries such that all operations of a shard will be independent
of the other shards. Sharding yields several benefits.

First, because each shard is committed separately, the PCS setup need only be sized for a single
shard of capacity N instead of the full n - N; for a dictionary of capacity 4 billion, when Aegon
is instantiated with KZH, this shrinks the SRS from roughly 1TB to under 10 GB per shard at
n = 128. Second, because the shards are independent, every server-side operation parallelizes across
them: shards can be distributed over multiple machines, each managing its own database, so client
throughput scales with the number of shards. Third, sharding accelerates dictionary construction
by parallelizing open addressing. Index assignment via open addressing is an inherently sequential
operation, i.e., elements are added one by one. We enable a construction where the open addressing
on each shard is independent of the other shards.

As an independent by-product of our analysis, we obtain a notion of sharded open addressing.
Open addressing is classically a global procedure over a single address space, whereas sharding
partitions that space across machines. We bridge this gap by decomposing the global probe sequence
into independent per-shard probes while preserving the uniqueness guarantee of the original scheme.
We believe this primitive is of independent interest and elaborate on it in Appendix F.

Finally, in Section 7.2, we further enable optimal server storage by caching a bounded set of
PCS opening proofs per epoch and discarding prior dictionary snapshots. Because the number of
updates in an epoch is orders of magnitude smaller than the dictionary size, this strategy yields
a server whose storage grows only with the retained history, rather than with the dictionary size
or the number of elapsed epochs. It further supports per-client retention policies, since the cached
proofs for different clients are independent.

7.1 Dictionary Sharding

In this section, we introduce our dictionary sharding technique. Concretely, we replace the one
global dictionary of capacity n - N with 1 independent sub-dictionaries, each a full single-shard
Aegon instance of capacity N. Assume we have n shards, indexed by 0,1,...,n7 — 1. In the single-
shard setting, a label /¢ is first mapped to an index by the index polynomial, and this index is then
mapped to a value by the value polynomials. In the sharded setting we prepend one step: the
server holds a VRF H,: {0,1}* — {0,...,n — 1} that assigns each label a shard j := H,(¢). This
assignment is static: it depends only on £, so a label’s shard never changes, exactly as its index
never changes. All remaining dictionary operations are then handled entirely within shard j by the
unmodified single-shard protocol of Section 6.2: inserting ¢ runs that shard’s local open addressing,
a value lookup opens that shard’s value polynomial, and a consistency proof opens that shard’s
randomized polynomials across the two epochs. Because H,, is a VRF, the server returns the shard
index together with a proof of correct evaluation, and the client only ever queries (and monitors)
shard j, rejecting any proof served from a different shard.

A naive approach would publish all n shard commitments directly on the bulletin board. To
lower both client communication and the bulletin board overhead, we instead commit to the shard
commitments via a Merkle tree whose leaves are the per-shard commitment tuples: each shard j
produces its single-shard commitment Cq(zj ), and the server builds a Merkle tree over the leaves
(67(10)7 e ,Cy(:]_l)), publishing only the root on the bulletin board. Each client now interacts with a
single shard, so its overhead drops to logarithmic in 7: it fetches only its own shard commitment
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together with a Merkle authentication path of length log, n attesting that this leaf lies under the
published root.

The auditor’s cost, by contrast, is unchanged by this optimization. Since the auditor must verify
the invariance of every shard, it still incurs work linear in 7: it recomputes the Merkle root from all
7 revealed leaves to confirm the tree was constructed correctly, and then runs one invariance check
per shard. Sharding does, however, reduce server and client lookup and consistency costs, since
each PCS opening is now over a dictionary of size N rather than 7 - N. Finally, the bulletin board
communication itself is unaffected: the server publishes a single Merkle root per epoch regardless
of n, serving the relevant leaves and their authentication paths out of band on request.

Uneven Distribution of Labels Among Shards. A subtlety of static, per-label shard assign-
ment is that a label cannot migrate: given j := H, (), the label ¢ can only ever be assigned to
shard j. We rely on this determinism for security, so that a client, or the owner of the label, can
deterministically know which shard holds their label and monitor only that shard. The risk of this
approach is that a single shard may exhaust its capacity while others remain underutilized, forcing
a dictionary expansion (Section 10.1) before the global dictionary is truly full. This is an inter-shard
load-balancing question, which we now analyze.

We model the assignment as a balls-into-bins process: the m registered labels are the balls,
the 7 shards are the bins, and each label lands in the bin H,(f). The relevant quantity is the
maximum load, the fill of the most-loaded shard, since the first shard to overflow is what triggers an
expansion. Crucially, the throws are uniform and independent: H,, is a VRF rather than a public
hash, so an adversary registering labels cannot evaluate it locally and therefore cannot grind labels
into a shard of its choosing. The shard a label lands in is unpredictable until the server reveals
it, so the uniform balls-into-bins model holds even under adaptive, adversarial registration. The
following lemma bounds how far the heaviest shard can deviate from the mean load.

Lemma 1 (Shard balance). Let m labels be assigned to 7 shards, where each label’s shard is H,(¢)
and H, is modeled as a random function into {0,...,7 — 1}. Let X; be the load of shard j, so
X, ~ Bin(m, 1/n) with mean v := m/n. Then for every ¢ € (0, 1),

52
PT[O??EHX]' > (1+5)u] < n-exp(— TI/)

Fixing a failure probability 27 and solving for § yields §(\) = \/ 3 ()\ In2+1In n) Jv.

Proof. Each Xj is a sum of m independent Bernoulli(1/7) indicators, so the standard multiplicative
Chernoff bound gives Pr[X; > (1 4+ 6)v] < e=0°/3 for § € (0,1). A union bound over the 7 shards
gives the stated inequality; setting the right-hand side to 27 and solving for § gives §(\). O]

Concrete numbers. Take a planetary deployment with = 128 shards, each of true capacity
N = 2% labels (backed by a polynomial of 227 evaluations, so the over-provisioning factor a = 4 is
already folded into N). The system thus supports a total of - N = 232 labels. When the global
dictionary nears this capacity, each shard expects a load of N = 225 labels. By Lemma 1, the most-
loaded shard exceeds this mean by at most a factor 1 + §(\), where X is the desired bit-security
level; at A = 128 this gives §(128) ~ 1.4 x 1073, Equivalently, the first shard reaches its capacity N
only once the system already holds more than - N - (1 — «y) labels, such that:

3(AIn2+1nn)73

n-N-(1-=v)=n-N-(1- N )
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Thus, except with probability 27128, over 99.8% of the n- N = 232 total capacity is usable
before any single shard overflows. The VRF assignment therefore wastes only a negligible fraction of
capacity, and the decision to expand is governed by the global fill rather than by a single prematurely
saturated shard.

Sharded Open Addressing. As an interesting by-product of the construction above, we obtain a
notion of sharded open addressing, which partitions a global address space into n shards and runs an
open-addressing procedure on each shard independently, while preserving the uniqueness guarantee
of the original scheme. We elaborate on this primitive in Appendix F.

Generality of Dictionary Sharding. The sharding technique above is not tied to Aegon: the
same VRF-based partitioning applies to other key transparency schemes, such as WhatsApp’s AKD.
One simply instantiates 1 independent copies of the scheme and uses a VRF to assign each label to a
shard, j := H,(¢), exactly as before; every operation on a label is then served entirely by its assigned
instance, splitting the global dictionary into n local shards. For AKD this partitioning comes at
essentially no cost to any party—server, client, or auditor. Specifically for the auditor, its per-epoch
cost is linear in the number of key updates published in that epoch. Sharding only redistributes
those updates across the n instances without changing their total number, so the auditor’s aggregate
communication and computation are unchanged whether or not the dictionary is sharded.

7.2 Historical Values

We rely on two key observations that allow the server to cache proofs for historical values and safely
discard the previous dictionary states. This significantly improves both the server’s storage and its
efficiency in retrieving historical values.

The first observation is that the number of updates per epoch is much smaller than the total
dictionary size. For instance, the dictionary may contain billions of entries, while an application such
as WhatsApp processes roughly 1250 updates per second at the time of writing this paper [Fac25].
With an epoch duration of one minute, this translates to about 75,000 updates per epoch, which is
negligible compared to the total number of entries. Next, assume that |A;| updates occur during
epoch i. The second observation is that the server can precompute and store O(|A;|) PCS openings
at each epoch, allowing it to discard all previous dictionary states safely. That is, the server only
needs to retain the latest dictionary state along with these precomputed proofs, resulting in optimal
server storage.

High-Level Overview of the Protocol. As a reminder, suppose a client queries their historical
values, represented as {(n;, ’Ui)}ie[t], meaning the value changed to v; at epoch n;. To prove correct-
ness, the server must show two facts for each interval [n;, n;+1): (1) the value remained unchanged
throughout this interval, and (2) the value at epoch n; is indeed v;. Therefore, as long as the
server caches the lookup proofs for each (n;,v;) pair and the consistency proofs for every interval
[ni,mi11), it no longer needs to retain past dictionary states. The only persistent data required is
the sequence of commitments, which is already available on the bulletin board. These observations
allow the server to reduce its storage overhead substantially.

Concrete Approach. Consider a client with label ¢ who registered at epoch ng. Let the associ-
ated index be Teyy, 1= HP*(ctrg, £), and for each ctr € [ctrg — 1] define Ty, := H 1 (ctr, £). Suppose

33



we are currently at epoch n, and let {(n;,v;)};cqy denote its historical values, which are ordered
such that
1<ng<m < - < <n.

Next, we demonstrate how the server can only store ctrg+3t+5 polynomial opening proofs to enable
efficient proof of the historical values, along with proof of index correctness. Specifically, when the
client registers at epoch ng, the server stores the PCS openings for index,,, (Zct,) and randgg (Zetr)
for all ctr € [ctrg]. Additionally, for each change epoch n;, the server stores PCS openings for the
following polynomial evaluations:

Vi€ [t] : valuey, (Z), Vielt: randgzl(f), randg)(f).

These cached proofs, together with the latest state (index,,, value,,, ra ndnlt), ra ndg)) are sufficient
for the server to prove the entire history of the client:

e Index correctness. Firstly, to verify that the index has not changed since epoch ng, the server sends
the stored PCS openings for {randgg (Zetr) Yetre[etrg) and computes PCS opening for evaluations

{rand%I ) (Zetr) etrefetro) from the latest state polynomial ra nd%I ). The client first verifies the received
PCS proofs and then checks the following to ensure that its index has remained unchanged:

Vctr € [ctro] : rand,gg (Zetr) = randV (Zeyyr)

Then, the server sends PCS openings for {index,,(Zctr)}etrefctro]; Which serve as proof of the
correctness of the index for the client.

e Historical values. Next, the stored PCS openings value,, (Zctr,) provide lookup proofs at epochs
{ni}iey and the PCS openings for evaluations

{ra"dgL (Zetry ) rand%\f) (fctro)}ie[t] ) rand%v) (Zetry )

provide consistency proofs for the intervals {[n;, ni11) }icj—1) and [ng, n].

Flexible Policy Over Historical Values. Unlike all prior schemes, an important advantage of
the design above is that it gives the server complete flexibility in managing the historical values.
Since lookup proofs for different clients are independent, in principle, the server can apply distinct
policies for each client. For instance, one client may request storing only the last two versions of
their value, while another may require versions spanning the past five years. This flexibility allows
the server to save storage by discarding unnecessary history.

For example, the server may choose to retain historical values only for the past year and safely
remove older entries. This contrasts with Merkle tree-based approaches, such as SEEMless and
Parakeet (the baseline for WhatsApp Key Transparency), where the server maintains an append-
only tree and its history grows indefinitely, forcing it to store all past entries—even those that are
no longer relevant.

Discarding old history introduces a soundness caveat: if the server retains only the last T epochs
of a client’s history, then a malicious server could have tampered with that client’s value during
any earlier period and erased the evidence. To preserve soundness under a retention window of T,
we therefore require that each client come online at least once per interval of length T" and verify
the consistency of its value. This is the same kind of liveness assumption made by the resetting
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mechanism of OPTIKS [Len+24|, which periodically rebuilds the directory and keeps only the most
recent value of each label. The mechanisms differ, however, in what they ask of the server and of
clients. OPTIKS requires the server to recompute the directory tree from scratch at every reset, and
clients must explicitly re-verify that their latest value is present in the new tree. In Aegon, neither
step is needed: the server simply ceases to retain proofs older than the retention window, while
imposing no additional burden on clients.
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8 System Implementation and Optimizations

We implement and benchmark Aegon in roughly 50,000 lines of Rust.” Unlike IronDict, our imple-
mentation is production-grade and exposes the same API as WhatsApp’s AKD?®.

Schema and Library Choices. We instantiate our construction using the KZH-k polynomial
commitment scheme, reusing the KZH-k implementation from the IronDict codebase”. All cryp-
tographic operations are implemented using the arkworks library [con22|. Following IronDict, we
instantiate KZH over the BN254 curve, a standard pairing-friendly curve widely adopted in indus-
try [But14]. BN254 provides at least 100 bits of security. Moreover, since the size of its scalar field
is larger than 220, it satisfies our requirement that 22* < |F|.

We use ECVRF-EDWARDS25519-SHA512-TAI as our verifiable random function specified in
RFC 9381 |Gol+23|. This is the same Schnorr-style construction [Sch90] deployed by AKD. Follow-
ing IronDict, we use a provisioning factor of & = 4, meaning that the dictionary’s nominal capacity
is set to 4x its true capacity.

Hardware and Deployment. A central design goal of our implementation is that every server-
side process (shards, coordinator, masking server, and label-value database) must run on standard
commodity servers rather than on specialised hardware, so that a Aegon deployment can be pro-
visioned from any major cloud provider without bespoke procurement. Section 9 lists the specific
instance types used for our planetary-scale evaluation and the resulting machine count.

8.1 Server Architecture

An Aegon deployment is composed of three distinct kinds of processes, illustrated in Figure 5: (i) a
single coordinator that mediates every client request; (i) n shard servers, where 7 is a power of two,
each owning one disjoint slice of the directory polynomials and a co-located label-value database
that persists that shard’s own value bytes, per-label value-history lists, placement records, and
cached history openings; and (iii) m masking servers that pre-compute the zero-knowledge masking
packages the shards consume during lookup.

Two-Layer Open Addressing. Routing is two-layer: the coordinator applies a first-layer hash
H,, to each label to pick the owning shard, and the shard itself applies a second-layer hash HPits
plus open addressing to pick a slot within its own polynomial.

Coordinator. The coordinator is the only process clients talk to. It holds O(n) state independent
of the label count, consisting of the epoch-commitment chain and a per-shard fullness counter.
On any incoming request it applies H, to the label to pick the owning shard. Lookups return
that shard’s response wrapped in a Merkle authentication path against the current sharded epoch
commitment. Publishes partition the batch across shards by #,,, collect the new commitment each
shard returns, derive a single shared challenge by hashing all of those commitments together, and
hand that challenge back so every shard applies the same update.

"Our codebase can be found here: https://github.com/alireza-shirzad/aegon
Shttps://github.com/facebook/akd
“https://github.com/alireza-shirzad/irondict
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Figure 5: Aegon system architecture

Shard server. FEach shard server owns four multilinear polynomials of capacity 2¢ = aIN/n over a
Boolean hypercube (the index and value polynomials, plus their two chain-blinded variants), where
N is the true dictionary capacity, a = 4 is the over-provisioning factor, and 7 is the number of
shards. Alongside the polynomials, each shard owns a co-located label-value database and a gRPC
interface the coordinator uses to commit batches, open the polynomials at any slot, and read the
current per-shard commitment. Shards never talk to each other and never touch another shard’s
database.

Masking Server. The critical path of every lookup is the MSM work that masks the polynomial
opening for zero knowledge, so we lift that work off the shards entirely: a pool of m masking servers
pre-computes opening-point-agnostic masking packages and ships them to shards on demand via
gRPC, keeping per-lookup shard work independent of the masking cost. Because the shards round-
robin their fetches across the pool, the pool size is the primary throughput knob for lookups:
operators scale m up under peak load and back down when load is small, without touching the
shards or the coordinator. The masking servers are only required when the deployment opts into
zero-knowledge openings, which is the configuration we report on throughout this section.

8.2 Optimisations

We implement several optimizations to improve efficiency compared to IronDict.

Tuning the KZH-k block parameter k. KZH-k exposes a block parameter k that controls the
trade-off between the prover’s and the verifier’s workload. We optimize for the prover’s opening
time, since it sits on the critical path of every client lookup and thus governs both the masking
server’s throughput and the user-perceived latency.

At Boolean points, the only k-dependent server-side cost in Aegon is the zero-knowledge overhead
that runs once per zero-knowledge opening by the masking server. We model the cost-relevant work
as the cost of building the auxiliary table for the sparse masking polynomial used by the zero-
knowledge compiler of Appendix E.1, since this table construction dominates the masking server’s
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work in a zero-knowledge opening. More specifically, for a multilinear polynomial of size N = 2#,
the zero-knowledge compiler samples a random masking polynomial r()? ) with k& - 21/k non-zero
evaluations. For every opening, the prover must build the KZH-£ auxiliary table of r. The auxiliary
table has k — 1 levels (Figure 13, j = 1,...,k — 1). On the sparse path each level performs one
G1 addition per non-zero coefficient of r, regardless of the level’s index, because every non-zero
coeflicient contributes to exactly one prefix cell per level. The work is therefore

f(k) = (k=1) - k- 2r/k = k(k—1)-2¢%  1<k<up,

levels non-zero evals per level

matching the leading term O(k? - N 1/ k) of the zero-knowledge overhead claimed in Section 4.1. We
pick the integer £* that minimises f(k) at SRS-generation time in the following way: Treating k as
continuous, the derivative is

Fl(k) = (2k —1)-20/F — k(k—1).2¢/F . a2 — ou/k | (o 1) — M+M _
Setting f’(k) = 0 yields the implicit equation k(2k — 1) = (k — 1) p In2, which is quadratic in k
with positive root

1+pln? 1+ pn2)2—8uln2
k*:(+ﬂn)+\/(4+ﬂn) 8/ In ~ 2~ 0.347 p,

i.e. k* grows linearly in the number of variables y = log, N with constant IHTQ Rounding to the
nearest integer across the deployment range gives the values in Table 2. For our concrete deployment

k* 1 2 3 4 5 6 7 8 9 10 11 12
prange 1 2-9 10-12 13-14 15-17 1820 21-23 24-26 2728 2931 32-34 35

Table 2: Optimal KZH-k block parameter k* as a function of the number of variables p = logy N

regimes this yields k = 7 for the small regime (u = 22) and k = 9 for the medium and large regimes
(k= 27).

Efficient Implementation of MSM. Our implementation relies on Arkworks for finite field
and group operations. To further optimize performance, we introduce a wrapper for multi-scalar
multiplication (MSM) that dynamically selects the most efficient algorithm based on the input
size. In particular, we use Pippenger’s bucket method for large MSM instances, while for smaller
instances (such as those arising in zero-knowledge masking of polynomials), we instead use parallel
group exponentiations, which are more efficient in this regime. Our implementation also adapts
parallelism to the underlying hardware, such as the number of available CPU cores.
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9 Evaluation

We evaluate the setup, publish, lookup, history, and audit paths of three systems: Aegon (this
work); IronDict [Haf+26], the academic state of the art; and AKD, the industrial state of the art
deployed by WhatsApp, based on the academic works SEEMless [Cha+ 19| and Parakeet [Mal+23].
All reported runtimes and sizes in this section are approximate and are rounded to two significant
figures.

Dictionary Size. We fix the dictionary size to planetary scale: a true capacity of 232 entries (over
4 billion) at an over-provisioning factor o = 4, for a total directory capacity of 234 entries.

Hardware. All measurements run on Google Cloud Platform in zone us-centrall-f using general-
purpose machines of the n2-standard family. We evaluate Aegon on a 128-shard cluster in which
each shard provides 227 polynomial slots. All shards run on identical commodity n2-standard-16
instances (16 vCPU, 64 GB RAM); the coordinator runs on a smaller n2-standard-4 instance
(4 vCPU, 16 GB RAM); and the Redis label-value backend runs on an n2-standard-2 instance
(2 vCPU, 8 GB RAM). Every process communicates by gRPC over the cloud-provider network. Un-
less stated otherwise, we provision a single masking server running on the same commodity hardware
as a shard. The deployment therefore comprises 131 machines in total (128 shards plus coordinator,
Redis backend, and masking server). Aegon’s client and auditor benchmarks run single-threaded on
a dedicated n2-standard-16 host in the same zone, so the wall-clock numbers we report for client
verify time and auditor verify time reflect a commodity x86 core rather than a laptop.

Neither baseline can run on commodity hardware at planetary scale. IronDict is a single-machine
system whose SRS and polynomial state at loga N = 34 do not fit in commodity RAM, so we run
it on a c4-highmem-144-1ssd instance (144 vCPU, 1.1 TB RAM), the same machine used by the
authors in the IronDict paper [Haf+26]; its clients and auditors run on the same host as the server,
which is a strict advantage: there is no network round-trip in the reported latencies. AKD’s publish
path holds each batch’s VRF-keyed Merkle updates and per-leaf state in memory over the course of
the batch, and at planetary scale this working set also exceeds commodity RAM; we run its server
on n2-highmem-32 (32 vCPU, 256 GB RAM), which we picked so that its publish path does not
run out of RAM. Its MySQL backend runs on a second n2-highmem-32 in the same zone. As with
IronDict, AKD’s client and auditor benchmarks run in-process on the server host, which is again a
strict advantage: there is no network round-trip in the reported latencies.

9.1 Setup Benchmark

We measure the one-time cost of the trusted setup, which produces the structured reference string
(SRS) consumed by every shard. Aegon runs setup on a commodity n2-standard-16 shard host
(16 vCPU), while IronDict runs its setup on a much stronger c4-highmem-144-1ssd instance
(144 vCPU). Since SRS generation is highly parallelizable, IronDict’s 9x core-count advantage trans-
lates almost directly into faster setup, so the comparison is intentionally biased in lronDict’s favour.
Figure 6 compares Aegon’s setup cost to the equivalent single-shard configuration of IronDict and
to AKD, whose only setup step is a VRF keypair generation.

Both Aegon and IronDict require a trusted setup to sample the KZH trapdoors. Even under
[ronDict’s hardware advantage, Aegon is 11 faster in wall-clock time (324 s vs. 60 min) and produces
a 41x smaller prover key per shard (9.14 GB vs. 350 GiB), because each Aegon shard commits to
a 227-slot slice of the directory rather than to the full 234-slot polynomial. On this axis AKD is
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strictly better than both: it requires no trusted setup at all, and its key material is a single VRF
keypair on the order of 64 bytes that is generated in microseconds.

350 GB 1.2-41.15 MB 1.00 h
350 . __ 60
m 1.00 MB 0
© 300 = 1.0 L 504
o 2
(0] - v =
N 250 No.8 £ 40
2200 & 0.6 @ 304
~ ~ £ 30
~ 150+ . =
[ L 0.4 Q 20
3 100 = 220
<4 5 2
8 ¢ 2 0.2 % 104
0122488 32.0B 0.04 3208 o 1.0 ms
aegon AKD IronDict aegon AKD IronDict aegon AKD IronDict

Figure 6: Setup cost across systems: prover-key size, verifier-key size, and wall-clock setup time for
Aegon (per shard), IronDict (single shard at logy N = 34), and AKD (VRF keypair only).

9.2 Publish & Migration Time

Publish time is the wall-clock latency of a single publish batch: the delay between a batch of user
registrations reaching the server and those keys being committed to the bulletin board and made
available for lookup. This is exactly the wait a newly-registered user experiences before their key
becomes usable, so keeping it short is central to the user experience.

Figure 7’s left panel reports per-publish latency as a function of batch size. At batch size
B = 65,536, Aegon commits a batch in 3.9 s, versus 68 s for AKD at 1% fill (a 18 x gap) and 900 s
(15 min) for IronDict, a 230x gap. IronDict’s publish is dominated by a sumcheck over the entire
dictionary, whose per-batch cost grows with the full directory capacity rather than with the batch
size; Aegon eliminates that sumcheck entirely, which is the primary source of the speedup.

Migration. A second dimension that matters for verifiable key directories is the time to build the
directory from scratch: the one-time cost paid by a messenger or organization migrating an existing
user base onto the system. Because the whole migration is a batch job with no live user waiting on
any individual publish, batch size can be pushed as high as machine memory allows; the sweep in
the right panel of Figure 7 does exactly this, enlarging the publish batch until each system runs out
of memory (OOM). That sweep exposes the best-possible throughput each system can sustain, and
dividing the target directory size by it gives the wall-clock time to fill a planetary-scale dictionary.

At its OOM ceiling Aegon sustains 18k entries/s cluster-wide. AKD’s much larger n2-highmem-32
accommodates much bigger batches, but its per-batch throughput remains flat at 0.95k entries/s
regardless of batch size (because publish latency is proportional to batch size), so Aegon still enjoys
a 19x throughput advantage. lronDict takes the opposite extreme: on its c4-highmem-144-1ssd
beast it can push batches to 70M entries before OOMing, at which point its throughput reaches 78k
entries/s, roughly 4x higher than Aegon’s plateau. Dividing the target directory size (23? ~ 4.3B
entries) by these ceilings, migrating a full planetary-scale dictionary takes 66 hours (2.8 days) on
Aegon, 52 days on AKD, and 15 hours on IronDict.

The lookup-side serving-latency knee is reported alongside the value-lookup benchmark in Fig-
ure 9, since it measures lookup rather than publish behaviour.
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Figure 7: Publish-side benchmark summary. Left: publish latency vs. batch size (log y-axis) for
Aegon at 1% and 90% fill, AKD at 1% and 90%, and IronDict at zero fill. Right: publish throughput
vs. batch size (log-log axes). Aegon’s end-to-end fill throughput plateaus above 18k entries/s. AKD’s
per-batch throughput asymptotes to 950 entries/s at 1% fill (throughput = B/publish ms(B), es-
sentially flat because publish latency is proportional to B). lronDict’s throughput scales linearly with
B under the fixed-cost commit model. Each curve extends to the per-batch OOM ceiling implied by
the target machine’s RAM: AKD 200 M on n2-highmem-32, lronDict 70 M on c4-highmem-144-1ssd.
Terminal x marks the OOM point.

9.3 Lookup Benchmark

Aegon exposes two point-lookup endpoints (label and value), benchmarked separately so that down-
stream applications can pay only for the query they need; the two history variants are reported in
Section 9.4. For each endpoint we report three quantities side by side in a single figure: server-direct
latency (the polynomial-commitment opening work that runs inside Aegon, excluding network and
serialization), end-to-end client verify latency (a full gRPC round trip, deserialization, and pairing-
based verification of the returned openings against the bulletin-board commitment), and on-wire
proof size. The point lookups walk the open-addressing trail and produce one PCS opening per
probe, so cost is dominated by probe count.

Label lookup. AKD stores each label bundled with its value in a single leaf and cannot answer
a label-only lookup separately from a full value lookup, so we compare Aegon’s label lookup only
against lronDict. At 1% fill Aegon serves a label lookup in 5.8 ms of server-side crypto work vs. 30 ms
for lronDict, a 5x speedup; end-to-end client verify latency is 6.6 ms vs. 30 ms, a 4.5x speedup;
and the on-wire proof is 5.1 KB vs. 5.6 KB, a 1.1x reduction. IronDict’s client verify runs in the
same process as its server (Section 9), so its 30 ms client number excludes any network cost, while
Aegon’s 6.6 ms includes a full gRPC round-trip to a remote coordinator.

Value lookup. AKD’s Directory::lookup is its value-binding operation, so the value-lookup
benchmark compares Aegon against both baselines. At 1% fill Aegon serves a value lookup in
5.9 ms server-side vs. 9.7 ms for AKD (1.6x faster) and 30 ms for IronDict (5x faster). Client verify
latency is 6.6 ms vs. 9.7 ms for AKD (1.5x faster) and 30 ms for IronDict (4.5x faster). The on-wire
proof is 5.1 KB vs. 18.3 KB for AKD (3.6x smaller) and 5.6 KB for IronDict (1.1x smaller). As with
the label case, both baselines’ client-verify numbers exclude network cost, while Aegon’s includes a
full gRPC round-trip.
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Figure 9: Value lookup, same 3-panel structure as Figure 8 (server latency, client latency, proof
size vs. preload fill), but with AKD overlaid since AKD’s Directory: :lookup is the value-binding
operation.

Serving throughput. Sustained lookup QPS is an important system-design knob: production
lookup load on a planetary-scale KT deployment can reach up to 2k lookups/s at peak, and any
serving stack must be able to absorb that. Table 3 reports the peak sustained lookup rate each
system delivers on the hardware we benchmarked it on. The peak QPS figures for AKD and IronDict
are also reported in the same table for reference; we do not directly compare the numbers because
the underlying hardware differs.

Aegon is not throughput-bound at any one machine: each shard’s zero-knowledge opening pulls
a pre-computed masking package from a pool of masking servers over gRPC, so the serving ceiling
scales linearly with the size of that pool. At our log, = 27, k = 9 configuration each masking server
sustains 120 packages/s, and hitting the 2k QPS peak load therefore requires 17 masking-server
VMs sitting in front of the shard cluster (approximately what the reported number in Table 3 was
measured with). Crucially, this pool is elastic: because the masking servers sit off the shard critical
path and shards round-robin their fetches across whichever set of masking servers is registered,
operators can grow or shrink the masking pool at runtime as load shifts, without touching the
shards or the coordinator. Neither of the baselines exposes an analogous scale-out knob.
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Table 3: Single-machine peak lookup throughput.

System Machine Cores Peak QPS
Aegon n2-standard-16 16 2k
AKD n2-highmem-32 32 0.98k
I[ronDict c4-highmem-144-1ssd 144 4.8k

9.4 History Lookup

Beyond the point lookups of Section 9.3, Aegon exposes two history endpoints, label-history and
value-history, that return up to the last 5 changes on each axis (HISTORY_WINDOW = 5 in the reference
implementation), for 10 historical entries in total per call: one 5-entry chain of label placements
and one 5-entry chain of value updates, plus a live freshness opening. These operations read a
small number of pre-computed openings from the coordinator’s key-value store and append the
freshness opening, so their cost is dominated by KV-store I/O and history-window length rather
than by probe count. Aegon splits history into two endpoints so that clients can pay only for the
sequence they need. lronDict has no history operation at all: its lookup_prove returns only the
current value of a label, i.e., one point, on the value side only, with no historical entries. AKD’s
Directory: :key_history returns the complete history of a label in one bundled call.

At 1% fill, Aegon’s combined label+value history call costs 11.8 ms server-side, 13.2 ms end-
to-end client verify, and produces a 29.6 KB proof. Against lronDict’s 30 ms server / 30 ms client
/ 5.6 KB single-point lookup, Aegon is 2.5x faster server-side and 2.3x faster client-side while
returning 10x more information, at the cost of a 5x larger proof, since the extra bytes carry the
two 5-entry chains and the freshness opening that IronDict’s point lookup does not. Against AKD’s
key_history (3.3 ms / 3.3 ms / 24.8 KB at this fill), AKD’s wall-time advantage is largely an
artefact of the low-fill regime: each label has been updated at most once, so key_history collapses
to a near-point lookup. As history depth grows, so does its cost: at 90% fill AKD’s key_history
rises to 59 ms and 43 KB per call, while Aegon’s per-call cost is bounded by the 5-entry window.

Figure 10 plots the like-for-like comparison against the single-call systems: Aegon’s combined
label+value history against AKD’s key_history and lronDict’s lookup_prove. The IronDict curve
is a reference: it shows what a single point lookup costs on that system, not a history operation,
since IronDict cannot return one.

9.5 Auditor Benchmark

A third party can independently audit every epoch transition produced by the server using Aegon’s
commitment-homomorphism check. The check requires no PCS openings: given the previous and
the new sharded epoch commitment, the auditor performs only O(n) group equations and updates
its rolling Fiat—Shamir state. Figure 11 reports the per-epoch auditor latency together with the per-
epoch audit bandwidth, which is exactly the size of one sharded epoch commitment, the only object
the auditor must pull from the bulletin board per epoch. Both metrics are essentially independent
of dictionary fill, which is the central efficiency claim of the audit construction.

At 1% fill, Aegon verifies one epoch transition in 64 ms and downloads a 30 KB commitment.
Against AKD’s per-epoch audit at the same fill, this is 7x faster in wall time (64 ms vs. 440 ms) and
roughly 3,900 smaller on wire (30 KB vs. 115 MB). The gap widens dramatically as the directory
fills, since AKD’s per-epoch audit scales with cumulative updates while Aegon’s does not: at 90%
fill AKD’s audit balloons to 24 s of verify work and 2.5 GB of downloaded audit proof, whereas
Aegon’s per-epoch cost is unchanged. Against lronDict’s 35 ms verify and 8 KB audit proof, the

43



60—

504

m

E

> 40

153

c

£ 304G © © ©

=

< 20

2

[

wn

10
0.484 -7 T T T

1 30 60 90
preload fill (% of true capacity)

60 47391 7
T 504 — 1
> 47 g
S o
L 30406 S S O n
o ]
209 S 10000
S 10 e ]
1 N N
0.484-7 T T T 508912 =4 < ©
1 30 60 90 1 30 60 90
preload fill (% of true capacity) preload fill (% of true capacity)
aegon —6— AKD —6— irondict
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trade goes the other way: Aegon is 1.8 slower and 4x larger, but 30 KB on the wire and tens of
milliseconds of work per epoch remain well within any practical audit budget.
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Figure 11: Auditor verify latency and per-epoch audit bandwidth vs. preload fill. Per-epoch audit
cost is dominated by one group equation per shard, so latency and bandwidth both scale with
n = 128 and are essentially flat in fill.
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10 Extensions and Discussion

In this section, we discuss several extensions and design considerations that are necessary for the
real-world, long-term deployment of Aegon. In Section 10.1, we focus on system reconfiguration. Any
long-running deployment should anticipate the need for reconfiguration. For example, the number
of users may exceed the initially provisioned dictionary capacity, necessitating an increase in the
dictionary’s capacity. Other reconfiguration scenarios include updating the PCS setup, migrating
to a different PCS, or rotating the VRF secret key used for index assignment.

Finally, in Section 10.2, we address post-quantum considerations. In particular, we explain why
initializing Aegon with KZH, which is not quantum-resistant, does not pose an immediate security
risk. Since KZH commitments are statistically hiding, the privacy of historical data remains intact
even in the presence of a future quantum adversary.

10.1 Dictionary Reconfiguration

A scheme intended for long-term deployment must support reconfiguration. In practice, crypto-
graphic parameters cannot be assumed to remain fixed indefinitely, and the system should allow for
updating critical components such as VRF keys, the PCS setup, or even migrating from one PCS
construction to another.

This flexibility is essential in adversarial or long-lived settings. For instance, if the VRF keys are
ever exposed, the system must be able to rotate them without requiring a complete redeployment.
Similarly, Aegon is instantiated with KZH, which relies on a trusted but updatable SRS; best security
practices dictate that it should be refreshed periodically to mitigate trust erosion and reduce the
impact of potential compromise.

Beyond cryptographic reconfiguration, the system must also handle dictionary evolution. Aegon
imposes an upper bound on the number of supported clients, but in many real-world deployments,
the client base grows over time. As a result, the system should support dictionary expansion to
accommodate new clients without disrupting the existing state.

We categorize reconfigurations into two types: manual and automatic. In a manual reconfig-
uration, each client must individually verify that their value remains consistent before and after
the reconfiguration. In contrast, an automatic reconfiguration removes this burden from clients:
the server instead produces a proof attesting to the correctness of the reconfiguration, which can
be verified by the auditors. Crucially, manual reconfigurations are undesirable in practice, as they
impose additional responsibility and trust assumptions on clients.

General Recipe For a Manual Reconfiguration. A general approach for handling reconfig-
urations to dictionary parameters—such as the setup, VRF keys, or the dictionary size—is for the
server to construct a new empty dictionary with the updated parameters and selectively add clients
to the new dictionary. For instance, in the case of an expansion, the server may add all existing
clients. We then delegate the consistency check of the dictionary before and after the reconfiguration
to the clients. When clients reconnect following the reconfiguration, they check that their values
remain consistent across the dictionaries before and after the reconfiguration.

This process is reminiscent of the resetting mechanism in OPTIKS, where the server periodically
rebuilds a new Merkle tree containing only the most recent label-value pairs to remove outdated
values. In that context, clients are also responsible for verifying that their latest values are correctly
included in the new tree. However, our approach differs from OPTIKS in two practical ways: (i) we
do not compromise soundness—the server retains both the old and new versions of the dictionary.
This allows clients to verify the consistency of their values at any time, or at least for a period
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determined by server policies. In contrast, OPTIKS prioritizes storage and discards the old tree. (ii)
Dictionary reconfigurations are expected to occur infrequently, whereas the resetting mechanism in
OPTIKS is designed to operate periodically.

Finally, as a subtle detail, we highlight that when the dictionary reconfigures, the associated
rand polynomials reset and are no longer applicable. However, we argue that this is not problematic
for value consistency checks. Suppose the dictionary reconfigures at epoch n, and the server wants
to prove that a value has remained unchanged from epoch sy to epoch s1, such that sg < n < sj.
Since the dictionary reconfigures occurred at epoch n, there exist two commitments at epoch n—
associated with the dictionary before and after the reconfiguration. The client can: (i) open their
value in both commitments and ensure they match, and (ii) check value consistency separately for
the two intervals: from sp to n (using the rand polynomials before the reconfiguration) and from
n to s1 (using the rand polynomials after the reconfiguration). We highlight that the index, value,
and rand polynomials at epoch n (for both before and after the reconfiguration) must be stored,
since some clients may reconnect later and need to verify consistency retrospectively.

Such a general configuration can be applied to dictionary expansion or VRF key updates. Next,
we present an automatic reconfiguration mechanism for the PCS setup, i.e., updating the SRS for
KZH or transitioning the system to a different PCS scheme without altering the dictionary size and
the underlying field F.

Remark 5. Our dictionary sharding technique enables the reuse of the existing polynomial setup
even after the dictionary expands. This is advantageous because it avoids generating a new setup
each time the dictionary grows. However, this approach comes with a trade-off in the auditor’s cost.
Specifically, if the current dictionary is represented using 7 shard polynomials, and the dictionary
expands by a rate of r, then the new dictionary will be represented using r - 7 shard polynomials.
Consequently, the auditor’s communication cost increases proportionally by a factor of r.

Automatic Configuration to Update the PCS Setup. As mentioned in Section 4.1, KZH
supports an updatable SRS that can be refreshed periodically. From a practical standpoint, up-
dating the SRS periodically is not only desirable but often necessary. This consideration extends
beyond KZH itself: whenever Aegon is instantiated with any PCS, it may be required to update or
rerun the setup phase, or move to another PCS with a different setup. We describe an automatic
reconfiguration for transitioning to a new PCS setup without requiring clients to perform manual
consistency checks. In this approach, the server provides a succinct proof demonstrating that the
dictionary commitment under the previous PCS setup (e.g., SRS) is consistent with the commit-
ment generated under the new PCS setup. Such an automated consistency check for SRS rotation
is beneficial because it may occur periodically for security reasons, whereas a dictionary expansion
may occur less frequently.

At a high level, our solution relies on the Schwartz—Zippel lemma, i.e., if two committed poly-
nomials fi; and fy produce equal evaluations at a randomly chosen point r, then f; = fo with
overwhelming probability. Hence, equality at a single random point suffices to certify consistency
between two commitments. More concretely, the following steps take place:

1. Setup distribution: After the new PCS setup is generated, the new setup’s prover key is sent to
the server, while the verifier key is distributed among the clients and auditors. In practice, this
can occur through a software update. Concretely, the key distribution remains efficient since the
verifier’s key is concretely small. For example, in KZH, the verifier key size stays below 1.2 MB
for our concrete parameter choices to support a dictionary of size 4 billion.
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2. Re-commitment: The server computes new polynomial commitments to the dictionary’s state
using the updated PCS setup.

3. Consistency proof generation: The server opens both the old and new polynomial commitments
at a random point r, where r can be derived non-interactively using the Fiat—Shamir heuristic,
akin to how the randomness required for the rand polynomials is generated.

4. Verification by auditors: Using both the old and new verifier keys, the auditors check that the
polynomial state commitments with the old and new setup have consistent openings at the point
r, based on the opening proofs provided by the server. Equality of evaluations at a random point
confirms the correctness of the re-commitment.

After the four steps above, the system proceeds as usual. However, it may be necessary for clients to
temporarily retain the old PCS verifier key, since it may be required to verify openings of historical
values and previous rand polynomials. The precise key retention policy depends on system-level
design choices rather than the transparent dictionary construction itself. For instance, if the system
allows clients to query historical values only for the past year and the PCS setup is updated annually,
then clients only need to store two verifier keys at any given time.

10.2 Quantum Security

One potential drawback of Aegon, when instantiated with KZH, lies in its reliance on the discrete
logarithm assumption, which is not quantum-resistant. Nevertheless, we argue that this limitation
does not pose an immediate concern. The main risk of using pre-quantum cryptography today
is the so-called harvest-now, decrypt-later threat model, where an adversary stores public data—
such as commitments or lookup proofs—with the intent to later exploit a quantum computer to
extract secret information. However, this concern is largely irrelevant in the case of zk-KZH, which
offers statistical hiding, rather than merely computational hiding. Thus, even if a future quantum
adversary could compromise soundness, the privacy of past data would remain perfectly intact.

This property is particularly appealing because Aegon offers a lightweight and efficient solution
to key transparency—much simpler than the currently deployed schemes based on Merkle trees.
Thanks to the statistical hiding of zk-KZH, Aegon provides enduring privacy guarantees: even in a
post-quantum world, historical data remains private, while today it enjoys the practical efficiency
of existing cryptographic primitives.

We emphasize that Aegon is generic over multilinear PCS; with substantially improved efficiency
when the PCS is homomorphic. This highlights a promising direction for future work: combining
Aegon with a plausibly post-quantum homomorphic PCS, such as one based on lattice commit-
ments [Ajt96], to obtain an efficient post-quantum instantiation.
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A Polynomial Commitment Scheme

Definition 2. [Multilinear Polynomial Commitment Scheme] A Multilinear Polynomial Commit-
ment Scheme is a tuple of algorithms (Setup, Commit, Open, Verify) such that:

(vk, pk) « Setup()\, k) : On input the security parameter A and the number of variables k, this
algorithm outputs a pair of verifier key (vk) and prover key (pk). This algorithm might require
randomness as nondeterministic iput too.

e (C,aux) « Commit(pk,p()z)) : On input pk and a multilinear polynomz'alp()z), it outputs a com-
mitment C and auziliary input aux. This algorithm might take randomness as non-deterministic
mput too, but for simplicity, we don’t consider it here.

e 7w + Open (pk, C, aux,p(X),a?’) : On input pk, the commitment C, auxiliary input aux, the polyno-
mial p(X), and vector & € F*, outputs an evaluation proof 7 that y = p(Z).

e 1/0 < Verify (vk, C &, y) : On input vk, the commitment C, vector of evaluations ¥, y € F, and
the proof of the correct evaluation, it outputs a bit indicating acceptance or rejection.

A polynomial commitment scheme is said to be secure if it is complete and knowledge-sound as
defined below:

Completeness. It captures the fact that an honest prover will always convince the verifier. For-
mally, for any efficient adversary A, we have:

(vk, pk) < Setup(\, k),
p(X) < A(srspcs), ~
(C, aux) <+ Commit(pk, p(X)),

TPCS < Open(pk7 Cv aux,p(X), f)

Pr | Verifypcs (vk, C, &, mpcs, p(%)) =

Extractability. Captures the fact that whenever the prover provides a valid opening, it knows a
valid pair (p(X),y), where p(Z) = y. Formally, for all PPT adversaries A, there exists an efficient
extractor £ such that the probability of the following event is negligible:

(vk, pk) < Setup(\, k),

_ - B C + A(vk, pk),
py | Verifypes (Xk’(ci)w;fpcs’y) =) &((vk, pk), C, k),
P 7Y 7+ A((vk, pk), C),

(y, mpcs) < A((vk, pk), p(X), T)

Zero-Knowledge. A PCS is said to be zero-knowledge if, informally, its commitment is hiding
and reveals no information about the underlying polynomial, and its opening protocol constitutes a
zero-knowledge argument of knowledge for the claimed polynomial evaluation. A formal definition
can be found in [Chi+20].
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B Transparent Security Definition

Given a dictionary state state consisting of two mappings, Index and Value, we define the following;:
For a label ¢, its corresponding index is defined as state.index(¢). If £ does not exist in the dictionary,
the function returns 1. Similarly, for an index i, its corresponding value is defined as state.value(i).
If 7 is not a valid index, the function returns L.

B.1 Completeness

A transparent dictionary construction is said to be complete if audit completeness, index consistency
completeness and wvalue consistency completeness all hold. In the Server.Update algorithm, if the
adversary outputs an invalid set of changes A; (for example, inserting a label into the dictionary
that already exists), we assume that the update algorithm treats A; as empty. In this case, the
update procedure neither aborts nor returns an error; instead, it simply returns the current state
unchanged.

e Audit Completeness. For any 1 < m and any PPT adversary A, the following holds:

(keYServer; keYAuditom keyCIient) A Setup()\, N)
Pr | Auditor.Verifylnvariance(Cy,—1,Cm, mn") = 1 | (stateg, Co) < Server.nit(), (A1, ..., Aw) < A(keyauditors K& client) | = 1 — negl

Vi€ [m—1] : (stateji1,Cir1, ™) ¢ Server.Update(state;, Aj11)

e Index Consistency Completeness. For any label ¢ and any two epochs 0 < sg < s; we have
that:

(keYservers keY auditor k&Y client) <= Setup(A, 1),
(stateg, Cp) + Server.Init(),
Client.VerifylndexConsis(¢, Cs, , Cs, , TindexConsis) = 1 (A1, ..., Ay — A(keyauditors K€Y Client)s

P N Vi€ [1,s1] : (state;,C;,m;) S .Update(state;_1, A;), =1 —negl
’ A /\ (CIient.VerifyIndex((‘C,,,index,,,,‘frmdex_”) =1 A index, = indest) €L s1]: (states, Ciy mi) erver.Update(state;-1, As) nes

s Vn € [s,51] : (indexy, Timdex,n) < Server.Lookuplndex (¥, state,,)

such that stateg,.index(¢) = - - - = state,, .index(¢) #.L,

TindexConsis <— Server.IndexConsis (¢, states, states, )
e Value Consistency Completeness. For any index index and any two epochs 0 < sgp < s1 we

have that:

(keYserver; keYauditors &Y client) < Setup(A, 1),
(statep, Cp) < Server.Init(),

Client.VerifyValueConsis(index, Cs,, Cs, , TValueConsis) = 1 (A1, ..., Ag)) < A(keyauditors K€Y client) s
Pr A Vi€ [1,s1] : (state;, C;, ;) < Server.Update(state;_1, A;), =1 — negl
A /\ (CIient.VerinyaIue(index,Cm'un,frvuh,(,,,,) =1A v, :vsﬂ) [,51]: ( i Ciy i) P ( ¢ ,l’ i), ©
V1 € [so,51) : (Un, TValue,n) < Server.LookupValue(index, state,)

n=so
such that statey,.value(index) = - - - = state,, .value(index) # L,

TValueConsis <— Server.ValueConsis(index, state,,, states, )

B.2 Soundness

A transparent dictionary is defined to be sound if it satisfies lookup binding and consistency sound-
ness.
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Lookup Binding. Let A be a probabilistic polynomial-time (PPT) adversary that is given the
public parameters of the transparent dictionary scheme, denoted by pp. Then, the following prob-
abilities are negligible.

o Index Lookup Binding.

Client.Verifylndex(¢, C, indexg, m9) = 1 A

Pr | Client.Verifylndex(¢, C,index;, m1) = 1 A

indexy # indexy

o Value Lookup Binding.

Client.VerifyValue(index, C, vg, m9) = 1 A

Pr | Client.VerifyValue(index,C, vy, m) = 1 A

Consistency Soundness.

v # U1

pp = (keyServer; keyAuditor7 keyCIient) «— Setup()‘v M)
(C, ¢, (indexg, 7o), (indexy, m1)) < A(pp)

pPp = (keyServer; I(eyAuditon keyCIient) «— Setup()‘v M)
(C7 index, (U(]’ 7T0)7 (Ub ﬂ-l)) «— A(pp)

Let A be a PPT adversary that is given the public parameters of the

transparent dictionary scheme, denoted by pp, the following probability is negligible.

e Index Consistency Soundness.

Pr

Client.VerifyIndexConsis (¢, Cs, Cs, , MindexConsis) = 1
Client.Verifylndex(¢, C,,,, indexq, mi*) = 1
Client.Verifylndex(¢, Cy,, , index;, i) = 1

indexg # indexy

| no,n1 € [s0,81], 70 # N1,

e Value Consistency Soundness.

Pr

Client.VerifyValue (index, Cpy, vo, T ) = 1
Client.VerifyValue(index, C,,, , vy, m{?) = 1

no,n1 € [s0,81], no #£mni1, voF w0

Vn € [sg, 51 — 1] : Auditor.Verifylnvariance (Cy,, Cpt1, i) = 1

[ Vn € [s0, 81 — 1] : Auditor.Verifylnvariance(Cy, Cpp1, Y, ) = 1

CIient.VerinyalueConsis(index, CSU7C51 , ﬂVaIueConsis) =1 pp = (keyServer; key/—\uditorv keyCIient) A Setup()\, U)

pp == (keyServer; keYAuditora keyCIient) A Setup()‘mu)

((507 31)7 (7 Csm {(Cm ﬂ'i?v)}ne[sn+l,sl]v (no, nl)v

(indexm indexl)v (ﬂ—é)dxv Wildx)v ﬂ—lndexConsis) — A(PP)

((507 51), index, Csy, {(Cn, va)}n6[50+1,s1]7 (no,n1),

val

(7)0, U1)~, (7r0 77"\1/8')7 7rValueCon:;is) — A(pp)
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C Formal Security Proofs

C.1 Completeness

Index Consistency Correctness. Let £ be an arbitrary label, and let its associated binary index
at epoch sg be Zer, = HPS(ctrg, £) € {0, 11982V, For every 0 < ctr < ctrg, define Zety = H 1 (ctr, £).
As defined by the update algorithm of Figure 3,

(state;, C;, m;) + Server.Update(state;_1, A;),

the server does not change the previously assigned indices, i.e., according to the index assignment
algorithm (Figure 2), the evaluations index, (Z,) for all ctr € [ctrg] remain fixed and consistent
across all epochs sg < n < s;1. Let:

Server.IndexConsis(, states,, states, ) — TndexConsis

TndexConsis denotes a proof comprising PCS evaluation proofs for the following polynomial evalua-
tions: {randg)) (Zetr) fetrefetro) and {randgll) (Zetr) etrefetrg)- The client verifies this proof by executing

Client.VerifylndexConsis(¢, Cs,, Cs, , TIndexConsis ) »

which checks that, for every ctr € [ctrg], the evaluations randg? (Zetr) and randgll) (Zetr) are identical.
We prove this inductively over the epochs from sy to s1. Define the difference polynomial: Ag ) .=
index,,+1 — index,. Since none of the previously assigned indices have changed, we have for all
so<n<s —1:

index,, 41 (Tety) = index, (Zey) = AW (Zy) = 0.

By the definition of the randomized polynomial, we have: randg)+1 = randg) + rg) . AS} ), where

7’7(11) is the randomness, e.g., derived via the Fiat—Shamir heuristic. Since for sg < n < s; — 1 we
have Ag) (Zetr) = 0, it follows that: randgll(fctr) = randg) (Zetr). Applying this inductively for each

sp < n < s;— 1, we conclude:
randg?(:ﬁ'ctr) = randglo)+1(:i’ctr) =...= randgll) (Zete) for all ctr € [ctro].

Finally, querying the index of ¢ from epoch sy to epoch s; always returns the same value Zty, , since it
was defined at epoch sy and remains unchanged until epoch s;. Therefore, all lookups within this in-
terval yield Zetr,, since the index is uniquely defined. Consequently, the check Client.VerifylndexConsis
succeeds.

Value Consistency Correctness. The proof here follows the same steps as the index consistency
proof. Let & be an index and its associated value at epoch sg be v. Assume the value corresponding
to & remains consistent across epochs sog < n < s1. Let

Server.ValueConsis(Z, states,, states, ) — TvalueConsis

TValueConsis denotes a proof comprising PCS openings for polynomial evaluations rand'Y) (Z) and

S0
V)

randg,

(Z). The client verifies this proof by executing

Client.VerifyValueConsis(Z, Cs,, Cs, ; TValueConsis) s
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which checks that the evaluations rand(¥)(Z) and randgy) (Z) are identical. By the definition of the

W) (V) A(V) V)

randomized polynomial, we have: rand, )/, = randglv) +rn ’ - Ay, where rpy 7 is the randomness,

e.g., derived via the Fiat—Shamir heuristic. Since for sg < n < s1 —1 we have AQ’) (Z) = 0, it follows

that: randfxr)l(j:’) = randglv) (Z). Applying this inductively for each sy < n < s; — 1, we conclude:

rand () (%) = rand\) (%) = - - - = rand(\) ().
Finally, since the value has not changed throughout the epochs, Server.LookupValue returns the
same value. Hence, the check Client.VerifyValueConsis passes.

Audit Correctness. The auditor executes Auditor.Verifylnvariance(C,,, Cp+1, Tn+1), which verifies
that the commitments to the randomized polynomials randerl and randfxr)1 have been computed
correctly, i.e., that they satisfy the homomorphic recursion of Equation (1). Assuming the server
runs (state;, C;, ;) < Server.Update(state;_1,4;), it is easy to verify that these checks pass, since

the auditor simply recomputes the commitments.

C.2 Soundness

C.2.1 Binding Property.

Index Lookup Binding. According to the index verification algorithm, the client receives an
identifier ctrg and the opening of the polynomial index,, at the points {fctr}ctre[ctm] such that Ze, :=
HPS(ctr, £). The client then performs the following checks:

e For all 0 < ctr < ctro, it verifies that index, (Zc, ) # HT ().
e It also checks that index, (Zctr,) = H" (£).

Assuming the PCS is sound—i.e., the adversarial server cannot open the same point to two differ-
ent values—and given that the hash function H* is deterministic, the client cannot accept two
different indices 7 = HP(ctry,£) and Ty := H S (ctra, £) (with Z; # &) for the same label ¢.
Without loss of generality, assume ctr; < ctra. For the client to accept index Zo, it must verify that
index,, (71) # H" (¢); however, accepting index ¥ requires verifying that index, (#1) = H"(¢). This
is a contradiction, violating the binding property of the underlying PCS.

Value Lookup Binding. Value lookup binding follows directly from the binding property of the
underlying PCS. Let index be the index associated with a given label, and recall that Client.VerifyValue
verifies a PCS opening of value,, at index to the hashed value %" (v). Suppose an adversary can open
the dictionary commitment C,, at index to two distinct values, producing valid openings (HF (vg), 7o)
and (H¥(vy),m1) with vg # v1. This leads to a contradiction with either the binding property of
the PCS or the collision resistance of the hash function '

o If H¥(vg) = HF(v1) while vy # vy, this violates the collision-resistance property of HE.

o If H¥(vg) # HF(v1), then the binding property of the PCS is violated, since the commitment
com(value,) is opened at the same evaluation point index to two distinct values.
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C.2.2 Consistency Soundness

We restate Lemma 1 of IronDict in the notation used here and refer the reader to their work for the
proof.

Lemma 2. Fiz an evaluation point T and two epochs sy < si. For each n € [sg,s1 — 1] let
an = A (%) € F, and let the challenge r,, € F be sampled uniformly and independently of a,, after
ap, 18 fized (in the random-oracle model, r,, = O(rp—1,com(-)) is uniform conditioned on the hashed
commitments, which are fized before 1, is revealed). If a,, # 0 for at least one n € [so, s1 — 1], then

s1—1 1
Pr[Zanrn:0] < B
= |F|

Applying Lemma 2 to the randomized polynomials, which are recursively defined as rand, ;1 =

rand,, + r, - A, we obtain randg, () — rands, (%) = Z;?:—St rn - Ap(Z). The server receives each

challenge r,, from an auditor (in practice via Fiat—Shamir) only after publishing A,; the auditor’s
recomputation of the recursion fixes the order of operations required by the lemma. Hence, if
randg, () = rands, (Z), then with overwhelming probability

Aso(T) = Bso1(T) = - = A1 () = 0.

Index Consistency Soundness. Assume an adversary A outputs
((307 31)7 67 CSm {(Cm 7T7i~rbw>}ne[so+l,sl]7 (nO; nl), (indexo, indexl), (Tréjdx7 7Tildx)v WIndexConsis)
such that ng,n1 € [so, s1], no # n1, indexp # index;, and we have:

1. Invariance verification (for all steps): For every n € [sg, s1 — 1],

Auditor.Verifylnvariance(Cy, Cpi1, niﬁl) =1

2. Index consistency from epoch sg to s:

Client.VerifylndexConsis (¢, Cs;, Cs;, TindexConsis) = 1

3. Index verification at epochs ng and nq:

1

CIient.VerifyIndex(ﬁ, Cny, indexg, Wé)dx)
Client.Verifylndex(¢, Cp,, indexy, 7Ti1dx) =1

Let the index of ¢ at epoch sy be indexg = Zetr, = Hbits(ctro,ﬁ). For all 0 < ctr < ctrg, define
Tetr = ’Hbits(ctr, ). By definition of the index, ctrg is the smallest counter such that:

index,, (H " (ctrg, £)) = HF (), Vctr < ctrg : index,, (H 1 (ctr, £)) # HE (0).

By (2; and the binding property of the PCS, the openings underlying mj,dexconsis fix the evaluations
randgJ (Zerr) = randgl) (Zetr) for all ctr € [ctrg]; by (1), the auditor checks enforce the recursion of
Equation (1) on the commitments across every epoch in [sg, s1]. Hence Lemma 2 applies, and,

except with negligible probability,

indexs, (Zetr) = indexgy+1(Zetr) = - -+ = indexs, (Terr)  for all ctr € [ctro].
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Now let index; = Ty = HPUS(ctrf), £). We argue that, except with negligible probability, the
verification _
CIient.VerifyIndex(E, Cn,, indexy, 7r'1dx) =1

cannot hold. Since indexg # index;, we may assume without loss of generality that ctrg < ctrj, so ctrg
lies in the range ctr < ctr, that Client.Verifylndex scans. The verification procedure checks that for
all ctr < ctrf, indexs, (Fetr) # HE (¢). In particular, at ctr = ctrg, we have indexs, (Tetr,) = HY (¢) by
the consistency established above, leading to a contradiction. Therefore, if the verification succeeds,
it must be that either the soundness of the PCS is broken or the collision resistance of the hash
function H" is violated, both of which occur only with negligible probability.

Value Consistency Soundness. The argument is analogous to index consistency soundness.
Assume an adversary A outputs

((SO) 81)) index, CS()) {(CTL) W;?V)}ne[so+l,sl]a (’I’l(), nl)a (U()u U1)7 (ﬂ_bléﬂ’ 7T\1/a|)7 WVaIueConsis)

such that ng,n1 € [so, s1], no # n1, vo # v1 and we have:

1. Invariance verification (for all steps): For every n € [sg, s1 — 1],
Auditor.VerifyInvariance(Cn, Cnit, 7711"11) =1

2. Value consistency from epoch sy to si:

CIient.VerinyaIueConsis(index, Csy,Csy 7rva|ueconsis) =1

3. Value verification at epochs ng and ny:

CIient.VerinyaIue(index,Cno,vo,wga') 1

CIient.VerinyaIue(index,Cm,Ul,ﬂ‘l’al) 1

By (1) and (2), Lemma 2 guarantees—except with negligible probability (i.e., unless the sound-
ness of the PCS is violated)—that

valueg, (index) = valueg 4 (index) = - - - = valueg, (index). (M)

However, this contradicts (3), which states that the value polynomials open to different values at
epochs np and ny. This directly violates (B). Therefore, such an event can only occur if either the
soundness of the PCS is broken or a collision in the hash function occurs, both of which happen
only with negligible probability.
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D Privacy

As noted earlier, IronDict offers no formal privacy definition. Instead, it argues for privacy informally
by requiring its underlying cryptographic primitives—PCS openings and sumcheck proofs—to be
zero-knowledge. This is not sufficient: zero-knowledge primitives alone do not imply that the
surrounding protocol leaks no information beyond what is intended.

To see why, consider the index opening procedure. When the honest server opens the index
Tetry 1= HPi5(ctrg, £) associated with a label £ and counter ctrg, the protocol forces it to additionally
reveal every intermediate evaluation

index(Zetr) for all ctr € [ctrg], where Zoy 1= H(ctr, £).

These intermediate values constitute strictly more information than the client’s own index Zctr,:
they include VRF outputs at points the client never queried. This extra leakage is exploitable.
Suppose a client knows some other label £y together with its VRF evaluation H"(¢). If, while
observing an opening, the client notices that some intermediate value coincides with H¥(¢y)—
that is, index(Z;) = H(¢) for some i € [ctrg] —then the client immediately learns the index
associated with ¢y, information that should have remained hidden. Because the system contains
only a polynomial number of labels, such a collision occurs with non-negligible probability. These
observations show that zero-knowledge primitives are not a substitute for a privacy analysis of the
protocol as a whole, and motivate the need for a rigorous, formal treatment of privacy.

Definition 3 (Privacy). Let F be an ideal functionality. A transparent dictionary protocol 7 is
private with respect to F if for every PPT adversary A corrupting a subset of clients, there exists a
PPT simulator § such that for every PPT environment Z,

{REAL; 4z(A) }yon R {IDEALES 2(N) }yanps

where each ensemble denotes the bit output by Z at the end of the corresponding execution, defined
as follows.

e In REAL; 4 z, the environment Z adaptively (i) instructs the honest server Server to initialize
and to apply per-epoch updates A;, and (ii) directs A, which controls one or more clients. At
each epoch Server runs the protocol 7 honestly, and A is given the public per-epoch output—the
commitment C; together with its invariance/update proof m;—as well as every response returned
to a corrupted client (index and value lookups and consistency proofs). The adversary A may
deviate arbitrarily on behalf of corrupted clients. At the end Z outputs a bit.

e In IDEALF s z, the same Z drives an honest server Server that forwards its instructions to F
in place of running 7. The functionality F maintains the dictionary internally and, at each
interface, computes only the information it designates as leakage. It hands this leakage to S,
receives back the corresponding wire objects (the per-epoch commitment and proof, or the client-
facing response), and forwards them to A. Thus every byte seen by A in the ideal world is
produced by S from leakage alone. At the end Z outputs a bit.

Throughout, F never manufactures commitments or proofs itself; it is parameterised by the simula-
tor S of Definition 3, exposing the interfaces Scom, Supd: Sik, Scp that produce, respectively, an epoch
commitment, an update/invariance proof, a value-lookup proof, and a value-consistency proof. The
simulator is stateful and, in the random-oracle model, may program the oracle. For the definitions
below we merely posit such an S, assuming it is correct—every object it returns is accepted by the
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corresponding verification algorithm—and consistent—repeated queries are answered with identi-
cal bytes, and overlapping value-consistency queries on the same index are answered with agreeing
evaluations. Section D.3 exhibits a concrete S for Aegon built from the zero-knowledge simulators
of the underlying PCS and X-protocol.

D.1 An Idealized and Maximally Strong Definition of Privacy

We begin with an idealized, maximally strong privacy definition in the UC model: updates, lookup
proofs, and consistency proofs must reveal nothing whatsoever beyond the value returned to the
querying client and the consistency bit. We note that the bulletin board, which is load-bearing in
the soundness model of Section 3 as the anti-split-view primitive, plays no role here: for privacy it
is immaterial how the public per-epoch output is published, only what it contains, so we dispense
with it and simply hand each public output directly to the adversary.

Definition 4 (Fpriy). The functionality interacts with a server Server, an adversarial client A, and
the simulator S. It maintains an internal dictionary Dict; and internal mappings CS, LK, and CP.
It is parameterised by the number of epochs n and by the simulator S.

Setup. On receiving Server.init from Server:
e Initialise Dictg := 0.

e Obtain Cp < Scom(), set CS[0] := (Cyp, L), and output Cy publicly.

Update. On receiving (update, i, A;) from Server:
e Compute Dict; by applying A; to Dict;_1.
e Obtain C; <= Scom() and m; <= Sypd() (no leakage about A;), set CS[i] := (C;, m;), and output
(Ci, m;) publicly.
Lookup. On input (lookup,?,i) from A, where 0 <1i < n:
e Return L if £ ¢ Dict;; otherwise, let v := Dict;[¢].

o If LK[(¢,1)] is defined, return it to A; otherwise obtain 7 - Si(C;, v), store LK[(¢,7)] := (v, 7),
and return (v, ) to A.

Proof of Consistency. On input (consistency, ¢,1,j) from A, where 0 < i < j < n:

e Return L if ¢ ¢ Dict;; otherwise, set bit b := 1 if Dict;[¢] = Dict;41[¢] = --- = Dict;[¢], and
b := 0 otherwise.

e If CP[(¢,i,7)] is defined, return it to \A. Otherwise, if b = 1, obtain 7 < Sc,(C;, C;), store
CP[(4,4,7)] := (1,7), and return (1,7) to A; if b = 0, store CP[(¢,4,7)] := (0, L) and return
(0,L) to A.

60



D.2 A Relaxed Idealized Definition of Privacy

Definition 4 is too strong to be useful: no prior scheme satisfies it, and Aegon is no exception, as every
existing construction leaks at least an upper bound N on the dictionary size. Before presenting a
relaxed definition that Aegon provably satisfies, we first identify the unavoidable sources of leakage
in our construction and describe how the functionality is structured to accommodate them. We
emphasize, nevertheless, that the relaxed notion remains a form of strong privacy in the sense that
matters: lookup proofs and consistency proofs for a given value reveal nothing about any other
value.

Sources of necessary leakage. Three properties of Aegon force some information to be revealed:

o An upper bound N on the dictionary size. Concrete PCS constructions and the open-addressing
layout both require a fixed capacity, so N is necessarily public.

o A structured reference string (SRS). The KZH instantiation of Aegon requires a trusted setup,
and the resulting SRS is part of the public parameters.

e Label-to-indexr mappings. As discussed earlier, the privacy definition of IronDict fails precisely
because open addressing can expose the index assigned to other labels. This leakage is inherent to
open addressing. However, it is confined to the label-to-index mapping—an internal bookkeeping
layer—and reveals nothing about the values themselves.

Resulting structure of the functionality. Guided by these observations, we parameterize the
ideal functionality by the upper bound N and the SRS. To align with our notion of a transparent
dictionary, we further split the dictionary into two sub-dictionaries: an indezr dictionary mapping
each label to an internal index, and a value dictionary mapping each index to its value. The label-
to-index mapping is treated as public, and our privacy guarantees concern only the value dictionary.
This is sound because indices are static: they reveal neither the underlying values nor the pattern
of value updates. In practice, and following prior work, labels are assigned indices via a VRF, and
rate limiting is used to bound how much of the mapping an adversary can learn. Accordingly, the
index layer is leaked to S in full (it is public and deterministically reproducible), while value-related
objects are produced by S from minimal leakage.

Definition 5 (Faegon). The functionality interacts with a server Server, an adversarial client A, and
the simulator S. It maintains two internal dictionaries, Dict; jndex and Dict; yajue, Where Dict; jndex is
public. In addition, the functionality stores the internal mappings CS, LK, and CP. The functionality
is parameterised by the number of epochs n, the dictionary capacity IV, a structured reference string
srs, an index-assignment rule Assignldx that, given the current public index map and a new label,
returns an index in {0, ..., N — 1} such that the resulting label-to-index map is injective and static
(an assigned label is never reassigned), and the simulator S.

Setup. On receiving Server.init from Server:
e Initialise Dictg := 0.

e Obtain Cy <= Scom(Dict index), set CS[0] := (Cop, L), and output Cy publicly.
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Update. On receiving (update, i, A;) from Server:

e Compute Dict; by applying A; to Dict;_;. During this process, whenever a previously un-
seen label £ is encountered, assign it the index index <— Assignldx(Dict; index,¢) and record
Dict; index[f] := index, where Dict; jndex denotes the index map updated with all assignments
made so far in this epoch.

e Obtain C; « Scom(Ci_l, DiCti,index) and m; < Supd(Ci_l, Ci), set CS[Z] = (Ci,ﬂ'i), and output
(C;, ;) publicly.

Lookup Index. On receiving (lookup index, ¢,4) from A, where 0 < i < n: returns Dict; jndex to A,
who locally computes Dict; jndex[¢] and (since the index layer is public) reconstructs the corresponding
index opening itself.

Lookup Value. On receiving (lookup value, index, i) from A, where 0 < i < n:
e Return L if index ¢ Dict; yalue; otherwise, let v := Dict; yalye[index].

o If LK](index,i)] is defined, return it to A; otherwise obtain 7 < Sy (C;,index,i,v), store
LK[(index, )] :== (v, 7), and return (v, 7) to A.

Index Consistency. On receiving (index consistency, ¢, 4, j) from A, where 0 < i < j < n: returns
Dict; index, Dicti 1 indexs - - - » DiCt;index to A, who locally performs the consistency checks.

Value Consistency. On receiving (value consistency, index, 7, j) from A, where 0 <i < j < n:

e Return L if index ¢ Dict; yalye; Otherwise, set bit b :=1 if
Dict; vaiue[index] = Dict;11 value[index] = - - - = Dict; vaiue|[index],
and b := 0 otherwise.
e If CP[(index, 4, j)] is defined, return it to A; otherwise if b = 1 obtain
7 <= Sep({Ch Fi<k<j, index, i, 7),

store CP[(index, i, j)] := (1,7), and return (1, ) to A; if b = 0, store CP[(index, i, 7)] := (0, L)
and return (0, L) to A.

D.3 Privacy Proof for Aegon

We prove that the protocol 7 specified in Figure 3 and Figure 4 is private with respect to Faegon 0f
Definition 5, by exhibiting a concrete simulator S whose interfaces Scom, Supd, Sik; Scp are built from
the zero-knowledge simulators Simcommit, Simopen Of the underlying PCS and the simulator Simy, of
the »-protocol.
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Assumptions on the Construction. The proof relies on the following properties of .

e On repeated queries, the server caches the proofs and returns identical bytes.

e The openings of value and randY) are zero-knowledge, while the openings of index and rand® are

not; the latter are trivially reproducible from the public index map.

e The commitments to the value-related polynomials value and ra ndV) are (statistically) hiding.

CRNAY)

e The challenges r; are derived by hashing commitments via a random oracle.

e Update Proofs. The update proof m; is empty under a homomorphic PCS. For the zero-knowledge
KZH commitments we use, 7; instead consists of the simple 3-protocol of Section 6.4 that checks
the homomorphic identities between blinded commitments. In the general non-homomorphic
case, 7; is a fingerprinting proof. For simplicity, we only consider 7; to be a ¥-protocol proof for
our concrete instantiation with KZH.

The Simulator. We construct a PPT simulator S that, invoked by Faegon on the leakage of each
interface, reproduces the view of A (Figure 12). Let Simcommit and Simgpen be the commitment and
opening simulators of the PCS, and Simy, the simulator of the 3-protocol that checks a homomorphic
relation between two blinded zk-KZH commitments; all three exist by the zero-knowledge property
of the underlying primitives. The value-related objects are produced through these simulators,
whereas the index-related objects are reproduced verbatim from the public label-index map and
require no simulation. The simulator is stateful: it stores the commitments it has produced and the
evaluations it has assigned to each index, so that the openings it returns verify against the stored
commitments and overlapping consistency queries on the same index are answered with a common
evaluation.

Hybrids. Let Ho := REAL; 4 z(A) and H3 := IDEAL%, . s z(\). We interpolate between them,
changing only how bytes are produced at each step and never the dictionary logic. Throughout,
qik and gcp denote the number of value lookup and value consistency queries, and n the number of
epochs.

Ho: Real Execution. The honest Server runs m: real commitments, real openings, and real
Fiat—Shamir challenges.

Hi: Route Bookkeeping Through F. Server still produces every byte itself, but the decisions
of which value, which index, and whether a value is consistent are answered from Faegon’s
tables, and indices are assigned by Assignldx, which in F is the same VRF open-addressing
rule (Figure 2) used by the real Server. Thus the index map is identically distributed and the
value and consistency answers are functions of the same dictionary contents.

— HoEHl

Ho: Simulate Epoch Outputs. We define n sub-hybrids H; = Héo), Hél), . Hé") = Hs, where
Hém) produces the per-epoch output of the first m epochs via Scom/Sypd and runs the remaining
n — m honestly. In the step from H(Qm_l) to H(Qm), the output of epoch m is replaced as
follows: the value-related commitments C;’ﬁ'”e, C,r;”d(v) are produced by Simcommit; the random

oracle is reprogrammed so that rgl),n(;/ ) are the Fiat-Shamir challenges consistent with C,,
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Simulator interfaces. Simcommit() — C (commitments are statistically hiding, so no input);
Simopen(C, Z,y) — 7 (commitment, evaluation point, claimed value); Simx() — s (the X-protocol is
information-theoretically zero-knowledge, so no input).

o Scom/Supd (Update, given C;_; and the public index map Dict; index):

1. Cindex « Commit(index;) from the public index map (no zero-knowledge); CY2“ < Simcommit()-

D E F, program O so that 7“51) = (9(7“51_)1, Cindex) and rV) = O(TEY%, Cyalue),

2 i 00 %
3. C;a”d(l) — Commit(randgl)) (no zero-knowledge); Cga"d(v) < Simcommit()-
4

. Mo, < Simy () and my ; <— Simy (), obtaining 7; := (7 ;, 71,;), attesting the homomorphic relations

C(rand(v)) = C(randl(.\_/)l) + ’I’Z(V) x (C(value;) — C(value;_1)),

C(rand") = C(rand") + ¥ x (C(index;) — C(index;_1)).
Set C; := (Cindex, C;’a'“e,C;a"d(l),C;a”d(v)) and output (C;,m;).

e Sk (Lookup Value, leakage (C;,index,i,v)): T Simopen(C‘i’a'”e,index,U), attesting
value; (index) = v.

e S (Value Consistency, leakage ({Cy}i<k<j,index,s,j)): draw a fresh index & F once per index
index (reused on all later consistency queries for index), and produce the two openings

randV randV)
C C:

T < SimOpen( )7 index, yindex)7 Tj £ SimOpen( ;index, yindex)7
so that randgv)(index) = rand§-v)(index) = Yindex-
e Lookup Index / Index Consistency: no call to S; the public label-index map suffices and .4

reconstructs any index opening itself.

Figure 12: The privacy simulator S for Aegon.

64




(aborting if a programmed point was previously queried); the update proof 7, is produced
by Simy; the index-related commitments remain computed from the public index map. Since
commitments are statistically hiding and the X-protocol is information-theoretically zero-
knowledge, the simulated commitments and proof are identically distributed to the real ones;
the only deviation is the Fiat—Shamir abort, which occurs with negligible probability. Hence
each sub-step differs by at most negl(\), and

= | Pr[Hi] — Pr[H2]| < n - negl(A).

Hs: Simulate Value Lookups and Consistency Proofs. We define sub-hybrids that, one
query at a time, replace real value-side openings with the outputs of S and Scp. For each
LookupValue query, the opening of value; at index is replaced by Simgpen; for each value
consistency query with b = 1, the two ra ndV) openings at index are replaced by Simgpen against
the common evaluation yindex (With b = 0 returning (0, L) as in both worlds). Repeats are
served from the cache. Each replacement reduces to the zero-knowledge of the PCS opening,
SO

—> | Pr[Hz] — Pr{H3]| < (g + gep) - Advplcs.

In H3 every byte seen by A is produced by S from the leakage of Faegon alone: epoch commitments
and update proofs from Scom,Sypd, value openings from Sy, consistency proofs from Scp, and the
index layer from the public index map. Hence H3 = IDEAL%,_ . s z. Summing across the hybrids,

| Pr[REAL = 1] — Pr[IDEAL = 1]| < n-negl(\) + (qik + gep) - AdvBics,

which is negligible for any PPT environment Z, since the PCS opening is zero-knowledge (Advf;kcs =
negl())) and qi, gep, n = poly(A). Therefore 7 is private with respect to Faegon- O
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E KZH-k description

Description of KZH-k can be seen in Figure 13. We define an asymmetric pairing group as a tuple
(p, 91, 92, G1, G2, G, €), where p denotes the order of the groups G; and Gg, and e is an efficiently
computable, non-degenerate bilinear map. Let ' be the finite field such that the scalars of G lie
in F. We adopt additive notation: for any a € F and G € G, scalar multiplication is written as
a x G. We assume G is a generator of G1, and V is a generator of Go. For a multilinear polynomial
f()?l, X, ... ,Xk), we denote fgl,l_;g,...,l?i as the partial evaluation

f(gl)527 .. ‘761'))21'-%1) cee 7)216)

Free Boolean opening. A subtle point in Figure 13 is that although the auxiliary inputs are
computed during the commitment phase for all j = 1 to k — 1, only those with j < |k/2] are
actually used in the opening phase. This is because the opening procedure in Figure 13 is designed
for the general case of evaluating at a random point (Z1,Zs,...,Zx). To allow for free Boolean
opening, we compute the full auxiliary input. In the special case of Boolean points, the summation

in Equation (2) reduces to selecting a single value auxp oy g This is due to the fact that
seeyVg—1

- -

eq((T1, ..., %j-1), (b1,...,bj-1))

—

vanishes everywhere on the Boolean hypercube except at (51, e ,gj_l) = (&1,...,2j-1). Conse-
quently, openings at Boolean points come essentially for free.
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KZH-k.setup(\, (dy,ds,...,dg), k):
e Sample G < G4,V < G2 and [[ug,j]ge{oyl}dj]le «F

k - -
H, = {HE1 Y (11 M. j) xG:Vbh € {0,1}d1,...,bk € {0,1}d’€}
5eeey 04 j=1 5o

k . o
o Ho={Hp 5 « (ITng ;) xG: Vb e{0,1}%=, ... by € {0,1}%}
2

ba,...,by ;
‘7:

Hy = {H; < 15, x G : Vb € {0,114}
o V={Vy ¢ my ; x Vi Vi€ Lk, b€ {0,1}%}
e Output (G,V,H{,Hs, ..., Hg, V)

KZH-k.commit(srs, f): For f()?h X, ... ,Xk), compute the commitment as follows:
e Output C « (f,Hy) = 2516{0,1}d1,...,ng{O,l}dk fgl,l?g,...,gk X Hl?l,Eg,..fk
e Forj=1, .., k—1compute aux; 5 = (f(b1,...,bj,X;j41,..., Xi), Hj11), for each b; € {0, 1}di.
seey 0y -
The open algorithm takes the auxiliary input implicitly.
KZH-k.open(srs,C, f,%1,...,%): Given commitment C € Gj, polynomial f()?l,)22, ... ,)?k) and
inputs #; € F%, compute opening as follows:
e Forj=1,...,k—1:
— Compute fz, z,,..z_, efficiently from previous partial evaluation.
We observe Equation 2. For j < |k/2], computing 6j via this identity requires O(N'/?) operations,
where N denotes the overall size of the polynomial. For j > |k/2], it is more efficient to compute
directly, since the size of partially-evaluated polynomial fz z,, ..z, is already smaller than O(N 172y,

G B = Y eal(@een B, Gr b)) x5 5 (@)
bye{0,1}%1
Ej,le{'d;l}djfl

e Output 7w «+ {[5j]j€[1,k71]a fj‘17.”7fk71}

KZH-k.verify(srs, C, [Z}] (1,1, y,7): Given commitment C € Gy, inputs Z; € Fe, output y € F and
opening proof 7w, does as follows:

e Parse {[6j]j€[1’k,1]7 JE R R

e Set Cp=Cand for j €1,...,k—1, do the following:
1. Check that 6(Cj_1,V) = 256{0,1}‘11 6(Dj B Vi,j)
2. Compute C; = Ege{o7l}dj eq(Z;,b) x D, 5

[ ] Check that Ck,1 = <f§;’17f27‘__,fk71,Hk>

e Check that ffl,fbm,fk_l(fk) =y

Figure 13: (non-zero-knowledge) KZH-k description to commit to a multilinear polynomial
f(Xy,Xa,...,Xg) such that | X;| = d;.

E.1 Zero-Knowledge Compiler for KZH

A general technique for transforming a homomorphic PCS into a hiding one is to use a ¥-protocol
(see [Biin+21]). The key idea is to blind the original commitment C' to a polynomial f(X) to achieve
hiding. During evaluation, the prover sends the evaluation f(Z) along with a commitment R to a
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fully random polynomial r(X) of the same degree as f(X), and the evaluation 7(Z) to the verifier.
The verifier then samples a random challenge « € F, and the prover proves that the combined and
unblinded commitment o x C' + R opens to « - f(Z) + r(Z) at Z. IronDict uses a similar technique

to build a zero-knowledge version of KZH and shows that for KZH-k, it suffices for r(X) to have
only k- N'/% non-zero terms. Let

(Setupgzp.k, CommitkzH-k, OpenKzp.k, Verifykzm.k)

be the PCS algorithms for KZH-k. They define the algorithms

(zkSetupgzH.k, zkCommitkyz k, zkOpenkzi.k, zkVerifyizii)

as the corresponding hiding (zero-knowledge) variant of KZH-k, which can be defined by using a
sparse random polynomial 7(X). For completeness, we include this compiler in Figure 14. For more
details, we refer the reader to Appendix D of IronDict.

o zkSetupkyzmi (A, k) : This algorithm runs Setupgyp i (A, k) and outputs verifier key vk and prover
key pk. It also outputs a new generator h € G, and we assume its Dlog is not known with respect
to other generators.

e zkCommitkz.i (pk, f()z)) :

1. The prover samples randomness 7 < F B
2. Then computes the commitment C' + Commitkzmn.x(pk, f(X)), and outputs Chiqe := C +
T - h.

o zkOpeng i (Pk, F(X), Z, (Chide, 7)) :

1. The prover samples (X ) which has the same size as f(X) and samples randomness p « F.
The prover runs Rypige ¢ zkCommitkzp.k(pk, r()z); 0)-
The prover computes yr < r(Z) and then sends (Rhide, Yr) to the verifier.
The prover receives challenge o and computes p’ +— « - 7 + p and sends it to the verifier.
The prover computes Cliy, := a X Chide + Rhide — o' X h.
Finally the prover runs 7 < Opengyi (pk, o X f(X) 4 7(X), Ciin, &) and outputs proof .

S O

o szerinyZH_k (Vk7 Chidev fa Y, 7T) :

1. The verifier receives (Rpide, yr) from the prover and sends challenge « and receives p’.
2. The verifier computes Cli, := a X Chide + Ruige — o' X h.

3. The verifier computes yjn := @ X y + ygr.

4. The verifier runs Verifyy i (VK, Clin, T, Y1in, 7) and outputs its result.

Figure 14: zk-friendly variant of KZH-k commitment and opening scheme. To simplify the protocol,
we assume the auxiliary input of KZH is part of the opening and is generated while opening, while
in reality, the prover can compute it during commitment and cache it.
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F Sharded Open Addressing

We now isolate and formally define the primitive underlying our parallel index assignment, which
we call sharded open addressing. Classical open addressing operates over a single address space of
size 1 - N and is inherently sequential: insertions are processed one at a time, and a single probe
sequence may traverse the entire space. Sharded open addressing runs open addressing at two levels:
a probe-free top level that pins each label to one shard, and an ordinary single-shard open-addressing
routine confined to that shard’s local address space. Because the top level is counter-independent,
the entire probe sequence of any label stays inside one shard, so the 1 shards run fully in parallel
with no cross-shard coordination. We give the formal procedure in Figure 15.

e Parameters. Shard count n (a power of two); shard map H,,: {0,1}* — {0,...,n —1}. The array
arr is sharded into arr[0], arr[1], ..., arr[n —1]. OA.append(-,-) and OA.lookup(:,-) denote the standard
(single-array) open-addressing algorithms.

e ShardedOA.append(arr, £):
1. j = H,(¥).
2. run OA.append(arr[j], £).
e ShardedOA.lookup(arr, ¢):
1. j:=Hy0).
2. return OA.lookup(arr[j], £).

Figure 15: Sharded (two-level) open addressing. H, selects a shard j and the unmodified single-
array open-addressing routine OA runs on arr[j]. Distinct-shard appends are independent, so the 7
shards run in parallel. A plain hash suffices for H,; we instantiate it with a VRF to resist adversarial
label grinding (Section 7.1).

Sharded open addressing inherits its correctness directly from the single-array scheme. The first
level is collision-free: H,, deterministically maps each label £ to a single shard j = H,(¢), so a label
is never split across shards and every append and lookup for ¢ acts on the same array arr[j]. The
second level is just the standard open-addressing routine OA running on arr[j], so its behavior—in
particular the uniqueness of the assigned slot—is unchanged. The two levels therefore compose
without interaction, and the sharded scheme is correct whenever OA is.

Capacity is the only quantity affected by sharding, and it is governed by Lemma 1. Since H,
assigns labels to shards uniformly and independently, the per-shard loads are exactly the balls-
into-bins variables of the lemma, whose maximum concentrates tightly around the mean in our
heavily-loaded regime. Consequently the most-loaded shard exceeds the average by only a vanishing
margin: as computed in Section 7.1, for = 128 and N = 22° no shard overflows until the system
holds more than a (1 —+) fraction of the total capacity n- N = 232, with vy ~ 1.4 x 1073 at A = 128.
Sharded open addressing thus recovers over 99.8% of the capacity of an unpartitioned table while
making index assignment embarrassingly parallel across the n shards.
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