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Abstract. NTRU is one of the longest-tested lattice-based public-key
encryption families and is often viewed as a compact alternative to
(R/M)-LWE. Yet, after three decades of research, its potential for com-
pactness remains an open area for further exploration: recent designs
such as NEV (Asiacrypt 2023) and DAWN (Asiacrypt 2025) suggest
that there is still room for improvement. This raises a natural question:
Has NTRU reached its compactness limit? If not, how compact can it be
while still remaining secure and efficient?

Motivated by this question, we aim to formalize a unified relationship
between compactness and efficiency under the required security level. We
present a common two-stage view of NTRU decryption. In the first stage,
the decoder constructs a small set of candidate wrap-around errors. In
the second stage, it verifies these candidates using either algebraic redun-
dancy or trapdoor-derived distributional information. We introduce Free
Candidate Localization (FCL), a generic first-stage method that ranks
coordinates by their proximity to the centered boundary. FCL could be
used in most lattice-based encryptions; we instantiate it in ML-KEM
to achieve a 10% smaller ciphertext at the cost of a 5% slower overall
runtime in the reference C implementation under NIST-I.

We organize modern NTRU encryptions into two frameworks. NTRU
with Encoding leverages algebraic structure via auxiliary quotient rings.
NTRU with Trapdoor exploits geometric structure through the NTRU
trapdoor, then verifies candidate corrections using distributional tests.
These frameworks give a common language for existing NTRU designs
and for the compactness searches in this paper. Within an explicit search
model, we derive heuristic compactness frontiers for both frameworks. At
NIST-I, the encoding frontier yields a total public-key plus ciphertext
size of 812 bytes, and the trapdoor frontier yields a size of 754 bytes,
15%/21% smaller than the previous lowest size of 964 bytes in DAWN.

Furthermore, we propose END, an instantiation of NTRU with Trap-
door plus FCL. At NIST-I, END has a 384-byte ciphertext, which is
exactly half the size of the 768-byte ciphertext of ML-KEM-512, and
is 12-19% smaller than the shortest prior NTRU-style ciphertexts in
BAT (TCHES 2022) and DAWN. In our reference C implementation,
the combined encapsulation and decapsulation cost of END-512 is about
3% higher than that of ML-KEM-512.
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1 Introduction

NTRU, proposed by Hoffstein, Pipher, and Silverman [24], is one of the earliest
lattice-based encryption schemes. NTRU remains attractive because its cipher-
text can be represented by a single ring element. Ring-LWE and Module-LWE ci-
phertexts typically contain two components, but the message-bearing component
can often be aggressively rounded; compactness therefore has to be compared at
the encoded-byte level rather than by component count alone. During the NIST
post-quantum cryptography (PQC) standardization process, two NTRU variants
demonstrated significant promise: NTRU Prime [5] advanced to the third round
of candidates, while NTRU [9] (originating from [24], a merger of NTRU-HPS
and NTRU-HRSS) progressed to the third round of finalists. Despite their ad-
vancement, neither was ultimately selected; Kyber [8] (ML-KEM [39]) was even-
tually standardized as the lattice-based KEM. Nevertheless, the cryptographic
community continues to actively explore and enhance NTRU structures, with
numerous improvements and variants proposed in recent years [32,18,14,41,30],
enhancing the competitiveness of NTRU-based schemes.

Among modern NTRU decryption methods, there are two main approaches
for extracting the message: one focuses on algebraic form, and the other on a
geometric view. Most NTRU encryptions follow the original NTRU [24] to encode
the message into some subspace via integer coeflicients in the original NTRU, or
polynomial encodings in NEV [41] and DAWN [30]. The other way to extract the
message through the NTRU trapdoor without an encoding structure has only
one representative example: BAT [18], since generating the NTRU trapdoor is
expensive, making key generation much slower than that of other schemes.

To understand the decryption more generally, we use a two-stage view. The
first stage constructs a small candidate set for the wrap-around error. The second
stage verifies these candidates and selects the unique one that gives a valid mes-
sage or valid secret distribution. In algebraic constructions, verification comes
from quotient-ring redundancy in the message encoding. In trapdoor construc-
tions, verification comes from the distribution of the vector returned by a trap-
door closest-vector procedure. This separation is useful because the same first-
stage candidate-generation method can be combined with different verification
rules. Most NTRU-based schemes choose the ring, modulus, distributions, and
encoding so that there’s no wrap-around error except with negligible or zero
probability, the candidate in the first stage is {0}, and there’s no second stage.
DAWN [30] may instead tolerate rare wrap events and recover correctly when the
wrapped error is a monomial. Concretely, DAWN uses side information from the
quotient to obtain a candidate set of five wrap-error candidates in the first stage
and then finds the unique correct one via side information from the centered
residual.

1.1 Owur Contributions

This work asks how compact NTRU-based encryption can be while maintaining
efficient decryption and meeting the required security level.



— A universal technique. We introduce FCL, a generic candidate-localization
method for centered lattice decryption residues. FCL outputs a small, pub-
licly sized family of possible wrap-around errors. We give its candidate-
set construction, a failure-probability estimate under an explicit coefficient
model, and a list-decoding interface that separates candidate generation from
verification. This technique can be applied to Ring/Module-LWE or NTRU
decryption residues. We instantiate it on ML-KEM to obtain a 10% smaller
ciphertext by the cost of 5% total runtime.

— Two generic frameworks. We formalize two decryption frameworks. NTRU
with Encoding uses auxiliary quotient rings to obtain algebraic side infor-
mation on the wrap-around error. NTRU with Trapdoor uses an NTRU
trapdoor to reduce decryption to a structured closest-vector problem and
then verifies candidate corrections by distributional tests. We also provide
a specialization table that explains how existing NTRU-style schemes fit
within these frameworks at the design-pattern level.

— Two heuristic frontiers. We derive compactness frontiers within a fixed
search model: power-of-two cyclotomic rings, fixed-target security, fixed-
decryption-failure target, fixed public candidate-trial budget, and the coefficient-
independence heuristic used in the DFR calculation. These frontiers are
heuristic design frontiers inside the stated model. In this model, the NTRU-
with-Encoding frontier at NIST-I yields a total public-key plus ciphertext
size of 812 bytes, and the NTRU-with-Trapdoor frontier yields 754 bytes,
15%/21% smaller than the previous lowest size of 964 bytes in DAWN [30].

— A practical encryption scheme. We instantiate NTRU with Trapdoor
as END'. At NIST-I, END-512 has a 384-byte ciphertext and a 514-byte
public key. Its ciphertext is exactly half the size of ML-KEM-512 and is
12-19% smaller than BAT and DAWN at the same security level. Also, the
encapsulation and decapsulation time of END is comparable to that of those
schemes. The tradeoff is key generation: END applies the slow NTRU trap-
door generation similar to that in BAT [7]. This makes it most appropriate
in settings where the public key is reused over many encapsulations. The
comparisons of size and performance are detailed in Table 4 and Table 5.

1.2 Technical Overview

We start by modeling the NTRU decryption through a three-term decomposition

v=n+p—q-e,

where 7 is the noise term induced by the secret key and encryption randomness,
p is the encoded message term, and e records the wrap-around error. The term
e is sparse when the parameters are close to correct decryption but slightly
beyond the ordinary no-wrap regime. A decoder can therefore try to recover e
by searching over a small candidate family. The challenge is to make this family
small enough for implementation and large enough to contain the true error with
probability at least 1 — 27APFR,

1 END stands for Explore NTRU Decryption.



Free Candidate Localization. For the first stage to build a candidate fam-
ily, we introduce FCL, which uses the centered residue v itself. If an unreduced
coefficient wraps around modulo ¢, the centered residue often lands close to one
of the two centered boundaries +2. FCL ranks coordinates by this boundary
distance and keeps the most likely positions. From these positions, it builds a
candidate family with bounded weight and bounded coefficient magnitude. The
size of this family is public once the parameters are fixed, so the enumeration can
be implemented without secret-dependent loop lengths. FCL is most informa-
tive when the unwrapped coefficient distribution is roughly symmetric, and has
limited mass near the centered boundary. These conditions hold for the NTRU
parameter sets studied in this paper and for most lattice decryption residues.

NTRU with Encoding. The encoding framework uses public polynomials
t,w € Z[z] and quotient rings Z,, [x]/(¢;). The parameters are chosen so that
multiplication by ¢ kills the noise term in the decoding and auxiliary rings, while
multiplication by w preserves the message in the decoding ring and kills the
message in the auxiliary rings. After decryption, the decoder sees

tn+wp—q-e in Ry.

Reducing this expression modulo the decoding ring gives information about wy—
q-e. Reducing it modulo the auxiliary rings gives information about —q-e. These
residues restrict the candidate set for e. FCL can then further restrict the possible
support of e, and an unembedding map recovers the original message after the
right candidate is selected. The resulting framework is useful as an organizing
principle. It captures the design pattern behind most existing NTRU decoders
except BAT, and it explains the DAWN-style point as a frontier point under a
tight candidate-trial budget.

NTRU with Trapdoor. The trapdoor framework uses a trapdoor basis of the
NTRU lattice. A Babai nearest-plane computation removes the dominant noise
term and returns a polynomial that equals the desired p plus offsets determined
by two rounding errors. FCL gives candidates for these two rounding errors. The
candidates are verified using distributional distinguishment: the correct correc-
tion yields a vector whose secret and message distributions match those specified
by the scheme, whereas incorrect corrections often leave visible range or norm
violations. NTRU with Trapdoor generalizes the structure of BAT [18], involves
a candidate search process, and offers greater compactness than the encoding
framework in our search model, because the trapdoor provides geometric side
information that does not consume message-space redundancy. The price is slow
key generation due to the computation of the trapdoor basis.

The practical scheme. The main practical construction is END. It instantiates
NTRU with Trapdoor, uses FCL for both rounding-error terms, and uses two
fixed public candidate bounds. The implementation evaluates all candidates up



to the public bound, uses branchless score computation and constant-time win-
ner selection, and includes masking for the sensitive arithmetic. At NIST-I, the
ciphertext is 384 bytes, which is exactly half of ML-KEM. Although it has slow
key generation, its encapsulation and decapsulation performance is comparable
to that of ML-KEM [39], NEV [41], and DAWN [30].

2 Preliminaries

2.1 Notations

For a polynomial ¢ € Z[z], let Ry, := Z[x]/{¢), Ry,q = Ry/aRy = Zglx]/{p)-
Throughout the paper, elements of Z, and R, 4 are represented by their centered
representatives. Thus absolute values and inequalities involving coefficients of
elements modulo g always refer to these centered representatives. This convention
avoids repeatedly writing the centered representative map. Lowercase letters
denote ring elements, and bold lowercase letters denote coefficient vectors. For
a=>y, amxi, the notation af; denotes the coefficient of x*. For a vector a, the
notation af; denotes its i-th entry. We use | -| for coefficient-wise rounding to the
nearest integer, and write [a] := a — |a] for the coefficient-wise fractional part.
When z is invertible in R, we define the conjugate a@ of a € R, by a@ := a(z™!).
Let n = deg(y). We identify each element of R, with its representative of degree
< n and define

n—1

poly2vec(a) = (ay), - - -, [n—1)) € Z", vec2poly(v) = Z v[i]xi.
i=0

For a set S of polynomials and a quotient ideal (p, ¢), we write

S mod (p,¢) :={smod (p,¢p) : s €S}

for its image under reduction, and its cardinality is denoted by |S|. We write a &
D for sampling a from a distribution D, and U(S) for the uniform distribution on
a finite set S. We denote by 7,  the ternary distribution over Ry, (n := deg(y))
with fixed Hamming weight: polynomials contain exactly k coeflicients equal to
1, exactly k coefficients equal to —1, and the remaining n — 2k coefficients are 0.

2.2 Embeddings
We use deterministic and randomized embeddings.

Definition 1 (Deterministic embedding). A deterministic embedding from
Sy to Sy is an injective map

EmbSI;,‘g2 : S8 — Ss.



Definition 2 (Randomized embedding). Let S; be a message space, S, a
randomness space, and Sa a target space, and let opp > 0. A randomized em-
bedding is a map

Emb2 s :Si xS, = So
such that the image sets
S = {EmbS™ 5 (m;7) i 7 € S}
are pairwise disjoint, and the distribution
EmbS™l s, (mir),  (m,r) < US)) x U(S,),

has statistical distance at most emn from the target distribution used in the
security analysis, usually U(Sz).

The disjointness condition ensures that the embedded value determines the mes-
sage if it lies in the valid image. The statistical-distance condition ensures that
replacing the embedded message distribution by the target distribution changes
the security experiment by at most eepmp-

2.3 Error Sets

For the quotient ring R, let n := deg(y). For z € Z", define the Hamming
weight wt(z) := |{j : z; # 0}|. We define the signed-permutation group

M, = {diag(do, ...,dn—1) - Pr : d; € {£1},7 € S,,},

where S,, is the symmetric group on n elements. For z € Z", define its orbit (as
polynomials) by

Eorb(z) 1= {vec2poly(Hz) : H € H,} C R, (1)

Throughout the paper, By bounds sparsity and B; bounds coefficient magnitude.
Define

Zpy.B, ' ={z€Z" : wt(z) < By, ||2]|ec < B1},

and the corresponding error set in R, by

EBO,Bl = U Sorb(z)- (2)

zZ€Zp,,B;

This viewpoint is useful when the induced error distribution is (approximately)
invariant under signed permutations, since then all elements in a fixed orbit
Eorb(2) occur with the same probability.



2.4 Coefficient Independence Heuristic

Heuristic 1 (Coefficient independence) Let a & D, and b & Dy be inde-
pendently sampled elements of R,. For the products used in the DFR estimates,
we model the coefficients of a-b € R, by independent samples from the corre-
sponding one-dimensional marginal distribution.

This heuristic is the central heuristic in our DFR calculations because it reduces
an n-dimensional tail estimate to a one-dimensional estimate, using binomial
or union bounds. It is commonly used for average-case noise analysis (e.g., in
BFV [6] and HEIib [12]), but it is not a theorem. Ring structure can introduce
coefficient dependencies, and dependency-aware estimates can either improve
or worsen a concrete DFR estimate. For example, D’Anvers, Vercauteren, and
Verbauwhede show that the independence assumption is usually suitable for
schemes without error correction, but can underestimate the DFR when error-
correcting codes are used [13|. Figure 1 of that work shows close agreement
between the independence-model and experimental curves in the low-wrap-count
regime (fewer than ten wraps). Also, Paiva et al. provided methods for analyzing
compact lattice KEMs without relying on coefficient independence on the specific
encoding in [33]. A more recent work [29] proposed a norm-wise model to analyze
dependencies among coefficients. The settings that permit three or four wraps
occur only in the exploratory frontier of Section 5; every concrete END correction
stage has By < 2, as shown in Table 2.

For END-512 and END-1024, we additionally performed dependency stress
tests following dependency-amplifying patterns proposed in [20] We prescribe a
consecutive-sign bad-secret-key pattern whose probability matches the claimed
DFR, and a consecutive extremal bad-compression-error pattern whose offline-
search cost matches the security target. In 100 trials for each parameter set, we
observed no three-wrap cases, only a few two-wrap cases, and every wrap lay
among the FCL candidates.?

3 Free Candidate Localization

Free Candidate Localization (FCL) is a candidate-generation method for cen-
tered lattice decryption residues. Given a residue modulo ¢, it identifies coordi-
nates that are likely to have wrapped. FCL is not a standalone decoder or an
error-correction mechanism by itself. It only produces a candidate family for the
wrap-around error. Error correction is obtained only after FCL is paired with an
independent algebraic, distributional, or hash verification rule that selects the
correct candidate.

FCL localizes candidate wraps; correction still requires a scheme-specific ver-
ification rule. DAWN and BAT can be directly retrofitted by increasing compres-
sion, enumerating FCL candidates, and appending a hash tag, as illustrated by

2 https://github.com/Icarid-Liu/Explore_NTRU_Decryption
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FCL-ML-KEM in Appendix A. The gain is limited because the hash tag con-
sumes ciphertext space, and their original structures were not co-designed for
verification. Larger gains require jointly redesigning the structure, parameters,
and verification rule. END performs this trapdoor-side co-design rather than
being BAT plus FCL; NwE likewise redesigns the DAWN-style encoding, em-
bedding, and verification.

HILA5’s SafeBits [37] and FCL share the observation that distance to a pub-
lic decision boundary contains reliability information. SafeBits selects coefficients
close to reconciliation-region centers, hence far from decoding boundaries, and
communicates a selection subset so that reliable bits can be extracted. FCL is
instead receiver-side post-decryption localization: it uses the centered residual
available during decryption, ranks coefficients close to the boundary as likely
wrap locations, and outputs a bounded family of candidate error patterns. FCL
does not decide which candidate is correct; separating localization from verifica-
tion allows the same candidate-generation method to be paired with algebraic
quotient verification, trapdoor-derived distributional verification, or hash verifi-
cation, and to be instantiated across NTRU, RLWE, and MLWE.

3.1 Three-term model

Let g be the modulus and let v € Zj be the centered vector obtained during de-
cryption. In the applications considered in this paper, v is the centered reduction
of an unreduced vector

u=n+pecz,

where 7 is the noise term and p is the message term. Define the wrap-around
vector e € Z" by

e:= rﬂ v=n+p—q-e (3)

A coordinate i is called wrapped if e;; # 0. For the concrete parameter sets
below, By = 1, so the relevant bounded wrap vectors are sparse ternary; the
general definition retains B to state the framework uniformly. For each coordi-
nate, define the boundary-distance score

di = [q/2] — [vp|.

Small d; means that the centered residue lies close to the boundary. FCL is useful
when the unwrapped coefficients are roughly symmetric and have limited mass
near the boundary. These conditions hold for most lattice-based encryptions. If
the unwrapped distribution has a nonzero mean, the score should be applied
after recentering by the mean.

3.2 FCL candidate generation

Let Z C {0,...,n — 1} be the set of indices that may contain a wrap. Usually
Z ={0,...,n—1}, but side information may reduce it. Given an integer mo < |Z|,
FCL returns the mg indices in Z with the smallest boundary-distance scores.



Algorithm 1 Free Candidate Localization (FCL)

Input: centered residue v € Zg, modulus ¢, index set Z, output size mo < |Z|
Output: index set Srcr, C Z of size myo
1: compute d;  [q/2] — |vp;| for all i € T
2: order Z as ig, ..., %z|—1 S0 that d;; <---<d
3: return {io,...,%me—1}

Y z|-1

Given bounds By and Bj, the corresponding candidate error family is

Ecana (v, q,mo, Bo, B1,T) = {ZUz‘UCi 11 C Spcr, || < By, 1< o] < Bl} -
icl

The zero error is included by taking I = &. Its worst-case size is
1+) ( _0)(231)3.
=N

All parameters in this expression are public. Hence, an implementation can enu-
merate the full public bound and avoid secret-dependent loop lengths.

3.3 Failure-probability estimate

Assume that the true wrap support W has size my, with m; < By, and that
W CZ.Let N = |Z|. Fix a wrapped index j € W and condition on the unreduced
coefficient u; = y. Let X denote the absolute value of an unwrapped coefficient,
conditioned on being unwrapped. Define

Plulg(y) :=Pr[X > [ymod ¢| | X < [¢/2]].
Equivalently, if F}, is the CDF of |uf;| for an unwrapped index, then

(y) = Flui(1g/2]) — Fju|(Jy mod ¢| — 1)
A Fruy(La/2])

If the wrapped coordinate j is excluded from the mg FCL positions, then
at least mg — m1 + 1 unwrapped coordinates must be ranked no worse than
j. The fixed tie-breaking rule can only make this condition more conservative.
Under the coefficient-independence heuristic, the number of such unwrapped
coordinates is dominated by a binomial random variable with N —m trials and
success probability pj,| q(y). Therefore

Pr(j ¢ Srcr | ug) = y]

N—my —my oy
< Z <N k )p|u,q(y)k(1pu|,q(y>)N g (4)

k=mo—mq1+1



Averaging over the conditional distribution of y among wrapped coefficients gives
Pr[j ¢ Srcu]

< Z Prj ¢ Srce | uy) = y| Priug =y | luy| > l¢/2] +1]. (5)
ly|>lq/2]+1

By a union bound over the m; wrapped coordinates,
Pr[FCL fails] < m;y - Pr[j ¢ Srcr]. (6)

The inequality in (4) is intentional: it ignores additional constraints involving
the other wrapped coordinates and treats ties conservatively.

3.4 Verification interface

FCL only gives a list, and the decoder must verify candidates. Let C denote the
public context used by the verification procedure, such as quotient-ring residues,
public distributions, public thresholds, or precomputed tables. For a candidate
error ¢, the decoder forms a corrected value and derives a candidate object X (€).
The verification rule is a predicate

Verify(C, X) € {0,1}.

It may be a deterministic algebraic validity test or a distributional test.
Let €* be the true error. We say that Verify has false-reject and false-accept
parameters (g, ef,) if

Pr|Verify(C, X (¢*)) = 0] < &g,

and N
r};léq)*( Pr[Verify(C, X (€)) = 1] < ¢,

where the maximum is over the finite candidate family used by the decoder. If
the decoder enumerates a family £, outputs the first accepted candidate, and
outputs L if no candidate is accepted, then

DFR < Pr[FCL fails] + ef + |€]eta- (7)

This bound is conservative and sufficient for the parameter searches in Section 5.

3.5 Use in Ring-LWE and Module-LWE decryption

FCL is not specific to NTRU. In Ring/Module-LWE encryption, decryption com-
putes a centered noisy message residue and then decodes the coefficients based
on their distance from a decision boundary. If a failure is caused by a small num-
ber of coefficients crossing such a boundary, the same boundary-distance ranking
can localize likely failing coordinates before applying redundancy, reconciliation,
or an error-correcting layer. This gives a generic way to turn a coefficient-wise
failure pattern into a small candidate family, provided an independent verifi-
cation rule is available. We provide an instantiation of ML-KEM with FCL in
Appendix A, yielding a ciphertext that is 10% smaller than ML-KEM’s at about
5% cost under the independence heuristic in NIST-I security.
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4 NTRU Frameworks

This section lifts the vector view of Section 3 back to NTRU rings. We freely con-
vert between ring elements and coefficient vectors using poly2vec and vec2poly.
Our motivation is that even when a scheme exhibits occasional decryption fail-
ures, these failures are often non-catastrophic, and only a small number of co-
efficients wrap. This motivates the addition of a limited second-stage decod-
ing procedure that searches over a small candidate error set (e.g., produced by
FCL) and uses independent verification to uniquely select the valid message.
We present two generic decryption frameworks that capture most NTRU-based
public-key encryptions: NTRU with Encoding, and NTRU with Trapdoor. The
former exploits algebraic structure; auxiliary quotient rings provide projections
that narrow the error-candidate space, while the latter adopts a geometric view-
point and solves a structured closest vector problem (CVP) using a trapdoor
basis. The common decryption template is

Ciphertext — CandidateErrorSet — Verify — RecoverMessage.

The frameworks differ in how they obtain side information for the second and
third steps. NTRU with Encoding uses auxiliary quotient rings and message
redundancy. NTRU with Trapdoor uses FCL and distributional checks. For sim-
plicity, we state all frameworks under the one-way chosen plaintext security
(OW-CPA) assumption; standard transforms (e.g., Fujisaki-Okamoto) are or-
thogonal to our discussion. We assume all instantiations target A-bit security,
and we separately target a DFR bound 27?PFR | as typically required to make
CCA transforms conservative in practice.

4.1 NTRU with Encoding

NTRU with Encoding uses public quotient rings to separate the noise, message,
and wrap-around terms. Ciphertexts live in R, 4. Fix quotient rings

Roipi = Lp[2]/{pi), 1<i<4,

where each p; is coprime to ¢, and each ¢; divides ¢ in Z,, [z]. The first quotient
ring is the decoding ring, and the rings with ¢ > 2 are auxiliary rings. Let

T - Rsﬂ - R@:JH

be the natural reduction map. The framework has public polynomials ¢, w € Z[x]
satisfying

t=0 (mod (p;,¢;)) forl<i<U,
w=0 (mod (p;,¢;)) for2<i<Y, wZ0 (mod (p1,d1)).

We also require w to be invertible in R, ;. These are public parameters.

11



Lemma 1 (Encoding residue decomposition). Let (g, f, s, 1) be sampled as
in Figure 1, let f' = tw™1f+1, and let c = tw™ hs+p (mod (g, ). If ¢}, is the
centered representative of wf'c, then there is a unique coefficient vector e € Z™
such that

cho=tlgs+ fu) +wp—q-e in Re. (8)

Moreover,
m(ch) =mwp—q-e),  m(ch)=m(-q-e) (2<i<).
Proof. The congruence f'h =g (mod (g, )) gives

wf'c=tgs +wf'p=tgs+tfu+wp (mod (g, ¢)).

Centering subtracts ¢ - e coefficient-wise. The reductions follow from the defining
congruences for ¢ and w.

The effective message ring is the largest public quotient of the decoding ring
on which multiplication by w is invertible. Let W be the reduction of w in Z,,, [z].
Choose a public divisor ¢ | ¢1 such that ged(w, drq) = 1, and set

Rm = Lp, [z]/(dm)-

When ¢; is square-free, this is equivalently obtained by removing the common
factor ged(w, ¢1); in non-square-free cases, all primary factors shared with w
must be removed. Let ma be the projection from the decoding ring to R o¢. The
framework uses the map

Y(m;r) == T (Embf}l‘isu (m;r) mod <p1,¢1>> ,
and requires a left inverse Unemb o4 on the image
M ={yp(m;r):me M, reS,}

such that Unemb g aq(v(m; 7)) = m for all valid (m,r). The map ¢ need not
itself be a randomized embedding in the sense of Section 2; only this left-inverse
property is required for recovery.

4.1.1 Auxiliary residues and FCL. Let &, := €p,.pB,. For 2 < ¢ </,
Lemma 1 gives ¢, = m;(—q - e). Define

¢
err2res : Egprr — HR%W, err2res(é) := (m;(—q - €))
i=2

2<i<e?

and Ceyy := err2res(&eyy ). For ¢ € Coyy, set

res2err(c) := {€ € Eopy : €rr2res(é) = c},

Eres(€) :={mpm(—q - €) : € € res2err(c)}.

12



Let

Co(c) := max wt(poly2vec(é)), Ci(c):= max )Hpo|y2vec(é)||oo,

é€res2err(c) écres2err(c

and

()= |J {i:éey#0)

écres2err(c)

For a public FCL output size my(c), define the FCL-induced shift set in the
effective message ring by

EXDER (v,¢) == {mm(—q - €) : € € Ecana(v, ¢, m0(c), Co(c), Ci(c), I(c))}.
The effective list size after both filters is
Lgnc ('Ua C) = gres(c) N EADFR (’U, C) . (9)

cand,res

We then present the generic framework of NTRU with Encoding in Figure 1.

Fig.1: Generic NTRU with Encoding

KeyGen: Encrypt(pk := h, m):
1: g <i Dy 1: 8 <i D
20 fE Dy 2: < EmbRL s, (m)
3: fletw 'f4+1 (mod (q,¢)) 3: C4 tw™ hs+p (mod (g,¢))
4: if ' is not invertible in R 4 4: returnc
restart b (sh 7.0
_ ecrypt(sk := f’,c):
5: hg(f)™" (mod (q,¢))
/ !
6: return (pk:=h, sk:=f) L: ¢ wfe (mod (g, ¢))

2: m <+ Decodegnc(cp, t, w, {(pi, #i) }r<i<e)

3: returnm

Lemma 2 (Encoding correctness after candidate containment). Fiz a
decryption instance with true message representative (m;r), true wrap error
e € Eor, residue ¢ = err2res(e), and centered vector v = poly2vec(c))). Assume
that e is contained in E,ux NErcL- If, for every wrong candidate € € Eyux N ErCL
with € # e,

Ymsr) +w (g (6~ ) & M, (10)

then Algorithm 2 returns m.
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Algorithm 2 Decodegy,

Input: centered residue cp, public ¢, w, {(ps, i) }1<i<e, FCL parameters (mo, Bo, B1)
Output: message m

1: fori=1to ¢ do

c; « ¢, mod (pi, ;)

end for

5err — gBO,Bl

Eaux ¢ {€ € Eerr 1 —q- €= c; (mod (pi, ¢;)) for all 2 < i < £}
T+ {j: €y #0 for some € € Eaux}
ErcL + Ecana(poly2vec(cy), g, mo, Bo, B1,T)
for € € Eaux N ErcL do

9: 0w (el 4 q-8)
10: if i/ € M’ then
11: m i
12: end if
13: end for
14: return m

Proof. For a candidate €, Lemma 1 gives
w (el +q-€) =p(mir) +w (g (E—€)).

The true candidate € = e gives 1(m;r) € M’ and unembeds to m. Condition (10)
prevents every wrong candidate from being accepted. The algorithm, therefore,
collects exactly the message m.

Candidate containment and candidate uniqueness are separate requirements.
Lemma 1 and the auxiliary identities place the true error e in &,,x, while a
successful FCL event places e in Epcr,. Once e € Euux N Ercr,, Condition (10) is
the uniqueness requirement: every nonzero candidate shift must map no valid
projected message to another valid projected message. NwE checks this condition
concretely in Appendix C: Aye, > 2K er, so the false-accept probability is zero
over its checked candidate family.

Corollary 1 (Packing screen for algebraic verification). Let V be the dis-
tributional support of poly2vec(cj)). A necessary packing condition for a disjoint-
shift verification rule with worst-case list size Lgyc i

IM'| - max VLEnc(v,c) <|Rml. (11)

c€Cerr, VE

When the concrete embedding and the concrete choice of w are checked to satisfy
the disjoint-shift condition (10) for all candidates counted by Lgye, this packing
screen becomes a sufficient correctness check. Without that concrete disjointness
check, Equation (11) should be read only as a feasibility screen, not as a proof
of unique decoding.
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4.1.2 Heuristic average-case estimate. The previous lemma is algebraic.
To estimate average verification failure in the search, we additionally use the
signed-permutation and placement heuristics. Assume the induced error distri-
bution is invariant under signed permutations, so all errors in a fixed orbit Ey,1,(2)
of Equation (1) have equal probability. Define

M| - Lgne(v, e
w(v,c) := max<||EnC(’) — 1,0> .
Rl
Under the heuristic that the valid projected message set behaves like a random
subset of R r¢ with respect to the candidate shifts, the average decoding-failure
contribution from falsely accepted candidates is estimated by

Pr [Dec. fails] < E Prle € Eorb(2)] - Ey ew(v, err2res(e)) | e € Eorn(2)]
encoding czrr
2C2By, By

(12)

where Zg? p, contains one canonical representative per absolute-value multi-set,
,
for example sorted nonnegative vectors

Zprp, =z €25 | B1 > zj0) > 21 > -+ > 2[p—1) > 0, wt(2) < Bo}

This estimate is not used as a theorem; it is the heuristic verification term
used only by the exploratory frontier search when an exact disjointness check is
not performed. NwE does not use this random-placement model: Appendix C
checks the concrete distance condition Ayer > 2K er.

4.1.3 Design requirements. An instantiation of NTRU with Encoding should
satisfy

Prle ¢ Eo] + Pr[FCL fails | e € Eoe] +  Pr [Dec. fails] < 27PFR,

encoding

For efficiency, the concrete parameter set either enforces the worst-case bound

max  Lgne(v,c) < B,
cECerr, VEV

or the high-probability variant
Pr[LEnC(V,err2res(e)) > B} < 9—ADFR_

We note that the NTRU with Encoding framework can be extended in a straight-
forward way to RLWE-style encryption. Since the resulting compactness advan-
tage is less significant than in the NTRU setting, we present this extension only
in Appendix B, together with an FCL-based instantiation. We show the visual-
ized workflow of NTRU with Encoding in Figure 2.
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[ Ciphertext ¢ € Ry.,q }

Centering
co < wf'e (mod (p,q))

Y
Basic observation
v < poly2vec(cp)

/\

Auxiliary residues FCL shortlist
c <+ (mi(ch))ix2 Filtering EJDER (3)
Eres( ) n g:al?ll(:‘eres (’U C)

Candidate recover
il w71(06 +q-€), €€ &es(c) N EXDER (v,e)

cand,res
ran

i UnembM/_MA (maa ()
m<+ g if i’ e M’

[ Output m J

Fig.2: NTRU with Encoding decryption workflow (auxiliary rings + FCL).

4.2 NTRU with Trapdoor

NTRU with Trapdoor removes the need for algebraic message encoding. Given
h € Ry, 4, define

Lntru = {(u,v) € Ri cu=hv  (mod {(q,p))}.

The public basis and the private trapdoor basis are

_(h1 (9 f
Ba=(y0) Bur=(87):

where h = gf~! (mod (g, ¢)) and gF — fG = ¢ (mod (p)). For a ciphertext
¢ = hs+ u, the vector (¢,0) decomposes as a lattice vector plus the hidden offset
(1, —s). Thus, decryption is a structured CVP problem, not an ordinary BDD
problem with a generic target. The target always lies in R, 4 x {0}, so correctness
depends on the chosen trapdoor decoding procedure, as shown in Figure 3.
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target point (c, 0)
® nearest lattice point

(G,F)

| N

(g.f

Fig. 3: Structured CVP view of NTRU decryption.

4.2.1 BNP rounding identity. We instantiate solveCVP with Babai’s near-
est plane (BNP). Let

x . Gg+Ff
g,f:(g*Ff*)a (G7F>::(GaF)_agf'(gaf>7 Qgf 1= h

Define
gs+ fu G*s+ F*u
===, eqri=—-—.
q q
The centered residues used by FCL are

Egf *

ot = g5+ fru—q- |egt],

cgr=G"s+F'u—q-|egrl.
For BNP, a sufficient zero-rounding condition is

legs] =0 and |egr| =0,
equivalently [lgs 4+ fulloc < % and ||G*s + F* 1] oo < . By defining
emid 1= Qgf|egf |, ear,mid := lear | + [[ear] + [emiall]
FCL extends this condition by searching bounded sets
legt] € Eerrgf = EByt.0,Byras €GF,mid € Eerr,GF ‘= EBgp.0,Bera -
The exact BNP output contains a rounding-interaction term. Then we have,
(W', =5") = (1, —5) + legt] - (G, F) — (egF,mia + Lemial) - (9, f).  (13)
We present the generic framework of NTRU with Trapdoor in Figure 4.
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Fig.4: Generic NTRU with Trapdoor

KeyGen: Decrypt(sk := By, f,¢):

11 g&D, f&D 1: (i, —s') « solveCVP(B, f, (c,0))
2: hgf ' (mod (g, ¢)) cgt < fc  (mod (g, ¢))

3: (G, F) + TrapdoorGen(g, f,q) car < F'c¢  (mod (g, ¢))

4: return (pk:=h, sk: =By )

=W N

(/L, _5) — DeCOdeTrap(ngf7 (:u/7 _5/)7 Cgfs CGF)

ot

m UnembEELM (1)

Encrypt(pk := h,m): 6: return m

1: sgDs
21 p4 Embrﬁ,'l";‘g# (m)
3: c+ hs+pu (mod (g,¥))

4: return c

Algorithm 3 Decodery,,

Input: trapdoor basis By 5 = ( f) initial CVP output (u', —s’), centered residues

g
GF)
cqt, cgF, modulus g, FCL parameters (mgs, Bgt,0, Bef,1) and (mar, Bar,0, Bar,1),
public score functions CheckDistgs and CheckDistgr

Output: corrected vector (1, —s)

Gg+Ff
<— . rr
Cgf 9g+ff

I, « {0,...,n—1}

ggf — gcand(p0|y2vec(cgf)7 q, Mgt Bgf,o, Bgf,le’ﬂ)

& < argming, s, CheckDistye (', —s') — s - (G, F))

(:ul/a _5//) < (:u/’ _5/) - égf : (Gv F)

Ear  Ecand(poly2vec(car), ¢, mar, Bar,0, Bar,1,Zn)

€ 4 argminggpeeqy CheckDistar (1, —s") + [éar + agréy] - (9, f))
1" 1 ~% ~

2 (s —s) (0", =s") + [€Gr + gl ] - (9, f)

: return (u, —s)

© XD TR L

4.2.2 FCL and distributional verification. Let V4 = poly2vec(cgs) and
Var = poly2vec(cgr). FCL gives

gcand,gf(vgf) = cand(vgf7 q,Mgf, Bgf,[); Bgf,17I’n)7
Ecand,GF(VGF) = cand(VGFv q, MGF, BGF,Ov BGF,laIn)'

The score functions CheckDistys and CheckDistgr are public deterministic func-
tions. They are not part of FCL. They estimate whether a corrected pair has
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the expected message and secret distribution. The stage-failure probabilities are

Egf *= Pr[égf # legr] | Legt] € gerngf] J

eqr = Prlégp # ear,mid | €aFmid € Eerr,aF]

Pr  [Dec. fails] := 4t + eqr.

trapdoor

4.2.3 Design requirements. A trapdoor instantiation should satisfy

Pr{legt] & Eerrgf]+Precr mid & err,ar]+Pr [FCL fails|+ Pr [Dec. fails] < 9 ADFR

For efficiency, the public candidate bounds should give

1+ )

Bgt,o

1 + Z (@gf) (ZBgf,l)j é Bgf7

Jj=1

trapd

oor

<mJGF) (2Bar.1)’ < Bar,

with Bgs+ Bgr fixed by the parameter set. We also provide a visualized workflow

of NTRU with Trapdoor in Figure 5.

'S

Ciphertext ¢ }

Solve CVP
(W', —s") <~ BNP(¢; By ¢)

Observation (gf)

cgr = fe (mod (q,¢))
Vgr < poly2vec(cgr)

(" FCL candidates (gf) )
g(?\and,gf (Ugf)

CheckDist (gf)
choose &3¢

Remove offset (gf)

[(u”, —5") & (', =) = & (G, F) — L0119, f)}

Observation (GF)

car + F*c (mod (g, ¢))
var < poly2vec(car)

gc)\and,GF (WGF) }

L FCL candidates (GF)

CheckDist (GF)
choose €&y

[(/% —S

Remove offset (GF)
) < (0", =s") + é&p- (9, f)

)

[

Output (u, —s) ]

Fig.5: NTRU with Trapdoor decryption workflow (BNP + two-step FCL).
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4.3 Framework Coverage

Table 1 summarizes how representative NTRU-style schemes fit into our two
decryption frameworks. In the “Framework” column, “Encoding” means that the
scheme follows the NTRU with Encoding framework, while “Trapdoor” means
that the scheme follows the NTRU with Trapdoor framework. In the “Encoding
(p1, p2, t,w)” column, we write L when the scheme does not use an extra aux-
iliary quotient; among the schemes listed here, NTRU-HPS and DAWN are the
only two schemes with an auxiliary quotient. In the “Embedding” column, we
use sspRLWE for both NTRU-A and NEV: NTRU-A states its plaintext-security
assumption as RLWE2, whereas NEV generalizes this assumption to sspRLWE,
and we use the latter name for uniformity. In the “Assumption” column, “SK”
denotes the assumption used for secret-key security, and “PT” denotes the as-
sumption used for plaintext security. Finally, in the “Scope” column, “framework”
means that the scheme is covered at the design level, while “frontier” means that
it is also covered by the narrower heuristic compactness-frontier model of Sec-
tion 5. Thus, the table records decryption-pattern coverage; the compactness
frontiers use the more restricted power-of-two cyclotomic search model.

Table 1: Coverage of representative NTRU-style public encryption schemes.

Scheme Framework Main ring Encoding  (p1,p2, t,w) Embedding Auxiliary Assumption  Scope
or CVP-solving algorithm

NTRU-HPS [43] encoding  Z[z]/(z? — 1) (3,1,3,1) identity side information from a SK: NTRU  framework
pis a prime quotient Z[z]/(x — 1) PT: RLWE

NTRU-HRSS [38] encoding  Z[z]/(z? —1) (3,1,3,1) lift by « — 1 sampling on subset with SK: NTRU  framework
pis a prime non-negative correlation  PT: RLWE

NTRU Prime [4] encoding  Z[z]/(zP —2—1) (3,L1,3,1) identity 1 SK: NTRU framework
pis a prime PT: RLWR

NTTRU [32] encoding  Z[z]/(z" — 2™ + 1) (3,1,3,1) ACWCy 1 SK: NTRU  framework
n=2.3 PT: RLWE

NTRU-A [15] encoding  Z[a]/(z" — «/? + 1) (2,1,2,1) sspRLWE encoding L SK: NTRU  framework
n=2.3 PT: sspRLWE

NTRU-B [15] encoding  Z[a]/(z" — «/? + 1) (3,L1,3,1) ACWC (GOTP) L SK: NTRU  framework
n=2.3 PT: RLWE

NTRU-C [15] encoding  Z[e]/(z" — «"/? + 1) (3,L1,3,1) ACWC, 1 SK: NTRU  framework
n=2.3 PT: RLWE

CTRU [27] encoding — "2 +1) (¢.1,1,%) Es lattice encoding L SK: NTRU  framework

E PT: RLWE

CNTR [27] encoding  Z[z]/(z" — a"/* + 1) (q,L,1,% Es lattice encoding L SK: NTRU  framework
n=2.3 PT: RLWR

NTRU+ [14] encoding  Z[e]/(z" — «™/? + 1) (3,1,3,1) ACWC (SOTP) 1 SK: NTRU  framework
n=2.3 PT: RLWE

ko1

NEV [41] encoding  Z[z]/(z" + 1) (g, L, 1—"/% £LL 5™ 2/%) identity 1 SK: NTRU  frontier

n=2 . =0 PT: RLWE
k=2or4
k=1

NEV' [41] encoding ~ Z[z]/(z" + 1) (g, L1, 452 5 am/h) sspRLWE encoding L SK: NTRU  frontier

n=2" ' o, =0 PT: sspRLWE
c=2o0r4

MNTRU [1] encoding  Z[z]/(z" + 1) (2,1,2,1) identity 1 SK: MNTRU  framework
n=2 PT: MLWE

DAWN [30] encoding  Z[z]/(z" + 1) (2,2,2™* +1,2"* +1) identity side information from a SK: NTRU frontier
n=2 quotient Z[z]/(2,2"/"+1) PT: RLWE

BAT [18] trapdoor  Z[z]/(z" + 1) Babai nearest plane ACWCy 1 SK: NTRU frontier
n=2 PT: RLWR

END (this work) trapdoor  Z[z]/(z" + 1) Babai nearest plane ACWC (GOTP)  FCL with distributional SK: NTRU frontier
n=2 verification PT: RLWR
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5 Heuristic Compactness Frontiers

This section studies how small the public key and ciphertext can be within
the two decryption frameworks. The results are heuristic compactness frontiers
under the following search model. We restrict the search to power-of-two cyclo-
tomic rings. We do not include trinomial cyclotomic rings, module variants, or
ECC-assisted message recovery. Trinomial cyclotomic rings introduce additional
ring-specific error terms; we therefore treat them as framework-level examples
but exclude them from the frontier search. For each parameter point, we require
a target lattice-estimator security level, a target DFR, and a public bound on
the number of candidate trials. The compactness metric is the sum of the public-
key and ciphertext sizes. Aiming for NIST-I security, we set A = Appr = 128,
use n = 512 whenever it satisfies the security estimate, and require the num-
ber of candidate trials to be at most n. The n-candidate limit is an engineering
budget rather than a mathematical threshold. Increasing it can improve com-
pactness, but it raises verification cost and exposes more simultaneous wraps
to dependency effects. The main computation in NTRU encryption is polyno-
mial multiplication, which is O(nlogn) when an NTT is available; we therefore
keep verification as a sub-cost relative to this operation and avoid a candidate
budget large enough to amplify dependency effects substantially. For concrete
scale, the FCL-ML-KEM point in Appendix A has (mg, By, B1) = (2,2, 1), hence
nine candidate errors including zero; it reduces the ciphertext from 768 to 688
bytes with about a 5% increase in total reference-C runtime. The NIST-I en-
coding and trapdoor frontier points below use 473 and 478 candidate trials,
respectively, and yield public-key-plus-ciphertext totals of 812 and 754 bytes.
For these unimplemented frontier points we report candidate-trial count as the
verification-cost measure rather than extrapolating cycle counts. If the candidate
budget is made unbounded, the optimization problem changes: the compactness
frontier approaches a packing limit rather than an efficient-decryption frontier.
We provide all the scripts to calculate the probabilities in the anonymous repos-
itory>.

5.1 Encoding frontier

For NTRU with Encoding, we search over quotient-ring families {(p;, ¢i) }1<i<e
and public polynomials ¢, w. The constraints are: the decoding ring must support
at least 2 messages after the required embedding and unembedding; the auxil-
iary rings must reduce the error-candidate fibers enough to meet the candidate-
trial budget; and the DFR terms from the wrap bound, FCL miss probability,
and candidate verification must sum to at most 27 APFR,

5.1.1 Quotient ring series selection For fixed (n, ¢) and fixed distributions
at the targeted security level, the remaining degrees of freedom in NTRU with
Encoding are the choice of quotient-ring series {(p;, ¢;) }1<i<¢ and the associated

3 https://anonymous.4open.science/r/Explore_NTRU_Decryption-2F3F/
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polynomials (#,w) that enable (i) a DFR less than 27*PFR and (ii) a small
candidate list after FCL and auxiliary filtering. A naive search over primes p
and factors ¢ | ¢ in Zy[x] is expensive. We therefore use the following arithmetic
filter driven by ¢. Fix ¢ and a candidate ¢ € Z[z], and let

re = pmod (t) € Z[z], Tp(t) = ged({(r¢)1) Yo<i<deg(r,)) € Z>o0,

If a prime p divides Ty, (t), then r, = 0 (mod p), hence ¢ = 0 mod (p,t), ie.,
t divides ¢ in Z,[z]. Consequently, every irreducible factor of ¢ in Z,[z] is also
a factor of ¢ in Z,[z] and can be used as some ¢;. Therefore, for a fixed ¢,
admissible primes p; must lie among the prime divisors of T,,(¢). This reduces
the search space from “all primes” to a small set determined by ¢. For each prime
pi | T,(t) we factor t in Zy[z] and choose:

— a decoding factor ¢; to define Ry, ,, such that the effective message ring
R rpn has size at least 22, and

— optionally, additional auxiliary factors {¢; },>2 to define R, ,, that are cheap
to reduce into and that split the error set into small fibers.

We then require t =0 (mod (p;, ¢;)) for all 1 < i < ¢ and w =0 (mod (p;, $;))
forall 2 <i < {¢but w0 (mod (p1,$1)) as clarified in Section 4.1. In practice,
once {(pi, ;) }i>2 is fixed, one convenient way to obtain such a w is to pick w
from the ideal ﬂf:2<pi,q$i> and explicitly reject choices that fall into (p1, ¢1),
while enforcing that w is invertible in R, 4. Also, we need w to separate the
right guess from the wrong ones in practice.

After ensuring quotient rings, we can design the corresponding Emb and Un-
emb such that: i) security: Embj&“isu (m) s U(S,,) for m < U(M); ii) recover-

able: there exists Unemb - o¢ that allows us to recover m after decoding; iii)
efficiency: the computation of Emb and Unemb are polynomial time, thus we can
sample p from m fast. We construct concrete embedding pairs in Appendix C.

For each candidate series, we evaluate the DFR components and efficiency
components as in Section 4.1. We note that when By and B; are large, the
average-case probability in Equation (12) is expensive to calculate; therefore, we
use the worst-case probability in Equation (11) to obtain the probability. We
obtain the parameter setting for the heuristic frontier of NTRU with Encoding
as follows and provide a script to calculate all probabilities.

5.1.2 Concrete heuristic frontier In this model, the smallest NIST-I en-
coding point we find has a public key and a ciphertext of 406 bytes each, for a
total of 812 bytes. The parameters are

n=>512, ¢q=81, p=a"+1,
Dy =Dy =D; = U(S,) = Ts12,32:
m=2 dr=a"24+1,  p=2 ¢p=aV +1,  (By,Bi) = (41).
The estimated components are
Pr  [Dec. fails] = 0, Prle ¢ Ep) < 271995, Pr[FCL fails] < 27121

encoding
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and the verification failure is zero for this quotient choice. The estimated security
level is 128.2 bits, and the candidate set has size 473 < n. This choice of quotient
ring coincides with the DAWN-style point. This should not be interpreted as
saying that DAWN is universally optimal. Rather, within the stated power-
of-two encoding model and under the n-candidate budget, DAWN lies on the
efficient side of the frontier. To obtain a smaller encoding-based scheme, the
search finds choices with more aggressive quotient information, but these choices
require more candidate trials. To achieve faster decoding with fewer candidate
trials, the search requires larger parameter counts. This is the intended meaning
of the encoding frontier.

Two regimes appear in the search. If w is not invertible in the decoding
ring, multiplication by w maps the message into a proper image. This creates
algebraic redundancy that can help verification, but it also reduces the effective
message space. If w is invertible after projection to the effective message ring,
then redundancy must come from the embedding and unembedding mechanism
rather than from the image of multiplication by w. The encoding case study in
Appendix C illustrates the second regime with two auxiliary rings.

(i) ged(w, 1) # 1 in Zp, [z]. In this case, multiplication by w induces a
proper image in Z,, [z]/{¢1), so the effective message space is a strict subset of
Zyp, [z]/{#1). This redundancy can help distinguish incorrect error guesses, and
it comes at the cost of reducing the message space. In the context of KEM, the
message space is always redundant. Beyond the trivial choice p; = 2, the next
parameter choice we found with this property is p; = 7 and ¢ = /2 —3z"/*+1.
However, this choice substantially amplifies the noise term, which in turn requires
a large number of candidate trials, exceeding our trial budget.

(i) ged(w, ¢1) = 1 in Zp, [x]. Here, w is invertible modulo ¢1, so the map
from m to the decoding ring is a bijection on Z,,, [z]/{¢1). As a result, any redun-
dancy coming from the message distribution (i.e., the fact that valid messages
occupy a strict subset of the ambient ring due to encoding) cannot be exploited
in the same “algebraic subspace” manner as in the former case. Instead, this
redundancy must be surfaced through the embedding/unembedding mechanism
to strengthen verification. NwE provides an instantiation in this regime.
Overall, when the efficiency bound (candidate-trial budget) is tight, the avail-
able algebraic structure is limited. This motivates the use of fast-decoding tech-
niques that remain effective even when multiple candidate trials are allowed.
In this sense, we partially address the question raised in DAWN [30]: DAWN’s
parameter choice is essentially optimal under the constraint of a single candi-
date trial. Achieving higher decoding efficiency within the NTRU with Encoding
framework, therefore, requires paying the cost of the number of candidate trials.

5.2 Trapdoor frontier

For NTRU with Trapdoor, the search fixes the NTRU trapdoor structure and
varies n,q, the sparse distributions, and the public FCL bounds for the two
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rounding terms. The verification rule is distributional: the correct correction
produces a vector that matches the secret and message distributions, whereas
incorrect corrections introduce norm or range violations.

5.2.1 Distribution based verification We choose different CheckDist func-
tions for |egr] and eqr mida. For |egr], the gap of norm between the right guess
and the wrong guess is large enough; therefore, we can compute the norm cor-
responding to the guess €qf, and choose the minimum one as €;;. Then we need
to estimate the gap between the norms of right and wrong guesses. We rewrite
Equation (13) as

(W, =) =(1,=5) + Lewt] - (G* F*) = Leaw] - (9,/)
+ (Temsall = Lemia) + [ece]]) - (9, F): (14)

We treat |egr] and |eqgr| as bounded discrete variables, and model the fractional
parts [eqr] and [emia] as approximately i.i.d. uniform on [—1,1). Combined

202
with the heuristic that

exp(1l
1@ ), ~ 222
from [36], [23], and the BAT analysis [18], we can estimate the distribution of
the norm || (jz, ) ||,. This trapdoor-norm model is distinct from the coefficient-
independence and random-placement heuristics. Since (g, f, G*, F*) are fixed
by key generation and cannot be searched offline by the adversary, average-
case behavior over honestly generated keys is the relevant notion here, unlike
randomness in publicly searchable encryption. For the guess ég, let A, . =
legr] — €qr, then we define

vguess,gf(,“/v S, 3, f7 Aegf) ::(Mv _3) + Aegf ' (G*a F*) - I_eGF-| ' (ga f)
+ (1Bl = [[Aenad + [ear]]) - (9 1),

Gg+FF
where A, ., = ggifffAegf.

the other guesses. For the right guess, we have

We need to distinguish the correct guess from all

vgucss,gf(ﬂa 5,9, f, 0) = (/u'v _5) - LGGF—I ) (g’ f)

For the commonly used power-of-2 cyclotomic ring, the closest guess means that
Ac,; € {£2'}o<i<n and such polynomials wouldn’t affect the norm, while for
some other rings like R »_,n/2, 1, the tri-cyclotomic ring, such monomials may
increase or decrease the norm by a little, therefore, we cannot give a formal
definition of the closest wrong guess. Define

Nright(ﬂa S, 9, f) = ”UgueSS,gf(Ma 5,9, f, O)||27
Nwrong(ua s, 4, f) = Amir;go ||,Uguess,gf(/147 s, 4, f7 Aegf) ||2

egf
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Then, we can compute the probability of the wrong decoding as
Pr [Dec. fails on|eg]] :=

3
PI‘ |:Nright(,uf757g;f) Z Nwrong(uasagvf) | (,U,5797f) A U(S#) X DS X Dg X Df :

After finding the right |egr], we do it iteratively on |eqr]. Similarly, let A, =
lecr| — égr and we can define

vguess,GF(Nv s, 9, fa AeGF) = (/1'7 _5) - AEGF : (ga f)v

However, when identifying the right égp, the norm gap between the correct
and incorrect guesses may not be large, so we need specific methods for specific
distributions. We use the fixed sparse ternary distribution 7, ; as an example;
we can easily check the number of 1s and —1s, then obtain the probability

Pr [Dec. fails on eqp mia] := Pr[3 Acyyp 5.t Vguess,GF (1, 8, 95 [, Aegr) € Tnk] -

5.2.2 Concrete heuristic frontier The smallest NIST-I trapdoor point
found by this search has public key and ciphertext size 377 bytes each, hence
total size 754 bytes. The parameters are

n=>512, ¢=59, p=z"+1,

Dg = Df = Ds = U(S,u) = 7?512,267

(Bgt,0, Bet1) = (3, 1), (Bar,0, Bar,1) = (2,1).

The estimated DFR components are

Pr{legr] ¢ Eerr,gf] < 2*189‘7, Prlecr,mid & Eerr,cF) < 27165‘8’
Pr [Dec. fails] < 272°18, Pr[FCL fails] < 271292,
trapdoor

The estimated security level is 131.3 bits, and the candidate set size is 478 < n.

6 END: A Smaller Trapdoor-Based NTRU KEM

We now instantiate NTRU with Trapdoor as a practical KEM, denoted END.
The goal is to retain the compactness advantage suggested by the trapdoor
frontier while using conservative parameters, a standard KEM transform, and
implementable constant-time candidate verification.

The construction has three layers. The deterministic public-key encryption
layer (Algorithms 7-9) exposes the trapdoor decoding problem, runs the fixed
precision variant of Babai’s nearest plane as in Zalcon [19] and BAT [18], and
then performs two FCL correction rounds. The randomized PKE layer (Algo-
rithms 10-11) applies the average-case to worst-case (ACWC) transform pro-
posed in [15]. The KEM layer (Algorithms 12-14) applies the Fujisaki-Okamoto
transform with re-encryption in decapsulation. The security proof is given in
Appendix D under decision NTRU and search Ring-LWR, assumptions.
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6.1 Trapdoor decoding and verification

To select the unique correct representative among the candidates, END uses two
distribution-based verification scores, CheckDistgf and CheckDistgr. The score
CheckDistys implements the squared-norm check from Section 5.2 (Algorithm 4).
The first verification score is

CheckDistg (fi, —3) = ||poly2vec(f1)||3 + ||poly2vec(3)|)3.

The correct g f-correction gives a vector close to the expected message and secret
distributions, while an incorrect correction adds a trapdoor-basis component and
usually increases the norm.

The second verification score checks the final secret and message ranges:

CheckDistgr (fifinal; —53final)
n—1
- q P z
= ma«X(”pOlyzvec(,U/ﬁnal)”oo — \‘Zd-‘ ,0) + Z(Sﬁnal)[i]((sﬁnal)[i] — 1)
e i=0

The score CheckDistgr enforces coefficient-range constraints implied by the cho-
sen secret and message distributions (Algorithm 5).

Algorithm 4 END.CheckDistg¢

Input: vector (i, —s') € R2
Output: score Sgr
1: return Sy := ||poly2vec(y)||3 + ||poly2vec(s’)||3

Algorithm 5 END.CheckDistgp

. : 2
Input: candidate vector (1", —s") € R
Output: score Sgr

1: return Sgr := max (Hpo|y2vec(,u”)||oo - \_i],o) + 3w (8 — 1)

This is natural in our setting: the secret satisfies s; € {0, 1}, and the message
coefficients p; arise from compression and are designed to be close to uniform over
a bounded interval. Accordingly, CheckDistgr can be viewed as a range-violation
score, assigning larger penalties to candidates whose coefficients fall outside the
permitted ranges. In our implementation, when the overall decryption-failure
probability Pr[Dec. fails| is extremely small, we exploit this redundancy to ac-
celerate verification by evaluating only the terms involving s in CheckDistys and
CheckDistgr. In Table 3, we report the estimates of DFRs corresponding to |eg¢]
and egp mid; for example, (—133, —130) means Pr[Legﬂ ¢ Semgf] < 27133 and
Prlearmid & Eerrar] < 27130
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Algorithm 6 END.Decoderyyp

Input: private key sk := (g, f, G, F,w), decompressed ciphertext ¢
Output: corrected pair (u, —s)

1: (Go,Fg) + Q- (G, F)—w- (g, f)

2: cg = fe (mod (g, ¥))
3: car + Q- Fc— wege (mod (gQ, )
. / ’ 1 g f
=) g Cearaa) - (&, 7,)
5: Tn < {0,...,n— 1}
6: ggf < Scand(po|y2vec(cgf), q, Mgf, Bgf’o, Bgfyl7In)
7: &g <+ argmin END.CheckDistgs ((//, —s")+ ( i “(car — q - wege)], —€gf) (g; {7))
Egr EEr
8: Cgf < cgf +q - € (mod (p))

9: éar + car — ¢ - wéy (mod (¢Q, v))
i " ” 1 ~ ~ g f
10: ", —) & - o) (2 )

11: Egr ¢ Ecand(poly2vec(éar), ¢@, mar, Bar,0, Bar,1,Zn)
12: égp + argmin END.CheckDistar (1, —s”) + éar - (g, f))

Zelastret
13: (/.L, _8) A (/1’”7 _SH) + é‘*GF : (gv f)
14: return (u, —s)

Algorithm 7 END.DPKE.KeyGen
Output: public key pk, private key sk
g & Tk,
Fé Toky
if g or f is not invertible in R, 4 then
go back to step 1
h 4 gf™" (mod (g,¢))
compute (G, F) € Ri s.t. gF — fG=q > follow the algorithm in [35]
w Q- G§+wFf]

97+ f
return (pk := h,sk := (g, f, G, F,w))

Algorithm 8 END.DPKE.Encrypt

Input: public key pk := h, secret s
Output: ciphertext ¢

1: ¢+ [ % - (hs (mod (g, ¢)))]
2: return c

6.2 Parameter Selection

We provide two concrete parameter sets targeting NIST-I/V security. The ta-
ble reports the ring dimension n, the small decryption modulus ¢, the preci-
sion modulus @, the trapdoor tuning parameter -, the distribution parameters
(kg,ky),de, and the bounds used in FCL. We choose @ to be as small as pos-
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Algorithm 9 END.DPKE.Decrypt

Input: private key sk := (g, f, G, F,w), ciphertext ¢
Output: secret s

L: (p, —s) < END.Decoderrap (sk, [ £ - c])

2: return s

Algorithm 10 END.PKE.Encrypt

Input: public key pk := h, message m € M, randomness r € M
Output: ciphertext ¢

1: s < m + Hashy (r) + 2% (mod (2))

2: ¢ + END.DPKE.Encrypt(pk, s)

3: return c

Algorithm 11 END.PKE.Decrypt

Input: private key sk, ciphertext ¢
Output: message m

: s < END.DPKE.Decrypt(sk, c)

m' + s (mod (z"/?))

r+ 2"%(s —m’) (mod (2,z" + 1))
m < m’ + Hashi(r) (mod (2))
return m

Algorithm 12 END.KEM.KeyGen

Output: public key pk, private key sk
1: (pk,sk’) + END.DPKE.KeyGen

2 k& UM

3: return (pk, sk := (k, pk, sk’))

Algorithm 13 END.KEM.Encapsulation

Input: public key pk

Output: ciphertext ¢, shared key K

m & U(M)

¢ < END.PKE.Encrypt(pk, m, Hasha(m))
K < Hashg(m,c)

return (c, K)

sible while still supporting an NTT implementation and meeting the DFR con-
straints. We choose « to balance the scaling of G*s and F*pu, since p originates
from compression and typically has larger variance than s. We note that the
frontier point is a heuristic lower-size design point; END uses more conservative,
implementation-driven parameters and therefore has a larger total size.
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Algorithm 14 END.KEM.Decapsulation

Input: private key sk := (k, pk, sk'), ciphertext c
Output: shared key K
m < END.PKE.Decrypt(sk’, c)
if ¢ = END.PKE.Encrypt(pk, m, Hasha(m))
K < Hashs(m,c)
else
K <+ Hashs(k,c)
return K

6.3 Size, performance, and implementation

Table 4 compares public-key and ciphertext sizes. Table 5 reports cycle counts.
We provide a reference C implementation and an AVX2 implementation. The
benchmarks were measured single-threaded on an Intel Core i9-11900K CPU at
3.5 GHz, with TurboBoost and hyperthreading disabled. The main cost differ-
ence is key generation. END key generation is much slower than ML-KEM and
ordinary NTRU encryption because it computes an NTRU trapdoor completion
(G, F). This cost is comparable in nature to BAT. The construction is therefore
best suited to settings where the public key is reused across many encapsula-
tions. The encapsulation and decapsulation costs are competitive. For END-512
in reference C, the combined cost of encapsulation and decapsulation is about
3.2% higher than ML-KEM. The ciphertext is 384 bytes, exactly half the size
of the 768-byte ML-KEM-512 ciphertext. The implementation uses fixed public
candidate bounds, evaluates all candidates up to those bounds, computes verifi-
cation scores without secret-dependent branches, and uses constant-time winner
selection. We use TIMECOP? to test timing independence of the submitted im-
plementation paths, which gives evidence that the reported implementation is
not using secret-dependent early exits or timing-variable candidate enumeration.
For each baseline, we use the side-channel-countermeasure or constant-time path
provided by its implementation; for ML-KEM, we use the pg-crystals Kyber im-
plementation.® Thus Table 5 compares the protected END implementation with
protected baseline implementations.

For the concrete security estimates in Table 4, we estimated the listed schemes
with lattice-estimator at commit 3e48ef4 and red_cost_model=MATZ0V. We
additionally checked END with the enhanced lattice estimator ¢ from [25] and the
PrimalMeetLWE estimator 7 from [22]. Neither check lowers END’s minimum
from the standard lattice estimator. The resulting END minima are 152.7 bits
for END-512 and 287.1 bits for END-1024, the highest values among the schemes
listed at the corresponding levels. These estimates use the sparse ternary NTRU
secret distributions specified by (kg, ky) in Table 2.

4 https://www.post-apocalyptic-crypto.org/timecop/

® https://github.com/pq- crystals/kyber

5 https://github.com/identitymapping/enhanced_lattice-estimator

" https://github.com/yonghaason/PrimalMeetLWE/tree/main/estimator
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Table 2: Suggested parameters for END
Scheme | n | ¢ | Q |v|(kg,ks)|de|(Begt,0, Bef,1)|(Bar,0, Bar,1)| PK [CT
END-512 | 512 |257(12289]4[(72,72)[64]  (2,1) 2,1 514 [384
END-1024|1024|257{12289|3|(96, 96){90 (2,1) (1,1) 1027|832

Table 3: DFRs of END
Scheme |[log, (Pr[|e] ¢ Eerr])|log, (Pr [FCL fails])|log, (Pr [Dec. fails])|log, (DFR)
END-512 | (—147, -138) (—133, —130) ~138 ~130
END-1024| (—185, —161) (—169, —157) —296 —157

Table 4: Comparison between END, NTRU KEMs, and ML-KEM in size

Scheme NIST | Ciphertext | Public Key | Sec. Level | Dec. Failure| Compression
Sec. (bytes) (bytes) (log,) (log,) Ratio (CT/PK)

END-512 384 514 152.7 —130 -/-
DAWN-a-512 436 615 139.4 —133 12%/16%
DAWN-3-512 NIST-I 450 514 133.5 -130 15%/0%
BAT-512 473 521 144.6 —146 19%/1%
NEV-512 615 615 136.7 —138 37%/16%
ML-KEM-512 768 800 139.7 —138 50%/36%

END-1024 832 1027 287.1 —157 -/-
DAWN-«-1024 973 1229 269.7 —166 14%/16%
BAT-1024 NIST-V 1006 1230 286.4 —138 17%/16%
DAWN-3-1024 1027 1027 252.9 —146 19%/0%
NEV-1024 1229 1229 267 —152 32%/16%
ML-KEM-1024 1568 1568 262.3 —174 47%/35%

Table 5: Comparison between END, NTRU KEMs, and ML-KEM in performance

NIST REF AVX2

Scheme Sec Keygen | Encaps | Decaps | Keygen | Encaps | Decaps

" |(keycles) | (keycles) | (keycles) | (keycles) | (keycles) | (keycles)
END-512 10,408 23 267 6,651 12 71
DAWN-a-512 92 42 45 22 20 19
DAWN-3-512 NIST-I 71 35 48 23 22 23
BAT-512 29, 579 33 233 23, 543 9 50
NEV-512 95 88 113 21 33 26
ML-KEM-512 107 122 159 21 22 24
END-1024 41,597 56 766 30,811 23 160
DAWN-a-1024 138 7 113 46 36 38
DAWN-5-1024 NIST-V 135 88 127 46 42 47
BAT-1024 155, 582 65 444 109, 412 20 107
NEV-1024 208 183 257 37 64 50
ML-KEM-1024 271 284 348 47 46 51
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A ML-KEM with FCL

For MLWE-based encryptions, their designs already exploit redundancy in the
message space by using the ciphertext component carrying the message that has
a lower-dimensional ring structure than in typical RLWE-based encryption at
the same security level. For example, ML-KEM [39] uses Z[x]/(2*°®+1), whereas
LAC [31] uses Z[z]/(z%'2 +1) at NIST-1. As a result, auxiliary quotient informa-
tion brings a limited compactness gain in the MLWE setting. FCL, however, can
still be used as a lightweight post-decryption candidate-localization mechanism
paired with hash verification. We therefore give an FCL-based instantiation for
ML-KEM. The only changes are in PKE encryption and decryption, described
in Algorithms 15-16. We use A to denote the target security bits, e.g., A = 128
for NIST-I. We instantiate Hash using SHA3-256, which is consistent with ML-
KEM.

Algorithm 15 FCL-ML-KEM.PKE.Encrypt(ekpkg, m, )

Input: encryption key ekpxp € B384%+32

Input: message m € B3
Input: randomness r € B32
Output: Ciphertext ¢ € B32(duktdo)+2/8
: N+0
t + ByteDecode(ekpkg[0 : 384k])
p < ekpkg[384k : 384k + 32]
for ¢ from 0 to k — 1 do
for j from 0 to k—1 do
Ali)[j] < SampleNTT (pl}j])
end for
end for
for ¢ from 0 to k — 1 do
y[i] < SamplePolyCBD, (PRF;, (r, N))
N+ N+1
: end for
: for ¢ from 0 to k — 1 do
e1[i] < SamplePolyCBD,, (PRF., (r, N))
N+ N+1
: end for
: e2 + SamplePolyCBD, , (PRF, (1, V)
: ¥y <+ NTT(y)
cu+ NTT AT oy) + e
: < Decompress, (ByteDecode, (m))
v NTT HtT oy) +ea+p
: c1 + ByteEncode, (Compress,; (u))
: c2 + ByteEncode, (Compress, (v))
: h < Hash(m)[0 : \/8]
: return ¢ = (c1|ez2||h)

NN DNDNDNF R R B == e
TR WIN P OO0 IDU AR WNRO©
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Algorithm 16 FCL-ML-KEM.PKE.Decrypt(dkpkg, ¢)

Input: decryption key dkpkr € B384k
Input: ciphertext c € B32(duktdu)+A/8
Output: message m € B3>
c1  c[0: 32d,k]
co + ¢[32dyk : 32(duk + dv)]
u’ < Decompress, (ByteDecode, (c1))
v’ < Decompress,; (ByteDecode, (c2))
§ < ByteDecode,,(dkpkE)
w1 —NTT}ET oNTT(u))
m < ByteEncode; (Compress; (w))
h + ¢[32(duk + dy) : 32(duk + dv) + A/8]
Srcr < FCL(poly2vec(w), q,{0,1,...,n — 1}, Bo)
. error := (0,...,0) € B
: for 4 from 0 to 270 — 1
error + (0,...,0) € B
index :=1
for j from 0 to Bp — 1
error [Sror [f]] < [ 20| (mod 2)
end for
if Hash(XOR(m/, error)) = h then
mask + 1
else
mask < 0
end if
m < XOR(m, AND(—mask, error))
: end for
: return m

[ I R I el el el el el el el
B Q00D O WO ©

The construction keeps the ML-KEM structure unchanged, appends a hash
tag computed by a secure hash function Hash in ciphertext, and adds a verifica-
tion after the usual decryption procedure. We set the FCL output size m( equal
to By for simplicity. We use XOR and AND for the bit-wise operations. Steps
15-20 of Algorithm 16 implement the constant-time masking used for verifica-
tion.

From a security perspective, this instantiation is analyzed under the standard
coefficient-independence heuristic. This heuristic has only a mild effect in the
MLWE setting, but it becomes more significant for NTRU/RLWE-style schemes
because of the dependency effects studied in [29]. The hash tag has different
implications for the internal PKE and for the final KEM. As a standalone PKE,
the tagged construction is no longer IND-CPA secure, whereas the tagged PKE is
used only as a one-way primitive for random high-entropy messages. In the KEM
setting, the relevant notion is that the encrypted message is sampled uniformly
from B32. Under the random-oracle/preimage-resistance heuristic for Hash, the
tag gives only an offline equality test for guessed messages, contributing a generic
Q1 /2> loss. Therefore, the tag degrades the standalone PKE claim from IND-
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CPA to OW-CPA, but it does not degrade the final KEM security target: the
standard FO-style transform can still yield an IND-CCA-secure KEM from an
OW-CPA internal encryption primitive, assuming the usual correctness and re-
encryption checks are included.

From a practical perspective, we implement FCL-ML-KEM at NIST-I security
level. Starting from ML-KEM’s compression parameters (d,,d,) = (10,4), we
reduce them to (9,3), and apply FCL with (By, B1) = (2,1) that involves the
additional error rate Pr[FCL fails] < 27150, This reduces the ciphertext size
from 768 bytes to 688 bytes, a reduction of about 10%, while increasing the
total running time by about 5% in the reference C implementation.

Table 6: Comparison between ML-KEM and FCL-ML-KEM

PK CT Keygen Encaps Decaps
Scheme (bytes) (bytes) FR (cycles)  (cycles)  (cycles)
ML-KEM-512 800 768 27'% 107,057 123,615 161, 918

FCL-ML-KEM-512 800 688 27139 107,141 129, 176 178, 146

B RLWE with Encoding

The RLWE with Encoding framework mirrors NTRU with Encoding, with two
differences that are typical in RLWE-PKE design: (i) messages need not “double”
as noise for security, so deterministic embeddings (including ECC-style choices)
are natural, and (ii) ciphertext component ¢y is often compressed for compact-
ness and balance. We introduce the framework RLWE with Encoding as follows.

We keep the same auxiliary rings {R4, p, Jo<i<e and the same decoding in-
terface (¢, w, Decode), and additionally assume ¢ is invertible in R, ; (since ¢!
is used to inject the message term). Let ec, 1= [ - L%? - ¢2]] — c2 denote the
deterministic compression noise. Then the initial decryption expression again
has three components:

noise message error

co=t(er—eis+este,)+ wp — g-e in Ry,

where ¢-e captures the wrap-around error incurred when interpreting reductions
modulo ¢ in R. All correctness/efficiency constraints follow the same template
as NTRU with Encoding. When there’s no extra ECC structure on the message,
it’s complex to consider the combination of ECC without limitations, and this
encoding framework here only gives the result easily extended from NTRU to
RLWE. The process is similar to NTRU with Encoding, thus we omit it.

For the heuristic frontier of the size, we reuse the same quotient-series for
NTRU with Encoding in Section 5.1.2 and additionally account for compression
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Fig. 6: Generic RLWE Encryption with Encoding

KeyGen: Encrypt(m, pk := (a,b)):

11 ad UR,,) 1: r&D,

2: s <$¥ Dy 2: e <$; De,

3: ed D, 3: e & De.,

4: b+ as+e (mod (g,¢)) 4: p< Embapess, (m)

5: return (pk:= (a,b), sk:=s) 5: ¢+ ar+e (mod (g, ¢))

6: cobr+es+t 'wp (mod (g,¢))
Decrypt(c := (c1, é2), sk :=s):

. da
7. Co2— |—-C
1: ¢+ I-idi 62"| 2 Lq 2—|

, 8: t ,C
co  t(ca —c1s) (mod (q,p)) return (c1, &)

3: for ¢ from 1 to ¢ do

¢; < co (mod (pi,¢:))
4: m' + Decodegnc(ch,t, w, {(p:, i) }1<i<e)
5: m 4+ Unemb gy aq(m')

6: return m

noise in c¢o when estimating correctness in the RLWE with Encoding framework.
We obtain the parameter setting of RLWE with Encoding as
n=>512, ¢q=83, do=11, @=2za"+1,
Dy =D, =D, =D, =D, =U(S,) = T512,30,
m=2 dr1=a"24+1,  p=2, ¢p=aV*+1,  (By,Bi) = (41).
The estimated components are

Pr [Dec. fails] = 0, Prle ¢ ] < 271504, Pr[FCL fails] < 271399

encoding

Additionally, we set a compression of e., from Zgs to Z11, and the size of the
candidate error set needs to be traversed is 473 < n. The ciphertext size is 631
bytes, and the public key is 441 bytes, where a is stored as a seed of 16 bytes. We
note that some existing RLWE schemes achieve approximate ciphertexts without
auxiliary quotient, such as LAC [31], since they use additional ECC structures,
which are excluded from our search. We leave the integration of ECC into RLWE
with Encoding for future work.

C NwE: An Instantiation of NTRU with Encoding

This appendix gives a concrete instantiation of the NTRU with Encoding frame-
work. Compared with DAWN [30], the construction uses different auxiliary quo-
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tients and an explicit embedding/unembedding pair. We work with the public
parameters

p1 = 2a (bl = xn/Q + 17 P2 = 37 ¢2 = xn/2 + xn/4 -1

Following the previous notations, let 71 and 79 denote reduction modulo {p1, ¢1)
and (pa, ¢2), respectively.

NwE encodes a A-bit message into a sparse ternary vector p. Decryption first
computes a residue of the form wu — ¢ - e, then intersects an auxiliary-derived
candidate set with an FCL-derived candidate set. For each surviving candidate
error €, the decoder computes

po—w (e, — &) (mod (2,¢1))

and applies a weight check. If exactly one candidate passes this check, NwE.Unembed
returns the corresponding message; otherwise, decryption returns L.

Algorithms 17 and 18 define a randomized embedding of A-bit strings into
the projected message space, together with a deterministic left inverse on the
image of the embedding. The maps Bits2Int and Int2Bits are inverse bijections
between {0,1}* and Zyx. The function UnrankSubset(N, a, I) returns the subset
of [0, N — 1] of size a with combinatorial rank I, and RankSubset denotes its

inverse. Let N = n/2. For & Tnk,» the projection 7y (x) identifies the two
coefficients indexed by i and i + N, and wt(m(u)) is the number of pairs {é,4 +
N} in which exactly one of the two positions is nonzero. We precompute the
distribution of wt(my (1)) induced by p < Ty x,, and denote it by D, 5. The
embedding samples wt (7 (@) from this distribution, subject to the admissibility
conditions

A N _

wt(m1 (1)) < Kyer, 2% < (Wt(m(u)))’ wt(m (1)) =0 (mod 2).
The last condition ensures that the remaining nonzero positions can be placed in
colliding pairs. Rejection sampling of this form is common in lattice-based con-
structions, for example in the key-generation checks of Falcon [17] and BAT [18].
In the present setting, however, the rejection also changes the message distribu-
tion relative to the unconditioned target distribution 7, k,- We therefore account
for the resulting statistical distance explicitly.

Lemma 3 (Embedding statistical distance). Let N = n/2, k = k,,, and let
wt(m1(p)) be the projected weight induced by p & k. For feasible a, define

Pa = Priwt(m (1)) = a] =

(];[)2a<(2év—_at)l/2) o (N
k) a *— a

(2 ) Sui= (€2
(1)
Let W be the admissible set of projected weights used by NwE.Embed, and let

p:zlfzpa

a€EW
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be the rejection probability with respect to the unconditioned target distribution
T k- Assume that, conditioned on wt(mi(p)) = a, the embedding samples ac-
cording to the conditional distribution induced by Ty, 1, except that the projected-
support rank is restricted to the first 2\S, ranks.

Then, for m « U({0,1}*), the statistical distance between the output distri-
bution of NwE.Embed(m) and the unconditioned target distribution Tp x satisfies

Eemb Z P,

and more precisely is bounded by

€emb§p+ Zpa (1

) +Z Cmod2’\'

acW aeW
In particular,
2/\
€emb < P+ Z Pa753y
a€eW (a)

If the target distribution is instead defined as T, i, conditioned on wt(mi(p)) € W,
then the rejection term is removed and the same rank-truncation bound holds with

Pa replaced by pa /(1 — p).

For the suggested NwE parameters, the rejection probability is small but not
M-level negligible. In NwE-512 we have p ~ 27°° and in NwE-1024 we have
p ~ 2797 Since the embedding never outputs samples with wt(m;(u)) ¢ W, the
statistical distance from the unconditioned target distribution is at least p. Thus,
the embedding is not 2= 2_close to 7;%’% when A = 128. For this reason, NwE
should be viewed as a proof-of-concept instantiation of the NTRU-with-Encoding
framework rather than as a construction with a standard distributional security
reduction. Its concrete security should be interpreted heuristically, relative to the
conditioned message distribution and to the checked decoder candidate family.

Algorithms 19 and 20 give key generation and encryption. Algorithm 21 gives
the corresponding decoder. The decoder first constructs an auxiliary-derived
set of admissible error residues. It then constructs an FCL-derived set of error
residues over the reduced index set, intersects the two sets, and finally applies
the residue-weight verification predicate. For both NwE-512 and NwE-1024, we
choose

t=a" - 222 -1

The polynomial w is chosen separately for the two parameter sets in order to
suppress decoding failures. For NwE-512, we use

w = 220 4 33199 4 2128 4 3297 _ 1
and for NwE-1024, we use

w = $512 T 3$455 4 337397 + JI256 —1.
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In both cases, w = 0 (mod (3, ¢2)). Hence the auxiliary quotient removes the
message term and exposes a constraint on the error residue.

The verification threshold is denoted by K. In the parameter search, the
false-accept term is checked by evaluating

Aver 1= 5 min Wt(po|y2vec (wilm(é))) ,

eAfalse

where Ag,se 1s the nonzero difference set between the true error residue and the
false candidate residues considered by the decoder. The checked values satisfy

Aver > 171 for NwE-512,  Ayer > 261 for NwE-1024.

With Ky, = 80 and K. = 128, respectively, this gives Ayer > 2K . Therefore,
within the checked candidate family, the residue-weight verification test admits
no false acceptances, and the corresponding false-accept term is eg, = 0.

Table 7: Suggested parameters for NwE.
Scheme n ¢ w (kg, k) (ks,ku) (Bo, B1) Kver PK/CT

NwE-512 512 193 220 + 325 4 212 1+ 32°7 — 1 (40,40) (40,40) (1,1) 80 501/501
NwE-1024 1024 193 2°'2 + 32%%° 4 32397 + 226 — 1 (72,72) (80,64) (1,1) 128 1000/1000

Table 8: DFR estimates and security bits for NwE.
Scheme  log, Pr[|e] & x|  log, Pr[FCL fails] log, Pr[Dec. fails] log,(DFR) log,(Sec. bits)

NwE-512 —250 —251 —00 —249 132
NwE-1024 —152 —156 —00 —152 257
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Algorithm 17 NwE.Embed

Input: message m € {0,1}*
Output: p € {—1,0,1}" with exactly k, coefficients +1 and k, coefficients —1

11:

12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:
31:
32:
33:

: repeat

a < Dy res

S (727

a

Cud UZs)

cT+u- 22+ M

: O < UnrankSubset(n/2,a,I)
B« [0,n/2-1]\O

TERE)
S+ o
for i € O do
b & U{0,1})
if b = 0 then
S+ Su{i}
else
S+ SuU{i+n/2}
end if
end for
for i € T do
S+ SU{i,i+n/2}
en(% for
P& (,f;)
w—0ezZ”
for j € S do
if j € P then
pg) =1
else
pp) < —1
end if
end for
return p

1
2
3: until @ < Kyer, 2> < ("42), and 2k, — a is even
4: M <« Bits2Int(m)

5: ku,col < (2k, —a)/2
6:
7
8
9
10

>0 Cl0,n/2—-1], |0|=a
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Algorithm 18 NwE.Unembed

Input: residue fues € Z[z]/(2,2"/% + 1)
Output: message m € {0,1}* or L
1: O {ie[0,n/2—1]: (fres)s) = 1}
if |O| is not an admissible residue weight then
return L
end if
I + RankSubset(n/2, 0|, O)
M « I mod 2*
return Int2Bitsy (M)

Algorithm 19 NwE.PKE.KeyGen

Output: public key pk, private key sk

1: repeat

2 g (3 7;171%

3 fE T,

4 ftw f+1 (mod (g, )

5: until f’ is invertible in R, , and all parameter-specific key checks pass
6

7

s heg(f)™* (mod (g, )
: return (pk := h, sk := f')

Algorithm 20 NwE.PKE.Encrypt

Input: public key pk := h, message m
Output: ciphertext ¢
1: p < NwE.Embed(m)

2: s ﬁ Tn ks
3: ¢4 tw ths + p (mod (g, p))
4: return c

43



Algorithm 21 NwE.PKE.Decrypt

Input: private key sk := f’, ciphertext c

Output: message m or L

1:
)+ mi(cp)
2 ch + ma(cp)
: Serr,aux,res — {Wl(_q . 6) e c gBO,Bl and 7TQ(—q . 6) = C,Q}
¢ Ter = Uses

Uk W N

18:
19:
20:

co + wf'c (mod (g, ¢))

{i: (@ # 0}

err,aux,res

Bo

Jj=0

: Serr,res — Serr,aux,res N Serr,FCL,res
: Mace +— O

: for " € Serr res do

10:
11:
12:
13:
14:
15:
16:
17:

W e wi(ch— &) (mod (2,61))
if wt(poly2vec(fz)) < Kyer then
m < NwE.Unembed(f)
Macc <_ MaCC U {’ﬁ’l}
end if
end for
if |[Macc| =1 then

: Serr,FCL,res — U {71'1(—(1 . é) (e € 82112‘1(-‘11?(

return the unique element of M.

else
return |
end if

(p0|y2VGC(C6)7 q,mo, j7 Blvzerr) }
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D Security Proof of END

This appendix proves the security of the END KEM from Section 6. The proof
uses two assumptions. The public key is handled by a decision NTRU assump-
tion. The ciphertext part of the deterministic encryption layer is handled by a
search Ring-LWR assumption for the compressed NTRU sample. Correctness
is treated separately through the DFR estimates in Table 3. The encoding-
framework case study follows the same proof pattern as DAWN-style NTRU
encryption and is not the main KEM theorem.

D.1 Hardness Assumption

Decision NTRU assumption. Let D be a distribution over R,. Sample
fig < DNR5, and sample u « U(R} ). The decision NTRU advantage
of an adversary A is

AdVRTRU(A) = [Pr[A(gf 1) = 1] - PrlA(u) = 1]|.

We assume this advantage is at most eytry for all adversaries running in time
tnTru- The decision NTRU assumption is called (entru, tnTrU)-hard if for any
adversary with time tyTry, we have Adv%ﬁi?x (A) < enTru-

For the case we consider, with ¢ = 2™ + 1, where n = 2! and [ € N, and
D = Ty,k,, there has been considerable research on the hardness of this type
of decision NTRU problem. In a power of 2 cyclotomic ring, the work in [40]
demonstrated that when X is a discrete Gaussian distribution with a standard
deviation slightly greater than ,/q, the advantage of distinguishing is exponen-
tially small. Furthermore, [34] shows that a variant of the search NTRU problem,
which restricts ||g||, || f|| to approximate /g, is at least as hard as the worst-case
approximate Shortest Vector Problem on ideal lattices, offering a solid founda-
tion. The decision NTRU problem with narrow distribution is also referred to
as the decisional small polynomial ratio (DSPR) assumption, which has been
widely used and investigated in [17], [41], [18], [30].

Search Ring-LWR assumption. Let a <~ U(R},) and s <~ DNRS . Let
Lg - as| denote the public rounding used in the DPKE encryption algorithm.
The search Ring-LWR advantage of an adversary A is

AdvEEWVR - (4) = PrA(a, L2 as]) = s].

40, D

We assume this advantage is at most egpwr for all adversaries running in time
triwr- The search Ring-LWR assumption is called (eriwr, triwr)-hard if for any
adversary with time tgwr, we have Adv%ﬁ%i}D(A) < ERLWR-

For the case we consider, with ¢ = 2™ + 1, where n = 2!, € N, p = d,, and
D = U(Z3). The Ring-LWR problem was first proposed in [3], [11] presented
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a reduction from decision Ring-LWE to a variant called Computational Ring-
LWR. [28] proposed a reduction from search Ring-LWE to search Ring-LWR,
which provides confidence in the security of Ring-LWR. The Ring-LWR, with
narrow secret distributions has been used in many practical schemes, such as
SPRING |[2], Saber [16], BAT [18], Leap OPRF [21], and LEAP PRG [42].

D.2 KEM Security

We first clarify the definitions of primitives and transformations as follows.

D.2.1 Primitives

Definition 3 (PKE). A PKE scheme PKE = (Gen, Enc, Dec) consists of a triple
of polynomial-time algorithms with the security parameter .

— Gen is a key generation algorithm. It is probabilistic and outputs a public-
secret key pair (pk, sk) on input 1.

— Enc is a probabilistic encryption algorithm. On input pk, a message m, it
outputs a ciphertext c. Alternatively, the Enc algorithm can also take an
explicit randomness value r as an additional input.

— Dec is a deterministic decryption algorithm. On input sk and a ciphertext c,
it outputs either a message m or a rejection symbol 1.

We define the following correctness and security notions:
— Correctness Error. A PKE scheme is said to be d-average-case correct if
E[Pr[Dec(sk, Enc(pk,m)) # m]] <4,

where the expectation is over (pk,sk) < Gen, the randomness of Enc, and

mé& M, with M being the message space.
The scheme is d-worst-case correct if

E | max Pr[Dec(sk, Enc(pk,m)) # m|| < 0,

me

where the expectation is over (pk,sk) < Gen and the randomness of Enc.

— OW-CPA Security. A PKE scheme is OW-CPA secure (one-way under
chosen-plaintext attacks) if, for any PPT (quantum) adversary A, the ad-
vantage

(sk, pk) & Gen,

.S
AdvORECOPA(A) := Pr |m/ = m* | m" <= M,
c* = Enc(pk, m*),
m’ <+ A(pk, c*)

is megligible.
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A PKE scheme is called a DPKE scheme if the encryption algorithm Enc
is deterministic and uses no randomness (i.e., the randomness space is empty).

The notions of OW-CPA security and J-average-case correctness also apply to
DPKE schemes.

Definition 4 (KEM). A KEM scheme KEM = (KGen, Encaps, Decaps) consists
of a triple of polynomial-time algorithms with the security parameter X.

— KGen is a key generation algorithm. It is probabilistic and, on input 17,
outputs a public/secret key pair (pk, sk).

— Encaps is a probabilistic encapsulation algorithm. On input pk, it outputs a
pair (¢, K), where ¢ is a ciphertext and K is a key.

— Decaps is a deterministic decapsulation algorithm. On input (sk,c), it out-
puts a key K.

We define the following correctness and security notion:
— Correctness Error. The KEM scheme is called d-correct if:
E [Pr[Decaps(sk, c) # K, (¢, K) < Encaps(pk)] < 6,

where the expectation is over (pk, sk) < KGen and the randomness of Encaps.
— IND-CCA Security. The KEM scheme is IND-CCA secure if for any PPT

uantum) adversary A, the advantage
(q ) y A, g
(pk, sk) + KGen(1%),
(¢*, K§) < Encaps(pk),
AdvIND-COA (Y o Py |0 = b| K & K, _ =
b & {0,13,
b/ — AODecaps(Skv'¢C*)(pk7c*’Kl’:)

—_

is negligible. The oracle Opecaps(Sk, - # ¢*) returns Decaps(sk, ¢) for all ¢ #
c*.

D.2.2 Transformations

Transformation ACWC: Let DPKE = (Geng, Encg, Decg) be a DPKE scheme
with message space M’ = M x M. Let H; : M — M be a random ora-
cle. The algorithms of the resulting PKE scheme PKE := ACWC|DPKE, H,] =
(Gen, Enc, Dec) are defined in Figure7.

Transformation FO*: Let PKE = (Gen, Enc, Dec) be a PKE scheme with mes-
sage space M, and randomness space Sp. The algorithms of the KEM scheme
KEM := FO’K[PKE,HQ,Hg] = (KGen, Encaps, Decaps) are defined in Figure 8,
where Hy : {0,1}* — So,H3 : {0,1}* — &) are random oracles, and S; denotes
the key space of the KEM scheme.

The IND-CCA security proof for END.KEM proceeds in three steps:
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Gen: Enc(pk,m,r): Dec(sk, c):

1: (pk,sk) EGeng 1: ce Enco(pk,r|| (m @ Hi(r))) 1: r|r' := Deco(sk’,c)
2: return (pk,sk) 2: returnc 2: m=r" @Hi(r)

3: returnm

Fig. 7: Transformation ACWC

KGen: Encaps(pk): Decaps(sk, ¢):

1: (pk,sk’) & Gen 1 m&EM Parse sk = (k, pk, sk’)

2: ¢+ Enc(pk,m,Ha(m)) m' := Dec(sk’, c)

3: K :=Hs(m,c) if ¢ = Enc(pk,m’, Ha(m')))
4: return (¢, K) return K := Hs(m/, c)
else return K := Hs(k,c)

2: k& M, sk = (k,pk, sk")
3: return (pk,sk)

TR W N

Fig. 8: Transformation FO*

— Step 1. We reduce the OW-CPA security of END.DPKE to hardness assump-
tions, as formalized in Lemma 4.

— Step 2. We derive the worst-case correctness of END.PKE from the average-
case correctness of END.DPKE, following Lemma 5. We clarify that the
average-case correctness parameter § of END.DPKE discussed here corre-
sponds to the decryption failure probability analyzed in Section 5.1.2, and
the specific values of § are provided in Table 3. Additionally, we reduce the
OW-CPA security of END.PKE to that of END.DPKE, as shown in Lemma 6.

— Step 3. Finally, we reduce the IND-CCA security of END.KEM to the OW-CPA
security of END.PKE. The loss in this reduction is related to the worst-case
correctness of END.PKE, as discussed in Lemma 7.

Lemma 4 (OW-CPA security of END.DPKE). Assume decision NTRU is
(enTrU, EINTRU)-hard and search Ring-LWR is (eriwr, trRiwr)-hard for the param-
eters of END. Then any adversary against END.DPKE running in the corre-
sponding reduction time has advantage at most eNTRU + ERLWR -

Proof. Let F be an adversary against the DPKE scheme. The adversary F can
obtain the public key pk and make encryption queries. We replace pk with a,
sampled from U(R7 ;). According to the decision NTRU assumption, the ad-
versary J cannot detect this modification. We then use F to break the search
Ring-LWR assumption. For the search Ring-LWR challenge, we give F the mod-
ified public key a and the challenge. We answer F’s encryption queries according
to the procedure in Algorithm 8. If F succeeds, we have broken the search Ring-
LWR assumption.

Lemma 5 ([15]DPKE é-average-case-correct == ACWC[DPKE, H;| §'-worst-case
-correct). Let DPKE be a DPKE scheme that is §-average-case-correct with

48



message space M’ = M x M, where Yy = Py X Yaq 15 a product distri-

bution, and let Yl == /D pers Ym(m)?. Let Hy : M — M be a random
oracle. If DPKE is d-average-case-correct, then PKE := ACWC[DPKE, H;] is

0"-worst-case-correct, where ACWC is defined in Figure 7, and

& =8+ [Yadll - (1 + v/ (nfM] = Inf[om]))/2)

Proof. The proof follows Lemma 3.6 in [15]. The two lemmas are identical, with
the only difference being that Lemma 3.6 uses a PKE scheme as the underlying
component, while we use a DPKE scheme here. Since the d-average-case-correct
is well-defined for both PKE and DPKE, the only difference is that the DPKE
scheme does not involve randomness. By treating the random value in the PKE
scheme from Lemma 3.6 as a constant, we naturally obtain the result for DPKE.

For END-512, §,. < 27130 from Table 3 gives dy. < 271243 through Lemma 5;
for END-1024, the corresponding value is essentially 27157,
QROM
Lemma 6 ([15] DPKE OW-CPA “=" ACWC|DPKE, H;] OW-CPA). Let H; :
M — M be a random oracle. Let A be a OW-CPA adversary against PKE :=
ACWC|DPKE, H;| making g1 quantum random oracle queries to Hy, where ACWC
is defined in Figure 7. Then we can construct a OW-CPA adversary B against
DPKE, such that:

AdvERPA(A) < (2q1 + 1)2AdvEEPA (B).

Proof. Lemma 6 can be viewed as a special case of Theorem 3.10 in [15], where
the underlying component uses a DPKE scheme instead of a general PKE
scheme, and the generalized one-time pad (GOTP) algorithm uses the & op-
eration. We now explain why the case in which the underlying component is a
DPKE scheme can be regarded as a special case of one using a PKE scheme.
Specifically, the ACWC transformation does not interact with the randomness
used by the encryption algorithm of the underlying PKE when invoking it. Thus,
the encryption randomness is independent of the rest of the transformation. As
a result, a DPKE scheme can be seen as a special case of a PKE scheme where
the randomness space is empty. This distinction does not affect the reduction
used in the proof of the lemma.
L QROM _ .y

emma 7 ([26]PKE OW-CPA “=" FO~[PKE,Hs, H3] IND-CCA). Let PKE
be a PKE scheme that is &' -worst-case-correct with message space M. Let Hy :
{0,1}* —» R, H3 : {0,1}* — K be random oracles. Let A be an IND-CCA
adversary against KEM = FO’K[PKE, H,, H3) making q2 quantum queries to Ha,
q3 quantum queries to Hg, and qp classical queries to the decapsulation oracles
Decaps, where FOZ is defined in Figure 8. Then we can construct a OW-CPA
adversary B against PKE, such that:

2
AdvIND-CCA( 4y < 2(gy + g5)1/ AdvESPA(B) + ﬁ +Ags V.
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Fixing ¢; = ¢2 = ¢q3 = 2'6, the current END-512 reduction-level IND-CCA
bound is about 2743, Under the same query limit, the corresponding bounds
are about 27344 for Kyber-512, 27°02 for NEV-512, and 27465 for DAWN-a-
512. These are reduction-level bounds and are distinct from the concrete lattice-
security estimates in Table 4. A tighter FOAC’ reduction [10] uses average-case
DFR directly. After adding the simple check required to match END to FOAC',
the corresponding END-512 bound becomes about 27446,
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