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Abstract. This paper studies the post-quantum multi-key security of
Galois/Counter Mode (GCM) in the Quantum Ideal Cipher Model (QICM).
GCM is one of the most widely deployed AEAD schemes. In practice,
widely deployed cryptosystems are often instantiated under many inde-
pendent keys, making the multi-key setting practically relevant. A trivial
extension of a single-key security bound to the multi-key setting incurs
a security loss proportional to the number of keys. In particular, in the
post-quantum setting, the term corresponding to exhaustive key search
becomes up?® /2%, where u is the number of keys and k is the key length.
Here, u is the number of keys, k is the key length, and p is the number of
quantum queries to the underlying block cipher E and its inverse, which
serves as a coarse measure of the amount of offline (quantum) computa-
tion performed by the adversary. For example, when u = 232, the trivial
bound does not guarantee security for p > 2%® when k = 128, and even
for k = 192, it ceases to guarantee security for p > 259

We show that, at the cost of some additional loss terms, the term up?/ 2k
can be replaced by a term of order \/dp?/2*, where d denotes the max-
imum number of keys under which the same nonce appears in encryp-
tion queries. Thus, when d is much smaller than u (and the additional
loss terms remain small), our bound improves upon the trivial multi-key
bound. This can be viewed as a post-quantum counterpart of the classical
result of Hoang et al. (CCS 2018). As in their work, we further show that,
for randomized nonce-generation mechanisms that abstract patterns used
in protocols such as TLS, the parameter d remains small even when u
is large. Although our bounds are not tight and leave room for improve-
ment, they yield a notable improvement over the trivial multi-key bound
for several concrete parameter settings. To the best of our knowledge,
this is the first non-trivial post-quantum multi-key security bound for an
AEAD mode in the QICM. Our proof combines the reprogramming-and-
resampling approach of Alagic et al. (EUROCRYPT 2022) with counting
arguments used in the classical multi-user analysis of GCM by Hoang et
al.

Keywords: GCM - post-quantum security - multi-key security - quan-
tum ideal cipher model.
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1 Introduction

Multi-Key Security in Symmetric Cryptography. The security of symmetric-
key cryptographic schemes is often defined and analyzed in the single-key setting.
In practice, however, the same symmetric-key primitive is deployed under many
different keys, often across many users or sessions. It is therefore important to
consider multi-key security, which is also commonly referred to as multi-user
security [BBM00,Bih02]|. The relevance of the multi-key setting is also recog-
nized in standards and standards-related documents. NIST explicitly considers
multi-key security in its recent specifications and evaluations of symmetric cryp-
tography [TMC¥*25Mou21], while RFC 9771 identifies multi-user security as
a relevant security property of AEAD schemes, listing AES-GCM [MV04] as
an example and protocols such as TLS, IPsec, and SRTP among its applica-
tions [Boz25].

Multi-key security is typically formulated by considering u independently
keyed instances and declaring the adversary successful if it breaks any one of
them. A trivial way to derive a multi-key security bound is to reduce multi-key
security to single-key security. For example, if the single-key security advantage
of a scheme is upper bounded by X, then its u-key security advantage is trivially
upper bounded by uX.

Such a reduction, however, can incur an excessively large security loss. For
example, (single-key) security bounds for block-cipher-based schemes typically
contain a term of the form Adv’+- -, where Adv%® denotes the PRP advantage
of the underlying block cipher E. If the key length of E is k-bit, the exhaustive
key search with p evaluations of E or E~! already achieves AdvEP ~ p/ 2k,
The trivial multi-key reduction then yields a term of order up/2* in the security
bound. For instance, when k& = 128 and u = 232 keys are considered, the resulting
bound no longer guarantees security once p reaches approximately 2.

In many practically deployed schemes, however, security does not necessarily
degrade this rapidly as the number of keys increases. For GCM, for example,
Bellare and Tackmann [BT16] and Hoang et al. [HTT18| showed that nonce
randomization can substantially improve multi-user security in the ideal-cipher
model. In particular, Hoang et al. showed that the problematic factor w in the
term up/2" can essentially be avoided, yielding a term much closer to the single-
key term p/2*. Specifically, they first showed that if each nonce is used under at
most d keys, then a term containing the factor p/2¥, corresponding to exhaustive
key search, can depend on d rather than on the total number u of keys: namely,
the relevant term becomes dp/2* instead of up/2¥. When the nonces contain
sufficient randomness, d can remain small even when u is large, resulting in
a term close to p/2*. Separately, Luykx et al. [LMP17] showed that GCM as
a mode incurs no multi-key security loss beyond that of the underlying block
cipher.

These results are of significant practical importance. GCM is standardized by
NIST [Dwo07] and ISO/IEC [ISO20], and is used in widely deployed protocols
and standards including TLS [Res26], QUIC [TT21], IPsec [VMO05], SSH [IS09].
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Moreover, several protocols and standards employ nonce-generation mechanisms
that provide the type of randomization relevant to the analyses in [BT16,HTT18|.

Post-Quantum Security. The effect of the trivial multi-key reduction remains
significant in the post-quantum setting. Due to Grover’s algorithm [Gro96], the
generic key-search term for the single-key PRP security of a block cipher deteri-
orates from p/2* in the classical setting to roughly p?/2¥ in the quantum setting.
If multi-key security is evaluated using the trivial reduction from single-key se-
curity, this immediately gives a term up?/2*. For example, taking u = 232 as an
illustrative large-scale choice, the resulting bound no longer guarantees security
for p > 248 when k = 128, and even when k = 192, it does not guarantee security
for p > 280,

Some countries and organizations recommend secret-key lengths of & > 192
and hash output lengths of at least 384 bits to achieve post-quantum secu-
rity [Age26,Dig26]. Viewed at the level of quantum query complexity as a coarse
complexity measure, however, p = 2% lies below the roughly 2256/3 ~ 2853_
query scale associated with BHT collision search for a 256-bit-output hash func-
tion [BHT9S|.

Setting £ = 256 would improve security, but using a longer key can incur
an efficiency cost. Thus, tighter bounds that justify a target security level with
shorter keys can be practically useful.

The classical multi-key security results for GCM by Hoang et al. [HTT18]
are proved in the classical ideal-cipher model and do not automatically extend
to the post-quantum setting, where an adversary may make quantum queries to
the underlying block cipher. Establishing a quantum analogue therefore requires
an analysis in the Quantum Ideal Cipher Model (QICM) [HY18]. This leads us
to the following question:

Can we avoid the term up?/2F in a post-quantum multi-key security analysis of
GCM, and obtain a security bound analogous to the classical bound of [HTT18]?

1.1 Owur Contributions

In this paper, we answer this question affirmatively. More specifically, we prove a
bound in which the quantum key-search term, which would trivially be up?/2*,
is replaced by a term of order /dp? /2%, at the cost of additional loss terms. This
can be viewed as a post-quantum counterpart of the classical result of Hoang et
al. [HTT18]. To the best of our knowledge, our result gives the first non-trivial
post-quantum multi-key security bound for an AEAD mode in the QICM.

We focus on the form of GCM in which nonces are mapped to block-cipher
inputs by a key-independent injective encoding, rather than being processed
through the keyed hash. This follows [HTT18] and includes, in particular, the
standard 96-bit-IV instantiation of AES-GCM.
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Our proof uses the reprogramming-and-resampling approach introduced by
Alagic et al. [ABKM22] and has been applied to several symmetric-key con-
structions [ABK™24,Hos25,BBC*25,S126]. Our result demonstrates that this
approach can be applied even to the multi-key security analysis of an AEAD
scheme, providing further evidence of the broad applicability of the reprogramming-
and-resampling framework.

For privacy, in order to obtain the term /dp?/2F instead of the trivial up? /2%
term, we combine the reprogramming-and-resampling framework with some of
the counting arguments used in the classical H-coefficient proof [Pat09] of Hoang
et al. [HTT18]. Using this combination, we prove the indistinguishability of the
real encryption oracle from the ideal encryption oracle returning fresh random
strings. For authenticity, we first use an argument analogous to the privacy
proof to replace the real encryption oracle with the ideal one, and then show
that the probability that any verification query is accepted with respect to the
reprogrammed ideal cipher remains small.

Motivated by the discussion of nonce randomization in Hoang et al. [HTT18],
we also analyze security when nonces are randomized. In particular, we con-
sider nonce-generation mechanisms of the form “random salt + per-key distinct
offsets (e.g., counter values)” and “random salt || nonce.” The former (resp.,
latter) can be viewed as an abstraction of the nonce-generation patterns used
in TLS 1.3 [Res26], QUIC [TT21], SRTP [MI15], and the successor-based in-
stantiation of the RBG-based construction of NIST SP 800-38D [Dwo07] (resp.,
TLS 1.2 [SCMO08] and IPsec ESP [VMO05]).

Although our security bounds are somewhat involved, evaluating them under
a concrete parameter setting illustrates a notable improvement over the trivial
multi-key bound. In particular, using again the illustrative choice v = 232 con-
sidered above and setting k = 192, the p-dependent part of our bound reaches
constant order at p ~ 2928 in contrast to p ~ 28 for the trivial multi-key
bound. (Here, this comparison refers to the quantum-query threshold at which
the security upper bound becomes of constant order, rather than to a usage limit
for any particular target advantage.)

Our security bounds are not tight and leave room for further improvement.
We hope that this work motivates further study of post-quantum multi-key se-
curity for AEADs, as well as other schemes.

1.2 Related Works

Security of GCM (in the Single-Key Setting). Galois/Counter Mode
(GCM) was introduced by McGrew and Viega together with its original se-
curity analysis [MV04]. Iwata et al. later identified a flaw in the proof, ex-
hibited a distinguishing attack, and provided repaired privacy and authentic-
ity bounds [IOM12]; Niwa et al. subsequently tightened these bounds substan-
tially [NOMI15]. The tightness of GCM’s authenticity bounds and correspond-
ing forgery attacks was further investigated by Luykx and Preneel [LP18] and
Nandi [Nanl8]. GCM has also been studied under stronger robustness notions
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in, e.g., nonce-misuse and nonce-misuse resilience [Jou06,ADL17], authenticity
under RUP [IIM25], and committing security [DGRW18,CR22], to name a few.

Variants of GCM. Various variants of GCM have been proposed to improve
its misuse resistance, concrete security, robustness, or nonce and key handling.
GCM-SIV was introduced by Gueron and Lindell as an efficient nonce-misuse-
resistant AEAD based on GCM-like components [GL15,GLL17]; its security was
further studied and strengthened by Iwata and Minematsu [IM16] and Iwata
and Seurin [IS17], while Bose et al. established improved multi-user bounds for
AES-GCM-SIV [BHT18]. Chung et al. proposed eGCM and eGCM-SIV, which
target almost full security while supporting longer nonces or nonce-misuse resis-
tance [CHK'25]. Bhattacharya and Nandi proposed mGCM, a simple variant
of GCM based on a variable-output-length pseudorandom function that pro-
vides stronger concrete security [BN18]. Bellare and Hoang proposed modifi-
cations of GCM and AES-GCM-SIV that additionally provide committing se-
curity [BH22]. GCM-SST, specified by Campagna et al. [CMP24], is designed
to provide stronger authentication security, in particular for truncated tags; its
generic and multi-user security have been analyzed by Inoue et al. [[JMM25] and
Naito et al. [NSS25], respectively.

Randomized-nonce variants of GCM, including RGCM and XGCM, and their
multi-user security were studied by Bellare and Tackmann [BT16] and Hoang
et al. [HTT18|. Another approach to improving the security bounds of GCM is
nonce-based key derivation, as studied by Gueron and Lindell [GL17]. More re-
cently, Gueron and Ristenpart proposed the derived-nonce, derived-key (DNDK)
framework and its concrete instantiation DNDK-GCM, aiming to improve the
secure scalability of GCM [GR25]. Naito et al. proposed nonce-based and tag-
based key derivation (NTKD) and applied it to GCM and CCM to obtain im-
proved multi-user security for large amounts of data [NSS26]. Bhaumik et al.
proposed fPencil, domain-extended pseudorandom functions that can be used
to strengthen GCM through key derivation while accommodating larger nonce
domains [BDD26].

Related directions have also been considered in the ongoing revision of NIST
SP 800-38D. NIST has considered nonce-key-derivation proposals [Nat25], and
has subsequently proposed extending GCM to 256-bit-block ciphers under the
name wGCM [Nat26].

Our work instead studies the post-quantum multi-key security of standard
GCM itself, without modifying the underlying mode, while additionally analyz-
ing randomized nonce-generation mechanisms.

Post-Quantum Security of Symmetric-Key Modes and AEAD. Post-
quantum security of symmetric-key modes has been studied under several oracle
models. Anand et al. analyzed standard block-cipher modes against quantum
adversaries [ATTU16], while Soukharev et al. studied post-quantum authenti-
cated encryption more generally [SJS16]; post-quantum security has also been
established for keyed sponge-based constructions including Ascon [Hos25]. Most
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closely related to our setting, Alagic et al. obtain post-quantum security bounds
for block-cipher based modes including GCM in the single-key QICM [ABMS26],
whereas Shiba and Iwata study post-quantum multi-key security of tweakable
Even—-Mansour [EM97] and FX [KR96] in the QIMK model [SI26]. Our work
lies at the intersection of these directions, treating GCM as an AEAD in the
post-quantum multi-key setting.

A separate line of work allows quantum superposition access to the construc-
tion itself. Kaplan et al. showed that modes including GMAC and GCM become
insecure in such a setting [KLLN16], while QCB provides a positive construction
designed for quantum superposition queries [BBCT21|. Lang and Lucks further
studied GCM and other classical AE schemes under such attacks [LL23|, and
Fischlin and Schmalz recently proposed quantum-resistant variants of GCM and
GCM-SIV achieving security in a fully quantum model [FS26]. In contrast, our
encryption and verification interfaces are classical, while quantum access is given
only to the underlying ideal cipher.

2 Preliminaries

For a bit string x, by msb;(x) (resp., Isb;(z)) we denote the most significant i
bits (resp., least significant i bits) of z. We often identify n-bit strings = with
integers such that 0 < x < 2. When x and y are n-bit strings or integers such
that 0 < z,y < 27, the value = + y is understood as their sum modulo 27,

unless otherwise noted. For a finite set X, let x ﬁ X denote that an element x
is sampled from & uniformly at random. For any distribution D over a finite set
X, we denote its min-entropy by Heo (D) (= — logy max,cx D(x)).

An n-bit block cipher with k-bit keys is a function F : {0,1}* x {0,1}" —
{0,1}™ such that E(K,-) is a permutation for all K € {0,1}*. BC(n,k) de-
notes the set of all such E. By E~! we denote the inverse cipher satisfying
E~Y(K,E(K,z)) = z for all K and . We often write Ex(r) and Ex'(y) in-
stead of E(K,z) and E~1(K,y).

Quantum Computation. We assume that the readers are familiar with the basics
of quantum computation. The quantum oracle of a function f: X — ) is given
as the unitary operator Uy : |z,y) — |z,y: f(x)) (we assume that ) is an
Abelian group with a group operation +). When we talk about a security notion
in the Quantum Ideal Cipher Model (QICM), we assume that an E € BC(n, k)
is chosen uniformly at random at the beginning of a security game, and an
adversary is given the quantum oracle access to E and E~!. We often write like
AIE®) to indicate that this oracle access is given to an adversary A.

2.1 Almost XOR Universal Hash Functions

A keyed hash function with a key space I, an input space X, and an output ),
is a function H : K x X — ). We often write Hy (X) instead of H(K, X).
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Following [HTT18|, we define almost XOR universal hash functions as fol-
lows: Let n be a positive integer, X := {0,1}* x {0,1}*, Y := {0, 1}". For a value
¢ > 1, H is called a c-almost XOR universal hash (c-AXU) if it satisfies

) max {|X1|n + [Xo|n, [ X]|n + [X5[n}
on

Pr [Hr (X1, X2) ® Hg (X1, X5) =Y] <c

for any distinct (X1, X9), (X1,X5) € {0,1}* x {0,1}*, and any ¥ € {0,1}".
Here, the probability is taken over a uniform random choice of K € K, and
| X |5, := max{1, [|X|/n]}.

2.2 Authenticated Encryption with Associated Data

Syntax and Notations. An Authenticated Encryption with Associated Data
(AEAD) scheme IT is a pair of functions & : K X N x ADx M — CxT
and D: K xN x AD xC x T = MU{L}. Here, K is a key space, N is a
nonce space, AD is a space of associated data, M is a message space, C is a
ciphertext space, and 7 is a tag space, all of which are sets of some bit strings.
We require that D (K, N, AD,& (K,N,AD,M)) = M for any (K, N,AD, M) €
K XN x AD x M, and assume that |C| = |M| when E(K,N,AD,M) = (C,T)
for some K, N, AD,T. We often write Ex (N, AD, M) (resp., Dx (N, AD,C,T))
instead of £(K,N,AD, M) (resp., D(K,N,AD,C,T)).

In addition, the verification function V : XN x ADXCxT — {T, L} is de-
fined by V(K,N,AD,C,T) =T it D(K,N,AD,C,T) # L, and V(K,N,AD,C,
T)=L1Lif D(K,N,AD,C,T) = L.

When multiple keys Ki,..., K, € K are considered, we define Enc and Vrf
by Enc(id, N,AD,M) = Ek,(N,AD, M) and Vrf(id, N,AD,C,T) = Vi, (N,
AD,C,T), respectively (id =1,...,u).

This paper considers AEADs that are built on top of a block cipher E. We
write that IT7, £F, EncE, and so on, to indicate that the schemes depend on E.

Security (in the QICM). We study privacy and authenticity separately. Let
TP = (€% DF) be an AEAD scheme built on top of a block cipher E. We
consider security in the multi-key setting (also commonly referred to as the
multi-user setting)3, where u keys Ki,...,K, € K are chosen uniformly at
random for some u (in the real world), and the oracles Enc” and Vrf¥ perform
the encryption and verification with respect to these u keys. We discuss security
in the Quantum Ideal Cipher Model (QICM), where an adversary is given the
quantum oracle of an ideal cipher E and its inverse E=. We refer to the oracles
of E/E~1 the primitive oracles, and the queries to them as primitive queries.

3 We use the term “multi-key” instead of “multi-user” because the indices in our model
refer to independently generated keys rather than physical users; in particular, a
single user may use multiple keys.
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Privacy. The multi-key privacy (mk-priv) advantage of an adversary A in the
QICM is defined by

A () = [ 1 A 85] e 1 A15°] |

Here, $ is the oracle that returns a random string of length | M|+ 7 for any input
(i, N, AD, M), and the keys K1, ..., K, for the real encryption oracle are chosen
independently and uniformly at random. The oracles of Enc” and $ are classical,
while the access to the ideal cipher E and its inverse is quantum. We refer to
Enc? and $ as the real and ideal encryption oracles, respectively, and queries to
them as encryption queries. We focus on the nonce-respecting setting: For each
(i, N) € {1,...,u} x N, once A queries (i, N, AD, M) to the encryption oracle
for some (AD, M), it is prohibited to query (i, N, AD', M') afterwards for any
(AD', M").

Authenticity. Following prior analyses of GCM [IOM12], we consider an online
authenticity notion in which the adversary may make multiple forgery attempts.
We use an accept /reject verification oracle, as in the multi-user AE formulations
of [BT16,HTT18], rather than a decryption oracle.

The multi-key authenticity (mk-auth) advantage of an adversary A in QICM
is defined by

AdVrInYk—auth(A) — Pr |:AEncE7VrfE,\Ei> forges ] ,

where “ AEnc” Vi, | %) forges 7 means that the oracle Vrf¥ returns T while A is
running, and the keys K7, ..., K, for the real encryption oracle are chosen inde-
pendently and uniformly at random. The oracles of Enc” and Vrf¥ are classical,
while the oracle of E / E~! are quantum. To avoid trivial wins, we prohibit
A from forwarding the response from the encryption oracle to the verification
oracle. We refer to the oracle Vrf¥ as the verification oracle, and queries to it as
verification queries.

As in the definition of privacy, we require that A is nonce-respecting for
the encryption oracle, i.e., it is prohibited to query the same pair (i, N) to the
encryption oracle. (This restriction is not applied to verification queries.)

2.3 Reprogramming and Resampling Lemmas

Our proof is based on the resampling-and-reprogramming approach that was
introduced by Alagic et al. [ABKM22] and has been applied in several follow-
up works [ABK™'24 Hos25,BBCT25,5126]. Their core technical lemmas are the
arbitrary reprogramming lemma and the resampling lemma, which we recall
below (for the resampling lemma, we use a variant shown in [ABMS26]).

Lemma 1 (Arbitrary reprogramming lemma [ABKM22]). Let A’ be a
quantum algorithm that runs in the following three-stage game.
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1. After performing some computation, A outputs the descriptions of a func-
tion Fy : {0,1}™ — {0,1}™ and a randomized algorithm B. Here, B is an
algorithm that outputs another function Fy : {0,1}™ — {0,1}".

2. Run B to sample Fy, sample a bit b uniformly at random, and resume running
A’ relative to the quantum oracle of F.

3. Provide A" with the randomness used to invoke B, and continue running A’
without an oracle. Finally, A" outputs a bit V.

Suppose that the expected value of the number of the quantum queries by A’ is
at most QQ when b= 0. Then,

[Pril+ A'b=0]-Pr[l+ A|b=1]] <2QVe
holds, where & := max,eg,1ym Pr[F1(x) # Fo(x)].

For K, € {0,1}* and so,s1 € {0,1}", define a function swapX-, : {0,1}" x
{0,1}" = {0,1}* x {0,1}" by

(K,x) if K#K,or K=K.Nz ¢ {so,51},

1
(K, spp1) if K=K, and z = s. M)

swapgfsl(K,x) = {
Lemma 2 (Resampling lemma for ideal ciphers [ABMS26]). Let E be
an ideal cipher chosen from BC(n, k) uniformly at random, and A’ be a quantum
adversary that runs in the following two-stage game.

1. A" runs relative to the quantum oracles of E and E~'. After performing
some computation and making some queries, A outputs a distribution D
over {0,1}* x {0,1}" x {0,1}".

2. A tuple (K., so, 1) is sampled according to the distribution D, and a bit b is
sampled uniformly at random. Set E©) := E and EW) := Eoswapgfsl. Give
(K., 50,51) to A, and continue running A’ relative to the quantum oracles
of E®) and its inverse. Finally, A’ outputs a bit b'.

If A’ makes at most p quantum queries at the first stage, then

Pr(l ¢ Afb=0] — Pr[l « A|b=1]| < 4\/p - 2n—H=(D).

2.4 Some Balls-into-Bins Lemmas

Like the classical work of Hoang et al. [HTT18|, we also use the following two
balls-into-bins lemmas.

Lemma 3 ([BHT18]). Let n, ¢, a, and q be integers such that n > 128, £ > 2,
a>1,and g < a-2". Let Xy,..., X, be random variables taking values in
{0,1}", which may not be independent from each other but satisfy

Pr[X; = Y|E] < 2/2"

foranyY € {0,1}" and alli =1,...,q, and for any event E on X1,...,X;_1.
Then,
Pr I:ElY S {0’ 1}” : #{Z : Xi = Y} > |—a£n/2'” < 2—1.5£n.
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Lemma 4 (JHTT18]). Let r,u be positive integers, € be a number such that
0 <e <1, and q be a positive integer such that ¢ < 20— Let Iy, ... I, be a
partition of I :={1,...,q} (i.e., ,NIy =& and L U---UL, ={1,...,q}). Let
X} be random variables, indexed by i € {1,...,u} and j € I, that take values
in {0,1}". Assume that the two variables X; and X;: are independent for i # i/,
the marginal distribution of each X;: is uniform over {0,1}", and X; #+ X;, for
Jj # 7. In addition, let d := [1.5/¢] — 1. Then,

Pr(3y € {0,1}" : #{(,j): X, =Y} >d] <272

3 Description of CAU

Here we describe an AEAD scheme called CAU [BT16,HTT18|, which abstracts
the form of GCM [MV04,Dwo07] in which nonces are embedded into block-cipher
inputs without being hashed. For 128-bit block ciphers and 96-bit nonces, this
coincides with the standard processing of 96-bit nonces in AES-GCM. We do
not consider the alternative GCM processing for other nonce lengths, in which
the nonce is first processed using the keyed hash.

CAU is built on top of a block cipher E : {0,1}* x {0,1}" — {0,1}" and a
keyed hash function H : {0,1}" x ({0,1}* x {0,1}*) — {0,1}"™. The key space
of CAU is {0,1}*. The message and associated data spaces are both {0,1}*.
The nonce and tag spaces are {0,1}" and {0,1}" for some r < n and 7 < n,
respectively. The encryption and decryption algorithms of CAU are defined as
follows.

Encryption algorithm of CAU.

1. Suppose that a key K € {0,1}*, nonce N € {0,1}", associated data AD €
{0,1}*, and a message M € {0,1}* are given as input. Compute YV :=
pad(N). If M is not the empty string (|M| # 0), parse M into blocks as
M = M1]||---||M[€], where |M[i]| = n for i < £ and 1 < |M[{]| < n. Here,
pad is the function from {0, 1}" to {0, 1}" defined by pad(N) = N|[0"~"~1||1.

2. If M is the empty string (|M| = 0), then set C' as the empty string. If M is
not the empty string, then compute the ciphertext C' by using the counter
mode with the initial counter (Y + 1). That is, compute V[i] := Ex (Y +1),
Cli] :=M[i]® Vil fori=1,...,£—1, and C[{] := M[{] ® msb) a7 (V1e]).
Then, set C := CI[1]||---||C[¢].

3. Compute the tag T' by hashing the ciphertext with the Wegman-Carter MAC
based on H and the hash key Ex(0). That is, set L := Ex(0), and compute
T :=msb, (H.(AD,C) ® Ex(Y)).

4. Return (C,T).

Decryption algorithm of CAU.

1. Suppose that a key K € {0,1}*, nonce N € {0,1}", associated data AD €
{0,1}*, a ciphertext C' € {0,1}* and a tag T € {0,1}” are given as input.
Compute Y := pad(N). If C is not the empty string (|C| # 0), parse C' into
blocks as C = CI1]|| - - - ||C[€], where |C[i]| = n for i < £ and 1 < |C[{]| < n.
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2. Verify if the input is authentic. That is, compute L := Fk(0) and T’ :=
msb, (HL(AD,C) ® Ex(Y)), and return L if T # T'. If T = T", then pro-
ceed to the next step.

3. If C is the empty string (|C| = 0), then set M as the empty string. If C is
not the empty string, compute the message M by using the counter mode
with the initial counter (Y 4 1). That is, compute V[i] :== Ex(Y +4) and
M[i] := Clil@ V[i] for i = 1,...,£ — 1, and M[{] := C[{] © msb)c(q(V[{]).
Then, set M := M[1]||---||M[].

4. Return M.
We count the length of messages by n-bit blocks. For example, we regard
that a non-empty message M = M[1]|| - - || M[¢] consists of ¢ := [|M|/n] blocks,
where |M[i]| = n for i < ¢ and |M[{]| < n. We refer to £ as the block length of

M, and M]|i] as the ith block of M. (The block length of the empty message is
defined to be zero.) We also use the same terminology for other variable length
variables appearing in the encryption and decryption algorithms, e.g., associated
data, ciphertexts, etc.

In what follows, we always assume that & > n > 128, and that the block
length of the messages M is at most 2"~" — 2. (Due to the latter assumption,
when considering nonce-respecting security, the value Ef () is evaluated at most
once in the real encryption oracle throughout the security games for each key
index and each z # 0.)

4 Post-Quantum Privacy of CAU in the QICM

Regarding the post-quantum privacy of CAU, the following theorem holds.

Theorem 1. Supposew < 2%, and H is a c-AXU. Suppose that A makes at most
qe classical encryption queries such that the length of the messages is at most o
blocks in total, and that A queries every single nonce to the encryption oracle
for at most d keys. Additionally, suppose that A makes at most Q. classical
queries for each key, the length of messages for each key is at most B, blocks
in total, and that the block length of (AD,C) (input to H) is at most (X, for
every encryption query. Moreover, assume that the number of quantum queries
by A to the ideal cipher E and the inverse E~' is at most p. Then, we have
Adv?K[Jp”V(A) < Opriv, where

16(oc + QP) max - 2(0e +qe)  4(0e + qe + 1)d+2

2 —2)n/2 22n (d+ 1)12(d=1)n
2 (e, +8) (0c + qe)Qc + 2 (n+8) (0c + qe) Be + 4(0c + e + 1)2
2n+1

n 2(0e + qe)(égZ + B + 2d) @)
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Proof Overview. Our proof follows the reprogramming-and-resampling paradigm
introduced by Alagic et al. [ABKM22| and have been applied in several pre-
vious works [ABK™24,Hos25,BBC*25,5126]. Roughly speaking, we replace the
response blocks of the real encryption oracle by fresh random blocks one by one.
After each replacement, we reprogram the ideal cipher F so that its evaluations
under the secret keys Ki,..., K, remain consistent with the classical encryp-
tion transcript generated so far. Formally, this is implemented by a sequence
of hybrids indexed by the number of response blocks that have already been
replaced.

An important point is that we never reprogram the values Ef,(0), which
serve as the hash keys. Indeed, the input 0 is shared by all u keys, and hence the
assumption that a single nonce is used under at most d keys gives no useful con-
trol at this point. Naively reprogramming E, (0) for all u keys would therefore
reintroduce a quantum security loss depending explicitly on u, with essentially
the same multi-key query threshold as the trivial bound wup?/2". Instead, we
leave E,(0) untouched and analyze the resulting dependence between the hash
function and the ideal cipher directly.

Like the previous works relying on the reprogramming-and-resampling ap-
proach, there are two main sources of quantum-specific security loss in the proof.
First, when a fresh random response block is introduced, the resampling lemma
(Lemma 2) is used to modify one corresponding value of the ideal cipher. Apply-
ing this argument block by block gives the term of order (o +¢.)+/p/2". Second,
after a response block has been fixed, we use the arbitrary reprogramming lemma
(Lemma 1) to shift the timing of the reprogramming from immediately after that
block to just before the next response block is generated. The most important
thing is that, except for unlikely collision events, the number of secret keys that
can cause the same relevant reprogramming point is controlled by the parame-
ter d, rather than by the total number u of keys. This yields the term of order

p\/d/2F.

The technically most involved part is establishing this latter property while
ensuring that all reprogramming operations are mutually consistent. We de-
fine bad events corresponding to collisions among the input/output points in-
volved in the reprogramming operations and bound their probabilities. For this
purpose, we combine the quantum reprogramming argument with maximum-
load and balls-into-bins techniques appearing in the classical multi-key analy-
sis of CAU [HTT18]. The proof framework, however, is substantially different:
the analysis of [HTT18] is based on the H-coefficient technique, whereas ours
proceeds by gradually resampling and reprogramming the ideal cipher. Thus,
incorporating their classical counting arguments into our proof requires con-
trolling how the corresponding collision events interact with the dynamically
reprogrammed points. In particular, these arguments control the number of
keys K satisfying transcript-induced relations of the forms Ex(z) = y and
Ex(z) ® Hg,(0)(X) = y. Together with a bound on the multiplicity of val-
ues appearing in the random encryption transcript, this allows us to replace a
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potential dependence on the total number of keys u by the nonce-overlap pa-
rameter d.

Modification to the Encryption Oracles. Since the classical verification
oracle is not given to the adversary when considering privacy, truncating tag
bits only increases the difficulty to distinguish the real and ideal encryption
oracles. Hence, in what follows, we prove the claim when 7 = n.

Moreover, we slightly modify the encryption oracles as follows (suppose a
tuple (¢, N, AD, M) is queried to the encryption oracle):

1. In the real encryption oracle, each message M is first padded with zeroes
at the end so the length will be a multiple of n. The resulting message
is denoted by M (i.e., M = M||0---0 and |M|/n = [|M]|/n]). Then, the
ciphertext C' is computed for this padded M, and returned to the adversary.
The computation of the tag is the same as before: some least significant
bits of C are truncated so the length will be equal to |M| (the resulting
string is denoted by C‘), the hash value Hp(AD, C') is computed, and then
T := H,(AD,C) @ Eg(Y) is returned as the tag.

2. In the ideal encryption oracle, uniform random n-bit blocks C[1], C[2],...,
C[l],T are sampled in sequential order, where ¢ is the block length of the
queried message. Then, C' := C[1]||---||C[¢] and T are returned to the ad-
versary.

This change only increases the distinguishing advantage of the adversary because
the information given to the adversary is increased. Hence, in what follows, we
prove the indistinguishability of these two modified oracles. In particular, note
that the length of C' is always a multiple of n, and the truncated “ciphertext”
given to the hash function H is now denoted by C. We will also use the symbol
M to denote the padded message defined as above.

Remark 1. The above modifications are somewhat complicated, but they are
not essential, and the oracles’ behavior is unchanged under the condition that
A queries only messages the length of which is a multiple of n. We recommend
that readers assume this condition first when reading the proof for the first time.

Notations and Terminology. For each response (C,T) from an encryption
oracle, we refer to C[i] as the ith block of the response for ¢ < ¢, and T as
the (£+ 1)th block (or, just the last block). We sometimes count the number of
blocks in the response from the beginning of the game. For example, if A makes
two classical queries to the encryption oracle and the responses are (Cy,T}) and
(Ca,T3), then the first block in (Cy, T5) is the (£;42)nd block (with ¢; := |C1|/n).

Transcript. Let TS be the transcript of the classical encryption queries and the

responses up to the zth block in the responses (in the ideal world), counted from
the beginning of the game. That is,

T = (((idy, N1, ADq, My), (Cy,T1)) , ..., ((ids, N;y AD;, M), (C,T3))) - (3)
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for some ¢, where (id;, N;, AD;, M;) denotes the jth encryption query (resp.,
(C;,T;) denotes the response) for each j. Here, the block length of the responses
is z in total, and (C;, T;) may be incomplete; (C;,T;) contains only from its first
block to the (z — (€1 +--- + ¢;—1 + i — 1))th block (here, ¢; is the block length
of M; and Cj).

For each j and w < ¢;, we also define V;[w] := M;[w] & C;[w] as long as
C;w] is defined (note that this V;[w] matches the corresponding variable in the
description of CAU on page 10). Similarly, let Y; := pad(XN;), and L; be the hash
key in the tag computation (i.e., L; := Bk, (0)).

For each j, except for the hash keys L;, the block cipher E is evaluated
(£; +1) times in the jth encryption query; Ex, (Y +1),..., Ex, (Y; +{;) are
evaluated in the counter mode to compute the ciphertext Cj, and then Er;, (Y7)
is evaluated when computing the tag 7. The total number of evaluations of
E until the ith encryption query except for the hash keys is (o; + i), where
g; :£1++61

Reprogramming of E. In the proof, we will reprogram E so its outputs will
be compatible with (a part of) the transcript. Let T¢" be the transcript as in
Eq. (3), @ be also as the index in Eq. (3), and K := (Kj,..., K,) be keys for E.

For each j < ¢ and w < ¢; 4+ 1, define ReProgjgw : {0,1}* x {0,1}" —
{0,1}* x {0,1}" by

identity map for w =0,

Kiq; Kig,
swap,.. ' o---oswap. ' __ forl1<w</;
ReProg=" := Py B (Vi) RASRCFAN) =WE5

o ReProngej for w =¢; + 1.

(4)
For j = i, we also define ReProg; " analogously, as long as it can be defined,
and let FinBlock be the number of the blocks contained in (C;,T;) (that is,
FinBlock := z — ([1 + b1+ — 1)

Let E[T¢", K] be the block cipher defined by

z

id ;
swap,, ° _ -
p}/j’EKL (Ty®HL;(AD;,C;))
J

<w

E[T K] :=FEo ReProgiSFinBIOCk o ReProg?_(fi’lﬂ) 0--+0 ReProglg(el—H) (5)
for z > 1, and E[T", K] := E.

Intuitively, ReProng“’ reprograms? the values of E so that they are compat-
ible with the response to the jth encryption query up to the wth block (except
for the computation of the hash key L; = F, (0)). In E[T$", K], the output
values of E are reprogrammed so they are compatible with the responses to the
classical encryption queries, up to the zth block counted from the beginning of
the game (except for the evaluations to compute hash keys).

4 ChatGPT was used to suggest the choice of the value to be reprogrammed at this
point. The author subsequently worked out and verified the resulting argument.
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Hybrids. To prove the theorem, we introduce hybrids Hf, ..., Hj as follows for
z2=0,...,0¢+ ¢e. (We define each hybrid so that A runs relative to the oracles
in the ideal world and pause A at some point, and then modify some oracles. If
A finishes running and returns the final output before reaching that point of the
hybrid, it is understood that A runs just as in the ideal world.)

HY. In this hybrid, the adversary A runs relative to the ideal encryption oracle
$ and the quantum ideal cipher oracle |[E*), and we pause A just before the
(z + 1)th block (counted from the beginning) in the response to the classical
queries is sampled. Then, we sample u keys K = (K7,...,K,) from {0,1}*
uniformly at random, switch the computation of the encryption responses from
$ to EncPIT="KI (resp., replace the quantum oracles of F and its inverse with
those of E[T¢", K] and its inverse), and continue running A until it returns the

z

final output.

H3. This hybrid is identical to Hf until A is paused. This is just before the
(z + 1)th block is sampled. Suppose that this block is the wth block in the
response to the current encryption query, denoted by (id, N, AD, M). When A
is paused, sample u keys K = (K7,..., K,) from {0,1}* uniformly at random,
sample s; € {0,1}" uniformly at random, and define a block cipher E’ by

B Eo swap{f‘j_uhs1 if w <4,
) Eoswap{/("i1 ifw=~0+1,

where Y := pad(N) and £ be the block length of M. Replace the oracle $ (resp.,
the quantum oracles of E and its inverse) with Enc? IT="KI (resp., the quantum
oracles of F'[Te" K] and its inverse), and continue running A until it returns

z

the final output.

H3. This hybrid is a slight modification of H3: In this hybrid, the (24 1)th block
in the responses is sampled uniformly at random (which is the ciphertext block
Clw] if w < £ and the tag block T if w = ¢ + 1), and s; is defined depending
on this sampled block by s; := Egi(C[w] ® M[w]) if w < ¢ and s; := E[}i (To
HL(AD,C)) for w = £+ 1 (L := Eg,(0)). Except for these modifications, Hj
is identical to H3. (As mentioned before, C' denotes the truncated version of C
such that |C| = |M]|.)

H3. In this hybrid, the adversary A runs relative to the ideal encryption oracle
$ and the quantum ideal cipher oracle |E*) until A receives the (z + 1)th block
in the response to the encryption queries. When A receives the (z + 1)th block,
sample u keys K = (Ki,...,K,) from {0,1}* uniformly at random, replace
the oracle $ (resp., the quantum oracles of E and its inverse) with Enc” [T K]
(resp., the quantum oracles of E[T$", K] and its inverse), and continue running

A until it returns the final output.

The difference between Hf and Hj is bounded as follows.
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Lemma 5. [Pr(l « A in Hf| — Pr[l < A in H3]| < 4y/p-27F.

Proof. We prove the lemma by using the resampling lemma (Lemma 2). Let A’
be a distinguisher for the game of Lemma 2 defined as follows.

1-0. The distinguisher is given quantum oracle access to £ and E~1.

1-1. The distinguisher A’ runs A, simulating the classical encryption oracle by $
and forwarding quantum queries to E/E~1.

1-2. As in H%, pause A just before the (z + 1)th block (counted from when
A started) is sampled in the responses to the classical encryption queries.
Suppose that this block is the wth block in the response to the classical
encryption query (id, N, AD, M), and let Y := pad(N) and ¢ is the block
length of M.

1-3. Define a distribution D over {0,1}* x {0,1}" x {0,1}" as D(K,,sg, 1) :=
8y w5y /28T if w < £, and D(K,, so, 81) := Oy.5, /28T if w = £+ 1. Return
D as the output of A’ in the first stage.

2-0. (K4, S0,51) is sampled according to D, and a bit b is chosen uniformly at
random. The distinguisher A’ is given the tuple (K., s, s1), and the quantum
oracle access to E(©) := E if b= 0 (resp., EM) := Eo swapl-  if b=1).

2-1. A’ sets Kiq := K, (note that id € {1,...,u}), randomly samples Ki,..., K,
from {0, 1}* except for Ki4, and set K = (K7,..., K,). A’ resumes running
A, simulating the classical encryption oracle by Enc” DIT K] and quantum

primitive oracles by F®[Te" K] and its inverse. Finally, A’ outputs the

output of A as its own output.

Then, A’ perfectly simulates Hf and H when b = 0 and b = 1, respectively,
and at most p primitive queries are made to E in the first stage of A’. Hence,
from Lemma 2, it follows that

[Pr[l + Ain Hj] — Pr[l + Ain Hj]|
<|Pr[l+ A'[b=0]-Pr[l+ A'lb=1]|
< 4\/p-2n—Hee(D) = 41/p - 27k,

The difference between H3 and Hj is bounded as follows.

Lemma 6. |Pr{l < Ain Hj] —Pr[l + A H3]| < % S

= ol —2)n/2 22n

L+l n (ntf, +8) Qe+ (n+8)Bo+22+2 | QetBet2d
(d+1)12(d=Dn on+1 2k .

Proof. Even if the sampling of the (z + 1)th block and s; in H are modified as
below, their distribution does not change.

(i) Sample s; € {0,1}" uniformly at random.

(ii) Set the (z + 1)th block as Clw] := M[w] ® Eg~(s1) for w < ¢, and T :=
HL(AD,C) D EK* (81) for w:=/¢ + 1.
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Here, C' denotes the truncated version of C such that |C| = |M]|, and K* is the
key involved in the (z 4+ 1)th block. Thus, in what follows, we regard that H3
samples the (z + 1)th block and s; in this way.

Let® i* :=id € {1,...,u} be the key index involved in the (z + 1)th block,
and

ot Y+w ifw<l,
Y ifw=/~0+1

(note that K* := K;« holds). For j = 1,...,2+ 1 and L € {0,1}", we define
W,(L) € {0,1}" by )
W;(L) := Mw] ® Clw]

if the jth block in the responses (counted from the beginning) is not the last
(tag) block, and it is the wth block in a classical encryption query (M [w] and
Clw] are wth block of the message and the ciphertext involved in this classical
query, respectively), and

W;(L) =T @ Hi(AD,C)

if the jth block in the responses is the last (tag) block in a classical encryption
query, where the query is and the response are denoted by (id, N, AD, M) and
(C,T), respectively. (Note that L is not necessarily equal to E,,(0), and W;(L)
is in fact independent from L if the jth block is not the last (tag) block). In
addition, let id(j) be the index in {1,...,u} such that the W} is defined with
respect to the classical query of the form (id(j), N, AD, M) for some N, AD, M.
We also define

E_ld( i) (W (EK|d<J) (0)))
In addition, let Y; := pad(/V) and

Y; +w if the jth block is not the tag block,
x; =
! Y; if the jth block is the tag block.

Define bad to be the event that at least one of the following conditions holds
when s; and the (z + 1)th blocks are defined:

1. x*) = (Kiq(j), ;) for some j < z;
2. (K*,z*) = ( ,d(J)7xj) for some j < z;
3. (K*,81)=( |d(]),$]) for some j < z;
4. (K*,s1) = (Kia(j), %) for some j < z;
5. S1 =

® From this point on, we define the bad event bad and bound its probability. The
authors developed the high-level idea underlying the definition of bad, while the
technical details of the argument were worked out with the assistance of ChatGPT
through multiple rounds of interaction, including feedback, corrections, and refine-
ments by the authors. The authors independently checked the resulting argument
for correctness and take full responsibility for its contents.
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6. £; = 0 for some j < z.

(When defining E'[T$", K] or E[T$, K] from E, the values of z; and Z;
are swapped for each j w.r.t the key Kiq;). If bad does not happen, then the
reprogrammed values do not overlap with each other, nor with 0.) For ¢ =
1,...,6, let bad; be the event that bad happens and the ith condition among the
six conditions holds.

Then, the probability of bad is the same between H3 and Hj, and the be-
havior of the oracles are identical between the two hybrids as long as bad does
not happen. Thus,

|Pr[l + Ain H3] — Pr[l « A in HZ]| < Pr [bad] (6)
holds.
As for bady, we have
g d .y
Pr[bady Ad* #id(j)] < o5 Pr [bad; Ad* =id(j)] = 0,

because A is nonce-respecting, and A queries every nonce to at most d keys.
Hence,

Pr [bady] < g (7)

Next, we bound Pr[bads]. Let
M on
Al = ’7m221x an—‘ s /12 = [anin-l .

Define® load; to be the event that
{K €{0,1}": Ex(2) ® Hp, (0)(X) =t}| > 4

for some z # 0, t € {0,1}", and some hash input X = (AD,C) of the block
length at most ¢2__ and loads be the event that

!{K S {071}k : EK(.%‘> = t}| > Ao,

for some x # 0 and ¢t € {0,1}".
For fixed « # 0 and X, view each key K as a ball placed in the bin

EK(it) D HEK(O)(X>~

Conditioned on the preceding balls, the probability that the next ball falls into
any fixed bin is at most

1 .
<2

6 The events load; and loads are defined based on balls-into-bins arguments
in [HTT18].
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I'l’lax) ? the

probability that the maximum load is at least A; is upper bounded by 21560

Since the number of all possible X = (AD, C) is at most

Hence, by applying Lemma 3 (with ¢ = 2%, a = 2¥", and ¢ = ¢Z

4 {(AD,C’) :|AD|p + |Cn < zgax} < 30 gegmilog ST (w-1)2en

a,b>1, 2§w§€gax
a+b<eH

max

< 8¢H_ ofman, (8)

taking a union bound over all possible x and X gives

max

Pr [|Oad1] S on . <8€gax2££axn> 3 2—1.525{“11 — EH 2n—ll¥axn/2+3.

We can also show
Pr[loady] < 2m.273" = 2720

in the same way (by applying Lemma 3 with ¢ = 2¥, a = 2¥", and ¢ = 2, and
then taking the union bound for x).

We also define mcoll to be the event that
Wj (L) == Wjd+1(L)

for some L € {0,1}" and 1 < j; < -+ < ja1 < 2. Since each response block of
the ideal encryption oracle is freshly and uniformly sampled,

s o Ld+1
Pr[mcoll] <2 (d+ 1)2 < m

Next, we bound the probability of bads conditioned on —load;, —loads, and
—mcoll. For the case when id(j) = i* and the jth block is the tag block, condi-
tioned on —load;, we have

Pr [bady Aid(j) = i* A jth block is the tag block|—load;]
=Pr[3j <z: id(j) =i* Ax* = Z; A jth block is the tag block | —load |

< > PrEk,. (%) = Wj(Ek,. (0))|-load]
jeid(j)=i*
jth block is the tag block
Ar _ Qey
< > oF < o 9)
jiid(j)=i*

Jth block is the tag block
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For the case when id(j) = ¢* and the jth block is not the tag block, conditioned
on —loady, we have

Pr [bady Aid(j) = i* A jth block is not the tag block|—loads]
=Pr [Elj < z: id(j) =i Ax* =, A jth block is not the tag block ’ —\Ioadg]

< > Pr[Ex.. (%) = W;(Ex.. (0)|-load;]
jd(j)=i*
jth block is not the tag block
Ay BeAs
< > o < o (10)
jeid(j)=i"

jth block is not the tag block
For the case of id(j) # i* conditioned on —mcoll, we have

Pr [bady Aid(j) # i*|—mcoll]
= Pr [id(j) # i* A Kix = Kig(j) A a* = T;|=mcoll]
d

< .
-2

Combining the above bounds, we obtain

Prlbads] < Pr[bads Aid(j) = ¢*] 4+ Pr[bads Aid(j) # ¢*]
< Pr[bads Aid(j) = i* A jth block is the tag block]
+ Pr[bads Aid(j) = i* A jth block is not the tag block]
+ Prlbady Aid(j) # i*]
< Pr[bads Aid(j) = i* A jth block is the tag block|—load;]
+ Prlbads Aid(j) = i* A jth block is not the tag block|-loads)
+ Prlbads Aid(5) # ¥
+ Pr[load;] + Pr[loads] 4+ Pr[mcoll]
< Q;jh B2A2 + % 0 on—lilun/248 | g=2n 4 AT f)! ST
(12)

d+1

Since

Al EII;lIaX 1 AQ n 1
o S T g and < oo

it follows that

8¢H 1 d+1 M0, B. 4+ B.+d
Pr [badQ] < —Hmax 44 c — n maxQ +n Q + + .
2(ilax—2)n/2 ~ 220 (g 4 1)!2(d-Dn on+1 ok

(13)
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As for bads, we have

Pr [bads] < Pr[bads Aid(j) = i*] + Pr [bads A id(j) # i*]

< Q.+ Be +U_1 . Q. + Be
- 2m 2k 2n
2 B
S (Qe + e) (14>
2n
because the keys and s; are chosen uniformly at random, and « < 2*. Similarly,
2 B
Pr [bady] < % (15)
and
1
Pr [bads] < on (16)
hold.
Furthermore, Pr[Z; = 0] = 1/2™ since W;(L) is uniformly distributed over
{0,1}™ for any L and j < z+ 1 (when E and the keys are fixed). Thus,
Pr [badg] < 2% (17)
By Eq (7), (13), and (14)-(17), we have
gt 1 zd+1
Pribad] < om0 + 5am T (d+ 1)1 2@Dn
nl  +8) Qe+ (n+8)Be+22+2 e+ Be+2d
+ ( ) Qe ) + @ . (18)
277,+1 2k
The claim of the lemma follows from this inequality and Eq. (6). O

The difference between H3 and Hj is bounded as follows.

Lemma 7. |Pr[l <+ Ain Hi] —Pr[l «+ Ain H}|]| < 2(’558::% + o +
Ld+1 (ntf  4+8)Qe+(n+8)Be+224+2 | Q.4 B.+2d

@nre@on + 27+l + 2k :

Proof. Let bad be the event as defined in the proof of Lemma 6. Then, the

oracles of Hf and Hj are perfectly indistinguishable if bad does not happen.

Hence, the difference between the two hybrids is bounded by Pr[bad], which is

further bounded as in Eq. (18). Thus, the claim of the lemma holds. a

The difference between H3 and H{ ™' is bounded as follows.

Lemma 8. Let p, be the expected value of the number of quantum primitive
queries to E/E~! that A makes in the ideal world after receiving the (z + 1)th
block (counted from the beginning of the game) and before receiving the (z + 2)th
block (or, before A stops if the (z + 1)th block is the final block received) in the
responses to the classical encryption queries. Then,

4d  2(z+ 1)+t

. . z+1
|Pr(1+< A in Hj] — Pr[l + A in H"']| < 2p, ka+m~

(19)
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Proof. For j=1,...,z+ 1 and L € {0,1}", we define W;(L) € {0,1}" by
Wy (L) i= M) & Clu]

if the jth block in the responses (counted from the beginning) is not the last
(tag) block, and it is the wth block in a classical encryption query (M [w] and
C'lw] are wth block of the (zero-padded) message and the ciphertext involved in

this classical encryption query, respectively), and
W;(L) :=T @ Hi(AD,C)

if the jth block in the responses is the last (tag) block in a classical encryp-
tion query, where the query is and the response are denoted by (id, N, AD, M)
and (C,T), respectively. (As before, C'is the truncated version of C' such that
|C| = |M|. Note that L is not necessarily equal to E,(0), and W;(L) is in fact
independent from L if the jth block is not the last (tag) block). In addition, let
id(j) be the index in {1,...,u} such that the W; is defined with respect to the
classical query of the form (id(j), N, AD, M) for some N, AD, M. Next, define”
mcoll to be the event that Wj, (L) = Wj,(L) = --- = Wj, (L) holds for some
1<j1 <+ <jat1 < z+1and some L € {0,1}". Then, since the responses
(C,T) from the ideal encryption oracle $ are always freshly sampled random
strings, we have

Pr[mecoll] < > > Pr [W;, (L) = =W;,,,(L)]
Le{0,1}7 1<j1 < <Jay1<z+1
< on. <z+1) . (1)d: G+Dz(z—1)--(2—d+1) 1
- d+1 2n (d+1)! 2(d—1)n
(2 + 1)d+1

(20)

In what follows, we prove Eq. (19) by using the arbitrary reprogramming
lemma (Lemma 1). Let A" be a distinguisher for the game of Lemma 1 defined
as follows.

1-1. A’ samples an ideal cipher E by itself and runs A. When A makes classi-
cal encryption queries (resp., quantum primitive queries), A’ responds by
simulating $ (resp., by using F). As in Hj, pause A when it receives the
(z + 1)th block (counted from when A started) in the response to the en-
cryption queries. Check if mcoll has happened or not.

1-2. Define Fy : {0,1} x {0,1}* x {0,1}" — {0,1}" as Fy(a, K, z) = E 2*(x).
Let B be an algorithm that samples random u keys K := (K, ..., K,), and
then return the function Fy : {0,1} x {0,1}* x {0,1}* — {0,1}" defined

" The idea of introducing the event mcoll, as well as the essential ideas underlying
the proofs of Eq. (23) and Eq. (24), were suggested by ChatGPT. The authors
subsequently worked out and verified the details of the arguments and take full
responsibility for their correctness.
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by Fi(a, K, z) := (E[T, K ]])1 Qa (x) (where TS, is the transcript of the
encryption queries by A and the responses defined so far) if mcoll has not
happened, and F} := Fy if mcoll has happened. A’ returns Fy and B as the
output of the first stage.

2-1. Run Btosample K = (K7, ..., K,) and define F;. A random bit b is sampled.

2-2. A’ is given quantum oracle access to F,. A’ continues running A. If the
(z + 1)th block is not the final block (tag block) in the current response to
the classical encryption query, do nothing and just proceed to the next step.
If the (z 4 1)th block is the final block (tag block), then continue running A
(in this case, the next queries by A are quantum primitive queries). When
A makes quantum primitive queries, A’ simulates the quantum primitive
oracles by using Fy(0,-,-) and Fy(1,-,-), and pauses A when it makes the
next classical encryption query. Then, proceeds to the next step.

3-1. A’ is given the randomness to define F7y, i.e., the keys K = (K7, . .. ) A’
resumes running 4, simulating the classical encryption oracle by EncE [T K]
and the quantum primitive oracle by E[T$%, K].

3-2. When A returns an output, A’ returns it as its own output.

z4+1

When b = 0, the above A’ perfectly simulates H; ™!, and the expected value of
the number of quantum queries by A" made in the second stage is p,. Moreover,
when b = 1 and mcoll does not happen, then A" also perfectly simulates H3. In
particular, we have

|Pr[l«+ Ain Hi] — Pr [l + Ain H{ ]|
< |Pr[1 < A in H[=mcoll] —= Pr [1 + A in H; | -+ Pr[mcoll]
< |Pr[l + A’lb=1A -mcoll] — Pr[1 + A’|b = 0]| + Pr[mcoll]
<|Pr[l+ A'lb=1] - Pr[1 + A'|b = 0]| + 2 Pr[mcoll]. (21)

In what follows, we bound the parameter € of Lemma 1.

Fix (a, K, z) € {0,1}x{0, 1}*x{0, 1}™ arbitrarily. If Fy(a, K,2) # Fi(a, K, x),
then this (a, K, ) must be one of the values on which E/E~1! is reprogrammed
when defining E[T$%,, K] (see Eq. (5)), i.e., (a, K, x) satisfies either of the fol-
lowing four conditions.

(i) @ = 0 and there is a previous classical encryption query (id, N, AD, M) such
that K = Ky and © =Y 4+ w for some 0 < w < ¢, where Y = pad(N) and ¢
is the block length of M.

(ii) @ = 1 and there is a previous classical encryption query (id, N, AD, M) such
that K = Ky and 2 = Fx (Y 4+ w) for some 0 < w < /L.

(iii) @ = 0 and there is a previous classical encryption query (id, N, AD, M) and
the response (C,T) (which may be only partially defined) such that K = K4,
and z = E . (M[w]®C[w]) for some 1 < w < £, or z = B (TG&HL(AD,C)),
where L _EKd( ).

(iv) a =1 and there is a previous classical encryption query (id, N, AD, M) and
the response (C,T') (which may only partially defined) such that K = K,
and x = M[w] ® Clw] for some 1 < w < ¢, or x = T ® Hy(AD,C), where
L := Ex,(0).
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Recall that (a, K, ) is fixed. For the case of (i), the probability of Fy(a, K, x) #
Fy(a, K,z) under the random choice of K1,..., K, is bounded as
) d
Kl,?fKu [F1(a, K, z) # Fy(a, K,z) A Case (i)] < ok (22)
because A queries every single nonce to the encryption oracle for at most d keys.
As for the case of (ii), let I(T"°) be the subset of the indices id in {1,...,u}
such that (id, N, AD, M) appears in T for some (N, AD, M), and there is
w € {0,...,0} (¢ := [|M]|/n]) such that Ex'(z) = pad(N)+w (recall again that
now (a, K, ) is fixed, and thus E;*(z) is also a fixed value here). Then, we have

Pr  [Fi(a, K,x) # Fy(a, K, z) A Case (ii)]

KoKy
< Kl,l.:?fKu [K = Kiq for some id € I(TS)]
[GEN
< Z EE [K = K] = ok < ok (23)

ider(Tes )

where the last inequality follows from the assumption that A queries every single

nonce to the encryption oracle for at most d keys (i.e., at most d indices id).
Next, we analyze the case of (iii). Since F; = Fpy if mcoll happens, and

{j: W;(L) =y}| <dfor any L € {0,1}" if mcoll does not happen, we have

Pr  [Fi(a, K, x) # Fy(a, K, z) A Case (iii)]

Kq,.. K,
< Pr [K = Kiq(j) A Ex(x) = W;(Ek(0)) for some j € {1,..., 2+ 1}|-mcoll]
1By
S £ K = K]
3:W; (Ex (0))=Ex ()
_ U WiBk(0) = Bx(@)}] _ d (24)
2k 2k

In addition,

Pr [Fi(a, K,x) # Fy(a, K, z) A Case (iv)] < i

Ky,..., K, ok (25)

can be shown analogously.
By using Eq. (22), (23), (24), and (25), the value £ of Lemma 1 can be upper
bounded as

4d
= < —
£ = max Kl,lil:Ku [Fi(a, K,z) # Fy(a, K, z)] < % (26)

Thus, from Eq. (21),
|Pr{l«+ Ain Hi] — Pr[l + Ain H{ ]|
<|Prl < A'b=1]—Pr[l + A'|b=0]]

4d  2(z+1)dt!
<o) AET )
=2\ or T g D@
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follows. 0

Finishing the Proof of Theorem 1. For each z € {0,1,...,0. +¢g. — 1} we
have

|Pr[1+ Ain HY| — Pr[l + Ain H]*"%]
< Z |Pr(l « Ain H] - Pr [l + Ain Hf“”
0<z<0c+qe

< ) |Prll« AinH]-Prl« Ain Hf ]|

0<2<0c+qe
i=1,2,3

+ Y [Prl« Ain Hi] - Pr[l+ Ain Hf ]| (27)

0<2<0c+qe

In addition,

S Pr[l+ AinHi] - Pr(l < Ain Hj|| <d(oe +00)y /o (28)

2
0<2<0e+qe

follows from Lemma 5,

Z |Pr(l « Ain H;] — Pr[1 + Ain Hf ]|
0S;<053+qe

1=2,

16(0e + qe )02 N 2(0e + qe) 2(0¢ + qo)?t?

— 2(£gax—2)n/2 22n (d + 1)! 2(d71)n

N 2 (ntH, +8) (0c+qe)Qc +2(n+8) (0 + ge)Be + 4(0c + qe + 1)?
2n+1

+

2(0e + qe)(Qe + Be + 2d)
2k

. (20)

follows from Lemma 6 and Lemma 7, and

> |Prll« Ain Hj] - Pr[l+ Ain Hi"|
0<2<0c+qe
4d + 2(0e + g +1)7+2
2k 1 (d+ 1)120d-D)n

<2p (30)
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follows from Lemma 8. From Eq. (27)-(30), we obtain

|Pr [1 ~— Ain H0 —Pr 1 +— Ain H”e+qe}

4(0c + ge \/2k+2 \/

16(0c + qo )t 2(0c+q.) | 4(oe + qe +1)+2

2(Efax—2)n/2 22n (d + 1)1 2(d=Dn
2 (nll, +8) (0 + qe)Qc + 2 (n +8) (0 + ¢e) Be + 4(0c + g +1)°
2n+1

2(0e + ¢e)(Qe + Be + 2d)

+ ok

(31)

Since the real and ideal worlds (with the modified oracles as defined below The-
orem 1) correspond to H} and H'fe+qe, respectively, the claim of Theorem 1

follows.

5 Post-Quantum Authenticity of CAU in the QICM

As for the post-quantum authenticity of CAU, the following theorem holds.

Theorem 2. Supposeu < 2%, and H is a c-AXU. Suppose that A makes at most
ge classical encryption queries such that the length of the messages is at most o
blocks in total, A makes at most qq classical verification queries, and A queries
every single nonce to the encryption oracle for at most d keys. Additionally,
suppose that A makes at most Q. classical encryption queries for each key, the
length of messages for each key is at most B, blocks in total, and that the block
length of (AD,C) (input to H) is at most (X, for every encryption /verification
query. Moreover, assume that the number of quantum queries by A to the ideal
cipher E and the inverse E=' is at most p. Then, we have AdvEAZ"™(A) <
Opriv + 0', where Opry is as defined in Eq. (2), and

5, L ncégax + (Erlr{wxn + 1) Ge + (TL + 1)(0-6 =+ 1) + grl;laxn + 2
=444 or on+k 2T

+ (0e + ge + qa) o +ox

2 (0¢ + qe)?t!
[H 92— (eF—2)m/2+3 | 2 _\FeTde)
+ ax + 22n + (d+ 1)]2(d71)n

((ﬂfﬁax +4)Qc+(n+5)(Be +1) 2d>
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Proof Overview. The proof® first postpones the evaluation of all verification
queries until the end of the game. More precisely, we replace the verification
oracle by an oracle that always returns |, while recording all verification queries
made by the adversary. This modification does not change the adversary’s view
before a successful forgery occurs, and we may therefore equivalently determine
at the end of the game whether any of the recorded verification queries would
have been accepted.

Once the verification oracle always returns |, we next replace the encryp-
tion oracle with the ideal encryption oracle $, while the recorded verification
queries are eventually evaluated with respect to a block cipher reprogrammed
to be compatible with the encryption transcript. This replacement is validated
by extending the hybrid argument in the privacy proof of Theorem 1. More pre-
cisely, we augment each hybrid in that proof by recording all verification queries
and evaluating them only after the adversary terminates, using the block cipher
associated with that hybrid. The bounds for all hybrid transitions remain un-
changed, and hence the total distinguishing loss is at most dpyiy. After this trans-
formation, the encryption transcript consists of independently sampled random
strings, and all verification queries are evaluated only at the end with respect to
the reprogrammed ideal cipher.

It remains to bound the probability that one of the recorded verification
queries is accepted in this final game. For this purpose, we condition on suitable
good events extending those used in the privacy proof, which guarantee, in par-
ticular, that the points of E modified by different reprogramming operations do
not collide and that the relevant key-to-output mappings have bounded maxi-
mum load. Under these good events, the forgery probability is bounded using
the c-AXU property of H together with counting and maximum-load arguments
based on [HTT18].

Modification to the Encryption/Verification Oracles. We modify the en-
cryption oracle as in the proof of Theorem 1. Especially, the length of ciphertexts
are always a multiple of n, and we always allow the adversary to see the full n-bit
tag. Meanwhile, the verification query and the winning condition for the adver-
sary are not changed: an adversary A is regarded as having succeeded in forging
if a ciphertext and a 7-bit tag pass the verification. Below, we write the details.

1. The (real) encryption oracle is modified as in the proof of Theorem 1: Sup-
pose that a tuple (i, N, AD, M) is queried to the encryption oracle. Each
message M is first padded with zeroes at the end so the length will be a
multiple of n. The resulting message is denoted by M (i.e., M = M]||0---0

8 The authors developed the proof of Theorem 2 with the assistance of ChatGPT,
providing the overall direction that reuses the privacy proof. The technical details
were worked out through multiple rounds of interaction with ChatGPT, with the
authors providing feedback, corrections, and refinements throughout the process.
The authors independently checked the resulting argument for correctness and take
full responsibility for its contents.
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and |M|/n = [|M|/n]). Then, the ciphertext C is computed for this padded
M, and returned to the adversary. After that, some least significant bits
of C are truncated so the length will be equal to |M] (the resulting string
is denoted by C), the hash value Hy(AD,C) is computed, and then the
non-truncated n-bit tag T := H(AD,C) ® Ex(Y) is returned as the tag.

2. The verification oracle itself is not changed. The adversary can query some
ciphertext C (the length is not necessarily a multiple of n) and a tag T of
length 7 (with a key id 4, a nonce N, and associated data AD), and the
adversary wins if VrfE(i,N , AD7C~',T) = T. To prevent trivial wins, the
adversary is prohibited from querying (i, N, AD,C,T) to the verification
oracle if there is a previous encryption query of the form (i, N, AD, M) for
some message M and the response is (C,T) such that msb(C) = C and

msb, (T) =T.

These changes only increase the probability of the adversary forging because the
information given to the adversary by the encryption oracle is increased. Hence,
in what follows, we assume that the encryption oracle is modified as above.

In particular, note that the length of C' (resp., tag T) returned from the
encryption oracle is always a multiple of n (resp., equal to n), and the truncated
ciphertext given to the hash function H or verification oracle (resp., 7-bit tags
given to the verification oracle) is now denoted by C (resp., denoted by T) We
will also use the symbol M to denote the padded message defined as above.

Remark 2. As in the proof of Theorem 1, the oracles’ behavior is unchanged if
7 = n and A queries only messages and ciphertexts the length of which is a
multiple of n.

Notations and Terminology. We also reuse other notations and terminology
in the proof of Theorem 1. In particular, T$"® denotes the transcript of the clas-
sical encryption queries and the responses up to the zth block in the responses,
counted from the beginning of the game. The reprogrammed cipher E[T¢"¢, K]
is also defined in the same way as before. Additionally, let TS be the transcript
of the classical encryption queries at the end of the game (i.e., T§¢ = T¢C ),

(0etqe)’”
and TY be the transcript of all the classical verification queries.

all
Hybrids. To prove the theorem, we use the following hybrids Hy, Ho, Hs, Hy.

H;. This is the real security game that defines authenticity (with the encryption
oracle modified as above). The adversary A is given the (modified) classical
encryption oracle Enc?, the classical verification oracle Vrif?, and the quantum
oracles of the ideal cipher E and its inverse. Set the flag win <— 1 (which means
that A succeeds to forge) if Vif? returns T. (The flag win is initially set to be
0.)

Hoy. In this hybrid, the verification oracle is replaced with L. Still, whenever A
makes a verification query (i, N, AD,C,T), the hybrid internally evaluates the



On Post-Quantum Multi-Key Security of GCM 29

real verification oracle VrfE on the query, and sets a flag win as 1 if Vrf? (i, N, AD,
C,T) = T. The encryption oracle is unchanged.

Hs. In this hybrid, the oracles remain the same as Hs (the encryption oracle
is the real one while the verification oracle is L), but how to set the flag win is
changed: When A makes a verification query (i, N, AD, é,f), the hybrid just
records it and does not compute whether it passes the verification. Finally, when
A stops, the hybrid evaluates VrfE(z', N,AD,C,T) for all (i, N,AD,C,T) € T,
and sets win < 1 if Vrf¥ returns T for any of them.

H,. In this hybrid, the verification oracle is again L, and the encryption oracle is
also replaced with the ideal encryption oracle $ (as in the proof of Theorem 1, we
consider the modified version that always returns a bit string of length multiple
of n). How to set the flag win is also changed so that the verification oracle
depends on the reprogrammed oracle E[TE, K] instead of E: When A stops,
the hybrid evaluates VrfZITai Kl (i, N,AD,C,T) for all (i, N,AD,C,T) € T*,
and sets win « 1 if VrfPLT K] peturns T for any of them. Here, we assume that
the keys K = (K7, ..., K,) are randomly chosen when .4 stops.

First, the following lemma holds.
Lemma 9. Priwin =1 in Hy] = Pr{win =1 in Hy] = Pr[win = 1 in Hs).

Proof. The first equation holds because H; and Hs are identical until win is set
to be 1. The second equation holds because A’s views are the same between Ho
and Hs. O

The difference between H3 and Hy is bounded as follows.

Lemma 10. |Pr{win =1 in H3] — Pr{win = 1 in Hy)| < §ynv holds, where dpriy
is the value defined as in the statement of Theorem 1.

Proof. Let m := 0. + g.. We augment each hybrid H used in the proof of
Theorem 1 (j € {1,2,3,4} and 0 < z < m) as follows. In addition to the
oracles provided in H?, the adversary A is given a verification oracle that always
returns L, while all verification queries are recorded in a transcript T‘;,ﬂ. When
the adversary terminates, all the recorded verification queries are evaluated with
respect to the block cipher used in the hybrid at that point, and win is set to 1 if
at least one of them is accepted. We denote the resulting augmented hybrids by
H:. (If the adversary terminates before the switching point of a hybrid is reached,
we sample K = (K7, ..., K,) uniformly at random and use the reprogrammed
block cipher E[T$¢, K] only for the final evaluation of the recorded verification
queries.)

By construction, ﬁ? is identical to Hs in the current proof. Indeed, at z = 0
the reprogrammed cipher is just F, so the encryption oracle is the real encryption
oracle and the final verification is performed with respect to E. On the other
hand, since at most m response blocks are produced by the encryption oracle, the
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switching point of ITI{" is never reached. Hence, the encryption oracle remains
the ideal encryption oracle $ throughout the execution, and at termination,
the verification queries are evaluated with respect to E[TE, K]. Thus, H" is
identical to Hy in the current proof.

We next observe that all the hybrid transitions in the proof of Theorem 1
continue to hold for the augmented hybrids with exactly the same bounds.

First, consider the transition from ITIf to ﬁg, corresponding to Lemma 5.
We use exactly the same distinguisher A’ for the resampling lemma (Lemma 2)
as in the proof of Lemma 5, except that, after the adversary A terminates, the
distinguisher A’ evaluates the recorded verification queries with respect to the
block cipher of the corresponding hybrid and outputs the resulting value of win.
These additional evaluations occur in the second stage of the experiment of the
resampling lemma. Since the bound of Lemma 2 depends only on the number of
quantum queries made in its first stage, the additional evaluations do not change
the bound. Consequently, the difference between the probabilities of Hf to H3
is upper bounded in the same way as in Lemma 5.

Next, consider the transitions from Hj to ﬁg and from ﬁg to H3, corre-
sponding to Lemmas 6 and 7. The bad event used in those lemmas is unchanged,
because the verification queries do not affect the adversary’s view and do not
affect the encryption transcript. Conditioned on —bad, the corresponding block-
cipher oracles in the two hybrids are identical. Moreover, the recorded verifica-
tion transcripts are also identical, since the verification oracle always returns L.
Hence, the final verification outcomes are identical as well. It follows that the
proofs of Lemmas 6 and 7 apply without any change, with exactly the same
bounds.

Finally, consider the transition from ﬁi to ITITH, corresponding to Lemma 8.
We modify the distinguisher A’ used in the proof of Lemma 8 only in its final step.
After the randomness used to define Fi, in particular the keys K, is revealed
in the third stage of the experiment in the arbitrary reprogramming lemma
(Lemma 1), the distinguisher A’ continues the simulation exactly as in the proof
of Lemma 8. When the adversary A terminates, the distinguisher A’ evaluates all
recorded verification queries with respect to the block cipher of the corresponding
hybrid and outputs the resulting value of win. Recall that the distinguisher in
the proof of Lemma 8 samples E itself. Therefore, once K is revealed, this final
verification can be performed in the third stage of the experiment for A’ without
making any additional query to the oracle given in the experiment of Lemma 1.
In particular, the quantity p, appearing in Lemma 8 is unchanged. The event
mcoll and its probability bound are also unchanged, since they depend only on
the encryption transcript. Thus, the bound of Lemma 8 continues to hold for
the augmented hybrids H} and H; ™.

Therefore, every transition of the augmented hybrids ﬁj here has exactly the
same upper bound as the corresponding transition in the proof of Theorem 1.
Applying the same argument for the proof of Theorem 1 around Eq. (27), we
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obtain

|Priwin = 1 in H3] — Pr[win = 1 in Hy]]

Pr[win =1 in ﬁ?] — Prjwin=11n ﬁ’m‘ < Opriv-

O
Lemma 11. Pr|win =1 in Hy] is upper bounded by
netl o (hn+1)ge+(n+1)(oc+1)  H n+2
qd < 97 + on+k + or )
(oot o +ad) ((négax +4)Q. ;(n +5)(B. +1) N ;g)
LH g 2 (0e t g™ (33)

max 22n (d 4 1)!2(d—1)n'

Proof. Since K is independent of the execution of A in Hy and is not used until
A stops, we may equivalently sample K at the beginning for the purpose of

bounding the probability of some events.

H
Let A; := [%%”2’“‘"1 and Ay := [n257"] as in the proof of Lemma 6, load;
and loads be the events from the proof of Lemma 6, and mcoll be the event from

the proof of Lemma 8. The proof of Lemma 6 shows

Prlload;] < ¢ .2~ (ax=2n/243  Prlloady] < 2727, (34)

max

and, exactly as in the proof of Lemma 8,

T+ de g—dn (oc + (Je)dJrl
d+1 = [t Didon-

We also define loadg to be the event that
{K €{0,1}} : Ex(0) = L}| > n2~""

Pr[mcoll] < 2"< (35)

for some L € {0,1}". By applying Lemma 3 with ¢ = 2¥, ¢ = 2*=" and ¢ = 2,
we obtain
Prlloadg] < 27°". (36)

Next, we isolate the event on which all the reprogramming operations used
to define E[T, K] from E are compatible with each other. For each j €
{1,...,0¢ + ¢}, let id(j) be the key index associated with the jth response
block in the encryption queries (counted from the beginning), and define z;,
W;, and Z; as in the proof of Lemma 6. The reprogramming associated with the

jth response block (see Eq. (4) and Eq. (5) for details) swaps the two points
(Kiagy @) and  (Kiag), ) »

where
~ —1
= EKid(j) (W; (EKidm(O))) :

Define bad,epro to be the event that at least one of the following conditions holds:
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(i) there exist 1 < h < j < 0+ q. such that Kjq(n) = Kiq(;) and at least one of
the following equalities holds:

Tj = Th, Tj = Th, Xj = Th, or XTj = Th-
(i) z; =0 for some j € {1,...,0¢ + qc}-

Notice that x; # 0 for every j, by the definition of the inputs used in CAU.

Below, we bound the probability Pr [badrepro A —loadq A —loads A ﬂmcoll] . Fix
jeA{l,...,0e+¢c}, and suppose that neither condition (i) nor condition (ii) has
occurred for any of the first (j — 1) response blocks. Conditioned additionally on
—load; A —loads A =mcoll, the event

Kid(j) = Kid(h) and Tj € {J)h,fh}

for some h < j correspond to Conditions 1 and 2 in the definition of bad in
the proof of Lemma 6 (p. 17). The analysis in Eq. (7) and (13) of that proof
therefore give

Kiq(j) = Kian) and x; € {zn, ) Hor some h < j A
—badepro until the jth block A —load; A —loads A =mcoll
- QA+ BoAy+2d  nl Q.+ (n+1)B. N 2d

< —.
2k - 2n 2k

Pr

(37)

Similarly, the event
Kid(j) = K; (h) and %j S {xh,%h}

for some h < j, together with the event z; = 0, correspond to Conditions 3, 4,
and 6 in the definition of bad in the proof of Lemma 6. The analysis of Eq. (14),
(15), and (17) of that proof give

Pr Kia(jy = Kiany and Z; € {xp, 2} for some h < j V (Z; =0), and
—badepro until the jth block A —load; A —loads A =mcoll

< 4(Qe+Be)+1.

< W@t (38)
From Eq. (37) and (38),
p bad,epro Occurs for the first time at the jth block A
! —badepro until the jth block A —load; A =loads A =mcoll
H
< (Nl +4)Qe + (n+5)B. + 1 N 2d (39)
AL 2k
follows. Taking a union bound over j =1,...,0, + ¢e, we obtain
Pr [badrepro A —loady A —loady A —meoll]
o +4)Qc+(n+5)B.+1  2d
< (00 + . <(" max 10 o (n+5) + 2k> (40)
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Next, let good be the event defined as
good := —badepro A mloadg A —load; A —loads A =mcoll.

Then

o +4 Be+1 2
Pr [ﬁgOOd] S (Je + qe) ((némax + >Q62—: (n + 5) e + + 221)

d+1
H o—(¢" 2243 | 2 (0c +ge)
T e Tom Yy e @Y

follows from Eq. (34)-(36) and (40).

In what follows, we will bound the probability of win = 1 conditioned on good.
Conditioned on good, all the values swapped in defining E[TS), K] from E are
pairwise disjoint, every programmed encryption input has its prescribed output.
In addition, every point that does not appear in the definition of E[T&) K]

all »
(Eq. (4) and (5)) retains its value under E. In particular,
E[T30% K]k (0) = Bk, (0) (42)

for every i.

Fix a verification query V := (i, N, AD,C,T), and write Y := pad(N), X :=
(AD,C), and L := Eg, (0). Below, we bound the probability that VefZIT Kl (1) —
T. Let winy (V) and wing (V') be the events defined as follows.

winy (V): VefPITEKL (1) — T holds, and TS contains an encryption query
of the form (i, N, AD’, M') for some AD’ and M’ (the response is denoted
by (C",T7).

wing(V): Vrf? [T K1 (V) = T holds, and T¢}® does not contain an encryption
query of the form (i, N, AD', M") for any AD’ and M’.

Recall that E and the complete encryption and verification transcripts are de-
termined before K is sampled in Hy.

First, we bound the probability of wini(V), conditioned on good. The en-
cryption query of the form (i, N, AD’, M') is unique by nonce-respectingness.
Put X’ := (AD’,C") (here, C" := msby|(C’)). Conditioned on good, accep-
tance of the verification query implies

HL(X) © Hi(X') = (TI|1Z) & T (43)

for some Z € {0,1}" 7. If X # X', then since H is c-AXU, the set of L satisfying
Eq. (43) has size at most? c/2__ (per each Z). Conditioned on —loady, each such
L has at most n2*~" preimage keys K € {0, 1}* under the mapping K — Ex(0),
and the number of possible Z is 2"~7. Hence
. el p2k—n.on=m el
Prlwiny (V) A X # X' A good] < —22 o = 22‘2‘ .
9 The argument of bounding the number of L satisfying the equation is based on the
corresponding arguments using balls-into-bins in [HTT18§].
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If X = X', acceptance requires 7 = msb,(7”). When the encryption response
precedes the verification query, this is a prohibited replay. When the encryption
query occurs later, 77 is freshly and uniformly sampled by the ideal encryption
oracle after the verification query has been fixed. Therefore,

Prlwin; (V) A X = X' Agood] <277.

In summary, we have

H
Priwiny (V) A good] < % +277. (44)

Second, we bound the probability of winy (V') conditioned on good. We intro-

Iy 1 2
duce additional events kcoll, coll ,,,, and colly,, as follows.

1. keoll: winy(V') happens, and there is an encryption query (¢', N', AD’, M")
recorded in T&€ such that i’ # i, N’ = N, and K; = K.

2. collrlepm: wina (V) happens, there is j < g + 0. such that Y (= pad(N)) = Z;,,
and the jth block is in the response to an encryption query with the ith key.

3. coII?epm: wina (V') happens, there is j < g + 0. such that Y (= pad(N)) = Z;,

the jth block is in the response to an encryption query with the i’th key for
some ¢’ # i, and K; = K;.

We will bound PrkcollAgood]. If wing (V') happens, then there is no encryption
query with the pair (i, N). There are at most d encryption queries with nonce
N (with the key index other than ¢). Hence,

d

Pr [keoll A good] < ok

(45)

Next, we will bound Pr [coll,lepro A good}. For a non-tag response block of the

ith key, the equality Y = z; is equivalent to
Eg,(Y) =W;,
and for a tag block it is equivalent to
Ex,(Y)® Hp, 0)(AD;,C;) = T.

On —loady and —load;, respectively, these equations have at most As; and Ay
solutions!® for K;. There are at most B, non-tag blocks and Q. tag blocks for
the 7th key. Hence,

Bdy + Qe _ (CH n+1) Qe+ (n+1)B.

Pr [collf,,,, A good] < o < on (46)
Similarly,
UeAZ + QeAl éﬁax” +1 de + (n + 1)0
Pr [coll?epro A good| < 52k < ( )an-k = (47)

10 The argument of bounding the number of solutions here is also based on the corre-
sponding balls-into-bins arguments in [HTT18§].
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holds (note that the condition K;; = K; is imposed here, and that we have o,
and ¢, instead of B, and Q. because coII?epro concerns the key indices ¢/ that are
not ).

Conditioned on —kcoll, —\collrlepro, and ﬂcollfepm the value (K;,Y") does not ap-

pear in defining E[T¢C, K] from E as in Eq. (4) and (5), and thus E[TS, K](Y) =

all » all »
Ek,(Y). In addition, conditioned on good, E[T, K](0) = Ek,(0) holds by

Eq. (42). Thus, Ve PITEKL (7)) — vefZ (V) holds for the verification query V =
(i, N,AD,C,T), and the response is T only if

Eg,(Y) ® Hp, 0)(X) = T||Z (48)

for some Z € {0,1}" 7. Since Eq. (48) has at most A; solutions for K; under
good (especially —load;), by taking the union bound on Z, we have

. 1 2 —
Pr [wing (V) A good A =keoll A =collrg, o A ol ] < o 2nT

(L n+1)

<
= or

(49)
Combining Eq. (45)-(47) and (49), we obtain

CH n+1)Qc+ (n+1)(B, +1)
2n
(égaxn_Fl) e + (n+1)(oe+1) d
+ ontk T ok

Pr [wing (V) A good] < (

. Egaxn +1

- (50)

By taking the union bound for all the verification queries,

Pr[win = 1 in Hy A good|

{ winy (V') for some wing (V') for some

<P . .
' verification query V'

verification query V' 4 good] b {

A good]

H H 1 1)(B 1

tHon+2 (U on+1)g+n+1)(o.+1)  d
e Tk + 5% (51)

follows from Eq. (44) and (50).
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Consequently,
Pr[win = 1 in Hy]
< Pr{win =1 in Hy A good] 4+ Pr[—good]
el M n+1)Qc+ (n+1)(Be +1
<o (2t (a0t 0 2

27 2n

+ max

Hon+2  (tEan+1)g+n+1)(oce+1) d
o gtk 2k

(2, +4)Qc + (n+5)B, + 1 2d>
on Tor

_ _ 2 (O' + q )d+1
¢H o—(mu—2m/243 ¢ 2 | \FeTde)
+ imax + 922n + (d+ 1)[2(d71)n

H ¢H 1) qe 1)(o. +1 H
o (no&nax+(maxn+ ) ge + (n +1)(0c + >+€maxn+2>

o+

27 2n+k 2T

(i +4)Q. + (n+5)(Be + 1) 2d>
on Ton

+(Ue+QS+Qd)(

d+1
H o (tfp—2m/2es . 2 (0eta)™"
+ Linax2 + 22 1 (d+1)I2(d=D)n (52)
follows from Eq. (41). 0

Finishing the Proof of Theorem 2. Since Prjwin = 1 in H;] upper bounds
the probability of an adversary forging, the claim of the theorem follows from
Lemma 9, 10, and 11.

6 Security when Nonces are Randomized

As shown in the previous works in the classical setting [BT16,HTT18], the multi-
key security bounds of GCM (CAU) can be improved when the nonce-generation
mechanism is randomized. Hoang et al. [HTT18] study nonce-randomization
techniques based on XOR and concatenation, mainly treating the randomizer
as part of the secret key, and also discuss public salting for the XOR-based
construction. Motivated by their work, we consider the following two public-salt
variants.

1. (Adding a random salt to per-key distinct offsets.) A random public r-bit
salt R; € {0,1}" is chosen (for each key index ), and the honest parties
use nonces R; + ¢; 0, R; + ¢;1,Ri + ¢i2,... in a sequential order (here, “+”
is an arbitrary abelian group operation defined over {0,1}"), where ¢; ; are
pre-defined constants such that ¢; ; # ¢; ;- for j # j'. The typical case is that
these constants represent counter or sequence-number values.
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2. (Concatenating a random salt.) A parameter ¢ < r is chosen, a random t-
bit public salt R, € {0,1}" is chosen (for each key index 7), and nonces are
always of the form R'||N for some N € {0,1}" .

The first (resp., the second) variant can be regarded as the nonce-generation pat-
terns of AES-GCM used in TLS 1.3 [Res26], QUIC [TT21]|, SRTP [MI15] (resp.,
TLS 1.2 [SCMO08] and IPsec ESP [VMO05]), and the successor-based instantia-
tion of the RBG-based construction of NIST SP 800-38D [Dwo07]. In the first
type, a fixed per-key nonce component is combined with a counter- or sequence-
dependent value by XOR (or, more generally, a group operation), whereas in the
second type it is concatenated with an explicit per-record or per-packet value.

In several of these protocols, the fixed per-key component corresponding to
our random salt is derived from secret keying material using a KDF, rather
than sampled as an independent public random string. We abstract away this
key-derivation layer and model the fixed component as an independently uni-
form public salt. If an independently sampled salt is kept secret rather than
revealed, our public-salt security bound continues to hold, since revealing the
salt only gives additional information to the adversary. (Strictly speaking, relat-
ing KDF-derived fixed components to this idealized model additionally requires
an appropriate post-quantum pseudorandomness assumption on the KDF, but
we do not get into more details about this.)

We show that these two nonce-generation mechanisms yield improved post-
quantum multi-key security bounds for GCM (CAU). The reasoning is essentially
the same as the one discussed in the classical setting [HTT18|, but this section
provides details for completeness.

First, regarding the first modification of adding a public random salt to per-
key distinct offsets, the following corollary holds.

Corollary 1 (Security of CAU, adding a public random salt to per-
key distinct offsets). Suppose that all the assumptions of Theorem 1 (resp.,
Theorem 2) hold, except for the assumption that every nonce is queried for at
most d keys. Assume additionally that the jth classical encryption query by A
associated with the ith key is of the form (i, R;+c¢; j—1, AD, M) for some AD and
M, where Ry,...,R, € {0,1}" are (public) uniform and independent random
salts sampled at the beginning of the game, u - Q. < 2", and c¢; ; are pre-defined
constants such that ¢; ; # ¢; j» for j # j'. Then, A’s advantage is upper bounded
as AdvEAT™ (A) < Spriv + 27772 (resp., AdVERE"™ (A) < Gpry + 0 +277/2), where
dpriv s as in Theorem 1 (Opry and &' are as in Theorem 2) and the parameter d
in Opriv (d in Sprv + 0') can be arbitrarily set to be any positive integer such that

d > [15/(1 - (logy(uQe) /r)] — 1.

Proof. We give a proof'! for mk-priv (the proof for mk-auth is analogous). Let bad
be an event that A queries a single nonce to the encryption oracle for more than
d keys. Then, Pr[bad] < 27"/2 follows from Lemma 4, by setting the variables X}

as XJ’ := R;+c¢; j—1 (here, we assume that the variables X} are defined before A

11 This proof is written with the assistance of ChatGPT.
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starts). As long as bad does not happen, the setting is the same as Theorem 1,
so we have AdV?X[Jp”V(A) < Opriv + Pr[bad] < 85y + 2-7/2, a

Second, regarding the second modification of concatenating a public random
salt, the following corollary holds.

Corollary 2 (Security of CAU with concatenating a public random salt).
Let t and d be positive integers such that t < r. Suppose that all the assump-
tions of Theorem 1 (resp., Theorem 2) hold, except for the assumption that every
nonce is queried for at most d keys. Assume additionally that the nonces queried
to the encryption oracle are always of the form R;||N’ for some N’ € {0,1}" 1,
where Ry, ..., R, € {0,1}* are (public) uniform and independent random salts
sampled at the beginning of the game. Then, A’s advantage is upper bounded
as AdvERP™M(A) < Gpy + (w1 /(d + 1)12%) (resp., AdvEAZ"™(A) < Gpry + 0 +
(u®t1/(d + 1)12%) ), where Spry is as in Theorem 1 (Spry and &' are as in Theo-
rem 2).

Proof. We give a proof for mk-priv (the proof for mk-auth is analogous). Let bad
be an event that A queries a single nonce to the encryption oracle for more
than d keys. Then, bad happens only when the values of (d + 1) random ¢-
bit salts collide, and thus Prlbad] < (,%,)/2% < (u**'/(d + 1)!2%). As long
as bad does not happen, the setting is the same as Theorem 1, so we have

AdVERT"™ (A) < Gy, + Prbad] < by + (w1 /(d + 1)12%). 0

7 Interpretation of the Security Bounds

This section discusses interpretation of the security bounds shown in Theorem 1
and Theorem 2 (and the corollaries in the previous section).

Throughout this section, we use the quantum-query complexity at which the
relevant security bound reaches constant advantage as a coarse measure of se-
curity. More precisely, after fixing the classical-query parameters, we compare
the value of p at which the p-dependent part of the bound becomes of constant
order. This provides only a coarse comparison of the bounds in terms of query
complexity, and should not be interpreted as a usage limit for a prescribed small
target advantage. For a fixed target advantage such as 2732 or 279, the quanti-
tative comparison may be different. Moreover, since we compare upper bounds,
reaching constant order only means that the bound ceases to guarantee small
advantage; it does not imply a matching attack with constant success probability.

Overall, our bounds say that the conclusion analogous to the classical work
by Hoang et al. [HTT18] also holds in the post-quantum setting; we can achieve
better multi-key security bounds compared to the trivial ones obtained by multi-
plying the number of keys u to the corresponding single-key bound. In particular,
the u-dependent quantum term up? /2" arising from the trivial multi-key reduc-
tion is replaced by a d-dependent term of order +/dp?/2%, at the cost of an

additional term of order \/o2p/2k.
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In what follows, we provide more detailed discussions on privacy and authen-
ticity separately, assuming that CAU is instantiated with AES (n = 128) and the
nonce length r is set as r = 96, and nonces are generated by adding a random salt
with per-key distinct offsets (e.g., counter values) as in Corollary 1. According to
Corollary 1, we can use arbitrary d satisfying d > [1.5/(1 — (log,(uQ.)/r))] — 1
(an additional term 277/2 appears in the bound, but this does not play an im-
portant role in considering the query complexity for the advantages to reach a
constant order, and we omit it from this coarse comparison). We will conserva-
tively set Q. = 232, which matches the 232-invocation-per-key limit prescribed
by NIST SP 800-38D for the RBG-based IV construction [Dwo07] and is substan-
tially larger than the current TLS 1.3 AES-GCM limit of 2245 full-size records
under a given set of keys [Res26].

On Privacy. First, we study the interpretation of the privacy bound (Theorem 1
and Corollary 1).

H 16(0e+4e) by Aoetge+ D)2
If érnax > 4 and d > 5, then the terms W and m m

Eq. (2) become negligible compared to other terms. Assuming that o, > ¢, and
that d is a small constant, the dominant terms in the bound of Theorem 1 are

\/ 1602p \/ 16p2d N 2n(CH, Qc + Be)oe + 402 | 205

2k 2k 2n 2k (53)
The third and fourth terms of Eq. (53) do not involve p and depend only on
the classical encryption queries. They are significantly smaller than 1 as long as
Oe K 271/2—17 B.o. < 21’L—1—log2 n and érIr{axQeo—e < 2n—1—log2n
Meanwhile, the first two terms of Eq. (53) depend on the parameter p, which
is the number of quantum queries to the cipher E and the inverse E~'. The
16p2d
2k
The tricky term is the first one, which is a kind of an artifact of the proof
technique, as we will detail later.

second term

is significantly smaller than 1 as long as p < 2¥/2-2-3log2 d,

1602p
2k
UBmean, Where Bpean is the average of the number of the blocks processed by
the encryption function per key. The value Bpean heavily depends on applica-
tions and could be large sometimes, but remains small in some practical pro-
tocols. For example, Cloudflare [AW25] reports mean server-to-client TCP pay-
load volumes of 224 KB and 390 KB per HTTP/1.x and HTTP/2 connection,
respectively. Dividing these values by the 16-byte AES block size gives workload
proxies of approximately 2!3-® and 2!46 blocks per connection, suggesting that
Bean = 219 is a reasonable illustrative workload value. If Bmean = 2'°, then

To analyze the effect of the first term , let us estimate o, as o, ~

the first term \/ 16;,;” & \/ 16“2235‘“"1’ is significantly smaller than 1 as long as
p < 2k/2727%10g2d when u < 2k/4716+% logy d

To illustrate the significance of the bound, assume k = 192, and set u =
2k/4=16 — 232 Tn this case, d = 5 suffices to apply Corollary 1 (because we are
assuming Q. = 23?), and thus the first two terms of Eq. (53) are significantly
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smaller than 1 if p < 2%/2-2-31log2d ~ 2928 This is in contrast to the trivial
multi-key bound obtained from the single-key bound having the term up?/2*,
which does not guarantee security for p > 280 when k = 192 and u = 232,

On Authenticity. Next, we consider the interpretation of the authenticity
bounds (Theorem 2).
In Theorem 2, the bound is given as dpiy + ¢’. Assuming (H > 4 and

max
L 16(0ctqe)lin., | Aloetqe+D)?T? _ H o—(tf __2)n/243
d > 5, the terms O e + (i) 5@ D (in 6priv) and ¢ 2 (rnax=2)n/243
(U€+Qs:)d+1

(d+1)12(d=Dn
assuming that o, > ¢. and that d is a small constant, the dominant terms are
approximately equal to

(in ¢’) become negligible compared to other terms. Additionally

\/ 1602p \/ 16p2d N 2n(CH, Q¢ + Be)oe + 402 | 20:B

2k 2k omn 2k
nic+1 Eﬁm zﬁ{ «NGe + N0, nﬁgx +nB
+qa ( ( 27) ax | _ma ;ljk )+ (0 +qa) | —E—— Q2Z .

< [1602p 16p2d  3n(t8, Q.+ Be)o. + 402 20.B.
Vo 2k o T 2n T

~

4
27 2on (54)

(n(c + 1) ol Q.+ nBe)
d +

(note that we dropped the terms with denominator 22 or 2"** as those terms
are also negligible compared to other terms).

In Eq. (54), the first four terms are in the same order as those appear in the
privacy bound, which we have already analyzed. The remaining terms contain
only the parameters regarding classical queries. Since the parameter c is at most
1.5 in AES-GCM [HTT18], the remaining terms are significantly smaller than 1
as long as 2.5nqalH, <27, nll Q.qq < 2", and nB.qq < 2".

7.1 On Tightness and Room for Improvements of the Bounds

In both the privacy and authenticity bounds (Theorems 1 and 2), the terms
that involve p (the number of quantum queries to E and E~') are those of
the order /p?d/2F and \/o2p/2%. The former term /p?d/2F roughly reflects
the complexity of the multi-target key search by Grover’s algorithm (if a sin-
gle nonce N is queried to the encryption oracle for d keys, then the d-target
preimage search with Grover’s algorithm recovers one of those d keys with
p ~ /2%/d))'2. Meanwhile, the latter term \/o2p/2* appears to be an arti-
fact arising from the repeated application of the resampling lemma (Lemma 2).
Similar terms also appear in the previous works taking the reprogramming-and-
resampling approach [ABK™24,Hos25,BBC*25,S126|, but there are no known

12 Strictly speaking, the advantage by Grover’s algorithm is ;z)2cl/2k7 so the term
\/p?d/2% is tight only with respect to the number of queries.
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attacks matching those terms. (Due to the latter term, our bound does not
guarantee security when o is large. For example, if 232 encryption queries (with
non-empty message) are made for every key and u = 232, then the term becomes
at least 1/2128p/2% and the security is not guaranteed for p > 2F=128 )

The remaining terms involve only the complexity of classical queries. In the
privacy bound, the order of essentially the largest term among them is O(o2/2").
This roughly reflects the fact that the classical tight bound of GCM (CAU) is
the birthday bound, and tight in the single-key setting (u = 1). However, the
leading term of the classical bound shown in [HTT18| is O(B.o./2"), and there
is room for improvement (if o, = uB., then our term is O(u?B?/2") while the
classical bound is O(uB2/2m)).

The authenticity bound is the sum of the privacy bound (dpry of Theorem 1)
and the additional term ¢’ of Eq. (32). In ¢’, the largest terms among those that
we have not discussed are roughly in the order of gz, /27 and qq(¢2, Q. +
B.)/2". Regarding the first term, the dependence on gq/2" is tight due to the
standard random-tag guessing attack, which accounts for the term g ¢%, /27

when ¢2 = O(1). However, this attack does not explain the dependence on
¢ and we are not aware of an attack exploiting long ciphertexts to obtain

such a factor. On the latter term gq(7,,Qe+B.)/2", we do not know a matching
attack, and this term might be removable with another proof technique.

AT Tool Use Disclosure

OpenAT’'s ChatGPT (GPT-5.6 Sol) was used as an interactive tool during the
preparation of this manuscript. Beyond language editing, it was used at several
points to suggest or help refine proof ideas and technical arguments, and to
review intermediate arguments for potential gaps or errors. Substantive uses
related to the development of proofs are explicitly identified in footnotes at the
corresponding locations in the manuscript, where the nature of the assistance
is described. The author independently checked and verified all final arguments
and takes full responsibility for the correctness of all claims and proofs in this
work.
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