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Abstract

While decentralized identity management systems strive for au-
tonomy, most still rely on centralized mechanisms (e.g., phone
numbers or government-issued IDs) to achieve Sybil resistance
and prevent fake identity attacks. This article proposes an identity
management architecture that ensures robust Sybil resistance and
is fully decentralized, unlike the systems currently in widespread
use. The proposed solution synergizes facial biometric verification
with anti-Sybil social graph analysis. By leveraging blockchain
technology, zero-knowledge proofs, and trusted execution environ-
ments, the system ensures the uniqueness, anonymity, and privacy
of registered users without relying on centralized authorities. The
operation of the proposed system was demonstrated through simu-
lations of a network of 100 entities across three social graph mod-
els and through a proof-of-concept implementation that utilizes
fast Plonky2 zero-knowledge proofs. To our knowledge, this is the
first work that proposes a Sybil-resistant identity system without
sacrificing decentralization and privacy, while not relying on any
centralized credential issuers.

1 Introduction

Digital identities constitute a fundamental aspect of contemporary
online life. Nearly every individual possesses some form of digi-
tal identity, encompassing online profiles (e.g., social networks),
electronic IDs (e.g., OpenID Connect [27], EUID [13]), or decen-
tralized identities [35]. Typically, these identities are managed by
centralized authorities, which introduces significant privacy, se-
curity, and censorship risks [16, 18]. While self-sovereign identity
(SSI) approaches have emerged to grant users complete control over
their identity-related data, they often rely on centralized credential
issuance [1, 24]. To prevent Sybil attacks [11] — where malicious ac-
tors forge numerous identities to subvert a network — most systems
verify identity uniqueness using government-issued documents
or phone numbers [14, 15, 38]. Consequently, because uniqueness
relies on a trusted third party, the core trust mechanism remains
centralized even within seemingly decentralized ecosystems. This
article explores the design options and proposes a fully decentral-
ized system to achieve Sybil resistance.

Contributions. We propose De-SyRIS, a decentralized, Sybil-

resistant identity system that enables users to independently prove

their uniqueness without relying on a centralized authority. The
main contributions are:

(1) We integrate facial biometric verification with anti-Sybil

social graph analysis. This combination establishes a layer

of physical uniqueness through facial biometrics, while

the social graph analysis offers a strong defense against
sophisticated biometric spoofing and isolated Sybil clusters.

(2) We utilize a decentralized privacy-preserving smart con-
tract platform (equipped with TEE) to process biometric
data confidentially, ensuring that raw data is never exposed.

(3) We employ recursive Zero-Knowledge Proofs (ZKPs) to
allow users to demonstrate their connection to a trusted
social network without revealing the network’s structure
or their specific relationships.

2 Background

To provide a clearer understanding of the proposed identity manage-
ment system, it is essential to establish the context of decentralized
infrastructure and the evolution of identity management paradigms.
This section provides an overview of foundational technologies and
key concepts related to Sybil resistance.

Blockchain and Smart Contracts. A blockchain [3, 30, 43] is
a decentralized ledger that combines cryptography, peer-to-peer
networking, databases, and game theory to create a secure, trans-
parent system for storing data. It consists of a distributed network
of nodes, each maintaining a copy of the ledger. Transactions are
grouped into blocks, linked cryptographically through hash func-
tions, making the system tamper-evident. By eliminating central-
ized authorities, blockchain relies on consensus mechanisms, such
as proof-of-work or proof-of-stake, to validate transactions. Key fea-
tures of blockchain technology are decentralization, transparency,
immutability, and security.

Additionally, modern blockchains support smart contracts [36],
which are self-executing programs that enforce rules autonomously,
eliminating the need for intermediaries.

Identity Management Systems. Identity Management Systems
(IDMSs) [16, 18] manage the lifecycle of digital identities, including
registration, verification, and revocation. These systems are con-
ventionally categorized by the architectural centralization of the
Identity Provider (IdP) as centralized, federated, and decentralized.
Centralized and federated systems rely on a single authority for
user data management, which might cause issues like single points
of failure, potential spoofing, and censorship. In contrast, decentral-
ized systems emphasize Self-Sovereign Identity (SSI), empowering
users to manage their own identity data.

Decentralized Identifiers and Verifiable Credentials. Decen-
tralized identities [35] (DIDs) and Verifiable Credentials [34] (VCs),
standardized by the World Wide Web Consortium (W3C), represent
the latest trend in identity management.
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A DID is a globally unique URI that resolves to a DID document
containing public keys and authentication materials, uncoupled
from any centralized registry. The Verifiable Data Registry (VDR),
typically a blockchain, hosts these DID documents.

Verifiable Credentials provide a mechanism for expressing claims
about a subject. The VC ecosystem involves three primary actors:
the issuer (who cryptographically signs the claims), the holder (the
user who stores the VC in a digital wallet), and the verifier (who
requests cryptographic proof of the claims). These architectures
often enable selective disclosure and zero-knowledge presentations
of claims to enhance user privacy.

Zero-Knowledge Proofs. A Zero-Knowledge Proof [4, 22] is a
cryptographic protocol involving two parties: a prover and a verifier.
The protocol enables the prover to convince the verifier that a spe-
cific computational statement is true without revealing any infor-
mation beyond the statement’s validity. A robust ZKP protocol must
satisfy three fundamental properties: Zero-Knowledge, Complete-
ness, and Soundness. The proposed system utilizes Succinct Non-
Interactive Arguments of Knowledge (ZK-SNARKSs), which are
efficient, small, non-interactive proofs that enable fast verification.

Recursive zk-SNARKs. A zk-SNARK circuit can incorporate the ver-
ification logic of another zk-SNARK proof. Each zk-SNARK verifi-
cation can be viewed as a computation represented by a circuit that
can be used in another zk-SNARK. This feature enables combining
multiple proofs into a single proof, confirming the correct execution
of the entire sequence.

Trusted Execution Environments. A Trusted Execution Environ-
ment (TEE) is a secure, hardware-isolated area within a processor.
It guarantees the confidentiality and integrity of the code and data
loaded inside it. Even the hardware owner or the host operating
system cannot inspect or alter the execution state within the TEE.

Privacy-Preserving Smart Contract Platforms. There are various de-
centralized solutions that provide verifiable, confidential execu-
tion [2, 25, 41, 44]. These systems integrate TEEs, such as Intel
Software Guard Extensions (SGX) [9] into their execution layer to
achieve private execution.

3 Problem Definition

Many services necessitate unique digital identities to ensure that
each physical person is represented exactly once within the sys-
tem. The problem we tackle is that even in decentralized identity
management systems, Sybil resistance is achieved almost exclu-
sively through centralized solutions. These solutions [13, 15, 27, 38]
rely on verifying centralized government-issued IDs or passports
that contain biometric and demographic information. Digital iden-
tities are also managed by social networks and other institutions,
such as banks. While social networks use social graph or behavioral
analysis of users, other institutions may use entity resolution [39]
to ensure Sybil resistance. As a result, users cannot prove that
their virtual identity is legitimately linked to their real-life identity
without dependence on a centralized authority.

Desired Properties. A robust Sybil-resistant identity system must
satisfy several key properties:
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o Uniqueness: Ability to ensure one virtual identity per en-
tity.

e Humanness: Verification that registered entities are living
humans.

e Privacy, Anonymity, Unlinkability: Maintaining control
over personal information while ensuring unlinkability,
which stops attackers from connecting virtual identities to
real identities.

e Decentralization: Absence of a single point of failure or
control.

o Key-Recovery & Revocation Ability to recover access if
keys are lost or revoke keys if stolen.

Meeting all of these properties is challenging. Existing decentralized
solutions often involve trade-offs among decentralization, privacy,
and usability. For example, two widely used decentralized solu-
tions are World Network [42] and BrightID [6]. WorldNetwork uses
iris scan-based registration. However, this approach requires spe-
cialized hardware, whose utilization for registration is centralized.
BrightID uses a social graph analysis approach based on various
algorithms. Entities are pseudonymized, but their connections are
public. Simply pseudonymizing entities is insufficient; if one per-
son’s pseudonym is disclosed, it can lead to the gradual revelation
of other identities based on their connections, ultimately compro-
mising the anonymity and connections of the entire social graph.
Furthermore, social connections themselves are considered sensi-
tive information. In this work, we seek to propose a pure decen-
tralized Sybil-resistant identity system without reliance on trusted
credential issuers.

4 System Architecture Overview

De-SyRIS integrates facial biometrics with social graph analysis to
establish uniqueness and humanness without reliance on a central-
ized authority. No special hardware is required to perform a facial
scan; users can do so using their smartphones. The processing and
comparison of registered facial biometric data occur within the TEE
to protect the privacy of biometric information.

Social Graph Analysis. Social graph analysis uses a random walk
and a route-based defense mechanism. This mechanism assumes
that, while an attacker can easily forge numerous virtual identities
and create arbitrary connections among them, establishing con-
nections with honest users is exceedingly difficult. This creates
a distinct topological separation: a fast-mixing honest region
and a densely connected Sybil region, separated by a sparse
set of attack edges. The honest region must be defined by known,
trusted nodes to distinguish it from the Sybil region. Structure of
the regions alone is not sufficient, since the attacker can connect
its controlled Sybil nodes in any way and effectively mimic the
structure of the honest regions.

Bootstrapping & Principle of Operation. The verification pro-
cess is fundamentally divided into three sequential phases:

(1) Registration: An entity enrolls their facial biometrics us-
ing a decentralized privacy-preserving platform. This estab-
lishes a unique, privacy-preserving profile on the blockchain
without publicly exposing sensitive biometric data.
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Figure 1: Actors of the proposed Sybil-resistant system and
their interactions.

(2) Connection Establishment: Registered entities form mu-
tual, private connections by physically meeting and verify-
ing each other’s biometric uniqueness with the utilization
of the stored template from step (1) and provided identity
information. These peer-to-peer endorsements construct
the edges of the decentralized social graph.

(3) Proof of Connection with Honest Entities (Path Prov-
ing): To demonstrate integration into the honest region of
the network and prove Sybil resistance, entities generate
recursive ZKPs of their connections. This process, called
private random walks, allows entities to construct contin-
uous paths through the graph without ever revealing the
identity of connected entities and the graph’s topology to
the public.

To facilitate these processes while guaranteeing privacy, the
system employs the Oasis Network [25, 26], which is a privacy-
preserving smart contract platform and a L1 blockchain. The pri-
mary system actors and their interactions are illustrated in Figure 1,
and they consist of:

o Entities: Users operating the system through mobile de-
vices equipped with trusted hardware for generating au-
thenticated face scans.

e Oasis Sapphire: A confidential smart contract layer that
maintains the encrypted state of entity profiles and con-
nections. The privacy-preserving capabilities ensure that
social graphs are never exposed publicly.

e Oasis ROFL: A stateless, verifiable compute layer execut-
ing heavy tasks such as facial biometric processing and
comparison. Execution produces a result and an attestation
verifiable on-chain.

e Database: A centralized but encrypted repository storing
biometric embeddings. It is accessible exclusively by ROFL
enclaves, with authentication managed via Remote Attesta-
tion quotes.

o Relay Server: An infrastructure element that listens for
events emitted by Sapphire and batches commitments into
an on-chain Merkle tree.

Complementary Synergy of Biometrics and Social Graphs.
While facial biometrics provide a strong foundational identity, they
are prone to false positives and sophisticated physical forgeries. Es-
pecially when scans are executed on consumer devices. The social
graph analysis effectively neutralizes these shortcomings. Even if
an attacker successfully circumvents the biometric verification to
register multiple synthetic profiles, establishing the requisite mu-
tual, real-world connections with honest entities to integrate those
profiles into the trusted social graph remains extremely difficult
to accomplish. Conversely, the biometric requirement raises the
cost and complexity of identity generation, preventing the effort-
less mass-creation of fake nodes that a purely graph-based system
might suffer from.

5 Details of De-SyRIS

This section elaborates on the individual processes introduced in
the overview, detailing the cryptographic and architectural mecha-
nisms for registration, connection establishment, and social graph
analysis.

Established Notation. Throughout the system, it is assumed that
the entity’s primary identifier (ID) is their wallet address, which is
deterministically derived from their public key (PK). Furthermore,
to formalize the cryptographic processes, the following notation is
established: @ ID4: The unique identifier of the entity A (derived
from public key PKy4). ¢ SK4: The private key of entity A. @ FS4:
The facial scan of entity A. ® Mu: The C2PA manifest for the FS4
or P4. e E4: The multidimensional biometric embedding extracted
from FS,4 or Py4. It can have the upper index s stored, or ¢ captured.
e H(E,): The hash of the normalized embedding E4. e fj,: A
timestamp parameter that is part of the M4. @ CC4p: The connection
commitment between A and B.  SG5: A shared secret salt used to
blind the connection commitment. ® CCS ;: A salted connection
commitment between A and B. e Siga{content}: Digital signature
made by entity A with their SK4. Note that the lower index always
indicates the entity or entities to which a given parameter belongs.

Coalition for Content Provenance and Authenticity (C2PA).
Since users can scan their facial biometric data on their own de-
vices, it is essential to protect against forgeries, tampering, and
deepfakes. C2PA [8] has established a secure standard for digital
provenance by adding cryptographically signed metadata (e.g., date,
time, GPS coordinates) to media files such as photos and videos.
This C2PA manifest acts as a tamper-evident digital trail, proving
when the media was captured, which device and application were
used, and confirming that the content has not been altered. Within
the proposed architecture, C2PA manifests are required during
the biometric registration and connection establishment phases
to ensure all submitted facial scans represent genuine, real-time
captures.

However, C2PA certificates are relatively new, and widespread
device support is currently lacking. To maintain compatibility with
unsupported hardware, the Oasis ROFL execution layer must tem-
porarily perform alternative, robust biometric verification.
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Figure 2: De-SyRIS profile registration process.

5.1 Registration

The registration process enrolls an entity’s facial biometrics, thereby
establishing a unique profile on the blockchain. The entire process
is illustrated as a sequential diagram in Figure 2. The verification
occurs entirely within TEEs to preserve privacy and prevent unau-
thorized access to biometric data. The procedure is formalized in
two distinct stages: ROFL Face Biometric Verification and Sap-
phire Profile Registration.

5.1.1 ROFL Face Biometric Verification. During face biometric
verification, the entity’s A device captures a facial scan (FS,), signs
it with a C2PA manifest (My), and sends it to ROFL for verification.
The process can be summarized as follows:
o Input: FS4, My, PKy, and Sigsk, {input}.
e Output: IDy, H(E,), ty,, match result, and the output
signature Sigrorr{output}. Additionally, ROFL can return
E, for local storage.

(1

~

Verify the Sigsg, {input} to authenticate the entity and the
integrity of the message.

(2) Verify M, to ensure the integrity, the freshness of the ty,
(for example, no older than one hour), and that the FS4 was
captured by a verified application.
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(3) Perform liveness checks on FSy4. This can involve complex
liveness verification, such as interactive challenges issued
by the ROFL enclave to the entity.

(4) Extract the biometric embedding E4 from the FS4.

(5) Query the encrypted database for potentially matching
embeddings.

(6) Decrypt the queried embeddings within the TEE and match
them against the embedding E4 currently being registered.

(7) If no match is found, insert the encrypted E, into the data-
base.

(8) Compute hash H(E,4) to track unique face scans and pre-
vent repeated use of the same FS,. Before hashing, there
should be a normalization of E4 to resolve floating-point in-
accuracies, ensuring that hashing the same FS4 embedding
consistently yields the identical result.

(9) Return a signed result Sigrorr {output} that includes IDgy,
H(E4), tm,, and the match result. Additionally, return E4
so that the entity can store it locally.

The ROFL enclave must authenticate itself to the database us-
ing Remote Attestation quotes to prove its integrity before being
granted access to query or insert encrypted embeddings.

5.1.2 Sapphire Profile Registration. The user uses the signed
ROFL result Sigrorr{output}, including ID4, H(E4), tm,, and the
match result, to register a new account on the Sapphire blockchain.
The process can be summarized as follows:

(1) Verify Sigrorr{output} to ensure hardware-backed verifi-
cation and the freshness of the tyy, .

(2) Check if H(E,) is already registered in the contract state.

(3) The smart contract registers the entity by storing the H(E,),
setting the reputation score, and recording the registration
state, either fully registered (where no biometric match
was found) or limited registration (triggered by a biomet-
ric match of already existing record).

In the case of limited registration, the entity must obtain commu-
nity endorsements from previously registered users to achieve full
status. Endorsements serve as a secondary, community-driven layer
of Sybil resistance designed to overcome the natural false-positive
rate of facial recognition. To prevent indiscriminate vouching and
preserve the integrity of the social graph, each fully registered user
is assigned only a single endorsement to give. A user with a limited
profile must reach a specific endorsement threshold before their
biometric embedding is inserted into the database and their status
is updated to full.

5.2 Connection Establishment

Fully registered entities can establish mutual connections. These
connections constitute the edges of the social graph but remain
entirely hidden from the public.

The establishment protocol is executed in three steps, as illus-
trated in Figure 3: In-person Meeting, ROFL Mutual Verifica-
tion, and Sapphire Connection Registration.

5.2.1 In-person Meeting. During an in-person meeting, the en-
tities A and B exchange their wallet addresses (ID4, IDp) and take
photographs of each other (A takes Pp, B takes P4) using an autho-
rized mobile application. These photographs are also signed with
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Figure 3: Connection establishment process between two
entities from the perspective of Entity A.

the C2PA manifest (M4, Mp). Additionally, A and B can exchange
the stored embeddings (E3, E},), so they do not have to be queried
from the database.

5.2.2 ROFL Mutual Verification. After exchanging data, both
entities send the signed, encrypted data to Oasis ROFL for veri-
fication. Both entities perform the same actions. Therefore, the
verification protocol is described only from the perspective of A:
o Input: PKy, ID, Pp, Mp, E}, and Siga{input}.
o Output: CCyp, H(E}), H(E}), IDB, tyy, and the output
signature Sigrorr {output}.
(1) Verify the Siga{input} to authenticate the entity and the
integrity of the message.

(2) Verify Mp to ensure the integrity, the freshness of the ty,
(for example, no older than 10 minutes), and that it was
captured via an authorized application.

(3) Extract embedding Ef from Pg.

(4) Match embedding Ej, against the provided registered em-
bedding Ej,. If E}, was not provided, ROFL can query it from
the database using the IDg.

(5) Ifmatched, compute ID,4 from PK, and the connection com-
mitment CCap = H(min(ID4, IDg) || max(ID4,IDg))!.

(6) Return a signed result Sigrorr{output} including CCyp,
H(E), H(ES), IDg, and tyr.

5.2.3 Sapphire Connection Registration. Following successful
ROFL verification by both parties, the connection is formalized on
the blockchain via the Sapphire confidential smart contract, using
the ROFL result. The process can be summarized as follows:

(1) Verify both A and B are registered, the validity of signature
Sigrorr{output}, the freshness of the ty,, that H(E) is
registered embedding of B, that H(E}) was not already
used, and that the provided CC4p is not registered yet.

(2) Store H(EY) for the duration of its timestamp validity to
prevent reuse.

(3) Generates a random secret Sgg serving as a shared salt and
the salted commitment CCS; = H(CCyp || Sap)-

(4) Emit a connection establishment event with signed CC3,
SigSapphire {CC‘SAB}

(5) The relayer listens for these events, verifies the signature
SigsapphireiCC5 5}, batches the connection registrations,
and inserts them into the public on-chain Merkle tree.

Connection can also be revoked by inserting its nullifier into a
revocation Sparse Merkle Tree (SMT). In such a case, the record
of the established connection on the Sapphire blockchain is also
deleted.

5.3 Social Graph Analysis

Registered entities with established connections can demonstrate
their membership in a broader network. This is achieved using
recursive ZKPs. The two primary protocols utilized for this purpose
are ZK Random Walks and ZK Proof of Paths.

Reputation. To distinguish the honest region from the Sybil re-
gion, the system relies on external, decentralized reputation scores.
Notably, only a small fraction of entities require this external repu-
tation, as the rest can be verified through transitive connections.

To incentivize participation, an entity’s total reputation is di-
vided into external reputation and intrinsic reputation (earned
via protocol activity). Both components have maximum limits, and
their sum is committed to an on-chain Merkle tree to enable verifi-
cation in ZKPs.

5.3.1 ZK Random Walks. Entities construct paths through the
social graph by proving their connection to the previous entity
and appending their own identity and reputation score to the path.
They then forward this proof to the next connection.

This process is illustrated in Figure 4. The diagram above shows
how the entities are connected. The edges indicate the path that

IThis ensures that the connection commitment will be the same for both entities.
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Figure 4: Step-by-step construction of a ZK random walk
among four entities.

an entity follows. For example, [A, B, C] denotes a path starting
with entity A, passing through entity B, and ending with entity C.
A initiates a path and sends a proof to B. B extends this proof by
itself and sends the path [A, B] to C. All entities repeat this process,
regardless of the order.

Valid paths require a length of O(logn) and a reputation score
high enough to guarantee the inclusion of at least one externally
reputable entity. Paths must be without cycles, but tracking entities
explicitly (e.g., A — B — C — A) would compromise privacy by
revealing network topology.

To prevent this, we propose using a Bloom filter. Instead of an
explicit array, entities are inserted into the filter. This hides specific
identities while allowing the network to check if an entity is already
on the path, yielding false positives but never false negatives.

In the ZK Proof of Paths, distinctness between multiple paths
is verified using a pairwise bitwise-AND across the Bloom filters.
If the resulting filter has fewer than 2 X k set bits (where k is the
number of hash functions, accounting for the single shared proving
entity), the paths are highly likely to be distinct.

However, false negatives may occur if the entity performing the
ZK Proof of Paths has a collision in the Bloom filter between its
set bits and the bits set by an entity that appears in multiple paths.
To minimize bit collisions, the filter must be sparse. For example,
for paths of length 10, a 4096-bit filter with 3 hash functions yields
error rates around ~ 0.05% (false positives) and ~ 0.01% (false
negatives). Ultimately, this verifies path distinctness, preventing
Sybil attackers from exploiting single bottlenecks while maintaining
absolute topology privacy.

5.3.2 ZK Proof of Paths. Once an entity has gathered the re-
quired number of distinct paths (sets of entities on all paths have to
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be disjoint), it can create a ZKP that aggregates these proofs into a
single one. The required number of paths should be O (log n), where
n is the number of entities in the network. The smart contract on
Sapphire verifies this proof and determines whether the account is
non-Sybil. In addition, it increases the entity’s intrinsic reputation
based on the reputation it has gathered across all paths.

In this way, even entities without an external reputation can
gradually build their own reputation scores and thus rely less on
other entities.

5.4 Epochs

Reputation and established connections can change over time. How-
ever, tracking these changes poses challenges for anonymity and
privacy. To address this, De-SyRIS employs an epoch-based system.
Changes are implemented at the beginning of each epoch, and the
same state remains in effect throughout that period. Consequently,
this requires periodic ZK Proofs of Paths to ensure verification
remains up to date. An epoch can last between 3 and 7 days, de-
pending on the system’s intended strictness.

5.5 Properties of Proposed System

The proposed system addresses the key desired properties of a Sybil-
resistant identity system. It ensures uniqueness and humanness
by combining facial biometrics with social graph analysis to pre-
vent forgeries and mass registration. Privacy, anonymity, and un-
linkability are heavily protected by processing biometrics within
secure TEEs and using ZKPs to conceal trust connections. The en-
tire system is decentralized and does not rely on a centralized
authority.

Currently, the system does not natively meet the requirements
for key-recovery and revocation. However, this can be resolved
in future implementations by leveraging the decentralized social
graph to enable key recovery through trusted peers rather than
centralized authorities.

6 Security Analysis

The most significant attacks occur when an attacker acquires a
large number of Sybil identities, either by attacking the social graph
analysis mechanism or by stealing other users’ identities. At the
same time, it is important to protect privacy and anonymity and
prevent tracking of users’ actions, as this could lead to censorship.

6.1 Facial Biometric Fraud and Forgeries

The threat of Sybil creation via sophisticated physical masks, AI-
generated deepfakes, or maliciously altered photographs is pri-
marily addressed by the C2PA standard. The protocol mandates
that registration photos contain cryptographically signed metadata
generated securely by the smartphone’s trusted hardware. Conse-
quently, it requires significant hardware-level exploitation to bypass
this defense.

Since support for the C2PA standard in smartphones is not yet
very widespread, it can theoretically be omitted. Registration is the
most critical process in this case. Verification of registered biomet-
ric data occurs in a decentralized manner by other entities when
establishing a connection. However, an attacker can create fake
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Figure 5: Results of the entity verification simulation based
on the number of entities with external reputation.

identities and link them together, but will have difficulty establish-
ing connections with other honest entities. Failing to use C2PA
certificates and robust liveness detection during registration thus
reduces the defense against Sybil entities to merely analyzing the
social graph.

6.2 Attacks on Social Graph Analysis

For a Sybil cluster to be recognized by the system, the attacker must
acquire k distinct attack edges (connections) to the honest region.
However, a coordinated group of malicious actors could leverage
their real, highly reputable identities as gateways to legitimize a
massive Sybil cluster.

Additionally, the proposed system currently lacks a mechanism
to prevent or penalize entities that intentionally establish connec-
tions with any entities—including unknown ones that may be Sybil
accounts—thereby enabling them to obtain verification. It is es-
sential to create a mechanism that would incentivize entities to
establish connections only with entities they trust.

6.3 Censorship Attacks

The system architecture introduces specific vectors for censorship,
categorized into relayer-based and entity-based censorship models.

Relayer Censorship. The relayer is responsible for submitting con-
nection and reputation commitments from the Sapphire to the
public blockchain. A malicious or compromised relayer could ig-
nore commitments from targeted entities. The system mitigates
this by allowing users to bypass the relayer and submit transac-
tions directly to the smart contracts. Although direct submission
sacrifices some unlinkability, mixing services can be employed to
preserve privacy during this contingency.

Entities Censorship. The recursive random walk protocol relies fun-
damentally on peer cooperation. Users may arbitrarily refuse to
forward path proofs for specific individuals, effectively censoring
them from the broader network. Given the decentralized structure
and the multiplicity of connections required, isolated censorship
by a few entities has a statistically negligible impact on an en-
tity’s verification process. Furthermore, the protocol incentivizes
continuous cooperation through an intrinsic reputation reward
mechanism. Entities that continuously participate in generating
and forwarding proofs receive intrinsic reputation across epochs,

thereby optimally aligning individual incentives with the overall
network’s operational health and security.

7 Evaluation

The evaluation of the proposed De-SyRIS focuses on assessing its
architectural properties against the foundational requirements of
Sybil-resistant identity systems. Additionally, a Proof of Concept
(PoC) for the system was developed, along with a simulation to
track the distribution of reputation scores and the ability of entities
to receive verification within the social graph.

7.1 Simulation of the Social Network Analysis

The simulation aimed to model trust distribution among entities
without an external reputation using a graph of 100 entities over 30
epochs. Three graph models — Holmes—Kim, Watts—Strogatz, and
Kleinberg small-world — were utilized to reflect real-world network
properties. The results are presented in the graph in Figure 5.

Two trust distribution modes were tested: spread and seeded.
In spread mode, a percentage of entities receive reputation from a
normal distribution, capped at the maximum external reputation. In
seeded mode, fewer entities were assigned the maximum reputation.
These two modes represent how a reputation system can function.
Spread refers to a system in which all entities can attain a specific
reputation rating. Seeded refers to a system that includes highly
vetted entities known to be trustworthy.

The ability of entities to acquire a reputation depends on con-
nectivity. Spread mode needs 15-30% of entities with external repu-
tation, while seeded mode requires 8-10% in the Holme—-Kim model.
Other models are unsuitable due to weak connectivity.

Although attacks can be simulated, their success depends on
factors such as the number and length of required paths and the
attacker’s connections. A more detailed analysis is needed to evalu-
ate the algorithm’s effectiveness in preventing Sybil entities from
obtaining verification.

7.2 ZK Proof Performance

De-SyRIS contains two non-trivial ZKPs, and - especially in the
case of ZK Random Walks - the speed of these proofs is important
because they are generated frequently. The Plonky 2 [28] scheme
was selected for these ZKPs for its highly efficient recursion and
optimized Poseidon hashing. Two circuit designs for the random
walks were evaluated: a linear approach (one distinct circuit per
recursion depth) and a cyclic approach (a single, self-referential
universal circuit). Furthermore, the final ZK Proof of Paths aggre-
gates multiple random walks. The results are shown in the Table 1.
Note that the ZK Random Walks in the PoC implementation do not
use the proposed approach with Bloom filters; instead, they use a
simple array of nullifiers.

8 Discussion

Facial Scan False Positives. While community endorsements
mitigate biometric false positives, they risk being coerced, bought,
or remaining inaccessible to honest users. Consequently, utilizing
high-quality facial embedding models and improving the endorse-
ment mechanism remain critical priorities.



Circuit Proof

Example Comp. Size Prove Ver. Size

ZK Random Walk Linear 1.56s 8KB + [ X 4.2MB 328.56ms 4.44ms 124KB

ZK Random Walk Cyclic  2.39s 8.4MB 630.27ms 4.68ms 130KB
ZK Proof of Three Paths  1.25s 16.9MB 1.58s  7.19ms 143KB
ZK Proof of Six Paths 2.65s 33.8MB 2.82s  12.41ms 149KB

Table 1: ZK Random Walks and ZK Proof of Paths circuit
compilation times, sizes, and proof generation times, verifi-
cation times, and proof sizes. The [ parameter denotes the
length of the path.

Trust in the Social Graph. Defining the minimum reputation
threshold for a valid path involves a trade-off: setting it too high
creates a cold start problem for new users, while setting it too low
admits Sybils. Currently based on the maximum intrinsic reputa-
tion achievable without external reputation, future work should
explore dynamic thresholds that adapt to the network’s evolving
trust distribution.

Persistence of Merkle Proofs. ZKPs require historical Merkle
roots to remain available on-chain for verifiers. While typically
addressed using a historical root buffer that lasts for an entire
epoch, managing this buffer without introducing centralized relayer
dependencies remains a significant smart contract engineering

challenge.

Security of TEEs. The system relies on a decentralized network
of TEEs, whose viability is threatened by emerging hardware at-
tacks. For instance, the Integretee project [20] was discontinued
following the Intel SGX WireTap vulnerability [31], which Intel
will not patch as it assumes physical security. Consequently, the
secure functioning of TEEs in decentralized environments remains
an open question.

9 Related Work

Decentralized Sybil-resistant solutions can be broadly categorized
by their approaches to addressing Sybil resistance:

Social Graph. Employ social graph analysis algorithms [7, 10, 12,
17,32, 37, 40, 45, 46] to detect Sybils. While effective, they often suf-
fer from slow bootstrapping and a lack of anonymity. For example,
BrightID [6] is a social identity network where users form cryp-
tographically signed connections stored on a proof-of-authority
blockchain. While decentralizing connection data is essential for
independent analysis, the public nature of the social graph risks
metadata leakage. Similarly, Circles [21] is a Universal Basic In-
come (UBI) protocol that uses transitive trust. Users issue and trust
tokens, allowing transactions to route through a chain of mutu-
ally trusting peers. Sybil resistance is achieved by limiting transfer
amounts based on trusted peers’ balances, making tokens in poorly
connected Sybil regions difficult to use. However, as with BrightID,
the connections are public, raising the same metadata-leakage con-
cerns.

Biometrics. Relies on unique physical characteristics and faces
challenges from deepfakes, false acceptances, and data security.

Michal Las, lvan Homoliak, and Juraj Mariani

World Network [42] issues proof-of-human credentials by scan-
ning users’ irises with a proprietary hardware device called the
Orb and storing identity commitments in a Merkle tree to enable
ZKP-based verification. However, the Orb is a centrally manufac-
tured device that creates an adoption bottleneck and introduces
assumptions about centralized hardware trust.

Physical Presence. These approaches are based on the premise
that a person cannot be in multiple places simultaneously, Proof-
of-Personhood [5] binds physical entities to virtual identities
through real-life, simultaneous pseudonym parties where attendees
meet, exchange keys, and receive an identity token. However, this
reliance on synchronized physical parties severely limits global
scalability and usability. Alternatively, Idena [19] uses a proof-
of-person consensus mechanism by conducting regular, online,
simultaneous global Turing tests (FLIPS) that humans can pass
but bots cannot. This synchronous testing suffers from rigid tim-
ing constraints (providing a poor user experience) and potential
cheating.

Community Verification. Leverages verifiable claims that can
represent individual reputation or mutual verification within Decen-
tralized Autonomous Organizations (DAOs). CanDID [23] solves
legacy compatibility by using Oracles, a decentralized committee,
and Multi-Party Computation (MPC) to deduplicate and port cen-
tralized IDs (such as a Social Security Number) into decentralized
verifiable credentials. While effective for compatibility, it fundamen-
tally offshores Sybil resistance to legacy centralized institutions.
LinkDID [33] is a web3-native identity scheme focusing on ver-
ifiable credentials, utilizing ZKPs to aggregate them and prevent
cross-campaign linkage. Its Sybil resistance assumes that an entity
accumulating many credentials from various trusted issuers is un-
likely to be a Sybil. However, maintaining disjoint sets of identifiers
with sufficient credentials is challenging but possible.

Mechanism Design. These systems utilize economic incentives
or proof-of-resource protocols. Their main disadvantage is low in-
clusivity, as they often involve money and thereby benefit wealthy
users. Upala [29] is an anti-Sybil system that measures identity
reliability via a Price-of-Forgery score. Users form groups and as-
sign dollar scores to members; users can explode their identity to
claim the score in cash, permanently destroying it. Sybil resistance
depends on the cost of forging an identity relative to the potential
gain, meaning trust is based on economic criteria that inherently
favor wealthy participants.

To address these limitations, De-SyRIS combines social graph
analysis and facial biometrics. It preserves social connection and
privacy, decentralizes facial verification, and maintains strict confi-
dentiality of biometric data.

10 Conclusion

This paper presented De-SyRIS, a decentralized identity manage-
ment system that effectively solves the Sybil resistance problem
without relying on central authorities. By strategically synergiz-
ing hardware-backed facial biometrics with zero-knowledge social
graph analysis, the system ensures global uniqueness while strin-
gently preserving user privacy, anonymity, and unlinkability. The
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architectural design and proof-of-concept implementation demon-
strate that computationally intensive operations, such as recursive
ZKPs for graph traversal, are practically feasible on modern hard-
ware.

Future research will focus on refining the decentralized repu-
tation mechanisms that anchor the social graph and on exploring
dynamic algorithmic thresholds for path verification to ease user
bootstrapping.
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