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Abstract—Secure multiparty computation (MPC) enables dis-
trusting parties in a distributed system to compute on their
private inputs without compromising their privacy. For many
secret-sharing-based approaches, including some of today’s most
efficient MPC protocols, there is a pattern where two shared
values are locally multiplied into some intermediate representa-
tion that is immediately and interactively translated back into
sharings of the product. The intermediate representation is often
still a full-fledged but different secret sharing scheme. This has
been used to efficiently compute dot products by computing
the sum of all intermediate products and then interactively
translating only the sum instead of translating each individual
product. Beyond that, the intermediate representation or secret
sharing scheme has mostly been seen only as a necessary interim
step, leaving most of its potential untapped.

We change that by proposing the paradigm of leveled linear
secret sharing, which allows dynamic switching between the
original secret sharing and the previously only intermediate
one more freely, while enabling arbitrary linear computations
in any of the domains. Prior multiplications are split into a
non-interactive multiplication that switches from one to the
other secret sharing, and an interactive upgrade back to the
original secret sharing domain. The upgrade now does not
necessarily follow each multiplication immediately, but just
needs to be placed somewhere before the next multiplication is
computed, possibly upgrading the linear aggregation of many
multiplications’ results. We apply this idea to improve three-party
computation on replicated sharings (CCS’16), n-party BGW-style
protocols (STOC’88), and masked secret sharing protocols such
as ABY2.0 (USENIX Security’21). We build a novel optimizer
that optimally selects which gate of a circuit is evaluated in which
domain. With that, we improve communication by 10-37% for
many circuits. Furthermore, we implement our generalization
for replicated sharing, measure run time improvements of
mostly 10-26% in a LAN, and make a full implementation of
the protocol and our novel optimizer publicly available.

I. INTRODUCTION

Secure Multiparty Computation (MPC) is a valuable tool
for privacy-preserving computation. It enables mutually dis-
trusting parties to jointly compute functions on their collective
inputs while keeping their individual inputs private, e.g.,
if they contain personally identifiable information or trade
secrets. Possible applications are privacy-preserving machine
learning (PPML) [, [2], [30, [4], [S], [6]], private analysis of
large (social) graphs [[7]], 8], [9], [LO], private database opera-
tions [L1]], [12], and many more. To achieve high throughput,

*Please cite the conference version of this paper at NDSS 2027 [42].

a popular choice is to rely on MPC protocols based on linear
secret sharing, such as; [13[], [[14]], [15]], [L6] based on Shamir’s
secret sharing [17]]; [18], [19], [20] based on additive secret
sharing, [21], [22], [23], [24], [25] based on replicated secret
sharing; or [26], [27], [28], [29] based on masked secret
sharing. Optimization of such generic protocols that securely
evaluate any arithmetic/binary circuit is important, as any
optimization translates to numerous possible applications and
more specialized protocols built on top of the generic one.

Real-world functionalities often consist of building blocks
with different requirements. For instance, a linear layer in a
convolutional neural network directly translates to an arith-
metic circuit which can be evaluated using arithmetic secret
sharing, while nonlinear layers are preferably represented as a
binary circuit, evaluated in binary secret sharing. Depending
on the circuit topology in the binary domain, using garbled cir-
cuits [30]] provides yet another option with different tradeoffs.
Hence, hybrid MPC [31], 28], [1], [32], [33], [34] combines
MPC in different domains into one protocol, using specific
conversion protocols to switch between domains, aiming to
use for each part of the computation the specific, optimal
primitives. The decision on which part of a functionality
is best computed in which domain induces an optimization
problem that has received significant attention, yielding many
automated optimizers [35], [36], [37], [38], [39].

Yet, even within the same domain (arithmetic or binary)
and when only using linear secret sharing, it can be beneficial
to consider multiple types of secret sharings. This has been
done implicitly as early as in the BGW-protocol [13] based
on Shamir’s secret sharing [17]. Here, a secret value z is
represented by shares f(1), f(2), f(3),..., f(n) for a random
polynomial f with f(0) = x and a degree d = n/2 such that
half of all shares are required to recover x. For multiplying
secret shared values x,y represented by polynomials f,g,
each party ¢ simply computes h(i) := f(i) - g(¢), inducing
a polynomial h of degree 2d, representing the product i(0) =
f(0) - g(0) = x - y. The expensive, interactive part of the
protocol then is to re-randomize the polynomial and reduce
its degree back to d. This is necessary as h is not truly
random (subject to h(0) = x - y) as it is the product of two
polynomials, whereas randomness is crucial for the security
of the protocol. Furthermore, any future multiplication would
again increase the degree, now to a value where all parties’
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Figure 1: Classical MPC protocols based on a linear secret sharing scheme S, as depicted on the left, require interaction for
their multiplications. Routinely, each multiplication consists of a local multiplication, yielding some intermediate sharing S’
which then is immediately and interactively upgraded back to S. Instead, as shown on the right, we detach upgrading from local
multiplication, allowing for linear computation, inputs, and outputs both in S/S’. “e=s” marks gates that require interaction.

shares are insufficient to reconstruct the secret. Still, as long
as we do not multiply and, hence, there is no communication,
we could hypothetically continue to work with higher degree
polynomials, delaying re-randomization and degree reduction.
This has been utilized by [40], 22 years after publication of
BGW, to compute dot products of dimension ¢ more efficiently.
Instead of naive computation by ¢ BGW multiplications fol-
lowed by addition, they locally compute shares of degree 2d,
first sum these up, and only then interactively re-randomize
and reduce the degree for the single result instead of for
all ¢ multiplications. This general nature of locally multiplying
into another domain (such as double degree polynomials) and
then interactively changing back to the original domain is
not exclusive to BGW. The popular and highly efficient three-
party protocol from [21] multiplies replicated secret shares
locally, yielding an additive secret sharing, which it then
immediately reshares to a replicated secret sharing. Again,
this was only later exploited for dot products [41], adding
multiple additive sharings before resharing only one value.
In another line of work [27], [28], [29], masked sharings
are locally multiplied to some intermediate sharings and then
reshared, which is immediately also utilized for more efficient
dot products. In Fig. [Th, the classical computation using this
family of protocols is shown, using intermediate sharings only
internally in multiplications (or dot products).

Still, the intermediate domain is not fully utilized in prior
works. Dot products were investigated as an “obvious target”
and also due to their high relevance for machine learning. To
fully unleash the power of the intermediate domain, it should
be viewed as an alternative domain that just does not allow
for further multiplication before changing back to the main
domain, but still allows for other computation. This not only
enables the addition of the direct results of multiplications,
but also multiplications by constants in the alternative
domain, using individual products in multiple sums, and
even providing inputs in either of the domains. An example
is provided in Fig. [Ib, demonstrating how a mixed use of
both secret sharing domains enables decreasing the number
of required interactive steps while showcasing inputs and
outputs in both domains. Yet, this optimization requires proper
formalization, security analysis, and a tool to automatically

determine which part of a circuit is best evaluated in which
of the domains, similar to prior optimizations in hybrid MPC.
This leads over to the contributions of our work.

A. Our Contributions

MPC Based on Leveled Linear Secret Sharing (LLSS). We
formalize the notion of leveled linear secret sharing (LLSS),
consisting of two linear secret sharing schemes S,S’, where
sharings in S can be multiplied non-interactively, yielding
a sharing in &’. Based on that, we propose MPC based
on such leveled scheme where linear operations, inputs, and
outputs can be in either domain (S or S’), multiplication
switches from S to &’, and an interactive upgrade operation
converts from S’ back to S (see Fig. for an example).
We give several concrete and provably secure instantiations
based on the following secret sharing schemes and protocols,
showcasing that our generic approach can be used as a starting
point to optimize many existing MPC protocols:

o The BGW protocol [L3]: Beyond  computation
on Shamir’s secret sharing scheme [17] with
threshold ¢ =~ n/2, we consider the full-threshold
variant of Shamir as an alternative domain S’.

¢ MPC on replicated secret sharing [21]: We consider
computation on replicated and full-threshold additive
secret sharing.

e« MPC based on masked secret sharing (e.g., as in
ABY2.0 [28], ASTRA [27], Turbospeedz [26], and
SWIFT [29]]): We use the original masked secret sharing
and the underlying secret sharing scheme for the masks
(e.g., additive, replicated).

Optimal Sharing Assignment for LLSS. LLSS does not
optimize MPC on a per-multiplication basis, but rather across
the complete circuit to be computed. Hence, it is necessary to
decide which parts of the circuit to evaluate in which secret
sharing scheme to optimize communication. For this sharing
assignment, we propose a novel optimization algorithm
that minimizes the communication for securely evaluating a
circuit. Our algorithm is based on finding a minimum cut,
yielding not only polynomial, but also concretely efficient
run time. The search space we consider is a superset of
what could be hand-optimized by existing manually designed
dot products. Hence, the optimizer can find more efficient




sharing assignments while also removing the need for manual
optimization, even for dot products. Furthermore, it works
in arithmetic and binary domains, whereas dot products are
usually considered in the arithmetic domain only, and it also
enables to have inputs and outputs in either secret-sharing
domain for further optimization.

Extensive Evaluation, Including an Implementation for
Leveled Replicated Secret Sharing [21]. Using our optimizer,
we investigate communication improvements for protocols
with replicated sharing (§[II-C)), Shamir sharing [17] (§III-D),
and masked two-party secret sharing (§III-E) on a range
of popular benchmarking circuits. Across all protocols, we
improve (onlineE]) communication by 2-37% depending on the
circuit topology, with over 10% improvement for the majority
of circuits. For large dot products, we even improve by =~ 70%
compared to naive dot product computation—an improvement
which was also possible with existing dot product gates, but
now, for the first time, is automated, not requiring to recognize
and use dot products during circuit design manually. Our
improvements are not the result of designing completely new
protocols, but of our generic LLSS-approach that unleashes the
full potential of multiple existing protocols. We also provide
an implementation for [21] extended to our LLSS-variant and,
based on that, observe a run time improvement of up to 25%
on Boolean or even 90% on arithmetic circuits compared
to the plain protocol of [21]. We make our implementations
available at https://encrypto.de/code/LLSS-MPC, containing
our optimizer as well as the LLSS extension of [21].

Obtaining Masked LLSS-MPC From Any MPC Proto-
col Based on Linear Secret Sharing. Multiple protocols,
e.g., 28], [27], [26], utilize variants of masked secret sharing.
We formalize the notion of masked secret sharing, yielding a
compiler that builds a masked secret sharing MPC protocol
with high online performance on top of any MPC protocol
using linear secret sharing. This not only generalizes prior
works, but also gives a straightforward generalization to LLSS,
providing improvement to all existing works with masked
secret sharing and a compiler to create more such protocols.

World Between Beaver Multiplication [43] and Masked
Secret Sharing. Classical Beaver multiplication [43] can be
phrased as masked LLSS-MPC that places upgrades imme-
diately before multiplication inputs. In contrast, works on
masked secret sharing [28]], [27], [26], [29] correspond to our
masked LLSS-MPC in the case of always immediately placing
upgrades after multiplication outputs. As our LLSS-MPC
enables us to freely place upgrades anywhere on the path be-
tween two multiplications, it is a generalization encompassing
both approaches and the entire new world in-between, unifying

and extending two popular prior paradigms (cf. §III-E3).

"For Shamir sharings [17] (§III-D) and masked sharings (§II-E), we also

use preprocessing. For §III-D| our approach yields similar preprocessing
improvements. For §ITI-F] this depends on the setting, and we provide possible

preprocessing optimizations in §III-E2]

B. Related Work

Intermediate Secret-Sharing Domain in MPC Multiplica-
tions: Many MPC protocols based on linear secret shar-
ing have multiplication sub-protocols that consist of a non-
interactive multiplication step that yields the product in some
intermediate linear secret-sharing domain, and a resharing/up-
grade step switching back to the original sharing, e.g., [13],
(211, [28], [[L15], [29]. This has been utilized to efficiently
evaluate dot products at the price of a single multiplication
by first adding many multiplication results and then just
upgrading the sum [40]], [41]], [28], [29]. Our notion of MPC
on leveled linear secret sharing captures this optimization,
but is strictly more general as we enable arbitrary linear
operations on multiplication outputs, yielding one or more
intermediate results to be upgraded again. Furthermore, we
open up the utilization of the intermediate domain even more
by also enabling individual inputs and outputs to be from either
the original or the intermediate domain. MAESTRO [44] also
considers separate non-interactive multiplication and upgrade
operations, performing linear computation more general than
dot products before upgrading. Yet, MAESTRO uses this only
as a building block for hand-optimizing AES evaluation within
MPC using replicated secret sharing. Our approach works
for multiple underlying secret sharings and generalizes to
any application with an optimizer that always finds the best
strategy for upgrading instead of requiring to optimize circuits
by hand. ALKAID [45] considers the computation of XOR
gates on outputs of AND gates before upgrading to hand-
optimize parallel prefix adders in their scheme. Our approach
is more general and does not require their hand-optimization,
as we determine the optimal upgrading strategy automatically.
MAESTRO and ALKAID also design and use novel optimized
building blocks such as lookup table protocols for even higher
efficiency, whereas our goal is to generically and automatically
optimize existing circuits. We give a detailed comparison be-
tween our generic approach and the hand-optimized solutions
for specific circuits by MAESTRO and ALKAID in §D-D]
Finally, our masked LLSS construction also encompasses
MPC from Beaver triples [43] as a special case (cf. §III-EJ).

Leveled Homomorphic Encryption: The BGN [46] cryp-
tosystem allows homomorphic evaluation of depth L = 1
circuits, where additions can be computed before and after
a multiplication. More recently, leveled homomorphic encryp-
tion [47], [48]] enables to evaluate a circuit of up to some max-
imum number of multiplication layers L. If more layers are
required, expensive bootstrapping is required to enable further
multiplications, making the scheme fully homomorphic. Our
LLSS could somewhat be seen as an MPC equivalent of that
for only L =1 levels of multiplications before an interactive
upgrade is required to enable further multiplications. In
we additionally discuss how our approach could be generalized
to multiple layers. However, this is not the focus of our work
and is limited to very few layers and, potentially, many parties
with a very low corruption threshold.


https://encrypto.de/code/LLSS-MPC

Sharing Assignment Optimization: Multiple past works on
hybrid MPC automatically combine different secret sharing
types, e.g., Boolean, arithmetic, homomorphically encrypted,
and Yao’s garbled circuit [30] sharing, to optimize the per-
formance of MPC computations that span many different
kinds of operation types internally [49], [31]], [1l, [2]], [28],
[32], [33], [6l]l. To automatically assign sharing semantics and
conversions between them to different components of a circuit,
multiple optimization tools have been proposed. Multiple
works [35]], [38l], [39] utilize integer linear programming (ILP)
for searching the sharing assignment with minimal estimated
protocol execution cost. Yet, solving an ILP is NP-hard,
requiring high optimization cost and heuristic techniques such
as segmenting a circuit into smaller parts and only solve
these parts optimally. In [36]], the circuit is segmented into
smaller parts, which are optimized by enumerating all sharing
assignments, again yielding high cost and suboptimal results.
The ILP-based optimization in [37] can be done in polynomial
time if only two choices of sharing semantics exist per an ILP
relaxation. Yet, they do not specify an asymptotic complexity
or concrete optimizer run times. Our sharing assignment could
potentially be optimized by [37], but the concrete structure
of our optimization problem allows for a simpler approach
that relies neither on expensive ILP solving nor on complex
relaxations and reductions to reach polynomial run time.
In [50]], heuristic optimization is used for good efficiency.

In contrast, our approach (§[V) is an algorithm customized
to our specific share assignment problem, minimizing com-
munication cost in MPC based on our novel notion of leveled
linear secret sharing. The specific nature of our novel optimiza-
tion problem enables to reduce it to a minimum cut problem,
inheriting a run time complexity of at most O(|C|3) for circuit
size |C|, and we observe good concrete efficiency in

C. Outline

After the preliminaries (§lI), we introduce the notion of
leveled linear secret sharing (LLSS) in (§III) and generalize
multiple existing sharing schemes and MPC protocols to that
while also formalizing MPC on masked secret sharing. Then,
we show how to automatically utilize LLSS optimally (§IV)),
investigate improvements on practical circuits (§V)), and con-
clude our paper (§VI). In the appendix, we give supplementary
protocol details (§A), full security proofs (§B), details on our
optimizer (§C), additional evaluation results (§D)), and further
pointers for future directions (§E).

II. PRELIMINARIES

A. Notation

We consider n parties, denoted by Pi,...,P,. Given
party P;, we sometimes refer to the next party P;i; or

the prior party P;_; in cyclic fashion, i.e., Pyi1 = P
and Pi_1 := P, for ease of notation. For the set of
integers {1,...,k} where k € N, we write Ncj. As

computation domain, we use a finite, commutative ring R
which can be, e.g., Zor or Fpr for k € N and prime p. This
covers the arithmetic domain and, as a special case, also the

binary domain R = Fy where multiplication is a logic AND
and addition is a logic XOR. We write a < A for sampling a
uniformly random from set A.

B. Threshold Linear Secret Sharing Schemes

A (t,n)-threshold linear secret sharing scheme (LinSSS) S
is defined via a share space S(R) over R and the procedures:

o The probabilistic procedure share(-) has a secret in-

put v € R and returns shares ([v]%);en., € S(R)™.

o The deterministic procedure rec(-) takes as input at least ¢

shares [v]% and reconstructs the secret value v € R.

We write [v]s = ([v]%)ien~, for any correct sharing of v € R,
i.e., a sharing where rec(-) reconstructs v on any subset of at
least ¢ shares. Furthermore, we require correctness of share(-),
i.e., that share(v), v € R always outputs a correct sharing [v]s,
and t-privacy, i.e., that no information about v can be learned
from less than ¢ shares from the output of share(-). Finally, the
sharing scheme must be linear: there must be a linear structure
on the share space S(R) such that parties can perform addition
of shared values, as well as addition and multiplication by
constant non-interactively by some linear transformation of
the shares. Throughout this paper, we sometimes omit explic-
itly defining share,rec where they directly follow from the
description of the sharing scheme.

The sharing procedure of a LinSSS can also be per-
formed (partly) non-interactively via pseudorandom secret
sharing (PRSS) as introduced in [51], [52], utilizing pseudo-
random functions (PRFs). We will make use of this technique
in the computational setting to save on network resources sim-
ilar to [21]], [L6], [27], assuming that pairs of parties establish
joint, random PRF keys in advance. These keys enable parties
to non-interactively generate joint random values.

An easy example for a (n, n)-LinSSS is the GMW-style [18]]
additive secret sharing, which we later use for protocols:

Definition 1 ((n,n)-Additive Secret Sharing [18]). (n,n)-
additive secret sharing (nASS) is a (n,n)-threshold LinSSS,
splitting a secret v € R into n values [v]! g5 <5 R subject to

[U]f.Ass-
1

v =
Throughout this paper, we will introduce further LinSSSs
specific to some of the protocols where needed.

C. Threat Model

Throughout this work, we consider security against semi-
honest/passive, non-adaptive adversaries, using the real-
world/ideal-world simulation paradigm [53]], [54]]. In short, this
assumes that the adversary decides before the protocol execu-
tion to corrupt a subset of parties (1 out of 3 parties for
up to (n —1)/2 out of n parties for 1 out of 2 parties
for with ABY2.0 [28])), learning these parties’ inputs,
internal states, and communication without altering their be-
havior. Simulation-based security directly implies correctness
and privacy, i.e., that the adversary learns no information that
it could not already infer from the corrupted parties’ inputs



and outputs. Regarding communication, we assume that each
pair of parties is connected with a secure channel.

D. MPC on Linear Secret Sharings

Throughout this work, we consider protocols secure against
a semi-honest/passive, non-adaptive adversary, using the real-
world/ideal-world simulation paradigm [S3[], [S4]. The ad-
versary can corrupt parties up to some corruption threshold,
depending on each concrete protocol’s setting. Formal details
are provided alongside the security proofs in §B] We consider
secure computation of arithmetic circuits over domain R,
which include Boolean circuits for the case of R = [F5. Values
on all wires are encoded using a LinSSS (cf. §II-B).

It is common practice to divide the execution of MPC
protocols into two phases. In the preprocessing (or offline)
phase, the parties have not chosen their inputs yet but generate
correlated randomness. This shifts large parts of the computa-
tional effort into the idle time of the parties’ machines. Once
all parties have their inputs, they run the online phase, which
minimizes the latency of the computation from providing
inputs to receiving results. In our work, we consider protocols
without preprocessing (§II-C)), with preprocessing (§III-D)),
or even function-dependent preprocessing which depends on
the topology of the specific circuit evaluated later (§III-E).
We emphasize that, in contrast to some function-dependent
preprocessing works such as [28]], [S5]], [29], our optimizations
do not improve the online phase at the expense of more
preprocessing cost, but maintain or even improve the original
preprocessing cost.

III. MPC ON LEVELED LINEAR SECRET SHARINGS
A. Technical Overview

Our contributions rely on the observation that for multiple
MPC protocols, such as the BGW protocol [13]], the three-
party replicated secret sharing protocol of [21], or protocols
based on masked secret sharing such as [27], [28], multiplica-
tions consist of two phases: In the first phase, the parties non-
interactively obtain an alternative kind of secret sharing of the
product. In the second phase, the parties interactively convert
the result back to the protocol’s original secret sharing scheme
so that further multiplications are possible. For example, BGW
multiplies two values, represented by polynomials f, g of max-
imum degree d = t—1 with party P; holding shares f(7), g(4),
by each P; setting h(i) = f(¢) - g(i), defining a polynomial h
that has double degree 2d. In [21]], two values shared in a
replicated way can be non-interactively multiplied, obtaining
an additive sharing of the product. In both cases, the second
step upgrades the sharing back to the original sharing type,
i.e., lowers the degree in the case of BGW or replicates all
shares in [21], while also re-randomizing the sharing.

While the details for these specific protocols will be pro-
vided in the following subsections, we here aim to first estab-
lish the general motivation and build a generic concept: MPC
with leveled linear secret sharing. Here, there are two internal
linear secret sharing schemes, S and S’, where multiplication
of shares in S can be done non-interactively, yielding a share

in &’. This represents the first phase of the aforementioned
multiplication protocols where S’ then represents, e.g., Shamir
shares [17] of degree 2d or additive shares, respectively. The
threshold of &’ needs to be at least that of S to preserve
privacy, and we observe that in the above examples, it even be-
comes strictly larger. Furthermore, we allow non-interactively
converting from S to S’, which we will explain in detail later.
This leads over to the following definition:

Definition 2 (Leveled Linear Secret Sharing (LLSS)). A (¢,
threshold leveled linear secret sharing (LLSS) scheme (S,
on domain R consists of:
e (t,n)-LinSSS S on R. For ease of notation, we write
[v] := [v]s, and we call such sharings higher sharings.

e (t',n)-LinSSS S’ on R for some t' > t. For ease of
notation, we write (v) := [v]ss, and we call such sharings
lower sharings.

o A non-interactive procedure (vy) < mult([z], [y]),
multiplying two higher sharings, and yielding a lower
sharing. This procedure may be augmented by also using
preprocessing material which is obtained independently
of [z],[y], i-e, during the preprocessing phase of an
MPC protocol. We only require the preprocessing for
masked sharings in where we particularly optimize
for online performance.

A non-interactive procedure (x) < downgrade([z]) that
converts from higher to lower sharing.

2_

s)

The second step of multiplying in prior protocols in our case
reflects an upgrade from S’ to S, which requires interaction:

[x] + upgrade({z)).

More classical protocols, as in [13[], [21], [27], [28], on a
sharing scheme S reflect MPC on an LLSS where after each
instance of mult, the result in &’ is immediately upgraded
back to S using upgrade. Instead, we now allow to remain
longer in S’, making use of its linearity that still supports
further linear operations. Before the next multiplication gates,
we must ensure that an upgrade happens somewhere along the
way so that all inputs to multiplications are always in S. Fur-
thermore, we also allow to provide inputs in and reconstruct
outputs from the lower domain S’. Hence, e.g., if multiple
input values to a protocol are added and only the sum is later
used in a multiplication, all of these inputs may be shared in S’
if this is cheaper than inputs in S, followed by a single upgrade
on the sum. Similarly, between the last multiplication and an
output, there is no need to upgrade to S before reconstructing.

Security: We provide the intuition regarding the security of
our LLSS instantiations here and later provide the full, formal
proofs in §B] For all prior protocols that we base our instanti-
ations on, we observe that the security of their multiplications
relies primarily on the security of the upgrading. For the first
step, the non-interactive multiplication, it is only important that
the result is a valid sharing of the expected product because
only this is used as security argument regarding this step, and
as no messages are exchanged. Hence, proceeding with linear
operations between non-interactive multiplication and upgrade



preserves security, because these operations do not entail
any communication but still result in a valid sharing of the
expected value. Providing inputs directly in S’ also is secure
as per the properties of scheme S’, which has a threshold at
least that of S. Regarding outputs directly from &’, additional
care is required. For example, in BGW [13], the output of
a multiplication corresponds to a polynomial of degree < 2d
that is the product of two polynomials of degree < d. Yet, it is
no random polynomial (up to representing the correct value)
which was required earlier as an invariant, as it, e.g., cannot be
reducible and of degree > d. This can lead to leakage upon
further communication, depending on this polynomial [S6].
Similarly, exchange of additive shares in [21]] can disclose
additional information as noted in [21]. Both approaches,
therefore, integrate a re-randomization technique inside their
upgrade. We additionally also integrate re-randomization in
all outputs from &’, ensuring that any output from S’ can be
simulated. Finally, the security of all linear operations, inputs,
and outputs in S is inherited from the base protocols.

We proceed by introducing the notion of extended circuits
that, while encoding the function to be computed, additionally
also assign the choice of sharing semantics to all operations
and specify where upgrades and downgrades happen (§III-B).
Then, we generalize three LinSSS-based MPC protocols to

LLSS (§II-C] §I-D| §II-E) and finally give an outlook on
the possibility of using even more layers (§I1I-F).

B. Circuit Model

Usually, an arithmetic circuit C to be evaluated by an MPC
protocol is a directed acyclic graph (DAG) where the nodes are
multiplication, addition, and multiplication-by-constant gates.
The edges are called wires, and multiplication and addition
gates have exactly two input wires, while multiplication-by-
constant gates have one input wire. Input and output gates are
labeled with a party P;. Input gates have no input wires but
output a value provided by P;. Symmetrically, output gates
reveal the value on their input wire to P;.

To support the use of an LLSS, we define extended cir-
cuits C'. In contrast to standard circuits C, each wire now
has an additional label S or &’, indicating in which domain
the value on this wire during circuit evaluation should be
secret-shared. We additionally require that each addition or
multiplication-by-constant gate uses the same domain for all of
its input and output wires. Multiplication gates in accordance
with Definition [2] require input wires to use S and output
wires to use S’. We furthermore introduce gates to downgrade
and upgrade (cf. where each downgrade gate has one
input wire in S and output wires in S’, and each upgrade
has one input wire in &’ and output wires in S. For input
and output gates, we allow their wires to use any domain if
consistent, e.g., all output wires of an input gate must use the
same domain. The domain of wires connected to input and
output gates then specifies the domain in which the specific
input or output is provided.

An extension C’ of a circuit C is the result of adding sharing
semantic labels to all wires of C and then adding downgrade

and upgrade gates, replacing some wires by two wires, leading
first from the source to a downgrade/upgrade and then to the
destination, such that all rules specified above are satisﬁedE]
Hence, C is C’ after removing all sharing semantic labels and
downgrade/upgrade gates. We refer to Ext(C) as the set of all
possible extensions of C.

C. Generalizing Replicated Secret Sharing

In the (n = 3)-party honest majority setting, the protocol
of [21]] based on replicated secret sharing [57] is a popular
choice due to its high performanceE] The secret sharing
semantics are as follows:

Definition 3 (Three-Party Replicated Secret Sharing [57]], [21],
[22]). Three-party replicated secret sharing (RSS) is a (2, 3)-
threshold LinSSS over a ring R with v € R shared as

[U]zss 1= (v3,v2)

[U]lless = (v1,v3) Mzzess = (ve, v1)

where vy, v, v3 <$ R subject to v + vg + v3 = v.
For multiplication of [x|rss, [y]rss, [21], [22] exploit that

(z1y1 + T3y1 + T1Y3)+
ry=(z1 + 2 + 23) (Y1 + Y2 + y3) = (v2y2 + T2y + T1y2)+
(3y3 + w3y2 + T2Y3).

The first summand can locally be computed by P;, the second
by Pa, and the third by Ps, non-interactively yielding a
(3, 3)-additive sharing (cf. Definition or, in short, 3ASS-
sharing of z = xy. Letting each party P; then send its
additive share to P;_; would again yield an RSS-sharing of
the product. Yet, for preserving privacy, it is necessary to first
re-randomize [z]3ass by adding a fresh random sharing [0]3ss.,
i.e., a 3ASS-sharing with shares independently and uniformly
random subject to [0]3 545 + [0]245s + [0]345s = 0. This sharing
can be obtained using a protocol I, for which [21] provides
a non-interactive instantiation using pre-shared PRF keys.

We note that this process naturally consists of a non-
interactive mult, yielding the product in 3ASS, and an in-
teractive upgrade switching back to RSS. Hence, it induces
an LLSS (RSS,3ASS) (cf. Definition [2) with higher shar-
ings [-] := []rss and lower sharings (-) := [-]3ass. Procedures
mult and upgrade are given as parts of the multiplication
protocol of [21]], [22] depicted in Fig. Downgrading a
sharing [v] can be instantiated by each party P; holding [v]* =
(vi,v;_1) discarding v;_; and setting (v)" = v;.

Finally, recall from that for outputs in domain &’ =
3ASS, we require re-randomization to ensure privacy. Con-
cretely, as shown by [21], the outputs of mult are not random
shares subject to representing the correct value, but an ex-
change of them may leak information. This is why the original
multiplication protocol adds (0) < II. () to the additive
sharing before exchanging values. Similarly, we instantiate all
output gates in S’ = 3ASS by computing a fresh (0) + 1., (),

2If k wires with the same source require an upgrade, we also allow merging
these upgrades by using a single wire to only one upgrade, followed by k
wires from the upgrade to all destinations.

3In this work, we use the simplified formulation of the protocol from [22].



adding it to the sharing to be opened, and only then opening
the sharing by sending all shares to the designated output
party. For all other input and output gates, shares are simply
exchanged as per the sharing schemes so that for inputs, all
parties receive their shares, and for outputs, the output party
receives sufficiently many shares to reconstruct the secret.

—(Protocol [2] + M ([2], [[y]]))

Input: [-]-sharings of =,y € R,

Output: [-]-sharing of z = z - y.

() = mule([e] ) (where = = o)

— Each party P; computes (2)? = z;y; + Ti—1Y; + TiYi—1-

[2] = upgrade((2))

— The parties compute (0) < IIc.() and set (z) < (z) + (0).
Each party P; sends (2')? to P;11 and receives (z/)?~1 from P;_1.
— Each party P; sets [2]* = (25, zi—1) = ({(2/)%, (/)7 1).

Figure 2: RSS-multiplication of [21]], [22], split into non-
interactive mult and interactive upgrade.

In we provide an additional optimization for sharing
protocol inputs using PRFs, and, for the sake of completeness,
give a full, formal specification of our LLSS MPC protocol.
Security is formally proven in §B| following the intuition

provided in
D. Generalizing Shamir’s Secret Sharing

Next, we adapt Shamir’s Secret Sharing Scheme [17/] into
an LLSS. Note that throughout this section, we require R to be
a field with at least n distinct non-zero elements aq, ..., .

Definition 4 ((t,n)-Shamir’s Secret Sharing [17]). (¢,n)-
Shamir’s secret sharing (¢SSS) is a (t,n)-threshold LinSSS
over a field R of size > n, splitting a secret v € R
into n values [v)iss € R where (o, [v]igs) = (i, f(a;))
for i € N<,, are points on a polynomial f over R with a
maximum degree of t — 1, and f(0) = v. Procedure share(v)
chooses random c; <$ 'R for j € N<;_1, sets co = v, defines
f(X) = Z;;(l) c; X7, and sets each share [v]igss to f(i).
Procedure rec takes at least t shares which are sufficient to
compute | and then reconstructs v = f(0).

As introduced by the original BGW protocol [13], two
secret-shared values [x]:sss, [y]tsss are multiplied by each
party first multiplying its two shares. Given that the shares
of x respectively y correspond to polynomial f(X) resp. g(X)
of maximum degree ¢ — 1, the products held by all par-
ties now correspond to polynomial h(X) = (f - ¢)(X)
representing h(0) = f(0) - g(0) = x - y. Yet, h(X) has
maximum degree 2t — 2, i.e., threshold 2¢ — 1, so that BGW
requires 2t — 1 < n for h(X) to still be uniquely identified
from the existing shares. This also is what requires the honest
majority setting of BGW, setting ¢t = |[(n + 1)/2]. As the
threshold would grow too large from further multiplications,
there exist several methods to immediately decrease the poly-
nomial degree back, e.g., [[13], [58], [L5], [16].

We again split these two parts. First, we consider [] :=
[]tsss as higher sharings. For the lower sharings, we use the

results of the first multiplication step, i.e., local multiplication
of individual shares. The resulting threshold of the multiplica-
tionis 2t —1=n—1forevennand2t—1=n+1—-1=n
otherwise. For the sake of consistency, we always interpret
the result to have full threshold n, given that a polynomial
of maximum degree n — 2 also is a polynomial of maximum
degree n — 1E] Hence, for lower sharings we consider (-) :=
[]nsss and consider an LLSS (¢SSS, nSSS).

While our LLSS approach can use any degree reduction
from [13]], [58], [15], [16] for upgrading from (-) to [-],
we follow the DNO7 [15] approach for good scalability
with n, also adding optimizations from [16]. The idea is
to preprocess pairs ([r], (r)) for random r € R and then,
given some (z), compute (z) — (r) and open this to one
designated party PkingE] This party can then distribute z — r
to all parties who finally set [¢] = z — r + [r] and the
overall process just costs O(n) communication. For further
optimization, we use the preprocessing from ATLAS [16] that
requires Pying to [-]-share z — r instead of distributing it as
plaintext. This effectively halves the preprocessing cost while
binding a specific party P; to each individual multiplication to
act as Pking, hence using preprocessing material ([r], (r), P;).
The overall multiplication and our split of it into procedures
mult and upgrade is given in Fig.

—(Protocol [2] + My ([2], [[y]]))

Input: [-]-sharings of z,y € R,

Output: [-]-sharing of z = z - y.

(z) = mult([z], [y]) (where z = zy)
— Each party P; computes (z)* = [z]*[y]*.

[2] = upgrade((z))
— Preprocessing: Generate ([r], (), Pking) as described in [16].

— The parties compute (z — r) < (z) — (r) and send their resulting
shares t0 Ping-

— Pking runs (nSSS).rec on the received shares to recover z — 7, runs
(tSSS).share(z — r), and sends the resulting shares of [z — r] to the
corresponding parties.

— The parties compute [z] = [z — r] + [r].

Figure 3: DNO7-style [[15], [16] tSSS-multiplication, split into
non-interactive mult and interactive upgrade.

For downgrading, we reinterpret a [v] as (v), each party us-
ing the same share as before. While this removes redundancy,
it is obvious that the result still represents the same value.
Finally, as noted in outputs from domain S’ = nSSS
require additional re-randomization, which we achieve by
adding a zero-sharing (0). Such zero-sharings can be generated
during preprocessing, using the method described in [16].
We give the full formal protocol specification and additional
optimizations using PRFs based on those by [16] in and
the full security proof in §B]

4The result technically still has threshold n — 1, but we will later re-
randomize to a proper threshold-n sharing before any communication so that
privacy is preserved.

5The role of Pring rotates between parties across multiplications for load-
balancing the communication.



E. Generalizing Masked Secret Sharing

In this section, we go beyond generalizing a specific MPC
protocol to LLSS. Instead, we provide a general compiler
that transforms any LinSSS and corresponding multiplica-
tion protocol into an LLSS-protocol. Our compiler utilizes
and generically formalizes the masking circuit randomization
technique as used in [26], [27], [28], leveraging function-
dependent preprocessing to optimize online performance. We
begin by providing an intuition for our construction, which is
based on [26], [27]], [28], and then give a full description.

Let there be a LinSSS &’ (cf. that we will use
as lower sharing, i.e., (-} := []s/. The idea is to define a
masked LinSSS S as higher sharing [-] := []s, where for
secret v € R, a A\, +s R is &'-shared between the parties
during preprocessing and additionally, all parties have the
masked value m, = v — A, that is computed in the online
phase. Hence, [v]* = (m, = v — A, (\,)?) for each party P;.
We note that by the linearity of &’, S is linear too:

[cx + dy + €] := (emy + dmy + e, (chy +dNy))

for [z], [y] and public values ¢,d,e € R, a8 Megtdyte =
emg+dmy+e = c(x— ;) +d(y—Ay)+e = ca+dy+e—ch,—
dM\y = cx + dy + e — Acgtdy+e. For multiplication z = x - y,
we note that

z =y = (Mg + Az)(my + Ay)
= MMy + Mg Ay + MyAg + Az )y,

The parties precompute (A, A, ), using a suitable multiplication
protocol for &', that may be significantly more expensive than
the multiplication in S that we aim to optimize as it runs in
a less time-critical preprocessing phase. Then, in the online
phase, the parties can compute

(2) = mamy +ma(Ay) +my(Az) + (Azy)

without interaction by the linearity of S’. To upgrade (z)
from &’ to S, during preprocessing, they establish a shar-
ing (A\,) for A, «$ R and then compute (m.) = (z) — (\.)
online which they finally recover. Prior works use both steps
together to implement their multiplication, while we again split
them up. We proceed to formally specify our construction:

Theorem 1 (Masking Compilation of LinSSS to LLSS-MPC).
Let 8’ be a (t,n)-LinSSS (cf. and 11 ,uitpre be a secure
multiplication protocol on S’ for up to t —1 corrupted parties.
Then, there exists a masked version M (S’) of 8" which we use
as higher sharing S s.t. (S,8’) is an LLSS and there exists
an MPC protocol on this LLSS.

Proof: The higher/masked sharing S 1is defined
as (my, (A,)) for a secret v € R where m,, is known to all
parties and v = m,,+\,,. For the sharing procedure S.share(v),
the parties establish (\,) for A, <5 R during preprocessing
so that the dealer learns \,[f| For procedure S.rec([v]), the
parties run S’.rec({\,)) towards the output receiver which

SE.g., the dealer could sample )\, and S’.share it between the parties.

then computes v = m, + A,. The security with threshold ¢
of S directly follows from that of S” with the same threshold.
Linearity of S follows from that of S’ as shown before.

For function-dependent preprocessing, the parties first for
each upgrade from (v) to [v] establish (\,) for A, <% R
which can be achieved non-interactively using PRFs [52]], [59].
They also establish (\,) for all inputs in S. For each multipli-
cation z = z-y, they then non-interactively compute (\;), (A,)
following the circuit topology and linearity of S’, given
that (), (\,) are linear combinations on (\,)-values sampled
before for inputs in S and outputs of upgrades. Finally, the
parties compute (Az-Ay) <= Hmuiepre ((Az), (Ay)) for all multi-
plications in parallel, yielding a constant-round preprocessing.

Multiplication now directly follows the prior intuition, and
we provide the details in Fig. 4] Upgrading is defined in Fig.[5]
supporting the optional use of the Pyjpg-strategy [15] for many
parties. For downgrading of [v], we simply let the parties
compute m,~+(A, ). Outputs from domain S’ require additional
re-randomization by adding a zero-sharing (0). This can be
generated non-interactively during preprocessing via pseudo-
random zero sharing, using the techniques from [52].

Protocol (z) < mult([z], [[yﬂ))

Input: [-]-sharings of x,y € R,  Output: (-)-sharing of z = z - y.

Preprocessing Material: {(Az\y).

— The parties compute (z) = memy + Mg (Ay) + My (Aa) + (AzAy).

Figure 4: Masked, non-interactive multiplication.

—{ Protocol [2] « upgrade((2)))

Input: (-)-sharings of z € R,

Output: [-]-sharing of z.
Preprocessing Material: (\).

— The parties compute (m) = (z) — (Az).
— The parties reconstruct m_ using one of the following options:
A: Each party is sent enough shares of (m) to recover m
using S’.rec.
B: A designated Pying is sent enough shares of (1) to recover m
using &’.rec which it then sends to all other parties.

— Each party P; sets [2]* = (mz, (Az)?).

Figure 5: Upgrading by masking.
|

Theorem 2. The protocol from Theorem |l|is computationally
secure against an adversary corrupting < t parties.

The intuition is as follows: The protocol is correct, and
privacy follows from the fact that for upgrades, the exchanged
data is masked by fresh pseudo-random shares (\,)?, while
outputs from S use these pseudo-random masks, only reveal-
ing the output, and outputs from S’ are re-randomized by
addition of (0). We give the full, formal proof in and
the complete protocol specification in §A-C|

Finally, we note that a protocol variant with a trusted dealer
replacing Il,,,14pre €Xists, inspired by the design of [27]]:



Remark 3.1 (Masked LLSS-MPC with a Trusted Dealer).
An MPC-protocol as in Theorem |I| can also be instantiated
with an additional dealer party that does not have inputs
or outputs and remains absent from the protocol’s online
phase. This dealer then samples all masks \,, (-)-shares
them between the parties, and then computes and shares
all (\z\y) required for the multiplications.

1) Existing Concrete Instantiations: In the literature, there
are multiple uses of MPC on masked secret sharings, but with-
out using our idea of LLSS and instead running upgrade di-
rectly after each multiplication. For our evaluation (cf. §V-A),
we consider the two-party (i.e., t = 2) protocol ABY2.0 [28]].
This directly corresponds to using additive shares S’ = 2ASS
in our construction. Preprocessing multiplication Il uitpre
is instantiated using oblivious transfer or homomorphic en-
cryption. Another instantiation is ASTRA [27], which ex-
tends ABY2.0 with a dealer (cf. Remark [3.T)). Here, random
masks (), ) are set up non-interactively, sampling the individ-
ual shares from pre-shared PRF keys. The only interaction by
the dealer is for each multiplication to (-)-share products Az \,.
For active security (which is not our focus here), SWIFT [29]]
uses masking on &’ = RSS, Turbospeedz [26] uses additive
shares with SPDZ-style MACs [19] as &', and Trident [6Q]
and Asterisk [61] extend these approaches by a dealer.

2) Optimizing Preprocessing Communication: We note that
in the prior protocols (§II-C] §MI-D), mult did not re-
quire any communication, while here, it still requires in-
teractive prezprocessing. For example, computing a sum of
products >, [xx][yx] in S could now be done with the
online cost of a single upgrade after computing <Zi:1 TrYk)
without online interaction. Still, the preprocessing cost would
scale with dimension ¢ as each of ¢ instances of mult re-
quires to run IT,uepre. ASTRA [27], which supports dot-
products with constant communication cost, instead lets its
dealer not establish a sharing (\;, Ay, ) for each multiplication
here, but instead has it distributing (Zizl Az Ay, ) directly
as the individual parts do not matter for the final result.
We can translate this approach to our generalized protocol
as follows: For each instance of mult, we only compute
MMy + My (Ay) + my(Az) = (2 — AgAy) which does not
require any preprocessing, but results in an error of —A; A, in
the result. Addition of (A, \,) would compensate this error, but
requires preprocessing. Instead, we do not compensate such
errors immediately. Then, as long as computation in S’ contin-
ues without compensating errors, these errors will accumulate,
noting that only linear operations are allowed. Somewhere
before either outputting from S’ or upgrading, we compensate
the then accumulated error, e.g., in the prior example, by
adding Zizl Az, Ay, - Hence, we effectively delay error com-
pensation to an arbitrary position between multiplication(s)
and the next following upgrade(s) or output(s) from S’, aiming
to later compensate less, accumulated errors.

Of course, even after moving the error compensation, the
corresponding accumulated term still needs to be efficiently
computed in preprocessing. If we have a dealer, this is easy

as it holds all masks and, hence, can locally compute the
compensation and secret-share it, similar to the idea in [27].
Otherwise, if the lower sharing S’ is an upper sharing of an-
other LLSS (S&’,8”), we can recursively use our general idea
of MPC on LLSS to reach constant communication per com-
pensation to be computed. For each multiplication z = z-y, we
non-interactively multiply (\;) - (\,) to obtain [A;\,]s and
proceed with linear operations in S’ up to the point where the
error compensation is required. Only then, the parties interact
by upgrading the resulting error compensation from S” to S'.
The recursive approach works, e.g., for SWIFT [29] that uses
the masked version of replicated secret sharing (Def. [3]). Error
compensations for individual multiplications can be computed
non-interactively as additive sharings, accumulated, and then
finally upgraded to replicated sharings as shown in For
ABY2.0 [28]], this trick appears not to work as it seems there
is no LLSS using additive shares as higher shares. In §C-El
we give details on our recursive optimization and show how
it can be used to minimize preprocessing costs.

3) Relation to Beaver Multiplication [43|]: Multiplication
with Beaver triples [43] multiplies two shared values [x], [y]
by using a triple ([a], [b], [c]) that is random subject to ¢ = ab,
reconstructing  — a,y — b and then setting [z] = [zy] =
(x —a)(y —b) + (. — a)[b] + (y — b)[a] + [¢]. As pointed
out in [28]], this is equivalent to the masked approach here,
reinterpreting a, b as masks A;, Ay and x — a, y — b as masked
values m, m,,. The difference is that [43]] essentially upgrades
to masked sharings on the input wires of multiplications
and immediately switches back to the original domain by
multiplication, whereas, e.g., ABY2.0 [28] upgrades the output
wires of multiplications instead so that all inputs to multi-
plication gates already are masked. This was motivated by
multiplications having two inputs and one output, so that,
per multiplication, fewer interactive upgrades are needed. Our
generalized approach to masked secret sharing can, but does
not necessarily, upgrade immediately before or after multipli-
cations. Hence, it can emulate both Beaver multiplication [43]]
and ABY2.0 [28] at their respective original cost, but also
more freely position upgrades at positions not directly adjacent
to multiplication gates. This gives us unprecedented flexibility,
filling the space between both prior approaches that randomize
on inputs or outputs of multiplications, and, as we will see
in §V-A] enable further optimization.

F Multi-LLSS

While our MPC protocols for LLSS use two layers, where
non-interactive multiplication has inputs on the higher and out-
puts on the lower layer, we raise the following question: Could
we build an LLSS with more than two layers with multiplica-
tions each going one layer down without online interaction,
enabling multiple multiplications before needing to upgrade?
This appears to be possible! For instance, M (RSS) (masked
sharing based on replicated sharings, cf. Theorem [I)) as used
by SWIFT [29] can be multiplied into RSS without online
interaction (§III-E), and this can subsequently be multiplied
into additive 3ASS without interaction (§III-C). This yields



two layers of multiplication without interaction. The same idea
has recently been utilized by ALKAID [45], albeit only to
hand-optimize AND-gates with three and four inputs, rather
than introducing a leveled secret sharing for generic circuits.
Similarly, if using BGW-style protocols (§III-D), we could
require a more aggressive threshold, e.g., ¢ = n/4, so that
multiplications of ¢SSS yield (2t — 1)SSS and multiplications
of those yield (4¢ — 3)SSS that can still be recovered by n
parties. We could also imagine a masked version of ¢SSS,
adding another layer on top. We leave further investigation of
such multilayer schemes to future work. As a final remark, the
masking compiler from §ITI-E] may raise the idea of building
an LLSS over arbitrarily many layers by recursively building
masked sharings based on other masked sharings, e.g., using
three layers M (M (S")), M(S’), S’ for some LinSSS S’. This
unfortunately does not work as the first layer of multiplications
would yield masks on the second layer that are unknown
during preprocessing, preventing another non-interactive layer
of multiplications. We give an example for this issue in

IV. SHARING ASSIGNMENT OPTIMIZATION

Given a circuit C and an LLSS (S,S’), we want to find an
extended circuit C’ (cf. which adds sharing semantic
labels S and S’ to each wire and augments the circuit by
additional gates to downgrade from S to S’ and upgrade
from S’ to S, still computing the same function as C E] Briefly
recall from that we furthermore require linear gates to
have the same sharing semantics on all inputs and outputs
and that multiplications always have inputs in S and outputs
in §’. An obvious choice is to immediately upgrade the output
of each multiplication from S’ back to S, keeping all linear
operations, inputs, and outputs in S. This exactly emulates
existing MPC protocols such as 3PC on RSS [21]], BGW [13]],
and ABY2.0 [28]], using &’ only as an intermediate step
during multiplications (cf. Fig. [Th, p. 2). We have also seen
in that upgrading to a masked sharing (cf. on
the input wires to each multiplication exactly emulates MPC
with Beaver multiplication [43]].

In cases where a few multiplication outputs (through linear
gates) feed into many multiplication inputs, it is preferable to
do the interactive upgrades early, as fewer wires need to be
covered. In the opposite case, with many outputs feeding into
a few inputs, it is preferable to upgrade late. Yet, it may also
happen that linear arithmetic after a layer of multiplications
first narrows to only a few wires, and then widens again
into many multiplication inputs. In such a case, it may make
sense to upgrade in-between linear, non-interactive operations
to save on communication. We are interested in always using
the choice of sharings on all wires and corresponding upgrades
that optimizes communication, i.e., the best possible exten-
sion C' from the set of all possible extensions Ext(C) of a
circuit C, yielding the following optimization problem:

7We do not aim to also rewrite the actual arithmetics in the circuit for
optimization. This would be logic minimization, an orthogonal problem which
is Yo-hard [62].

10

Definition 5 (LLSS Sharing Assignment Problem).
Let COMM {C" | C extended circuit} — Ry be a
communication cost metric for extended circuits (this
is specific to the used LLSS-protocol, and we may
consider online or total communication). The LLSS sharing
assignment problem is to, given a circuit C, find an extended

circuit C' € Ext(C) with minimal COMM:

C*

arg min cCOMM(C’)
¢/ E€Ext(C)

We note that the communication COMM computes the sum
of required communication for each interactive gate in the
circuit. In Tab.[I, we provide the cost of all protocols from
(with their PRF optimizations from §A), where ¢S, ¢S denote
the communication of sharing an input in lower respectively
higher domain, Cp,, denotes the communication for a mult
(which is non-interactive online, but still requires a static
preprocessing cost in case of masked sharing), C,p. denotes the
communication of upgrade, Cfu/t, ¢S, denote the communica-
tion of reconstructing from lower respectively higher domain
towards one party, and Cg denotes the communication for re-
randomization which we require to do as part of each output

from the lower domain (cf. §III-A).

Table I: Online communication costs for all gates except for
free linear operations, for the protocols from §III |R| is the
size of one ring element, t = |(n + 1)/2] is the threshold

from §III-D| A is the underlying masking scheme from §III-El
and n is the number of parties. Preprocessing cost in footnotes.

RSS (§II-C) | ¢SSS (§UI-D) MSS(A) {II-E)
cs 0 0 A
lg. n a
Ch IR| (n — )R] (n—1DIR|
Crult 0 0 Ob
Cup. 3|R| @2n—t—1)|R[°| n-cl, or cA+(n—1)|R|
Cs 0 0 0
Coim 2|R| (n—=1IR| C(}}t
Cout ‘R‘ (t — 1)|R| Cout
4 prepr: establish random [Ay]s/, Ay known to dealer

b prepr:
d

run HmultPre ¢ prepr: = n|’R|/2
second option if Pying-strategy [13]

Given some circuit C, we need to build a valid extension C’
where the cost introduced by the positioning of upgrades and
choice of domain for individual circuit inputs and outputs is
minimized. We first look at multiplication gates, as these will
inherently require their inputs to be in the higher domain S
while providing their outputs in the lower domain S’. In
between multiplications that are connected by a path over
linear gates, at least one upgrade needs to be placed so
that the later multiplication receives its inputs in S. In the
resulting C’, inputs to multiplications either are a direct result
of an upgrade, or they are outputs of a linear gate that only
receives inputs in S and, hence, fulfill the same property that
their inputs come from upgrades or linear operations in S.
Thus, the sub-circuit between both multiplications needs to be
split into a left-hand part that uses S’, and a right-hand part that
exclusively uses S. The boundary between these parts is where
upgrades from S’ to S need to be placed, which are our main



source of interaction cost. Hence, we aim to identify a possible
split where the boundary contains the minimal number of
wires. This corresponds to a minimum cut.

We now frame our optimization as a minimum cut problem.
Each multiplication gate needs to act as a source, emitting S’
wires, and as a sink, receiving S-wires. Hence, we split
each multiplication gate “x” into two gates “x;” and “x,”
where source “X;” has no inputs, but all original output wires
of “x”, and sink “Xx,” has no outputs, but all original input
wires of “x”. Between “x;” and “Xx,” of all multiplications,
we place the remaining linear arithmetic of the circuit. The
resulting flattened circuit for the example circuit C from
Fig. [64] is given in Fig. [6b] Note that this construction also
automatically takes care of paths over linear arithmetic that
skip a multiplication layer, as visible in Fig. [6b]

The outputs of gates may be connected to multiple wires
and, as defined in §III-B] a circuit extension allows to batch
upgrades for multiple of them into a single upgrade, using
one wire to the upgrade and from there, split into multiple
wires to all destinations. As the number of possible sets of
wires to augment by upgrades is exponential in the number
of former output wires, it would be inefficient to enumerate
them. Instead, we always upgrade all or no wires. If some
wire later goes to a gate where it is required to use &', it
is always possible to insert a downgrade gate which comes
at no communication cost. Hence, in all cases where a gate
output has multiple wires, we add an intermediate node, draw
an edge from the gate output to this intermediate node, and
then rewire all prior gate output wires to originate from the
intermediate node insteadﬂ This is depicted in Fig. At this
point, we also add edge weights: Each output wire of a gate
gets weight C,,. as cutting this wire equals the insertion and,
hence, cost of one upgrade. All outputs of intermediate nodes,
as introduced before, have weight co as we always want to
cut before the node, i.e., upgrade the wire for all destinations.

Next, we need to take care of inputs and outputs to decide if
they should be in the higher or lower domainﬂ We assume here
that c3" < ¢S < Cyp. 4+ ¢S and €5, < €S, +Cg < Cyp. +C&,
which holds, e.g., for RSS and ¢SSS in Tab. [IL as this is the
most interesting case. Other cases are trivial: e.g., for Cf]/ >
Cﬁ, it is always optimal to input in & which, if needed, can
be downgraded to S’ for free at a total cost not higher than
if the input was immediately in S’. We provide an exhaustive
list of trivial cases alongside their optimal solutions in §C-A|
and focus on the aforementioned difficult case here. Now,
providing inputs in 8’ is cheaper than in S, but might require
additional upgrades later. For now, we assume that all inputs
are in &’. In that case, inputs are handled like multiplication
outputs: paths starting at them need to be cut somewhere
before reaching a multiplication input. For each input, we add
a small gadget consisting of a source node and an edge to
a second node, that can be cut to immediately upgrade the

8This roughly corresponds to Lawler’s transformation [63] for hypergraphs.

9Orthogonally, [64] automatically finds opportunities for local computation
on inputs known by the same party before input sharing. Both approaches
could be combined.
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(a) original circuit C

(b) flattened circuit (c) edge weights

S S’
Cin 7Cin

source

(e) optimal extended circuit C’ (with annotated cut from Fig.

Figure 6: Example optimization from circuit C to best extended
circuit ¢’ € Ext(C). Same coloring used for individual gates

respectively the copies “Xx;”, “x,” of “x” gates.

input. This second node is then connected to everything that
the input is connected to in C by edges of weight co. Now,
as ¢ < Cup. + C;fl/, immediately providing the input in S is
better than having it in &’ and then upgrade. Hence, we set
the weight of the gadget’s internal edge to ¢S —c3', i.e., what
one needs to pay additionally to input in S compared to S’.
Cutting this edge now represents that the input is in S instead
of &', instead of representing an upgrade. This is also shown
in our example in Fig. [6d}

For outputs, we use similar gadgets where the right node
acts as a sink. Assume that all outputs are in S which
is cheaper than outputs in &’ by assumption. Then, wires
using S’ still require an upgrade, represented by cutting the

gadget’s edge. Now, if we allow outputs in either sharing,



it is cheaper to re-randomize and output in S’ compared to
upgrading and outputting in S as Cfu/t +Cy < Cyup. + CSye
Hence, we set the edge weight to ¢S, + cg — S, i.e., what
one needs to pay additionally to output from S’ (including
re-randomization) compared to an output from S. Cutting this
edge then stands for having the output in S’.

After introducing a single principal source and sink node
to reduce the problem from the multi-source/sink case, we
compute a minimum cut. This can be achieved by standard
algorithms such as Edmonds-Karp [65] to compute the max-
imum flow and then searching for the boundary between the
reachable and unreachable nodes in the residual graph of the
flow, which yields the minimum cut [66]]. In our example
in Fig. [6d] the resulting minimum cut is shown. We translate
that into an optimal extended circuit C’ € Ext(C) that is shown
in Fig. [6¢]as follows: For each cut wire (outside of input/output
gadgets), we add an upgrade gate. It may happen that there
also exist wires traversing the cut backward{"} in which case
we add a free downgrade. Each cut edge in an input gadget

(or its non-existence if ¢S < c5') indicates that the input
mn p

mn
is to be shared in & or immediately upgraded, whatever is
cheaper; otherwise it will be in &’. Similarly, each cut edge
in an output gadget (or its non-existence if ¢S, + cg < ¢S )
indicates that the output shall be in &', otherwise it is in S.
For conciseness, we defer a full, formal specification of our
optimization algorithm to To conclude, our optimization

algorithm computes an optimal solution:

Theorem 3. Our optimization algorithm (formal descrip-
tion in solves the LLSS Sharing Assignment problem
(Def. D)), i.e., given a circuit C, computes an extended cir-
cuit C' € Ext(C) with minimal communication cost COMM.

This follows from the previous considerations of our con-
struction and we provide a full proof in §C-C| The dominant
part of the optimization cost is the Edmonds-Karp algo-
rithm [63] with complexity O(|V'||E|?) for |V| nodes and |E|
edges. As the number of gates (including inputs and outputs) is
at most doubled in our construction and as the number of wires
also gets at most doubled (by our merging of multiple output
wires from the same gate), we get a complexity of O(|C|?).
While we use a basic algorithm to compute the minimum
cut for our share assignment, we note that more sophisticated
methods exist with better complexity, see

V. EVALUATION

To analyze the communication improvement that our op-
timizer from can find by using the additional freedom
of detaching interactive upgrades from the remaining, now
non-interactive multiplications (cf. §III), we implement our
optimizer in C++ and present the results next. We compare
to the prior approach of immediately upgrading after each
multiplication as baseline. To also investigate the impact on
concrete protocol run time, we implement our generalization
of three-party MPC on replicated sharings from in

10These will not be part of the cut, but go to gates left of the cut.
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C++, running on the extended circuits computed by our
optimizer. We run benchmarks of this protocol on a server
with an Intel Core i9-7960X CPU @2.80 GHz and 128 GB
of RAM, and take the average run times over 10 iterations.
To emulate realistic network behavior, we use the network
emulation tool from NEON [67], considering a LAN set-
ting with 1 Gbit/s bandwidth and 1 ms RTT and a WAN
setting with 100 Mbit/s and 100 ms RTT. We make our
implementations of optimizer and protocol publicly available
at https://encrypto.de/code/LLSS-MPCL

We consider multiple practical circuits for our evaluation.
Regarding binary circuits for 32-bit integer arithmetic, we use
a ripple-carry adder (RCA), a parallel prefix adder (PPAE-I,
and depth-optimized multiplication circuits from [32]. Fur-
thermore, we benchmark binary circuits for single-precision
floating point addition and multiplication from [32], and use
the floating point division from [68]]. We also consider circuits
for symmetric cryptographic primitives, namely AES-128 (one
block, including key expansion) and SHA-256 from [68]], and
LowMC-256 from [69]. While almost all existing benchmark
circuit libraries for MPC are in the binary domain, we also
benchmark on two custom arithmetic circuits on 64-bit values.
One is for computing the mean square error (MSE) on a
768-dimensional vector. The second one is a neural network
that operates on a 784-dimensional feature vector and has 3
hidden layers of sizes (128,128, 64) with a logistic activation
function (approximated by a degree 6 polynomial) followed
by 10 output nodesE] We assume the model weights to
be public. Hence, multiplications are mainly used for the
activation function. If not stated otherwise, we include the
input and output phases for all circuits, where each output
value is opened to a single fixed party.

Table II: Optimization times and memory utilization for
our Sharing Assignment optimizer with the RSS-based cost
model (Tab. [). Performance for other cost models similar
with mostly +5% run time and, in few cases +35% run time.
Measurements averaged over 5 runs.

Circuit # of gates  Optimization Time  Memory (kB)
RCA 250 0.02's 5060
PPA 397 0.04 s 5424
Multiplier 3064 1.11s 14372
float-add. 516 0.03 s 6020
float-mult. 2358 0.47 s 11924
float-div. 184199 145.54 min 626 048
AES-128 37047 64.86 s 121544
SHA-256 136 097 30.71 min 436944
LowMC-256 266 205 11.25 min 848 840
MSE 3842 0.97 s 14512
Neural-Net 254 800 4.42 min 632 356

Running our optimizer for a specific combination of proto-
col and circuit is a one-time expense, computing the optimal

'TPPAs are a very popular choice in secret-sharing based MPC to achieve a
low round complexity for, e.g., conversions [1]], [28], [32], which are crucial
for efficient privacy-preserving machine learning.

12Fixed-point numbers can be used here. With low depth and for simplicity,
we use no truncation here, but our protocols can be adapted with e.g.
probabilistic truncation [70].


https://encrypto.de/code/LLSS-MPC

Table III: Total online communication in bits for various circuits using different baseline protocols that immediately upgrade
after multiplication, and our LLSS-protocol extensions of them.

Circuit Replicated: 3PC based on RSS Shamir: 10PC based on tSSS Masked: 2PC based on M (2ASS)
base. ([21]) ours (§IIT=C) impr. | base. ([16]) ours (§IT-D) impr. | base. (28], [27]) ours (§IITE) impr.
RCA 189 185 2.11% 3276 3208 2.07% 158 154 2.53%
PPA 573 358  37.52% 9932 6172 37.85% 414 252 39.13%
Multiplier 3450 3057  11.39% 59 800 52952  11.45% 2332 2052  12.00%
float-add. 507 386  23.86% 8852 6744  23.81% 354 268  24.29%
float-mult. 2541 2236  12.00% 44108 38812  12.00% 1710 1500 12.28%
float-div. 246 999 184627  25.25% 4281316 3200116  25.25% 164730 123106  25.26%
AES-128 19584 13232  32.43% 339456 229184  32.48% 13184 8864  32.76%
SHA-256 68743 67080 2.41% 1191204 1162372 2.42% 46170 45055 2.45%
LowMC-256 5884 5590 4.99% 102224 96 932 5.17% 4120 3717 9.78%
MSE 196 736 49344  74.91% 836 160 197440 76.38% 147584 49280 66.60%
Neural-Net 296 576 247040 16.70% 1268 864 1070720 15.61% 214656 164480 23.37%

extended circuit and then using this circuit for many protocol
executions. Hence, we can tolerate slower optimization to
decrease the communication and run time of all subsequent
evaluations of a circuit. Still, as shown in Tab. for smaller
circuits, our optimization runs in at most a couple of seconds.
For the largest benchmarked circuits, our Sharing Assignment
optimizer takes less than three hours as a one-time cost which
therefore still is practical. For even larger circuits, we give
possible directions for algorithm improvements in
Next, we inspect improvements in communication (§V-A),
in run time (§V-C), and give further evaluation results in §D}

A. Communication Improvements

We use our optimizer from for our LLSS-protocols
from (based on 3PC on RSS [21]), (based on
BGW-style [13] MPC using Shamir’s Secret Sharing [17]]
tSSS), and for two parties and underlying LinSSS
2ASS (M (2ASS) which corresponds to ABY2.0 [28] or, if
using a dealer, ASTRA [27]). Here, we decide to optimize
for online communication to streamline the computation once
the inputs are provided. Note that the protocol from
has no preprocessing, and the protocol from has the
majority of its communication online while our optimization
will also improve preprocessing. The preprocessing of the
protocol from can be optimized in presence of a
dealer (cf. and remains unchanged for two parties
without a dealer. We provide the concrete preprocessing results
in §D-A|] and focus on online performance here. For the
protocol from §III-D} which works for an arbitrarily many
parties n > 2, we choose n = 10 here and show in that
the results for n = 3 are similar. For the protocols from
and we use R = Fy as binary domain and R = Zges
as arithmetic domain. As the protocol from requires
fields larger than the number of parties, we then use Fos
respectively IF,, for a 64-bit prime p.

Our results are shown in Tab. We observe that on binary
circuits, our improvement ranges from 2.07% up to 39.13%
with the arithmetic operations (except for the higher depth
RCA) and AES all having improvement above 10%. This
result is quite notable because these improvements do not
stem from specific new protocols, but rather from a generic
construction that yields these improvements on top of multiple
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existing MPC protocols. Comparing the three different set-
tings, we observe that they feature similar trends, whereas the
existing differences can be explained by the relation between
upgrading, input, and output cost differing across protocols.
Regarding the arithmetic circuits MSE and Neural-Net, we see
substantial improvement, especially for MSE with > 66%.

B. Discussion: LLSS vs Dot Product Gates

We note that substantial improvement for MSE stems from
this circuit essentially computing one big dot product. Sim-
ilar improvements can be achieved by simply using a more
specialized dot product gate [41], [40], [28]. Yet, in general,
our general LLSS approach has multiple advantages over the
use of dot product gates. First, no specialized gate for dot
products and protocol implementation is required anymore to
get communication improvements, and we do not require the
circuit designer to identify and handle dot products as a special
case. More importantly, our optimizer finds dot-product-like
structures automatically. Hence, it also exploits such structures
for circuits that are not consciously designed to contain a dot
product such as support vector machines, but feature similar
structures incidentally such as in a PPA. As an example, dot
products are usually not actively considered on a high level
for the design of binary circuitry, and yet, our optimizer finds
significant improvement without the need to manually identify
which parts of a circuit could be rewritten to dot products.
Finally, our optimizer also finds further optimizations, e.g., by
choosing the optimal domain for each input and output. The
exact effect of that is discussed in more detail in §D-C

C. Run Time Improvements

Next, we investigate the run time impact of our optimization
in the case of our RSS-based protocol from §II-C| compared
to the baseline protocol from [21]. We consider the batched
parallel execution of 1000 copies of a circuit, given that
especially most of the binary circuits are relatively small on
their own, so that computation and communication would be
negligibly small. The results are shown in Tab.

For LAN, we observe at least 9% better run time for all
but two circuits. It varies whether run time or communication
improvement (cf. Tab. is higher, given different circuit
topologies where communication can have a varying impact



Table IV: Run time (seconds) for the baseline RSS-based pro-
tocol from [21] that immediately upgrades after multiplication,
and our LLSS-protocol extension from Benchmarks
using batch size 1000.

LAN WAN

Circuit base. ours . base. ours .

m mg "t qem @m-g  "™MPr
RCA 0.04 0.04 251% | 2.7 2.64 4.44%
PPA 0.03 0.02 13.33% | 0.99 091  8.77%
Multiplier 0.05 004 9.23% | 1.82 1.72  5.38%
float-add. 0.04 0.03 13.83% | 2.02 1.99  1.53%
float-mult. 0.06 0.04 25.67% | 2.32 2.29  1.20%
float-div. 5.40 5.30 1.79% | 277.93 277.04 0.31%
AES-128 0.23 0.20 11.54% | 5.58 5.40  3.32%
SHA-256 2.69 2.44  9.20% | 123.37 12327  0.08%
LowMC-256 | 0.74 0.63 15.70% | 2.50 2.30  7.81%
MSE 0.38 0.17 54.64% | 18.71 1.83 90.21%
Neural-Net | 3.57 2.23 37.60% | 15.64 6.57 57.98%

on run time, besides other factors such as local computation
and round complexity. In the WAN setting, the improvement
is mostly significantly lower than in the LAN setting. Notable
exceptions are MSE and Neural-NET, where improvement
now even reaches 90% and 58%, respectively. This can
be attributed to both circuits having high communication
(cf. Tab. and few rounds. We note that our optimization
aims to minimize communication, not the number of rounds.
It can save one round by not requiring interactive upgrades
after the last multiplication layer but output directly from S’
instead of S, which is particularly beneficial for shallow
circuits. However, further savings are not possible with our
techniques, as between each pair of successive multiplications
(that are the interactive gates in more classical protocols, but
not for us), an interactive upgrade is required. In a WAN,
the increased RTT now has a significantly greater impact,
reducing our improvement for somewhat deeper circuits while
even assisting to increase it for very shallow circuits.

VI. CONCLUSION AND FUTURE WORK

In this work, we have introduced MPC on leveled linear
secret sharings (LLSS), a new paradigm that we have shown
to bring improvements to multiple well-established MPC pro-
tocols like three-party computation on replicated sharings [21]],
the BGW protocol [13], and protocols based on masked
sharings such as ABY2.0 [28] and ASTRA [27]. The prior
works follow a “multiply-then-reshare/upgrade” approach, two
steps that we separate from each other, gaining new flexibility.
Our novel, efficient optimizer optimally utilizes this flexibility
for any circuit, decreasing communication and run time. We
have also introduced the generalized notion of masked secret
sharing to a generic compiler to create MPC protocols with
highly efficient online phases, which is of independent interest.

For future work, we highlight three possible directions.
First, a generalization to more than two layers as briefly
addressed in provides potential for even more opti-
mization, also regarding round complexity. Second, construc-
tions based on leveled homomorphic encryption [71] may be
rephrased in our framework, generalizing it beyond classical
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MPC and using our optimizer in other domains. Finally, MPC
based on LLSS could be extended to the active security
setting using, e.g., zero-knowledge fully linear interactive
oracle proofs (zk-FLIOPs) [72], [73l], and we defer further
technical details to §E|
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APPENDIX A
PROTOCOL DETAILS

A. Details on LLSS-Protocol Based on Replicated Secret Shar-
ing from {ITI-C|

1) Full Protocol Specification: We provide the full speci-
fication of our protocol from §III-C] in Fig.

together with each P;, using pre-shared keys instead of
needing to send the value. It can then set (v)? accordingly to v
minus the sum of all other shares. For inputs in RSS, input
party P; can, together with the other parties, non-interactively
sample [v]**1, together with only P;_; sample [v]*~!, and
then compute from that and v the remaining value [v]® that it
needs to finally send to P; 1.

B. Details on LLSS-Protocol Based on Shamir’s Secret Shar-
ing from §IIED)

1) Full Protocol Specification: We provide the full speci-
fication of our protocol from §III-D] in Fig. [§]

—(Protocol HMPC(tsss,nsss))

—(Pr0t000| HMPC(RSS,SASS))

Input: Each party P; provides a vector of input values &; € R*.
Auxiliary Public Input: Extended circuit C’.

Output: Bach party P; receives a vector of output values 7; € R* where
(@1, n) =C'(Z1, ..., &n).

Online:
All parties iterate over the gates of C’ in the same topological order.

1. For every input gate labeled with dealer party Pp and with output
wires in semantic s € {RSS,3ASS}, Pp computes s.share(zp i) on
its corresponding input x p 3 and sends each share to the corresponding
party. The parties write their shares to all output wires of the input gate.
2. For every gate g that is no input or output gate with input wire(s)
holding sharings [v1]s and [v2]s or constant ¢ € R if g is an addition
or multiplication by constant, compute and write the following to the
output wires:
— if g =v1 +v2: [v1 +v2ls + [v1]s + [v2]s.
—ifg=wvi+c [v1+c]s + [v1]s +c
— if g =c-v1: [ev1]s < c[vi]s.
- if g = vy - vg (requires that s = RSS): every party P; parses
[v1]Rss = (a1,b1), [v2]ggs = (az,b2) and sets
[’1)1 . ’UQBASS < (a1b1 + a2b1 + a1b2).
— if g = downgrade(vy) (requires that s = RSS): every party P;
parses [v1]5,g5 = (@, b) and sets [v1]},45 < a.
— if g = upgrade(v1) (requires that s = 3ASS):
o The parties compute [0]3ass < ITcr() [21] and set
[v1]3ass ¢ [vi]3ass + [0]3ass. .
o Each party P; sends [v]]},q5 to Pi11 and receives ['Ui]%;sls
from Pi_1.
o Each party P; computes [v1Jigs + ([ agss [V} ings)-
3. For every output gate labeled with receiver party Pr and with input
wire in semantic s € {RSS,3ASS} holding [v]s, Pr expects an
output YR x which is obtained as follows:

— if s = RSS: Party Pr_1 sends the second component of its share
1

[v] ]{{Sgl to Pr which can then locally derive full [v] l}fsg .
— if s = 3ASS:
e The parties compute [0]3ass < Ilcr() [21] and set
[v']3ass + [v]3ass + [0]3ass-
o The parties send their shares of [v']3ass to Prg.
— In any case, Pg computes yg r by running s.rec on its own and
the received shares.

Figure 7: Three-party MPC protocol on LLSS (RSS,3ASS)

from {II-C}

2) Optimizing Inputs with PRFs: As noted in §II-B] pseu-
dorandom secret sharing (PRSS) [52]] provides an opportunity
to decrease communication for sharing inputs by utilizing
PRFs. Here, we first note that a 3ASS-sharing can be obtained
non-interactively by the input party P; generating share (v)7
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Input: Each party P; provides a vector of input values &; € R*.
Auxiliary Public Input: Extended circuit C’.

Output: Each party P; receives a vector of output values ¢; € R* where
(@1, ¥n) =C'(Z1,-.., Zn).

Preprocessing:

— Generate one triple ([7]¢sss, [T]nsss; Pking) for each upgrade gate,
as described in [16].

— Generate fresh sharing [0],,sss for each output from nSSS, as
described in [16].

Online:
All parties iterate over the gates of C’ in the same topological order.

1. For every input gate labeled with dealer party Pp and with output
wires in semantic s € {¢tSSS,nSSS}, Pp computes s.share(zp i) on
its corresponding input zp . and sends each share to the corresponding
party. The parties write their shares to all output wires of the input gate.
2. For every gate g that is no input or output gate with input wire(s)
holding sharings [v1]s and [v2]s or constant ¢ € R if g is an addition
or multiplication by constant, compute and write the following to the
output wires:
- if g = v1 + w2 [v1 + vals < [v1]s + [v2]s.
ifg=v1+c [v1+ s + [vi]s + ¢
- if g =c-v1: [cv1]s « c[vi]s.
if g = vy - va (requires that s = RSS): every party P; sets
[v1 - V2] 55 = [U1]isss - [v2lisss:
— if g = downgrade(vy) (requires that s = tSSS): every party P;
sets [v1];,555 4 [v1]isss:
— if g = upgrade(v1) (requires that s = nSSS):

e The parties consume one triple ([7]¢sss, [T]nssss Pking) from
preprocessing, first setting [v1 — 7]nsss < [V1]nsss — [T]nsss
and sending their resulting shares t0 Pyipg.

o Ping runs (nSSS).rec on the received shares to recover vy — r.

e Pying runs (tSSS).share(vy — ) and sends each share to the
corresponding party.

o The parties compute [v1]¢sss «— [v1 — ]ssss + []esss-

3. For every output gate labeled with receiver party Pr and with input
wire in semantic s € {tSSS,nSSS} holding [v]s, Pr expects an
output yg . which is obtained as follows:
- if s = tSSS: ¢ — 1 parties send their shares [v]issq to Pr which
can then locally derive full [U]II;SEI.
— if s = nSSS:
o The parties consume one [0],sss from preprocessing and set
[v']nsss ¢ [v]nsss + [O]nsss-
o The parties send their shares [v'],,sss t0 Pr.

— In any case, Pr computes yr by running s.rec on its own and
the received shares.

Figure 8: n-party MPC protocol on LLSS (tSSS,nSSS)
from §III-D




2) Optimizing Inputs and Preprocessing with PRFs: 1If
computational security is sufficient, PRFs with pre-shared keys
can be used to reduce the communication for sharing inputs,
which in turn also optimizes the upgrades’ preprocessing and
online phases, as described in [16]. In our case, we observe
that to establish a [-]ysss-sharing for any ¢ € N, only
n — t' ring elements need to be sent: The dealer, instead of
choosing random coefficients for the underlying polynomial,
chooses ¢’ — 1 shares non-interactively with ¢ —1 other parties,
using the PRF keys. These shares and the secret to be shared
fully determine the polynomial, and the dealer computes all
remaining shares (including its own), sending them to the
remaining n — t' parties. Note that this decreases the cost
for inputs in S = ¢SSS and, following that, also the online
cost of upgrade where Pying secret-shares a value. Inputs
in 8’ = nSSS are even non-interactive.

During preprocessing, different parties P; initially provide
pairs ([r?], (r*)) for 7 < R. Given one such pair from each
of the n parties, [15] extracts n — ¢t + 1 pairs where to the
adversary, their secrets appear independently and uniformly
random. In [16], ¢ — 1 of these pairs are then again expanded
into n triples of format ([r], (r), Pxing), one for each choice
of Puing. Hence, for the preprocessing of each upgrade, we
need (t_l)"/nw initial pairs ([r], (r*)). Using the PRF
optimization, each such pair costs only n—t messages for [r]
and none for (r’) in [16]. We go one step further, noting
that as ' «$ R, we can choose ¢ shares non-interactively
that define the entire polynomial, including r?, instead of
choosing ¢ — 1 many and separately sampling random r¢. This
saves one additional message. The amortized cost per upgrade
preprocessing then finally consists of (@=m/(n=t+l) (n—

f—1) = G=Dln—t=) "

Py ring elements.

C. Full Specification for the Generic Masking-Based LLSS-
Protocol from

We provide the full specification of our protocol from
in Fig. [§] The protocol is generically compiled from a
LinSSS S’ and multiplication protocol ITupre on S’ and
inherits the number of parties, corruption threshold, and secu-
rity from S’ and I ,u1tpre.

_(Protocol HMpc(M(s'),s'))

Input: Each party P; provides a vector of input values &; € R*.
Auxiliary Public Input: Extended circuit C’.

Output: Each party P; receives a vector of output values 7; € R* where
(s -5 Pn) =C'(Z1,. .., Tn).

Function-Dependent Preprocessing:

1. For each upgrade gate, generate (A\,) for A, <= R which can be
achieved non-interactively using PRFs [52], [S9] or any equivalent
technique specific to S’. Write the resulting mask to the output wires.

2. For every input gate labeled with dealer party Pp and with output
wires in semantic M (S’), Pp computes S’.share(Ay) on Ay <35 R
and sends each share to the corresponding party, or the parties use any
equivalent technique specific to S’ to compute random [Ay]s/ s0

that Pp learns \,. Write the resulting mask to the output wires.

3. All parties iterate over the gates of C’ in the same topological order.
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For every gate g that is no input or output gate, with inputs and outputs
in M (S’) and with input wire(s) holding mask sharings [Ay, ]s/ and
[Avs]s/ or constant ¢ € R if g is an addition or multiplication by
constant, compute and write the following masks to the output wires:

= if g =1+ v2: Poj4usls < [Aog]sr + [oylsr
—-ifg=v+e P‘v1+C]S’ <~ P‘Ul]s"
—ifg=c-vi: Acvy]sr ¢ [Ao;]sr-

— ignore all other gates.

4. For each mult gate with input wires holding mask sharings [Ay;]s/
and [Ay,]s/, the parties interactively compute

[)\vl )\vz]s’ <~ HmultPre([)‘U1]S’7 P‘v2]5')'

5. Generate fresh sharing [0]g/ for each output from S’, using
pseudo-random zero sharing with the techniques from [52], or any
equivalent technique specific to S’.

Online:
All parties iterate over the gates of C’ in the same topological order.

1. For every input gate labeled with dealer party Pp and with output
wires in semantic s € {M(S’),S’}, Pp computes s.share(zp ) on
its corresponding input p , (if s = M(S’), using the [Az, ,]s/
computed in preprocessing) and sends the resulting mz , , or
S'-shares to all parties. The parties write their shares to all output wires
of the input gate.
2. For every gate g that is no input or output gate with input wire(s)
holding sharings [v1]s and [v2]s or constant ¢ € R if g is an addition
or multiplication by constant, compute and write the following to the
output wires:
— if g =v1 +v2: [v1 +v2]s  [v1]s + [v2]s.
—ifg=wv1 +ec [v1+ s + [v1]s +c
— if g =c-v1: [evi]s < c[v1]s.
— if g = vy - v (requires that s = M (S)):
[v1 - va]sr € Muy My +Moy [Auglsr + My [Aoy 57 4 [Aoy Aug sy
(using the [Ay; Avy] s computed in preprocessing).
— if g = downgrade(v1) (requires that s = M (S’)):
[vi]s/ = [Aorlsr + My .
— if g = upgrade(v1) (requires that s = S’):
e The parties compute [my, |s/ < [v1]s/ — [Av;]s (using
the [Ay, ]/ computed in preprocessing).
o The parties reconstruct m.,,; using one of the following options:

* A: Each party is sent enough shares of [my,]s/ to
recover my, using S’.rec.

* B: A designated Pying is sent enough shares of [, ]s/ to
TECOVEr MMy, using S’.rec which it then sends to all other
parties.

o Each party P; sets [v1]ar(s/) < (Mo, [Av;]%/)-

3. For every output gate labeled with receiver party Pr and with input
wire in semantic s € {M(S’), S’} holding [v]s, PR expects an
output Yy . which is obtained as follows:
- if s = M(S'):
e ¢t — 1 parties send their shares [)\U]fs, to Pr which then
reconstructs A, using S’.rec.
e Pr computes yg < My + Aop.
- ifs=38"
o The parties consume one [0] g/ from preprocessing and set
[v']s  [v]s + [0]s/- ,
o ¢ — 1 parties send their shares [v']%;, to Pg which then
reconstructs Y using S’.rec.

Figure 9: Generic MPC protocol on LLSS (M (8’),S") from JIII-E




D. Why Building Multi-LLSS ( from Recursively Mask-
ing Does Not Work

We here provide a counter-example to recursively applying
the masking compiler from to build a multi-LLSS
as proposed in Assume any LinSSS S’. We now
consider layers M (M (S")), M(S'), &', following the masking
technique from Note that S’ could also be a masked
sharing scheme and that there may be more layers below &,
but we will concentrate on the given three layers where
problems will already occur.

We now aim to multiply top layer
ings [alp(sy) = (May[Nalarsy) and Blararsy) =
(my, [Ab]ar¢sy). To this end, the parties non-interactively
compute

two shar-

[clar(sry = Mamp+ma[ o] ar sy +ms[Na] ar(s) HAaAs]vr(sry-

Share [AqAp|as(s) is computed during preprocessing. Noting
that we also recursively have [A.]ar(s/) (ma,, [Mals)s

Melarsy = (mas [ s), and [AaXlarsy =
(TTL,\Q)H77 [/\/\akb]s’)’ it holds that [C]M(S’) = (mc, [/\0}5/)
where
Me = MeMp+ MMy, + mymy,+ Mgy s
Acls = ma[Ax s+ me[A s+ [Aa]s

The issue arises if we aim to non-interactively multi-
ply [c]ar(sr) by some [d]r(s) = (ma,[Aa]sr), moving down
one further layer from M (S’) to &’. The parties need to
compute

lels: = mema + me[Ad]s: + malAcls: + [AcAdls

To obtain [A:Agls/, [Ac]s and [Ag]s need to be multiplied.
The idea for MPC based on masked secret sharing is to
do this during function-dependent preprocessing so that the
online multiplication remains non-interactive. Yet, it now holds
that Ao = mgAx, + mpAr, + Ax,n,, depending on m,, my
which are computed online, given values a, b and preprocess-
ing values A\, \y. Hence, computation of [A\.\;]s/ does not ex-
clusively depend on information known during preprocessing,
and therefore, it needs to be computed online. Then, the second
multiplication [c]ar(sr) - [d]a(s)y = [e]s requires online
communication, contradicting the central objective of LLSS
to make multiplications (without upgrades) non-interactive.

APPENDIX B
SECURITY PROOFS FOR OUR NOVEL LLSS-BASED MPC
PROTOCOLS

We define our ideal functionality Fypc for computing
a function defined by some Boolean/arithmetic (extended)
circuit C in Fig. Note that we consider standard circuits
and extended circuits as defined in here, as the latter
do not change arithmetics, but only secret sharing semantics
for our optimization.
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Functionality ]'—MPC)

Input: Each party P; inputs .
Public Parameter: (Extended) circuit C.
Output: Each party P; receives y* where (y%);en., = C((z%)ien,,, )

Figure 10: Ideal functionality for securely computing an
(extended) circuit C with n parties where each party provides
some subset of the input-wire values and receives some subset
of the output-wire values.

Security of an n-party protocol II to compute an ideal
functionality F is defined as existence of a probabilistic,
efficient simulator S such that for each subset P; of parties,
I C Ng, with size up to a certain corruption threshold
depending on the concrete protocol’s setting, and all input
vectors &,

{(8" (1", &1, F(@)1), F (@)} = {(view] (, k), out™ (, x))}.

Here, #; denotes the inputs of the corrupted parties in Py,
F(Z) denotes their outputs from the ideal functionality, view}'
contains the corrupted parties’ random tapes, inputs, and
received messages from the protocol execution, out!! denotes
the outputs of all parties in the protocol execution, and =, is

computational indistinguishability w.r.t. security parameter k.

We show security for our protocols from §II-C, §III-D]
and §IT-E}

Theorem 4. The three-party protocol Ilypc(rss,3sass)

from (fully specified in Fig. []) is computationally
secure against a passive adversary corrupting at most one

party.

Theorem S. The n-party protocol Uypc(isss.nsss) from SIUI-D|
(fully specified in Fig. E’]) is unconditionally|'”| secure against

a passive adversary corrupting at most a minority of t — 1
parties.

Theorem 6 (Theorem [2| Restated). Let S’ be a (t,n)-LinSSS
and utpre be a secure multiplication protocol on S’
(for up to t — 1 corrupted parties). The n-party protocol
Hype(ri(sy),sry from (fully specified in Fig.[9) is com-
putationally secure against a passive adversary corrupting at
most a minority of t — 1 parties.

Due to similarities and resulting overlaps in the individual
security proofs, we provide a single, general proof that makes
case distinctions where needed.

Proof: We first observe that all our MPC protocols are
correct, i.e., for each computed gate, the sharing on its output
wire(s) represents the value resulting from the underlying
operation, using the values that are represented by the sharings
on the input wire(s) as inputs. For upgrade and downgrade
gates, it is easy to see that the output value is the same as the
input value while only the used sharing semantic is changed.
We also note that the functionality Fypc is deterministic.

We proceed by providing a simulator S which, given the
identities of corrupt parties, their inputs, and their outputs,

3or computationally, if PRF optimizations as in § are utilized



computes a transcript/view for the corrupt parties that cannot
be distinguished from the real-world transcript/view that adver-
sary A would learn from a protocol execution. The simulator
begins by following the protocol specification on behalf of all
parties, using the actual inputs of all corrupt parties and 0 for
each input of an honest party.

Preprocessing: For the preprocessing (where applicable),
it is easy to see that simulated and real transcripts so far
are indistinguishable, given that this is independent of any
inputs and instead only runs on freshly sampled random
data. We additionally observe the following: For all triples
([r]esss, [T]nsss, Pring) in Hypc(ssss,nsss) Where Piing is cor-
rupt, their random values r» € R are uniformly and indepen-
dently random and unknown to 4. This follows from their
generation in [16]] that creates batches of n triples where
each party once is Pying, and each subset of at most ¢ — 1
triples has independently random values r. Furthermore, in
Ivpc(a(s7y,s7)» values A, except for those corresponding to
inputs of a corrupted party remain hidden from .4, given that
the only interaction for computation on these values is via
secure 11, 1tpre. The same holds for the individual shares held
by the honest parties.

Inputs: In the online phase, the only differences between
simulation and real world are the O-inputs by honest parties.
Yet, the transcripts of the corrupt parties stay indistinguish-
able as per the t-privacy of the sharing procedure of the
used LinSSSs. In particular, it is well established that ¢-
privacy (or even privacy to a higher threshold) is provided
by RSS,3ASS,tSSS,nSSS. It is also provided for S’ for
yvipe(ar(sty,sy per assumption, and each input in M (S')
transmits a value to all parties that is masked by random A,
from preprocessing.

Circuit Evaluation: Further interaction before the output
stage now only happens for each upgrade. In Ilypc(rss,3ass)s
the corrupt party P; receives one value [vf]i.gs. This is
masked by random [0]@;515 and, hence, simulated and real-
world transeript cannot be distinguished. In TTypc(ssss,nsss)> @
corrupt Pying receives [v1]lggs — []hsss from each party P;.
All individual shares are independently and uniformly random
as per the aforementioned generation of [r],sss, yielding a ran-
dom reconstructed value v; —r and, hence, indistinguishability
between simulation and real world. A corrupt party that is not
serving as Pying receives the result of (¢SSS).share, yielding
indistinguishability as per the privacy of the LinSSS. Finally,
vipc(ar(sry,s7y has each party P; compute [v1]ls — [Ay, |’
where the second value acts as a mask that—for honest
parties—is not known to A. A learns at most all individual
masked parts (if it is Pying Or N0 Pyiye is used, otherwise
it learns less, i.e., the sum over all these terms). Due to
the masking, indistinguishability between simulation and real
world is maintained.

Outputs: Most complex is the final part of the protocol
where the honest parties reveal outputs to the corrupt parties
(for outputs to honest parties, .A does not receive any mes-
sage). In these cases, the simulator must behave differently
from the protocol. There are two cases for outputting, based
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on whether the outputs are revealed in the higher domain or
the lower domain.

Lower Domain: The simpler case is outputting from the
lower domain, where we re-randomize before exchanging
shares. For an expected output v which the simulator learns
as part of its input, it first uses the s.rec of the corresponding
LinSSS s to recover the actual current value ¢ in the simula-
tion. Then, the simulator computes s.share(v—©) and uses the
result of that instead of re-randomizer [0],. In ITyipc(rss,3ass)-
it simulates Hcr() returning [1} — {)]3ASS~ In HMPC(tSSS,nSSS)7
it simulates that the preprocessing returns [v — 9],sss instead
of [0],sss using the corresponding protocol from [16]. This
requires changing the preprocessing, which already happened
in advance, but we carefully observe that [0],sss is used
nowhere else and, hence, the simulator can simply overwrite
this earlier segment of the transcript that it is generating.
In Ilypc(ar(s),s7y, the same approach is used, simulating
that the corresponding preprocessing returns [v — ¥]s/, this
time from invoking its generic pseudo-random secret sharing.
We note that while in all cases, an incorrect sharing is
returned as it does not represent zero, this fact remains hidden
from A as per the underlying LinSSS’s privacy property. Now,
proceeding to follow the protocol specification, the simulator
computes and opens [v']; = [0]; + [v — ©], so that it holds
that v' = 0 +v — © = v, matching the corresponding expected
behavior in the real world.

Higher Domain: The more difficult case is to output from
the higher domain. For an expected output v which the
simulator learns as part of its input, it again first uses s.rec for
the corresponding LinSSS s to recover the current value ¢ ac-
cording to the simulation. Regarding ITyipc(rss 3ass), the single
corrupted party P; holds share [6]hgg = (94, 0i—1). As shown
in [21]], it suffices to simply compute v—v; —v;—1 and let P;_1
send this to the corrupt party instead of ¥;4;. This leads to
the correct reconstruction of output v. For Ilvpc(ssss,nsss)
we follow [56] by keeping ¢ — 1 shares, including all shares
of the corrupt parties and potentially additional shares of
simulated honest parties, and changing the remaining sharesPE]
Note that ¢ — 1 shares together with the anticipated output v
define a unique polynomial f(X) of degree t — 1. We set
the share of each party P; to [v]isss = f(a) (cf.
which keeps the shares of all corrupt parties unchanged.
Then, we let the simulator follow the output procedure, which
results in output v and maintains privacy as per [56]. For
Tvipc( M(S"),5") the simulator computes )\Av = v —m,. It then
computes a random sharing [X,]s subject to [\,]%, = [Au]%,
for ¢ — 1 parties P;, including all corrupt parties, using the
linearity of the schemeE] The simulator proceeds to follow
the output procedure, but now using [/\Aq,]g/ instead of [\,]s/,
revealing XU, which results in output m,, + XU = .

This simulator is efficient as it emulates the efficient pro-
tocol directly and only deviates at the beginning and end
of the protocol, again in an efficient fashion. We also note

14The choice of the ¢t — 1 shares to keep is consistent across all outputs.
I5The choice of the ¢t — 1 parties is consistent across all outputs.



that for outputs in the higher domain, the deviations to
ensure that corrupt parties receive the anticipated outputs are
deterministic, given that we fix ¢ — 1 shares, including those
held by the corrupt parties. This ensures consistency across
the sent shares for multiple outputs that linearly depend on
each other as per the circuit (cf. [S6]). [ |

APPENDIX C
OPTIMIZER DETAILS

A. Input-Gadgets and Output-Gadgets for the Trivial Cases

Recall that in §IV| we assumed that 5" < ¢S < Cyp. +C5

and €S, < €S/ 4+ Cs < Cyp. 4 €S, for all input and output
gadgets for our optimizer. We provide the gadgets adapted to
any of the other cases here.
If ¢S < ¢, it is always optimal to share in S and,
if necessary, later downgrade for free if a value is needed
in §&’. Hence, we can simply drop support for inputs in S’
which cannot further decrease communication. We simply
omit the input gadget completely, given that there is no need
for the input in S to be followed by an upgrade at some
point. Similarly, if COSu/t + cs < ¢85, it is always optimal to
output from &', and we omit our output gadgets; if needed,
free downgrades can be placed. This happens for MSS(A) as
shown in Tab. [l

Otherwise, if ¢ > ¢S’ but ¢S > Cup. + Ci/, providing an
input in &’ and immediately upgrading will never be worse
than providing an input directly in S. In this case, we use the
input gadget from §IV] but set the weight of its edge to C,p. s0
that cutting it equals placement of the requ1red upgrade gate.
Regarding outputs, if ¢S, < C‘St + Cg but COut + Cg > Cyp. +
cS,» re-randomizing and outputting from S’ is not cheaper
then to simply upgrade to S and output from there. Hence,
we set the weight of the gadget’s edge to C,;,. so that it is cut
when an upgrade is required, while all outputs then are in S.

This concludes all possible cases, noting that the case
distinction for inputs and outputs is to be made separately.

B. Full Optimizer-Algorithm Specification

Our optimizer introduced in §V] consists of three parts:
generating a graph G from a circuit C, computing a minimum
cut on G, and then deriving the optimal extended circuit C’
from C and the computed cut. We fully specify the generation
of G in Algorithm [T} Here, we encode each directed edge
from node ¢ to node ¢’ with weight w as triple (g, ¢’, w). We
compute the minimum cut on G using Edmonds-Karp [65] to
first compute a maximum flow, and then we convert that into
a minimum cut [66]. This partitions the nodes V of G into
sets L, R where L contains all nodes that are reachable from
the source in the residual network; cut edges are those going
from a node in L to a node in R. Finally, deriving C’' from
the minimum cut is formally specified in Algorithm [2]

C. Proof of Correctness and Optimality

We here provide the full proof for Theorem
Proof: We first show that our optimizer only produces
valid sharing assignments. Algorithm [2| uses a minimum cut
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Algorithm 1: Computing graph to be cut.

Data: Circuit C, costs metri,c COMM with per-gate costs
Cﬁ s € Cup., s, Coys C
Result: Directed weighted graph G =
= (V, E) < ({source, sink}, @);

/* Handle all gates

foreach g € C in topological order do

if g is input gate then

V+Vu{gg¢?}; /+* even if no gadget is
needed; then, we just omit the edge x/

if 5 < cS <8 4 cyp. then
E «+ E/U{(g17g 7C18n _CS )}

else if C5 + Cyp. < C5 then £+ EU{(¢', 9% Cup.)}s

E + E U {(source, g',00)};

if g is output gate then

V«Vu{g,g¢?}; /+* even if no gadget is
needed; then, we just omit the edge x/

hg < g%

if C(ﬁu < Cout + C? < CUP + Cau/ then

EEEU{(Q 97, out+c$

else if Cyp. + cS, < ¢S, + cs then
E — E U {(gl’QQaCUP-)};

E + EU{(g?,sink,c0)};

if g is multiplication gate then

V+«Vu {gl7g’7‘};

hg < gr;

E < E U {(source, g;, 00), (gr, sink, 00) };

(V. E)

*/

se

ﬁn)}§

S

[+

se
V+—VU{g}:
hg < g;
/* Handle all wires
foreach g € C in topological order do
if g is input gate then
| foreach wire (g,9") € C do E < EU{(g2, hyr,00)};
else

*/

if g is multiplication gate then g < g,;
if g has multiple output wires then
V+«Vu{g*}h
E+ EU {(gvg*rcL'P)};
foreach wire (g,9’) € C do
E+«EU {(g*,hg/700)} ;
else if g has single output wire (g,
E+ FEU {(97 hg’) CUP~)};
(V,E)

g') € C then

return G =

partition V' = L U R on the output of Algorithm [I| to derive
extended circuit C’ from circuit C. First, it is easy to see that
if the resulting sharing assignment is correct, the circuit is
an extension of C as it only adds upgrades and downgrades
according to the defined rules. For each gate g that is no input
or output, Algorithm [2| uses label S’ on output wires of g €
L and label S on output wires of ¢ € R (g; instead of g
in case of multiplications). Furthermore, for all gates ¢’ that
are reachable from g with a wire, the input wire to ¢’ will
have label S’ if ¢’ € L and label S if ¢’ € R. If g,g’ use
different labels, they are in different partitions and an upgrade
or downgrade is inserted between them accordingly. From that,
we derive that linear operations have inputs and outputs in the
same sharing semantics. Furthermore, multiplications g have
inputs in S and outputs in S’ as it must always hold that g; €
L, g, € R as these are connected to the source/sink by edges
of infinite weight in G.

Regarding inputs g, we observe that g € L is connected
to the source with infinite weight. For each gate ¢’ connected



Algorithm 2: Computing optimal extended circuit
from minimum cut.

Data: Circuit C, costs metric COMM with per-gate costs
C{il ,C3, Cup., Cs, Cf;;l, ¢S, directed weighted graph
G = (V, E), minimum cut partition V = LU R
Result: C’ € Ext(C) with minimal coMM(C’)
foreach g € C in topological order do
if g is input gate then
if 5 < S <8 4 cyp. then
if g € L A g? € R then add label S to all wires
starting at g;
else add label S’ to all wires starting at g;
else if ¢S + Cup, < 5 then
if o' ¢ LA g% € R then
replace g by upgrade-gate;
add label S to all wires starting at new
upgrade-gate;
add copy of prior g and S’ wire from g to
upgrade;
else add label S’ to all wires starting at g;
else add label S to all wires starting at g;
if all output wires are labeled S and there exist wires from
g to non-multiplication gate g’ € L, add downgrade-gate,
add S edge from g to downgrade, and rewire all wires
from g to g’ € L to 8’ wires from downgrade to g’;
else if g is output gate then
if Cup. +CS, < S/ +csAgl € LAg® e R then
replace g by upgrade-gate;
add copy of prior g and S’ wire from upgrade to g;
/+ outputs from & handled implicitly by
next block */

else
if g is multiplication gate then ¢’ < g;;
else ¢’ + g;
if g has multiple output wires then
if ¢ € L A g* € R then
add upgrade-gate and S’ wire from g to
upgrade;
foreach (g*,¢"”,-) € E do
if ¢ € R then
replace wire (g, g”) by S wire from
upgrade to g’/;
else add label S’ to wire (g, g"’);
else if ¢’ € R A g* € L then
add downgrade-gate and S wire from g to the
downgrade;
foreach (g*,¢”,-) € E do
replace wire (g, g”) by S’ wire from
downgrade to g'/;
else if ¢’ € L A g* € L then
| add label S’ to all wires (g,g");
else
foreach (g*,¢”,-) € E do
if g’ € L then
replace wire (g,g”’) by S wire from g
to new downgrade, add S’ wire from
downgrade to g'/;
else add label S to wire (g,g");

else
let (g,g") be the single output wire of g and
(9’,9*,-) be the corresponding edge in E;
if ¢ € LAg* € R then
replace wire (g, g”) by S’ wire from g to new
‘ upgrade and S wire from upgrade to g/;
else if ¢’ € R A g* € L then
replace wire (g, g”) by S wire from g to new
downgrade and S’ wire from downgrade to
1.

g
else if ¢’ € L A g* € L then add label S’ to wire

VAW

9");
else add label S to wire (g,g");
return C’ (result of previous modifications to C)
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with g: if ¢’ € R, the input to ¢’ will be in S by inputting in S
or adding an upgrade. The same holds for multiplication gates
as g,. € R always. Furthermore, if ¢’ € L while the input is
in S or upgraded, a downgrade is added accordingly for ¢’.
Outputs inherit the semantics of their input wires except for
if they are fed by a wire in S’ and upgrading and an output
from S is cheaper than re-randomizing and outputting from &’,
in which case an upgrade is added and appropriate labels are
selected.

Next, we investigate optimality. Each edge, apart from edges
in input and output gadgets, has infinite weight or can be
cut while having weight C,p.. Exactly each of these edges
being cut yields one upgrade in our extended circuit, costing
communication Cyp_. If inputs in S are not more expensive than
inputs in &', it is optimal to always input in S as downgrades
are free and, hence, versions of the input in any domain can be
obtained at no additional cost. If outputs from S’ (including
re-randomization) are not more expensive than outputs from S,
we can also always use that and, if necessary, add a free
downgrade. In both cases, the corresponding gadget does not
have an edge that can be cut as no decision is to be made.
Otherwise, having an input eventually in S is more expensive,
costing more 5 —cS for inputting in S or C,p, to immediately
upgrade, whatever costs less. Likewise, having an output being
fed in S’ is more expensive, costing more Cfu/t + 5 —c5, for
re-randomizing and outputting from S’ instead of S, or Cyp.
for having to upgrade to S first, whatever costs less. The
respective additional costs are set as edge weights.

Note that batching the upgrade of multiple of a gate’s output
wires as allowed in §III-B| is implicitly covered by using
intermediate nodes ¢g* in Algorithm [2] after each gate with
multiple outputs: any assignment, that has multiple separate
upgrade gates for the same result of a gate, must be worse
than any of the assignments created by the optimizer, as the
optimizer never introduces multiple upgrades for one gate
result.

Now, assume that our optimizer output is not optimal for a
circuit C, i.e., that there exists an extended circuit C* better
than C’. By the choice of input/output domains and placement
of upgrades, we can derive a set of cut edges in G according
to C*. We know that the set of cut edges associated to C’ in the
same way must be the minimal capacity set of cut edges by the
correctness of maximum flow computation and because of the
max-flow min-cut theorem [66]. Therefore, the set of cut edges
associated to C*, if it is smaller, cannot be a cut of the graph.
Hence, there exists a path from source to sink in the residual
network of C*. If this is the path from g; of one multiplication
to g.. of another multiplication (extended to source and sink),
there exists a path from g over linear gates to ¢’ with no
upgrade. The output of g must be in S’, as must be the output
of all linear gates in-between, as their inputs and outputs
must be consistent. Then, ¢’ receives its inputs in S’, which
contradicts C* being a valid extended circuit. If there is a path
over an input gadget to g, of a multiplication, the input is
in &', followed by a path of linear operations, remaining in S’,
finally arriving at g, which is invalid. Symmetrically, a path



from g; of a multiplication over an output gadget corresponds
to S’ being used from g following linear operations up to the
output. Yet, the output is in S, yielding a contradiction. For
a path over an input and an output gadget, the input would
be in &’, and the output would be in & while again, linear
operations in-between cannot change the sharing semantics.
Hence, in any case, a smaller set of cut edges implies that
the underlying share assignment has an inconsistency at some
point. [ |

D. Future Directions for Performance Improvements

The complexity of our optimizer algorithm may be im-
proved both asymptotically and concretely. The most expen-
sive step of our algorithm is the flow computation on the
modified flattened circuit graph. The circuit may be understood
as a hypergraph: if several wires are emitted from one gate in
our algorithm, we may instead represent them as one directed
hyperedge in a weighted hypergraph. Reducing the hypergraph
to a simple graph using Lawler’s transformation [63], for
computing the maximum flow, corresponds to the behavior
of our algorithm in Instead, we may use maximum
flow algorithms specifically designed for hypergraphs [74],
yielding better asymptotic complexity. It is also possible to
partition the graph of the flow problem into several connected
components and compute the flow in parallel for each of
them. For circuits where computations do not skip between
more than two multiplication layers, this partitioning of nodes
may be significant. This improvement, however, requires the
overhead of partitioning the graph. It is therefore only useful
for large and deep graphs with many layers of multiplications,
such that no linear operation result is used later than the next
layer.

Our implementation opts instead for a simple flow compu-
tation as described in §IV] as we remain in a practical range of
run times for our circuits and therefore other algorithms would
require more complicated implementations than necessary for
our purposes.

E. Recursively Optimizing Preprocessing for Masked LLSS

We provide additional information on the preprocessing
optimization when working with a masked LLSS as outlined
in here. While we were not able to optimize the
preprocessing of ABY2.0 [28] but only the online phase, we
now see that our masking compiler for LLSS can also improve
preprocessing. Example settings where this is possible are
2PC with a dealer (ASTRA [27]), and 3PC with S’ = RSS
(SWIFT [29])). For a concrete evaluation of the preprocessing
optimization, see §D-A]

Given a circuit C (e.g., Fig. [[Ta), we first run our original
optimization (cf. to optimize online communication,
resulting in an extended circuit (e.g., Fig. [ITb). For a multipli-
cation [z] - [y], we do not immediately add the term (A;\,)
to the result, yielding an error in the value represented by
the resulting S’-sharing (e.g., Fig. in red). Errors then
accumulate while computation in S’ continues. We insert
explicit “fix” gates which compensate the error at some point
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later while still in 8’ so that no errors reach an output (from
S’) or upgrade gate. Each of these gates simply subtracts the
accumulated error non-interactively, while we can compute the
required correction during preprocessing, noting that it is a
linear combination of masks and products of masks.

|l

source

(c) minimum cut on full graph

a s AaAb_ (X Ay +AA)

b’ : v fix

cS S’ s s

dog s ST 15,
e > , /\T/\

s S [ |1 .

g f

h h_()‘e/\f*‘/\g/\h)

(d) extended circuit C’ plus propagating errors (in red) and error
correction fixes

Figure 11: Example preprocessing optimization of extended
circuit C’. Same coloring used for individual gates.

If we would simply evaluate the circuit as first introduced
in this would be the equivalent of always fixing immedi-
ately after multiplications, computing S’-sharings of the prod-



ucts of two &’-sharings of masks during preprocessing. Yet,
if &’ itself is the higher domain of an LLSS (S’, S”), then each
fixing has the cost of only one upgrade in this LLSS: The er-
rors resulting from each multiplication can be non-interactively
computed in S”, further arbitrary linear computation is done
in §”, and where fixing is intended, the accumulated error
(correction) is upgraded to S’ to later be used by our main
LLSS. Similarly, if a dealer is presen{'®] (cf. Remark 3.1} p.[8),
it has access to all masks and can hence locally compute and
then &’-share the error corrections for each fixing.

Using a similar approach as in we now aim to minimize
the number of required fixing operations. We must ensure that
on the (linear computation) path between each multiplication
output and upgrade or output from S, there is a fixing opera-
tion. We model this by a directed graph (e.g., Fig. where
we connect all multiplications to a source, remove their other
input wires, and connect all upgrade gates and S’-outputs
to a sink while removing output wires of the upgrades. For
gates with multiple output wires, we use the same gadgets as
in §IV]with infinite weights for all but the first edge. We assign
infinite weight to all edges from/to source and sink and use
uniform weight 1 for all remaining edges, given that the only
operation we aim to insert is the fixing, which has constant
cost. Then, we compute a minimum cut. As this contains the
minimum number of edges separating multiplication outputs
from upgrades and S’-outputs, the cut edges are the optimal
position to insert fixing gates (e.g., Fig. [T1d).

We remark that for sub-circuits which solely receive their
inputs from multiplications and provide their outputs to up-
grades, i.e., that are not connected over linear gates to any
input or output, fixing always immediately before the up-
grades is optimal. This is the case as a smaller cut at an
earlier location would also offer a better option to place
the upgrades, contradicting the online optimality of the used
extended circuit. Yet, optimizing online while also considering
inputs and outputs for further optimization can yield other
cases, like in Fig. [TT] making our more complex preprocessing
optimizer necessary. Still, for sub-circuits completely between
layers of multiplications and upgrades, the optimization can
be improved using the aforementioned observation.

APPENDIX D
ADDITIONAL EVALUATION RESULTS

A. Preprocessing Cost and Evaluation of Preprocessing Op-
timization from

While our LLSS-protocol from based on replicated
secret sharing (RSS) runs the entire computation online, the
protocols from based on Shamir’s secret sharing [[17]
(tSSS) and (M(S’) for LinSSS S’) based on masked
secret sharing utilize preprocessing. In this section, we provide
a supplementary evaluation of preprocessing performance of
the affected protocols.

Regarding the protocol from based on tSSS,
we recall that preprocessing is necessary to compute a

16even if there is no LLSS (S’,S”)

23

triple ([r], (r),P;) for each upgrade. Optimizing the online
phase aims to decrease the number of upgrades (besides
optimizing inputs and outputs), so that it automatically also
improves the preprocessing. We provide the resulting com-
munication for n = 10 parties in Tab. E For most circuits,
improvement regarding online and preprocessing is similar.
Differences can be explained by online communication also
depending on inputs and outputs to the circuit which are
included in our optimization. For MSE, we observe a reduction
of preprocessing cost to zero, because the circuit does not con-
tain paths with multiple multiplications, so that no upgrades
are needed for our optimization. For Neural-Net, preprocessing
is not improved, as the online improvements stem from opti-
mizing inputs and outputs rather than upgrades for this circuit.
Generally, we observe that the majority of communication cost
stems from the online phase, whereas preprocessing has a
significantly lower performance impact. We recall from Tab. [l]
on p. that the online cost per upgrade is 1.5n field
elements and further cost is introduced by inputs and outputs,
whereas the amortized preprocessing cost per upgrade only
is =~ 0.5n. Interestingly, for n = 3, preprocessing even is
fully non-interactive with the PRF optimizations from

~
~

Table V: Online and preprocessing communication in bits
for n = 10-party computation based on tSSS (§III-D) on
various circuits, using as baseline the protocol from [16]] that
immediately upgrades after each multiplication, and our LL.SS-
protocol extension.

online preprocessing

Circuit base. ours . base. ours .

(6)) (§mDp) "™P*| (6] (§rD} "™MP*
RCA 3276 3208 2.07% 372 360 3.22%
PPA 9932 6172 37.85% 1908 948 50.31%
Multiplier 59 800 52952 11.45% | 13416 11736 12.52%
float-add. 8852 6744 23.81% 1836 1320 28.10%
float-mult. 44108 38812 12.00% 9972 8724 12.51%
float-div. 4281316 3200116 25.25% | 987228 737484 25.29%
AES-128 339456 229184 32.48% | 76800 50880 33.75%
SHA-256 1191204 1162372 2.42% | 270876 264204 2.46%
LowMC-256 | 102224 96932 5.17% | 21168 19404 8.33%
MSE 836160 197440 76.38% | 147 456 0 100%
Neural-Net | 1268864 1070720 15.61% | 245760 245760 0.00%

For masked secret sharing M (S’) for LinSSS &’ as de-
scribed in we again consider &’ = 2ASS and two
party computation (2PC), corresponding to ABY?2.0 [28] or,
if an additional dealer is available, ASTRA [27]]. What differs
is the instantiation of Il.,tpre for the preprocessing phase.
Without a dealer, we follow [28]], using oblivious transfer (OT)
to instantiate II,,1tpre- We optimize this using silent OT [75]],
following more recent followup works of ABY2.0 [28] such
as [55]. Computing batches of 107 random OTs with 128-
bit security as done in [S5] yields amortized preprocessing
communication of &~ 4.236 bits per mult in the binary domain,
again following the approach of [55]. In the arithmetic domain,
mult can be realized with communication of ~ 2|R|(1+|R|+
0.118) bits following the improved approach proposed in [76].

We provide the results in Tab. As preprocessing is done
per mult and not per upgrade, our optimization from does



Table VI: Online and preprocessing communication in bits for two-party computation (with and without a dealer) based on
masked sharings M (2ASS) (§III-E) on various circuits, using as baseline the protocols ABY2.0 [28]] and ASTRA [27] that
immediately upgrade after multiplication, and our LLSS-protocol extensions.

not improve preprocessing. The baseline and our modified
protocol share the exact same preprocessing cost. Without a
dealer, the reliance on instantiating I1,,,1tpre With OT yields a
relatively expensive preprocessing phase with approximately
double the communication cost of the online phase for binary
circuits. The RCA is an exception, as the majority of its
online costs stems from inputs and outputs. For the arithmetic
domain, preprocessing becomes significantly more expensive.
If we use a dealer as in ASTRA [27]], preprocessing communi-
cation is decreased to one bit or ring element per mult, yielding
approximately half of the online communication for binary and
arithmetic circuits. Furthermore, the dealer now enables us to
use the optimization first sketched in §[II-E2] and then fully
introduced in As previously for tSSS, preprocessing
improvement is similar to online improvement in most cases.
The structure of the RCA and LowMC-256 do not enable
any aggregation of “fixing”-operations for the preprocessing
optimization. On the other hand, for MSE, 768 mult are
computed and the results summed up, enabling to aggregate to
a single “fix” on the final sum to improve by a factor of 768x.

B. LLSS-MPC Based on Shamir’s Secret Sharing for Different
Numbers of Parties

In Tab. we compare the improvement in online commu-
nication calculated when optimizing the multi-party protocols
with Shamir’s Secret Sharing [I17] outlined in for
different numbers of parties n = 3 and n = 10. As expected,
our optimization yields very similar results in both settings.
Yet, as visible in Tab. |I} for higher n the upgrade cost grows
faster than the input/output costs, causing the optimizer to
prefer inputs in higher domain S to save on upgrades more
often. While not considered in this optimization, it is also
noteworthy that for n = 3, the preprocessing becomes non-
interactive except for the static exchange of pre-shared keys,
using the PRF optimizations from

C. Improvement Without Inputs and Outputs in Lower Domain

One may question how much of our improvements stem
from reducing the number of upgrades within the circuit alone
and how much stems from additionally enabling to freely
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online preprocessing

Circuit 2PC/ABY2.0 [28] and 2PC+dealer/ASTRA [27] 2PC 2PC+dealer

baseline ([28], [27]) ours (§IT-E) impr. | base. ([28])/ours | base. ([27])/ours ours+opt. from impr.
RCA 158 154 2.53% 131 31 31 0.00%
PPA 414 252 39.13% 674 159 106  33.33%
Multiplier 2332 2052 12.00% 4736 1118 1005 10.10%
float-add. 354 268 24.29% 648 153 118  22.87%
float-mult. 1710 1500 12.28% 3520 831 734 11.67%
float-div. 164 730 123106 25.26% 348 491 82269 61521 25.22%
AES-128 13184 8864 32.76% 27110 6400 4368  31.75%
SHA-256 46170 45055 2.45% 95619 22573 22025 2.42%
LowMC-256 4120 3717 9.78% 7472 1764 1764 0.00%
MSE 147584 49280 66.60% 6401 360 49152 64 99.87%
Neural-Net 214656 164 480 23.37% 10668 933 81920 74 368 9.21%

Table VII: Total online communication in bits for various

circuits using the baseline BGW-style protocol [[16] that imme-
diately upgrades after multiplication, and our LLSS-protocol
extensions from using different numbers of parties 7.
Secret-sharing threshold ¢ set accordingly to ¢t = | (n+1)/2]
for honest majority setting.

n=31t=2 n=10,t=5

Circuit base. ours . base. ours .

([i6l) ({rp} '™mPr (i) (JDp} '™P-
RCA 378 370 2.11% 3276 3208 2.07%
PPA 1146 716 37.52% 9932 6172 37.85%
Multiplier 6900 6114 11.39%| 59800 52952 11.45%
float-add. 1014 772 23.86% 8852 6744 23.81%
float-mult. 5082 4472 12.00% | 44108 38812 12.00%
float-div. 493998 369254 25.25% | 4281316 3200116 25.25%
AES-128 39168 26464 32.43% | 339456 229184 32.48%
SHA-256  |137486 134160 2.42%|1191204 1162372 2.42%
LowMC-256 | 11768 11180 4.99%| 102224 96932 5.17%
MSE 196736 49344 74.92% | 836160 197440 76.38%
Neural-Net | 296576 247040 16.70% | 1268864 1070720 15.61%

use inputs and outputs in domains S or S’. To investigate
this, we force all inputs and outputs to be in the higher
domain &, which can be achieved by removing all input
gadgets and setting the edge weights of output gadgets to Cyp.
in our optimizer construction from Now, all finite edge
weights are uniform, so that we simply count the number of
required upgrades, given that the cost for these upgrades is
simply obtained by multiplying this number by the individual
upgrading cost C,p.. We provide the number of required
upgrades for our optimization results in Tab.

The results in most cases are comparable to those in
Tab. which also include and optimize for inputs and
outputs. For RCA and LowMC-256, we observe that there is
no improvement, i.e., all prior measured improvements only
stem from also utilizing input and output layers. E.g., for RCA,
this is the case as the circuit is a chain of full adders, each
containing a single AND-gate, where all ANDs are aligned
on the circuit’s critical path. Regarding MSE, we observe the
improvement in upgrade gates to be significantly higher than
the overall communication improvement from Tab. This is
because all 1280 multiplications can be merged into a single



Table VIII: Number of inserted upgrade operations in the
baseline sharing vs with bottleneck share assignment while
all input and output operations are fixed to higher sharing.

Circuit baseline  ours (§I1) impr.
RCA 31 31 0.00%
PPA 159 106  33.33%
Multiplier 1118 1005 10.10%
float-add. 153 118 22.87%
float-mult. 831 734 11.67%
float-div. 82269 61521  25.22%
AES-128 6400 4368  31.75%
SHA-256 22573 22025 2.42%
LowMC-256 1764 1764 0.00%
MSE 768 1 99.87%
Neural-Net 1280 1162 9.21%

dot product, whereas especially many inputs still require com-
munication where less optimization is possible. For Neural-
Net, we get a smaller improvement here than in Tab. which
we attribute to the large input layer, providing many additional
opportunities for optimization if any domain can be used for
inputs. We conclude that our additional flexibility regarding
inputs and outputs open good opportunities for optimization,
whereas even without this flexibility, good improvement is
possible in most cases. This is also important should a circuit
be used as a component of a larger circuit where inputs and
outputs are not secret-shared respectively opened, but instead
already are sharings provided by and handed back to the
larger circuit. In this case, we could always require inputs
and outputs to be in S, ensuring that the optimized sub-circuit
can seamlessly be composed with other sub-circuits. Yet, this
hard boundary adds additional restrictions and more expensive
optimization over the larger circuit may yield better results.

We also observe that the improvements in Tab. match
those in Tab. [V from for optimizing the preprocessing
of MPC based on masked secret sharing. Here, upgrades
need to split each path from a multiplication to another
multiplication or an output from the lower domain, whereas
the preprocessing optimization from needs to split each
path from a multiplication to an upgrade or an output from
the lower domain by a fixing operation. The only difference
is splitting before multiplications instead of already placed
upgrades. As upgrades are assumed to be placed optimally,
the restriction of choices in the second case appears not
to decrease the quality of the optimization output. Yet, we
recall that when also considering inputs and outputs from any
domains, the placement of upgrades can differ from that in this
section. Hence, we hypothesize that the observed similarity is
to be expected, but that there may be other examples where
no strict equality is given.

D. Comparison to MAESTRO [44)] and ALKAID [45]]

The recent works MAESTRO [44] and ALKAID [45]
both utilize a second secret-sharing domain beyond directly
upgrading back to the main domain. MAESTRO decouples
non-interactive multiplications from upgrades on replicated
and additive sharings as we do for (RSS,3ASS) in
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ALKAID places XOR gates after AND gates and only up-
grades the result of the XOR instead of that of multiple
ANDs. Furthermore, it uses three levels: masked shares based
on replicated sharings M (RSS), replicated sharings RSS, and
additive sharings 3ASS, yielding a Multi-LLSS (§III-F).

In contrast to our work, these works utilize such opti-
mizations to hand-optimize for specific applications. MAE-
STRO [44]] optimizes AES in MPC, also relying on further
optimizations such as lookup tables (LUTs) based on one-
hot vectors. ALKAID [45] hand optimizes parallel prefix
adders (PPAs) using its three levels, and based on these
PPAs, conversions and activation functions. In contrast, our
work is generic. We formalize and generalize the notion of
Leveled Linear Secret Sharing (§II-A), and we provide an
optimizer (§IV) that optimally and automatically improves any
input circuit, also utilizing inputs and outputs in any domain.

Given that [44], [45] use additional building blocks for
their hand optimization, i.e., LUTSs respectively more than two
levels (which is currently not supported by our optimizer),
it is expected that these protocols, being results of long
lines of work to optimize highly specialized building blocks,
outperform our generic solution. Yet, our approach provides a
simple, automated solution without requiring hand-optimizing
circuits. In the following, we empirically compare communi-
cation complexities between the different approaches:

1) Comparison with MAESTRO [44l] for AES: Tab.
compares the communication complexities between naive eval-
uation of a Boolean AES circuit [68] using replicated secret
sharing [21]], our optimized version of that circuit using LLSS,
the predecessor of MAESTRO by Chida et al. [77], and
different variants of MAESTRO [44]. We assume here that
inputs are already provided in secret-shared format (higher
domain where applicable) and do no final reconstruction,
benchmarking circuit evaluation only without input and output
phases. All protocols use three non-colluding parties and we
consider their semi-honest variants here. They all rely on
variants and extensions of MPC on replicated secret shar-
ing [21]. As the circuit from [68]] includes the key expansion,
we also include this for all other benchmarks. The variants of
MAESTRO are as described in [44), Section 4]. For variant
“(3,3) LUT-256", [44] does not explicitly define how to run
the key expansion. Hence, we include two variants, “r”” which
is optimized for rounds and uses “(2,3) LUT-256" for the S-
boxes during key expansion, and “c” which is optimized for
total communication and uses the “GF(2%)” approach for the
key expansion S-boxes.

As expected, the special-purpose protocol MAESTRO [44]]
offers the best solutions for low online or total communication
and low rounds, also providing more fine-grained tradeoffs
with its different variants. Yet, interestingly, our optimized
LLSS version has the second lowest total communication
(only 9% higher than the lowest, whereas the RSS baseline
is 60% higher). We also outperform [77] which shares the
communication with our RSS baseline. Yet, our round com-
plexity is at least double of that of all other approaches,
given that LLSS cannot optimize rounds beyond removing a



Table IX: Communication in bits over all parties and rounds
for evaluating one block of AES128 encryption, including the
key expansion. Inputs and outputs are secret shares.

Communication online
Protocol .

online total  rounds
Boolean RSS [21] (circuit from [68]) 19200 19200 60
Our optimized leveled RSS (§ITI-C) | 13104 13104 60
Chida et al. [77] 19200 19200 30
MAESTRO [44] LUT-16 9600 16 200 20
MAESTRO [44] GF(2%) 12000 12000 30
MAESTRO [44] (2, 3) LUT-256 4800 153000 10
MAESTRO [44] (3, 3) LUT-256 (r) 8640 48 840 10
MAESTRO [44] (3, 3) LUT-256 (c) 10080 20640 30

single round when outputs are allowed in the lower domain,
which we do not allow here for fairness. We conclude that
our generic approach comes relatively close to the hand-
optimized state of the art in the metric it aims to optimize: total
communication. In contrast to MAESTRO [44]], our approach
achieves this optimization automatically in a generic way. Our
approach does not enable to move operations to preprocessing,
utilize LUTs, etc., so combining such optimizations from
MAESTRO [44] and our techniques may enable even better
solutions in the future.

2) Comparison with ALKAID [45] for PPAs: Regarding
ALKAID [45], we compare performance for 32-bit addition
using parallel prefix adders (PPAs) which is what [45] focuses
on for optimization. As for MAESTRO [44] above, we do not
include input and output phases and assume inputs and outputs
to already be provided in secret-shared format (in the higher
domain where applicable). All protocols here use three non-
colluding semi-honest parties. Results are provided in Tab.

Table X: Communication in bits over all parties and rounds
for evaluating one 32-bit addition using a parallel prefix
adder (PPA). Inputs and outputs are secret shares.

Communication  online
Protocol .

online total  rounds
Boolean RSS [21]] (circuit from [32]) 477 477 5
Our optimized leveled RSS (SIII-C) 318 318 5
ALKAID [45] 630 935 4

Surprisingly, we do not only find that our communication
outperforms ALKAID [45] by 1.98x online and 2.94x total,
but that even the naive baseline of evaluating a PPA circuit in
RSS [21]] is better than ALKAID. ALKAID’s only advantage
is a decrease of round complexity from 5 to 4 rounds. We note
that these observations contradict [45]], which claims also an
improvement of communication over the baseline. We discuss
that issue in the following.

In Tab. [X] we surprisingly observe that ALKAID [45] even
has worse communication compared to simply evaluating
a PPA circuit in RSS [21] without our optimization. The
numbers we report for ALKAID are directly calculated
from [45] Lemma 2] for £ = 32. The full proof of this lemma
is claimed to be in [45, Appendix B], but that appendix
neither exists in the conference version nor in the ePrint
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version /| so we could not verify.

ALKAID includes concrete PPA benchmarks in [45, Table
IV] for ¢ = 64-bit addition. They claim to have a communica-
tion of 0.141 KB online and 0.198 KB total per PPA, whereas
for ABY3 [1]], the communication (all online) is claimed to
be 0.203 KB. Yet, ABY3 [1] uses the RSS protocol from [21]
for semi-honest PPA evaluation. Using [45, Lemma 2], we get
that ALKAID should have 0.193 KB online and 0.281 KB
total communication, i.e., 37-42% higher values. Meanwhile,
the PPA from [32] uses 383 AND gates, so evaluating that with
ABY3 [[1]] would cost 383-3 bits, i.e., 0.144 KB, which is 29%
lower than what [45] claims. To conclude, ALKAID [45] ap-
pears to report too high communication for [1]] and, assuming
correctness of [45, Lemma 2], too low communication for their
own protocol when observing that they outperform ABY3 [1],
whereas they appear to be worse than ABY3.

APPENDIX E
FUTURE DIRECTIONS

One possible future research direction is to generalize MPC
on LLSS to more than two layers. Possible directions are
addressed in and could allow to decrease round com-
plexity by, e.g., non-interactively multiplying from a higher
to an intermediate sharing, then non-interactively multiplying
yet again to a lower sharing, and finally upgrading. Yet,
this requires proper formalization, security analysis, and an
adapted optimizer (cf. which now needs to solve a more
complex problem by assigning one out of more than two
sharing semantics to each wire.

As outlined in there exist parallels between LLSS
and leveled homomorphic encryption [71]. It may be of
interest to try rephrasing this or, e.g., constructions based on
degree-d homomorphic secret sharing [78]], in our framework,
generalizing it beyond classical secret-sharing-based MPC.
This would also enable utilizing a variant of our optimizer
from in these fields.

Finally, while we focus on passive security in this work,
similar constructions appear to be possible in the active
security model as well. For instance, MPC on replicated
sharings [21] can be lifted to active security [23] using
zero-knowledge fully linear interactive oracle proofs (zk-
FLIOPs) [72]. It is utilized here that the correctness of mes-
sages after a multiplication requires to prove a degree-two re-
lation. Correctness when doing additional linear operations on
one or more multiplication outputs before interactively upgrad-
ing still corresponds to a degree-two relation, now for the mes-
sages sent during upgrading. One could combine LLSS with
zk-FLIOPs as [72] provides efficient constructions to prove
any degree-two relation. Yet, this would require proofs for
different degree-two relations, potentially making it harder to
leverage the desired amortization of zk-FLIOPs. Still, e.g., [73]]
demonstrates amortization with different degree-two relations
by supporting dot products of different dimensions in the same
zk-FLIOP. For BGW-style protocols, verifiable secret sharing

Thttps:/fia.cr/2025/2298
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enables lifting to active security [13]], [15]], [16] while requiring
the use of a lower corruption threshold, which appears to also
generalize to our construction. Finally, SWIFT [29] serves as
one example to use masked secret sharing in an active security
setting. It reaches active security by using replicated sharings
as lower sharings, providing redundancy when reconstructing
to upgrade back to masked sharings. This mechanism is not
restricted to the case where upgrading happens immediately
after a multiplication as in the original protocol.
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