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Abstract

Multi-signatures are a fundamental cryptographic primitive in distributed systems, enabling
a set of parties to jointly produce a compact signature on a common message. Of particular
interest are constructions instantiated over pairing-free cyclic groups with a two-round signing
protocol, as such schemes offer improved efficiency and deployability in practice. Support for
key aggregation is an additional highly desirable property, allowing multiple public keys to be
combined into a single succinct aggregate public key against which aggregate signatures can be
verified. To improve concrete security guarantees, several works have proposed constructions
with tight security reductions. However, existing tightly secure constructions have significant
limitations. Notably, T-Spoon by Bacho andWagner (Crypto 2025) is currently the only pairing-
free two-round multi-signature scheme that simultaneously achieves tight security and supports
key aggregation. Despite these advantages, T-Spoon incurs substantial efficiency overhead: its
signatures comprise nine field elements and two group elements, resulting in prohibitively large
signature sizes for many practical applications.

In this work, we introduce Earpick-MS, a tightly secure two-round multi-signature scheme
over pairing-free cyclic groups that supports key aggregation while achieving compact signatures.
Concretely, signatures in Earpick-MS consist of only three field elements and a single bit, thereby
reducing the signature size by a factor of approximately 3.5 compared to the state-of-the-art T-
Spoon construction. We further present Earpick-TS, a threshold signature variant of our scheme.
Earpick-TS retains the same compact signature size and constitutes the first pairing-free two-
round threshold signature scheme with a tight security proof. Prior to our work, achieving tight
security in pairing-free threshold signatures required at least three rounds of interaction (Chen,
PKC 2025; Bacho and Wagner, CiC 2026). Finally, we propose Earpick-muMS, an additional
variant that achieves tight security in the multi-user setting while retaining the same compact
signature size.

Keywords. Multi-Signatures, Threshold Signatures, Tight Security, Pairing-Free Groups

1 Introduction

A multi-signature scheme [Ita83] allows a set of n signers, each signer i holding an independent key
pair (pki, ski), to collectively sign a common message µ. The generated signature σ (on message µ)
can then be verified against the list of individual public keys {pk1, . . . , pkn} of signers. In recent
years, multi-signatures have attracted considerable attention, largely due to their applications to
cryptocurrencies. Of particular interest are constructions over pairing-free cyclic groups with a
signing protocol consisting of two rounds of communication. Further, support for key aggregation
is highly desired [MPSW19], as it allows the aggregation of multiple public keys pk1, . . . , pkn into a
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single short aggregate public key apk that can then be used for verification of σ, enhancing efficiency
significantly. In this work, we therefore focus on two-round multi-signatures with key aggregation
over pairing-free cyclic groups. We further stress that we work in the widely established plain public
key model [BN06], where honest signers generate their keys independently, and malicious signers
may choose their keys dependent on other keys. In particular, no additional assumptions such as
knowledge of secret keys [Bol03] or proofs of possession [BCJ08] are required.

Concrete Security and Tightness. Security of cryptographic schemes is typically established via
reductionist proofs. Specifically, to show the security of a scheme Π, one constructs a transformation
that converts any adversary A with success probability εA against Π into an algorithm R that solves
an underlying computational problem Σ with success probability εR. This then yields a relation of
the form εA ≤ L · εR, where L is called the security loss. Minimizing the security loss L is critical,
as it has direct impact on the concrete security guarantees of the scheme relative to the hardness of
Σ. Concretely, if we assume the underlying problem Σ to be κ-bit secure (i.e., εR ≤ 2−κ), then the
proof guarantees (κ− logL) bits of security for the scheme Π. In particular, if L is large, then the
concrete parameters of Π, such as the size of the underlying cyclic group, may have to be chosen
prohibitively large, limiting the practical efficiency. Interestingly, Kales and Zaverucha [KZ20] give
an efficient attack on the MQDSS signature scheme [SSH11], which leverages the observation that
the concrete parameters of MQDSS were chosen without accounting for L. Consider for example
a scheme with a guessing-based security proof yielding the bound εA ≤ Θ(qh) · εR, where qh is the
number of random oracle queries made by the adversary. Then, if the scheme is instantiated with a
group providing 128-bit security (i.e., κ = 128), the resulting security level would be only 68 bits for
a practical reasonable qh ≈ 260 [BR96, Nat16].1 This motivates the study of schemes with a tight
security proof, i.e., where the security loss L is a small constant.

Recent Progress in Multi-Signatures. Early designs of two-round multi-signatures [NRSW20,
NRS21, BD21] rely on the (double-)forking lemma [PS96, BN06] for their security proof, which results
in highly non-tight security bounds of the form ε4A ≤ Θ(qh

3) · εR. To address this unsatisfactory
state of affairs, Pan and Wagner [PW23] recently constructed the first tightly secure, two-round
multi-signature, Chopsticks II. However, their scheme does not support key aggregation. Even more
recently, Bacho and Wagner [BW25] proposed the first tightly secure, two-round multi-signature
with key aggregation, T-Spoon. Unfortunately, this comes with a considerable penalty: Signatures
are about 4 times larger than most non-tight, two-round multi-signatures. Concretely, signatures in
T-Spoon consist of nine field elements and two group elements, while those in, e.g., HBMS [BD21]
consist of only three field elements. This creates a considerable efficiency gap between tight and
non-tight two-round multi-signatures with key aggregation. This raises the central question:

Can we design a tightly secure two-round multi-signature with key aggregation and short signatures,
with security based on non-interactive and well-studied pairing-free assumptions?

1.1 Our Contributions

We resolve this question by presenting Earpick-MS, a novel tightly secure two-round multi-signature
scheme. Earpick-MS is the first two-round multi-signature scheme in the setting of pairing-free cyclic
groups with the following desirable characteristics:

• Tightness. Our scheme is tightly secure under the decisional Diffie-Hellman (DDH) assumption.

• Compactness. Our scheme has signatures consisting of three field elements and a single bit.

• Key Aggregation. Our scheme supports key aggregation.

1We note that rewinding-based proofs yield even much worse security bounds, making them essentially useless in
terms of concrete security. For example, the proof of the MuSig2 [NRS21] multi-signature scheme provides a security
level of only 9 bits for a generously chosen qh ≈ 230 (see Table 1).
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For a comparison with existing two-round schemes, see Table 1. We also emphasize that our scheme
does not make use of any heavy cryptographic tools and is very practical.

As a secondary contribution, we construct a threshold variant of Earpick-MS, called Earpick-TS.
A (t, n)-threshold signature [Des88] allows any subset of (t+ 1)-out-of-n signers to collectively sign
a common message µ, where the generated signature σ can then be verified against a single common
public key pk. Existing constructions of tightly secure threshold signatures [Che25, BW24b] have a
signing protocol of three rounds of communication, which limits their practicality. Our tightly secure
two-round threshold signature Earpick-TS addresses this drawback. Concretely, as for Earpick-MS,
its security relies on the DDH assumption and it has compact signatures consisting of only 3 field
elements and a single bit. In particular, our work resolves the open question raised by Chen [Che25]
on the existence of a tightly secure two-round threshold signature.2

Concurrent and Independent Work. In a concurrent work, Lehmann and Özbay [LO25] ini-
tiate the study of tight multi-user security for multi-signatures. Standard notions of unforgeability
for multi-signatures are typically formulated with respect to a single honest signer. In the corre-
sponding security reductions, the challenger must guess this honest party in advance, resulting in a
multiplicative security loss of 1/n, where n denotes the number of participating signers.

To address this issue, Lehmann and Özbay propose Skewer-PF, a pairing-free two-round multi-
signature scheme, achieving tight multi-user security. The scheme is proven tightly secure under
the DDH assumption in the random oracle model and supports key aggregation. In Skewer-PF,
signatures consist of three field elements and one group element, while the public key comprises
one group element augmented with proofs of possession (two field elements and one group element).
We emphasize that public keys augmented with proofs of possession do not fall within the widely
adopted plain public-key model in which we work. Indeed, requiring proofs of possession corresponds
to a strictly stronger model. For a detailed discussion of proofs of possession and their implications,
we refer to the seminal work of Bellare and Neven [BN06].

After examining their manuscript, we observed that our scheme Earpick-MS can be adapted to
achieve tight multi-user security by a minor modification of the signing protocol, without altering
the final signature or the public keys. The resulting variant, Earpick-muMS, achieves tight security
in the multi-user setting under the DDH assumption in the random oracle model and established
plain public-key model. Its signatures consist of three field elements and a single bit, and its public
key comprises two group elements.

2 Technical Overview

In this section, we provide an overview of our techniques.

2.1 Takemure et al.’s Scheme

Our scheme is based on Takemure et al.’s two-round multi-signature scheme [TSS+24]. The scheme
works over a cyclic group G of prime order p with generator g, and the public parameter additionally
contains a random group element h. Each user has its secret key sk := x uniformly chosen from
Zp, and public key pk := (X,Y ) = (g, h)x. The scheme supports public-key aggregation: a list of

public key L = {(X1, Y1), . . . , (Xn, Yn)} is aggregated into apk := (X̃, Ỹ ) =
∏

i∈[n](Xi, Yi)
ai , where

the coefficient ai := Ha(L, (Xi, Yi)) is derived by a hash function.

2We note, however, that the existing tightly secure threshold signatures (with three rounds) [Che25, BW24b]
achieve the strong notion of adaptive security, while ours only achieves static security (also see Section 2.4). As such,
it remains an interesting open problem to construct a tightly secure two-round threshold signature with adaptive
security.
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Scheme Key Agg Assumption Loss PKey Communication Signature

MuSig-DN [NRSW20] ! DDH,DL Θ(qh
3/ε3) 1G 2G+ 1Zp + |π| 2Zp

MuSig2 [NRS21] ! AOMDL Θ(qh
3/ε3) 1G 4G+ 1Zp 2Zp

HBMS [BD21] ! DL Θ(qs
4qh

3/ε3) 1G 1G+ 2Zp 3Zp

TZ [TZ23] ! DL Θ(qh
3/ε3) 1G 1G+ 2Zp 3Zp

Chopsticks I [PW23] ! DDH Θ(qs) 2G 3G+ 1Zp + λ 3G+ 4Zp

Toothpicks I [PW24] ! DDH Θ(qs) 2G 2G+ 1Zp + λ 3Zp + 2λ

TSSHO [TSS+24] ! DDH Θ(qs) 2G 2G+ 2Zp 3Zp

Chopsticks II [PW23] % DDH Θ(1) 4G 6G+ 2Zp + λ+ 1 6G+ 8Zp + n

Toothpicks II [PW24] % DDH Θ(1) 4G 2G+ 1Zp + λ+ 1 3Zp + 2λ+ n

T-Spoon [BW25] ! DDH Θ(1) 2G 3G+ 1Zp + λ+ 1 2G+ 9Zp

Earpick-MS (ours) ! DDH Θ(1) 2G 5G+ 4Zp 3Zp + 1

Table 1: Comparison of two-round multi-signature schemes over pairing-free cyclic groups in the plain
public key model. We consider support for key aggregation, underlying computational assumption,
security loss of the reduction (for an adversary with advantage ε against the scheme that makes at
most qh random oracle queries and qs signing queries), size of public keys, size of signatures, and
communication cost per signer. For the security loss, we do not consider proofs in the algebraic
group model (AGM) [FKL18]. For communication and signature sizes (relevant only for some of the
schemes), λ is the security parameter and n is the number of signers. In MuSig-DN, |π| is the size of
a zkSNARK and DDH is assumed in a distinct cyclic group E (used for proving correct computation
of the deterministic nonces).

For a group of signers with public-key list L to sign message µ, they run a signing protocol with
two rounds of message exchange. Each signer (without loss of generality indexed by 1) does the
following.

• In the first round, the signer hashes the aggregated public key and the message to obtain
(u, v) := Huv(apk, µ). It samples r1, s1 ← Zp and broadcast a commitment (R1, S1) :=
(g, h)r1(u, v)s1 to other signers.

• In the second round, the signer receives {(Ri, Si)}i∈[n] and computes the aggregated commit-

ment (R̃, S̃) :=
∏

i∈[n](Ri, Si). Then it derives the challenge c := Hc(apk, µ, R̃, S̃) from a hash

function Hc. It broadcasts its response (z1, y1) := (r1 + a1cx1, s1).

• Finally, the responses are aggregated into (z̃, ỹ) :=
∑

i∈[n](zi, yi), and the multi-signature is

output to be (c, z̃, ỹ).

To verify the multi-signature, the verifier recovers the commitment (R̃, S̃) := (g, h)z̃(u, v)ỹ(X̃, Ỹ )−c

and checks if c is the correct hash.

Security. In the security game, there is an honest signer with public key (X,Y ) = (g, h)x. The
adversary can execute the signing protocol with the honest signer, arbitrarily choosing other signers’
keys. The goal is to forge a multi-signature with the honest signer included in the signer set.

To understand the security proof, it is helpful to note that in the signing protocol, each signer
essentially generates a Schnorr-Okamoto-like proof of knowledge [Sch90, Oka93] of (α, β) such that
(g, h)α(u, v)β = X1, using (α, β) = (x1, 0) as the witness.

To prove the security of the scheme, we switch to a hybrid game in an indistinguishable way based
on DDH, where forging a multi-signature is unconditionally hard. First, we reach an intermediate
hybrid game. In this game, the space of (apk, µ) is partitioned into two parts: a “dual-key” part
and a “lossy” part. The game programs (u, v) = Huv(apk, µ) differently for the two parts:
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• The “dual-key” part: The game programs (u, v) := (X,Y )1/w for w ← Z∗
p. Here, w is called the

dual key, which allows the game to simulate the honest signer without secret key x. Namely,
the game simply generates the Schnorr-Okamoto-like proof of knowledge using another witness
(α, β) = (0, w). The simulation is perfect because of the witness indistinguishability of such
proofs.

• The “lossy” part: The game programs (u, v) := (g, h)w

We hope that the honest signer only needs to sign on (apk, µ) in the dual-key part, while the
adversary forges a signature on (apk, µ) in the lossy part. With Coron’s coin-tossing partitioning
technique [Cor00], this is true with probability Θ(1/q).

Next, we reach the final hybrid game by sample (X,Y ) to be independently random elements.
With overwhelming probability, (g, h,X, Y ) is not a DH-tuple, i.e., there does not exist a real secret
key. The game can still simulate signing with the dual keys. However, signing with (apk, µ) in
the lossy part becomes statistically hard. Since (u, v) = (g, h)w for some w, there does not exist
a witness (α, β) satisfying (g, h)α(u, v)β = (X,Y ) for the Schnorr-Okamoto-like proof. Signing
becomes statistically hard because of the soundness of such proofs.

2.2 Existing Constructions with Tight Security

Pseudorandom Bit for Tight Security. The above proof does not invoke the forking lemma
[PS96, BN06] so avoids a (double-)quadratic loss. However, the security is still not fully tight. The
only problem is the loss of Θ(q) owing to the partitioning of the space of (apk, µ).

Katz and Wang’s pseudorandom bit technique [KW03] can avoid such a loss by replace “parti-
tioning” with “branching”. A straightforward (but not working) application to Takemure et al.’s
scheme is as follows. Now each (apk, µ) corresponds to two hashes Huv(0, apk, µ) and Huv(1, apk, µ).
In the signing protocol, each signer additionally outputs a pseudorandom bit b1 := F(apk, µ) as a
branch selection, and it signs with (u, v) = Huv(b1, apk, µ). The multi-signature additional contains
each signer’s pseudorandom bit.

In the security proof, for every (apk, µ), the hybrid game randomly picks a branch b′ to be the
“dual-key” branch, programming Huv(b

′, apk, µ) with a dual key, and the other branch to be the
“lossy” branch, programming Huv(1 − b′, apk, µ) in the lossy way. It always selects the dual-key
branch by setting b1 := b′ when it signs. On the other hand, the adversary has about 1/2 chance to
pick the lossy branch, as the two branches are indistinguishable. The security loss is thus improved
from Θ(q) to Θ(1).

However, Katz and Wang’s technique, originally designed for standard (one-party) signature
schemes, is not directly applicable to multi-signatures. In the signing protocol, the commitments
{(Ri, Si)}i∈[n] and responses {(zi, yi)}i∈[n] are aggregated to produce a compact multi-signature.
The aggregatability relies on the fact that the signers use a common (u, v). Since each signer
chooses one of the two possible (u, v), the aggregated signature is no longer valid.

Pseudorandom Bit for Multi-Signatures. Previous works have developed variants of Katz and
Wang’s technique for multi-signatures.3 Pan and Wagner [PW24] proposed to branch the public
key instead of the hash Huv. Namely, the signers always use the same (u, v), but now each signer
processes two key pairs, and one of them is pseudorandomly selected to sign every time. However,
we then lose public-key aggregation, as now for the same set of signers, the “effective” public-key
set can be different every time.

Alternatively, Bacho and Wagner [BW25] proposed to aggregate the commitments and responses
separately in each of the two branches. Signers who choose the same branch use the same (u, v),
so they can proceed correct aggregation. The final multi-signature contains two rather than one
aggregated responses and some additional information. Their scheme can support key aggregation.
Moreover, the pseudorandom bits are not included in the signatures, giving asymptotically smaller

3Their base schemes are not Takemure et al.’s scheme, but the techniques can be adopted.
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signatures that contain constant number of elements. However, the signature size may actually
become concretely worse when the number of signers is not too large, due to the double responses
and extra information.

2.3 Our Solution

We propose a solution that achieves the best of both worlds. Our scheme supports key aggregation.
At the same time, the signature size is concretely (not just asymptotically with growing number of
signers) better than Pan and Wagner’s key-branching solution.

Single Pseudorandom Bit? We observe that all the problems stem from the fact that each signer
generates its own pseudorandom bit. Imagine that instead, a single bit b is given by a trusted party.
Then they can sign based on the same (u, v) = Huv(b, apk, µ) as in the original Takemure et al.’s
scheme. Each signer only needs one key pair, and key aggregation is perfectly supported. The
multi-signature contains only one extra bit compared with Takemure et al.’s scheme, resulting in a
very compact size.

Delay Branch Selection. We clearly want to avoid assuming a trusted outsider. On the other
hand, requiring signers to jointly compute the pseudorandom bit before the signing protocol would in-
crease the round complexity. Our next observation is that, the secret key is not used in the first
round of the signing protocol. In the security proof, even if the honest signer goes to the lossy
branch, it will be stuck only in the second round. From this observation, we can modify the protocol
to let each signer go with both branches in the first round, generating two commitments

(R1,0, S1,0) := (g, h)r1,0(u0, v0)
s1,0 , (R1,1, S1,1) := (g, h)r1,1(u1, v1)

s1,1

for (u0, v0) = Huv(0, apk, µ) and (u1, v1) = Huv(1, apk, µ). At the same time, the signers also run a
protocol to jointly decide a bit b. In the second round, they continue with the b-branch and drop
the other. This buys the signers one round of time to agree on a bit.

One-Round Bit Protocol. What remains for us is to find a one-round protocol for the signers
to jointly evaluate the pseudorandom bit b = F(apk, µ). We want the hybrid game to fully control
F(apk, µ) in the following sense. When (apk, µ) is queried to Huv, the game uniformly samples
F(apk, µ) and programs the two branches into Huv based on the bit. Later when the adversary
makes a signing query with (apk, µ), the game can ensure that the protocol gives F(apk, µ), despite
the participation of adversarial signers.

Here is the protocol. Each user outputs Z1 := Dx1 for D = HD(apk, µ) and a Schnorr-like
proof of equality of discrete logarithms [CP93] for (g,D,X1, Z1). The protocol outputs Hb(Z̃) for
Z̃ :=

∏
i∈[n] Zi. The soundness of the proof ensures that the signers honestly output their Zi and

thus guarantees a deterministic bit.
In the security proof, however, the hybrid game can output uniformly random Z1 and simulate a

proof. Consequently, Z̃ is unconditionally unpredictable until the adversary sees Z1. Moreover, the
game generates D = gd = HD(apk, µ) of known discrete logarithm, so it can computes Dxi = Xd

i

without knowing the secret key xi of the adversarial signer i. The game knows Z̃ earlier than the
adversary and programs Hb(Z̃) := F(apk, µ). This ensures that the protocol selects the dual-key
branch as expected.

We note that Z1 = HD(apk, µ)x1 is a verifiable random function [MRV99] in the ROM. We use
the additional property that the controller of the random oracle can evaluate the function under an
arbitrary public key without knowing the secret key. This property is also used in related context
in [NRSW20]. Moreover, the function can be made threshold based on key homomorphism, which
is important for our threshold signature scheme.
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2.4 Open Questions

It is straightforward to extend our multi-signature construction to the threshold setting. However,
the respective security proof crucially relies on the corruptions being static and not adaptive. We
identify two points at which the reduction breaks down in the presence of adaptive corruptions.

First, on behalf of an honest party i ∈ [n], the reduction outputs a uniformly random group
element Zi, together with a simulated proof, instead of the real value Zi = HD(apk, µ)xi , where
apk = pk denotes the group public key and xi is party i’s secret key share. In the adaptive-corruption
setting, the adversary may subsequently corrupt an honest party i, at which point the reduction
must reveal the corresponding secret key xi. Once xi is revealed, the adversary can recompute the
correct value of Zi and detect that it differs from the uniformly random element previously output by
the reduction. Hence, the simulation becomes inconsistent, and the reduction fails. More generally,
the pseudorandom-bit (or controllable branch-selection) technique employed in the proof does not
appear to extend to the adaptive setting.

Second, the proof involves switching the honest public key pk = (g, h)x to a lossy key, i.e., a
public key for which no corresponding secret key exists. Concretely, pk is replaced by a uniformly
random tuple (X,Y ) ∈ G2 In the threshold setting, the joint public key is derived from the n public
key shares of the parties. If more than t shares are honestly generated, then the resulting joint key
cannot be lossy. Consequently, at most t shares may be generated consistently with secret keys.
However, under adaptive corruptions, the reduction must be prepared to reveal a valid secret key
share for any party that is corrupted. This would require the reduction to guess in advance the
subset of at most t parties that will be corrupted and generate only their shares honestly. Such a
guessing strategy incurs a security loss proportional to

(
n
t

)
, which is exponential in the number of

involved parties.
Addressing both obstacles simultaneously appears to be highly non-trivial. In particular, it seems

that novel techniques are required to achieve two-round signing together with tight adaptive security
for threshold signatures. Furthermore, constructing a tightly secure, partially non-interactive multi-
signature scheme remains an interesting open problem.

3 Preliminaries

Let λ denote the security parameter. For a set S, we use s← S to denote that s is sampled uniformly
at random from S, and |S| denotes the size of S. For a positive integer a ∈ N, we use [a] to denote
the ordered set {1, . . . , a}. Further, “:=” denotes deterministic assignment. Unless explicitly stated
otherwise, we assume all algorithms to be probabilistic and written in uppercase serif font.

3.1 Proof of Equality of Discrete Logarithms

In Fig. 1, we present a proof system DLEQ for the equality of discrete logarithms, which we will use
in our schemes. It is an extension of the well-known Schnorr proof introduced in [CP93]. Our proof
system works over a cyclic group G of prime order p and proves the following statement-witness
relation Rdleq ⊂ G4 × Zp:

Rdleq = {((g, h,X, Y ),wit) : (g, h)wit = (X,Y )}.

In Fig. 1, we first define a three-move public-coin proof system (P1,P2,Vf). From the interactive
proof system, we then define the non-interactive version (NIPH,NIVH) with respect to a hash function
H, obtained via the well-known Fiat-Shamir transformation [FS87], where the challenge chl is derived
non-interactively by hashing stm and cmt. The algorithm Sim (called simulator) will be used to define
the zero-knowledge property of the proof system.
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P1(stm; ρ)

1: (g, h,X, Y ) := stm
2: (A,B) := (g, h)ρ

3: return (A,B)

P2(wit, ρ, chl)
4: return ρ+ chl · wit

Vf(stm, cmt, chl, rsp)
5: (g, h,X, Y ) := stm
6: (A,B) := cmt
7: return J(g, h)rsp = (A,B)(X,Y )chlK

NIPH(stm,wit)
8: ρ← Zp

9: cmt := P1(stm; ρ)
10: chl := H(stm, cmt)
11: rsp := P2(wit, ρ, chl)
12: return (cmt, rsp)

NIVH(stm, π)
13: (cmt, rsp) := π
14: chl := H(stm, cmt)
15: Vf(stm, cmt, chl, rsp)

Sim(stm, chl)
16: (g, h,X, Y ) := stm
17: rsp← Zp

18: (A,B) := (g, h)rsp/(X,Y )chl

19: return ((A,B), rsp)

Figure 1: Proof of discrete logarithm equality DLEQ.

In our constructions, we will use the non-interactive proof system. However, we will use the
properties of the interactive system in the security analysis of our constructions, which are stated
below.

Proposition 1. The three-move public-coin proof system (P1,P2,Vf) defined in Fig. 1 satisfies the
following properties:

• Completeness: For every statement stm = (g, h,X, Y ) ∈ G4 and witness wit ∈ Zp such that
(g, h)wit = (X,Y ), and every challenge chl ∈ Zp, we have

Pr[Vf(stm, cmt, chl, rsp) : cmt← P1(stm; ρ), rsp := P2(wit, ρ, chl)] = 1.

• Statistical Soundness: For every statement stm = (g, h,X, Y ) ∈ G4 such that dlogg(X) ̸=
dlogh(Y ), for every commitment cmt ∈ G2, there exists at most one challenge chl ∈ Zp such
that there exists a response rsp satisfying Vf(stm, cmt, chl, rsp) = 1.

• Special Honest-Verifier Zero-Knowledge: For every statement-witness pair (stm,wit) ∈ Rdleq

and every challenge chl ∈ Zp, the commitment-response pairs (cmt, rsp) output by the following
two procedures are identically distributed:

1. cmt← P1(stm; ρ), rsp := P2(wit, ρ, chl);

2. (cmt, rsp)← Sim(stm, chl).

3.2 Computational Assumptions

Let GrGen be a group generation algorithm that takes the security parameter 1λ as input and outputs
group parameters (G, p, g), where G is a cyclic group of prime order p and g is a generator.

Definition 1 (DDH Assumption). The DDH problem is (τ, ε)-hard for group generation algorithm
GrGen if for all λ, all τ -time algorithms A,

|Pr[A(G, p, g, h, ga, ha) = 1 : (G, p, g)← GrGen(1λ), h← G, a← Zp]

− Pr[A(G, p, g, h, ĝ, ĥ) = 1 : (G, p, g)← GrGen(1λ), h, ĝ, ĥ← G]| ≤ ε.

Definition 2 (CDH Assumption). The CDH problem is (τ, ε)-hard for group generation algorithm
GrGen if for all λ, all τ -time algorithms A,

Pr[A(G, p, g, h, ga) = ha : (G, p, g)← GrGen(1λ), h← G, a← Zp] ≤ ε.
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MSJointSign({pki}i∈[n], µ, {ski}i∈n)

1: for k ∈ [n] do
2: (stk,msg1,k)← Sign1({pki}i∈[n], µ, skk)
3: for k ∈ [n] do
4: msg2,k ← Sign2({pki}i∈[n], µ, skk, st1,k, {msg1,i}i∈[n])
5: return σ ← Combine(L, µ, {msg1,i}i∈[n], {msg2,i}i∈[n])

Figure 2: Procedure MSJointSign.

4 Two-Round Multi-Signatures

In this section, we present our two-round multi-signature scheme with key aggregation Earpick-MS
and then give a tight security proof for it under the DDH assumption. We start by giving the syntax
and security definition of two-round multi-signature schemes with key aggregation following [BW25].

4.1 Formal Definitions

Syntax. In the following, we define two-round multi-signature schemes with key aggregation. Each
signer’s key pair is individually generated by the key generation algorithm KGen. A deterministic,
non-interactive key aggregation algorithm KAgg can aggregate a list of individual public keys into
a single aggregated key, such that the multi-signature verification algorithm Vf can take only the
aggregated public key rather than the whole public key list as input. The two-round signing protocol
consists of three algorithms: each signer runs Sign1 and Sign2 to generate its first and second-round
protocol messages to multicast (i.e., send to all signers), respectively. Finally, the algorithm Combine
generates the final multi-signature from the whole protocol transcript, which is deterministic and
can be executed by any designated user without any secret key and state. And we use the procedure
MSJointSign in Fig. 2 to describe an honest execution of the signing protocol and also to define the
completeness property.

We remark that the protocol is independent of the indexing of signers, public keys, and protocol
messages. That is, the signers do not need to agree on an order among them, as any order will yield
the same output. Without loss of generality, we assume that each user indexes itself by 1.

Definition 3 (Two-Round Multi-Signatures with Key Aggregation). A two-round multi-signature
scheme MS with key aggregation consists of algorithms with syntax defined as follows:

• Setup(1λ) → pp: The setup algorithm takes the security parameter 1λ as input and outputs
the public parameter pp. All algorithms related to MS implicitly take pp as input.

• KGen()→ (pk, sk): The key generation algorithm outputs a secret key sk and a public key pk.

• KAgg(L) → apk: The deterministic key aggregation algorithm takes a set of public keys
L = {pk1, . . . , pkn} as input and outputs an aggregated public key apk.

• The signing protocol consists of three algorithms:
– Sign1(L, µ, sk1) → (st1,msg1,1): The first-round signing algorithm takes a set of public

keys L, a message µ, and a secret key sk1 as inputs and outputs a state st1 and a first-
round protocol message msg1,1.

– Sign2(L, µ, sk1, st1,M1) → msg2,1: The second-round signing algorithm takes a set of
public keys L, a message µ, and a secret key sk1, a state st1, and a set of first-round
protocol messagesM1 as inputs and outputs a second-round protocol message msg2,1.

– Combine(L, µ,M1,M2) → σ: The combining algorithm takes a set of public key L, a
message µ, a set of first-round protocol messagesM1 and a set of second-round protocol
messagesM2 as inputs and outputs a multi-signature σ.
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MSUFA
MS(1

λ)
1: Q := ∅
2: ctr := 0
3: pp← Setup(1λ)
4: (sk∗, pk∗)← KGen()
5: (L∗, µ∗, σ∗)← ASign1,Sign2(pk∗)
6: return J((L∗, µ∗) /∈ Q) ∧ (pk∗ ∈ L∗) ∧

(Vf(KAgg(L∗), µ∗, σ∗) = 1)K

Sign1(L, µ)
7: if L[1] ̸= pk∗ then
8: return ⊥
9: ctr := ctr + 1

10: sid := ctr
11: Q := Q∪ (L, µ)
12: (Lsid, µsid) := (L, µ)
13: (stsid,msg1,sid)← Sign1(L, µ, sk∗)
14: roundsid := 1
15: return msg1

Sign2(sid,M1)
16: if (roundsid ̸= 1) ∨ (M1[1] ̸= msg1,sid) then
17: return ⊥
18: msg2 ← Sign2(Lsid, µsid, sk∗, stsid,M1)
19: roundsid := 2
20: return msg2

Figure 3: The MSUF security game.

• Vf(apk, µ, σ) → 0/1: The deterministic verification algorithm takes an aggregated public key
apk, a message µ, and a multi-signature σ as inputs and outputs 0 or 1.

For completeness, we require that for every λ, every pp ∈ Setup(1λ), every n, every (pk1, sk1), . . . ,
(pkn, skn) ∈ KGen(), and every message µ, we have

Pr[Vf(apk, µ, σ) = 1 : σ ← MSJointSign({pki}i∈[n], µ, {ski}i∈[n])] = 1,

where the procedure MSJointSign, modeling an honest execution of MS, is defined in Fig. 2.

Security. We define the security of two-round multi-signature schemes with key aggregation via
the security game MSUF described in Fig. 3. We now give an informal description of the security
game. The adversary A is given the public parameters pp and a target public key pk∗. Its goal is
to forge a multi-signature on a message µ∗ under a public key list L∗ that contains pk∗, both of
its own choice. A can concurrently open multiple signing sessions with an honest signer possessing
pk∗. In each session, A chooses the message µ to sign, and it plays the part of all other signers, with
public keys list L of its choices. This is formalized by two signing oracles Sign1, Sign2, where we
use a session identifier sid to distinguish the concurrent sessions. For the forgery (L∗, µ∗, σ∗) to be
non-trivial, it is required that no signing session with (L∗, µ∗) has been started. Notably, there can
be finished session under L∗ or on µ∗, but they should not appear together. Finally, we note that
there is no oracle for Combine, which would compute the multi-signature from individual signatures.
This is without loss of generality, since the algorithm does not make use of any secret state and can
be publicly run using the transcript output from Sign1 and Sign2.

Definition 4 (Security of Two-Round Multi-Signature Schemes with Key Aggregation). A two-
round multi-signature scheme MS with key aggregation is (qs, τ, ε)-secure if for every λ, every ad-
versary A that makes at most qs = qs(λ) queries to Sign1 and is of running time at most τ = τ(λ),
Pr[MSUFA

MS(1
λ) = 1] ≤ ε = ε(λ), where the security game MSUF is defined in Fig. 3.

4.2 Our Scheme

We formally define our two-round multi-signature scheme Earpick-MS as pseudocode in Fig. 4 and
give a verbal description next.

Setup and Key Generation. The global parameters of the scheme consist of group parameters
(G, p, g) generated by GrGen and a uniformly random group element h ∈ G. The key generation
algorithm KGen uniformly samples x← Zp. The public key is computed as (X,Y ) := (g, h)x ∈ G2,
and the secret key is x ∈ Zp.
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Setup(1λ)

1: (G, p, g)← GrGen(1λ)
2: h← G
3: return (G, p, g, h)

KGen()
4: x← Zp

5: (X,Y ) := (g, h)x

6: return ((X,Y ), x)

KAgg(L)
7: {(Xi, Yi)}i∈[n] := L
8: for i ∈ [n] do
9: ai := Ha(L, Xi, Yi)

10: (X̃, Ỹ ) :=
∏n

i=1(Xi, Yi)
ai

11: return (X̃, Ỹ )

Sign1(L, µ, sk1)
12: {(Xi, Yi)}i∈[n] := L
13: x1 := sk1
14: apk := KAgg(L)
15: D := HD(L, µ)
16: Z1 := Dx1

17: π1 := DLEQ.NIPH((g,D,X1, Z1), x1)
18: (u0, v0) := Huv(0, apk, µ)
19: (u1, v1) := Huv(1, apk, µ)
20: r1,0, s1,0, r1,1, s1,1 ← Zp

21: (R1,0, S1,0) := (g, h)r1,0(u0, v0)
s1,0

22: (R1,1, S1,1) := (g, h)r1,1(u1, v1)
s1,1

23: st1 := (r1,0, s1,0, r1,1, s1,1)
24: msg1 := (Z1, π1, R1,0, S1,0, R1,1, S1,1)

Sign2(L, µ, sk1, st1,M)
25: {(Xi, Yi)}i∈[n] := L
26: x1 := sk1
27: (r1,0, s1,0, r1,1, s1,1) := st1

28: {msgi}i∈[n] :=M
29: apk := KAgg(L)
30: D := HD(L, µ)
31: for i ∈ [n] do
32: (Zi, πi, Ri,0, Si,0, Ri,1, Si,1) := msgi
33: if DLEQ.NIVH((g,D,Xi, Zi), πi) = 0

then
34: return ⊥
35: Z̃ :=

∏n
i=1 Zi

36: b := Hb(Z̃)
37: (R̃, S̃) :=

∏n
i=1(Ri,b, Si,b)

38: c := Hc(apk, µ, R̃, S̃)
39: a1 := Ha(L, X1, Y1)
40: z1 := r1,b + a1cx1

41: y1 := s1,b
42: return (z1, y1)

Combine(L, µ,M,M′)
43: {msgi}i∈[n] :=M
44: {msg′i}i∈[n] :=M′

45: for i ∈ [n] do
46: (Zi, πi, Ri,0, Si,0, Ri,1, Si,1) := msgi
47: (zi, yi) := msg′i
48: Z̃ :=

∏n
i=1 Zi

49: b := Hb(Z̃)
50: (R̃, S̃) :=

∏n
i=1(Ri,b, Si,b)

51: c := Hc(apk, µ, R̃, S̃)
52: (z̃, ỹ) :=

∑n
i=1(zi, yi)

53: return (b, c, z̃, ỹ)

Vf(apk, µ, σ)

54: (X̃, Ỹ ) := apk
55: (b, c, z̃, ỹ) := σ
56: (u, v) := Huv(b, apk, µ)
57: (R̃, S̃) := (g, h)z̃(u, v)ỹ(X̃, Ỹ )−c

58: return Jc = Hc(apk, µ, R̃, S̃)K

Figure 4: Our two-round multi-signature scheme with key aggregation Earpick-MS.

Key Aggregation. The key aggregation algorithm KAgg aggregates a list of public keys L :=
{(Xi, Yi)}i∈[n] into a single aggregated public key. It makes use of a hash function Ha to compute

ai := Ha(L, Xi, Yi) ∈ Zp for all i ∈ [n]. The aggregated public key is then (X̃, Ỹ ) :=
∏n

i=1(Xi, Yi)
ai .

Signing Protocol. Suppose n signers with public keys L := {(Xi, Yi)}i∈[n] want to sign a message
µ. We describe the signing protocol from the perspective of the first signer with secret key sk1 := x1

and public key pk1 := (X1, Y1). Let apk := KAgg(L) be the aggregated public key as defined above.
Further, signers make use of a hash function Huv to get pairs of group elements, HD to get single
group elements, Hb to get single bits, and Hc to get single field elements.

1. Commitment Phase. The signer derives a group element D := HD(L, µ) ∈ G, and computes
Z1 := Dx1 along with a proof of discrete logarithm equality π1 for statement (g,D,X1, Z1).
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Next, it derives commitment keys

(u0, v0) := Huv(0, apk, µ) ∈ G2, (u1, v1) := Huv(1, apk, µ) ∈ G2.

Then, it samples elements r1,0, s1,0, r1,1, s1,1 ← Zp and computes the commitments

(R1,0, S1,0) := (g, h)r1,0(u0, v0)
s1,0 , (R1,1, S1,1) := (g, h)r1,1(u1, v1)

s1,1 .

It sends msg1 := (Z1, π1, R1,0, S1,0, R1,1, S1,1) as its protocol message to the other signers.

2. Response Phase. Upon receiving the protocol messages {(Zi, πi, Ri,0, Si,0, Ri,1, Si,1)}i∈[n] from
all signers, the signer checks that the proofs of discrete logarithm equality πi verify with respect
to statement (g,D,Xi, Zi) for all i ∈ [n]. If one of these proofs does not verify, the signer aborts.
Otherwise, it aggregates all elements {Zi}i∈[n] into Z̃ :=

∏n
i=1 Zi and derives a bit b := Hb(Z̃).

Next, it aggregates all b-side commitments into (R̃, S̃) :=
∏n

i=1(Ri,b, Si,b), and computes a

hash challenge as c := Hc(apk, µ, R̃, S̃) ∈ Zp. It then computes z1 := r1,b + a1cx1 ∈ Zp where
a1 := Ha(L, X1, Y1) ∈ Zp, and sends msg2 := (z1, y1) := (z1, s1,b) as its protocol message to
the other signers.

3. Combine Phase. The signer combines the responses as (z̃, ỹ) :=
∑n

i=1(zi, yi). The final signa-
ture is then (b, c, z̃, ỹ), where b and c are defined as in the response phase above.

Verification. The verifier gets the (aggregated) public key (X̃, Ỹ ), the signature (b, c, z̃, ỹ), and
the message µ. It computes (u, v) := Huv(b, apk, µ) and recovers the commitments as (R̃, S̃) :=
(g, h)z̃(u, v)ỹ(X̃, Ỹ )−c. It accepts the signature if and only if c = Hc(apk, µ, R̃, S̃).

4.3 Security Analysis

We give a tight security proof for Earpick-MS under the DDH assumption. In our proof, we also
make use of the CDH assumption, which is tightly implied by the DDH assumption. Further, we
note that correctness of our scheme is straightforward.

Theorem 2. If the DDH problem is (τddh, εddh)-hard and the CDH problem is (τcdh, εcdh)-hard
for the group generation algorithm GrGen, then Earpick-MS is a (qs, τuf, εuf)-secure multi-signature
scheme in the random oracle model (ROM) against any adversary that makes at most qh total hash
queries, where essentially τddh ≈ τuf, τcdh ≈ τuf, and

εuf ≤ 4εddh + εcdh +
2q2h + 2qsqh + 7qh + 7

p
.

Proof. We provide the proof as a sequence of hybrid games, where any two subsequent games are
indistinguishable. Further, we will argue that winning the final game is a statistically hard problem,
which concludes the proof. For this, we assume an adversary A that breaks the (qs, τuf, εuf)-security
of Earpick-MS.

Game G0 (Real Game): This is the real security game MSUFA
MS for multi-signatures as defined

in Fig. 3. We briefly recall the game to fix some notation. First, the game samples public parameters
pp := (G, p, g, h) ← Setup(1λ), where h ← G is uniformly random. The game also samples x ← Zp

for a secret key sk := x and public key pk := (X,Y ) := (g, h)x. Then, the game runs the adversary
A on input (pp, pk) with access to signing oracles and random oracles defined as follows.

• Signing Oracles Sign1,Sign2: These oracles simulate the signing algorithms Sign1,Sign2 for
the secret key sk, respectively. Whenever A calls the oracle Sign1(L, µ)) to start a new session
for message µ and list of public keys L = {pk1, . . . , pkn}, the game adds (L, µ) to a list Q.
Without loss of generality, we always assume that pk = pk1. Further, the game keeps track of
the sessions using an identifier sid that starts from 1.
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• Random Oracles H,Ha,Hb,Hc,HD,Huv: The random oracles are simulated honestly via stan-
dard lazy sampling. To this end, the game holds internal maps H[·], . . . ,Huv[·] that assign the
inputs of the respective random oracles to their outputs.

At the end of the game, the adversary outputs a forgery (L∗, µ∗, σ∗) and the game outputs 1 if
and only if: the pair of public key list and message was never queried before, (L∗, µ∗) /∈ Q, the honest
public key is included in the public key list, pk ∈ L∗, and the signature verifies for the message and
public key list, Vf(KAgg(L∗), µ∗, σ∗) = 1. Henceforth, we write apk∗ := KAgg(L∗). Clearly, we have

Pr [G0 ⇒ 1] = εuf.

Game G1 (Simulate NIZK Proofs): In this game, we change how the non-interactive zero-
knowledge proofs of discrete logarithm equality π1 are computed by the first-round signing oracle
Sign1. Concretely, we switch from honestly generated proofs π1 to simulated proofs π̃1 using the
special honest-verifier zero-knowledge (SHVZK) simulator Sim. Clearly, the games G1 and G0 are
indistinguishable until Sim generates a commitment cmt ∈ G2 (for the simulated proof π̃1) that has
already been queried to the random oracle H (underlying the non-interactive proof system DLEQ).
However, since at least one component of the commitment is uniformly random over the group G
of size p and the commitment is hidden from A (before we output the NIZK proof), the probability
that this bad event happens is at most qh/p per simulated proof. By a union bound over all signing
queries, we thus get

|Pr [G1 ⇒ 1]− Pr [G0 ⇒ 1]| ≤ qsqh/p.

Game G2 (Program Huv Correlated): In this game, we change how we program the random
oracle Huv. Recall that Huv is the random oracle that signers use in the first round to derive the
commitment keys (ub, vb) for both sides b ∈ {0, 1}. Namely, for every new query Huv(b, apk, µ) with
b ∈ {0, 1}, we sample a uniformly random α← Zp and then program the random oracle as

Huv(b, apk, µ) := (u, v) := (X,Y )α.

We bound the distinguishing advantage between games G2 and G1 via a straightforward reduc-
tion B to DDH. To this end, B gets a tuple D := (g, h, ĝ, ĥ) ∈ G4 as input and then simulates game
G1 for A with the following change. For every new query Huv(b, apk, µ) with b ∈ {0, 1}, it samples
uniformly random e, f ← Zp and then programs the random oracle as

Huv(b, apk, µ) := (g, h)e · (ĝ, ĥ)f .

In the end, B outputs whatever the game outputs. Clearly, B perfectly simulates game G1 for A if D
is not a Diffie-Hellman (DH) tuple. On the other hand, if D is indeed a DH tuple, then B perfectly
simulates game G2 for A, unless sk = x = 0 is trivial. For the second claim, note that the honest
public key (X,Y ) itself forms a DH tuple with base (g, h), and therefore, conditioned on x ̸= 0,

(X,Y )α = (g, h)αx and (g, h)e · (ĝ, ĥ)f = (g, h)e+x̂f

are identically distributed, where we defined x̂ via (ĝ, ĥ) = (g, h)x̂. Finally, since the secret key x is
sampled uniformly at random from Zp, the probability that x = 0 is at most 1/p. Thus, we get

|Pr [G2 ⇒ 1]− Pr [G1 ⇒ 1]| ≤ εddh + 1/p.

Game G3 (Program Huv via Dual Key): In this game, we change how we sample α to program
the random oracle Huv. Recall that until now, for every new query Huv(b, apk, µ) with b ∈ {0, 1},
we sample a uniformly random α ← Zp and then program the random oracle as Huv(b, apk, µ) :=
(X,Y )α. From now on, we sample a uniformly random w ← Z∗

p and then program the random
oracle as

Huv(b, apk, µ) := (X,Y )1/w.
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We also store w in an (initially empty) list DK as DK[b, apk, µ] := w. From now on, we will refer
to w as the dual key. Clearly, the games G3 and G2 are indistinguishable until we sample an α← 0
in game G2. However, since each α is sampled uniformly random from Zp, the probability that this
bad event happens is at most 1/p per sampling. Thus, by a union bound over all random oracle
queries, we get

|Pr [G3 ⇒ 1]− Pr [G2 ⇒ 1]| ≤ qh/p.

Game G4 (Signing with Dual Key): In this game, we change how to simulate the second-round
signing oracle Sign2 (i.e., the response phase). Recall that until now, we simulate the second-round
response message (z1, y1) by honestly computing z1 := r1,b+a1cx and y1 := s1,b using the secret key
x. We now change this as follows. Upon a signing request Sign2 with session identifier sid, we first
recover the corresponding tuple (b,L, µ) (note that these values are already defined from the first
round). Then, we retrieve the respective dual key w = DK(b, apk, µ) and compute ỹ1 := s1,b + a1cw.
Finally, we return the tuple (z̃1, ỹ1) := (r1,b, ỹ1) as second-round response message. In the following,
we will show that the adversary A’s view is identically distributed in both games G4 and G3.

To this end, first observe that the tuple (z̃1, ỹ1) indeed satisfies the relation the adversary expects,
namely:

(R1,b, S1,b) = (g, h)z̃1−a1cx(ub, vb)
ỹ1 = (g, h)r1,b−a1cx(ub, vb)

s1,b+a1cw

= (g, h)r1,b−a1cx(g, h)x/w(s1,b+a1cw) = (g, h)r1,b−a1cx(g, h)x/ws1,b+a1cx (1)

= (g, h)r1,b(g, h)x/ws1,b = (g, h)r1,b(ub, vb)
s1,b ,

where we used (ub, vb) = (X,Y )1/w = (g, h)x/w by the changes introduced in gameG3. In particular,
the above identity tells us that an unbounded adversary does not learn any additional information by
the change in Sign2. To further argue identical distributions of the second-round outputs, consider
the map F : Zp × Zp → Zp × Zp defined by

(ζ0, ζ1) 7→ (ζ0 − a1cx, ζ1 + a1cw).

Then, this map is bijective (for fixed values c, x, w) and the randomness (r1,b, s1,b) used in game G3

is mapped to the randomness (r̃1,b, s̃1,b) := (z̃1 − a1cx, ỹ1) used in game G4. The former is true
because w ∈ Zp is sampled uniformly random and independent of the secret key x. Since the values
c and w are sampled uniformly random and independent across different signing sessions, the above
observations (bijection of the function F and bidirectional mapping between randomnesses) imply
that the joint distribution of the second-round outputs is identical in both games G4 and G3.

For a more formal calculation to argue that Pr [G4 ⇒ 1] = Pr [G3 ⇒ 1], we refer the interested
reader to Appendix B.1. To this end, we use the H-coefficients technique from Patarin [Pat09, HT16].
It is a foundational tool in the analysis of cryptographic systems, typically used in symmetric-key
cryptography but has also found applications in multi-party signatures [BDLR25]. Importantly, it
allows to upper-bound the adversary’s distinguishing advantage between two probabilistic games by
comparing the probabilities of realizing a specific protocol transcript after fixing the adversary’s ran-
domness. In particular, the argument on (information-theoretic) indistinguishability of distributions
boils down to a straightforward calculation4 of probabilities. We conclude with

Pr [G4 ⇒ 1] = Pr [G3 ⇒ 1].

Game G5 (No Collisions for apk): In this game, we add an abort condition. Namely, the game

aborts if there exists a pair of public key lists L ≠ L′ that have been submitted to Ha such that
pk ∈ L,L′ and KAgg(L) = KAgg(L′) (i.e., the corresponding aggregated public keys are identical).
Intuitively, this says that an aggregated public key represents the set of signers in a unique way. We

4This is because all samples are uniformly random. But in general this calculation can indeed be quite involved.
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bound the probability of abort in this game via a straightforward analysis. First, we condition on
the event that pk ̸= 1 (i.e., x ̸= 0). Now, consider a fixed pair of public key lists L ̸= L′ with the
above conditions. Then, for any given (even adversarially chosen) a1, (pki, ai)

n
i=2, (pk

′
i, a

′
i)

n′

i=2, there
exists at most one value a′1 ∈ Zp to have a collision

a1pk+
n∑

i=2

aipki = KAgg(L) !
= KAgg(L′) = a′1pk+

n′∑
i=2

a′ipk
′
i.

Thus, the probability to sample that unique a′1 ← Zp is bounded by 1/p. Using this observation, the
probability of having a collision for one pair of public key lists L ≠ L′ is at most 1/p. Therefore, by
a union bound over all such pairs, the probability of abort in this game is at most qh

2/p. Further,
the probability that pk = 1 is 1/p, since x← Zp is sampled uniformly random. Thus, we get

|Pr [G5 ⇒ 1]− Pr [G4 ⇒ 1]| ≤ qh
2/p+ 1/p.

Game G6 (Flip Coin for (apk, µ)): In this game, we introduce an initially empty list Coin and
change the game as follows. For each query of the form Huv(·, apk, µ) with a new (apk, µ), we sample
a uniformly random bit b ← {0, 1} (called coin) and set Coin[apk, µ] := b. It is clear that A’s view
is unaffected by this change. Therefore, we have

Pr [G6 ⇒ 1] = Pr [G5 ⇒ 1].

Game G7 (No Collisions for HD): In this game, we rule out collisions for the random oracle HD.

Specifically, the game aborts if there are tuples (L, µ) ̸= (L′, µ′) such that HD(L, µ) = HD(L′, µ′).
Using standard collision probability analysis, the probability of abort in this game can be bounded
by qh

2/p. Thus, we get
|Pr [G7 ⇒ 1]− Pr [G6 ⇒ 1]| ≤ qh

2/p.

Game G8 (Output Random Z1): In this game, we change the first-round signing oracle Sign1

(i.e., commitment phase). Recall that until now, upon a signing request Sign1 on input (L, µ), we
first derive a group element D := HD(L, µ) and then compute Z1 := Dx (honestly using the secret
key x) along with a (simulated) NIZK proof of discrete logarithm equality π1 for the statement
(g,D,X,Z1) where pk = (X,Y ). We change this as follows. First, we introduce an initially empty
list Z that is updated whenever HD[·] is sampled. Concretely, whenever HD[L, µ] ← G is newly
defined, we also define Z[L, µ]← G uniformly at random. Second, we let Sign1 output (the uniformly
random) Z1 := Z[L, µ] instead of (the correct) Dx.

We can bound the distinguishing advantage between games G8 and G7 via a straightforward
reduction B to DDH. To this end, B gets a tuple D := (g, h, ĝ, ĥ) ∈ G4 as input5 and then simulates
game G7 for A with the following changes. First, B generates the public parameter h ∈ G with
known discrete logarithm by uniformly sampling αh ← Zp and setting h := gαh . Then, B generates
the public key as pk := (ĝ, ĝαh), which is easily seen to be correctly generated (with x := dlog(ĝ),
we have pk = (gx, gxαh) = (gx, hx)). Further, for every new query HD(L, µ), it samples uniformly
random e, f ← Zp and then programs the random oracle as

HD(L, µ) := ge · hf ∈ G.

Moreover, upon a signing request Sign1 on input (L, µ), it first retrieves the elements e, f ∈ Zp used
to program HD(L, µ), and then computes (and outputs) Z1 as

Z1 := ĝe · ĥf ∈ G.

5Observe the underscore in the second parameter h of the instance. This allows us to distinguish it from the public
parameter h of the scheme that is given to the adversary A.
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In the end, B outputs whatever the game outputs. It is not hard to see that B perfectly simulates
game G7 for A if D is a DH tuple: With x := dlog(ĝ) (also recall that pk = (ĝ, ĝαh)), we have

Z1 = gxe · hxf = (ge · hf )x = HD(L, µ)x.

On the other hand, if D is not a DH tuple, then B perfectly simulates game G8 for A. This is clear,
since the output Z1 is then distributed as an uniformly sampled element from G. Thus, we get

|Pr [G8 ⇒ 1]− Pr [G7 ⇒ 1]| ≤ εddh.

By this change, observe that we do not use the secret key x anymore for signing. That is because
we have already switched the NIZK proofs from honest to simulated, the response messages (z1, y1)
are computed via the dual key w, and the element Z1 is output as a uniformly random element. In
particular, the only place where the secret key is referenced is during the key generation phase.

Game G9 (Adversary Copies pk): In this game, we add an abort condition. Namely, the game

aborts if the adversary A copies the (honest) public key pk and submits an element Z ′ ̸= Z[L, µ]
along with a verifying NIZK proof π′ as part of its first-round message. Note that the element Z ′

is then supposed to be computed as HD(L, µ)sk. In more formal terms: The game aborts if there
exists a second-round signing request6 Sign2(L, µ,M1), parsed as

L := {pk1, . . . , pkn}, M1 := {(Zi, πi, Ri,0, Si,0, Ri,1, Si,1)}i∈[n], D := HD(L, µ),

such that there is an i ̸= 1 with pki = pk, DLEQ.NIVH((g,D,Xi, Zi), πi) = 1, and Zi ̸= Z1 (recall
that Z1 is output by the game as Z[L, µ]).

We bound the probability of abort in this game via a reduction B to CDH that succeeds with
overwhelming probability. To this end, B gets a tuple (ĝ, ĥ) ∈ G2 as input and then simulates game
G8 for A with the following changes. First, B generates the public parameter h ∈ G with known
discrete logarithm by uniformly sampling αh ← Zp and setting h := gαh . Then, B generates the
public key as pk := (ĝ, ĝαh), which is easily seen to be correctly generated (with x := dlog(ĝ), we
have pk = (gx, gxαh) = (gx, hx)). Further, for every new query HD(L, µ), it samples a uniformly

random e ← Zp and then programs the random oracle as HD(L, µ) := ĥe ∈ G. Moreover, upon a
(valid) second-round signing request Sign2(L, µ,M1), parsed as

L := {pk1, . . . , pkn}, M1 := {(Zi, πi, Ri,0, Si,0, Ri,1, Si,1)}i∈[n], D := HD(L, µ),

such that there is an i ̸= 1 with pki = pk, DLEQ.NIVH((g,D,Xi, Zi), πi) = 1, and Zi ̸= Z[L, µ],
the reduction B terminates and outputs ẑ := Z

1/e
i as its CDH solution to (ĝ, ĥ). We analyze its

success probability. Intuitively, if the adversary’s tuple7 (g,Xi, D, Zi) = (g,X,D,Zi) is not a DH
tuple, then generating a verifying NIZK proof πi is a statistically hard problem. In particular, this
(statistically hard) case happens with probability at most qh/p. Otherwise, the tuple (g,X,D,Zi)
is indeed a DH tuple and the reduction B succeeds.

More formally, we establish this as follows. First, by the statistical soundness of the proof system
DLEQ, except with probability at most qh/p, the tuple (g,Xi, D, Zi) = (g,X,D,Zi) is a DH tuple.
This can be easily observed as follows. If (g,X,D,Zi) is not a DH tuple (i.e., dlogg(X) ̸= dlogD(Zi)),
then for every random oracle input to H (underlying the non-interactive proof system DLEQ), there
exists at most one challenge output chl ∈ Zp (with respective response rsp) that makes the proof πi

verify. Since the challenge chl is sampled uniformly at random from Zp, the probability to sample
that unique challenge is at most 1/p. Thus, by a union bound over all random oracle queries, the

6We always assume w.l.o.g. that the signing request is valid in the sense that (i) there is a corresponding first-
round signing session and (ii) the adversary does not alter the honest first-round message. Otherwise, the game simply
outputs ⊥, as outlined in our security game for multi-signatures (cf. Fig. 3).

7Recall that pk = (X,Y ), the adversary copies the key (i.e., Xi = X), and the NIZK proof πi verifies by assumption.
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claim follows: Except with probability at most qh/p, the tuple (g,X,D,Zi) is a DH tuple. On the
other hand, if the reduction B ever samples an e← 0 ∈ Zp to program the random oracle HD, then

it might fail to compute its CDH solution as ẑ := Z
1/e
i . However, it is clear that this happens with

probability at most qh/p (the probability is 1/p per sample, and there are at most qh samples). As

a result, except with probability 2qh/p, B outputs the correct CDH solution ẑ to the instance (ĝ, ĥ).
In summary, we therefore get

|Pr [G9 ⇒ 1]− Pr [G8 ⇒ 1]| ≤ εcdh + qh/p+ qh/p.

Game G10 (Program HD with Trapdoor): In this game, we change how we program the random
oracle HD. Namely, for every new query HD(L, µ), we sample d← Zp uniformly at random and then
program the random oracle as HD(L, µ) := gd. Clearly, this change does not change the distribution
of random oracle HD outputs. Thus, the adversary A’s view is identically distributed as before.
Thus, we get

Pr [G10 ⇒ 1] = Pr [G9 ⇒ 1].

Game G11 (No Wrong Zi for pki ̸= pk): In this game, we add an abort condition. Namely, the

game aborts if the adversary A submits an element Zi ̸= pkdi along with a verifying NIZK proof πi

such that pki ̸= pk as part of its first-round message. Note that the element Zi is supposed to be
computed as HD(L, µ)ski = pkdi , where d ∈ Zp is the known discrete logarithm of HD(L, µ) introduced
in the previous game. In more formal terms: The game aborts if there exists a second-round signing
request Sign2(L, µ,M1), parsed as L := {pk1, . . . , pkn},

M1 := {(Zi, πi, Ri,0, Si,0, Ri,1, Si,1)}i∈[n], D := HD(L, µ) = gd,

such that there is an i ̸= 1 with pki ̸= pk, DLEQ.NIVH((g,D,Xi, Zi), πi) = 1, and Zi ̸= pkdi .
We can bound the probability of abort in this game via the statistical soundness of the proof

system DLEQ. Namely, for every random oracle input to H (underlying the non-interactive proof
system), there exists at most one challenge output chl ∈ Zp (with respective response rsp) that makes
the proof πi verify. Since the challenge chl is sampled uniformly at random from Zp, the probability
to sample that unique challenge is at most 1/p. Thus, by a union bound over all random oracle
queries, we get

|Pr [G11 ⇒ 1]− Pr [G10 ⇒ 1]| ≤ qh/p.

Game G12 (Program Hb via Coin): In this game, we change how we program the random oracle
Hb. Recall that Hb is the random oracle signers use in the second round to derive the bit b ∈ {0, 1}∗
that decides which signing-side to conclude. Further, by the changes introduced previously, recall
that whenever HD[L, µ] ← gd is newly defined, we also define Z[L, µ] ← G uniformly at random
and later (upon a singing request Sign1(L, µ)) output it as Z1 message instead of (the correct) Dx.
From now on, we additionally update Hb as follows (after Z[L, µ]← G is defined). For this purpose,
let mL(pk) ∈ N denote the multiplicity of pk in the public key list L, and let L0 := L \ {pk} (i.e.,
the remaining public keys pki ̸= pk). First, the game pre-computes the element

Z̃ := Z
mL(pk)
1 ·

∏
pki∈L0

pkdi ∈ G,

where d ∈ Zp is the known discrete logarithm of HD(L, µ) used to define it (which was introduced

in game G10), and then programs the random oracle as Hb(Z̃) := Coin(apk, µ). Clearly, the games
G12 and G11 are indistinguishable until we rewrite Hb. However, since each Z1 = Z[L, µ] is sampled
uniformly random from G, the probability that this bad event happens is at most qh/p per sampling.
Thus, by a union bound over all signing queries, we get

|Pr [G12 ⇒ 1]− Pr [G11 ⇒ 1]| ≤ qsqh/p.
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Before we proceed with our analysis, we take a brief moment to summarize what we have achieved
so far. First, we do not use the secret key anymore, except in the key generation phase. In relation
to this, we use the dual key w for signing (in the second round). And second, we are in full control
over the bit b that decides which branch to use for signing in the second round. Specifically, that bit
is defined via our internal coin flip Coin. From these points, we observe that we do not need the dual
key for the undecided branch anymore and can program Huv for that branch without embedding the
public key pk. This is what we do next.

Game G13 (Program Huv for b ̸= Coin): In this game, we change how we program the random
oracle Huv. Namely, for every new query Huv(b, apk, µ) where b ̸= Coin(apk, µ), we sample a uniformly
random α← Zp and then program the random oracle as Huv(b, apk, µ) := (g, h)α. Further, α is not
stored into the list DK. In particular, the dual key w only exists for the Coin(apk, µ)-sides of the
signing protocol. We claim that this change does not affect the view of A much. In more detail:
Since (g, h,X, Y ) is a DH tuple, the distributions of random oracle outputs

{(g, h)α : α← Zp}G13
and {(X,Y )1/w = (g, h)x/w : w ← Z∗

p}G12

in games G13 and G12 are statistically close, with distance bounded by qh/p + 1/p. This can be
seen as follows. Conditioned on neither sample set having the trivial element 1 = (1, 1) ∈ G2, they
are indistinguishable. The probability for the first sample set to have the trivial element is at most
qh/p (the probability is 1/p per sample, and there are at most qh samples), while it is at most 1/p
for the second sample set (the probability that x = 0 is at most 1/p), and our claim follows. Finally,
observe that the dual key is not needed anymore for the undecided branch b ̸= Coin(apk, µ). Thus,
we get

|Pr [G13 ⇒ 1]− Pr [G12 ⇒ 1]| ≤ qh/p+ 1/p.

Game G14 (Forgery for b∗ = Coin): In this game, we add an abort condition. Namely, the game
aborts if b∗ ̸= Coin(apk∗, µ∗) in the forgery (L∗, µ∗, σ∗) output by the adversary A at the end of the
game, where σ∗ := (b∗, c∗, z̃∗, ỹ∗). To bound the probability of abort in this game, we first argue
that the bit Coin(apk∗, µ∗) is independent of A’s view. For this, observe that the bit Coin(apk, µ)
is information-theoretically hidden from A until the game programs Hb(Z̃) := Coin(apk, µ) (upon a
signing request Sign1). Further, by the collision-resistance of aggregated public keys (see changes in
game G5), we know that Coin(apk, µ) is defined at most once for any tuple (L, µ). Therefore, as long
as (L, µ) has not been submitted as query to Sign1, the bit Coin(apk, µ) remains independent of A’s
view. In particular, this is also true for the forgery tuple (L∗, µ∗). Finally, given that Coin(apk∗, µ∗) is
independent of A’s view, it is clear that b∗ ̸= Coin(apk∗, µ∗) happens with probability 1/2. Therefore,
we get

Pr [G14 ⇒ 1] ≥ (1/2) · Pr [G13 ⇒ 1].

In the final game, we switch from an honestly generated key pk = (X,Y ) = (gx, hx) to a uniformly
random tuple (X,Y )← G2. With overwhelming probability, the tuple (g, h,X, Y ) is then not a DH
tuple, and signing with the aggregated key apk∗ for the b∗-side becomes a statistically hard problem.

Game G15 (Switch pk to Random): In this game, we change how the public key pk = (X,Y ) is
generated. Recall that until now, we generate it by sampling x← Zp uniformly at random and then
computing pk := (gx, hx). In this game, we sample it uniformly random as pk := (X,Y )← G2.

We can bound the distinguishing advantage between games G15 and G14 via a straightforward
reduction B to DDH. To this end, B gets a tuple D := (g, h, ĝ, ĥ) ∈ G4 as input and then simulates

game G14 for A with the change that pk := (ĝ, ĥ). In the end, B outputs whatever the game outputs.
Clearly, B perfectly simulates game G14 for A if D is DH tuple. On the other hand, if D is not a
DH tuple, then B perfectly simulates game G15 for A. Thus, we get

|Pr [G15 ⇒ 1]− Pr [G14 ⇒ 1]| ≤ εddh.

We conclude by bounding the probability that the final game G15 outputs 1.
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Lemma 3. We have Pr [G15 ⇒ 1] ≤ qh/p+ 2/p.

Proof. First, we show that the aggregated public key apk∗ = (X̃∗, Ỹ∗) in the forgery will also not be
“correctly formed”, with overwhelming probability. That means, if (g, h,X, Y ) is not a DH tuple,
then (g, h, X̃∗, Ỹ∗) is also not a DH tuple, with overwhelming probability. For this, consider a public
key list L = {pk1, . . . , pkn} with pk1 = pk, and let (X̃, Ỹ ) := KAgg(L). In the following, we condition
on the event that (g, h, pk) = (g, h,X, Y ) is not a DH tuple. Then, for any given (even adversarially
chosen) (ai)i∈I , where i ∈ [n] ranges over all indices such that pki ̸= pk ∈ L, there exists at most
one value a1 ∈ Zp such that (g, h, X̃, Ỹ ) is a DH tuple. Otherwise, by contrapositive, assume that

there are two values a1 ̸= a′1 such that (g, h, X̃, Ỹ ) and (g, h, X̃ ′, Ỹ ′) are both DH tuples, where

(X̃, Ỹ ) = (X,Y )mL(pk)a1

∏
pki ̸=pk∈L

(Xi, Yi)
ai ,

(X̃ ′, Ỹ ′) = (X,Y )mL(pk)a′
1

∏
pki ̸=pk∈L

(Xi, Yi)
ai ,

and mL(pk) ∈ N denotes the multiplicity of pk in the public key list L. However, taking the ratio
(X̃, Ỹ )/(X̃ ′, Ỹ ′) leads to pk = (X,Y ) also being a DH tuple. Clearly, a contradiction. Further, the
probability to sample that unique a1 ← Zp is exactly 1/p. Thus, we find that (g, h, X̃, Ỹ ) is a DH
tuple with probability at most 1/p. By a union bound over all random oracle queries, we get that
(g, h, X̃∗, Ỹ∗) is a DH tuple with probability at most qh/p.

Next, we argue that producing a forgery is statistically hard, conditioned on apk∗ not being a
DH tuple. This essentially boils down to statistical soundness of the Schnorr-Okamoto-like proofs.
For this, let apk = (X̃, Ỹ ) be a non-DH tuple. Consider any input (R,S) to the random oracle Hc

(along with apk and some message µ). Then, there exists at most one challenge c such that there
exists a suitable response (z, y) that satisfies the verification equation

(R,S)(X̃, Ỹ )c = (g, h)z(u, v)y = (g, h)z+αy,

where we use (u, v) = Huv(b, apk, µ) = (g, h)α for some α ∈ Zp which is guaranteed in the forgery.
For contradiction, suppose that there are two different challenges c ̸= c′ with suitable (z, y) ̸= (z′, y′)
satisfying the stated equation above. Then, taking the ratio of the two equations yields that (X̃, Ỹ )
is a DH tuple, which contradicts our assumption. Thus, there is at most one valid challenge c, and
the probability of sampling it is 1/p. Finally, the probability that pk = (X,Y ) is a DH tuple, is
bounded by 1/p, and we conclude our proof.

5 Two-Round Threshold Signatures

In this section, we present our two-round threshold signature scheme Earpick-TS and then give a
tight security proof for it under the DDH assumption. We start by giving the syntax and security
definition of two-round threshold signature schemes following Chen [Che25] with slight adaptions to
the static security model.

5.1 Formal Definitions

Syntax. In the following, we define two-round threshold signature schemes. We now give an informal
description. The centralized key generation algorithm KGen generates a public key, n public key
shares, and n secret key shares. The two-round signing protocol consists of three algorithms Sign1,
Sign2, and Combine, as for multi-signature schemes. We use the procedure TSJointSign in Fig. 5 to
describe an honest execution of the signing protocol and also to define the completeness property.
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TSJointSign(pk, {pki}i∈[n],S, µ, {ski}i∈S)

1: for k ∈ S do
2: (stk,msg1,k)← Sign1(pk, {pki}i∈[n],S, µ, k, skk)
3: for k ∈ S do
4: msg2,k ← Sign2(pk, {pki}i∈[n],S, µ, k, skk, stk, {msg1,i}i∈S)
5: return σ ← Combine(pk, {pki}i∈[n],S, µ, {msg1,i}i∈S , {msg2,i}i∈S)

Figure 5: Procedure TSJointSign.

Definition 5 (Two-Round Threshold Signature Schemes). A two-round threshold signature scheme
TS consists of the following algorithms:

• Setup(1λ)→ pp: On input the security parameter 1λ, the setup algorithm Setup outputs global
parameters pp. All algorithms related to TS implicitly take pp as input.

• KGen(n, t) → (pk, {pki}i∈[n], {ski}i∈[n]): On inputs a number of user n and a threshold t, the
key generation algorithm KGen outputs a public key pk, n public key shares {pki}i∈[n], and n
secret key shares {ski}i∈[n].

• The signing protocol consists of three algorithms:
– Sign1(pk, {pki}i∈[n],S, µ, k, skk)→ (stk,msg1,k): On inputs a public key pk, a set of public

key shares {pki}i∈[n], a set of signer indices S, a message µ, a signer index k, a secret key
share skk, the first-round signing algorithm Sign1 outputs a state stk and a first-round
protocol message msg1,k.

– Sign2(pk, {pki}i∈[n],S, µ, k, skk, stk,M1) → msg2: On inputs a public key pk, a set of
public key shares {pki}i∈[n], a set of signer indices S, a message µ, a signer index k,
a secret key share skk, a state stk, and a set of first-round protocol messages M1, the
second-round signing algorithm Sign2 outputs a second-round protocol message msg2,k.

– Combine(pk, {pki}i∈[n],S, µ,M1,M2) → σ: On inputs a public key pk, a set of public
key shares {pki}i∈[n], a set of signer indices S, a message µ, a set of first-round protocol
messagesM1, and a set of second-round protocol messagesM2, the combining algorithm
outputs a signature σ.

• Vf(pk, µ, σ)→ 0/1: On inputs a public key pk, a message µ, and a signature σ, the deterministic
verification algorithm Vf outputs 0 or 1.

For completeness, we require that for every λ, every pp ∈ Setup(1λ), every n and t that TS
supports, every (pk, {pki}i∈[n], {ski}i∈[n]) ∈ KGen(n, t), every subset of signers S ⊆ [n] with |S| =
t+ 1, and every message µ, we have

Pr[Vf(pk, µ, σ) = 1 : σ ← TSJointSign(pk, {pki}i∈[n],S, µ, {ski}i∈S)] = 1,

where the procedure TSJointSign, modeling an honest execution of TS, is defined in Fig. 5.

Security. The static security of two-round threshold signature schemes is defined by the security
game TSUF described in Fig. 6. The adversary A is given the public parameter pp, the public key pk,
the public key shares of all users {pki}i∈[n], and the secret key shares of all users in C, a corruption
set of size at most t as an input to the game. Throughout the game, A also has access to the
signing oracles, defined similarly to those for multi-signatures. Its goal is to forge a signature on
some message that it has never queried to the signing oracle.

Definition 6 (Static Security of Two-Round Threshold Signature). A two-round threshold signature
scheme TS is (qs, τ, ε)-statically secure if for every λ, every adversary A that makes at most qs = qs(λ)
signing queries and is of running time at most τ = τ(λ), for every n and t that TS supports, every
C ⊆ [n] such that |C| ≤ t, Pr[TSUFA

TS(1
λ, n, t, C) = 1] ≤ ε = ε(λ), where the security game TSUF is

defined in Fig. 6.
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TSUFA
TS(1

λ, n, t, C)
1: Q := ∅
2: for i ∈ [n] do
3: ctri := 0
4: pp← Setup(1λ)
5: (pk, {pki}i∈[n], {ski}i∈[n])← KGen(n, t)
6: Sign := (Sign1,Sign2)
7: (µ∗, σ∗)← ASign(pk, {pki}i∈[n], {ski}i∈C)
8: return J(µ∗ /∈ Q) ∧ (Vf(pk, µ∗, σ∗) = 1)K

Sign1(S, µ, k)
9: if (k /∈ S) ∨ (|S| ≠ t+ 1) ∨ (k ∈ C) then

10: return ⊥
11: ctrk := ctrk + 1
12: sid := ctrk

13: (Sk,sid, µk,sid) := (S, µ)
14: (stk,sid,msg1,k,sid)← Sign1(pk, {pki}i∈[n],
S, µ, k, skk)

15: roundk,sid := 1
16: Q := Q∪ {µk,sid}
17: return msg1,k,sid

Sign2(k, sid,M1)
18: if (k ∈ C) ∨ (roundk,sid ̸= 1) then
19: return ⊥
20: msg2,k,sid ← Sign2(pk, {pki}i∈[n],Sk,sid,

µk,sid, k, skk, stk,sid,M1)
21: roundk,sid := 2
22: return msg2,k,sid

Figure 6: The TSUF security game.

5.2 Our Scheme

We formally define our two-round threshold signature scheme Earpick-TS as pseudocode in Fig. 7
and give a verbal description next.

Shamir’s Secret Sharing. We first recap Shamir’s secret sharing [Sha79]. To (n, t)-share a secret
x = x0 ∈ Zp, the sharing algorithm Share(n, t, x) sets α0 := x and samples other t coefficients α1,
. . . , αt ← Zp for a degree-t polynomial α(·). It outputs the secret shares {xi}i∈[n] where xi = α(i).
The secret is recovered by polynomial interpolation. Any xi can be recovered with {xj}j∈S for a
(t + 1)-subset S of [n] such that i /∈ S. In particular, xi is given by the linear combination xi =∑

j∈S λi,S,jxj , where the Lagrange coefficient for S to recover xi is λi,S,j =
∏

k∈S,k ̸=j(i−k)/(j−k).
When i = 0, we write the Lagrange coefficient in short as λS,j . Shamir’s secret sharing scheme is
perfectly secure, in the sense that x0, x1, . . . , xn are (t+ 1)-wise independent.

Setup and Key Generation. The global parameters of the scheme consist of group parameters
(G, p, g) generated by GrGen and a uniformly random group element h ∈ G. The key generation
algorithm KGen uniformly samples x← Zp and generates t-out-of-n Shamir’s secret shares {xi}i∈[n]

using algorithm Share. The public key is pk := (g, h)x ∈ G2, the public key shares are pki := (g, h)xi

for i ∈ [n], and the secret key shares are ski := xi for i ∈ [n].

Signing Protocol. Suppose a set of (at least) t+ 1 signers S ⊆ [n] want to sign a message µ. We
assume all signers are aware of (S, µ). We describe the signing protocol from the perspective of the
k-th signer with secret key share skk := xk and public key share pkk := (Xk, Yk). Signers make use
of a hash function Huv to get pairs of group elements, HD to get single group elements, Hb to get
single bits, and Hc to get single field elements.

1. Commitment Phase. The signer derives a group element D := HD(pk, µ) ∈ G, and computes
Zk := Dxk along with a proof of discrete logarithm equality πk for statement (g,D,Xk, Zk).
Next, it derives commitment keys

(u0, v0) := Huv(0, pk, µ) ∈ G2, (u1, v1) := Huv(1, pk, µ) ∈ G2.

Then, it samples elements rk,0, sk,0, rk,1, sk,1 ← Zp and computes the commitments

(Rk,0, Sk,0) := (g, h)rk,0(u0, v0)
sk,0 , (Rk,1, Sk,1) := (g, h)rk,1(u1, v1)

sk,1 .

It sends msg1,k := (Zk, πk, Rk,0, Sk,0, Rk,1, Sk,1) as its protocol message to all signers in S.
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2. Response Phase. Upon receiving the protocol messages {(Zi, πi, Ri,0, Si,0, Ri,1, Si,1)}i∈S from
all signers in S, the signer checks that the proofs of discrete logarithm equality πi verify with
respect to statement (g,D,Xi, Zi) for all i ∈ S. If one of these proofs does not verify, the signer
aborts. Otherwise, it interpolates all elements {Zi}i∈S into Z̃ :=

∏
i∈S Z

λS,i

i and derives a bit

b := Hb(Z̃). Next, it aggregates all b-side commitments into (R̃, S̃) :=
∏

i∈S(Ri,b, Si,b), and

computes a hash challenge as c := Hc(pk, µ, R̃, S̃) ∈ Zp. It then computes zk := rk,b+cλS,kxk ∈
Zp, and sends msg2,k := (zk, yk) := (zk, sk,b) as its protocol message to all signers in S.

3. Combine Phase. The signer combines the responses as (z̃, ỹ) :=
∑

i∈S(zi, yi). The final
signature is then (b, c, z̃, ỹ), where b and c are defined as in the response phase.

Verification. The verifier gets the public key (X,Y ), the signature (b, c, z̃, ỹ), and the message µ. It
computes (u, v) := Huv(b, pk, µ) and recovers the commitments as (R̃, S̃) := (g, h)z̃(u, v)ỹ(X,Y )−c.
It accepts the signature if and only if c = Hc(pk, µ, R̃, S̃).

5.3 Security Analysis

Earpick-TS is tightly secure under the DDH assumption. We note that correctness of our scheme is
straightforward.

Theorem 4. If the DDH problem is (τddh, εddh)-hard for the group generation algorithm GrGen, then
Earpick-TS is a (qs, τuf, εuf)-secure threshold signature scheme in the random oracle model (ROM)
against any adversary that makes at most qh hash queries, where essentially τddh ≈ τuf, and

εuf ≤ 4εddh +
qh

2 + 2qsqh + 5qh + 6

p
.

The proof is very similar to the proof of Theorem 2. It follows the same roadmap. By a series of
hybrid games, we switch to a game that: simulates the NIZK proofs; programs Huv with dual keys
and use them to sign; precomputes the element Z̃ to control the pseudorandom bit from Hb. The
last step is to switch pk to random, that is to sample the main public key (X,Y ) ← G2 instead of
computing it as (X,Y ) := (g, h)x for x ← Zp. As a result, forging a signature is unconditionally
hard for the adversary that selects the wrong bit b∗.

Here we highlight the main differences from the proof of Theorem 2 that require extra care.
First, to be prepared for the final step, we require the game to use the main secret key x only to
generate (X,Y ). In Earpick-TS, there is one more step that uses the main secret key x: to generate
the secret key shares {xi}i∈[n]. At some point before the hybrid game that starts using dual keys to
sign, we add a hybrid game that simulates the threshold key generation. The hybrid game uniformly
samples the secret key shares {xi}i∈C′ for an arbitrary t-subset C′ ⊇ C. It generates the public key
share (Xi, Yi) as (g, h)

xi for every i ∈ C′. For i ∈ [n] \ C′, it generates (Xi, Yi) without using xi by
polynomial interpolation on public key shares, namely

(Xi, Yi) = (X,Y )λi,C′∪{0},0
∏
j∈C′

(Xj , Yj)
λi,C′∪{0},j .

It gives (X,Y ), {(Xi, Yi)}i∈[n], and {xi}i∈C to the adversary A as inputs. The game does not run
Share(x, n, t) so x is not used.

Second, when we program Huv, we still set Huv(b, pk, µ) := (X,Y )1/w. Here w is a dual key
under the main public key (X,Y ). However, the hybrid game needs to sign under public key shares,
so w cannot be directly used to sign. Above we have generated (Xk, Yk) for k ∈ [n] \ C′ as a linear
combination of (X,Y ) and {(Xj , Yj)}j∈C′ . Since the hybrid game knows {xj}j∈C′ , (Xk, Yk) is in
fact a linear combination (g, h)β(X,Y )γ of (g, h) and (X,Y ) with known (β, γ). Then from w, the
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Setup(1λ)

1: (G, p, g)← GrGen(1λ)
2: h← G
3: return (G, p, g, h)

KGen(n, t)
4: x← Zp

5: (X,Y ) := (g, h)x

6: {xi}i∈[n] ← Share(n, t, x)
7: pk := (X,Y )
8: for i ∈ [n] do
9: ski := xi

10: pki := (g, h)xi

11: return (pk, {pki}i∈[n], {ski}i∈[n])

Sign1(pk, {pki}i∈[n],S, µ, k, skk)
12: xk := skk
13: D := HD(pk, µ)
14: Zk := Dxk

15: πk := DLEQ.NIPH((g,D,Xk, Zk), xk)
16: (u0, v0) := Huv(0, pk, µ)
17: (u1, v1) := Huv(1, pk, µ)
18: rk,0, sk,0, rk,1, sk,1 ← Zp

19: (Rk,0, Sk,0) := (g, h)rk,0(u0, v0)
sk,0

20: (Rk,1, Sk,1) := (g, h)rk,1(u1, v1)
sk,1

21: stk := (rk,0, sk,0, rk,1, sk,1)
22: msg1,k := (Zk, πk, Rk,0, Sk,0, Rk,1, Sk,1)

Sign2(pk, {pki}i∈[n],S, µ, k, skk, stk,M1)

23: xk := skk
24: (rk,0, sk,0, rk,1, sk,1) := stk
25: {msg1,i}i∈S :=M1

26: D := HD(pk, µ)

27: for i ∈ S do
28: (Xi, Yi) := pki
29: (Zi, πi, Ri,0, Si,0, Ri,1, Si,1) := msg1,i
30: if DLEQ.NIVH((g,D,Xi, Zi), πi) = 0

then
31: return ⊥
32: Z̃ :=

∏
i∈S Z

λS,i

i

33: b := Hb(Z̃)
34: (R̃, S̃) :=

∏
i∈S(Ri,b, Si,b)

35: c := Hc(pk, µ, R̃, S̃)
36: zk := rk,b + cλS,kxk

37: yk := sk,b
38: return (zk, yk)

Combine(pk, {pki}i∈[n],S, µ,M1,M2)

39: {msg1,i}i∈S :=M1

40: {msg2,i}i∈S :=M2

41: for i ∈ S do
42: (Zi, πi, Ri,0, Si,0, Ri,1, Si,1) := msg1,i
43: (zi, yi) := msg2,i

44: Z̃ :=
∏

i∈S Z
λS,i

i

45: b := Hb(Z̃)
46: (R̃, S̃) :=

∏
i∈S(Ri,b, Si,b)

47: c := Hc(pk, µ, R̃, S̃)
48: (z̃, ỹ) :=

∑
i∈S(zi, yi)

49: return (b, c, z̃, ỹ)

Vf(pk, µ, σ)
50: (X,Y ) := pk
51: (b, c, z̃, ỹ) := σ
52: (u, v) := Huv(b, pk, µ)
53: (R̃, S̃) := (g, h)z̃(u, v)ỹ(X,Y )−c

54: return Jc = Hc(pk, µ, R̃, S̃)K

Figure 7: Our two-round threshold signature scheme Earpick-TS.
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hybrid game knows a dual key (β, γw) under (Xk, Yk), satisfying (g, h)β(u, v)γw = (Xk, Yk). The
hybrid game signs on behalf of user k by setting zk := rk,b + cλS,kβ and yk := sk,b + cλS,kγw.

Lastly, we need to be careful that Z̃ =
∏

i∈S Z
λS,i

i = D
∑

i∈S λS,ixi = Dx is invariant for fixed µ
while different S. We also need to ensure this in the hybrid games. We let the hybrid game samples
a Z[µ] for every message µ and forces Z̃ = Z[µ] in every signing session on µ. To do so, the hybrid
game computes Zi := Dxi for every i ∈ C′, and then it computes Zi for i ∈ [n] \ C′ by interpolation.
It always outputs Zi when signing µ on behalf of user i ∈ [n]\C′. Since the adversary cannot choose
public key (shares), we do not need the trapdoor d to compute Zi for corrupt user i. Furthermore,
we avoid the need to handle the case the adversary copying the honest public key, as was necessary
in the proof of Theorem 2. We present the respective sequence of hybrid games in Appendix B.2.

6 Two-Round Multi-Signatures with Tight Multi-User Secu-
rity

In this section, we present Earpick-muMS, a variant of Earpick-MS which achieves tight multi-user
security.

6.1 Multi-User Security Model

The multi-user security of two-round multi-signature schemes with key aggregation is defined via
the security game muMSUF described in Fig. 8. The adversary A is given the public parameters
pp and N target public keys {pk∗,i}i∈[N ], each possessed by an honest signer. Its goal is to forge a
multi-signature under a public key L∗ that contains any target public key pk∗,k∗

of its choice. It can
open signing sessions with any honest users via the signing oracles. For the forgery to be non-trivial,
it is required that no signing session on (L∗, µ∗) has been started with the k∗-th honest user who
possesses pk∗,k∗

. Crucially, L∗ may contain multiple honest public keys, and A is considered winning
even if it has opened signing sessions on (L∗, µ∗) with other honest users than the k∗-th.

Definition 7 (Multi-User Security of Two-Round Multi-Signature Schemes with Key Aggregation).
A two-round multi-signature scheme MS with key aggregation is (N, qs, τ, ε)-secure in the multi-user
model if for every λ, every adversary A that makes at most qs = qs(λ) queries to Sign1 and is of
running time at most τ = τ(λ), Pr[muMSUFA

MS(1
λ, N) = 1] ≤ ε = ε(λ,N), where the security game

muMSUF is defined in Fig. 8.

6.2 Our scheme

Earpick-muMS differs from Earpick-MS only in how to derive the pseudorandom bit in the signing
protocol. Specifically, now each signer computes Zi based on a per-public-key Di instead of a
common D, and the pseudorandom bit is derived as b := Hb({Zi}i∈[n]). We formally define its
signing protocol as pseudocode in Fig. 9 and give a verbal description next.

Signing Protocol. Suppose n signers with public keys L := {(Xi, Yi)}i∈[n] want to sign a message
µ. We describe the signing protocol from the perspective of the first signer with secret key sk1 := x1

and public key pk1 := (X1, Y1). Let apk := KAgg(L) be the aggregated public key as defined above.
Further, signers make use of a hash function Huv to get pairs of group elements, HD to get single
group elements, Hb to get single bits, and Hc to get single field elements.

1. Commitment Phase. The signer derives a group element D1 := HD(L, µ, pk1) ∈ G, and
computes Z1 := Dx1

1 along with a proof of discrete logarithm equality π1 for statement
(g,D1, X1, Z1). Next, it derives commitment keys

(u0, v0) := Huv(0, apk, µ) ∈ G2, (u1, v1) := Huv(1, apk, µ) ∈ G2.

24



muMSUFA
MS(λ,N)

1: ctr := 0
2: Q := ∅
3: pp← Setup(1λ)
4: for i ∈ [N ] do
5: (sk∗,i, pk∗,i)← KGen()

6: (k∗,L∗, µ∗, σ∗)← ASign1,Sign2({pk∗,i}i∈[N ])

7: return
r
(k∗,L∗, µ∗) /∈ Q ∧ pk∗,k∗

∈ L∗ ∧

Vf(KAgg(L∗), µ∗, σ∗) = 1
z

Sign1(k,L, µ)
8: if L[1] ̸= pk∗,k then
9: return ⊥

10: ctr := ctr + 1
11: sid := ctr
12: Q := Q∪ (k,L, µ)
13: (ksid,Lsid, µsid) := (k,L, µ)
14: (stsid,msg1,sid)← Sign1(L, µ, sk∗)
15: roundsid := 1
16: return msg1

Sign2(sid,M1)
17: if (roundsid ̸= 1) ∨ (M1[1] ̸= msg1,sid) then
18: return ⊥
19: msg2 ← Sign2(Lsid, µsid, sk∗,ksid

, stsid,M1)
20: roundsid := 2
21: return msg2

Figure 8: The muMSUF security game.

Then, it samples elements r1,0, s1,0, r1,1, s1,1 ← Zp and computes the commitments

(R1,0, S1,0) := (g, h)r1,0(u0, v0)
s1,0 , (R1,1, S1,1) := (g, h)r1,1(u1, v1)

s1,1 .

It sends msg1 := (Z1, π1, R1,0, S1,0, R1,1, S1,1) as its protocol message to the other signers.

2. Response Phase. Upon receiving the protocol messages {(Zi, πi, Ri,0, Si,0, Ri,1, Si,1)}i∈[n] from
all signers, the signer checks that the proofs of discrete logarithm equality πi verify with
respect to statement (g,Di, Xi, Zi) for all i ∈ [n]. If one of these proofs does not verify,
the signer aborts. Otherwise, it derives a bit b := Hb({Zi}i∈[n]). Next, it aggregates all

b-side commitments into (R̃, S̃) :=
∏n

i=1(Ri,b, Si,b), and computes a hash challenge as c :=

Hc(apk, µ, R̃, S̃) ∈ Zp. It then computes z1 := r1,b + a1cx1 ∈ Zp where a1 := Ha(L, X1, Y1) ∈
Zp, and sends msg2 := (z1, y1) := (z1, s1,b) as its protocol message to the other signers.

3. Combine Phase. The signer combines the responses as (z̃, ỹ) :=
∑n

i=1(zi, yi). The final signa-
ture is then (b, c, z̃, ỹ), where b and c are defined as in the response phase above.

6.3 Security Analysis

Earpick-muMS is tightly secure in the multi-user model under the DDH assumption.

Theorem 5. If the DDH problem is (τddh, εddh)-hard and the CDH problem is (τcdh, εcdh)-hard for the
group generation algorithm GrGen, then Earpick-muMS is an (N, qs, τuf, εuf)-secure multi-signature
scheme in the random oracle model (ROM) against any adversary that makes at most qh total hash
queries, where essentially τddh ≈ τuf, τcdh ≈ τuf, and

εuf ≤ 4εddh + εcdh +
2q2h + 2qsqh + 7qh +N2 +N + 6

p
.

In the proof, we generate all the honest public keys (Xi, Yi) = (g, h)xi by rerandomizing a single
“seed” public key (X,Y ) with a corresponding secret key x. Consequently, all signing queries are
essentially under the seed public key. Meanwhile, using per-public-key Di in the signing protocol
allows us to switch (by DDH) to a game where Sign1 independently samples Zi on behalf of each
honest signer, even under the same (L, µ). This ensures that the random bit b := Hb({Zi}i∈[n])
remains perfectly hidden to the adversary until it has queried Sign1(k,L, µ) for every honest public
key pk∗,k ∈ L and seen the corresponding Zi.
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Sign1(L, µ, sk1)
1: {(Xi, Yi)}i∈[n] := L
2: x1 := sk1
3: apk := KAgg(L)
4: D1 := HD(L, µ, pk1)
5: Z1 := Dx1

1

6: π1 := DLEQ.NIPH((g,D1, X1, Z1), x1)
7: (u0, v0) := Huv(0, apk, µ)
8: (u1, v1) := Huv(1, apk, µ)
9: r1,0, s1,0, r1,1, s1,1 ← Zp

10: (R1,0, S1,0) := (g, h)r1,0(u0, v0)
s1,0

11: (R1,1, S1,1) := (g, h)r1,1(u1, v1)
s1,1

12: st1 := (r1,0, s1,0, r1,1, s1,1)
13: msg1 := (Z1, π1, R1,0, S1,0, R1,1, S1,1)

Sign2(L, µ, sk1, st1,M)
14: {(Xi, Yi)}i∈[n] := L
15: x1 := sk1
16: (r1,0, s1,0, r1,1, s1,1) := st1
17: {msgi}i∈[n] :=M
18: apk := KAgg(L)
19: for i ∈ [n] do
20: Di := HD(L, µ, pki)

21: (Zi, πi, Ri,0, Si,0, Ri,1, Si,1) := msgi
22: if DLEQ.NIVH((g,Di, Xi, Zi), πi) = 0

then
23: return ⊥
24: b := Hb({Zi}i∈[n])

25: (R̃, S̃) :=
∏n

i=1(Ri,b, Si,b)

26: c := Hc(apk, µ, R̃, S̃)
27: a1 := Ha(L, X1, Y1)
28: z1 := r1,b + a1cx1

29: y1 := s1,b
30: return (z1, y1)

Combine(L, µ,M,M′)
31: {msgi}i∈[n] :=M
32: {msg′i}i∈[n] :=M′

33: for i ∈ [n] do
34: (Zi, πi, Ri,0, Si,0, Ri,1, Si,1) := msgi
35: (zi, yi) := msg′i
36: b := Hb({Zi}i∈[n])

37: (R̃, S̃) :=
∏n

i=1(Ri,b, Si,b)

38: c := Hc(apk, µ, R̃, S̃)
39: (z̃, ỹ) :=

∑n
i=1(zi, yi)

40: return (b, c, z̃, ỹ)

Figure 9: Our two-round multi-signature scheme with key aggregation Earpick-muMS.

In comparison, for Earpick-MS with a common D := HD(L, µ), Zi = Dxi for every honest signer
in L can be viewed as generated from a single seed Z = Dx. By DDH, we can switch to a game
where Sign1 samples Z uniformly, but these Zi for honest signers are still correlated. Consequently,
seeing one honest Zi would leak information about others. We present the respective sequence of
hybrid games in Appendix B.3.
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Appendix

A More Related Work

In this section, we discuss more related work on multi-signatures and threshold signatures.

Public Key Model in Multi-Signatures. In their seminal work, Itakura and Nakamura [Ita83]
introduced the first construction of a multi-signature scheme. Following their work, numerous con-
structions have been proposed [OK90, Har94, OO98, OO99]. Most early schemes [HMP95, OO99]
rely on a trusted dealer for key generation, while others [Har94, LHL95] were later shown to be vul-
nerable to rogue-key attacks [MH96]. In a rogue-key attack, In such an attack, an adversary can pick
its public key as a function of honest users’ keys to forge signatures. Subsequent work aimed to avoid
trusted setup and rogue-key attacks either by using interactive key generation protocols [MOR01] or
by adopting the “knowledge of secret key” (KOSK) assumption [Bol03, LOS+06], which obliges the
adversary to reveal its secret key at public key registration. Several schemes [BJ08, DEF+19] instead
opt for proofs of possession at public key registration. These models come with strong limitations
and we refer the reader to [BN06, RY07] for further discussion on that. The most realistic and now
widely accepted model for multi-signatures is the plain public key model introduced by Bellare and
Neven [BN06]. In our work, we adopt this model.

Tight Security in Multi-Signatures. We focus on pairing-free multi-signatures with tight secu-
rity proofs without the algebraic group model. However, we note that there are several pairing-free
multi-signatures with tight security proofs in the algebraic group model [AB21, NRS21, BD21, LK23].
There are several three-round schemes with tight security proofs [BN06, BJ08, FH21], all of them
being based on DDH (the authors in [BJ08] also provide a construction based on CDH), where only
[FH21] supports key aggregation and [BJ08] relies on proofs of possession for key generation. There
are only few two-round schemes with tight security proofs [PW23, PW24, BW25], all of them being
based on DDH, where only [BW25] supports key aggregation. In the pairing-based setting, there
are some non-interactive schemes [BNN07, QLH12, BW24a] with tight security proofs, all of them
being based on CDH, but none of them support key aggregation.

Other Multi-Signatures. There are many pairing-free three-round schemes [BN06, BCJ08, BDN18,
MPSW19, BJ08, FH21, MOR01], all of them being based on standard assumptions (specifically, DDH
and DL), where [BDN18, MPSW19, FH21] support key aggregation. There are also many pairing-
free two-round schemes [DEF+19, NRS21, NRSW20, TZ23, TSS+24], where most of them support
key aggregation, some of them being based on standard assumptions, and few of them [NRS21, TZ23]
are partially non-interactive (i.e., the first signing round is message-independent).

Tight Security in Threshold Signatures. We focus on threshold signatures with tight security
proofs without the algebraic group model. However, we note that there are several threshold signa-
tures with tight security proofs in the algebraic group model [BL22, BLSW24, CKM23]. Note that
by definition, threshold signatures support key aggregation, since the public key is already aggre-
gated. There are only few threshold signatures with tight security proofs [Che25, TJZ25, BW24b],
all of them being based on DDH. Notably, all of them have adaptive security.

B Postponed Proofs

In this section, we provide the proofs that were omitted from the main body.

B.1 Proofs for Earpick-MS

Lemma 6. We have Pr [G4 ⇒ 1] = Pr [G3 ⇒ 1].
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Proof. We show the lemma using the H-coefficients technique from Patarin [Pat09, HT16]. For this,
let T0 and T1 define the random variables for the transcripts8 of A’s interaction in the games G3 and
G4, respectively. Further, for any possible transcript T , let P0(T ) and P1(T ) define the probabilities
of choosing randomness in the respective game that would yield transcript T , after having fixed
the signing queries and the random oracle queries in advance. Crucially, these probabilities depend
only on the value of T and the game’s randomness, but are independent of A. By the H-coefficients
technique, indistinguishability between the two games then follows from the assertion P0(T ) = P1(T ),
which we will now show.

We can describe a possible transcript T by the tuple(
g, h, pk, {H,Ha,Hb,Hc,HD,Huv}[qh],

{(Z(i)
1 , π

(i)
1 , R

(i)
1,0, S

(i)
1,0, R

(i)
1,1, S

(i)
1,1)}i∈[qs], {(z

(i)
1 , y

(i)
1 )}i∈[qs]

)
,

where (by abuse of notation) {H, . . . ,Huv}[qh] denotes all random oracle outputs, {(Z(i)
1 , . . . , S

(i)
1,1)}i∈[qs]

denotes all the first-round messages (output by the honest signer), and {(z(i)1 , y
(i)
1 )}i∈[qs] denotes all

the second-round messages (output by the honest signer). Here, we have ignored the outputs of
the adversary, as these are fixed from the very beginning anyway by assumption. We rearrange the
above transcript T as (V,W,U), where

V :=
(
g, h, pk, {Huv}[qs]{(R

(i)
1,b, S

(i)
1,b)}i∈[qs], {(z

(i)
1 , y

(i)
1 )}i∈[qs]

)
,

W :=
(
{H,Ha,Hb,Hc,HD}[qh]

)
, U :=

(
{(Z(i)

1 , π
(i)
1 , R

(i)
1,1−b, S

(i)
1,1−b)}i∈[qs]

)
.

We now take a closer look at the transcripts output in the games G3 and G4. For this, recall that
the distinction between both games solely lies in the second-round message outputs. Also, it is clear
that the random oracle outputs of H,Ha,Hb,Hc,HD are identically distributed in both games and

independent of the other outputs in the transcript. Further, for fixed pk, the outputs (Z
(i)
1 , π

(i)
1 ) are

also identically distributed in both games. This is because the value Z
(i)
1 is a deterministic function

of the output from HD and the key pk, while π
(i)
1 is simulated in zero-knowledge and thus identically

distributed to an honestly generated proof (cf. Proposition 1). Also, it is clear that the elements

(R
(i)
1,1−b, S

(i)
1,1−b) are identically distributed in both games, since these are a deterministic function in

the outputs from Huv and the uniformly and independently sampled randomness (r
(i)
1,1−b, s

(i)
1,1−b) is

sampled uniformly at random. Having said that, it is sufficient to show that the marginal random
variables defining the transcript V are identically distributed in both games G3 and G4. For this, we
consider the information from that transcript (by computing the discrete logarithms of the elements
to the base g), which is described by the tuple(

αh := dlog(h), x := sk, {w(i)}i∈[qh], {(r
(i)
1,b + x/w(i)s

(i)
1,b)}i∈[qs]{(z

(i)
1 , y(i)

1
)}i∈[qs]

)
.

Note that the information r
(i)
1,b + x/w(i)s

(i)
1,b is already determined by the elements x,w(i), (z

(i)
1 , y(i)

1
),

and this is true9 for both games G3 and G4. Therefore, we can ignore it for our probability analysis
and can consider the simplified transcript(

αh, x, {w(i)}i∈[qh], {(z
(i)
1 , y(i)

1
)}i∈[qs]

)
.

8By transcript, we essentially mean all the information that an unbounded adversary can observe from the outputs
of the protocol.

9Here we use the identity given by Eq. (1) shown in the main body.
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Now consider game G3. We find that the probability to generate such a potential transcript in
game G3 is given by

P0(V ) =
1

p
· 1
p
· 1

(p− 1)qh
· 1

(p · p)qs
.

This can be seen as follows. In order to generate the transcript, we need the identities

αh = αh, x = x, w(i) = w(i), (r
(i)
1,b + a1c

(i)x, s
(i)
1,b) = (z

(i)
1 , y(i)

1
).

Since the values αh, x ∈ Zp and w(i) ∈ Z∗
p are sampled uniformly random, the former identities

are true with probability inverse p2(p− 1)qh . On the other hand, once the x is fixed, it is clear that

there is a unique pair (r
(i)
1,b, s

(i)
1,b) ∈ Z2

p to make the latter identity hold.10 As such, the latter identity

is true with probability inverse p2qs , yielding our claim on P0(V ) above.

Now consider game G4 and recall that the tuple (z
(i)
1 , y

(i)
1 ) is computed as (r

(i)
1,b, s

(i)
1,b+a1c

(i)w(i)).
Here, we find that the probability to generate such a potential transcript is also given by

P1(V ) =
1

p
· 1
p
· 1

(p− 1)qh
· 1

(p · p)qs
,

which can be seen as follows. Again, in order to generate the transcript, we need the identities

αh = αh, x = x, w(i) = w(i), (r
(i)
1,b, s

(i)
1,b + a1c

(i)w(i)) = (z
(i)
1 , y(i)

1
).

From the considerations made before, the probability computation should be clear. Overall, we have
shown that P0(V ) = P1(V ), implying P0(T ) = P1(T ) for any potential transcript T . This completes
the proof of the lemma.

B.2 Proofs for Earpick-TS

We present the hybrid games for the security proof of Earpick-TS.

Proof. The proof follows the same roadmap as the proof of Theorem 2.

Game G0 (Real Game): This is the real security game TSUFA
TS for threshold signatures.

Game G1 (Simulate NIZK Proofs): In this game, we switch from honestly generated proofs πk

for honest k ∈ H to simulated proofs π̃k using the SHVZK simulator Sim.

Game G2 (Program Huv Correlated): In this game, for every new query Huv(b, pk, µ) with b ∈
{0, 1}, we sample a uniformly random α← Zp and then program the random oracle as

Huv(b, pk, µ) := (u, v) := (X,Y )α.

Note that (X,Y ) ∈ G2 is the group public key.

Game G3 (Program Huv via Dual Key): In this game, for every new query Huv(b, pk, µ) with
b ∈ {0, 1}, we sample a uniformly random w ← Z∗

p and then program the random oracle as

Huv(b, pk, µ) := (X,Y )1/w.

We also store the dual key w in an (initially empty) list DK as DK[b, pk, µ] := w.

Game G4 (Change Threshold Key Generation): In this game, we change the threshold key
generation. Recall that in the previous game, we use the secret key x and generate the secret key
shares {xi}i∈[n] using Share(x, n, t). In this game, we uniformly sample the secret key shares {xi}i∈C′

10Note that c(i) is not part of the randomness of the marginal transcript random variable V that we consider here.
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for an arbitrary subset C′ ⊇ C of size t. We then generate the public key share (Xi, Yi) as (g, h)xi

for every i ∈ C′. For i ∈ [n] \ C′, we generate (Xi, Yi) without using xi by polynomial interpolation
on public key shares, namely

(Xi, Yi) = (X,Y )λi,C′∪{0},0
∏
j∈C′

(Xj , Yj)
λi,C′∪{0},j .

The adversary A receives (X,Y ), {(Xi, Yi)}i∈[n], and {xi}i∈C as inputs. In particular, we do not
execute Share(x, n, t) anymore, so x is not used.

Game G5 (Signing with Dual Key Shares): Recall we programmed Huv(b, pk, µ) := (X,Y )1/w,
where w is a dual key under the main public key (X,Y ). However, we need to sign under public key
shares, so w cannot be directly used to sign. In the previous game, we have generated (Xk, Yk) for
k ∈ [n] \ C′ as a linear combination of (X,Y ) and {(Xj , Yj)}j∈C′ . Since we know {xj}j∈C′ , (Xk, Yk)
is in fact a linear combination (g, h)β(X,Y )γ of (g, h) and (X,Y ) with known (β, γ). Then from w,
we know a dual key (β, γw) under (Xk, Yk), satisfying (g, h)β(u, v)γw = (Xk, Yk). In this game, we
sign on behalf of user k by setting zk := rk,b + cλS,kβ and yk := sk,b + cλS,kγw.

Game G6 (Flip Coin for (pk, µ)): In this game, for each query of the form Huv(·, pk, µ) with a
new µ, we sample a uniformly random bit b← {0, 1} (called coin) and set Coin[pk, µ] := b.

Game G7 (No Collisions for HD): In this game, we rule out collisions for the random oracle HD.

Specifically, the game aborts if there are messages µ ̸= µ′ such that HD(pk, µ) = HD(pk, µ′).

Game G8 (Output Random Z̃): In this game, we sample a Z[pk, µ] ← G uniformly at random

for every message µ and force Z̃ = Z[pk, µ] in every signing session on µ. To do so, we compute
Zi := Dxi for every i ∈ C′, and then compute Zk for k ∈ [n] \ C′ by interpolation. We always output
Zk when signing µ on behalf of user k ∈ [n] \ C′. Note that since the adversary cannot choose public
key shares, we do not need the trapdoor d to compute Zi for corrupt users i. Furthermore, we avoid
the need to handle the case where the adversary copies the honest public key, as was necessary in
the proof of Earpick-MS.

Game G9 (No Wrong Zi for Corrupt Users): In this game, we abort if the adversary A sub-
mits an element Zi ̸= HD(pk, µ)xi along with a verifying NIZK proof πi as part of its first-round
message.

Game G10 (Program Hb via Coin): In this game, we program Hb(Z̃) := Coin(pk, µ). Note that
this is done after Z[pk, µ]← G is already defined.

Game G11 (Program Huv for b ̸= Coin): In this game, for every new query Huv(b, pk, µ) where
b ̸= Coin(pk, µ), we sample a uniformly random α ← Zp and then program the random oracle as
Huv(b, pk, µ) := (g, h)α. Further, α is not stored into the list DK. In particular, the dual key w only
exists for the Coin(pk, µ)-sides of the signing protocol.

Game G12 (Forgery for b∗ = Coin): In this game, we abort if b∗ ̸= Coin(pk, µ∗) in the forgery
(µ∗, σ∗) output by the adversary A at the end of the game, where σ∗ := (b∗, c∗, z̃∗, ỹ∗).

Game G13 (Switch pk to Random): In this game, we change how the public key pk = (X,Y ) is
generated. Recall that until now, we generate it by sampling x← Zp uniformly at random and then
computing pk := (gx, hx). In this game, we sample it uniformly random as pk := (X,Y )← G2.

We conclude by having Pr [G13 ⇒ 1] ≤ negl(λ).

B.3 Proofs for Earpick-muMS

We present the hybrid games for the security proof of Earpick-muMS.
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Proof. The proof follows the same roadmap as the proof of Theorem 2. We only highlight the main
differences in the game hop sequence.

Game G0 (Real Game): This is the real security game muMSUFA
MS.

Game G0.1 (Generate Public Keys by Rerandomization): We insert a hybrid game into the
sequence here. In the key generation phase, this game generates (X,Y ) := (g, h)x with x ← Zp.

Then it computes the target public keys as pk∗,i = (Xi, Yi) := (g, h)βi (X,Y ) for i ∈ [N ]. The
corresponding secret key is computed as sk∗,i = xi := βi + x. This does not change the distribution
of the public keys.

Game G0.2 (No Collisions for Public Keys): We insert a hybrid game into the sequence here.

This game aborts if there exist i ̸= i′ such that pk∗,i = pk∗,i′ . This introduces an additive loss of
N2/p to the winning probability.

Game G1 (Simulate NIZK Proofs): Same as in the proof of Theorem 2, this game simulates
the NIZK proof in Sign1 using the SHVZK simulator. This introduces an additive loss of qsqh/p to
the winning probability.

Game G2 (Program Huv Correlated): Same as in the proof of Theorem 2, this game programs
Huv using (u, v) := (g, h)α with α ← Zp. This introduces an additive loss of εddh + 1/p to the
winning probability.

Game G3 (Program Huv via Dual Key): This game programs the random oracle as Huv(b, apk,

µ) := (X,Y )1/w for w ← Z∗
p. This introduces an additive loss of qh/p to the winning probability.

Game G4 (Signing with Dual Key): In this game, Sign2 computes the second-round response
message using (βk, w) instead of (xk, 0) as the Okamoto signing key. Specifically, let k be the
index of the honest signer for this session, and w be retrieved from DK(b, apk, µ) which satisfies
Huv(b, apk, µ) = (X,Y )1/w. Sign2 computes the response as z̃1 := r1,b+a1cβk and ỹ1 := s1,b+a1cw.
This change does not affect the view of A.

Game G5 (No Collisions for apk): This game aborts if there exists a pair of public key lists

L ≠ L′ that have been submitted to Ha such that L and L′ both contain at least one honest public
key, and KAgg(L) = KAgg(L′). This introduces an additive loss of q2h/p + N/p to the winning
probability, where N/p bounds the probability that any honest public key equals 1.

Game G6 (Flip Coin for (apk, µ)): Same as in the proof of Theorem 2, this game samples a coin
Coin(apk, µ)← {0, 1} for every query of the form Huv(·, apk, µ) with a new (apk, µ).

Game G7 (No Collisions for HD): This game aborts if there are tuples (L, µ, pk) ̸= (L′, µ′, pk′)

such that HD(L, µ, pk) = HD(L′, µ′, pk′). This introduces an additive loss of q2h/p to the winning
probability.

Game G8 (Output Random Z1): We introduce an initially empty list Z. Whenever HD[L, µ, pk]
is newly defined, we also define Z[L, µ, pk] ← G uniformly at random. We let Sign1 output Z1 :=

Z[L, µ, pk∗,k] instead of Dxk
1 = Dβk+x

1 , where k is the honest-signer index queried to Sign1. This
introduces an additive loss of εddh to the winning probability.

We can build a reduction to DDH similar to that in the proof of Theorem 2. The reduction embeds
the DDH instance in g, X and (by rerandomization) every pair of HD[apk, µ, pk] and Z[apk, µ, pk].
Here we crucially rely on the fact that in Earpick-muMS, each signer uses a per-public-key Di in
the signing protocol. Suppose that L contains multiple honest public keys, say pk∗,k and pk∗,k′

where k ̸= k′. When A queries Sign1(k,L, µ) and Sign1(k
′,L, µ), using per-public-key Di allows

us to set Z1 from these two sessions independently. By contrast, for Earpick-MS, Sign1(k,L, µ) and
Sign1(k

′,L, µ) need to compute Z1 based on the same D, and we must set these Z1 to be correlated.
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Game G9 (Adversary Copies Honest Public Keys): This game aborts if A represents an hon-

est public key pk∗,k to submit an element Z ′ ̸= Z[L, µ, pk∗,k] along with a verifying NIZK proof as
part of the first-round message. Same as in the proof of Theorem 2, this introduces an additive loss
of εcdh + qh/p+ qh/p.

Game G10 (Program HD with Trapdoor): In this game, each new query HD(L, µ, pk) is an-

swered with gd with a trapdoor d← Zp. This does not affect the view of A.

Game G11 (No Wrong Zi for Dishonest Public Keys): This game aborts if A submits an el-

ement Zi ̸= pkdi along with a verifying NIZK proof πi such that pki ̸= pk∗,k for every k ∈ [N ]. As in
the proof of Theorem 2, this introduces an additive loss of qh/p.

Game G12 (Program Hb via Coin): This game programs Hb by Coin upon the Sign1 query to the
last honest signer in L. Precisely, upon any Sign1(k,L, µ) query, if for every other honest public
key pk∗,k′ ∈ L, A has queried Sign1(k

′,L, µ), then the game programs Hb as follows. Parse L
into {pki}i∈[n]. For every i ∈ [n], if pki is an honest public key (i.e., pki ∈ {pk∗,k}k∈[N ]), then let

Zi := Z[L, µ, pki]. If pki is not an honest public key (i.e., pki /∈ {pk∗,k}k∈[N ]), then let Zi := Xd
i ,

where pki is parsed into (Xi, Yi), and d is the trapdoor embedded in HD such that HD(L, µ, pki) = gd.
The game programs Hb({Zi}i∈[n]) := Coin(apk, µ). As in the proof of Theorem 2, this introduces an
additive loss of qsqh/p.

Game G13 (Program Huv for b ̸= Coin): Same as in the proof of Theorem 2, this game answers
each new query Huv(b, apk, µ) where b ̸= Coin(apk, µ) using (g, h)α, with α ← Zp. This introduces
an additive loss of qh/p+ 1/p.

Game G14 (Forgery for b∗ = Coin): Same as in the proof of Theorem 2, the game aborts if b∗ ̸=
Coin(apk∗, µ∗). As it is required that pk∗,k∗

∈ L∗ and Sign1(k∗,L∗, µ∗) has not been queried, the
bit Coin(apk∗, µ∗) has not been programmed into Hb and remains independent of A’s view. Thus,
this introduces a multiplicative loss of 1/2.

Game G15 (Switch (X,Y ) to Random): This game samples (X,Y ) uniformly from G2 instead
of generating them as (X,Y ) := (g, h)x with x ← Zp. This introduces an additive loss of εddh. As
in the proof of Theorem 2, we have Pr[G15 ⇒ 1] ≤ qh/p+ 2/p.
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