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Abstract: Privacy-preserving data aggregation has become a fundamental tool for large-scale analytics in AI-driven and
cloud-based systems. While existing solutions provide the default privacy guarantee, i.e., input confidential-
ity, most assure a semi-honest adversary model and fail to simultaneously ensure user anonymity, selective
disclosure, and result privacy in the multiple data customers environment. In this work, we introduce PRI-
VADA, a maliciously secure data aggregation solution that uses MPC in the SPDZ framework. Unlike prior
data aggregation schemes using MPC with/without SPDZ, PRIVADA supports multiple data customers while
preventing inference of user participation and resisting collusions in real-world data aggregation applications.
Moreover, our work guarantees user privacy and result privacy, in addition to input privacy. PRIVADA out-
performs the state-of-the-art solutions by providing security against participating parties, including malicious
data owners, aggregators, and data customers. Our proof-of-concept implementation also supports the new
privacy-preserving data aggregation by combining malicious security, being available for multiple data cus-
tomers, and ensuring strong privacy guarantees in large-scale deployments. The aggregation operation on the
aggregator side becomes simpler with PRIVADA, and experimental results show a 12–15× speedup compared
to the state-of-the-art. This confirms that malicious security and strong privacy guarantees can be achievable
without sacrificing practicality.

1 INTRODUCTION

With the rapid spread of AI applications, new op-
portunities have opened up for technology, business,
and society, and accordingly, data aggregation has be-
come a fundamental component for companies and
decision makers. Applications such as telemetry col-
lection, behavioral analytics, smart-meter readings,
population-level statistics, or smart city projects rely
on the ability to compute aggregate functions over
data contributed by a massive number of users. Such
analytics are essential for functionality, safety, and
decision-making in real-world use cases but they also
introduce potential risks for individuals’ privacy. Yet,
another problem emerges due to the data aggregation
performed by cloud servers and/or multiple stake-
holders that may disclose or attempt to exploit data
during the data aggregation process. Moreover, with
data protection regulations, the need for user and data
privacy protection has become essential, and calls for
the essential use of privacy enhancing technologies
(PETs) to enable aggregation over individuals’ data,

without disclosing the underlying data. Therefore,
protecting user privacy and data privacy conducted
by one or more cloud servers in adversarial settings
has become an immediate challenge.

To address this challenge, state-of-the-art (SoTA)
solutions have traditionally deployed PETs such as
homomorphic encryption, secure multi-party compu-
tation, and differential privacy. While these solutions
successfully guarantee input privacy, the confiden-
tiality of users’ data, we call data owners, they typ-
ically accomplish the desired aggregation only under
a semi-honest adversary model. However, relying on
a semi-honest security assumption is not realistic for
real-world deployments. In practice, aggregators (the
cloud servers processing the data) and other stake-
holders, namely data customers interested in the ag-
gregate output, may arbitrarily deviate from the pro-
tocol, tamper with exchanged data, or attempt to de-
termine which users contribute to which aggregation
for which stakeholders. Because real-world deploy-
ments often rely on cloud platforms involving multi-
ple data customers, they can be vulnerable to active



attackers who would like to deviate from the proto-
col, forge messages, manipulate submitted contribu-
tions, or tamper with the final results. Under such
threats, security guarantees against semi-honest ad-
versaries are insufficient, and this insufficiency can
compromise both user privacy and/or data privacy
due to any attempts of participating parties, including
data owners, aggregators, and data customers.

A large scale corpus of privacy-preserving data
aggregation solutions exists, leveraging various PET
approaches, such as solutions based on multiparty
computation (MPC) (Jiang et al., 2025; Gehlhar et al.,
2023; Damgård et al., 2016; Li et al., 2023) or so-
lutions based on Federated Learning (FL) (Bonawitz
et al., 2017; Rathee et al., 2023; Ma et al., 2023; Guo
et al., 2024; Jiang et al., 2025). However, most of
these works focus on simplified settings where the ag-
gregation operation is not outsourced to an aggregator
or where only one single data customer is interested in
the aggregation result (Shi, 2022; Zhang et al., 2022;
Davidson et al., 2022; Mansouri et al., 2023). The
SOTA solutions that do consider multiple data cus-
tomers, either involve a single aggregator or do not
allow data owners to control which data customers
can access the aggregation result, or they do not sup-
port user anonymity, or they do not address poten-
tial collusions among parties (Bonawitz et al., 2017;
Corrigan-Gibbs and Boneh, 2017; Güler et al., 2020;
Sav et al., 2021). Furthermore, some solutions based
on differential privacy (Bell et al., 2020; Bonawitz
et al., 2017) require direct interaction among data
owners, which is often undesirable in practice.

To address the previously mentioned limitations:
(i) non-existent or only one data customer; (ii) data
control for data owners; (iii) potential collusion be-
tween parties. A recent solution, PRIDA (Bozdemir
et al., 2024), introduces a privacy-preserving data ag-
gregation framework. However, PRIDA is designed
under the honest-but-curious security model. In con-
trast, as we previously discussed, the real-world de-
ployment applications often require security against
malicious adversaries. This limitation motivates our
work. Hence, PRIVADA is designed in the malicious
security model with the use of SPDZ (Cramer et al.,
2018), guaranteeing all privacy properties covered by
PRIDA.

Table 1 summarizes and categorizes the most rel-
evant prior work according to the proposed model
(single-server vs. multi-server), adversarial assump-
tions, and the use of MPC (including SPDZ-based
constructions). We now focus on comparing our
proposal, PRIVADA, to existing SPDZ-based solu-
tions and recent solutions after PRIDA. For exam-
ple, the secretly shared secure solution designed by

Damgård et al. (Damgård et al., 2016) proposes the
use of dishonest-majority MPC techniques for a con-
fidential benchmarking framework without exposing
individual inputs to cloud servers. However, this
work exhibits a crucial shortcoming. Data owners
are represented by a single entity that also acts as
the data customer interested in the benchmarking out-
put. In other words, the data privacy is compromised
since this central entity directly accesses the plain-
text data. It has the same downside that inherently
does not support multiple data customers. Recent so-
lutions such as LERNA (Li et al., 2023) introduce a
single-server secure aggregation based on secret shar-
ing. LERNA optimizes repeated rounds and client
dropouts, reduces communication rounds, and lowers
server computation through a reusable secret-sharing
setup, while LERNA does not support user privacy
and result privacy. Another solution, ELSA (Rathee
et al., 2023), proposes an efficient secure aggrega-
tion with two non-colluding servers. Although it at-
tains performance charcteristics comparable to prior
MPC based approches, ELSA still leaves out user pri-
vacy and result privacy. Similarly, AlphaFL (Jiang
et al., 2025) proposes a two-server SPDZ-based se-
cure aggregation protocol improving efficiency over
prior MPC-based solutions while strengthening secu-
rity guarantees. Although the existing secure aggre-
gation and SPDZ-based protocols, such as Damgård
et al. (2016), LERNA, ELSA, and AlphaFL, success-
fully ensure input privacy and sometimes offer secu-
rity against malicious adversaries, they fail to provide
user and result privacy. In contrast, PRIVADA guar-
antees all three privacy guarantees: input privacy, user
privacy, and result privacy.

Our Contribution. In this work, we introduce PRI-
VADA, a novel secure aggregation designed to over-
come the limitations of existing PET solutions, which
do not preserve strong privacy guarantees in realistic
data aggregation scenarios. Our main contributions
are summarized as follows:

- Malicious Security with Strong Privacy Guar-
antees. Our solution, namely PRIVADA, is a
maliciously secure data aggregation protocol em-
ploying 2PC. PRIVADA leverages a SPDZ-based
architecture that shifts heavy cryptographic oper-
ations to an offline preprocessing phase, and guar-
antees input privacy, user privacy (anonymity
and selective disclosure), and result privacy, even
when data owners (DOs), one aggregator, or data
customers (DCs) behave maliciously, with the as-
sumption that the two aggregators do not col-
lude. PRIVADA is designed for realistic cloud de-
ployments involving multiple data customers and
also considering potential collusions. The proto-



Table 1: Classification of related works.

Category References

Single-server (Guo et al., 2024; Ma et al., 2023; Li et al., 2023; Bell et al., 2020)

Multi-server (Jiang et al., 2025; Rathee et al., 2023; Addanki et al., 2021; Corrigan-Gibbs and Boneh, 2017)

Malicious Model (Jiang et al., 2025; Guo et al., 2024; Rathee et al., 2023; Li et al., 2023; Gehlhar et al., 2023; Addanki et al., 2021; Bell et al., 2020; Damgård et al., 2016)

MPC (Jiang et al., 2025)∗,(Gehlhar et al., 2023),(Damgård et al., 2016)∗

∗
MPC with SPDZ.

col prevents aggregators and DCs from inferring
DOs’ participation or accessing unauthorized re-
sults.

- Support for Multiple Data Customers with Se-
lective Disclosure. Unlike prior MPC-based (and
SPDZ-based) data aggregation protocols, PRI-
VADA supports multiple DCs while enabling
DOs to explicitly control their data use by decid-
ing which DCs are authorized to access the ag-
gregation result, thereby ensuring both user and
result privacy.

- Improved Aggregator Efficiency. Our ex-
perimental evaluation demonstrates a 12–15×
speedup in aggregation runtime compared to
PRIDA, while providing malicious security and
strong privacy guarantees.

Overall, PRIVADA demonstrates a proof-of-
concept experimental benchmark for privacy-
preserving data aggregation by achieving strong
privacy guarantees in the malicious model without
sacrificing practicality.

2 PROBLEM STATEMENT

In this section, we present challenges we have tack-
led in PRIVADA to propose a maliciously secure and
private data aggregation using SPDZ.

Notation. Let DO = {DO1, . . . ,DOn} be a set of n
data owners DOi holding their private input data dv
and their choice cv and DC = {DC1, . . . ,DCm} be a
set of m data customers interested in the aggregate
output. The goal is to compute the aggregated re-
sult s j = ∑dvi j, which is intended for authorized DC j
that the majority of data owners have chosen. The se-
cure and private computation is realized using MPC
within the SPDZ framework, involving two aggrega-
tors, namely Agg1 and Agg2, that jointly carry out
the computation and provide aggregate outputs to the
authorized data customers. Lastly, MAC values are
computed in modulo 2ℓ, and the shared values are rep-
resented with ⟨⟩.

In SPDZ, each party is supposed to play both
roles, the server and the client, which provides the in-
put and obtains the output, and further, all parties join
the preprocessing phase. However, in our scenario,
the roles such as DOs, DCs, and the two aggregators
need to be separated. We would like DOs to join the
aggregation with their inputs and nothing else, DCs to
obtain the aggregation output, and two non-colluding
aggregators to be responsible for the aggregation pro-
cess and the delivery of the desired output. Given the
underlying separation of roles, the potential vulnera-
bilities and trust requirements diverge from the stan-
dard leverage of SPDZ. To be accountable for the spe-
cific capabilities and potential malicious behaviors of
DOs, DCs, and the two aggregators, we first define
our privacy requirements and then the threat model in
the next section.

2.1 Privacy goals

The user privacy-centric privacy-preserving data ag-
gregation based on MPC must satisfy these privacy
properties:

Input Privacy. Input privacy ensures that the in-
dividual input data (dv,cv) contributed by each DO
remains confidential throughout the aggregation pro-
cess. No party other than the data owner, including
Agg, DCs, or other DOs, should be able to learn any
information about a DO’s plaintext input.

Anonymity. The solution should preserve the
anonymity of data owners with respect to data cus-
tomers and indirectly Aggregator 2. Their partici-
pation in the aggregation should remain confidential
from data customers. Even if the intended aggregate
result is revealed, DCs should not be able to identify
which DOs have contributed their data to that parti-
cular aggregation process.

Selective Disclosure. Data control should be the in-
herent right of DOs to retain control over how and
for whom their data is used in aggregation. We call
it Selective Disclosure where a DOi should be able
to control which data customer DC j would be au-
thorized to receive the aggregated outputs involving



their data without jeopardizing the protocol’s cor-
rectness or privacy. This property is especially im-
portant in data aggregation use cases with multiple
DCs, where DOs may wish to authorize their data
usage by contributing the aggregation output for that
particular DC.

Output Privacy. Output privacy guarantees that the
aggregated output is disclosed only to authorized
data customers. In particular, this prevents unautho-
rized parties or colluding parties from learning ag-
gregate results intended for other DCs. This prop-
erty is essential in this setting, where the presence of
multiple DCs increases the risk of information leak-
age through collusion.

Remark that whenever user privacy is mentioned,
it means that the solution supports the privacy prop-
erties of anonymity and selective disclosure that PRI-
VADA accomplishes for its data owners.

2.2 Threat model

In this section, we outline the threat model of a
privacy-preserving data aggregation protocol serving
multiple data customers under a malicious security
model. Unlike the honest-but-curious security model,
parties are not assumed to be honest to correctly fol-
low the protocol. Any party can arbitrarily deviate
from the protocol steps, modify messages, collude
with others, and/or exploit the data correctness and
privacy. The existence of multiple data customers
can create opportunities for compromised misbehav-
ior among parties that result in the endangerment of
data and user privacy guarantees.

In PRIVADA, we have a scenario involving a set
of data owners (DOi), holding their privacy-sensitive
choice vector cv and input data vector dv, who send
them to the servers, namely two non-colluding ag-
gregators Agg1 and Agg2, carrying out the aggrega-
tion and obtaining the output data for the authorized
data customers (DC j), who are interested in the aggre-
gated output. We consider a malicious security setting
where the protocol remains secure and private against
an active adversary, provided that no more than one
of the two aggregators is corrupted.

We highlight that the submitted input should not
be accessible in plaintext to either any aggregators or
DCs; similarly, neither the aggregators nor the DOs
should have plaintext access to the aggregated re-
sult. Also, we assume that PRIVADA steps execute
through secure channels, which are secure against
any external adversary who wants to compromise
the transmission. When considering the potential at-
tempts of existing parties in PRIVADA, such as col-
luding to gain unauthorized advantages, we can list

potential adversarial parties as follows:

- Data Owner: A malicious DO may try to learn
the inputs of other DOs or the aggregated output
of DCs, or collude with Agg1;

- Data Customer: A malicious DC may attempt to
learn private inputs of DOs, access aggregation
outputs intended for other DCs, or collude with
Agg2 or a set of DOs. A DC may also attempt
to discover which DOs contributed to a particular
aggregation; and

- Aggregators: A malicious aggregator may attempt
to recover individual DO inputs, alter intermedi-
ate computations, provide incorrect aggregation
results, or collude with certain DCs or DOs.

Additionally, we provide an authorization require-
ment in a malicious setting. A data customer (DC j)
is authorized to receive an aggregated output only if
at least t DOs have selected DC j. A malicious DC j
may attempt to obtain the result even when the num-
ber of contributing DOs is below the threshold t, for
example, by colluding with other parties or manipu-
lating protocol messages.

3 PRELIMINARIES

Secure Multi-party Computation. MPC enables a
set of parties to collaboratively compute a function
over their private inputs without revealing any infor-
mation beyond the output. A particularly important
special case of MPC is secure two-party computation
(2PC), in which exactly two parties jointly compute a
function over their private inputs. In PRIVADA, we
interchangeably use 2PC and MPC since MPC op-
erations are carried out by two parties, namely two
non-colluding aggregators. As we leverage SPDZ, we
provide its brief presentation.
SPDZ. SPDZ (Damgård et al., 2012) is an actively se-
cure MPC protocol that supports general secure com-
putation and remains secure even if all but one of the
participating parties are corrupted. The protocol re-
lies on information-theoretic message authentication
codes (MACs), enabling efficient verification of com-
putations performed on secret-shared values. In other
words, a value x is split into n secret shares xi and
assigned to each party Pi where i ≤ n. Once shared,
the value x becomes x = ∑xi with a MAC value αx,
where α is a MAC key. SPDZ provides protocols per-
forming operations directly on these shared values. In
particular, when n= 2, given ⟨a⟩1, ⟨a⟩2 and ⟨b⟩1, ⟨b⟩2,
the two parties can securely compute ⟨a+b⟩ and ⟨ab⟩
without revealing information about a or b. Addi-
tion is performed locally, while multiplication relies



on preprocessing material that provides shared ran-
domness. The preprocessing phase generates corre-
lated randomness (e.g., multiplication triples) that en-
ables efficient secure multiplications during the on-
line phase. The computation proceeds by first ob-
taining secret-shared representations of the input val-
ues, then evaluating the desired arithmetic over these
shared values, and finally opening the resulting shares
to the designated output parties. The operation called
an affine combination allows the parties to compute
authenticated shares using secret-shared values. This
operation uses only additions and multiplications by
constants and can therefore be performed locally on
the shares without revealing the secret data. Note that
SPDZ allows for up to n−1 parties to act maliciously
and actively tamper with the shares while still pre-
serving the integrity of the final result.

To check the integrity of the computation, the
parties have to reconstruct both the value x and the
MAC key α from the individual shares and check if
mx =α∗x. The MACs are checked in the output phase
for all previously opened values, preventing parties
from using α after it has been revealed. The proba-
bility of a cheater successfully guessing a valid MAC
for a corrupted value is 1/|F|, which can be very small
(e.g., 2−128).

We used particularly SPDZ2k , which introduces a
new additively homomorphic authentication scheme
operating over Z2k , which achieves efficiency compa-
rable to standard approaches defined over fields. The
main idea is to sample the MAC key α uniformly from
Z2s , where s is the security parameter, and compute
the MAC value αx in Z2k+s .

In the standard SPDZ setting, each participant
acts as both a server that performs the computation
and a client that provides inputs and receives out-
puts. However, this assumption does not hold in
PRIVADA, where we have data owners, aggregation
servers, and data customers in different roles. To sup-
port this setting, we adopt the approach of Damgård
et al. (Damgård et al., 2016), which introduces ded-
icated input and output delivery protocols based on
SPDZ. These protocols allow external users to se-
curely provide inputs and receive outputs without par-
ticipating directly in the MPC computation among the
servers. Note that MAC values are computed in mod-
ulo 2ℓ in PRIVADA.
PRIDA. PRIDA (Bozdemir et al., 2024) is a
privacy-preserving data aggregation framework that
combines threshold homomorphic encryption (Th-
FHE) (Asharov et al., 2012; Lopez-Alt et al., 2011)
and secure two-party computation (2PC) (Beaver,
1991), while accounting for scenarios with multiple
data customers, ensuring data control for data owners,

and evaluating potential collusion between parties.
PRIDA is assumed to design realistic deployment sce-
narios, and provides strong privacy guarantees for
data owners (DOs), who can participate anonymously
and maintain full control over their data, a property
that we name user privacy. The protocol inherently
supports multiple data customers (DCs) in a setting
that has not been simultaneously addressed with user
anonymity by existing state-of-the-art solutions. In
addition to the by-default input privacy guarantee,
PRIDA enforces output privacy, ensuring that ag-
gregation results are revealed only to DCs, explic-
itly authorized by the DOs, and remain inaccessible
to the aggregators and unauthorized data customers.
The authors demonstrate that PRIDA achieves favor-
able computational and communication costs and pro-
vide a comprehensive complexity comparison with
the SoTA (Bonawitz et al., 2017; Bell et al., 2020;
Addanki et al., 2021; Corrigan-Gibbs and Boneh,
2017). This evaluation shows that PRIDA achieves
up to a 17-fold improvement in execution time com-
pared to (Bonawitz et al., 2017; Bell et al., 2020). The
framework is designed under the honest-but-curious
security model, where all parties are assumed to fol-
low the protocol correctly while potentially attempt-
ing to derive additional information from exchanged
messages. However, as discussed earlier, real-world
deployment scenarios often require security guaran-
tees against malicious adversaries. Our objective is to
design a private data aggregation protocol that guar-
antees user privacy against active adversaries without
exploiting the protocol’s practicality in the deploy-
ment. Our proposed framework, PRIVADA, achieves
both robust malicious security and significantly better
practical efficiency, while also allowing data owners
to be anonymous and control their data.

4 PRIVADA:
PRIVACY-PRESERVING DATA
AGGREGATION

We now present PRIVADA, achieving the privacy
guarantees for data owners and data customers,
namely: (i) user privacy, (ii) input privacy, and (iii)
output privacy in the malicious model, while employ-
ing solely 2PC in the SPDZ framework.

PRIVADA can be considered an improved ver-
sion of PRIDA, ensuring the presented privacy prop-
erties that have not been studied in detail. In contrast
to PRIDA, PRIVADA eliminates the use of heavy
PET (i.e., threshold fully homomorphic encryption)
and employs secure arithmetic sharing to ensure a



private user-centric data aggregation solution, which
enables data owners to anonymously participate and
fully control their data. Data owners’ choices (provid-
ing the authorization to data customers) and individ-
ual input data remain private thanks to secret sharing,
and only authorized data customers can construct ag-
gregate results. Privacy and correctness of PRIVADA
in the presence of malicious adversaries is guaranteed
by SPDZ and the non-collusion of the two aggrega-
tors.

Protocol 1 PRIVADA
Inputs. DOi, i ∈ {1, . . . ,n}, inputs a choice vector cvi
and a data vector dvi. Also, a pre-defined threshold t
is public.
Output. If cvtotal j ≥ t, DC j obtains the aggregate re-
sult s j, j ∈ {1, . . . ,m}. Otherwise, DC j obtains noth-
ing.
Protocol steps.

1. Setup executed by Agg1, Agg2, and DOi.

a. Agg1, Agg2: Retrieve authenticated triples for
cvi and dvi from the pool: (⟨b⟩,⟨c⟩,⟨a⟩) s.t. a =
b.c.

b. Agg1, Agg2: Send (⟨a⟩,⟨b⟩,⟨c⟩) to DOi.
c. DOi: Reconstruct a,b,c and verify a = b.c.
d. DOi: Compute masked vectors αi = cvi + bcv

and βi = dvi +bdv.
e. DOi: Broadcast the plain values αi,βi to Agg1,

Agg2.
f. Agg1, Agg2: Recompute the shares as presented

in affine combination (Cramer et al., 2018):
- Agg1: ⟨cvi⟩1 = αi −⟨bcv⟩1 and ⟨dvi⟩1 = βi −
⟨bdv⟩1.

- Agg2: computes: ⟨cvi⟩2 = ⟨bcv⟩2 and ⟨dvi⟩2 =
⟨bdv⟩2.

2. Preliminary counting and Aggregation executed by
Agg1, Agg2.

a. Agg1, Agg2: Compute ⟨cv j⟩ = ∑
n
i=1⟨cvi j⟩ for

j ∈ {1, . . . ,m}.
b. Agg1, Agg2: Exchange ⟨cv j⟩ to reconstruct

cvtotal j .
c. Agg1, Agg2: Compute ⟨s j⟩ = ∑

n
i=1⟨dvi j⟩ if

cvtotal j ≥ t.

3. Construction executed by DC j.

a. Agg1, Agg2: Retrieve r,v and compute ⟨w⟩ =
⟨s j .r⟩ and ⟨u⟩= ⟨v.r⟩.

b. Agg1, Agg2: Send all shares to DC j.
c. DC j: Reconstruct s j,r,v,w,u and verify s j.

PRIVADA assumes that the two aggregators, de-
noted by Agg1 and Agg2, do not collude. All other
parties, including DOs and DCs, are assumed to be
malicious. Security against the malicious behavior of
the aggregators is ensured by SPDZ via authenticated
shares and verification of multiplication triples.

Each data owner DOi provides (i) a choice vector
cvi = (cvi1, . . . ,cvim), where cvi j = 1 indicates that
DC j is selected to receive the aggregate result involv-
ing DOi’s input. Otherwise, cvi j = 0; and (ii) a data
vector dvi = (dvi1, . . . ,dvim), where dvi j equals the
private input of DOi if cvi j = 1 and 0, otherwise.

For a DC j, if ∑i cvi j ≥ t where a threshold t is
public, then aggregators calculate the aggregate out-
put shares ⟨s j⟩ where each operation is performed and
verified using SPDZ2k . Throughout these steps, nei-
ther Agg1 nor Agg2 learns individual values of cvi j or
dvi j. Otherwise, unauthorized DC j obtains no output.
Finally, authorized DC j obtains the aggregate output
shares and constructs the result by taking the sum of
shares.

PRIVADA depicted in Protocol 1 proceeds in
three phases: (i) Setup, (ii) preliminary counting and
aggregation, and (iii) output construction.

1. Setup: The aggregators retrieve authenticated ran-
dom triples and random values from the SPDZ
preprocessing. In particular, for each DOi, au-
thenticated triples (⟨a⟩,⟨b⟩,⟨c⟩) with a = b · c are
used to verify the input. Here, bcv and bdv are ran-
dom masking values from the triple used to hide
the choice vector and data vector, respectively.
Hence, each DO’s input requires an authenticated
triple of the choice vector and data vector. Once
obtaining and verifying the triples, DOi computes
masked values by adding these random masks to
its private inputs and broadcasting them. The ag-
gregators then use affine reconstruction to obtain
authenticated secret shares without learning the
underlying data. In order to verify the output for
each authorized DC, authenticated random values
r and v are used during the construction phase.

2. Preliminary counting and aggregation: For each
DC j, j ∈ {1, . . . ,m}, Agg1 and Agg2 first check if
cvi j(1− cvi j) = 0 to be sure that each cvi j is 0 or
1. Then aggregators sum the shares of all choice
vectors to compute the total count cv j:

cv j = ∑
i

cvi j ,

using secure addition on authenticated shares.
They obtain the preliminary count and check
whether it satisfies the threshold t. If cv j ≥ t, they
aggregate the corresponding data values by sum-



ming the shares of dvi j to compute ⟨s j⟩
⟨s j⟩= ∑

i
⟨dvi j⟩ .

If cv j < t, the corresponding DC j obtains no out-
put.

3. Output construction: For each authorized DC j,
the aggregators retrieve an authenticated random
value r and v, and locally adjust the output shares
to unmask ⟨s j⟩. Each aggregator sends its share
of ⟨s j⟩ to DC j, who verifies correctness using the
random numbers (r,v,w, and u) and constructs s j
by taking the sum of shares

s j = ⟨s j⟩1 + ⟨s j⟩2 ,

if the verification is approved. Note that unautho-
rized data customers receive no shares and hence
learn nothing.

5 SECURITY ANALYSIS

Our user-centric privacy-preserving data aggregation
protocol should ensure the following properties: (i)
privacy, i.e., DOs’ data should remain private to DOs,
and only the output of the function is learned by the
authorized DCs; (ii) correctness, i.e., even if some
parties maliciously act, the output should be accurate
according to the intended inputs; (iii) security against
malicious attacks, i.e., even if players make malicious
attempts, our protocol should remain secure.

In SPDZ, each party is supposed to be both the
server and client, which provides the input and ob-
tains the output, and further, all parties join the pre-
processing phase. However, in our scenario, the roles
such as data owners (DOs), data customers (DCs),
and two aggregators are separated: We would like
DOs to join the aggregation only with their inputs,
DCs to obtain the aggregation output, and two non-
colluding aggregators to be responsible for the aggre-
gation process. Further, our protocol should guaran-
tee that the inputs of DOs and the outputs of autho-
rized DCs remain private to their owners.

Output privacy and correctness. The output s j is as-
sumed to be received by the authorized DC j, and its
shares, namely ⟨s j⟩1 and ⟨s j⟩2, are computed by two
non-colluding aggregators. Each ⟨s j⟩ is privately sent
to DC j who can compute s j, where s j = ⟨s j⟩1+ ⟨s j⟩2.
Yet, if one of two aggregators maliciously acts, DC j
cannot obtain the correct s j. All the participating
parties collaboratively authenticate the sum in SPDZ,
and we leverage the idea in (Damgård et al., 2016);
therefore, DC j will detect whether any of the aggre-
gators modifies the output, thanks to the use of ran-
dom numbers r and v presented in the preprocessing

phase. In the underlying phase, two aggregators re-
trieve the shares ⟨r⟩ and ⟨v⟩. Then, they securely cal-
culate ⟨w⟩= ⟨s j.r⟩ and ⟨u⟩= ⟨v.r⟩, and send ⟨s j⟩, ⟨r⟩,
⟨w⟩, ⟨v⟩, ⟨u⟩ to the authorized DC j. Lastly, DC j can
verify whether w = s j.r and ⟨u⟩ = ⟨v.r⟩ are correct,
and so decide to accept them or abort the protocol.
Note that if there is an attempt to change s j, it will be
verified with negligible probability, at most 1/2ℓ.

Lemma 1. The aggregate output ⟨s j⟩ is revealed only
to the corresponding authorized DC j. Privacy: If
DC j is honest, the protocol view of the adversary
can be simulated with a statistically close distribu-
tion without knowing the result s j. Correctness: An
honest DC j will accept a value different from s j with
probability at most 1/2ℓ.

Proof. For correctness, assume that DC j accepts
s′j ̸= s j and obtains ⟨r′⟩, ⟨w′⟩, ⟨v′⟩, ⟨u′⟩. So, DC j will
accept ⟨w′⟩ = ⟨s′j.r′⟩. Thanks to SPDZ, it is known
that ⟨w⟩ = ⟨s j.r⟩ is correct. Moreover, if we write
s′j = s j + µ, w′ = w+ τ, r′ = r+σ, where µ,τ,σ are
errors defined by the adversary, and rewrite w′ = s′j.r

′

which is equal to w+ τ = (s j + µ).(r +σ). We can
get τ = s jσ+ µr+ µσ. But as we know that s′j ̸= s j,
we can get µ ̸= 0. Since r ∈ Z2ℓ is uniformly random
and unknown to the adversary before output opening,
for fixed adversarial choices (µ,σ,τ), the equation de-
termines exactly one valid value of r with probability
1/2ℓ, which is negligible.

For privacy, each value delivered to DC j is addi-
tively shared between the two aggregators. If at most
one aggregator is corrupted, the adversary observes
only one uniformly random shares of s j,r,v,w,u. The
adversary can simulate its view without knowing the
correct output. As we mimic the correctness, u′ =
u+ µ′ and v′ = v+ τ′, where µ′,τ′ are errors. DCi j
can obtain u′ = v′r′ if and only if µ′ = (vσ+τ′r+τ′σ),
where r′ = r+σ. Since we know that all errors can be
calculated with the probability 1/2ℓ, and they are not
all zero, DC j cannot accept the output.

Input privacy and correctness. The input should
be sent by DOi, and further DOi should not join any
further protocol steps. When the intended inputs are
sent to aggregators, they can verify whether the in-
puts are correct to proceed to the protocol. Remark
that a data owner DOi acting maliciously causes the
abortion of the protocol, or both aggregators being
malicious ends the protocol (since at least one must
be honest for the protocol execution). We would like
DOi to contribute to this joining with the inputs dvi
and cvi, and hence we use preprocessed random data
⟨bdvi⟩ and ⟨bcvi⟩. Similar to the output privacy and



correctness, we use the same protocol to disclose bdvi
and bcvi only to DOi, and thanks to SPDZ, the two
aggregators can calculate ⟨dvi⟩ and ⟨cvi⟩ upon the re-
ception of dvi−bdvi and cvi−bcvi sent by DO as pre-
sented in (Damgård et al., 2016).

Lemma 2. The input vectors dvi and cvi remain con-
fidential and are known only to the corresponding
DOi. Privacy: If DOi is honest, the protocol view
of the adversary can be simulated with a statistically
close distribution without knowing the inputs. Cor-
rectness: An honest DOi will send values different
from inputs with probability at most 1/2ℓ.

Proof. Privacy: If DOi is honest, the adversary can
learn nothing about dvi and cvi since bdvi and bcvi are
uniformly generated in the preprocessing, and there-
fore dvi − bdvi and cvi − bcvi will be uniformly ran-
dom and and statistically independent of dvi and cvi.
As indicated in SPDZ, we assume that DOi intends to
send dvi and cvi as they are supposed to be. Correct-
ness: A corrupted DOi can send a value different from
bdvi and bcvi with probability at most 1/2ℓ, which is
negligible.

We now formally state the security guarantees of
PRIVADA.

Theorem 1 (Security of PRIVADA). Assume that
the two aggregators Agg1 and Agg2 do not collude.
Then Protocol 1 securely realizes the ideal function-
ality FAgg for privacy-preserving data aggregation in
the presence of malicious adversaries, in the FSPDZ-
hybrid model.

Proof of Theorem. The functionality FAgg computes

⟨s j⟩= ∑
i
⟨dvi j⟩

and delivers ⟨s j⟩1 and ⟨s j⟩2 to DC j only if ∑i cvi j ≥ t,
otherwise ⊥.

All protocol computations are additions, multi-
plications, and openings of authenticated shares via
SPDZ. By the security of SPDZ, these operations se-
curely realize the corresponding arithmetic function-
alities in the FSPDZ-hybrid model, leaking no infor-
mation beyond what is revealed by the output to the
authorized DC j.
Privacy: By Lemma 2, masked inputs dv−bdv and
cv−bcv are uniformly random. Thus, no information
about raw inputs is leaked beyond the aggregate out-
put. By Lemma 1, the adversary’s view can be sim-
ulated without knowledge of s j; only the prescribed
output is revealed. A compromised DO can submit
arbitrary inputs, matching the ideal functionality. A

compromised DC receives only s j or ⊥, and recon-
struction can be simulated given that value. There-
fore, the adversary’s view is simulatable and indistin-
guishable from the ideal execution.
Correctness: Suppose an honest DC j accepts s′j ̸=
s j. Let s′j = s j + µ, r′ = r +σ, and w′ = w+ τ with
w = s jr. The acceptance implies w′ = s′jr

′, yielding
τ = s jσ+ µr + µσ. Since µ ̸= 0, the adversary must
guess the uniformly random mask r to forge a valid
authentication. Over a ring of size 2ℓ, this succeeds
with probability at most 2−ℓ (Lemma 1).

Hence, Protocol 1 securely realizes FAgg in the
FSPDZ-hybrid model against malicious adversaries,
except with negligible probability 2−ℓ.

6 PERFORMANCE EVALUATION

In this section, we present a proof-of-concept perfor-
mance evaluation for our user-centric solution, PRI-
VADA, using a practical use case scenario. We con-
sider a marketing-oriented setting in which multiple
companies, acting as DCs, seek aggregate statistics
from a large population of users, acting as DOs. For
example, DCs may represent a book retailer or a
shoe brand interested in collecting statistical indica-
tors such as counts, averages, satisfaction scores, pur-
chase preferences, or willingness to purchase again,
derived from user feedback.

A key feature of the system is that each DO re-
tains control over participation: Users decide whether
to contribute their private data and select which
DCs are authorized to access aggregated outputs
derived from their inputs. To guarantee privacy,
security, and anonymity against malicious adver-
saries, DOs employ secure multi-party computation
in SPDZ (Cramer et al., 2018) before sending their
data to two non-colluding aggregators. These aggre-
gators are two separate (collaborate but do not col-
lude) cloud servers, or auditing firms, or two organi-
zations. Upon receiving DOs’ encrypted data, two ag-
gregators jointly perform the desired aggregate com-
putation under the SPDZ protocol without accessing
the plaintext DOs’ data. Further, aggregators obtain
the shared result and reveal it to these companies that
are authorized by a sufficient number of participating
DOs. This enables DCs to extract valuable market
insights, and an individual DO to remain anonymous
throughout the aggregation process.

To evaluate the practicality of our approach, we
carry out a series of experiments with various num-
bers of DOs and DCs, and we analyze the computa-
tional and communication costs incurred by each par-
ticipating party.



6.1 Asymptotic Analysis

We have worked on the asymptotic computational and
communication costs of PRIVADA. Remark that the
complexities of basic operations and representation
are assumed to be negligible, i.e., O(1). Note that
n is the number of DOs and m is the number of DCs.

Computational cost for Agg: O(nm). The computa-
tions performed by the aggregators take place during
the preliminary counting and aggregation and output
construction phases. In total, nm operations are done
for DOs and DCs.

Communication cost for Agg1: O(nm). Communica-
tions are performed with DOs during the Setup phase.
Basically, Agg1 communicates only with each DO
having a vector of values for each DC. This results
in the communication complexity of O(nm).

Communication cost for Agg2: O(nm). Similarly,
communication with the DCs occurs during the con-
struction phase. In particular, Agg2 communicates
with DCs, and this results in a communication com-
plexity of O(nm).

Computational cost for DO: O(m). The computation
carried out by a data owner in the Setup phase for each
DC, resulting in the complexity of O(m).

Communication cost for DO: O(m). A data owner
constructs only one communication with Agg1. Note
that Agg2 receives the data coming from DOs through
Agg1.
The computation and communication, executed by a
data customer, involve simple operations with a com-
plexity of O(1).

Table 2: Computational and communication complexity of
PRIVADA and SoTA.

SoTA DO DC Agg1 Agg2

C
om

pu
ta

tio
n

SegAggML O(n2 +nλ) NA O(n2λ) NA

SegAgg O(log2 n+λ logn) NA O(n(log2 n+λ logn)) NA

Prio O(M logM) NA O(n(M logM)) NA

Prio+ O(ℓ) NA O(ℓ) O(ℓ)

PRIDA O(m) O(1) O(nm) O(nm)

PRIVADA O(m) O(1) O(nm) O(nm)

C
om

m
un

ic
at

io
n

SegAggML O(n+λ) NA O(n2 +λn) NA

SegAgg O(log2 n+λ) NA O(n(log2 n+λ)) NA

Prio NA NA O(n) NA

Prio+ O(ℓ) NA O(n+ ℓ2) O(n+ ℓ2)

PRIDA O(m) O(1) O(nm) O(nm)

PRIVADA O(m) O(1) O(nm) O(nm)

NA: Not Applicable, n: #DOs, ℓ: bit size, λ : size of the vector, M: #Multiplications

As presented in Table 2, we compare the computa-
tional and communication complexity of SoTA based
on DP-based and MPC-based solutions, PRIDA, and
PRIVADA because some previously mentioned prior
works (See Section 1) lack asymptotic analysis. DP-
based schemes such as SecAggML (Bonawitz et al.,
2017) and SecAgg (Bell et al., 2020) typically in-
cur quadratic or quasi-logarithmic overhead in the
number of DOs n, particularly at the aggregator
side, whereas MPC-based approaches Prio (Corrigan-
Gibbs and Boneh, 2017) and Prio+ (Addanki et al.,
2021) shift the cost to secure arithmetic, with com-
plexity depending on the bit size ℓ or the number of
multiplications M. Unlike (Bonawitz et al., 2017; Bell
et al., 2020; Corrigan-Gibbs and Boneh, 2017; Ad-
danki et al., 2021; Bozdemir et al., 2024), PRIVADA
guarantees anonymity, selective disclosure, and collu-
sion resistance, while preserving efficiency in realistic
large-scale deployments where n > ℓ and M > ℓ.

While PRIVADA and PRIDA are designed to pre-
serve user-centric privacy, their underlying PET ap-
proaches and threat models are different. PRIDA
combines Th-FHE and 2PC in a semi-honest security
model. On the other hand, PRIVADA uses 2PC in the
SPDZ framework to achieve security against a much
stronger security model, i.e., malicious adversary.
Overall, PRIVADA preserves the same asymptotic
computational and communication costs as PRIDA.
Indeed, as the runtime evaluation in Table 3, PRI-
VADA is 12–15 fold more efficient than PRIDA,
which supports the same privacy properties.

Compared with prior approaches such as SegAgg,
SegAggML, Prio, and Prio+, the proposed scheme
offers a more balanced complexity, particularly by
avoiding logarithmic or quadratic growth with respect
to the number of data owners in the data-owner com-
putation phase. The results indicate that PRIVADA,
operating under the malicious adversarial model, pre-
serves computational and communication complexi-
ties comparable to those of existing schemes and, in
several cases, achieves improved complexity bounds.

6.2 Experimental Setup

We implemented PRIVADA as a proof-of-concept
using the SPDZ2k framework via the MP-SPDZ li-
brary (Keller, 2020) in a desktop environment with
an Intel i7-12700H 2.30 GHz processor, 20 logical
cores and 8 GB RAM. The arithmetic is performed
in modulo 264 and a 64-bit security parameter, where
the 2PC values are ℓ = 128-bit. For the experimen-
tal evaluation, both parties were hosted within a sin-
gle Docker container. Although this localized setup
does not perfectly replicate the network latency of a



production environment, previous research indicates
that the protocol’s performance is relatively resilient
to such factors; specifically, (Damgård et al., 2016)
demonstrates that a ten-fold increase in latency only
results in a three-fold increase in total execution time
for linear programming functions run over SPDZ. In
our case, since the core computation is even less de-
manding in terms of communication cost, the impact
should be much lower.

Comparison with the SoTA.
PRIVADA preserves the privacy objectives presented
in PRIDA while extending the security model to
the malicious adversary model. Unlike PRIDA,
which relies on threshold homomorphic encryption
and 2PC, PRIVADA adopts the output delivery pro-
tocol (Damgård et al., 2016). This change is moti-
vated primarily by performance considerations: In the
original PRIDA implementation, the aggregate data
from 2500 DOs requires approximately 60 seconds,
whereas PRIVADA reduces the end-to-end latency by
more than 80%, completing the same task in roughly
10 seconds. The privacy-preserving data metrics pro-
posed in (Damgård et al., 2016), utilizing a similar
setup of 2500 users, present an execution time of
around 25 seconds. Although their evaluation func-
tion is substantially more complex than the aggrega-
tion computation, PRIVADA achieves stronger guar-
antees of user privacy and data privacy. In contrast,
the prior approach necessitates that one sole party
possesses all the users’ data in plaintext. That is not
desirable for the input privacy of users. Moreover,
(Damgård et al., 2016) also involves broadcasting to
both aggregators and does not inherently serve multi-
ple data customers.

Table 3: Runtime comparison with PRIDA.

Protocols Data Owner Data Customer Aggregation

PRIDA with Th-BFV 0.009 0.22 1.48+1.51

PRIDA with Th-CKKS 0.009 0.34 1.17+1.22

PRIVADA 5e−5 3e−5 0.102+0.102

Table 3 presents a comprehensive runtime evalua-
tion comparing PRIVADA with PRIDA in a scenario
involving 100 DOs and 1 DC. While both proposals
are designed to preserve user-centric privacy, their un-
derlying PET and threat models are different: PRIDA
is a hybrid design that combines Threshold Fully Ho-
momorphic Encryption (Th-FHE) in both BFV and
CKKS schemes and Two-Party Computation (2PC)
and assumes a semi-honest adversary. PRIVADA, on
the other hand, uses 2PC based on SPDZ to achieve
security against a much stronger malicious adversary.

Normally, moving from semi-honest to malicious

security introduces a performance penalty. Yet, PRI-
VADA does not have this overhead thanks to discard-
ing the expensive ciphertext operations required by
FHE. Th-FHE schemes used in PRIDA require heavy
polynomial arithmetics, which slow down both ag-
gregators. On the contrary, SPDZ-based PRIVADA
shifts the heavy public-key cryptography to an offline,
data-independent preprocessing phase. Therefore, we
obtain an easy-to-compute online phase (i.e., pre-
liminary counting and aggregation), relying only on
simple modular arithmetic and information-theoretic
MACs over secret shares.

PRIVADA drastically reduces computational
overhead for all participating parties. For a DO, the
runtime drops to 5e−5 seconds—a 180-fold improve-
ment over PRIDA (0.009 seconds). Efficiency gains
are even better for an authorized DC, who obtains
and verifies the aggregation result in 3e−5 seconds,
which is approximately 7K to 11K times faster than
PRIDA’s Th-BFV and Th-CKKS versions. Moreover,
the actual aggregation takes only 0.204 seconds,
which is roughly 12-fold and 15-fold more efficient
than PRIDA’s Th-CKKS and Th-BFV versions,
respectively.

We carry out further PRIVADA experiments, and
briefly, our experiments with different numbers of
data owners and data customers confirm that PRI-
VADA scales linearly. We have tested three different
DCs’ authorization scenarios as in PRIDA (Bozdemir
et al., 2024), i.e., randomly selecting one DC out of
m = 2, 3 out of m = 5, and 9 out of m = 10 with up to
n = 5000 DOs. As mentioned, the runtime increases
linearly with the number of authorized DCs and par-
ticipating DOs (See Figure 1).

Figure 1: Total time (seconds) vs. the number of DOs (n)

Nonetheless, PRIVADA demonstrates better per-
formance results than PRIDA. In the most demanding
scenario (m= 10), PRIDA obtains aggregation results
for 200 DOs in 25 seconds, while PRIVADA com-
pletes the same task for a significantly larger number
of DOs, n = 1000, in only 7 seconds.



6.3 Discussion and Future Work

In this section, we discuss some implementation-
specific optimizations, the limitation(s) of SPDZ, and
list potential improvements.

Batching.
When implementing PRIVADA in the SPDZ frame-
work, we observed the memory consumption grows
unexpectedly fast with the number of clients. As
shown in Figure 2a we required 2 GB of RAM to
support 10000 DOs. This is due to the fact that the
aggregators must open a new connection for each DO
and can only close it when the DO has finished send-
ing its input.

(a) Memory usage (b) Total runtime
Figure 2: Memory usage and Runtime in batch and raw ex-
ecution.

To mitigate this overhead, we enable the PRI-
VADA protocol to accept DO connections in batches,
receive the private input, and close the connection
before accepting another batch. This stabilizes the
memory usage and improves the total runtime. We
compare raw and batched execution times as the num-
ber of DOs increases in Figure 2. In more detail, for
10000 batched DO connections, we obtain a 4 times
reduction in memory usage and a 1.5 times speedup
compared to the raw execution. Note that the aggre-
gators’ runtime includes all phases of the protocol: re-
ceiving DO inputs, performing and revealing the pre-
liminary counting, aggregating values for whitelisted
DCs, and returning the results to authorized DCs.

Limitations.
Despite the optimization above, the DO connection
time remains the primary bottleneck. As illustrated
in Table 4, there is a significant gap between the to-
tal execution time and the actual computation. As
a detailed breakdown, DO communication accounts
for more than 99% of the overall runtime. In con-
trast, the aggregation, threshold verification, and out-
put construction operations together represent a neg-
ligible fraction of (< 1%) of the workload, as re-
flected in Table 4. Therefore, we can summarize
that PRIVADA in the SPDZ framework is fundamen-
tally communication-bound rather than computation-
bound.

However, the SPDZ benchmarking results re-

ported in (Keller, 2020) indicate that an inner prod-
uct over 105 128-bit elements can be computed in 67
seconds. On the contrary, our implementation pro-
cesses an array of 105 entries in approximately 60
seconds for the preliminary counting and aggregation
phases, even when including the previously discussed
DO communication overhead.

Table 4: Aggregation time vs. total runtime (m = 10).

n Total Time (s) Priv. Count + Agg. + Reveal (s) Workload (%)

1000 7.06 0.0830 1.18%

2000 13.35 0.0877 0.66%

3000 19.74 0.0880 0.45%

4000 26.47 0.0942 0.36%

5000 33.37 0.0967 0.29%

Scalability.
To scale the protocol to support millions of data own-
ers, one potential strategy is to deploy 1000 parallel
instances of the protocol, where each pair of SPDZ
aggregators handles 1000 DOs. In this scenario, the
two final instances would collect the intermediate re-
sult from all initial instances, compute the final shared
output, and send it privately to the authorized DCs.

However, this approach introduces a trade-off be-
tween security and utility. By partitioning data own-
ers, the anonymity is reduced to subgroups of 1000
DOs. This can cause (i) weaker user privacy guar-
antees, particularly concerning user anonymity, since
for each subgroup, we need to define a new thresh-
old, and further (ii) with this newly prescribed thresh-
old per subgroup, a data customer might fail to meet
the authorization threshold in some subgroups, even
if it would have been authorized when considering all
DOs collectively. Therefore, the scalability with this
underlying use of SPDZ does not seem ideal.

7 CONCLUSION

We propose PRIVADA, a private user-centric data
aggregation solution in a malicious model, employ-
ing MPC in SPDZ, enabling scenarios with a set of
DCs and guaranteeing that DOs can control their data
by choosing which DC can access the aggregated in-
formation that is outsourced to be performed by two
non-colluding aggregators; in other words, we ensure
user privacy, data privacy, and output privacy as well
as inherently support multiple data customers. The
experimental results present that our solution is 12–15
fold more efficient than PRIDA, which supports the
same privacy properties, yet depends on two PETs,



and the SOTA solutions, and further, this new pro-
posal is secure against malicious adversaries.
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