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Abstract. Aggregate signatures allow a set of signers to compress in-
dividual signatures on distinct messages into a short signature, offering
significant savings in storage and verification time. However, existing ag-
gregate signatures neither support key aggregation nor achieve strong
privacy guarantees for signers. In a very recent work, Nick, Ruffing and
Seurin (EUROCRYPT’26) proposed DahLIAS, a pairing-free aggregate
signature scheme with constant size signatures. Unfortunately, DahLIAS
fails to provide aggregated verification and privacy properties. As a side
contribution, they also constructed a generic transformation from multi-
signatures to aggregate-signatures. However, the transformed schemes
cannot satisfy unrestrictedness and privacy.

In this paper, we formally introduce the notion of aggregate signatures
with verifiable key aggregation (ASvKA), along with new unforgeabil-
ity and privacy definitions. We then present a generic transformation
that turns any multi-signature (MS) scheme into aggregate signature
scheme with verifiable key aggregation and privacy properties, which
also lift weaker unforgeability of the underlying MS to stronger unforge-
ability of ASvKA. Finally, we instantiate our transformation with two
concrete multi-signature schemes. For pairing-free schemes, we propose
PP-SpeedyASvKA, a two-round privacy-preserving aggregate signature
derived from the multi-signature SpeedyMuSig, achieving the strongest
unforgeability and privacy while preserving the efficiency. For pairing-based
schemes, we construct PP-BAS-0 and PP-BAS-1 from a BLS multi-signature,
offering different trade-offs between unforgeability and privacy.

1 Introduction

An aggregate-signature (AS) scheme [7] allows n signers with key pairs (pki, ski)i∈[n]

to sign n messages (mi)i∈[n] simultaneously, and yields a short aggregate sig-
nature σ. Then anyone with the public key/message pairs {(pki,mi)}i∈[n] can
verify the validity of σ. AS is different and more flexible than other multi-
party signature schemes like multi-signature [4, 21, 23, 28, 1] or threshold-
signature [16, 28, 14, 11] schemes, which requires n signers to sign a same
message. Since it saves the storage for signatures, AS can be used to reduce
bandwidth and size of transactions in blockchain systems, obtaining increasing
attention in recent years. There were many AS schemes proposed in the literature
[7, 3, 17, 20, 19, 5, 9, 10, 12, 26, 24], some of which are based on pairing groups



[7, 5, 3, 26], while others are pairing-free [20, 3, 19, 9, 10, 12, 24]. However, many
existing AS schemes [7, 3, 17, 10, 24] suffer from two drawbacks.

Lack of Key Aggregation & Privacy in Aggregate-Signatures. Most
existing AS schemes require the verification of aggregate signature σ to input the
whole list of public keys (pki)i∈[n]. However, this has two potential limitations.

For efficiency, it is desirable to support key aggregation, i.e., aggregating
(pki)i∈[n] into a single aggregated public key apk, which suffices for the signature
verification. Although the notion of key aggregation has been extensively studied
for multi-signature schemes (MS) [21, 23, 28, 1], as far as we know, there is only
one existing AS scheme in a recent work [24, App. A] supports key aggregation.

For security, as noted by Lehmann and Özbay [18] in the realm of MS, the
aggregated public key apk might leak information about the amount or iden-
tity of signers, resulting in privacy issues. They defined privacy notions for MS
schemes, and observed that no MS with deterministic key aggregation can satisfy
privacy if the adversary is able to obtain all public keys.1 The privacy issues also
arise in AS schemes. The only existing AS scheme supporting key aggregation
[24] has deterministic key aggregation, so it cannot guarantee privacy of signers.

Restrictedness of Aggregate-Signatures. Some AS schemes [7, 20, 24, App.
A] are restricted to producing aggregate signatures for a list {(pki,mi)}i∈[n]

without duplicate public keys and/or messages (i.e., the public keys (pki)i∈[n]

and/or the messages (mi)i∈[n] must be distinct). This restriction is usually used
to avoid some trivial attacks (like rouge-key attacks [7, 24]) to guarantee their
security. To solve this problem, Bellare et al. [3] proposed the notion called unre-
strictedness, which supports securely aggregate-sign any list (regardless of public
key or message repetitions). As pointed out in [24], the property of unrestrict-
edness is important for applications to cryptocurrencies, as transactions may
involve multiple coins spent by a same user (and thus require multiple messages
signed under a same public key).

Based on the above discussions, we address the following question:
Can we construct aggregate-signature schemes supporting key aggregation,

with strong privacy, security and unrestrictedness?

1.1 Related Works

Below we review related works on AS schemes according to whether it is pairing-
based, pairing-free, or obtained via generic transformations.

Pairing-Based Aggregate-Signatures. Boneh et al. [7] first introduced the
concept of aggregate-signatures and proposed schemes AS-1,AS-2 based on the
pairing-based BLS scheme [8]. A potential drawback of these schemes is that
the messages signed by different signers are required to be distinct. To solve this
problem, Bellare et al. [3] further proposed schemes AS-3,AS-4 with unrestricted-
ness. Recently, Sakai [26] proposed NIZK-AS, a pairing-based aggregate-signature

1 Since if the key aggregation algorithm is deterministic, the adversary can invoke the
algorithm itself to decide whether apk is an aggregation of (pki)i∈[n] or not.
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with tight security based on non-interactive zero-knowledge (NIZK) proofs, and
Hohenberger et al. [15] proposed AS-WRO, a pairing-based aggregate-signature
without random oracles.

Pairing-Free Aggregate-Signatures. Chalkias et al. [10] applied a “half-
aggregation” technique for non-interactive Schnorr-based aggregate signatures
and presented ASchnorr, where a set of Schnorr signatures can be compressed to
half their original size. Chen and Zhao [12] provided a tight reduction of ASchnorr
in the algebraic group model (AGM). Recently, Nick, Ruffing and Seurin [24]
proposed DahLIAS, a two-round aggregate signature over pairing-free groups.

Generic Transformations. In [24, App. A], Nick, Ruffing and Seurin also
proposed a transformation from multi-signatures (MS) to aggregate-signatures
(AS). Their transformation yields the only AS scheme supporting key aggre-
gation. However, the resulting AS scheme is restricted, i.e., the distinctness of
public keys should be checked during signature verification, which will be less
efficient and convenient in practical applications.

Recently, Lehmann et al. [18, 1] proposed a transformation for MS schemes
to improve the security and add privacy of MS. However, as far as we know, no
existing works have yet studied the privacy of AS schemes.

1.2 Our Contributions

In this work, we introduce the notion of aggregate signature schemes with verifi-
able key aggregation (ASvKA), and propose a transformation for ASvKA schemes
with strong privacy, unforgeability and unrestrictedness.

New Definition: Aggregate-Signatures with Verifiable Key Aggrega-
tion. To enable efficient aggregated verification while ensuring privacy, we for-
malize aggregate signature with verifiable key aggregation (ASvKA), and define
three levels of unforgeability AS-UNF-1/2/3 and privacy AS-FullPriv for it.

On one hand, multiple public keys (pki)i∈[n] from different signers can be
aggregated into a single apk in a randomized and verifiable way, with a proof
of aggregation π. With π, one can verify the correctness of key aggregation;
without π, one can hardly tell whether apk is an aggregated key (captured by
the AS-FullPriv security), thus leaking no information about the signing groups.

On the other hand, by using the aggregated public key apk, one can efficiently
verify the validity of aggregate signatures σ, without the need of inputting all
public keys (pki)i∈[n].

2 We refer to Sect. 3 for more details.

New Transformation: ASvKA from MS. We present a generic transformation
of ASvKA from multi-signature schemes MS. The resulting ASvKA can achieve
stronger unforgeability (like AS-UNF-2/3) even if the underlying MS satisfies
only the weakest MS-UNF-1.

2 In fact, in our formalization of ASvKA (cf. Sect. 3), the messages (mi)i∈[n] can also
be combined into a single message m, so that the verification of aggregate signatures
σ only needs m (and apk), improving the efficiency further.
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Moreover, our ASvKA achieves unrestrictedness, i.e., the signers can produce
aggregated-signatures for any set {(pki,mi)}i∈[n] (regardless of public key or
message repetitions). Besides, the aggregated signing process of our ASvKA is
more efficient in case of public key repetitions. For example, suppose that signer
1 with public key pk1 wants to sign three messages m1, m2, m3 (i.e., the set
contains (pk1,m1), (pk1,m2), (pk1,m3) with duplicated pk1), it can invoke the
aggregate signing algorithms only once, instead of three times.

New Instantiations: Non-Interactive Pairing-Based & Two-Round Pairing-
Free Schemes. Given the recent rapid progress on MS schemes [6, 21, 23, 13, 2,
28, 1], we can get many ASvKA schemes via our transformation. Concretely, by
instantiating our transformation from a BLS multi-signature scheme MS-BLS [6]
and a Schnorr multi-signature scheme SpeedyMuSig [13, 2] respectively, we ob-
tain two non-interactive pairing-based schemes PP-BAS-0, PP-BAS-1 and a two-
round pairing-free scheme PP-SpeedyASvKA. In particular, our instantiations
PP-BAS-1 and PP-SpeedyASvKA achieve the strongest AS-UNF-3 unforgeability,
AS-FullPriv privacy and unrestrictedness, simultaneously.

We show a comparison with existing aggregate-signature schemes in Table 1.

Table 1. Comparison of non-interactive and interactive aggregate-signature schemes.
The column Round shows the total number of signing rounds. The column Sig. Size
shows the size of aggregate signatures, where n is the number of signers and |G|/|G1|
denote the size of cyclic group/pairing group. The column Unforg. shows the un-
forgeability level of the scheme. The column Key Agg. shows whether the scheme
provides public key aggregation. The column Pairing-Free shows whether the scheme
is pairing-free or pairing-based. The column Privacy shows whether the scheme pro-
vides privacy guarantees. The column Unrestrict. shows whether the scheme achieves
unrestrictedness (without requiring the distinctness of public keys and messages). The
column Agg. Ver. shows whether the scheme supports aggregated verification. ∗ Our
PP-BAS-1 achieves AS-FullPriv against a key-prefixed variant of BLS (cf. Subsect. 5.1).

Scheme Round Sig. Size Unforg. Key Agg. Pairing-Free Privacy Unrestrict. Agg. Ver.

Non-Interactive Schemes

AS-1,AS-2 [7] 1 |G1| AS-UNF-1 × × × × ×

AS-3 [3] 1 |G1| AS-UNF-1 × × × ✓ ×

AS-4 [3] 1 |G1|+ n AS-UNF-1 × × × ✓ ×

ASchnorr [10, 12] 1 n|G|+ |Zp| AS-UNF-1 × ✓ × ✓ ×

NIZK-AS [26] 1 2|G1|+ n AS-UNF-1 × × × ✓ ×

AS-WRO [15] 1 2|G1| AS-UNF-1 × × × ✓ ×

PP-BAS-0 (Subsect. 5.1) 1 |G1| AS-UNF-2 ✓ × AS-FullPriv ✓ ✓

PP-BAS-1 (Subsect. 5.1) 1 |G1| AS-UNF-3 ✓ × AS-FullPriv∗ ✓ ✓

Interactive Schemes

BN-IAS(App. A) [24, 4] 3 |G|+ |Zp| AS-UNF-2 × ✓ × × ×

MuSig2-IAS(App. A) [24, 23] 2 |G|+ |Zp| AS-UNF-2 ✓ ✓ × × ✓

DahLIAS [24] 2 |G|+ |Zp| AS-UNF-2 × ✓ × ✓ ×

PP-SpeedyASvKA (Subsect. 5.2) 2 |G|+ |Zp| AS-UNF-3 ✓ ✓ AS-FullPriv ✓ ✓
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2 Preliminaries

Notations. Let κ denote the security parameter, and all algorithms and ad-
versaries take 1κ as an implicit input. If x is defined by y or the value of y is
assigned to x, we write x := y. For i < j ∈ N, define [i, j] := {i, i+ 1, ..., j} and
[j] := {1, 2, ..., j}. For a set X , denote by x←$ X the procedure of sampling x
from X uniformly at random. If D is distribution, x←$ D means that x is sam-
pled according to D. If A is a randomized algorithm, we let y := A(x; ρ) denote
the operation of running A on inputs of x and random coins ρ and assigning
its output to y, and y ← A(x) when coins ρ are chosen uniformly at random.
“PPT” abbreviates probabilistic polynomial-time. Denote by negl some negligi-
ble function. We use “Assert P” in algorithms to denote a check of statement
P : if P is false, the algorithm returns 0; otherwise, the algorithm continues.

We present the definitions of linear hash function and multi-signatures (MS)
in Appendix A, which will serve as the building blocks of our generic transforma-
tion. We also recall the security assumptions, the standard BLS [8] and Schnorr
[27] signature schemes, and the existing syntax of aggregate-signatures (AS) in
Appendix B for completeness.

3 Aggregate-Signatures with Verifiable Key Aggregation

As motivated in the introduction, the existing syntax of AS cannot guarantee
privacy if the adversary knows all signers’ public keys. Therefore, inspired by a
privacy-preserving technique used in multi-signature schemes [18, 1], we propose
a new syntax for aggregate-signatures with verifiable key aggregation (ASvKA),
and formalize its unforgeability and privacy notions accordingly.

3.1 Syntax and Correctness

Compared with the existing AS syntax, we make the following modifications.

– Proofs of Possession. To prevent rogue-key attacks, during key genera-
tion KGen, each signer generates its key pair (pk, sk), where pk = (X, pop)
contains a standard public key component X and its proof of possession pop,
and then the validity of each signer can be verified via the KVf algorithm.

– Verifiable Key Aggregation. We propose a verifiable key aggregation
algorithm KAg, which aggregates a set of public keys PK into an aggregated
key apk along with a proof of aggregation π. Accordingly, one can check
whether apk is an aggregation of PK via the KAgVf algorithm by using the
proof π, where π is only shared by inside signers (to make privacy possible).

– Message Combination. We also define a message combination algorithm
MsgCom, which takes a set of public keys and messages L = {(Xi,mi)}i∈[n]

as input, and outputs a combined message m.

Definition 1 (ASvKA). An aggregate-signature scheme with verifiable key ag-
gregation (ASvKA) consists of a tuple of PPT algorithms ASvKA = (KGen,KVf,
KAg,KAgVf,MsgCom,AggSign,Combine,Vrfy) s.t.:
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– (pk = (X, pop), sk)← KGen: The key generation algorithm generates a pair
of public key and secret key (pk, sk), where pk contains a public key compo-
nent X and its proof of possession pop.

– 0/1← KVf(pk = (X, pop)): The public key verification algorithm takes a pub-
lic key pk = (X, pop) as input, and outputs a bit indicating whether pk is
valid or not. (If the verification succeeds, the public key component X will
be added into a set PK for legal signers.)

– (apk, π)← KAg(PK): The key aggregation algorithm takes a set of public
keys PK = (Xi)i∈[n] as input, and outputs an aggregated public key apk
along with a proof of aggregation π.

– 0/1← KAgVf(PK, apk, π): The apk verification algorithm takes a set PK =
(Xi)i∈[n] of public keys, an aggregated public key apk and a proof π as input,
and outputs a bit indicating whether apk is a valid aggregation of PK.

– m← MsgCom(L): The message combination algorithm takes a set L = {(Xi,mi)}i∈[n]

of public keys and messages as input, and outputs a combined message m.
– zi ← AggSign(ski, L, apk, π): For the i-th signer, on input the secret key ski,

a set L = {(Xi,mi)}i∈[n] of public keys and messages, an aggregated key apk
and a proof of aggregation π, the signing algorithm outputs a signature share
zi. If AggSign is an interactive protocol with multiple rounds (say R rounds),
we denote sub-algorithms AggSignj (j ∈ R) as follows:

(sti,1, zi,1)← AggSign1(ski, L, apk, π)

(sti,j , zi,j)← AggSignj(sti,j−1, inpi,j−1), j ∈ [2, R− 1]

zi ← AggSignR(sti,R−1, inpi,R−1)

where sti,j denotes the state of the signer i after the j-th signing round, zi,j
denotes the output of the signer i in round j, and inpi,j−1 = {zk,j−1}k is the
set of outputs for round j − 1 from all signers k.

– σ ← Combine(L, {zi}, [π]): The signature combining algorithm takes a set
L = {(Xi,mi)}i∈[n] of public keys and messages and a set of signature shares
{zi} from all signers as input, and outputs a combined signature σ. Here
[π] denotes that the proof of aggregation π is an optional input, which is
required for the generic transformation (in Sect. 4), but not needed for the
instantiations (in Sect. 5).

– 0/1← Vrfy(L, apk, σ): The signature verification algorithm takes a set L =
{(Xi,mi)}i∈[n] of public keys and messages, an aggregated key apk and a
signature σ as input, and outputs a bit indicating whether σ is valid signature.

Correctness. For any number of signers n, any messages m1, ...,mn, any (pki =
(Xi, popi), ski) ← KGen with i ∈ [n], let L := {(Xi,mi)}i∈[n] and PK :=

(Xi)i∈[n], for any (apk, π) ← KAg(PK), zi ← AggSign(ski, L, apk, π) with i ∈
[n], and any σ ← Combine(L, {zi}), it holds that KVf(pki = (Xi, popi)) = 1 for
all i ∈ [n], KAgVf(PK, apk, π) = 1 and Vrfy(L, apk, σ) = 1.

Definition 2 (Aggregated Verification for ASvKA). We say that an ASvKA
scheme supports “aggregated verification”, if there exists an additional PPT sig-
nature verification algorithm AggVrfy:
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– 0/1← AggVrfy(m, apk, σ): The aggregated verification algorithm takes a com-
bined message m (instead of a set L of public keys and messages), an ag-
gregated key apk and a signature σ as input, and outputs a bit indicating
whether σ is a valid signature.

Correctness further requires AggVrfy(m, apk, σ) = 1 for m← MsgCom(L).

3.2 Unforgeability Definitions

We propose different levels of unforgeability and freshness definitions for ASvKA.

ExpAS-UNF-XASvKA,A :

(pk∗ = (X∗, pop∗), sk∗)← KGen

LPK := {X∗} �record valid key components

Q,Q1, ..., QR := ∅
O := (OReg,OAggSign1, ...,OAggSignR)

(σ∗, L∗, π∗, apk∗)← AO(pk∗)

Parse L∗ = {(X∗
i ,m

∗
i )}i∈[n]

PK∗ := (X∗
i )i∈[n]

Return 1 if PK∗ ⊆ LPK ∧
KAgVf(PK∗, apk∗, π∗) = 1 ∧
Vrfy(L∗, apk∗, σ∗) = 1 ∧
∃ i ∈ [n], s.t. X∗

i = X∗ ∧ fresh(m∗
i , L

∗, apk∗, Q) = 1

�fresh is defined in Fig. 2

OReg(pk = (X, pop)):

If KVf(X, pop) = 1: LPK := LPK ∪ {X}, Return 1

Else: Return 0

OAggSign1(k, L, apk, π):

�k denotes the index of the signing query

Parse L = {(Xi,mi)}i∈[n]

PK := (Xi)i∈[n]

Assert (k, · · · ) /∈ Q1 ∧X∗ ∈ PK ∧ PK ⊆ LPK

∧ KAgVf(PK, apk, π) = 1

For all i ∈ [n] s.t. Xi = X∗:

Q1 := Q1 ∪ {(k,mi, L, apk)}
(stk,1, zk,1)← AggSign1(sk

∗, L, apk, π)

Return zk,1

OAggSignj(k, inpk,j−1):�j ∈ [2, R− 1]

Assert k /∈ Qj ∧ k ∈ Q1, ..., Qj−1

Qj := Qj ∪ {k}
(stk,j , zk,j)← AggSignj(stk,j−1, inpk,j−1)

Return zk,j

OAggSignR(k, inpk,R−1):

Assert k /∈ QR ∧ k ∈ Q1, ..., QR−1

QR := QR ∪ {k}
zk,R ← AggSignR(stk,R−1, inpk,R−1)

For all (k,mi, L, apk) ∈ Q1:

Q := Q ∪ {(mi, L, apk)}
Return zk,R

Fig. 1. The unforgeability experiment ExpAS-UNF-X
ASvKA,A for ASvKA schemes with multiple

signing rounds, where fresh is defined in Fig. 2.

AS-UNF-X AS-UNF-1 AS-UNF-2 AS-UNF-3

fresh(m∗
i , L

∗, apk∗, Q) = 1 if (m∗
i , ·, ·) /∈ Q (m∗

i , L
∗, ·) /∈ Q (m∗

i , L
∗, apk∗) /∈ Q

Fig. 2. Definitions of fresh for different levels of unforgeability in ASvKA.

Definition 3 (Unforgeability for ASvKA). An ASvKA scheme is AS-UNF-X
secure, if for any PPT adversary A, it holds that AdvAS-UNF-XASvKA,A (κ) := Pr[ExpAS-UNF-XASvKA,A
⇒ 1] ≤ negl(κ), where the experiment ExpAS-UNF-XASvKA,A is defined in Fig. 1.

The adversary A gets a public key pk∗ = (X∗, pop∗) of an honest signer,
and has access to oracle OReg for registering new public keys, as well as oracles
OAggSign1, ...,OAggSignR for R signing rounds, which compute and output the
honest signer’s signature shares zk,j . Finally, A forges a signature σ∗ w.r.t. a
set L∗ = {(X∗

i ,m
∗
i )}i∈[n] of public keys and messages – now along with an

aggregated key apk∗ and a proof of aggregation π∗. The forgery is valid if (i)
all (X∗

i )i∈[n] are valid public keys (i.e., have been registered in OReg), (ii) apk
∗
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is a valid aggregation of (X∗
i )i∈[n] with proof π∗, (iii) σ∗ is a valid aggregate

signature of L∗, and moreover, (iv) the honest user’s public key X∗ should
appear in (X∗

i )i∈[n] (i.e., ∃i ∈ [n], s.t. X∗
i = X∗) and the corresponding m∗

i

should not be signed via the OAggSign oracles (as defined by the fresh).
We provide three levels of unforgeability AS-UNF-1/2/3, each corresponds to

a distinct freshness check on the forgery. In particular, AS-UNF-3 is the strongest
one, as it ensures that A can hardly output a valid signature σ∗ for L∗ =
{(X∗

i ,m
∗
i )}i∈[n] and apk∗, even if A has queried OAggSign1, ...,OAggSignR oracles

on m∗
i w.r.t. the same set L∗, as long as the aggregated key apk is different.

3.3 Privacy Definitions

Lehmann and Özbay [18] proposed three levels of privacy for multi-signature MS
schemes, where full privacy is the strongest one.

– Full Privacy: One cannot distinguish an aggregate public key and a multi-
signature from a public key and a signature of an ordinary signature scheme.

– Set Privacy: One cannot distinguish which signing group an aggregated
public key and a multi-signature are derived from.

– Membership Privacy: The aggregated public key and multi-signature do
not leak information about individual signers (but might leak the size of the
signing group).

Inspired by the above privacy properties, we propose AS-FullPriv, the strongest
privacy-preserving property for ASvKA, which ensures that one cannot distin-
guish an aggregated key of a group of signers from a public key of a single signer,
and cannot distinguish an aggregate signature generated by a signing group from
an ordinary signature generated by a single signer. It implies that there is no
leakage of the information about signing groups or individual signers.

ExpAS-FullPrivASvKA,A,n(b): �b ∈ {0, 1}
For i ∈ [n]: (pki = (Xi, popi), ski)← KGen

S∗ ← A({pki, ski}i∈[n])

PKS∗ := (Xi)i∈S∗

If b = 0: (apk, π)← KAg(PKS∗), pk∗ := apk

If b = 1: (pk, sk)← KGen, pk∗ := pk

b∗ ← AOCHL(·)(pk∗)

Return b∗

OCHL({mi}i∈S∗):

LS∗ := {(Xi,mi)}i∈S∗

If b = 0 :

For i ∈ S∗:

zi ← AggSign(ski, LS∗ , apk, π)

Return σ ← Combine(LS∗ , {zi}i∈S∗)

If b = 1 :

m← MsgCom(LS∗)

Return σ ← Sign(sk,m)

Fig. 3. The AS-FullPriv experiment ExpAS-FullPrivASvKA,A,n(b) for ASvKA schemes.

Definition 4 (Full Privacy for ASvKA). An ASvKA scheme has full privacy
(AS-FullPriv), if there exists a PPT signing algorithm Sign (which takes as input
a signer’s secret key sk and a message m, and outputs a signature σ), such that
for any PPT adversary A and any polynomial number n of users, it holds that

AdvAS-FullPrivASvKA,A,n(κ) :=
∣∣Pr[ExpAS-FullPrivASvKA,A,n(0)⇒ 1]− Pr[ExpAS-FullPrivASvKA,A,n(1)⇒ 1]

∣∣ ≤ negl(κ),
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where the experiment ExpAS-FullPrivASvKA,A,n(b) (b ∈ {0, 1}) is defined in Fig. 3.

The adversary A can get the public/secret keys {pki = (Xi, popi), ski}i∈[n] of
all users, and designates a signing group S∗. ThenA receives either an aggregated
public key pk∗ = apk of PKS∗ = (Xi)i∈S∗ via KAg (if b = 0) or an independently
generated public key pk∗ = pk via KGen for an individual signer (if b = 1).

Moreover, A has access to a challenge oracle OCHL by querying a set of
messages {mi}i∈S∗ . The oracle OCHL either returns an aggregate signature of
{(Xi,mi)}i∈S∗ (if b = 0) or a standard signature of the combined message m (if
b = 1). Our AS-FullPriv ensures that A can hardly distinguish b = 0 from b = 1.

4 Generic Transformation from MS to ASvKA

In this section, we propose a generic transformation from MS schemes (that
meet certain conditions) to ASvKA schemes. We note that our transformation
not only transforms multi-signatures (which allows multiple parties to sign a
same message) to aggregate-signatures (which allows multiple parties to sign
different messages), but also improves the level of unforgeability.

Generic Transformation. Let MS = (MS.Setup,MS.KGen,MS.MulSign,MS.
Combine,MS.Vrfy) be a R-round multi-signature scheme (cf. Appendix A). Our
construction of ASvKA = (ASvKA.Setup,ASvKA.KGen,ASvKA.KVf,ASvKA.KAg,
ASvKA.KAgVf,ASvKA.MsgCom,ASvKA.AggSign,ASvKA.Combine,ASvKA.Vrfy) is
presented in Fig. 4, which has also R rounds.

More precisely, we present two slightly different versions of our transfor-

mation in Fig. 4: Construction 1 (with framed boxes ) and Construction 2

(with gray boxes ), which are only slightly different in the ASvKA.AggSign1 and

ASvKA.Vrfy algorithms.3 As will be shown later, we will prove slightly different
security theorems for these two constructions. In particular, our Construction 2
can lift the weakest MS-UNF-1 schemes to the strongest AS-UNF-3 schemes.

Below we explain the requirements on the underlying MS scheme and the
specific algorithms of our ASvKA scheme in more detail.

– Requirements on MS. The secret key skMS and public key pkMS of MS sat-
isfy additive homomorphism, which is determined by a linear hash function
F from D to R where D and R are two S modules (cf. Appendix A). More
precisely, skMS is randomly sampled in D, and the corresponding pkMS :=
F(skMS) is uniformly distributed over R. We also use three hash functions
Hpop : {0, 1}∗ → S,Hdum : {0, 1}∗ → D and Hcom : {0, 1}∗ → {0, 1}κ in our
transformation that will be modeled as random oracles (ROs).

– Extracting Distinct Public Keys. Our ASvKA scheme enjoys the advan-
tage that a signer can sign multiple messages in a signing session (thus

3 More precisely, Construction 1 invokes the underlying MS.MulSign1 and MS.Vrfy

algorithms on the combined message m, while Construction 2 on (m,apk) .

9



Two versions of our transformation:

Construction 1 / Construction 2

ASvKA.KGen:

(pkMS, skMS)← MS.KGen

X := pkMS, x := skMS

r̃ ←$ D, R̃ := F(r̃), c̃ := Hpop(X,X, R̃)

z̃ := r̃ + c̃ · x, pop := (R̃, z̃)

Return (pk := (X, pop), sk := x)

ASvKA.KVf(pk):

Parse pk = (X, pop) with pop = (R̃, z̃)

c̃ := Hpop(X,X, R̃)

If F(z̃) = R̃+ c̃ ·X: Return 1

Else: Return 0

GetIndex(PK = (Xi)i∈[n]):

�retain indices of distinct public keys in PK

Index := [n]

For i = 1, ..., n do:

For j = i+ 1, ..., n do:

If Xj = Xi: Index := Index\{j}
Return Index

ASvKA.KAg(PK = (Xi)i∈[n]):

π ←$ {0, 1}κ , dsk := Hdum(π, PK)

Index← GetIndex(PK)

apk :=
∑

i∈Index Xi + F(dsk)

Return (apk, π)

ASvKA.KAgVf(PK = (Xi)i∈[n], apk, π):

dsk := Hdum(π, PK)

Index← GetIndex(PK)

If apk =
∑

i∈Index Xi + F(dsk): Return 1

Else: Return 0

ASvKA.MsgCom(L = {(Xj ,mj)}j∈[n]):

Return m := Hcom(L)

ASvKA.AggSign1(ski, L = {(Xj ,mj)}j∈[n], apk, π):

PK := (Xj)j∈[n]

dsk := Hdum(π, PK), dpk := F(dsk)

m := Hcom(L), Index← GetIndex(PK)

PK′ :=
⋃

j∈Index{Xj} ∪ {dpk}

(stMS
i,1 , z

MS
i,1 )← MS.MulSign1(ski,m, PK′)

(s̃t1, z̃1)← MS.MulSign1(dsk,m, PK′;λ = 0)

(stMS
i,1 , z

MS
i,1 )← MS.MulSign1(ski, (m, apk), PK′)

(s̃t1, z̃1)← MS.MulSign1(dsk, (m,apk), PK′;λ = 0)

Return (sti,1 := (stMS
i,1 , s̃t1, z̃1), zi,1 := zMS

i,1 )

ASvKA.AggSignj(sti,j−1, inp
ASvKA
i,j−1 ): �j ∈ [2, R− 1]

Parse sti,j−1 = (stMS
i,j−1, s̃tj−1, z̃j−1)

inpMS
i,j−1 := inpASvKAi,j−1 ∪ {z̃j−1}

(stMS
i,j , z

MS
i,j )← MS.MulSignj(sti,j−1, inp

MS
i,j−1)

(s̃tj , z̃j)← MS.MulSignj(s̃tj−1, inp
MS
i,j−1; 0)

Return (sti,j := (stMS
i,j , s̃tj , z̃j), zi,j := zMS

i,j )

ASvKA.AggSignR(sti,R−1, inp
ASvKA
i,R−1):

Parse sti,R−1 = (stMS
i,R−1, s̃tR−1, z̃R−1)

inpMS
i,R−1 := inpASvKAi,R−1 ∪ {z̃R−1}

zMS
i,R ← MS.MulSignR(sti,R−1, inp

MS
i,R−1)

z̃R ← MS.MulSignR(s̃tR−1, inp
MS
i,R−1; 0)

Return zi,R := (zMS
i,R, z̃R)

ASvKA.Combine(L = {(Xi,mi)}i∈[n], π, {zi,R}):
Parse {zi,R} = {(zMS

i,R, z̃R)}
�Assert all signers produce the same z̃R

PK := (Xi)i∈[n], dsk := Hdum(π, PK), dpk := F(dsk)

Index← GetIndex(PK)

Sig :=
⋃

i∈Index{z
MS
i,R} ∪ {z̃R}

σ′ ← MS.Combine(Sig)

Return σ := (σ′, dpk)

ASvKA.Vrfy(L = {(Xi,mi)}i∈[n], apk, σ):

Parse σ = (σ′, dpk)

PK := (Xi)i∈[n], m := Hcom(L), Index← GetIndex(PK)

PK′ :=
⋃

j∈Index{Xj} ∪ {dpk}

Return MS.Vrfy(PK′,m, σ′)

Return MS.Vrfy(PK′, (m, apk), σ′)

Fig. 4. Our transformation from MS to ASvKA, where Hpop,Hdum,Hcom are hash
functions. Here we present two slightly different versions: Construction 1 (with

framed boxes ) and Construction 2 (with gray boxes ). GetIndex is an internal al-
gorithm invoked by the algorithms of ASvKA. The random coins λ = 0 used in
ASvKA.AggSignj(j ∈ [R]) indicates that all random coins selected when executing
MS.MulSignj(j ∈ [R]) algorithms are zeros.

achieving unrestrictedness), and moreover, this can be accomplished by in-
voking the signing algorithms {AggSignj}j∈[R] each only once by the signer.4

4 For example, suppose that signer 1 (with key pair (pk1 = (X1, pop1), sk1)) wants
to sign three messages m1, m2, m3, it can invoke AggSign1(sk1, L, apk, π) with L =
{(X1,m1), (X1,m2), (X1,m3), ...} just once, and invoke the remaining algorithms
AggSignj (j ∈ [2, R]) only once each, rather than three times each.
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To support this desirable property, we propose an auxiliary algorithm
GetIndex, which takes a set PK = (Xi)i∈[n] of public keys (which may contain
duplicates) as input and outputs a set Index ⊆ [n] which retains the indices
of distinct public keys Xi in PK.5 GetIndex is an internal algorithm that is
used in almost all the remaining algorithms of our ASvKA scheme.

– Verifiable Key Aggregation. To aggregate public keys PK = (Xi)i∈[n]

while ensuring privacy, inspired by [1], our ASvKA.KAg algorithm first picks
a random string π ←$ {0, 1}κ and computes (dsk := Hdum(π, PK), dpk :=
F(dsk)) as a fresh key pair of a dummy signer. Moreover, to avoid heavy
exponentiations, we compute apk :=

∑
i∈Index Xi + F(dsk) as the aggregated

key where Index← GetIndex(PK), and set π as the proof of aggregation.
– Aggregate Signature Generation. During the signing process of our

ASvKA scheme, the dummy signer also contributes to the aggregate sig-
nature generation under its key pair (dsk, dpk). Since the dummy signer is
virtual, all signers need to compute the signature share of the dummy signer
(i.e., the z̃j in each ASvKA.AggSignj) by using dsk := Hdum(π, PK), besides
their own signature shares (i.e., the zi,j in each ASvKA.AggSignj). Moreover,
we need to ensure that the dummy signer’s signature shares z̃j computed by
all signers are the same, and to this end, all signers use the same coin λ = 0
for generating the dummy signer’s signature share.

Security Analysis. Below we prove the security of the two versions of our trans-
formation (i.e., Construction 1 & Construction 2) via the following two theorems,
which show that our transformation improves the level of unforgeability.6

Theorem 1 (Unforgeability of Construction 1). For Construction 1 (Fig. 4

with framed boxes ), where Hpop,Hdum,Hcom are modeled as ROs, we have:

– If MS is MS-UNF-2 secure, then ASvKA is AS-UNF-3 secure.
– If MS is MS-UNF-1 secure, then ASvKA is AS-UNF-2 secure.

Proof Overview. Below we present a proof overview, and refer to Appendix
C.1 for the formal proof. For the first part of the theorem, let A be an adversary
against the AS-UNF-3 security of ASvKA, then we construct an adversary B
against the MS-UNF-2 security of MS. B embeds the public key pk∗MS = X∗ of
MS as the public key component of the honest signer, generates a valid proof of
possession forX∗ by controlling the random oracle, and simulates the ExpAS-UNF-3ASvKA,A
experiment for A. After receiving a forgery (σ∗, L∗, π∗, apk∗) from A where L∗ =
{(X∗

i ,m
∗
i )}i∈[n], B parses σ∗ = (σ′∗, dpk∗), and computes

PK∗ := (X∗
i )i∈[n],m

∗ := Hcom(L
∗),

Index∗ ← GetIndex(PK∗), PK ′∗ :=
⋃

i∈Index∗{X∗
i } ∪ {dpk∗}.

(1)

Finally, B returns (PK ′∗,m∗, σ′∗) as its own forgery for MS.
If A’s output is a valid AS-UNF-3 forgery, i.e.,

5 E.g., for PK = (X1, X2 = X1, X3 ̸= X1), GetIndex(PK) outputs Index = {1, 3}.
6 Here we focus on unforgeability and will not prove the correctness and privacy of our
transformation, but will instead prove them for the instantiations in Sect. 5 later.
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(i) PK∗ ⊆ LPK, (ii) ASvKA.KAgVf(PK∗, apk∗, π∗) = 1,
(iii) ASvKA.Vrfy(L∗, apk∗, σ∗) = 1,
(iv) ∃i ∈ [n], s.t. X∗

i = X∗ and (m∗
i , L

∗, apk∗) /∈ Q,

we need to prove that B’s output is a valid MS-UNF-2 forgery, i.e.,

(i′) pk∗MS = X∗ ∈ PK ′∗, (ii′) MS.Vrfy(PK ′∗,m∗, σ′∗) = 1,
(iii′) (m∗, PK ′∗) /∈ QMS, where QMS denotes the set Q in the MS-UNF-2
experiment (cf. Fig. 7). More precisely, QMS records all tuples (m,PK ′)
that B has queried its own first round oracle MS.OMulSign1(k,m, PK ′) for
some k and also queried its own R-th round MS.OMulSignR on this index k.

Clearly, (i′) follows from (iv), and (ii′) follows from (iii) by our construction of
ASvKA.Vrfy, thus we have to show that (iii′) holds.

Suppose towards a contradiction that (iii′) does not hold, i.e., (m∗, PK ′∗) ∈
QMS. This means that B has queried the first-round MS.OMulSign1(k,m

∗, PK ′∗)
oracle for some index k, and this query must be triggered by the first-round
ASvKA.OAggSign1(k, L

∗, apk∗, π) query from A on this k. In addition, B has
queried its R-th round MS.OMulSignR oracle for this k, which is triggered by the
R-th round ASvKA.OAggSignR query from A on this k. Consequently, according
to the ExpAS-UNF-3ASvKA,A experiment (cf. Fig. 1), during this ASvKA.OAggSign1 query
made by A, for all i ∈ [n] s.t. X∗

i = X∗, the tuples (k,m∗
i , L

∗, apk∗) will be
added to Q1, and furthermore, during this ASvKA.OAggSignR query, the tuples
(m∗

i , L
∗, apk∗) will be added to Q, which leads to a contradiction with (iv).

In conclusion, we have that (iii′) also holds and B outputs a valid MS-UNF-2
forgery, which concludes the first part of the theorem.

For the second part of the theorem, we construct an adversary B against the
MS-UNF-1 security by simulating the ExpAS-UNF-2ASvKA,A experiment for an adversary A
against the AS-UNF-2 security. B answers A’s queries in the same way as above,
except that the winning condition (iv) for A will be changed to

(iv) ∃i ∈ [n], s.t. X∗
i = X∗ and (m∗

i , L
∗, ·) /∈ Q,

and the winning condition (iii′) for B will be changed to

(iii′) (m∗, ·) /∈ QMS.

Similar to the above analysis, we can show the new (iii′) based on the new (iv)
condition, and conclude the second part of the theorem.

Theorem 2 (Unforgeability of Construction 2). For Construction 2 (Fig. 4

with gray boxes ), where Hpop,Hdum,Hcom are modeled as ROs, we have:

– If MS is MS-UNF-1 secure, then ASvKA is AS-UNF-3 secure.

Proof Overview. The proof is similar to the proof of the first part of The-
orem 1, and we highlight the differences in gray boxes . We construct an ad-

versary B against the MS-UNF-1 security of MS, by simulating the ExpAS-UNF-3ASvKA,A

12



experiment for an adversary A against the AS-UNF-3 security of ASvKA. B an-
swers the queries for A in the same way as in the proof of Theorem 1, ex-
cept that during ASvKA.OAggSign1(k, L, apk, π) queries from A, B calls its own

first-round signing oracle zMS
k,1 ← MS.OMulSign1(k, m̄ := (m, apk) , PK ′) instead

of MS.OMulSign1(k,m, PK ′). Besides, B uses dsk to compute (s̃tk,1, z̃k,1) ←
MS.MulSign1(dsk, m̄ := (m, apk) , PK ′;λ = 0) instead of MS.MulSign1(dsk,m,

PK ′;λ = 0). After receiving a forgery (σ∗, L∗, π∗, apk∗) from A where L∗ =
{(X∗

i ,m
∗
i )}i∈[n], B parses σ∗ = (σ′∗, dpk∗), computes PK∗, m∗, Index∗, PK ′∗

in the same way as (1), and returns (PK ′∗, m̄∗ := (m∗, apk∗) , σ′∗) as its own

forgery. In this proof, the winning condition (iii′) for B will be changed to

(iii′) ( m̄∗ = (m∗, apk∗) , ·) /∈ QMS.

Similarly, we consider a contradiction that B outputs an invalid MS-UNF-1

forgery, i.e., ( m̄∗ = (m∗, apk∗) , ·) ∈ QMS, which means that B has queried

its first-round oracle MS.OMulSign1(k, m̄
∗ = (m∗, apk∗) , ·) for some k, and this

query must have been triggered by the first-round ASvKA.OAggSign1(k, L
∗, apk∗, π)

query from A. In addition, B has queried its R-th round MS.OMulSignR ora-
cle for this k, which is triggered by the R-th round ASvKA.OAggSignR query
from A. With a similar analysis as that in the proof of Theorem 1, we can
show that during this ASvKA.OAggSign1 query, for all i ∈ [n] s.t. X∗

i = X∗,
the tuples (k,m∗

i , L
∗, apk∗) will be added to Q1, and furthermore, during this

ASvKA.OAggSignR query, the tuples (m∗
i , L

∗, apk∗) will be added to Q, which
contradicts (iv). This shows that (iii′) must hold and we conclude the theorem.
We provide a full proof of Theorem 2 in Appendix C.2.

5 Aggregate-Signature Instantiations

In this section, we present two instantiations of our generic transformation. The
first instantiation is constructed from the BLS multi-signature scheme MS-BLS
proposed by Boneh et al. [6], and yields two non-interactive and pairing-based
ASvKA schemes PP-BAS-0,PP-BAS-1 via our transformation. The second in-
stantiation is constructed from a Schnorr multi-signature scheme SpeedyMuSig
with proofs of possession proposed in [13, 2], and yields a two-round but pairing-
free ASvKA scheme PP-SpeedyASvKA via our transformation. We note that our
instantiations PP-BAS-1 and PP-SpeedyASvKA achieve the strongest AS-UNF-3
unforgeability and the strongest AS-FullPriv privacy simultaneously.

5.1 Non-Interactive Pairing-Based Aggregate-Signatures

Now we instantiate our transformation based on the BLS multi-signature scheme
MS-BLS proposed by Boneh et al. [6], which is non-interactive and pairing-based.

More precisely, via Construction 1 and Construction 2 of our transformation,
we can obtain two non-interactive pairing-based ASvKA schemes PP-BAS-0 and
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PP-BAS-1, respectively. We will show that these two schemes achieve different
levels of unforgeability and privacy.

– PP-BAS-0 achieves the AS-UNF-2 unforgeability and the strongest privacy
AS-FullPriv against the standard BLS scheme [8].

– PP-BAS-1 achieves the strongest AS-UNF-3 unforgeability and the strongest
privacy AS-FullPriv against a key-prefixed version of BLS.

Instantiations.We present the concrete instantiations PP-BAS-0 and PP-BAS-1
in Fig. 5 and provide explanations for specific algorithms as follows.

– Both schemes rely on a pairing group gpar = (G1,G2,GT , p, e, g), where G1,
G2 and GT are cyclic groups of prime order p, e : G1 × G2 → GT is a non-
degenerated bilinear pairing, and g is a generator of G2. For simplicity, we
require gpar to be an implicit input of the algorithms of both schemes.

– In both schemes, we instantiate the linear hash function F : D → R as
F(x) := gx, where D := Zp, the input x ∈ Zp and R := G2.

– The differences between the two schemes lie in the ASvKA.AggSign and
ASvKA.Vrfy algorithms: in PP-BAS-0, m is used as the input to Hsig; whereas
in PP-BAS-1, apk and m are bound together and used as the input to Hsig.

– In both schemes, the ASvKA.Combine algorithm does not use the proof of
aggregation π (so we omit π from the input), and does not need to output
the dummy public key dpk as part of the aggregate-signature σ.

– Both schemes satisfy “aggregated verification” (as per Def. 2), i.e., the
aggregate-signature σ can be verified via an aggregated verification algorithm
ASvKA.AggVrfy with a combined message m := Hcom(L) and apk (instead of
L and apk). The description of ASvKA.AggVrfy is also provided in Fig. 5.

It is straightforward to verify the correctness of the two schemes. For PP-BAS-0,
the aggregate-signature is σ := z̃ ·

∏
i∈Index zi = Hsig(m)dsk ·

∏
i∈Index Hsig(m)ski =

Hsig(m)dsk+
∑

i∈Index ski . By the properties of bilinear pairing map e, we have

e(σ, g) = e(Hsig(m)dsk+
∑

i∈Index ski , g) = e(Hsig(m), gdsk+
∑

i∈Index ski)

= e(Hsig(m), gdsk ·
∏

i∈Index Xi) = e(Hsig(m), apk),

so the signature verification will output 1. By replacing Hsig(m) with Hsig(apk,m),
we can show the correctness of PP-BAS-1.

Unforgeability of PP-BAS-0 and PP-BAS-1. Boneh et al. [6] has shown the
MS-UNF-1 security of the multi-signature schemeMS-BLS (as recalled in Lemma 1
below). So by our Theorem 1 and Theorem 2, it follows that PP-BAS-0 satis-
fies AS-UNF-2 unforgeability, while PP-BAS-1 satisfies the strongest AS-UNF-3
unforgeability, as summarized in the following corollary.

Lemma 1 (Unforgeability of MS-BLS [6]). The multi-signature scheme
MS-BLS proposed in [6] is MS-UNF-1 secure under the co-CDH assumption in
the random oracle model.
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ASvKA.KGen:

x ←$ Zp, X := gx

r̃ ←$ Zp, R̃ := gr̃, c̃ := Hpop(X,X, R̃)

z̃ := r̃ + c̃ · x, pop := (R̃, z̃)

Return (pk := (X, pop), sk := x)

ASvKA.KVf(pk):

Parse pk = (X, pop) with pop = (R̃, z̃)

c̃ := Hpop(X,X, R̃)

If gz̃ = R̃ ·X c̃: Return 1

Else: Return 0

ASvKA.KAg(PK = (Xi)i∈[n]):

π ←$ {0, 1}κ , dsk := Hdum(π, PK)

Index← GetIndex(PK)

apk := gdsk ·
∏

i∈Index Xi

Return (apk, π)

ASvKA.KAgVf(PK = (Xi)i∈[n], apk, π):

dsk := Hdum(π, PK)

Index← GetIndex(PK)

If apk = gdsk ·
∏

i∈Index Xi: Return 1

Else: Return 0

ASvKA.MsgCom(L = {(Xj ,mj)}j∈[n]):

Return m := Hcom(L)

ASvKA.AggSign(ski, L = {(Xj ,mj)}j∈[n], apk, π):

PK := (Xi)i∈[n]

dsk := Hdum(π, PK)

m := Hcom(L)

zi := Hsig(m)ski , z̃ := Hsig(m)dsk

zi := Hsig(apk,m)ski , z̃ := Hsig(apk,m)dsk

Return ẑi := (zi, z̃)

ASvKA.Combine(L = {(Xi,mi)}i∈[n], {ẑi}):
Parse {ẑi} = {(zi, z̃)}
�Assert all signers produce the same z̃

PK := (Xi)i∈[n]

Index← GetIndex(PK)

σ := z̃ ·
∏

i∈Index zi

Return σ

ASvKA.Vrfy(L = {(Xi,mi)}i∈[n], apk, σ):

m := Hcom(L)

Return e(σ, g)
?
= e(Hsig(m), apk)

Return e(σ, g)
?
= e(Hsig(apk,m), apk)

ASvKA.AggVrfy(m,apk, σ):

Return e(σ, g)
?
= e(Hsig(m), apk)

Return e(σ, g)
?
= e(Hsig(apk,m), apk)

Fig. 5. Our non-interactive pairing-based instantiations PP-BAS-0 (with framed

boxes ) and PP-BAS-1 (with gray boxes ), where Hpop : {0, 1}∗ → Zp,Hdum : {0, 1}∗ →
Zp,Hsig : {0, 1}∗ → G1,Hcom : {0, 1}∗ → {0, 1}κ are hash functions, and GetIndex(PK)
is the auxiliary algorithm that retains indices of distinct public keys in PK (cf. Fig. 4).

Corollary 1 (Unforgeability of PP-BAS-0 and PP-BAS-1). PP-BAS-0 and
PP-BAS-1 in Fig. 5 achieve AS-UNF-2 security and AS-UNF-3 security, respec-
tively, under the co-CDH assumption7 in the random oracle model.

Privacy of PP-BAS-0. Below we will show that PP-BAS-0 achieves the strongest
AS-FullPriv, i.e., an aggregated public key and aggregate-signatures of PP-BAS-0
are indistinguishable from a public key and signatures of the BLS scheme.

Theorem 3 (Full Privacy of PP-BAS-0). PP-BAS-0 achieves AS-FullPriv
against the standard BLS scheme (cf. Appendix B.2) in the random oracle model.

Proof of Theorem 3. Let A be a PPT adversary against the AS-FullPriv of
PP-BAS-0. Our proof proceeds with a sequence of games, where Game0 is the

7 This is the assumption that the security of MS-BLS is based on [6], and we provide
a formal definition in Appendix B.1 for completeness.
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ExpAS-FullPrivASvKA,A,n experiment with b = 0 (cf. Fig. 3) and Game3 is the ExpAS-FullPrivASvKA,A,n

experiment with b = 1. Let Evi be the event that A outputs b∗ = 1 in Gamei.

– Game0 : It is the ExpAS-FullPrivASvKA,A,n experiment with b = 0. More precisely, let
(pki = (Xi, popi), ski = xi) be the key pair of signer i ∈ [n]. In this game,
upon receiving a signer set S∗ from A, we set pk∗ as an aggregated public
key for PKS∗ = (Xi)i∈S∗ , i.e., pk∗ := apk∗ := gdsk

∗ ·
∏

i∈Index Xi, where
dsk∗ := Hdum(π

∗, PKS∗) with π∗ ←$ {0, 1}κ and Index ← GetIndex(PKS∗).
Then when answering OCHL({mi}i∈S∗) queries for A, we compute σ as an
aggregate-signature for LS∗ = {(Xi,mi)}i∈S∗ , i.e., σ := z̃ ·

∏
i∈Index zi =

Hsig(m)dsk
∗ ·

∏
i∈Index Hsig(m)ski , where m := Hcom(LS∗).

– Game1 : This game introduces an abort condition for A’s random oracle
queries to Hdum. More precisely, if A makes a Hdum query on (π∗, ·), Game1
aborts. Since π∗ is only used in the computation of dsk∗ = Hdum(π

∗, PKS∗)
in the game, by the random oracle model, A learns nothing about π∗ and
can hardly query Hdum on (π∗, ·). So we have |Pr[Ev1] − Pr[Ev0]| ≤ q/2κ,
where q denotes the number of Hdum queries that A makes.

– Game2 : This game is almost the same as Game1, except how we com-
pute pk∗ = apk∗ and how we compute σ for A’s OCHL({mi}i∈S∗) queries.
More precisely, we first computes an aggregated secret key ask∗ := dsk∗ +∑

i∈Index ski, where Index← GetIndex(PKS∗). Then we use ask∗ to compute

pk∗ = apk∗ := gask
∗
, and compute σ := Hsig(m)ask

∗
for OCHL({mi}i∈S∗)

queries, where m := Hcom(LS∗). It is easy to see that the changes are just
conceptual, since apk∗ = gask

∗
= gdsk

∗ ·
∏

i∈Index g
ski = gdsk

∗ ·
∏

i∈Index Xi, and

σ = Hsig(m)ask
∗
= Hsig(m)dsk

∗ ·
∏

i∈Index Hsig(m)ski . Thus Pr[Ev2] = Pr[Ev1].
– Game3 : This game is almost the same as Game2, except that we sample

ask∗ ←$ Zp uniformly, instead of computing ask∗ := dsk∗ +
∑

i∈Index ski.
Note that by the change in Game1, A never queries Hdum on (π∗, ·), thus
dsk∗ = Hdum(π

∗, PKS∗) is uniformly random over Zp from A’s view, and so
is ask∗. Consequently, the change is conceptual and Pr[Ev3] = Pr[Ev2].

Finally, we note that Game3 is exactly the ExpAS-FullPrivASvKA,A,n experiment with

b = 1. This is because in Game3, we have pk∗ := gask
∗
and σ := Hsig(m)ask

∗

for ask∗ ←$ Zp, which are exactly the public key and signature of the stan-
dard BLS scheme (cf. Appendix B.2).

Overall, we have AdvAS-FullPrivASvKA,A,n(κ) =
∣∣Pr[ExpAS-FullPrivASvKA,A,n(0)⇒ 1]−Pr[ExpAS-FullPrivASvKA,A,n(1)

⇒ 1]
∣∣ = ∣∣Pr[Ev0]− Pr[Ev3]

∣∣ ≤ q/2κ and conclude the theorem.

Privacy of PP-BAS-1. We note that PP-BAS-1 cannot satisfy AS-FullPriv if
Sign is the standard BLS signing algorithm, because its signature verification
algorithm is not compatible with the standard BLS. However, we can still prove
its AS-FullPriv against a specific Sign′ algorithm, which is a key-prefixed variant
of the BLS scheme, as defined below.

– Key Generation. The signer chooses sk ←$ Zp and computes pk := gsk.
– Signing. In order to sign a message m ∈ {0, 1}∗, the signer computes σ :=

Hsig(pk,m)
sk

and returns σ as its signature.
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– Signature Verification. Verification checks e(σ, g)
?
= e(Hsig(pk,m), pk).

Theorem 4 (Full Privacy of PP-BAS-1). PP-BAS-1 achieves AS-FullPriv
against the Sign′ algorithm in the random oracle model.

The proof is essentially the same as that for Theorem 3, except that we
replace all Hsig(m) with Hsig(pk,m)/Hsig(apk,m). We refer to Appendix C.3 for
a formal proof.

5.2 Two-Round Pairing-Free Aggregate-Signatures

In this subsection, we instantiate our transformation based on the Schnorr multi-
signature scheme SpeedyMuSig [13, 2], which runs in 2 rounds and is pairing-free.

More precisely, via Construction 2 of our transformation, we can obtain
a two-round pairing-free ASvKA scheme PP-SpeedyASvKA, which achieves the
strongest AS-UNF-3 unforgeability and the strongest AS-FullPriv simultaneously.

Instantiations.We present the concrete instantiation PP-SpeedyASvKA in Fig. 6
and provide explanations for specific algorithms as follows.

– PP-SpeedyASvKA relies on a cyclic group gpar = (G, p, g), where G is a cyclic
group of prime order p, and g is a generator of G. For simplicity, we require
gpar to be an implicit input of the algorithms of PP-SpeedyASvKA.

– In PP-SpeedyASvKA, we instantiate the linear hash function F : D → R as
F(x) := gx, where D := Zp, the input x ∈ Zp and R := G.

– Similar to the instantiations in Subsect. 5.1, the ASvKA.Combine algorithm
does not need the proof of aggregation π as input, and does not need to out-
put the dummy public key dpk as part of the aggregate-signature σ. More-
over, PP-SpeedyASvKA satisfies “aggregated verification” (as per Def. 2).

It is straightforward to verify the correctness of PP-SpeedyASvKA. By ex-
panding the left side of the verification equation, we have

gz = gz̃+
∑

i∈Index zi = gc·dsk ·
∏

i∈Index

gri+b·si+c·ski = gc·(dsk+
∑

i∈Index ski) · R̄ · S̄b = apkc · R̂.

Unforgeability of PP-SpeedyASvKA. Crites et al. [13, 2] have shown theMS-UNF-1
of SpeedyMuSig (as recalled in Lemma 2 below). So by our Theorem 2, it follows
that our PP-SpeedyASvKA satisfies the strongest AS-UNF-3 unforgeability.

Lemma 2 (Unforgeability of SpeedyMuSig [13, 2]). The multi-signature
scheme SpeedyMuSig proposed in [13, 2] is MS-UNF-1 secure under the one-more
discrete logarithm (OMDL) assumption and the Schnorr knowledge of exponent
(schnorr-koe) assumption in the random oracle model.

Corollary 2 (Unforgeability of PP-SpeedyASvKA). PP-SpeedyASvKA in Fig. 6
achieves AS-UNF-3 security under the OMDL and the schnorr-koe assumptions8

in the random oracle model.
8 These are the assumptions that the security of SpeedyMuSig is based on [13, 2], and
we provide a formal definition in Appendix B.1 for completeness.
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ASvKA.KGen:

x ←$ Zp, X := gx

r̃ ←$ Zp, R̃ := gr̃, c̃ := Hpop(X,X, R̃)

z̃ := r̃ + c̃ · x, pop := (R̃, z̃)

Return (pk := (X, pop), sk := x)

ASvKA.KVf(pk):

Parse pk = (X, pop) with pop = (R̃, z̃)

c̃ := Hpop(X,X, R̃)

If gz̃ = R̃ ·X c̃: Return 1

Else: Return 0

ASvKA.ASvKA.KAg(PK = (Xi)i∈[n]):

π ←$ {0, 1}κ , dsk := Hdum(π, PK)

Index← GetIndex(PK)

apk := gdsk ·
∏

i∈Index Xi

Return (apk, π)

ASvKA.KAgVf(PK = (Xi)i∈[n], apk, π):

dsk := Hdum(π, PK)

Index← GetIndex(PK)

If apk = gdsk ·
∏

i∈Index Xi: Return 1

Else: Return 0

ASvKA.MsgCom(L = {(Xj ,mj)}j∈[n]):

Return m := Hcom(L)

ASvKA.AggSign1(ski, L = {(Xj ,mj)}j∈[n], apk, π):

ri ←$ Zp, Ri := gri

si ←$ Zp, Si := gsi

ρi := (Ri, Si), sti := (ri, si, ski, L, apk, π)

Return (ρi, sti)

ASvKA.AggSign2(sti, inpi):

Parse sti = (ri, si, ski, L, apk, π)

with L = {(Xj ,mj)}j∈[n]

Parse inpi = {ρj = (Rj , Sj)}j
PK := (Xj)j∈[n]

dsk := Hdum(π, PK), m := Hcom(L)

Index← GetIndex(PK)

R̄ :=
∏

j∈Index Rj , S̄ :=
∏

j∈Index Sj

b := Hnon(apk,m, R̄, S̄)

R̂ := R̄ · S̄b, c := Hsig(apk,m, R̂)

zi := ri + b · si + c · ski
z̃ := c · dsk
Return ẑi := (R̂, zi, z̃)

ASvKA.Combine(L = {(Xi,mi)}i∈[n], {ẑi}):
Parse {ẑi} = {(R̂, zi, z̃)}
�Assert all signers produce the same R̂ and z̃

PK := (Xj)j∈[n]

Index := GetIndex(PK)

z :=
∑

i∈Index zi + z̃

Return σ := (R̂, z)

ASvKA.Vrfy(L = {(Xi,mi)}i∈[n], apk, σ):

Parse σ = (R̂, z)

m := Hcom(L)

c := Hsig(apk,m, R̂)

Return gz
?
= R̂ · apkc

ASvKA.AggVrfy(m,apk, σ):

Parse σ = (R̂, z)

c := Hsig(apk,m, R̂)

Return gz
?
= R̂ · apkc

Fig. 6. Our two-round pairing-free instantiation PP-SpeedyASvKA, where Hpop :
{0, 1}∗ → Zp,Hdum : {0, 1}∗ → Zp,Hcom : {0, 1}∗ → {0, 1}κ, Hnon : {0, 1}∗ → Zp

and Hsig : {0, 1}∗ → Zp are hash functions, and GetIndex(PK) is the auxiliary internal
algorithm that retains indices of distinct public keys in PK (cf. Fig. 4).

Privacy of PP-SpeedyASvKA. Below we show that PP-SpeedyASvKA also achieves
the strongest privacy AS-FullPriv, i.e., an aggregated public key and aggregate-
signatures of PP-SpeedyASvKA are indistinguishable from a public key and sig-
natures of the standard Schnorr scheme.

Theorem 5 (Full Privacy of PP-SpeedyASvKA). PP-SpeedyASvKA achieves
AS-FullPriv against the standard Schnorr scheme (cf. Appendix B.2) in the ran-
dom oracle model.

The proof is similar to that for Theorem 3, and we postpone it to Appendix
C.4.
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A Further Preliminaries

A.1 Linear Hash Function

Definition 5 (Linear Hash Function [28]). A deterministic function F :
D → R is a linear hash function, if (i) D and R are two S-modules for a field S
satisfying |S| ≥ 2κ, |D| ≥ 2κ, |R| ≥ 2κ, (ii) F is an epimorphism of S-modules,
i.e., for any a, a′ ∈ S and x, x′ ∈ D, we have F(ax+ a′x′) = aF(x) + a′F(x′).

A.2 Multi-Signature Schemes

Definition 6 (Multi-Signature MS). A multi-signature scheme MS consists
of a tuple of PPT algorithms MS = (KGen,MulSign,Combine,Vrfy) s.t.:

– (pk, sk)← KGen: The key generation algorithm generates a pair of public
key and secret key (pk, sk).

– zi ← MulSign(ski,m, PK): On input the secret key ski, a message m and a
set PK = {pki}i∈[n] of public keys, the signing algorithm outputs a signature
share zi. If MulSign is an interactive protocol with multiple rounds (say R
rounds), we denote sub-algorithms MulSignj (j ∈ R) as follows:

(sti,1, zi,1)← MulSign1(ski,m, PK)

(sti,j , zi,j)← MulSignj(sti,j−1, inpi,j−1), j ∈ [2, R− 1]

zi ← MulSignR(sti,R−1, inpi,R−1)

where sti,j denotes the state of the signer i after the j-th signing round, zi,j
denotes the output of the signer i in round j, and inpi,j−1 = {zk,j−1}k∈[n] is
the set of outputs for round j − 1 from all signers k ∈ [n].

– σ ← Combine({zi} ∈ [n]): The signature combining algorithm takes a set of
signature shares {zi} ∈ [n] as input, and outputs a combined signature σ.

– 0/1← Vrfy(PK,m, σ): The signature verification algorithms takes a set PK =
{pki}i∈[n] of public keys, a message m and a signature σ as input, and out-
puts a bit indicating whether σ is valid signature.

Correctness. For any number of signers n, any message m, any (pki, ski) ←
KGen with i ∈ [n], let PK := {pki}i∈[n], for any zi ← MulSign(ski,m, PK) with
i ∈ [n], and any σ ← Combine({zi}), it holds that Vrfy(PK,m, σ) = 1.
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Unforgeability Definitions. ForMS, there exists two variants of unforgeability
[25, 22], which correspond to different conditions for trivial forgery.

ExpMS-UNF-X
MS,A :

(pk∗, sk∗)← KGen; Q,Q1, ..., QR := ∅
O := (OMulSign1, ...,OMulSignR)

(PK∗,m∗, σ∗)← AO(pk∗)

Return 1 if pk∗ ∈ PK∗∧
Vrfy(PK∗,m∗, σ∗) = 1 ∧
fresh(m∗, PK∗, Q) = 1 �defined in Fig. 8

OMulSign1(k,m, PK):

Assert (k, . . . ) /∈ Q1 ∧ pk∗ ∈ PK

Q1 := Q1 ∪ {(k,m, PK)}
(stk,1, zk,1)← MulSign1(sk

∗,m, PK)

Return zk,1

OMulSignj(k, inpk,j−1):�j ∈ [2, R− 1]

Assert k /∈ Qj ∧ k ∈ Q1, ..., Qj−1

Qj := Qj ∪ {k}
(stk,j , zk,j)← MulSignj(stk,j−1, inpk,j−1)

Return zk,j

OMulSignR(k, inpk,R−1):

Assert k /∈ QR ∧ k ∈ Q1, ..., QR−1

QR := QR ∪ {k}
zk,R ← MulSignR(stk,R−1, inpk,R−1)

Get (k,m, PK) ∈ Q1

Q := Q ∪ {(m,PK)}
Return zk,R

Fig. 7. The experiment ExpMS-UNF-X
MS,A for MS, where fresh is defined in Fig. 8.

MS-UNF-X MS-UNF-1 [25] MS-UNF-2 [22]

fresh(m∗, PK∗, Q) = 1 if (m∗, ·) /∈ Q (m∗, PK∗) /∈ Q

Fig. 8. Definitions of fresh for different levels of unforgeability in MS.

Definition 7 (Unforgeability for MS). A multi-signature scheme MS is
MS-UNF-X secure, if for any PPT A, it holds that AdvMS-UNF-X

MS,A (κ) := Pr[ExpMS-UNF-X
MS,A

⇒ 1] ≤ negl(κ), where the experiment ExpMS-UNF-X
MS,A is defined in Fig. 7.

B Further Preliminaries (for Full Version)

B.1 Pairing Groups, Cyclic Groups and Assumptions

– Pairing Groups. Let gpar = (G1,G2,GT , p, e, g) be a description of pairing
group, where G1, G2 and GT are cyclic groups of prime order p, e : G1×G2 →
GT is a non-degenerated bilinear pairing, and g is a generator of G2.

– Cyclic Groups. Let gpar = (G, p, g) a description of cyclic group, where G
is a cyclic group of prime order p, and g is a generator of G.

Definition 8 (co-CDH Assumption). The co-CDH assumption holds over a
pairing group gpar = (G1,G2,GT , p, e, g), if for any PPT adversary A, we have

Advco-CDH
A (κ) := Pr[h←$ G1, a←$ Zp : A(gpar, ga, h) = ha] ≤ negl(κ).

Definition 9 (One-More Discrete Logarithm (OMDL) Assumption [13]).
The OMDL assumption holds over a cyclic group gpar = (G, p, g), if for any
PPT adversary A and any polynomial n, we have

AdvOMDL
A,n (κ) := Pr

[
(x1, ..., xn)←$ AODL(gpar, X1, ..., Xn) : Xi = gxi ∀ i ∈ [n]

]
≤ negl(κ),
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where (X1, ..., Xn)←$ Gn and ODL is a discrete logarithm oracle that can be
called by A for at most n− 1 times.

Definition 10 (Schnorr Knowledge of Exponent (schnorr-koe) Assump-
tion [13]). The Schnorr knowledge of exponent assumption holds over a cyclic
group gpar = (G, p, g) w.r.t. a hash function H̃reg : {0, 1}∗ → Zp, if for any PPT
adversary A, there exists a PPT extractor Ext, s.t.

Advschnorr-koeA,Ext (κ) := Pr[Expschnorr-koeA,Ext ⇒ 1] ≤ negl(κ),

where the experiment Expschnorr-koeA,Ext is defined in Fig. 9.

Expschnorr-koeA,Ext :

Qsch-pop, Qreg := ∅; Win := false

ω ←$ {0, 1}rlA �random coins for A
{0, 1}∗ ← AOsch-pop,Ochal,OR̃O

(gpar;ω)

Return Win

Osch-pop():

x, r̄ ←$ Zp

X := gx, R̄ := gr̄, c̄ := H̃reg(X,X, R̄)

z̄ := r̄ + c̄x � proof of knowledge of x

Qsch-pop := Qsch-pop ∪ {(X, R̄, z̄)}
Return (X, R̄, z̄)

Ochal(X∗, R̄∗, z∗):

c̄∗ := H̃reg(X
∗, X∗, R̄∗)

If (X∗, R̄∗, z̄∗) ∈ Qsch-pop ∨ R̄∗ · (X∗)c̄
∗
̸= gz̄

∗
:

Return ⊥
x∗ ← Ext(G, ω,Qsch-pop, Qreg)

If gx
∗
̸= X∗: Win := true

Return x∗

OR̃O(θ): �random oracle

If H̃reg(θ) = ⊥: H̃reg(θ) ←$ Zp

Return H̃reg(θ)

Fig. 9. The experiment Expschnorr-koeA,Ext for defining the Schnorr knowledge of exponent
(schnorr-koe) assumption over a cyclic group gpar = (G, p, g) w.r.t. a hash function
H̃reg : {0, 1}∗ → Zp, where rlA denotes the randomness length of A.

B.2 The Standard BLS and Schnorr Schemes

– The BLS Scheme [8]. Let g be a generator of G2 and Hsig : {0, 1}∗ → G1

be a random oracle. The signer chooses a secret key sk ←$ Zp and computes
the public key pk := gsk. The signature of a message m is σ := Hsig(m)sk,

which can be verified by checking e(σ, g)
?
= e(Hsig(m), pk).

– The Schnorr Scheme [27]. Let g be a generator of G and Hsig : {0, 1}∗ →
Zp be a random oracle. The signer chooses a secret key sk ←$ Zp and com-
putes the public key pk := gsk. The signature of a message m is σ := (R, z),
where R := gr with r ←$ Zp, c := Hsig(pk,m,R) and z := r + c · sk, which
can be verified by checking gz

?
= R · pkc with c := Hsig(pk,m,R).

B.3 Existing Syntax of Aggregate-Signature Schemes

We recall the existing syntax of an aggregate-signature scheme (AS) and revisit
two different unforgeability notions that have been proposed in the literature.
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Definition 11 (Aggregate-Signature AS [10, 12, 24] ). An aggregate-
signature scheme AS consists of a tuple of PPT algorithms AS = (KGen,AggSign,
Combine,Vrfy) s.t.:
– (pk, sk)← KGen: The key generation algorithm generates a pair of public

key and secret key (pk, sk).
– zi ← AggSign(ski,mi, L): On input the secret key ski, a message mi and a

set L = {(pki,mi)}i∈[n] of public keys and messages, the signing algorithm
outputs a signature share zi. If AggSign is an interactive protocol with mul-
tiple rounds (say R rounds), we denote sub-algorithms AggSignj (j ∈ R) as
follows:

(sti,1, zi,1)← AggSign1(ski,mi, L)

(sti,j , zi,j)← AggSignj(sti,j−1, inpi,j−1), j ∈ [2, R− 1]

zi ← AggSignR(sti,R−1, inpi,R−1)

where sti,j denotes the state of the signer i after the j-th signing round, zi,j
denotes the output of the signer i in round j, and inpi,j−1 = {zk,j−1}k∈[n] is
the set of outputs for round j − 1 from all signers k ∈ [n].

– σ ← Combine({zi}i∈[n]): The signature combining algorithm takes a set of
signature shares {zi}i∈[n] as input, and outputs an aggregate-signature σ.

– 0/1← Vrfy(L, σ): The signature verification algorithms takes a set L =
{(pki,mi)}i∈[n] of public keys and messages, and a signature σ as inputs,
and outputs a bit indicating whether σ is valid signature.

Correctness. For any number of signers n, any messages m1, ...,mn, any (pki,
ski)← KGen with i ∈ [n], let L := {(pki,mi)}i∈[n], for any zi ← AggSign(ski,mi, L)
with i ∈ [n] and any σ ← Combine({zi}i∈[n]), it holds that Vrfy(L, σ) = 1.

Unforgeability Definitions. For AS schemes, there exists two variants for
unforgeability, which correspond to different conditions for a trivial forgery. The
AS-UNF-1 definition was first proposed in [7], and requires the message (say m∗

i )
to be fresh as the winning condition. A stronger AS-UNF-2 version (proposed
in [24]) requires the tuple (m∗

i , L
∗) to be fresh. Both unforgeability experiments

are shown in Fig. 10.

ExpAS-UNF-XAS,A :

(pk∗, sk∗)← KGen; Q,Q1, ..., QR := ∅
O := (OAggSign1, ...,OAggSignR)

(L∗, σ∗)← AO(pk∗)

Parse L∗ = {(pk∗
i ,m

∗
i )}i∈[n]

Return 1 if Vrfy(L∗, σ∗) = 1 ∧
∃ i ∈ [n], s.t. pk∗

i = pk∗∧ fresh(m∗
i , L

∗, Q) = 1

OAggSign1(k,m,L):

Assert (k, · · · ) /∈ Q1 ∧ (pk∗,m) ∈ L

Q1 := Q1 ∪ {(k,m,L)}
(stk,1, zk,1)← AggSign1(sk

∗,m, L)

Return zk,1

OAggSignj(k, inpk,j−1):�j ∈ [2, R− 1]

Assert k /∈ Qj ∧ k ∈ Q1, ..., Qj−1

Qj := Qj ∪ {k}
(stk,j , zk,j)← AggSignj(stk,j−1, inpk,j−1)

Return zk,j

OAggSignR(k, inpk,R−1):

Assert k /∈ QR ∧ k ∈ Q1, ..., QR−1

QR := QR ∪ {k}
zk,R ← AggSignR(stk,R−1, inpk,R−1)

Get (k,m,L) ∈ Q1

Q := Q ∪ {(m,L)}
Return zk,R

Fig. 10. The experiment ExpAS-UNF-XAS,A for AS, where fresh is defined in Fig. 11.
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AS-UNF-X AS-UNF-1 [25] AS-UNF-2 [22]

fresh(m∗
i , L

∗, Q) = 1 if (m∗
i , ·) /∈ Q (m∗

i , L
∗) /∈ Q

Fig. 11. Definitions of fresh for different levels of unforgeability in AS.

Definition 12 (Unforgeability for AS). An aggregate-signature scheme AS
is AS-UNF-X secure, if for any PPT A, it holds that AdvAS-UNF-XAS,A (κ) := Pr[ExpAS-UNF-XAS,A
⇒ 1] ≤ negl(κ), where the experiment ExpAS-UNF-XAS,A is defined in Fig. 10.

C Missing Proofs (for Full Version)

C.1 Proof of Theorem 1 (Unforgeability of Construction 1)

Firstly, we prove the first part of the theorem. Let A be a PPT adversary against
the AS-UNF-3 security of ASvKA and make at most q queries toOReg,OAggSign1, ...,
OAggSignR and random oracles Hpop,Hdum,Hcom.

Below we construct a PPT adversary B against the MS-UNF-2 security of
MS by invoking A. Firstly, B initializes arrays Tpop,Tdum,Tcom for A’s queries to
random oracles Hpop,Hdum,Hcom. B also initializes sets Qapk,Qmsg to store aggre-
gated public keys apk and combined messages m, initializes a set LPK to store
the valid public key components which are verified via ASvKA.KVf, and initial-
izes sets Q,Q1, · · · , QR for signing queries. We use three flags BadError,KeyColl,
MsgColl initially set to false, to keep track of bad events.

Next, B receives pk∗MS = X∗ from its own challenger, and has access to its
own oracles MS.OMulSign1, · · · ,MS.OMulSignR. Then B generates an ASvKA’s
public key pk∗ = (X∗, pop∗ = (R̃∗, z̃∗)) for the honest signer as follows: X∗

is the MS’s public key pk∗MS = X∗ that B receives from its own challenger,

and to generate pop∗ = (R̃∗, z̃∗), B samples z̃∗, c̃∗ ←$ D uniformly, computes
R̃∗ := F(z̃∗)− c̃∗ ·X∗ and sets c̃∗ := Hpop(X

∗, X∗, R̃∗). If Tpop(X
∗, X∗, R̃∗) ̸= ⊥,

B sets BadError := true and returns ⊥. Otherwise, B sends pk∗ = (X∗, pop∗ =
(R̃∗, z̃∗)) to A, and simulates the random oracles Hpop,Hdum,Hcom and oracles
OReg,OAggSign1, ...,OAggSignR for A as follows.

– Hash queries Hpop(X,X, R̃). If Tpop(X,X, R̃) = ⊥, B randomly chooses

c̃←$ S and assigns Tpop(X,X, R̃) := c̃. Then B returns Tpop(X,X, R̃).
– Hash queries Hdum(π, PK). If Tdum(π, PK) = ⊥, B picks dsk ←$ D, com-

putes Index← GetIndex(PK) and apk :=
∑

i∈Index Xi+F(dsk). If apk ∈ Qapk,
B sets KeyColl := true and returns ⊥. Otherwise, B adds apk to Qapk and
sets Tdum(π, PK) := dsk. Then B returns Tdum(π, PK).

– Hash queries Hcom(L). If Tcom(L) = ⊥, B randomly chooses m←$ {0, 1}κ.
If m ∈ Qmsg, B sets MsgColl := true and returns ⊥. Otherwise, B adds m to
Qmsg and sets Tcom(L) := m. Then B returns Tcom(L).

– Register queries OReg(pk), where pk = (X, pop = (R̃, z̃)). B computes c̃ :=

Hpop(X,X, R̃), and returns ⊥ if F(z̃) ̸= R̃ + c̃ ·X. Otherwise, B adds X to
LPK and returns 1.

– The first signing round OAggSign1(k, L, apk, π), where L = {(Xi,mi)}i∈[n].

B sets PK := (Xi)i∈[n], and outputs ⊥ directly if KAgVf(PK, apk, π) ̸= 1
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or X∗ /∈ PK or PK ̸⊆ LPK. Otherwise, for all i ∈ [n] s.t. Xi = X∗,
B adds (k,mi, L, apk) to set Q1. Then B computes dsk := Hdum(π, PK),
dpk := F(dsk), m := Hcom(L), Index ← GetIndex(PK), and sets PK ′ :=⋃

i∈Index{Xi}∪{dpk}. Next, B calls its own first round signing oracleMS.OMulSign1

to get zMS
k,1 ← MS.OMulSign1(k,m, PK ′), while computes z̃k,1 using dsk

by itself via (s̃tk,1, z̃k,1) ← MS.MulSign1(dsk,m, PK ′;λ = 0), and stores
(s̃tk,1, z̃k,1) for the following oracle calls. Finally, B returns zk,1 := zMS

k,1 to A.
– The j-th (j ≥ 2) signing round OAggSignj(k, inp

ASvKA
k,j−1 ). If k ∈ Qj or k /∈

Q1, ..., Qj−1, B returns ⊥ directly. Otherwise, B adds k to Qj . Then B
extracts (s̃tk,j−1, z̃k,j−1) from its storage, and sets inpMS

k,j−1 := inpASvKAk,j−1 ∪
{z̃k,j−1}. Next, B calls its own j-th round signing oracle MS.OMulSignj to get

zMS
k,j ← MS.OMulSignj(k, inp

MS
k,j−1), while computes z̃k,j using s̃tk,j−1 by itself

via (s̃tk,j , z̃k,j) ← MS.MulSignj(s̃tk,j−1, inp
MS
i,j−1; 0), and stores (s̃tk,j , z̃k,j).

Finally, B returns zMS
k,j to A if j < R, and returns (zMS

k,R, z̃k,R) if j = R. If
j = R, B also adds all (mi, L, apk) s.t. (k,mi, L, apk) ∈ Q1 to set Q.

Eventually, A outputs a forgery (σ∗, L∗, π∗, apk∗) where L∗ = {(X∗
i ,m

∗
i )}i∈[n].

B parses σ∗ = (σ′∗, dpk∗), and computes

PK∗ := (X∗
i )i∈[n],m

∗ := Hcom(L
∗),

Index∗ ← GetIndex(PK∗), PK ′∗ :=
⋃

i∈Index∗{X∗
i } ∪ {dpk∗}.

(2)

Finally, B returns (PK ′∗,m∗, σ′∗) as its own forgery.
It is not hard to see that B simulates the AS-UNF-3 security experiment

perfectly for A, as long as BadError,KeyColl,MsgColl do not occur. In fact, these
bad events can occur with only negligible probabilities, as shown below.

– BadError. During the generation of pop∗ = (R̃∗, z̃∗), we have R̃∗ := F(z̃∗)−
c̃∗ ·X∗ with z̃∗ ←$ D, so R̃∗ is uniformly distributed over R. Since A makes
at most q oracle queries, the probability that Tpop(X

∗, X∗, R̃∗) ̸= ⊥ is at
most q/|R| ≤ q/2κ. So Pr[BadError] ≤ q/2κ.

– KeyColl. During the Hdum(π, PK) queries, we have apk :=
∑

i∈Index Xi +
F(dsk) with dsk ←$ D, so apk is uniformly distributed over R. Since A
makes at most q queries to Hdum, and for each Hdum query, the probability
that apk ∈ Qapk is at most q/|R| ≤ q/2κ. So Pr[KeyColl] ≤ q2/2κ.

– MsgColl. During the Hcom(L) queries, m is uniformly sampled from {0, 1}κ.
Since A makes at most q queries to Hcom, and for each Hcom query, the
probability that m ∈ Qmsg is at most q/2κ. So Pr[MsgColl] ≤ q2/2κ.

Next we will show that B breaks the MS-UNF-2 security of MS, as long as
A breaks the AS-UNF-3 security of ASvKA and the above bad events do not
occur. Suppose that BadError,KeyColl,MsgColl do not occur, and A’s output
(σ∗, L∗, π∗, apk∗) is a valid AS-UNF-3 forgery, which implies that

(i) PK∗ ⊆ LPK,
(ii) ASvKA.KAgVf(PK∗, apk∗, π∗) = 1,
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(iii) ASvKA.Vrfy(L∗, apk∗, σ∗) = 1,
(iv) ∃i ∈ [n], s.t. X∗

i = X∗ and (m∗
i , L

∗, apk∗) /∈ QASvKA.

We need to show that B’s output (PK ′∗,m∗, σ′∗) is a valid MS-UNF-2 forgery,
i.e., the following conditions hold:

(i′) pk∗MS = X∗ ∈ PK ′∗,
(ii′) MS.Vrfy(PK ′∗,m∗, σ′∗) = 1,
(iii′) (m∗, PK ′∗) /∈ QMS, where QMS denotes the set Q in the MS-UNF-2
experiment (cf. Fig. 7). More precisely, QMS records all tuples (m,PK ′)
that B has queried its own first round oracle MS.OMulSign1(k,m, PK ′) for
some k and also queried its own R-th round MS.OMulSignR on this index k.

Clearly, (i′) follows from (iv) and (2), and (ii′) follows from (iii) and (2) by
our construction of ASvKA.Vrfy (note that our ASvKA.Vrfy outputs 1 only if the
underlying MS.Vrfy outputs 1). It remains to show that (iii′) holds.

Suppose towards a contradiction that (iii′) does not hold, i.e., (m∗, PK ′∗) ∈
QMS. Namely, B has queried its own first round oracleMS.OMulSign1(k,m

∗, PK ′∗)
for some k, and also queried its own R-th round oracle MS.OMulSignR on this k.
By our construction of B (as described above), it must hold that A has queried
the first round ASvKA.OAggSign1(k, L, apk, π) for some (k, L, apk, π) in which
B queries MS.OMulSign1(k,m

∗, PK ′∗), and A has also queried the R-th round
ASvKA.OAggSignR on this k in which B also queries MS.OMulSignR on this k.

We claim that forA’s query ASvKA.OAggSign1(k, L, apk, π) in which B queries
MS.OMulSign1(k,m

∗, PK ′∗), it must hold that L = L∗ and apk = apk∗. This is
because inA’s query ASvKA.OAggSign1(k, L, apk, π), B should queryMS.OMulSign1

(k,m, PK ′) for

m := Hcom(L), PK ′ :=
⋃

i∈Index{Xi} ∪ {dpk}, (3)

and it must hold ASvKA.KAgVf(PK, apk, π) = 1 (o.w. B outputs ⊥ directly).
Since B queries MS.OMulSign1(k,m

∗, PK ′∗), we have m∗ = m and PK ′∗ = PK ′.

– By (2), (3) and m∗ = m, we have m∗ = Hcom(L
∗) = Hcom(L) = m. Since

MsgColl does not occur, it follows that L∗ = L.
– By (2), (3), PK ′∗ = PK ′ and the facts that ASvKA.KAgVf(PK, apk, π) =

1 and (ii) ASvKA.KAgVf(PK∗, apk∗, π∗) = 1 hold, it follows that apk =∑
i∈Index Xi + F(dsk) =

∑
i∈Index∗ X

∗
i + F(dsk∗) = apk∗.

So we have L = L∗ and apk = apk∗, i.e., A has queried the first round
ASvKA.OAggSign1(k, L

∗, apk∗, π) for some k and also queried the R-th round
ASvKA.OAggSignR on this k. Consequently, during this ASvKA.OAggSign1 query,
for all i ∈ [n] s.t. X∗

i = X∗, the tuples (k,m∗
i , L

∗, apk∗) will be added to Q1, and
furthermore, during this ASvKA.OAggSignR query, the tuples (m∗

i , L
∗, apk∗) will

be added to Q, which contradicts with (iv). This shows that (iii′) must hold.
Overall, (i′), (ii′) and (iii′) hold simultaneously, and thus B’s output is a valid

MS-UNF-2 forgery, as long as A’s output is a valid AS-UNF-3 forgery and the
above bad events do not occur. Hence AdvMS-UNF-2

MS,B (κ) ≥ AdvAS-UNF-3ASvKA,A (κ) − (q +
2q2)/2κ, which concludes the first part of the theorem.
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Next, we prove the second part of the theorem. Let A be a PPT adversary
against the AS-UNF-2 security of ASvKA, we aim to build a PPT adversary B
against the MS-UNF-1 security of MS by invoking A. The construction of B is
exactly the same as above, since the security experiment is the same. Now we
only need to show that B’s output is a valid MS-UNF-1 forgery, as long as A’s
output is a valid AS-UNF-2 forgery (and the above bad events do not occur).The
analysis is also similar as above, and the only exceptions are that the condition
(iv) for A’s output now becomes

(iv) ∃i ∈ [n], s.t. X∗
i = X∗ and (m∗

i , L
∗, ·) /∈ Q,

and the condition (iii′) for B’s output now becomes

(iii′) (m∗, ·) /∈ QMS.

We can also show the new (iii′) through a contradiction with the new (iv),
similar as above. Consequently, we can get AdvMS-UNF-1

MS,B (κ) ≥ AdvAS-UNF-2ASvKA,A (κ) −
(q + 2q2)/2κ, which concludes the second part of the theorem.

C.2 Proof of Theorem 2 (Unforgeability of Construction 2)

The proof is very similar to the proof of the first part of Theorem 1, and below
we will highlight the differences in gray boxes .

Let A be a PPT adversary against the AS-UNF-3 security of ASvKA. We will
construct a PPT adversary B against the MS-UNF-1 security of MS. More pre-
cisely, B simulates the AS-UNF-3 security experiment for A in exactly the same
way as that in the proof of Theorem 1, except that during the ASvKA.OAggSign1(k,
L, apk, π) queries, B calls its own first round signing oracle for zMS

k,1 ← MS.OMulSign1

(k, m̄ := (m, apk) , PK ′) (instead of MS.OMulSign1(k,m, PK ′)), and computes

z̃k,1 using dsk by itself via (s̃tk,1, z̃k,1)← MS.MulSign1(dsk, m̄ := (m, apk) , PK ′;

λ = 0) (instead of MS.MulSign1(dsk,m, PK ′;λ = 0)).
Assuming that all bad events do not occur, thenA outputs a forgery (σ∗, L∗, π∗,

apk∗) where L∗ = {(X∗
i ,m

∗
i )}i∈[n]. B parses σ∗ = (σ′∗, dpk∗), and computes

PK∗ := (X∗
i )i∈[n],m

∗ := Hcom(L
∗),

Index∗ ← GetIndex(PK∗), PK ′∗ :=
⋃

i∈Index∗{X∗
i } ∪ {dpk∗}.

(4)

Finally, B returns (PK ′∗, m̄∗ := (m∗, apk∗) , σ′∗) as its own forgery.

Next we will show that B breaks the MS-UNF-1 security of MS, as long as A
breaks the AS-UNF-3 security of ASvKA and the above bad events do not occur.
Assume that A’s output (σ∗, L∗, π∗, apk∗) is a valid AS-UNF-3 forgery, which
implies that

(i) PK∗ ⊆ LPK,
(ii) ASvKA.KAgVf(PK∗, apk∗, π∗) = 1,
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(iii) ASvKA.Vrfy(L∗, apk∗, σ∗) = 1,
(iv) ∃i ∈ [n], s.t. X∗

i = X∗ and (m∗
i , L

∗, apk∗) /∈ Q.

We need to show that B’s output (PK ′∗, m̄∗ = (m∗, apk∗) , σ′∗) is a validMS-UNF-1

forgery, i.e., the following conditions hold:

(i′) pk∗MS = X∗ ∈ PK ′∗,
(ii′) MS.Vrfy(PK ′∗, m̄∗, σ′∗) = 1,

(iii′) (m̄∗ = (m∗, apk∗), ·) /∈ QMS, where QMS denotes the set Q in the

MS-UNF-1 experiment (cf. Fig. 7), and records all tuples ( m̄ = (m, apk) , PK ′)

that B has queried its own first round MS.OMulSign1(k, m̄ = (m, apk) , PK ′)

for some k and also queried its own R-th round MS.OMulSignR on this k.

Similar to the proof of Theorem 1, (i′) follows from (iv) and (4), (ii′) follows
from (iii) and (4), and it remains to show (iii′).

Suppose there exists a contradiction that (iii′) does not hold, i.e., (m̄∗ = (m∗,

apk∗), ·) ∈ QMS. Namely, B has queried its own first round oracleMS.OMulSign1(k,

m̄∗ = (m∗, apk∗) , ·) for some k, and also queried its ownR-th roundMS.OMulSignR

on this k. By our construction of B, it must hold that A has queried the first
round ASvKA.OAggSign1(k, L, apk, π) for some (k, L, apk, π) in which B queries

MS.OMulSign1(k, m̄
∗ = (m∗, apk∗) , ·), and A has also queried the R-th round

ASvKA.OAggSignR on this k in which B also queries MS.OMulSignR on this k.
With a similar analysis as that in the proof of Theorem 1, we can show that

for A’s query ASvKA.OAggSign1(k, L, apk, π) in which B queries MS.OMulSign1(k,

m̄∗ = (m∗, apk∗) , ·), it must hold that L = L∗ and apk = apk∗. This is because

in A’s ASvKA.OAggSign1(k, L, apk, π) query, B should query MS.OMulSign1(k, m̄

= (m, apk) , ·) for m := Hcom(L).

Since B queries MS.OMulSign1(k, m̄
∗ = (m∗, apk∗) , ·), we have m∗ = m

and apk∗ = apk, and m∗ = Hcom(L
∗) = Hcom(L) = m further implies L∗ = L

assuming that MsgColl does not occur. So we have L = L∗ and apk = apk∗, i.e.,
A has queried the first round oracle ASvKA.OAggSign1(k, L

∗, apk∗, π) for some k
and also queried the R-th round oracle ASvKA.OAggSignR on this k. Then similar
to the proof of Theorem 1, during this ASvKA.OAggSign1 query, for all i ∈ [n]
s.t. X∗

i = X∗, the tuples (k,m∗
i , L

∗, apk∗) will be added to Q1, and furthermore,
during this ASvKA.OAggSignR query, the tuples (m∗

i , L
∗, apk∗) will be added to

Q, which contradicts with (iv). This shows that (iii′) must hold.
Hence, (i′), (ii′) and (iii′) hold simultaneously, and thus B’s output is a valid

MS-UNF-1 forgery. Consequently, we get AdvMS-UNF-1
MS,B (κ) ≥ AdvAS-UNF-3ASvKA,A (κ)− (q+

2q2)/2κ, which concludes the theorem.

C.3 Proof of Theorem 4 (Full Privacy of PP-BAS-1)

The proof is essentially the same as the proof of Theorem 3, except that we
use the Sign′ algorithm instead of the standard BLS scheme. More precisely,
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when answering OCHL({mi}i∈S∗) queries for A, we compute σ as an aggregate-

signature for LS∗ = {(Xi,mi)}i∈S∗ , i.e., σ := z̃ ·
∏

i∈Index zi = Hsig(apk
∗,m)

dsk∗

·∏
i∈Index Hsig(apk

∗,m)
ski

in Game0 and Game1, and compute σ := Hsig(apk
∗,m)

ask∗

in Game2 and Game3. Finally, in Game3, we have pk∗ = apk∗ := gask
∗
and

σ := Hsig(apk
∗,m)

ask∗

for ask∗ ←$ Zp, which are exactly the public key and

signature of the Sign′ algorithm defined above. With a similar analysis, we can
get AdvAS-FullPrivASvKA,A,n(κ) ≤ q/2κ.

C.4 Proof of Theorem 5 (Full Privacy of PP-SpeedyASvKA)

Let A be a PPT adversary against the AS-FullPriv of PP-SpeedyASvKA. Our
proof proceeds with a sequence of games, where Game0 is the ExpAS-FullPrivASvKA,A,n ex-

periment with b = 0 (cf. Fig. 3) and Game3 is the ExpAS-FullPrivASvKA,A,n experiment with
b = 1. Let Evi be the event that A outputs b∗ = 1 in Gamei.

– Game0 : It is the ExpAS-FullPrivASvKA,A,n experiment with b = 0. More precisely,
let (pki = (Xi, popi), ski = xi) be the key pair of signer i ∈ [n]. In this
game, upon receiving a signer set S∗ from A, we set pk∗ as an aggregated
public key for PKS∗ = (Xi)i∈S∗ , i.e., apk∗ := gdsk

∗ ·
∏

i∈Index Xi, where
dsk∗ := Hdum(π

∗, PKS∗) with π∗ ←$ {0, 1}κ and Index ← GetIndex(PKS∗),
and returns pk∗ := apk∗ to A. Then when answering OCHL({mi}i∈S∗)
queries, we compute σ as an aggregate-signature for LS∗ = {(Xi,mi)}i∈S∗ ,
i.e., σ := (R̂, z) with R̂ := R̄ · S̄b and z :=

∑
i∈Index zi + z̃ =

∑
i∈Index(ri +

b · si + c · ski) + c · dsk∗, where R̄ :=
∏

j∈Index Rj , S̄ :=
∏

j∈Index Sj for

Rj := grj , Sj := gsj with rj , sj ←$ Zp, b := Hnon(apk
∗,m, R̄, S̄) for m :=

Hcom(LS∗), and c := Hsig(apk
∗,m, R̂), and returns σ := (R̂, z) to A.

– Game1: This game introduces abort conditions for A’s random oracle queries
to Hdum and Hnon. More precisely, ifAmakes a Hdum query on (π∗, ·), or makes
a Hnon query on (·, ·, R̄, S̄) for any (R̄, S̄) involved in the OCHL queries, Game1
aborts. Since π∗ is only used in the computation of dsk∗ = Hdum(π

∗, PKS∗)
in the game, by the random oracle model, A learns nothing about π∗ and can
hardly query Hdum on (π∗, ·). Besides, sinceA only obtains σ = (R̂ = R̄·S̄b, z)
from theOCHL queries,A does not get R̄, S̄ individually and can hardly query
Hnon on (·, ·, R̄, S̄). So we have |Pr[Ev1]−Pr[Ev0]| ≤ q2/2κ, where q denotes
the number of queries that A makes.

– Game2 : This game is almost the same as Game1, except how we compute
pk∗ = apk∗ and how we compute σ = (R̂, z) for A’s OCHL({mi}i∈S∗) queries.
More precisely, we first computes an aggregated secret key ask∗ := dsk∗ +∑

i∈Index ski, where Index← GetIndex(PKS∗). Then we use ask∗ to compute

pk∗ = apk∗ := gask
∗
, which is just a conceptual change since apk∗ = gask

∗
=

gdsk
∗ ·

∏
i∈Index g

ski = gdsk
∗ ·

∏
i∈Index Xi. Moreover, when answering OCHL

queries, we compute σ := (R̂, z) with R̂ := gr̂ and z := r̂ + c · ask∗, where
r̂ :=

∑
i∈Index(ri+b·si) for the ri, si ←$ Zp and b := Hnon(apk

∗,m, R̄, S̄). This

29



change is also conceptual, since R̂ = gr̂ =
∏

i∈Index g
ri ·

∏
i∈Index g

b·si = R̄ · S̄b

and z = r̂ + c · ask∗ =
∑

i∈Index(ri + b · si) + c · (dsk∗ +
∑

i∈Index ski) =∑
i∈Index(ri + b · si + c · ski) + c · dsk∗. Thus Pr[Ev2] = Pr[Ev1].

– Game3 : This game is almost the same as Game2, except that we sample
ask∗ ←$ Zp uniformly (instead of computing ask∗ := dsk∗ +

∑
i∈Index ski)

and sample r̂ ←$ Zp uniformly for the OCHL queries (instead of computing
r̂ :=

∑
i∈Index(ri + b · si)).

Note that by the changes in Game1, A never queries Hdum on (π∗, ·) and
never queries Hnon on (·, ·, R̄, S̄), thus both dsk∗ = Hdum(π

∗, PKS∗) and b =
Hnon(apk

∗,m, R̄, S̄) are uniformly random over Zp from A’s view, and so are
ask∗ and r̂. Consequently, the change is conceptual and Pr[Ev3] = Pr[Ev2].

Finally, we note that Game3 is exactly the ExpAS-FullPrivASvKA,A,n experiment with

b = 1. This is because in Game3, we have pk∗ = apk∗ := gask
∗
and σ :=

(R̂ = gr̂, z = r̂+ c ·ask∗) for ask∗ ←$ Zp, r̂ ←$ Zp and c := Hsig(apk
∗,m, R̂),

which are exactly the public key and signature of the Schnorr scheme (cf.
Subsect. B.2).

Overall, we have AdvAS-FullPrivASvKA,A,n(κ) =
∣∣Pr[ExpAS-FullPrivASvKA,A,n(0)⇒ 1]−Pr[ExpAS-FullPrivASvKA,A,n(1)

⇒ 1]
∣∣ = ∣∣Pr[Ev0]− Pr[Ev3]

∣∣ ≤ q2/2κ and conclude the theorem.
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