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SOME/IP Intrusion Detection System Using Machine Learning*
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SUMMARY  With the development of in-vehicle network technologies,
Automotive Ethernet is being applied to modern vehicles. Scalable service-
Oriented MiddlewarE over IP (SOME/IP) is an automotive middleware so-
lution that is used for communications of the infotainment domain as well
as that of other domains in the vehicle. However, since SOME/IP lacks se-
curity, it is vulnerable to a variety of network-based attacks. In this paper,
we introduce a new type of intrusion detection system (IDS) leveraging on
SOME/IP packet’s header information and packet reception time to deal
with SOME/IP related network attacks.
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1. Introduction

As an autonomous driving technology is now widely utilized
in modern vehicles, Automotive Ethernet is being adopted
as in-vehicle network technology.

In light of this, AUTomotive Open System ARchitec-
ture (AUTOSAR) consortium developed Scalable service-
Oriented MiddlewarE over IP (SOME/IP) that is the Auto-
motive Ethernet middleware [1]. However, since SOME/IP
does not consider security, it is vulnerable to cyber-
attacks. Even though there are many security works for
SOME/IP [2], [3], these works cannot deal with the new at-
tack scenarios such as a masquerade attack that mimics the
frequency of SOME/IP packet transmission. In this paper,
we introduce three SOME/IP-based attacks and propose a
machine learning-based intrusion detection system (IDS) [4]
that can detect the SOME/IP-based attacks better than exit-
ing IDSs.

2. Background and Related Works
2.1 SOME/IP

SOME/IP as a communication middleware in Automo-
tive Ethernet was developed by the AUTOSAR consor-
tium. SOME/IP provides three communication models: Re-
quest/Response, Fire&Forget (Request w/o response) and
Notification (a general Publish/Subscribe-Concept).
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2.2 Intrusion Detection System for SOME/IP

Since SOME/IP lacks security, many studies have been con-
ducted to add security features in SOME/IP. [3] proposed
Recurrent Neural Network (RNN)-based [5] SOME/IP IDS.
In this work, SOME/IP packets are converted to binary vec-
tors by using one-hot encoding, then they are grouped into
sequences to be used for RNN’s input. This work can detect
several types of SOME/IP attacks such as Request without
Response, Response without Request, Error on Error, and
Error on Event that are defined in [3].

3. Proposed IDS
3.1 Attack Model and Attack Scenario

Figure 1 shows an adversary model in an Automotive Eth-
ernet environment. In Fig. 1, the publisher ECU acts as a
server and the subscriber acts as a client. We assume that the
attacker can remotely access Automotive Ethernet by com-
promising an ECU such as a telematics ECU [6]. The at-
tacker can perform cyber-attacks such as Denial-of-Service
(DoS) Attack, Message Frequency-Aware (MFA) Attack,
and Replay Attack.

e DoS Attack: It aims to consume network bandwidth by
sending a massive number of SOME/IP packets.

e MFA Attack: It injects SOME/IP packets by mimick-
ing the message transmission cycle of a publisher ECU.

e Replay Attack: A stream of SOME/IP packets is
copied, and that stream is replayed on Automotive Eth-
ernet.

3.2 Feature Extraction
To improve the performance of the IDS, 10 features were ex-
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Fig.1  Adversary model.
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Table 1  Features for intrusion detection system.
Features Description
Timestamp Reception time of a SOME/IP packet
Session ID A unique identifier for the session
Return Code A signal whether a request was successfully been processed
Source Port The port number of a source device.
Destination Port The port number of a destination device
Source MAC The MAC address of a source device

Destination MAC ~ The MAC address of a destination device

Service ID A service identifier
Method ID A method, event or field identifier
Client ID A unique identifier for the calling client inside the ECU

Fig.2  Experimental setup.

tracted by using Recursive Features Elimination with Cross-
Validation (RFECV)[7]. Table 1 shows the selected fea-
tures for detection of DoS, MFA and Replay attacks. These
features are composed of the selected information from the
header of SOME/IP packets and the timestamp that indicates
the reception time of SOME/IP packets.

3.3 Intrusion Detection System

The proposed IDS adopts two machine learning models, a
Random Forest (RF) model and a RNN model.

4. Evaluation
4.1 Environment Setup

Figure 2 shows our experimental setup. We used two
Raspberry Pi 3B devices (Ubuntu MATE 16.04) as a server
and a client, respectively. Raspberry Pi 4 device (Kali
Linux) was used as an attacker, and a virtual machine
(Ubuntu 16.04) was used to generate normal SOME/IP traf-
fic. We implemented an attack tool supporting DoS, MFA,
and Replay attack modules and evaluated the proposed IDS
against these attacks. The attack detection results were val-
idated by using K-fold cross-validation.

4.2  Experiment Results

To compare the accuracy between the existing SOME/IP
IDS [3] and the proposed IDS, we measured the F1-score
of each model by using the attack dataset generated from
our experiment environment. The experimental results are
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Fig.3  Comparison between [3] and our model.

as shown in Fig. 3. Compared with the RNN-based IDS us-
ing 15 features of [3], it was confirmed that the detection
rate of the proposed RNN-based IDS using 10 features is
high by about 10%, 11%, and 13% for the three attacks, re-
spectively.

Likewise, in the comparison of RF-based IDSs, the
proposed 10 features-based IDS showed higher F1-scores
than the RF-based IDS using 15 features of [3] for MFA
and replay attacks. However, for the DoS attack, the F1-
score of ours was about 4% lower than that of the existing
method. With this experiment, we confirmed that our fea-
tures are more useful for dealing with the proposed attacks.

5. Conclusion

In this paper, we introduce three SOME/IP attacks and pro-
pose 10 features used for SOME/IP IDS.
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