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At AH = 7|52 AT 7 A 2Hle] IS o TLS & &
iﬂ}eﬂl *“454 ek o] & TLS & 9
= Aol dish w4F 7= A9
ﬂ—?— /\}O]—E—E S ely HTTP referer ©f 917t ARE 2ot njefwo]E 7}

AL QrE 7

1—

RS RE:

O AH, ZH A= 22 EHET 454 2

v2.0.

ﬂ

A HdeR 29

Mo

1 11



0 A, T2 220 HEIEZ} A Sl o] o] g =2
0 HeEa 2 agg njggst
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RE A 9% FA B

O

L_—g-

e

Zne

el

SANS ¢} TippingPoint ” & Aol HQF 9] ™ CIS Controls version 8
https://www.sans.org/blog/cis—controls—v8/

4 N EA 0 B HAAA

http://www.webappsec.org/

Common Weakness Enumeration (CWE)

https://cwe.mitre.org/

SHE AFEEHO] AnE o] HF = T8] BA QHARE A% F5617]
https://www.cisa.gov/uscert/bsi

CERT Ao 79

http://www.cert.org/secure—coding/

MSDN HSF 7i AlE
http://msdn.microsoft.com/en—us/security/default.aspx

SQL 1A a1 =5

Cross Site Scripting (XSS) #1 5=

QmetiE A} BAYYLE AW T Bt Aok AT 5 Uk F8T

Al

0Ol

Secunia Citrix F2F4d == Vulnerability List:

https://www.flexera.com/products/software—vulnerability—research/secunia—
research

Security Focus # 2k A Vulnerability Search (archived):
https://bugtraq.securityfocus.com/archive

T a2 Ford HlelgHo]l A (OSVDB):
CVE(Common Vulnerability Enumeration):

https://www.cve.org/
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2 B o3l

28 A (Abuse Case): AZE9o]o] olxd ¢ &y H|OLA 0995 et 904
Aol 2 A28 AA A 71 (AA] ] gt tigt 9F 2 40|},

A BA(Access Control): A|AE 2pYo]| Hdstale A B 2HYo] &) §]8stn
ARSH= Ao B4 dutHor Ay AEH <l I3} Afele] @ 183 AAH
3] AP 7o = St

%1% (Authentication): AZE{o|e} AT 2F-85h= AREAL = thE QlEHO] AY&
gelst= 4A L] T4

7/i

541 B QHCommunication Security): AIZEo]7} etASH] AR E S48t & o=
A 9] 54| v (Confidentiality): X7} Hgto] Qli= ZFef| ARt *7HH C A H e Jot=
A

A3 gt= &3 gk 9179 (Contextual Output Encoding): ofZ&]|7|o]AoA o] 2
HiolHE &8I AE 31345}04 ATE IG5t A, 7Y -2 AREE 21} gjo]E 9
A =40

wetA mrefsitt. S@tol|dE S99 ol HlolHrt ZHEuH, tes X5k
AU @& A dfof ?tth: HTML &4 9] 25, HTML £4, AHHAIHE, CSS, URL.
E2FSQL ?4?4, XML, LAP &} &2 & 7§—°r°ﬂ His) A= Aol g,

A2 A AlE @3 9% (Cross Site Request Forgery): 9|5 Ao E T = off Za] 70| o]
AREAF A S EskA] ¢ 2= Fratt AdS 21 e thE AfEHACIdS Bl
ot

of E Ao A2 ola7HeStA W |5 7Hs e URL ¥} et B & AR o FoFshot. TSt
Flofet offEe|Alol Aol Hisl Hetexrt R Hast Ald JHE s o=z AR
Qe o A Zhssiet. (B FHoFxo] G dubHolx|nt AlE9] olsi7t F£517]
izl %—7—1%% O & FYstA & wA A AR o A= ?toh)

423} 2 (Cryptographic Practices): oflE=|A o] e] o dito] sHAsHA A2
HAsh= 99 A

‘:1] o] 8] B3 (Data Protection): A IE ¢|o]7} otAS}A] A HE AAsIE = A st g3 o

A

Eﬂ o|E] H|o]A H<SH(Database Security): AZE 1017} g o] gl #]o] A
2 2A-gokaL dlolEHo] 27} HSHA A F w2 BAthE 4o FA

of2] Azjet ZAL71 = (Error Handling and Logging): OH Aol o] o2& 5
| 2]5tal A A-sH] o|HIEE A7 &6 A-S BASH=s dd o] 7]
oF8-(Exploit): FeFdE o]8sf| et = JHE Fot= P9 gutyez FHoHde
Zrofjo] A E 9o] o] Het FAIE F oot ot =2}l i ¢folth.
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=9 3 93793 (Output Encodmg) ofZ2]Alolde] ¢ HlolE & It 9|2 AlASH
o5 Q1T YL ALSIEE sl A o] EA.

ol 7] 4~ F 2] (Parameterized Queries (prepared statements)): =0 A& H (placeholder)—‘é~
/\}9-01'04 Helet glolg 7 FHEEEE ST, He X2+ EYlo]ASH 2 FolH 3 SQL

dlo]g o] Ao HFEo] FH|H 5, prepared statmenet 7} ThefH| E <} 75“%? ol=
bl Zro]l SQL EAtgo] obd AmUe ot 2oty wfEel defel 227}
HAG == AL ot

do] e AL (Sanitize Data): Ho|E] A|A, ¥4, Q17 Y, A Q& Eof dA|H o2 933t
dleoleE bdsiA Mg she 2.

Bt FA|(Security Controls): FA|A FHoFH-S ¢dloty AT Eolrt Ok3t iz
2ot & B o= 9.

HeOb @A} (Security Requirements): AZEo]7t ¢bdet whHoz sidtEy
HIA B 5 = 4o A4 2 75 84AFES] et

=212 Q135-(Sequential Authentication): 15 dlo]E]7 @ FH|o| 2]l A] FHH | *2] &=
Zlo] ofyz} Q15 ¥ Ho|X|7kR] &£xpH o2 g o= A

M)A 2] (Session Management): < o Zg]A o] do] HTTP A& ¢HAsH] A5tz =
St= A= 9] S

Aef Hlo] Bl (State Data): fEeiAlol 4 Ex Auo] A AHgSHe dole] i mhejrel =,
A4 G452 fAs T 8% 1 B AE FAst] Sla) A8,
°l

A2’ (System): 2 FAAl, ¥ AH, ofE=AOlE Tt vl et ~AEAE

Y Ak ol

A Ad] A (System Configuration): £ZEQJo]9] JITAEH ] AZXHET] QF
A E 4 s FE Ao

— H 1
AE Q4 (Threat Agent): A|AHo] B2 o
EO]' Exﬂa 4 oHoLgi'L oP_/];G o] /\]__9._7\]_7]_ 0]

22 =94 A
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15}

=

% o Qe Ao JHAL Al

2 494
T 7 |
A 9 aao|AT, 3 = §4 T

[-'E
—|-4 C,.lo_ll_l,

A2 Qg A A" @ 2HE T o]of] ZIETE

A= HE(Trust Boundaries): 4EtA o=z Alg] HY= 2H A FA 7 7153t A AH
HAEHER FTAHL. AFZAQ BAZ 27153 I8 ALH(RE AREALe @37t
2F5t= A A”HS

ZIhorHES RE H&I golee HAIF 7o &5, YRz (Y A(TE
A2 AS Z85H7] ) HEsloF gt

F ok (Vulnerability): A|28S 34 = 457 425 she o4,
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